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VPNO— KNSV UTDETE
VE—R 774 T7 > b ar74Xal—rarT, BEOASAZFRIUCFR Yy hT—7 28k L
TUE— By g B LTWEEA. THLDFAL A TRy v g VAT 5 L
INCHETEET, ZOMHREIX VPN o — RT3 7 LT, &b AMOIERNT A 2
kt//g/k774/&#%@§niﬁo_®tb TRTOT A R TARBZHE
9, VPNE— RT3k, VAT LAY Y —ARNHRERHEN, XT3 —~<
AL VAT LAOR MDA ELET,

VPN B — RRZ Uy U T ERERTHITE, JV—TNOET A ATUTEFITLET,

WO VPN B — RRZ o o P TN —T @A ET 52 LI2L > T, VPN 2— K7
///7&w%7% RELET, T, REIP 7 FL A, UDPAR— b (LEIDST
T) . BEOIZ =T D IPsec HAEMENEZENET, T L—TICBMNT 5T XTOTA
A AZIE, INV—THNTOT A AOERNAM ZBRE | [F—D 7 V— TR ERET Db
ERHY ET,

« FRALATVPN B— KRG ULy PEFML, RT YV v I T RLALE T T "= FT
RUVRIpEDTNARAEFEOT /RN T 4 H#ERTHI LI, BMTEHEIT A AEHRE
LET, INODEIZTNA AL > TR 9,

A— KNSV VTRADINT )Y DA VRA—DT A RETFAR— M IUE—TIAR
DERTE

wwm~Fﬂiyyyfﬁw—7®?ﬂfzm@ﬂfuyﬁ(%%)4y&—7z4zkf§
A=Kk (NER) A F—T =2 A AEHETHITIE, WOFNEEZFEITLET,

B M T7RASEYUTaATLay
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ATy

ATy T2

ATvT3

ATy T4

A— KRSV U TRDATY v oA v 8—T14RETSAA—F 4 v8—Tx1208% ||

FIE

VPN O — RRF v/ ary7 4 Falb—y gy £— KT, lbpublicF—U— RZ$HEE LT
interface =~ RE AN L, ASAIINT Y w7 AU F—T A AR ELET, ZDa~v
RiZ, ZOF AL ZAD VPN 00— KNRF L I Db DRT Y v I A 2 —T = A ADLH]
FXIP T RLVAERRELET,

1 -

hostname (config) # vpn load-balancing
hostname (config-load-balancing) # interface lbpublic outside
hostname (config-load-balancing) #

VPNE— RT3y v/ ary 74X alb— gy £—RT, lbprivatex—7U— REZFEEL T
interface 2~ RZ AL, ASAIZTITAR— AV F—T oA AERELET, Z0a~
YRIE, ZOTF AL ADVPN B —RKRT v T DD TTA X~ f L H—T = A{ AD
ARTETIXIP 7 FLRAERELET,

1 :

hostname (config-load-balancing) # interface lbprivate inside
hostname (config-load-balancing) #

TN—TNTZDT /A ANZEID Y THEENAN AR E L ET, EOFMHIL 1~ 10 T, &
FEMEALIE, T3 ADEEWFE T IIBEFOT 4 LI X TRENBELIZL X, ZOT /A A
WIN—TF 4 L7 2 ZhebalfEbaR LET, BEEVEZEIRET D E (& xiF10) |
ZDTNRAANTN—TF 4 L7 X5 alRetEn@m< 720 97,

1 -

72 2E, ZOTNAL R ITN—TNTOBBENELL6 2 E Y B THITIE, kOa<r RE AN
L/\i‘a—o

hostname (config-load-balancing) # priority 6
hostname (config-load-balancing) #

IOTNAL ARy NI =7 T RUABBEERT 25813, 7731 ZUZED 4T 5 NAT
T RLZZEELTCnat 2~ FEANLET, IPVABENIPVv6 7 FLRAEZEHZET DI, T
NA ADKRA NG ERECTCEET,

i

7L 2iE, ZOF A RTNAT 7 R LA 192.168.30.3 38 L 18 2001:DBS8::1 ZE Y 24T 5T,
Woa<r REAHLET,

hostname (config-load-balancing) # nat 192.168.30.3 2001:DB8::1
hostname (config-load-balancing) #

INCAYFIVEEE AP |
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B vwno—rns oy —TREORE

VPN O— F/\S Y

ATy T

ATy T2

ATvT3

UGN —TRHEDERE
U N—TNDET S AD VPN 0= FRF 222 ) 7 =T B RET 5101, WO FIR
& AT LET,

FIE

Jua—\)L a7 4 X2 lb— 3 F— KTvpnload-balancing =~ > K% AJJ LT, VPN
B—RRFT UL T EBRELET,

&1

hostname (config) # vpn load-balancing
hostname (config-load-balancing) #

Z X T vpn-load-balancing 2> 7 4 F 2 L—T 3 > F— RIZADZD, ZTITHEVOE— A
T TR ERETEET,

TDOTNRAAVRBELTNDIIL—TDIPT RLVAETITZELEMN NAAL V4 E2RELET,

Zoawr Rt VPNe— RRZ U TN —T 2K ERTH—DIPT KL AFE72IZFQDN
EHRELET, ZL—T7HNOTXTOASAPEET L7 Y v 7 %73y hOT KL AHiH
WT, IP7 RLAZRIRLET, IPv4 ZHEET OMLENRSHY T (WMH) . A7 a3 T,

IPv6 7 KL AZFRETE 97,

1 -
AR IPvA B L OVIPVGe 7 RV AZRTET HIZIE, ROa~r REANTLET,

hostname (config-load-balancing) # cluster ip address 192.168.10.1 1000::2
hostname (config-load-balancing) #show running-config vpn load-balancing
vpn load-balancing

redirect-fgdn enable

cluster key *****

cluster ip address 192.168.10.1 1000::2

cluster encryption

VPN B — RNRSG U755 22D IPv6 7 RLAZERET AT, IPvd T KL ZADEEND
HTT, (R IPV6 7 RV ADKRERETHE, =TT —AvbE—URERINET,

hostname (config-load-balancing) #show running-config vpn load-balancing
vpn load-balancing

redirect-fqgdn enable

cluster key *****

cluster encryption

participate

hostname (config-load-balancing) # cluster ip address 1000::2

ERROR: Virtual IPv4 address is not set

TN—THR—=bFERELET, Z0a<vr R, ZOT 3 ZANRBMT 5 VPN 2 — RXF
VT N—TDOUDP R — hEEELET, T 74/ MEIX 023 T, BlOT TV F— 3
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ATy T4

ATy TH

ATvT6

VPN O— RNV T —TRMEDEE .

VTCIDOR— IIMERAENTWSLESIX, a— K XTI 5 UDP O%EHER—
FerrEe ANNTLET,

1 -
722X, IN—T R — & M4 ICRTET DX, ROa~<w> REASTLET,

hostname (config-load-balancing) # cluster port 4444
hostname (config-load-balancing) #

({EE) VPN 2 — RXRT o T 7 N— 2% 5 IPsec B b A4 2 —7 M LET,

F 7 x4 FTHEHE S LIMERHENETA, ZOa~ 2 Rk, IPsec i 5{bEd A x— 7V FE 721
TAE=TMILET, ZOF =y 7 BUEEZRET 2551, FTIHAMEZEE L THRIET
HLBERHY FT, VPN 2 — RT3 77— NO ASA 1. Psec ZfiH LT
LAN-to-LAN h > RUEHTHEELET, 734 A THEFESNLTXTOrR— AT vy
TIERBEE AL SN D X o IcTDiIcid,. Z0BME A F—7 M LET,

G¥) VPN B — RN 7 T N—T OB b =T 5121E, £7°. WA v ¥ —
7 A A%HEE LT cryptoikevlenable 2~ > R&FTT 52 & T, WA ¥ —
72 A ATIKEVI ZA X =T MZTHMERHY £3, £95 LRWEE, VPN —
RANZFG o T TN—T DS ERELELD ET2E, =T —A v E—UNRER
EhET,
TN—T DML R E L= & EICZIKEVl A 2 —7/MZLThH, T —T~DF
WA ZADBMERET HRNCT 4 BE—7 I LIz ;’E participate =~ > K& A

NWTBEET—RA o=V REREIN, ZTOTNV—TITH L THES{LITA x—T L
2720 Fd A,

51

hostname (config) # crypto ikevl enable inside
hostname (config) # vpn load-balancing

hostname (config-load-balancing) # cluster encryption
hostname (config-load-balancing) #

T N—T DGt A F—T I T DAL, custer key =2~ > K& AJ) LT IPsec 34 &
LHEETAHVNERDOYET, Z0avy f\ 1. PseclF5{ba A 2—T ML THDHEE. IPsec
ETRNCHEAEREEEELET, Ny 7 RAZANT DL, BT 527 AX ) 27 LFE LT
KRINET, T TSN —F AN THLERD L5 (2L 21X, BRI
b —L72%—) (%, cluster key8key =~ R&E AN LET,

£

7= & 2, HAWEEWRE 123456789 IZFRET DT, kDa~<r FEANLET,

hostname (config-load-balancing) # cluster key 123456789
hostname (config-load-balancing) #

participate 2~ R& ASI LT, FNA—T~DZDT A ADBMNE A X —T /W LET,

INCAYFIVEEE AP |
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B et asmALEY LYY a0 D 2—T i

1 :

hostname (config-load-balancing) # participate
hostname (config-load-balancing) #

RDBARY

BEDASA ) — KpR3a— RKRF o TOEDIC I NV—TbEN, BxX2T7 77347 b

%512 7 V—7 URL OfEFANRMBEREA Hx D ASA J — RTUTEITHYLERH Y 9,
B VE— "NT I BRSO T A, K — RSV EAET R X (IPvAB L
WIPv6) DUV NL—F URL R ELET.
2D/ —=KDVPNuB—RNNFLI T N7 Y v 7 T RVAILKH LTI A—7 URL &
Ebij—o

tunnel-group. general-attributes, group-url =< R&fEH LT, kD7 /L—7 O URL %% E
L\i‘a_(]

SEEBMHRKAAVEEFRLEUSALYS 3004 2—TILiE

ATy T

F T4 FTIE, ASAIZVPNE— RS ZDU XA L7 FTIPT RLAFE T2 7 54
Ty MIERELET, DNSAICESSITEHZENRHEHIN TWBEHEA, AU A—FT AL RV HF
A L7 FENDEZFOFFAEITEIZ/2Y F9,

TOASAIZVPN B—RNRT U7 T 4L 7L T, VPNZ T4 7 v MNERARID A >
=T NNA X (T N—TNOHND ASA) [V XA VT "T5EEI2, DNSHLy 7T v 7%
LT, TOALNR=FT A 2D GMBIPT KL ATIERL) 2Bl KA A >4 (FQDN)
ERETEET,

VPN — RT3 7 — R CREEM AL VA&EFR LIZV AL LY haA 3—TVE
TET 4 8—7MIT 512, Fa— L ar 7 X o b—v 3 2 F— KT redirect-fgdn
enable =~ REMHHALET, ZOEfEX. T 740 FNTIET 4= 2> TWET,
1R BHEIIZ

TN—THNDO VPN 2 — RNRT L TTFNRAL ADTRTONBB LNy hT—2 A
H—TxzA AL, ACIPFRy NU—7 FIZHFEETALELRH D £9,

FIE

VPN 22— RNZ v 7 CO FQDN OfEH%Z A F—7 M LE T,
redirect-fqdn {enable| disable}
B -

hostname (config) # vpn load-balancing
hostname (config-load-balancing) # redirect-fgdn enable
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>

veno—k nsvvusniEs ]

hostname (config-load-balancing) #

DNS ¥ —/—(Z, & ASASMEA v H—T =24 2D U ZBIMLET (=2 b UBFEEL
RWGEE) o ENEND ASANEIP 7 KL AL, vy 7T v 7HICZEDT R v AZBEEAT
HDINIZDNS = FUDNHRESNTWOARLERH Y £9, ZHAHDDNS = kU Ik LTIE,
WLy 7T v T HA X =T MITDHHLENHY 7,

dnsdomain-lookup inside =~ > FZfH LT, ASATDNS /L v/ 7 v 7 & A X —7 /T LE
7, inside DFRIFITIL, DNS —"—~D)b— hEZFEATLEDA VX —T = A A%HEE L E
7

ASA TDNS ¥ —_—1IP 7 FL A% EF LET, I : dns name-server 10.2.3.4 (DNS H—/3—
DIPT RLA)

VPN O— R NS 22U T DEREH

HEAKRKDVPNO— K /NS

VPN O0— K/

U4 CLERTE

WIZ, BEEBHi AL LDV XA VI N F—T ML, ZNV—TDONRTY 7
A A —T A A% test LIFEL, FNV—TFTDFFA4X—F 4 FZ—T = A X% foo
EHRET LA —T oA Aavy Regies, VPNR—RKART v T avy Ro—
T ADEERLET,

hostname (config) # interface GigabitEthernet 0/1

hostname (config-if)# ip address 209.165.202.159 255.255.255.0
hostname (config) # nameif test

hostname (config) # interface GigabitEthernet 0/2

hostname (config-if)# ip address 209.165.201.30 255.255.255.0
hostname (config) # nameif foo

hostname (config) # vpn load-balancing

hostname (config-load-balancing)# nat 192.168.10.10

hostname (config-load-balancing) # priority 9

hostname (config-load-balancing) # interface lbpublic test
hostname (config-load-balancing)# interface lbprivate foo
hostname (config-load-balancing) # cluster ip address 209.165.202.224
hostname (config-load-balancing) # cluster key 123456789
hostname (config-load-balancing) # cluster encryption

hostname (config-load-balancing) # cluster port 9023

hostname (config-load-balancing) # redirect-fgdn enable
hostname (config-load-balancing) # participate

ST ERDERTR

VPN B — KNG U o T IN—=T DT A VIR, T2 T 472 8XaT7 77947 Fky
var, JIAT MRy ay, FLUTHEINZHIREIXT A & R RIZES
SIEKFAE Y a v NHD T N—THNOK ASA D A v =V EMNCZELEY, 7
N—THNDH D ASA DFEEN 100% W ENTH DL EREINDIGAR. IN—TT 4 L7 X%
THCH L TCEDLIZHERE Y XA LT F T2 I3 TEERHA, ASADVSIENTHD LIRS
NTh, 2=V —ICXoTIIET 7 T 4 7 EITHERGDIREL 2D, T4 BV AEHEETD

INCAYFIVEEE AP |
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FHREMEAH Y 4, FRERE LT, By v a VAR, By v a VAHENSIET 2
T4 TIREDE v v a VEESIOTEENS ASA I K> TIMtENETASA o~ KU 77 L
Y AD-sessondbsummary 2 v REZM LTS EEW, 2F0, T 7747k yva v
WX N—TF 4 L7 FITHESNET A, ASAN GET 7T 47ty aick-70) o
EWZR > TWBHETH, Z—T7F 4 L7 ZIIMBEIG U TRt A ASA ICH| & k& U &
AVZ7 FLET, ASABF LWEEREZETLE, ROESIFET I T4 7o Tty
VarpulE 7SN, FILWERNEDT A B RS EHEET,

wOFENL. 100D SSL v ay (FI7T 47 D)

L 2% DSSLEfREZRLTWET, =

NoOEFITIX, T VT 4Ty a TEERTWERA, OFEV., FETIT 4 TR
Ty a I VPN B — RART U U TOARMICEZ bLER A

hostname# show vpn load-balancing

Status : enabled

Role : Master

Failover : Active

Encryption : enabled

Cluster IP : 192.168.1.100

Peers : 1

Load %
Sessions

Public IP Role Pri Model IPsec SSL IPsec SSL

192.168.1.9 Master 7 216 100

192.168.1.19 Backup 9 0 0

- > S = ~ -~ R Q‘L\b
VPN O— KNS U U5 DHEeEFE
HRER )1)—= HRETRER
SAML Z il L7z VPN o — Kk Z v w7 19.17(1) ASA IE, SAML BFEZAEH L7z VPN r— |
U aYR— B EITHRY E LI,

VPN 22— RRF vy 7.2(1) ZOMERENEASIVE LT,
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CORF2IAVMNEI, RKEVRAOARITRF 2 AV MNDSEMRTT, YV IBHRICODEXLTIE
. BERBRIBEFAT. ZEBRICTZ Y 77— DHD. UV IEOR-IHBEI/LTEThTWNS
BEFHDEITEEZCTELIEZD, HBLETHLEZNMREBDFTIDT, IEXLBABICDL
TIKETAIPMDRF AV M ESELESZL,



