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ITN—Tla—P—F, N=F ¥/ TFTAX—=F Ry hT—27 (VPN) OtFx=V 7 1 EFH
& ASA OREITB T HHENEE T, IA—Tta—P—THREShD Bt L - T,
VPN ~D 22— — 7 782 L VPN DEHFIENRESNES, 70— %, 22— —DESL
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NWET, #7077 A VT FEOHEGHO 7 NV—TRY) o—%EELET, 2—F—(C
K UTRED I N—T RY o —%ED B ThRWEGAEIX, BiOT 74V s Z—7 R —
NEAENET,

TR 5L, BANCER e 7 ANV ERELT, EHOEERELET, KIZ, FJv—7
RV —%HELET, Z7V—7R) o—TiL, 2= —DEFICHETL2EIREINET,
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GE)  Bi7m 77 A%, tunnd-group 2~ > REMA L CHRELET, Z0®ETIE, 7o
TrAN] & TR T—7 ) [ THEBIZIZEA LR UBERTHEAS L THET,

e 7 m 7y ANE T N—T R =T L L. VAT LAERERMERILINET, 3
TA4FXa2lb—vay FATEMFILT D202, ASA IZIET 7 4V F D LAN-to-LAN 25t~
17 7 AL (DefaultL2Lgroup) . IKEV2ZVPN DT 7 4 /L hD Y T— T 7 AT 7 7
A /v (DefaultRAgroup) . 7 7A T FLVASSLBLI N t¥=aT 7T 47 b SSL B D
T 7 4V OB v 7 7 A v (DefaultWEBVPNgroup) . BEX T 74 /L hD I IL—TF R
v — (DfltGrpPolicy) ZHAEINTWET, T 74V MO T e 77 A VT V—T K
V=T, L o2 —PF—cH@mT DL EBEX ONIREN RSN EST, =—F—%BINT 5
XD, IN—T RV —NoNRTA—=F% [{fK] THECHETEET, ZHITLy,
%< Oa—H—1Z% L CTHEIC VPN 77 B A ZRETE T,

TRTO VPN 22— —|Z[[— DR ZFF T 2551, FFEOHER T r 7 7 A L7 —T
R —%RETHVLEIH Y FEAN, VPNRZOLHIIHEHINAZ LI EALEHD F
Hh, FEE, BREIN—T HAF~v—FKR—b Z—7F BIOMIS FEFHRS A
TL) TN—TN, TITAX— KXy NT =T DENENRLRDEH T 7 8ATEDHE I
THHERBEZONET, £/, MISIZHTBET AFED = —FIZIX, oo MIS = —HF|ZiX 7
JEATERWS AT AT 7 EAZHATLHGERHD T, BT a7y A e n—7
RV —=IZED, ZOXIRFREBRELRRICETT LI ENTEET,
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NR—ty NCT, A7V b I N—T%BERTLHE, A— bRy hT—271Z%7 % VPN
TIBABERTHIENTEES, 7027 b ZA—F1F, I —TF R o —08s 7
n77ANE0G, ACL EBERHD 3, A7 V=7 b ZA—TOEHAFEOFERIZ OV
Tk, —BOEIER a7 X2 b—a > A ROF 20 % [Objects] 2B LT A
AN

X2 VT4 T TIATUATIE, SFESEhy—2nbEtEr@EHcEEd, ROBEREIC
WE-T, BHEEEALET,

1. Dynamic Access Policy (DAP) L =2— R
2. o—Y—%

3. INA—TFRY—

4, BT a 7y ANVHO T N—F KY L—
5. F74N RO IA—F K —

FD=, BIED DAPEIX, 22—V —, JA—F RY I — Fd#m 7 e 7 7 A VIR
EINTMELVETITAF VT 4 mEL o TWET,
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DAP L a2— ROEMNEZA X —T NV ETET =T MZT 5 L, ASAIXZTOEAEA L CHE
fTLEJ, =& 21E, DAPwebvpn 2> 7 4 X2l —31 3> T— R THITP 7B X %27 ¢

=TT HE ASAITENLL HMEAZBRE L ETA, RV IZ, hitp-proxy 2~ > KD no fii
%ﬁ%#ék\E@in@ua~*;ifﬁbﬁmtw‘ﬁ%;)%47f§47yxmﬁ
BT 2EE2ROT 57010, 2=V —ABIOLEICIE LT r— UL R —0 AAA B
WCRBEN L THERLET, ASAZ A7 hLASSLVPN 27 4 X2 b—3 g 0d, TRF
1o http-proxy 2~ K& 1 DD https-proxy 2~ > ROHVHR—F LTWET, ASDM
ML TDAP #RETDHZ 2 BEIDLET,

EHmoOoJ274)0

Vi a7 7y A, hURAERAR ) = ERETHLa— ROty FTHERINET, 2
oo a— K&, b a—F—nERRE— N — BIOBEEROREILERDTH
DT AT == (FETAHE) ERELET, £, Ibo L a— NZiE, Bk
DT 74N E TN—T R —bEEISN, b7 e FaVEfoER 7 A —2 a8 %
NTCWET, Bt e 7 74 ik, bRV BEROIERICBEEST 2 08O RENE £ E
T, T m 7 AR, 22—V —BEEOBMNEERT LI N—T R =D F
BENET,

ASA (2%, LAN-to-LAN #%f¢/H © DefaultL2Lgroup, IPSEC U &— k7 7 & A&l D
DefaultRAgroup, 3L NSSLVPN (7T UHFR—2ABI R X277 T4 T F X—R) #
f5¢ FH O Default WEBVPNGroup & W\ 9 7 7 4 /L MEfe 7 0 7 7 A V3V £F, T HDT 7+
VN R T 7 A VTEETEETN, HIFRIITEETA, o, BEICEA OB =
T ANEIDUENT 22 b TEET, #t7 v 7 7 AW, ASAD B — LI ET
HY | SN — N—TILHETEET A,

)

CE) —fporarv7ryrAn (7z2—X1OIKEvl 2F) I, = RRA Vv VE—h 7782 FE
721X LAN-to-LAN 22 E D BB TE W2 EMH D 9, bl ZA—7%2HBl T 7
WA, T 74V R T

tunnel-group-map default-group <tunnel-group-name>

WCERE SN ET (77 /0 MET DefaultRAGroup TF)

BRIA T 74 IILO—RRET/ANT A —’5‘

—RNT A—=ZIE, FNTO VPN #56ICl T, — /37 A—=HZIZiE, RObDOBHY %
—é—O

BT T AN T e T A NVAE, BT R T A NV EBINE T ISRET D &
XIZHRELET, ROTFEHELH Y £,

o FRFRICERIHEE X — 2T A T4 T NOBE, BT 7 ANGITT TAT
VR ASAIZTET S —T 4 LR LT,
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AFICIEAEZ T 527 947 > MIZOLRIZIFHEO—E & LTHEL., ASAN
FEBAENS Z LRI L ET,

cHEE A A T B Z A 7121, IKEVL U E— F 7 7 & A, IPsec LAN-to-LAN, ¥ X}
AnyConnect (SSL/IKEv2) WEHENET, #fi 7w 7 7 AL TIL, 1| DOEHEHZ A 7720
RECTxET,

CEEE, BE[ TAT LT 4T R—  THH DT A— 2 TIE, ASA BWIRO HIYT
ﬁ%?é#%ﬂ%@?w%7iti)2F%%ﬁbiﬁo

OJL‘——"H‘ @nhn
c =P —RT 7w RAERA SN — E AT 5 E RO R
T HIT 4T L a— ROMRAF

P—R— Z—T1F, 1 DL LDV —— TR S E T,

HEGHDT T AN N IN—TRY — s TA—TRY —L, 22— —EHEOBMEDOE v
T4, T4V TN—T R —iL. ASAN bRV 2 —P—%FREEFE 72133874
HBUCT 74V FTHERAT AR EGEATE I NV—T R —T7,

e IITAT U N T RLZOE Y Y THA  Z2oFRUCiE, ASANTZ T4 T2 MIEID YT
%512 E®DHCP —_R—F7137 FL A F—LOEREGENE T,

e NAT—REH . ZORTA—E 52T 5L, BIEONRATU— KPR ERK (F7 41
NI 14 ) THIRRUINIZ/RD Z L2 a—P— 2 E LT, RAUY—RNE2EETIHHSE
a—P— 2Rt TE £,

c IN—TBREBLOVIVARE : ZNHONRT A—=X|ZX D, ASANZETH2—H—4
AR 5 5ENRE D £9, 25T, user@realm OECTZIET 52—V —4 12720
WHINET,

FHIT @7V IAFETC2—F—LIHIMINEEH FA AL TT (user@abe) , L /L
A%I‘T%j—é%é\\ ASA| ;t:!-*—"j‘“—%:l‘ock(}&ﬂ/»—7 (&)é%é\) %wuu :,fi)zﬁb\iﬁ—o
TN—T%RETDHE, ASAITHIECZ—F 2BV LA (BD%GE) ZEHLE
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LV MER T2 BRET D121 strip-realm =<2 K& A L, BiEH iz —HF =405 7
JNo—TER T & HIERT D 12 strip-group 2~ > K& AN LE9, Wi OB ZEHIRT 5
&, BRI username 72 IO W TITONE T, RS OYE . FREEIT username@realm
SCFHN AR F 721F username<delimiter> group SCFESNZFESWCIrbvE T, —/X—TF
U I X BT TE W EAT, striprealm ZHEET AL ERNH Y £,

S HIZ, L2TP/APsec 7 74 7 > b DA strip-group 2~ > REFEET 5 &, ASA L VPN
I IAT Y EBER Lica—F =4 7 V—T 4 205 L Ca— W O 7 1
T7 AN (M Z—7) ZRIRLET,

RAOER . ZONRTA=Z 2T 5L, 2= —ERORIRBTZER LY, £
TEDEREZRY FiF2v TEET,

B 5oz L. S—TFRYS— BEUI—F—




| #eTnorq0, YL—FRYS— BEUa1—¥—
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« WADNJEME : ZONT A =2 (F, A EZFTT L L SITHMT REEARIEELEE L
\i‘g—(}

IPSec kU RILY IL— THEER/INS A —4
IPSec /NT A —XZ\ZIE. ROLDONRH Y £,
IV IA T ]\nquﬁJ‘ %HU ﬁﬂ’r‘—\ %E%%\ if:biﬁﬁﬁo
o FRILA X —ITHESWIZ IKE B O A, #5iAR Y O —IZBEAHT D738 8T o
F—HAMKTT (K128 X7) o
« V7 IDMERRDER : ZDONRT A= TiX, VT OFHELEH LT T ID OFER
BRTAHME I NEIEELET,
FRRE S UCREAE XMW 2B ET 256, = Ra2—F —I@FEDO - DI H /e
FEHEAZIRETALENDH Y 77,

s WEBEANA 7V w REBEFSFE : XAUTH B LA 7V » K XAUTH,

isakmp ikevl-user-authentication =~ R} i ASA FREICT U Z VEERE AT 5 0
N DG, BEIOY E— K VPN = —H —F83EIZ RADIUS, TACACS+, F721% SecurlD
&&@vw/—&ﬁt%%@ﬁﬁﬁébgﬂké e, ™A 7 U v R XAUTH §8GE %
Lad B0 EA L £,

« ISAKMP (IKE) —77 74 7ORE : ZOMEEICE D, ASAITZY £— h BT Ok
REEEE=A—L, BOHEOFEELZETICRE TEET, ET7HRRE LR D L,
ASA IR ZHIBR L E T, IKEX—T7 7 74 72 A 3—TNWICT 5 L, IKE VT 238k
Kole b I8N N7 LEE A,

IKEFX =77 74 73S ESERBAR DY £, ZOENEIEST 21213, ASA LY
F— P ETREDOEAEZ Y R—F L TWDLERDH Y £, ZOKREIT. ROETITH
LTEMELET,

* Cisco AnyConnet VPN Client
*CiscolOS Y7 b =7
* Cisco Secure PIX Firewall
VAAUSND VPN 7 FA4 T2 MIIKEXF—7T 74 7% R—FLEHA,

IKEXx—7T7 79472 R—1rFT2ET7 VR —FLARWETWNRET DI NV—T%
FETHHEEIL, I —T2EKIKH LU TCIKEXF—FT 54 T A X —T M LET,
TOMREEYR—PFLAWVWETICEEIIH Y WA,

IKEX—7 77947527 4 B—=TMIT DL, IRELRVWET LOERIZZA LT D
MZRBDETT I T AT DEFIRDTZD, TA KVFALA LT D I\%’x’ﬁ<ﬁ“6:k;’&
HESRELET, 74 RV EA LT U NERRET AL, 70— KR —0ORE 41
N—=V) EBRLTIIEEN,
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()  ISDN [ CTEfe 57 94 TV "IN T V—FIZEEND Y
AlE. Bt A P EHIET A7 DIZIKE ¥ —7 7 794 7% 4
=7 ML TLZE N, @, ISDN #21L7 A Riciz b &
O SETN, IKEX—TT T4 T DA = AL I - T
DT A RAVIRBEIZ 72 B 7072, Gl S22 9,

IKEX—77 947 %7 4 —7MZT DL, 7?47y%
IKE % —¢& IPSec ¥— D EH L0 ORI | L72HAI210)
Wranxd, IKEF—77 74 7084 F— 7»L@ofwéﬁé
SRR BEESEA L T 7 4 v 71X Peer Timeout Profile
EZFS F R nbEl SN EEA,

IKE A A > F— R&2HEHT5LAN-to-LAN 27 f F a2l — 3

AT 20D T DIKEXF—T T 747 DAy 7 4 Fal—
TarNRILTHD I EEHELTLLEZEEZY, WHFOET TIKE
X =TT ITATNARZ—=T N> TWDED, ERIFHFOET
TIKEX—7T7 74 TNT 4 B—=TNZRoTWALERHD F
7T

® T /57/1/.&%%%4%% LTnL nﬁ% H/:E—g—;éia/\ nﬁwq%:%l%‘//ﬂéﬂg%%'fij—é (ID iE
HELFITT DT RCOIRAELZECTITHET D) 2, AEAEZTE2RITTSH b— Mk
HEL T XTO T CAREEZET) NEHEETEET,

*Windows 7 7A 7> b V7 N2 T OHENASA—=Va U EEHL WL 2 —HF—lC, 77
AT NeT T T—= T OREROLZEEEIML, Ty T— SN TAT B
W=V g v aa—P—DRNEET57DODAN=ALEZRMIETEET, T XTOHEHK =
T 7 ANVEIIIRFEDOE T 1 7 7 A Wk LT, client-update 5 EF L OER TE F
7

« TUXINFFHEERMGH L CEIFERET 2 HAE., IKEE TICEET AFEHEZ#ERNT S
cZARNKRA L NOARTEZIBETEFET,

EHETOTD74ILD SSLVPN v S 3 VIEE/NS A —4

WDFEIL, SSLVPN (8 F=2T7 7734 T FBIOI T4 T2 FLA) #EICHEA OB 7 1
TrANBEBHEOY X NTYE, ZAHDOBEBMICMNZ T, T_XTO VPN B2 hm o — ik 7
n 77 ANDREMEERELET,

\)

GE) DoV V—2xTix, e 7740 B [hrxv 7 n—7) LI Lz, #
fﬁ7 27 7 A VX, tunnel-group 2~ REMH L TRELET, ZOETIE, 202250
ENFEBIIC IS EHESRLTOET,
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R 1:SSLVPN BiER TR 7274 LDOEM

HeE

authentication

FRREAF . AAA ERITFERAEEZRTELE T,

customization

WHT T TICERFADN AT~ A ¥ — a LV OL4RTERE L%
T, WAL~ A =g ilk-o T, /A VIl —P—ITFKRE
NHU 4 RUDHBNREY £9, ITAZ~AE—T a2 RXT A—
21X, V74T FLASSLVPN ORED—#E L TRELET,

nbns-server

CIFS 4 B 248 4 5 NetBIOS f— 4 H—E A $—/3—
(nbns-server) DL RHIEIETE L F T,

group-alias

P—RN= BB T 7 7 A VBB TE D 12U LY 2 e E
LET, nl AV, a—Y =Ry ¥ Ama—nb0
N—T BB L F T,

group-url

12U EDITN—TFURL Z4EE LET, ZOBMEEZRET HHE.
EEL7ZURLIZT 7 BAT 52—V —%, vl BHIIN—T%
BIRT AL EEH Y FH A

XTI TAT Y N EERICINV—T URL 2T 50— KT
VUTRBATIE, VT AZHNDEASA J— KT, J—FKDOa— KA
ST ONRTY I T RUAGOZ A—F URL & [FEEIC, A8
FAZT RLVAD I NV—F URL ZRETDHDLEND Y £7°,

dns-group

DNS #— =4 RAA %, F—L P —n_"—_ U T A0K, B
YT 7 7 ALV THE &S D DNS B —"—D X A LT 7 MEZFE
ET D DNS —_"— F )L —FHHEELET,

hic-fail-group-policy

Cisco Secure Desktop Manager Z {1 L T, 7 /L—T7 X=X KU T —J§
% [Use Failure Group-Policy| F721% [Use Success Group-Policy, if
criteriamatch| (ZEXET %5 E 1L, VPNIERER U > —Z$EE L 7,

override-svc-download

AnyConnect VPN 7 7 A4 7> &2 JE— h 2—H—(ZX¥ v m— KT
HBEDIT, BESNTWAZAL—F R o —BHER T —F—4
BEOX 7 oa— )R EEEINET,

radius-rej ect-message

SEENE L SN L XD, v /A UHEHEIC RADIUS HHEG A v &—
BFRFLET,

EHITO D74 ILDHETE

TITIE, v aryTR AR E—RERECATF aUTR AN T— ROW T TOREG

077 ANLONEE IO

REZHOWTIHA L ET,
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GE) <~ Far7FR2ME— RFIZIKEVI BEWIKEV2 A bY—3 A MZOHEHA S, IKEv]
IPSec D X a7 275347, 25347 ML ZASSLVPN, L #H 3 —CiscoVPN 27 547
N, Apple XA 7 47 VPN 7 74 7> k., Microsoft 1447 4+ 7 VPN 7 7 A 7 b, £
cTCP IZITHH SV EH A,

FIAN MO T O T 7 ANEEFE L, 350 N RV TNA—TF 2 A TONTHNTH LW
P 7 m 7 ANV ERETEET, #7177 A VN THRIICERE L WEMEICX LT
X, TOERT 740V ORI e 7 7 A NVDOREINET, T 74NV NOER T T 7 A
W EATFIIVE—=RTI7EATT, TOHDODNRNTA—=2F, BRLIZ RV XA 7128
THRRVET, 774NV NERT R 7 7 AL EED T, TRXTOER T2 7 7 A VOBAED =
Y74 X al—rar T I DAy 4 X alb—a U EERT DI, show
running-config all tunnel-group =~> R&Z A LET,

EHEIJOIT 74 ILORRE

1 OO ASAPY A= TE& D877 7 AV (bR T—7) ORREE, 77 v b
74— LD VPN & v > a VORKE+5 OB, HIRE#25 b xL I —T%
BMLES &3 5L, TERROR: The limit of 30 configured tunnel groups has been reached] A
—URFERINET,

FIAILEDIPsec ) E— kT ERERTOT7 A ILDETE

FIFNIDIVE—F T RAEEGE 0 77 A VORRITZ. ROLBY T,

tunnel-group DefaultRAGroup type remote-access
tunnel-group DefaultRAGroup general-attributes
no address-pool

no ipvé6-address-pool
authentication-server-group LOCAL
accounting-server-group RADIUS
default-group-policy DfltGrpPolicy

no dhcp-server

no strip-realm

no password-management

no override-account-disable

no strip-group

no authorization-required
authorization-dn-attributes CN OU
tunnel-group DefaultRAGroup webvpn-attributes
hic-fail-group-policy DfltGrpPolicy
customization DfltCustomization
authentication aaa

no override-svc-download

no radius-reject-message

dns-group DefaultDNS

tunnel-group DefaultRAGroup ipsec-attributes
no pre-shared-key

peer-id-validate req

no chain

no trust-point
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iPsec ks n—Fo—upEl [

isakmp keepalive threshold 1500 retry 2
no radius-sdi-xauth

isakmp ikevl-user-authentication xauth
tunnel-group DefaultRAGroup ppp-attributes
no authentication pap

authentication chap

authentication ms-chap-vl

no authentication ms-chap-v2

no authentication eap-proxy

tunnel-group DefaultRAGroup type remote-access
tunnel-group DefaultRAGroup general-attributes
no address-pool

no ipv6-address-pool
authentication-server-group LOCAL
accounting-server-group RADIUS
default-group-policy DfltGrpPolicy

no dhcp-server

no strip-realm

no password-management

no strip-group

no authorization-required
authorization-dn-attributes CN OU
tunnel-group DefaultRAGroup webvpn-attributes
hic-fail-group-policy DfltGrpPolicy
customization DfltCustomization
authentication aaa

no override-svc-download

no radius-reject-message

dns-group DefaultDNS
tunnel-group DefaultRAGroup ipsec-attributes
no pre-shared-key

peer-id-validate req

no chain

no trust-point

isakmp keepalive threshold 1500 retry 2

no radius-sdi-xauth

isakmp ikevl-user-authentication xauth
tunnel-group DefaultRAGroup ppp-attributes
no authentication pap

authentication chap

authentication ms-chap-vl

no authentication ms-chap-v2

no authentication eap-proxy

IPsec F>RILTIL—TDO—EEH

— BT, IO RN T N—TF H A FICHEmTE, IPSec UE— K T /A hrxpab
L7747 P ASSLVPN kb Tlik, [ U —MRBIEDKE 3236 LTV ET, IPSec
LAN-to-LAN h> xuid, 7ty bEFEHALET, 7 XTOa~ > ROFEMIZ OV T,
[Cisco Secure Firewall ASA Series Command Referencel] 22/ 1L CL< 72X, 22Tk, VE—
77 AT 0 7 7 A )LE X OV LAN-to-LAN #5710 7 7 A L Z2 R ET D HIEICHOWT
JIEIZFEA L E T,
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JE—F 7O RREHRITO T 7M1 ILDEKRTE

WD) FE—hr 7T7A4 T hEHRYA SO ASA ODRICHERERTT 2581, VE—FT72
TR T T s ANVEHEHLET,

» Secure Client (SSL F 7213 IPsec/IKEv2 & $B5#5¢)
« 7747 L ASSLVPN (SSL & D7 7 7 _R— 2D #H)

* Cisco ASA 5500 Easy VPN /»— R =7 7 A4 7 > k (IPsec/IKEv] & ##¢)

F 72, DfitGrpPolicy & WD ARIDT 7 4/ KN J)—7 KU —p gt L E 7,

UE—FT7I7R0AERmT 07 7 A NV ERET DL, BN b Zv—7 gz
EL, WICVE—h 778 2REZRELET, ROHEEZZRL TIZSW,

e VE—NT I RRAEEHRT O T 7 ANDLHIE XA TORRE (10 2—) Z#H L TED)
ICTBHZENTEET,

cVE—RN TR T e T A VO EEMEORE (11 X—) 2L TEDICT
HIENTEET,

» CHBREORE (15 4—)

e UE— K TR T2 T 7 A LD IPSec IKEV] B0 E (17 2—) #HHLT
W T HZENTEET,

¢IPSec V E— [ 7 7B A 0 7 7 A4 L@ PPP @Dz E (20 =2—)

JE—FT7ORREHETOT7AILORZRIE R A TDIEE

FIE

Ll 2 A 7 EEE L Ctunnd-group 2~ REANTHZET, #wirm 77 A VEERL
3

VEeE—h 7782 FopLVOEA. %A1 713 remote-access T,

tunnel-group tunnel_group_name type remote-access

1 -
7o & 21X, TunnelGroupl & WO ARTD Y E—F 778 RAERE T v 7 7 A VEAERRT DT,
WDa~<y ReATLET,

hostname (config) # tunnel-group TunnelGroupl type remote-access
hostname (config) #
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YE—F 7o eREGTOT 7 Lo—pERORE [

JE— K TPHRRIEETOT7AILO—IREHEDETE

&

ATvT2

ATvT3

ATv74

e 70 7 7 AND R EREETITEET DI2UE, ROFMET AT A= Z2HEL £
B

FIE

—REMEAERET AR, Yo aryT XA R E—RERIFEIAF aUTFHRRANE—RT
tunnel-group general-attributes ¥ 2 7 # AJJL£3, ZN T, hrprAZA—7—K@Etta
T4 X2l —a - KRB ENET, T RS LT, T FRLEEINZ L
Do £7,

hostname (config) # tunnel-group tunnel group name general-attributes
hostname (config-tunnel-general) #

PAEY— = T N—T N 56, T V—TOL4RIERELET, HELL——
1% \—B mﬁ)%ébf;k% a—hvs— B _— R B RREL \—'fiﬁﬁj—éiaé\ti\ F—U—FK
LOCAL ZBimL £,

hostname (config-tunnel-general) # authentication-server-group [ (interface name)] groupname
[LOCAL]
hostname (config-tunnel-general) #

FEEY— N — T — T DL4ENL, &K 16 LFETT,

AT a T, IN—THDOEBRAIA L E—T oA AL ERETHIEICLY, AV F—T =
A ABEFORAEFRET HZ L HTEET, b/zw@%T%%%# ETHA LB =T A A
Zix, Ay a THOGLENRS Y 3, RO~ RTE, FBIEIC Y —/3— servergroupl % fi#
A5 test EVWILARIDOA LV HZ—T 2 A ADA L H—T = A AEHOBGENRE SN ET,

hostname (config-tunnel-general) # authentication-server-group (test) servergroupl
hostname (config-tunnel-general) #

R 2BAI— = TNV —TOLAFERELET (FFETLI5HE) . ZOEERET 5%
B AP T 2R T — AN R AHET DMENRH Y T,

hostname (config-tunnel-general) # authorization-server-group groupname
hostname (config-tunnel-general) #

AP — = 7N —T DLRINE, BKR16LFTT, /=& 21X, WOa~v 2 RiE, BaH—3—
7 v—"7" FinGroup M1+ 2 Z L 2FE L TV E T,

hostname (config-tunnel-general)# authorization-server-groupFinGroup
hostname (config-tunnel-general) #

THATT 4 T == TN—TNo 556, HRTHIV—T04H%EHFELET,

gHInoraL, =T Ry o— s&U1—F— |
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B =+ 7rexg8707 7 LO—REEORE

ATvT5

ATvT6

ATy T17

hostname (config-tunnel-general) # accounting-server-group groupname
hostname (config-tunnel-general) #

THYT 4T F—=N—= T N—=T DAL, K16 LFTY, 72LxiE koazs R
L. T T 4 T — = J—" comptroller Z T2 L EEEL TOVET,

hostname (config-tunnel-general) # accounting-server-group comptroller
hostname (config-tunnel-general) #

FI )k TN—F R o —DABIEEELET,

hostname (config-tunnel-general) # default-group-policy policyname
hostname (config-tunnel-general) #

TN—T" R —OL4HNEL, K64 FTT, ROFITIX, 774NV K TN —T K —D
411 & LT DfitGrpPolicy &% /E L TV ET,

hostname (config-tunnel-general) # default-group-policy DfltGrpPolicy
hostname (config-tunnel-general) #

DHCP #— 3— (K10 ¥ —/3—) OLRFTEILIPT FL A, B3LODHCP 7 KL A 7 —)1
(K67 =) ODARIERELET, 774/ T, DHCPH—/—L& 7 RL R 7 —/L (%
S £ A, dhep-server A~ FIZED, VPNZ IA4 T FDIPT FLAZESGL XD
LT 5 & FIT, FRED DHCP —"—ZBMA T L a2 VEEETDHEIICASA ZRETED
£212720 F£9, FEMIZDVWTIL,  [Cisco Secure Firewall ASA Series Command Reference] %
A R® dhep-server 2~ RESIL T ZE0,

hostname (config-tunnel-general) # dhcp-server serverl [...serverlO]

hostname (config-tunnel-general) # address-pool [ (interface name)] address pooll
[...address poolé6]

hostname (config-tunnel-general) #

GE) AE =T 2 A ZAAERET D HAE. WUy a THLLER D D £77,

T RLVA F—id, Je— a7 4Xalb—v g F— KT iplocal pool =
U REMEHLTRELET,

Fy b= T RIvvararybo—aZ2HHLTWAEEE. *y FU— 77FIyVa
voay ha—b RAF Y RRGECHEH SNDFRE — =D 7 NV —T Z R ET 572912, NAC
PFE— = TN —T OL4RIEEELE T, NACZHHR—hT25L912, < tb 120D
Tr7RAay b= P —R—ERELET, ACSTN—TDL4RIERET DI, asa-server
avw s REFEHLET, RIZ, ZORCARTE Y —N— ZL—FZEH LT,
nac-authentication-server-group =< > K& H L F 9,

KIZ, NAC RATF ¥ MR H & BEEY—/3— 7 /b—7" L LT acs-groupl Z kil 4 57
ERLET,

B 5oz L. S—TFRYS— BEUI—F—
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YE—F 7o eREGTOT 7 Lo—pERORE [

hostname (config-group-policy) # nac-authentication-server-group acs-groupl
hostname (config-group-policy)

I, TTHNFDYE—F T 7R TI—TNEEREE—N— L — T 2Kt 50 2=
LET,

hostname (config-group-policy)# no nac-authentication-server-group
hostname (config-group-policy)

GE) NAC #fEH3 512i%, UE— b A b _EIZ Cisco Trust Agent NFIET 2 MLEN H
DET,

=P —F % AAA P —R—ZETENI, 2=V =D O 7N —T FITHERERET DN E
IMEBELET, T74NNTIH, I —74 8 LA B BREINETA,

hostname (config-tunnel-general) # strip-group
hostname (config-tunnel-general) # strip-realm
hostname (config-tunnel-general) #

LIV EIFEIR R AL D2 LTE, LVLERET D56, ASAlT2—F—HB L7 L—
7 (br%E) BitEFEHLET, JV—7%RETDH L, ASAIFRGEIC—F—A B LU0
/I/A (b2GA) ZEALET, LILVAMEMTZHIBRT DiZiddriprealm 2~ RE AT L,
RREFIC 2 —F =405 7/1/—7{?‘%%%#1'”5??‘5 I L strip-group 2~ > REMFEH L E9, M
I OESG T ZHIBRT 5 &, BRI username 72T IC S W T IThILE T, S ogAE. @R
1T username@realm L7414 & 7213 username<delimiter> group SCT-8IZHSWCTIThiILE
To b—=N—=TT VU I FEMRHTTERVEGAEIX, sriprealm Zf5ETHLERH Y 77,

#—/3—73 RADIUS, RADIUS with NT, F7213 LDAP #—/"—DE A7 a T, /A
U— NMEHAEA R—T M TEET,

(®) FOREIZ LDAP 7 4 L7 b U = _—ZFH L TV D5EE, /N AT — NEHUT Sun
Microsystems JAVA System Directory Server (IH4 #ri% Sun ONE Directory Server) 33
& UY Microsoft Active Directory i L THR— FSinE 7,

Sun:Sun7 4 L7 RY B — =27 V7 ERATH72DIT ASA TR E I LTV 5 DN
B, P—=_R—=DF 7/ s NAT—RRY = |ZT7 VA TELLERNHY T,
DN LT, T2 FUEHE, 037 4L 7 b EHEHERE O 22— —
EHEHTLHZEAMELET, E0iE. 7740 N NAT—=RARY =2 ACL %
RETEET,

Microsoft : Microsoft Active Directory CT/NA U — REEZ A R —7 /LIZF HITIE
LDAP over SSL X ET D MENH D 4,

COMEEIXT 7 4L P TT =TSR o TEY . BEDONSRZAT — ROALHIR
DTS b a—W—ZBEE2RRLET, 7 74/ Tk, RO 14 ARIIC
BENBMREINE T,

hostname (config-tunnel-general) # password-management

gHInoraL, =T Ry o— s&U1—F— |
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hostname (config-tunnel-general) #

P N—NLDAP Y — " —DIA ., FRMIRN TN Z LB T 2 ERBBIND ETOHE
(0~ 180) #fETEET,

hostname (config-tunnel-general) # password-management [password-expire in days n]
hostname (config-tunnel-general) #

GE) NN T N—T—fkEa 7 1 Fal—var E—FNCAALE
password-management 2~ > RIZ K-> T, ~r R/ —7 ipsec JBYEE— RN TH
ANC A S EN 7= IEHERE O radiuswith-expiry =~ > RGBSz S E T,

password-management =~ > REHETH L, VE—ha2—V—nn 4 95L& X2, ASA
X, 2=V —DBHED AT — FOFPYIRIESNTND Z & FRFHIRPI TN TN D Z
CABAILET, TNND ASA T, 2—P—RNRRT— RELEFE xS LI ICLET, BT
DNRAT— KRR L TR NWES, 22— —3ZDORXRT—REEHLTr A U LT D
T EMTEET, RADIUS F 7203 LDAP FRGEN R E SNV TV RWNWEA, ASA TlEdZma~y
RV SV E T,

UK o TR — RAHIRGINIC R 2 E TORENEF EIN DI TlEZe <, ASAN/IR
T — ROBHREIAUZ 22 B A BT 2 — —~OEEZ AT 20N AR SN D LWV ) JICER
LTLIEEN,

password-expire-in-days ¥ — 7V — RZ$5ET 55615, BEBIEET 2LERH Y £7,
ZDavwy RTHEIC0OZIRET S L., Z0a~vwr RiETF 4 B—7 0070 £9. ASA I,
=P —IZH L TRBINDN B> TWAZ L &@LU EEAN, KR —— IR T — %

EHETEET,
FEAIZ OV TR, XA T — REHLH O Microsoft Active Directory D E (33 X—) &R L
TLEEN,

ASA Version 7.1 LAFETld, LDAP % 721% MS-CHAPv2 % ¥ 78— k4% RADIUS it CiiE#1T
9 & X2, AnyConnect VPN Client #%f5¢, Cisco IPSec VPN Client #f5¢, SSL VPN 54 k> 1 U
VI IDIGATV MNERE, BX O TAT U RV REERICHT AR Y — REFR R
F— FENTWET, Kerberos/AD (Windows /SA T — R) F7IENT4.0 RAA kT 52
NHOBRRAA 7ONTNTEH, NAT— REHIIVR— SN THEEA,

MS-CHAP % H7R— k L T\ % —# RADIUS Y—/ 3—|%, BIfE MS-CHAPV2 Z ¥R — K LT
WEH A, password-management =~ 2 R &2 511X, MS-CHAPV2 2SN EER 72, N
H—ITHERLTLIEEW,

B 5oz L. S—TFRYS— BEUI—F—
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ATy 710
ATvIN

ATvT12

iy H0E

—szinzz |

GE) RADIUS H—/3— (CiSCO ACS 77 <E) [ uﬁg*é’%lj@nu FEY— 3 —|Z a sy
ﬁ“é%/\ﬁ% DEJ, 777 L. ASA 2251 RADIUS —— L OL@E LTV 5
\—E‘Z_i‘é—o

LDAP T/RA U — RZET$ 521, T LDAP H—3— 2 L [T E O J7EME
S ThET, BIfE. ASA Tld Microsoft Active Directory 33 2 U Sun LDAP - —
N=ZH L TOH, MEADONRRAT— NEHn Yy 7 2FELTWET, %M T 47
LDAP (2%, SSL #& N4 8 T4, LDAP D/ AU — REHLZ 3274 S H1IC. SSL
ETOLDAP A4 X —T WIZT HXERH Y £9, 7 74/ hTiL, LDAP|ZH—
k636 ZfEHLET,

FERAENGRA 7 2 ) —HOLHI 255 -0 AT 5 1 > I3 EOBEEZHEE L £7,
ZOBRMEICED, %7/I7FDN74~wb®k®% SEAEATHO 22— —4 & U CERT
DIPFRESINET,

hostname (config-tunnel-general) # authorization-dn-attributes {primary-attribute
[secondary-attribute] | use-entire-name}

el 2T Woa~xr FiE, CN BHEEZRATHO—YF -4 L LTHEMT2 2 L 2EEL T
=7,

hostname (config-tunnel-general) # authorization-dn-attributes CN
hostname (config-tunnel-general) #

authorization-dn-attributes (%, C (E) . CN (@%#4:) . DNQ (DN f&fii+) . EA (FB+ A —
/7 RUA) | GENQ (HHUERT) . GN (£) . | (A=vv) [ L (&) (N (4
A . O (Kf%) . OU (Mfk—~=> k) | SER (U7 /&ES) . SN () . SP (M EIX
FENFE) . T (%) . UID (=—#%#—ID) . 8LVUPN (2—H =7V L x—A)
NV ET,

B 1725 i O B AR FJIJ I, ZO2—PF—NEFIIHBATINTWDILERHDLNE g
? Liﬁa 7721‘/1/ N CIx ulu ig*éﬂiﬁho

hostname (config-tunnel-general) # authorization-required
hostname (config-tunnel-general) #

gﬁwuu \ :’-*‘“j‘*‘z)lljﬁ/]) V@ﬁ \—Lj][]@munmy I/T//“\’/]/ (2090):'**"6‘ % t/\
AT —RRpE) ZANTDEIERT AT a COEETY, “EHFEEEZRET DI, &
Davy RERELET,

gHInoraL, =T Ry o— s&U1—F— |
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ATy

ATy T2

ATvT3
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FIE

Y hUF YR — = TN —THERELET, Zoavr Rt h o F ) AAA——L
LT D AAA —_— I N —T%RELET,

GE) Z M a< 2 KX, AnyConnect VPN ##5ii2 WHIET,

tﬁyﬁvm%—ﬂ~7w—ffimnﬁ—ﬂ~7»~7%%E?%iﬁho?7¢wkf
W, EH XAV RERISES Y FH A,

hostname (config-tunnel-general) # secondary-authentication-server-group [interface name]

{none | LOCAL | groupname [LOCAL]} [use-primary-name]

none ¥ — VU — RZIEETDH L. BH X URBFHIERINET A, groupname fEIE AAA H—
Ne= T N—T %R LET, 2= VEINIBY— = T = I X=X 5T 5 L &R,
groupname & & 35 &, LOCAL 7 4 — Vv 7 &ZnRLET,

e ziX, 774~V 'UL*‘/\** T N—"T% sdi_group 2, B & VRGFEY—/N— JL—
7% ldap_server [ZFXET HITIX, RO a~w> REANLET,

hostname (config-tunnel-general) # authentication-server-group
hostname (config-tunnel-general) # secondary-authentication-server-group

GE) use-primary-name ¥ —U — Rz 256, v /A4 ¥4 7w 731 2Da—
P LETERLET, £, 22—V —H &7 VX LERAEI LM T 2546
FA<Y 2—P— TGRS ET,

A HY ==L EAEHEN L EIGT 58555 1. secondary-username-from-certificate %
AN LET,

hostname (config-tunnel-general) # secondary-username-from-certificate C | CN | ...
use-script

BHFY) a—P— L UTHERT 272 DIGEREN ST 5DN T ¢+ — L ROfEIX, 77
4 < U @ username-from-certificate =~ > N & [W UC9, F£72IL, use-script ¥—7 — R&FHE
LT, ASDMIZE o THERESNIZAZ VT N 77 A NVEHHTH L9 ASA IR TE E7,

el ziE FIA~) =P T =V N LTEBHEAE, B XY a—P—47 1 —
N RE LTl =y FEIRETDITIE, koa~vr RE A LET,

hostname (config-tunnel-general) # tunnel-group testl general-attributes
hostname (config-tunnel-general) # username-from-certificate cn
hostname (config-tunnel-general) # secondary-username-from-certificate ou

FEECHAT 2720127 74 7 MEBAEN LD O FA ) 2= —Z 2 HETE 5 L5175
Wi, b s /I/%7° webvpn J&PEE — R T secondary-pre-fill-username =~ > R&fiH L
9, ZOavr K& 74T MU AEREETZIXSSLVPN 7 7147 >~ (AnyConnect) #%

B 5oz L. S—TFRYS— BEUI—F—
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ATy T4

ATy TH

UE—k 7O RREGTOT7 4 L0 IPSec kvt Bt0zE [

BICHEAT 2028 50, it Ehica——f 2oy Fa—P—ICERRICTHNE I 1EfE
ETHX—T—REMHLET, ZOHEIZT 74V B TEHICHRESINTWET, 7747
VRV A AT arlSSLITAT v AT a EFFICHERTE 92, FREBIME
Da<wy RTHRETDHLENRDHD T,

hostname (config-tunnel-general) # secondary-pre-fill-username-from-certificate
{clientless | client} [hide]

Tl 2 DT T A~V Ll Z ) O OFRFEIC pre-fill-username & H 325 121
ROa~<xy ReEATTLET,

hostname (config-tunnel-general) # tunnel-group testl general-attributes
hostname (config-tunnel-general) # pre-fill-username client
hostname (config-tunnel-general) # secondary-pre-fill-username client

Pl Z T R T B A ST S 7o O 2 RFE — " —Z e ELE T, T 74/ hD
Ei%j:ﬂéi\ 70'?4)"\7)utu\u ﬂ‘—/\—fﬁ" Zpoavwr NI Eutu\uﬁf@y?‘ia%%?#%i‘é—

hostname (config-tunnel-general) # authentication-attr-from-server {primary | secondary}

el ziF v F VB —AN—ZRET DT, ROa~x Fe AN LET,

hostname (config-tunnel-general) # tunnel-group testl general-attributes
hostname (config-tunnel-general) # authentication-attr-from-server secondary

Ty vay EREMT AR % (T4~ eI Y) EERELET, T
TN MEIZT T4 <) TY, ZEHBGEEA =T MITDHE, 20DRO—HF—4 Tty
VarvERRAECTE Y, BHA Ty aroa——4 L LGRS N2 —Y =4 DT
NNERETHIVERNHY £T, By aroa—W—RI ThooT407, Byvay
T—H =R syslog, TNy ZHIAICRES LS 2 ——4 TT,

hostname (config-tunnel-general) # authenticated-session-username {primary | secondary}

t-&z‘i 'E//E/&%Ltl‘j_émunil —H- %%"Zﬁ/&)muuﬁqj‘*‘/\*‘ﬁ %Eﬁﬁg‘—j«éi
IFETAHICIE. kOa<vwr FE AN LET,

hostname (config-tunnel-general) # tunnel-group testl general-attributes
hostname (config-tunnel-general)# authenticated-session-username secondary

JE—FT7ORREHETOT 74 )LD IPSec IKEV1 BTEDERTE

VEe—h 727228717 7 A /LD IPSec IKEV] B AR ET HI1TI1%, WROFIEAZEITL £
ﬁo&@ﬁ%i\J%~h77tX§M7u774w%¢f_wmbfwé:k%%%&bf
WET, VE— T8RS0 7 7 A LICIE, LAN-to-LAN#S 72 7 7 A L L 0 $ %<
DEMENRH Y T,

gHInoraL, =T Ry o— s&U1—F— |
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B =+ 75 £RBETOT 7 1 L0 IPSec KEVI BIEDRE

ATy

ATy T2

ATvT3

ATvT4

FIE

VE—F T727%A b =70 IPSec B ZIEET 210I1F, v 7N arTHAL
EF—RELEFYALT a0 THFRANE—RTROaA~ REAT LT IR 0—7 ipsec J&
ME—REBRBLET, 7rr 7 PRE(L T, = RRERE IR E3bh D £7,

hostname (config) # tunnel-group tunnel-group-name ipsec-attributes
hostname (config-tunnel-ipsec) #

ZOavr RIZEY, b I —Tipsec BT 4 X ab—a U E— RBEGE N
F9, ZTOFE—RTHE, VYo7 hrarysyd¥ANE—FRELiFvLVT arT7HFANE—FTY
EF—hFT IR R RATIL—TD IPSec BIEEZRELE T,

72X, Roa<r RiE, TGLEWH ARIOER v 7 7 A WVIZBERT D b v n—>7
ipsec BEE—FDa~ 2 R ZEE2BELTWET, 7m 7 MRZ{LL T, Frxn
T N—" ipsec BIEE— RIZ AT Z LD £7,

hostname (config) # tunnel-group TGl type remote-access

hostname (config) # tunnel-group TGl ipsec-attributes
hostname (config-tunnel-ipsec) #

FEHAFXF—ICES IKEVI 2R — T 2572010, FRidkAxI—%2BELET, &
1Z. Oz~ RiZ, IPsec IKEvl UV E—F 727 2287 a7 7 A /L0 IKEv] $#i % R —
570z, FaiEAEF— xyzx ZIEEL TWET,

hostname (config-tunnel-ipsec)# ikevl pre-shared-key xyzx
hostname (config-tunnel-ipsec) #

7 OAELERA L TCETOID 2BRIaET A0 895 EELET,

hostname (config-tunnel-ipsec) # peer-id-validate option
hostname (config-tunnel-ipsec) #

HATE 247y 3 i, req (5D | cart( GEWIETHH— b SR TLHHE) | nocheck
( GARZ2) T, T 74/ MEreq TF,

7o & 21X, WO a~ > Ridpeer-id MGEN M E R Z LA FEL TWET,

hostname (config-tunnel-ipsec) # peer-id-validate req
hostname (config-tunnel-ipsec) #

SFAEF = — U AR ETEAINE I ERELET, ROa<r Rif, — FEHEL T
D ML CAFEAEZEEFE L TVET,

hostname (config-tunnel-ipsec) # chain
hostname (config-tunnel-ipsec) #

B 5oz L. S—TFRYS— BEUI—F—
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ATy TH

ATvT6

ATy 17

UE— bk 7O LREGTOT7 4 L0 PSec kvt BioiE [

ZOBEMIX., TRTDIPsec h NI N—TF A4 FICEAINET,
IKE ETICEET DEHEEZRINT D2 F T A RKRA  FOLA4RIZRELET,

hostname (config-tunnel-ipsec)# ikevl trust-point trust-point-name
hostname (config-tunnel-ipsec) #

RO~ Nk, IKE E7ICEET 2FEHEFEOA AT E L T mytrustpoint Z57E L TV E T,

hostname (config-ipsec)# ikevl trust-point mytrustpoint

ISAKMP ¥ —7"7 7 A4 7O LEXVMALFFAIEND Y N T A BIEERELET,

hostname (config-tunnel-ipsec)# isakmp keepalive threshold <number> retry <number>
hostname (config-tunnel-ipsec) #

threshold /X7 A —X TliX, E7NX—T T IA4 7 F=X V) I h2HETHETORETA K
VIR 2 0% (10 ~3600) THREL £, retry /87 A —Z L, =77 T A TIENZE &
N po2%0) FIAMOMETT Q~108) , IKEX—77 54 7%, 774/ +T
AR—=TNTT, ISAKMP X —77 74 7 %7 4 E—7/MIT HITiE, isakmpkeepalivedisable
EANILET,

72ExE, Oa<wr RiE, IKEX—77 74 7DOLEVWMEE 1I5ICREL, VU NIA4 AV
H— )L 10 PIZERELE9,

hostname (config-tunnel-ipsec)# isakmp keepalive threshold 15 retry 10
hostname (config-tunnel-ipsec) #

threshold /XF A —X D7 7 /L MEIX, VE— F7 27 BADOHE1L 300, LAN-to-LAN O5E
I$10 TH, £, retrty X7 A—=F DT 7 4 /L MEIX 2 TT,

et b (BEFa7 F—hUxA) T, ISAKMP E=Z Y 72 R LTHBELRNE I
BETAEASIE. koa<wr REAHLET,

hostname (config-tunnel-ipsec) # isakmp keepalive threshold infinite
hostname (config-tunnel-ipsec) #

ISAKMP A 7'V v REFIFF R, XAUTH £7-13"( 7V v K XAUTH Z#{8E L £,

isakmp ikev1-user-authentication =~ >~ l\ i ASA RBREICT VX NVAEAE AT 5 LR H
HEE. BLOUE— b VPN 2 —H—33 Rmmm'mam&-iti8me@E®v
= FREREERT 2 0E R HD5EZ, ™ 7V v RXAUTH#RBGEZ F4ET 5729
ﬁ%biﬁoﬂ4funymnHriof IKE D7 =— X 1 3RO 2 SOFNEIZSEN S

FT, 20688 TAAT Y v RFBFEEMEINE T,

a) ASA X, EHEDABF—HHMZ2FEHL T, VE—h VPN 2—H—{Zx L CEIEL £,
THICEY . WMERICRHFTAIKE X2V T 4 T YV T—2 a VNS S ET,

gHInoraL, =T Ry o— s&U1—F— |
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B rsecUE—F 7o EREHETOT 71 L0 PPPRIORE

b) ‘/k(:\ XAUTH@*@Z)‘ UE— }‘ VPN :’4’*'& é’ntu DIE Li?’ @#aﬁmu uET j: "j‘j—’“ ]“
ENTVDERONT IO XA TE ET,

GE) ntuuftg/])7;&‘/\/l)7 PN \—HXE?%) I, A \—mqu‘H_”—/\“_%Eﬁﬁz L. =®
A —Z21ER L, FTANRA LV MERETHLERH D F77,

isakmp ikev1-user-authentication =~ > N & 473 3 @ interface /37 A —Z I L T,
%ﬁ?@/ﬁ VHE—T 2 ABEETEET, interface XT A —X EEMTHLE, ZDav

NZT_XRTOA U F—T oA ATHHA I, AV F—T oA AT LIZa~vy RREEIN
TWRWEAEDO Ny 7T 7 LTHIEL 9, 87 1 7 7 4 12 2 D0 isakmp
ikevl-user-authentication =~ > RZfE L TW T, 1Didinterface/ST A —Z &fEH L.
LI IDIEHALRWGE, A v X —T oA AEEET D2~ RIZTORFEDA v 52—
Tz A ARERLET,

=& 2iE, RO a< > RiZ, example-group & FEIN D7 0 7 7 A VOWNERA > & —
T xA ATHNAT7 U v KXAUTH A 2 —7 /W2 LET,

hostname (config) # tunnel-group example-group type remote-access

hostname (config) # tunnel-group example-group ipsec-attributes

hostname (config-tunnel-ipsec)# isakmp ikevl-user-authentication (inside) hybrid
hostname (config-tunnel-ipsec) #

IPSec JE— F 7O REHTOT74ILD PPP EEDETE

ATy T

VE— T 7 R8AET 0T 7 A VDORA 2 NV —HRA o h7'a b a)VEEERET 52T
WOFNEZEFT L E T, PPPBIEIL, IPSec VE—F 77 B ADOEEw T a 7 7 A )W EH
SEMET, ROFHIL, IPSec VE—h 77 B AT 7 7 A VAT TITER L TWAS Z &
ZHEE LTOVET,

FIE

MoV n—TppplElEa 7 Fal—varE—RICAVET, ZOE—KFT, kO
< FEANLT, VBE— R TV ER AT AL—FPPP BMEHELET, 7k
D LT, T—RFKNEFEINZZERbrD £,

hostname (config) # tunnel-group tunnel-group-name type remote-access
hostname (config) # tunnel-group tunnel-group-name ppp-attributes
hostname (config-tunnel-ppp) #

Tz z2E, Woa~r R TGL E W) ARIDER 7 7 7 7 A WZBRT 2 ok —7
ppp BEE— RO a~vy RPES ZEAELTWET, 7Yry 7 MAE{LL T, b
J—""ppp BIEE— RIZASTZZ LD £7°,

hostname (config) # tunnel-group TGl type remote-access
hostname (config) # tunnel-group TGl ppp-attributes
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IPSec ) E— k 77t EETO 77 1 Lo Prp BEDEE [

hostname (config-tunnel-ppp) #

ATw T2 PPPEEHCKITHAEAED T 0 ha v+ 5052 A F—T NI TE0NE I ERELE

‘j—O

7o kA )LOfEIZIROWT NS F9,

« pap : PPP #5¢ C Password Authentication Protocol (/XA U — RFEFE7 = kL) Offi % A
F—T M LET,

« chap : PPP ##f¢ C Challenge Handshake Authentication (F¥ L' ¥ N> Ry = A ZFGE7 1
=) OfEA R—7 I LET,

* ms-chap-v1 % 72/% ms-chap-v2 : PPP $f¢ C Microsoft Challenge Handshake Authentication
Protocol (Microsoft 7% L' > ¥ N Ry = VRRGET ® haL) o= a1 £720F
N—=Ta 2D ZA X =7 M LET,

« eap : PPP #ft T Extensible Authentication Protocol (JEIRFEFEZ & h =/L) D% A K —
T LET,

CHAP & MSCHAPv1 1%, ¥ 7 4 /L N TA X—T N> THNET,
ooy FOMIRDO ERBY T,

hostname (config-tunnel-ppp) # authentication protocol
hostname (config-tunnel-ppp) #

BEO7a haVvOREET =TT 512iF, Zoa<vr Fono R EmHLET,

hostname (config-tunnel-ppp)# no authentication protocol
hostname (config-tunnel-ppp) #

e ziE, Oa~<w RIZPPPEHETPAP u ha A dOffa A 2 —7 MW LET,

hostname (config-tunnel-ppp) # authentication pap
hostname (config-tunnel-ppp) #

WD < R, PPP #i65: TMS-CHAP X— g 02 7 haLofEHE2 A x—7 W LE

‘/Jﬂo

hostname (config-tunnel-ppp) # authentication ms-chap-v2
hostname (config-tunnel-ppp) #

&D < Ri%, PPP #4i T EAP-PROXY 72 oL Z A r—7 Wiz LT,

hostname (config-tunnel-ppp) # authentication pap
hostname (config-tunnel-ppp) #

WD a2 K, PPPEE TMS-CHAP X— g v 1 7a haloFERZ2T 4 —7Lic LE

B
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hostname (config-tunnel-ppp) # no authentication ms-chap-vl
hostname (config-tunnel-ppp) #

LAN-to-LAN i85 R D 7 4 JLDERTE

IPSec LAN-to-LAN VPN #7121 7 7 A JL}Z. LAN-to-LANIPSec 7 7 A 7 > MEEGHIC 71T H A
ENFET, RETHNRNTA—FDELXIPSec V E— KN T I7/ B ADERH T 7 7 A VDL D L
[Fl U C9 A%, LAN-to-LAN k> RIVDFN/NT A =2 OEITV 720 £, T I T,
LAN-to-LAN ##5t 7' 0 7 7 A WA ET D FEIZ DWW T L E 7,

s LAN-to-LAN 8t 7' 1 7 7 A VD& RT & X A TOFRE (22 X—)
« LAN-to-LAN #2545 7' 10 7 7 £ LD — iR BIEOZE (23 ~2—)

* LAN-to-LAN IPSec IKEvl EMEDFHRE (23 _X—)

FTIA#IFDOLANto-LAN S TO D7/ ILDaAV T4 Fal— 3y

7 7 4V b ® LAN-to-LAN #f5: 700 7 7 A L DONEIL, IRD EFBY TI,

tunnel-group DefaultL2LGroup type ipsec-121
tunnel-group DefaultL2LGroup general-attributes
default-group-policy DfltGrpPolicy
tunnel-group DefaultL2LGroup ipsec-attributes
no ikevl pre-shared-key

peer-id-validate req

no chain

no ikevl trust-point

isakmp keepalive threshold 10 retry 2

LAN-to-LANEB 7 2 7 7 A VDN TG A —Z XV E— T 7B RER T 0 7 7 A VDINT A —
2LV FORELLIZELELOZN—FTHEILTY, EICHEELZHRETLIHED
FEEEZZZ, ZZTRHIOTNAN—TDO/RT A= ZFHBNCEHI LE S, PIRIICEE Ly
INTGA=BZFTT T, T74NVNOER TR 7 7 ANDOZEDEEZMAL T,

LAN-to-LAN 5 O O 7/ LD BRI EZ 1 TDIETE

BT 7 v A VDOLARTE X A TEIRET DI, RO X 9 Ztunnd-group =~ > K& AL
\i—g—o

hostname (config) # tunnel-group tunnel group name type tunnel type

LAN-to-LAN k> RV DGAE, # A 7 iipsec-12l (12720 £3°, 72 & 21X, does &) £4RETD
LAN-to-LAN #5672 7 7 A WV ZAFRT 2121, ROa~xr Fe A LET,

hostname (config) # tunnel-group docs type ipsec-121
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LAN-to-LAN 45 70 7 7 4 Lo—fEEoRE |

hostname (confiqg) #

LAN-to-LAN 28 7R 7 7 1 LD — B DEETE

ATy T

ATy T2

e 70 7 7 ANDO R ERET HITIE, ROFNEZFEITLET,

FIE

TN ar7TX AN E—RNELIEYALTF 27 F A b E— KT general-attributes ¥ — 7 —
NEfREL T, by N—7—REMEE— FEHm L ET,

tunnel-group tunnel-group-name gener al-attributes

51
docs EWOZARIOERH T v 7 7 A NVOEEIE, ROa<wy RE AT LET,

hostname (config) # tunnel-group docs general-attributes
hostname (config-tunnel-general) #

a7 BB L T, config-general E— RIZ A7 Z &N £, bR ATN—TFD
—fREMEE, ZOEFE—RTRELET,
TI7HNE TN—=T R —DARIERELET,

default-group-policy policyname

1 -
WDa<y RiE, T 740k Z—7 K 2 —DLRIZ MyPolicy Z45E L T\ £9,

hostname (config-tunnel-general) # default-group-policy MyPolicy
hostname (config-tunnel-general) #

LAN-to-LAN IPSec IKEV1 BT D EXTE

ATy T

IPsec IKEv]l BMEARET 5120%. ROFIEEZFEITLET,

FIE

ko x VT N—71PSecIKEV] BIEARET DI, oI/ arysx A ME—RFERT~L
F a7 F A R E— R T IPSec-attributes ¥— 7 — R & 57 L T tunnel-group =~ > K& A7)
L. b FATN—Tipsec @tiar 7 4 Xal— g T—REHBLET,

hostname (config) # tunnel-group tunnel-group-name ipsec-attributes
hostname (config-tunnel-ipsec) #
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B an-o-LaN Psec IKEV Bt DR E

ATvT2

ATvT3

ATvT4

ATy T5

7=l ziE, koa~< RTIE, config-ipsec B— RAZBIMA L. TGl & \W ) ARTOHER 70 7 7
ANDINTG A =B LR ETEET,

hostname (config) # tunnel-group TGl ipsec-attributes
hostname (config-tunnel-ipsec) #

Tua T IR LT, PRI —Tipsec Bt T 4 X2 lb—T g FT—RIZA-TZ
ZENDMD ET,

FRTIA F—ZHS < IKEv] 8t AR — M 57201, Fadk AT —2HEL £,

hostname (config-tunnel-ipsec)# ikevl pre-shared-key key
hostname (config-tunnel-ipsec) #

=& 2iE, RO a<> RiZ, LAN-to-LAN#:Ri 7’1 7 7 A VD IKEVI i & R — T 2729
12, BETHEA R — XYZX ZHEELTWET,

hostname (config-tunnel-ipsec)# ikevl pre-shared-key xyzx
hostname (config-tunnel-general) #

V7 OAEBALH L CETOID ZRAFT 200 I N EIREL £,

hostname (config-tunnel-ipsec)# peer-id-validate option
hostname (config-tunnel-ipsec) #

BHTEL2A7 v a i, req (WH) | cat( GEFIETYFR— ST 554) . nocheck
( A7) T, F74/ Mireq T, 72& 21E, kD~ Rt peer-id-validate 47
> 3 % nocheck [ZF%E L CWET,

hostname (config-tunnel-ipsec) # peer-id-validate nocheck
hostname (config-tunnel-ipsec) #

SEAERF = — L AEETELINEIDEREELET, ROT Vg 0f, — FEEAER LT
TO L CAFERAEZEEFE L TCVET,

hostname (config-tunnel-ipsec) # chain
hostname (config-tunnel-ipsec) #

ZORMIX., TRTO NIV TI—T Z A4 P TEE T,
IKE ETICEET DEAELZF#INT L F T A MKRA U FOLARIZHRELE T,

hostname (config-tunnel-ipsec) # trust—point trust-point-name
hostname (config-tunnel-ipsec) #

& 2E, Woa~vr NiE, 87 A MRA > M4 % mytrustpoint [ZFE L TWET,
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ATvT6

ATy 17

LAN-to-LAN IPSec Ikt B0z [

hostname (config-tunnel-ipsec)# trust-point mytrustpoint
hostname (config-tunnel-ipsec) #

ZORMIZ. TRTO NIV TI—T Z A FICHEATEE T,

ISAKMP (IKE) ¥—77 74 7O LEWVELFHFINDY M7 A BEEZIEE L £7, threshold
RTGRA—=RTIE, ETBRX—TTIA T =XV TG THETORET A KRR 2R
B (10 ~3600) THELET, retry /X7 A —X L, =TT 74 TIEENZE SN2 78o
%0V N IAMOMBETT Q~108) , IKEX—77 747X, 774/ hTAFX—T )b
TT, IKEX—T7 747 %7 4 B—7/MZT HIZIE, isskmp 2~ RO noFEXE AT LE
7

hostname (config) # isakmp keepalive threshold <number> retry <number>
hostname (config-tunnel-ipsec) #

72 z1E, k< N, ISAKMP X —7 794 7D L&EVWMEZ ISIZHRTEL, UV T A
AL E =L EI0ICEELET,

hostname (config-tunnel-ipsec)# isakmp keepalive threshold 15 retry 10
hostname (config-tunnel-ipsec) #

threshold /X7 A —% OF 7 4L MilX, LAN-to-LAN D413 10 T, retry /3T A—Z D5
7 v MEIE 2 TY,

e (BEFaT7 F—FrUxA) T, ISAKMP E=Z Y U 72U TRRB LWL I
BETLHEAIT. koa<xr FE A LET,

hostname (config-tunnel-ipsec)# isakmp keepalive threshold infinite
hostname (config-tunnel-ipsec) #

ISAKMP /~A 7'V » REEEES . XAUTH £72131 7V v FXAUTH #f6E L 7,

isakmp ikevl-user-authentication ==~ > F‘ ;t ASA FBREICT VX VEEEEFEHT 2 L E R H
L2854, BXOY £— bk VPN 22— ¥ —3%; Rmmﬁ'mam$-itiSmMDﬁ&@v
ﬁ/—&ﬁﬁéﬁ$ﬁ%?5zgm%éﬁA_\A47)/FXMHHM£%% ET 5720
FEHLES, "7V v RXAUTHIZ L - T, KE@7I~11#&@20@$W_%%ém
EEjfo 2 ‘Dé§%57f/\/fi7°U 3’]‘munﬂ£&lg::i1L§Ejr

a) ASA X, HEHEDOABF—HFZ2HEHL T, VE—F VPN 2—H—{Zxt U TEIEL £,
LY, BAEMICEHTAIKE X2 T 4 7Yoo —2 g UBNHENLENE T,

b) WIZ. XAUTHZHN U E— h VPN 2 —H—%2FFFEL £9°, Z OIBERAETIL, AR —
ENTWBRERONT ORI XA HHTE £,

(51) wou‘.E&/])7ff/\/r7 ) P4 }\ \—HX/,_.E_’#}:) j: %H'J Ln:uuﬁﬁ%/\%%ﬁﬁﬁb\ %2
AT —Z2 1B L., T ARRA U MERETIHLERSH Y 3,

7o & I, WDz~ RiL, example-group & MEEN A8 T 2 7 7 A VDA T U v R
XAUTH A 2 —7 /WZ LET,

gHInoraL, =T Ry o— s&U1—F— |



BEITOT7AL. TL—TF K o— B&v0a1—H— |
B =20k s547 ko FoRL T L—TFizonT

hostname (config) # tunnel-group example-group type remote-access
hostname (config) # tunnel-group example-group ipsec-attributes

hostname (config-tunnel-ipsec)# isakmp ikevl-user-authentication hybrid
hostname (config-tunnel-ipsec) #

BER—ZIXDIKEV2 ) SAT2 DO RIL TIL—TIZDNT

RN TN—T1F, P RAEERARY =L a— RKDk' vy b TT, AAAT— 31—
BT A MR TN—TEREL, BT A—XEREL, 774NV DT NV—T R
Vo—%EHRLET, ASAIL, PV I A—TE2NEHIRE LTI,

IPSec VE— LTIV EADT 74/~ b3/ 7 )V—71L DefaultRAGroup T3, 7 7 #4/L b
o TN—71%, BETDHZEIETEETN, HIRT2Z L3 TEEEA,

IKEvV2 CiE, Blova—h B LY £ — MEFECLI 2 U CIHEMFGRIE N AR ETE T
(DF DV, EEITICH L OEFRTEA —B5E25%0E L, BNk U CIEREIERGE £ 721
EAPFRREZ X ECEET) . L72di»> T, IKEV2 %{iﬁﬁﬁ“é L W OMBRENEN R DY
[/T//“V/I/TmunETééFﬁ%TntunE%'fﬁﬁHf% i—g« (%HU ﬁq‘%*‘\ EEEB%\ ifibiEAP) °

DefaultRAGroup bj: EAP o piE)EH \—ﬁﬁiﬂj—ézgz})&) D i‘ﬁ’o :j/b uEEDq = ntu nEz))thqui DN
REIHEH STV Ul \_h%®7747/b@ﬁ%ﬁm®b/xwﬁw% (A=
YITHIENTERNWEDTT,

BER—ZOD IKEv2 EED Y R—

ASA TiE, kD IKEV2 BIERYR—FENE T,
« INTERNAL IP4 ADDRESS/INTERNAL IP6 ADDRESS : IPv4 £7-1Z IPv6 7 KL &

\}

() FTaT AKX vT (IPv4 L IPV6 DIl JTDT KL A%E) 4T) |
IKEV2 TlIZVR— FENFERA, IPVT RL AL IPV6T RLAD
WFNESR S, WAFOT R L ARE Y TREZR AL, IPv4
T RUVAOZRPEID Y THRET,

« INTERNAL IP4 NETMASK : IPv4 7 KL 2 X v hU—2 <2/

« INTERNAL_IP4 DNS/INTERNAL IP6 DNS : 75 A < U/t H > %1 DNS 7 R L 2

« INTERNAL_IP4 NBNS : 7F A < U/t H > % U WINS 7 R L A

« INTERNAL_IP4 SUBNET/INTERNAL IP6 SUBNET : 27U v b ho U 7Y Z |

« APPLICATION VERSION : X iEd, E¥x =V 7 ¢ LOBBENDL, ASADNN—TV 3
UIEREGELRVWEIDNE IR FEINEYA, EEL, 794 TV FRESAM 1 —F
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par oo i—t+ [

FORICZOREMEEZGD D Z LN TE, TN ASA O vpn-sessiondb =~ > R /] & syslog
WZFERENET,

DAP O HHKR— k
B AT ZTEDDAP R U—REEH AT DI, LW ITAT s XATD
IPsec-IKEv2-Generic-RA Z{FH L CZ DX A TR EDOR Y U —%#HTHZ LN TEE
KR

J)E—rT7O9RRAIVSAT7 DRIV T IL—TER

ORI, VE—FNTI7BVRIFAT U MEERABER N RNV TN—T F T a0l R

FERLET,
VeE—h T77®A| hrxv 7 | 70— |GEHE DN BE T7HNE TN—T D
S .07 — URL
77AT R /II: 7y (DefaultRAGroup)
AnyConnect VPN 7 | %fJi& KFIE PP PPN ]
FAT b
Windows x x KIS (R—A v R o
L2TP/IPsec > DFEAEZ 3
(AL E— R D)
IKEv1) 72 L (PSK %4
L858
FEHEN— 2D x x o5t (m—hv < |5t %Y
IKEv2 ¥ OREFFEE AT GX) DefaultRAGroup
6%{5\) ]\ :/*}1/ 7
« 72 L (EAP 3RFL%ff VT E A
280 TALEND
nE9,

REN—ZADIKEV2 V 547 > FOFBEEYHR— b

ORI, EHESN—=ZADIKEV2 7 TA T > M EY R = F SN TODRAEST DY A b 2R LE
bé‘o

)

GE)  FREEROHIRIZ, ASA ETiEAR<, 7947 b EOVR— b OFEESETET, T
@D EAP FROFFEIX, 77947 & EAP P —"—[TASAIZ L~ T e EnnEd,
EAP DB KR — NI, 774 T b & EAP —3—D EAP F ROV HR— MESI&xF9,
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2547 k%4 |EAP-TLS EAP-MSCHAPv2 EAP-MD5 SEBAZEDH PSK
JIRsE A=
Linux £ PR/ « ISE : )i « ISE : )i s s
StrongSwan B B
« ACS : xfI&s « ACS : %t~
* FreeRadius : * FreeRadius :
PSS PSS
* FreeRadius % « FreeRadius #%
o AD : %f o AD : %f
Android £ PP « ISE : xf)is FExHIES e ML
StrongSwan .
« ACS : %fhis
* FreeRadius :
PSS
« FreeRadius #%
D AD : %
l[:‘\
Windows 7/8/8.1 «ISE : & « ISE : %t)is L % bt NA
« ACS : %fhi « ACS : %fhi
 FreeRadius :  FreeRadius :
PSS PSS
« FreeRadius #% « FreeRadius #%
D AD : %f o AD : xf
;[L\ ‘I:D
Windows Phone « ISE : %) * ISE : %t P ML ML

« ACS : Xt~
* FreeRadius :

* FreeRadius #%
H® AD : %I

~
L

« ACS : Xt~
* FreeRadius :

* FreeRadius #%
H® AD : %I

~
L
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wuamzzgoen [

9247834
TIRBFEAR

EAP-TLS EAP-MSCHAPv2 EAP-MD5 SERAEDOH PSK

Samsung Knox

BALdP « ISE : %lhtn « ISE : %t I BALP
« ACS : 5t « ACS : 3fI&

* FreeRadius : * FreeRadius :
PSS PSS
* FreeRadius % « FreeRadius #%
o AD : xf o AD : %f
i0S 8 « ISE : %) - ISE : R |REMAeL i S
« ACS : %fhis « ACS : %fIis
* FreeRadius : * FreeRadius :
%f s % s
* FreeRadius #% * FreeRadius #%
Hd AD : xf Hd AD : xf
Android 14 7 4 |F%%7a L « ISE : % ALY XFhE K his
775 A4T b

« ACS : %fhi
 FreeRadius :

IO

« FreeRadius #%
B AD : 5t

~
I

BEHEIEAZ R DEM

VIVFREAERGEO 7 e F a VAR ER L, IhEm Dy v a L XA S TRHHTE S X
T, ERFERE T 1 b a VR EIRESIE Lz, 7 T4 7 > M SSLEHE #1772 » THEMRILE
BRth9 2 & B SSL #6072, ASAIL, 774 7> MAGEAERGEA L EE LY 7
ATV FIEHELZTER L TWDHZ EE2HERLET,

ASA X, VE—RT V7 RAZATDRINAVITN—TDXaT 7747 b ERICHLER
PEEERELET, PRI N—T = 7L, GEAEL—L v v B Y group-url 72
EOBEOFETETINE TN, BERFIEFEZ I FA4T7 v hexTyro—FENET,

gHInoraL, =T Ry o— s&U1—F— |
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il
tunnel-group <name> webvpn-attributes

authentication {aaa [certificate | multiple-certificate] | multiple-certificate [aaa | saml] | saml
[certificate | multiple-certificate]}

FREA T Y a . AAA OB GEHEO L, BEGEHEO S, AAA LFEAE, AAA
L EEGEE . SAML, SAML LREMAE, FI3EEBGEENAE L SAML T,

ASA (config) # tunnel-group AnyConnect webvpn-attributes

ASA (config-tunnel-webvpn) # authentication?

tunnel-group-webvpn mode commands/options:

aaa Use username and password for authentication

certificate Use certificate for authentication

multiple-certificate Use multiple certificates for authentication

saml Use SAML for authentication

ASA (config-tunnel-webvpn)# authentication multiple-certificate?

tunnel-group-webvpn mode commands/options:

aaa Use username and password for authentication
saml Use SAML for authentication

<cr>

ASA (config-tunnel-webvpn) # authentication aaa?

tunnel-group-webvpn mode commands/options:

certificate Use certificate for authentication
multiple-certificate Use multiple certificates for authentication
<cr>ASA (config-tunnel-webvpn)# authentication aaa?

ASA (config-tunnel-webvpn) # authentication saml?
tunnel-group-webvpn mode commands/options:
certificate Use certificate for authentication

multiple-certificate Use multiple certificates for authentication
<cr>

EAPID ZB T 3=ODVTYIDATLa > nDETE

Microsoft Windows 7 IKEv2 7 7 A 7 > hiZ, Cisco ASA H— 3—M k RV T )—T B ITfHE
HATERVWEICT DD, IPT RLRAZA ¥ —Fy b ¥—%H (IKE) ID & LTE(E

LET, ASAIZ. ASANZ FA4 7 LA EAPID Z B3 T&E 5 & 912, EAP GEREH]

@ query-identity 7> a U AMH L TRET HMENH D £77,

SFRHENR— 2 OFGEOHREIL. kD X 912, ASA — 3— & Microsoft Windows 7 7 A 7
k OFEAEIZIER S — AL (BEKU) 74—V RREENTWDILERH Y 7,

« 7 T4 T MEMETIE, EKU 74—V R =27 747 » FRAEGEHETY,
o B— N—FFHETIL, EKU 7 4 —/L K = 4 — —FFEHE T,
FEFAEIL. Microsoft Certificate Server F 721Z% DD CA r— =L EETE 97,

EAP #FEE DA 1%, Microsoft Windows 7 IKEvV2 7 7 A 7 > h M EAP BE:R ORIC EAP ID 2
RE/HGHET, 77472 MIEAPID EXR%ZEET 5121%. IKEV2 ASA ——ED h oz
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EAPID 25134 57-060s U D4 T 308z [

v T N—T T 7 7 A LNTquery-identity ¥ — U — RARRESNTWND Z L ZERL T
I,

\ )

GE)  Windows TAZY v b bR VU IRELTTE D L HIZIKEV2 Tl DHCP Y T3E 03V iR —
MENFET, ZOEREIL, IPv4 A7 U v b bR T EBETOREIEL E7,

FIE

ATy T BigiX A 7% IPsec U E— F 77 B AICHET HITIL, tunne-group =~ > K& AHLET,
#3C1Z, tunnel-group nametypetype T9, = :T\ name | b > RV T —T71ZEIN BT HL
AICHY . typelX o FXNVDX AT TT,

W OFITIE, IKEV2 FRiIHA 3 —7% 44kkaol59636jnfx [ZF%E S E 7,

hostname (config-tunnel-ipsec)# ikev2 local-authentication pre-shared-key 44kkaol59636jnfx

GE) PREEFE T 3 5121E. ikev2 remote-authentication pre-shared-key =~ > RE 721X
ikev2 remoteauthentlcatlon certificate 2~ > RERETHLERH Y £7,

ATy T2 EESXR—2DY — R X—F L KEV2 VE—F T2 BRX 54T F%ﬁﬂﬂ L7z ——38G

EHAR— T 5 E UTRIRRGEY = k2L (EAP) ZHEET 520X, ikev2
remote-authentication eap [query-identity] =~ > K&/ L 9,
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BEITOT7AL. TL—TF K o— B&v0a1—H— |

B evroEnsTaroosTunt T aomE

ATvT3

GE)

UE— FRFET EAP Z A R—7 /W 2I121E, GEEEZMEH L Tr — I VFEGEE
F%E L. ikev2local-authentication {certificatetrustpoint} =~ > K& L CHZhZ2
NZANRA LV MERETHLERHY £7, €5 Lo a1d,. EAPRGEE
RESINET,

774 TR, VE=MERERICRESNTA T v a v OFT X TTIEHRLS, —#
EHEATEDL LT 2EBOFT T arR’dbh £7,

IKEV2 D6, N I —T D~y 7T, VE— MNERECHEMNTE %
WA (PSK. FFHE., BLOEAP) & o — B LERiEcfli f T& 238350 (PSK
BILOGEAE) | kiom—ﬁﬂ/umﬁﬂfﬁﬁﬁ“é N A NFKA Y NEFETHHE
NV FET, BE, ~ v U OFETIE, BT EREETIEREO T 4 —L RO
ENHEE GEHE~ Yy 726H) SNEZIKEIDAMERASNE S, Wio4 73
IR LT AE, BEERST 74V OV E— N T A FRL T—
7° DefaultRAGroup W~y 7 EanEd, sEE~ y I VE—F BT DEEH

TSN EAICOLBEHENL AT a0 T, ZO~wy A2k, Bips
F/KW7W%7A@7/E/7ﬂﬂ ETY, iEERGEOSHE DI, L—LE T
T 74NV FOREEZFEA LT hr Rk Z—FOSRNTHOET, EAP i
BXOPSKFBEOHEIL, 7F7A4T v b (FoRNV ITN—TEN—KT5H7 T4
72 h) OIKEID £720137 7 4V b OREEMEH LT o rb Z—TOSMMN
fTonET,

EAPFIET, 794 T "N IKEID & o —WF—4 ZFEBICRETE WSS IE.

DefaultRAGroup k> /v ZN—T 2 FEHTHHLERH Y 7,
ROPITIL, EAPGBREERESG SN THET,

ciscoasa(config-tunnel-ipsec) # ikev2 remote-authentication eap query-identity
ciscoasa(config-tunnel-ipsec)# ikev2 remote-authentication certificate

ciscoasa(config-tunnel-ipsec)# ikev2 local-authentication pre-shared-key 12345678

ERROR: The local-authentication method is required to be certificate based
if remote-authentication allows EAP
ciscoasa(config-tunnel-ipsec)# ikev2 local-authentication certificate myIDcert

EHERTFLET,

hostname (config) # write memory
hostname (config) #

N R ChH D I & AR T 5I21E, showvpn-sessiondb summary % 72 1% show crypto

ipsecsa 2~y R&EMBHALET,
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INR ) — REEF D Microsoft Active Directory D% E .

INR ) — P”éﬂﬁﬁd) Microsoft Active Directory D% E

FOAEIZLDAP T 4 L7 R YU H—R—% i H L TV DA, 7SA T — RE T Sun Microsystems
JAVA System Directory Server (IH4:F5i3 Sun ONE Directory Server) 35 & U Microsoft Active
Directory Zffi ] L TH A — I ET,

eSun:SunT 4 L7 RY H—R—lZT 7 AT HDIT ASA ITFRE S LTV D DN 23,
P—R—=DFT T3 " RRAT— RN R —ZT7 7V BATEALERHY £T, DN & L
T, T4 V7 NVEEE, 7203740V 7 N EEEHEREFF O 2—V—2HTHZ &
EHERELE 9, £33, TANDRN SRR — R KUY U—|Z ACl B ETXFT,

« Microsoft : Microsoft Active Directory T/3XA U — NEHL A A £ —7 /M2 $ 5H121%. LDAP
over SSL Z i E T D MENH VD £,

Microsoft Active Directory T/NA U — REHZ 3 5121X, —ED Active Directory /37 A —
ZaRE L, ASATHRAY — REHARETOLERDH Y £9, TOHTIE, SEIERNR
U — REBT 7 v a VIZBET 5 Active Directory DF%EICOW T L3, b ORA
X, ASA TO/RAT — FEBRA F—T N2> TWT, $HST 582 0 — NEHUBMERS R E
SINTWLZ EEAHEE LTWET, ZOHOREDFIATIL, Windows2000 IZ351F 5 Active
Directory D HFEIZE M L TWET, ZOHETIL, F@FEICLDAP 7 4 L7 R U H— _—%ffi
LTWH Z Lahifgs LTWET,

REIOT A VBEICNRAD— FOERZ1—F—Z5@%]3 5 =8 D Active Directory D
wElw 7 A AR A=Y — NRAT — FOEH 22— W —(T@ifil§ 51215, ASAD Frxns
N—T—fEtEar 7 4 X2l — a2 E—KT paSSNord-management a~vy REfRELT,
Active Directory TR D FIEZFIT L E T,

FIE

AT w71 [Start] > [Programs] > [Administrative Tools] > [Active Directory Usersand Computers] MDJIE(Z53
WLETF,

ATwF2 £V v 7 LT, [Username] > [Properties] > [Account] Z &R L £,

AT w 73 [User must change password at next logon] = v 7 ;R v 7 A& 4 N2 LT,
ZDa—W—R3REla A 35 L X, ASATROT a7 MRF/REET [Newpassword
required. Password change required. You must enter a new password with a minimum length n to
continue.] fx/INA/NA U — R niL, [Start] > [Programs] > [Administrative Tools] > [Domain
Security Policy] > [Windows Settings] > [Security Settings] > [Account Policies] > [Password Policy] T
Active Directory i €D —#h & L Ti% € T& £9°, [Minimum password length] Z 341 L £ 9,
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B Active Directory £/ L 1=/ 82 7 — FOBABH BROIEE

Active Directory Z{FFH L=/ \RXJ— FORXESBHDIEE

X2 U T 4 2T 5720, —EOAERGRESAT — ROHIREIAIZ /R D X O IZHET
XFET, 22— — RNRT—RFOREKAEDAEEZIEET DHI21E, ASA D b R 7 N —T—j%
BEar 7 4 X2 1 —3 g F— T password-management =~ > K& 5 L. Active Directory
TROFIEZEZFFITLET,

\)

GE) LI, mNAU— FOAZAROREREL FITT 22D horxV I N—FVE— T 7 kA
AT 4 Falb—a rO—HE UTERE STV radiuswith-expiry =~ o RIZFEHESEIC
o TWET, ZOoa~vr N, Mo —T—RENE—RTATIND
password-management 2~ > RIZE &2 HILET,

FIE

AT w71 [Start] > [Programs] > [Administrative Tools] > [Domain Security Policy] > [Windows Settings] >
[Security Settings] > [Account Policies] > [Password Policy] Z R L £79,
AT w72 [Maximum password age] # % 7V 7 U v 7 LET,

AT w 73 [Define this policy setting] = v 7 R v 7 A% 412 LT, #FA3 5 [Maximum password age] %
HEALCTHRELET,

Active Directory Z#{#F L 1=/ YR D — FRD&H|

NAT— ROR/NEZTEET HI21E, ASAD R ZA T —T—f@Etkar 7 1 Fal— 3
> &— KT password-management =~ > RZ 57 L, Active Directory TIRDFIHZ FAT L £
-éAO

FIE

AT w71 [Start] > [Programs] > [Administrative Tools] > [Domain Security Policy] % &R L £,

AT w72 [Windows Settings] > [Security Settings] > [Account Policies] > [Password Policy] % &R L £,

AT w73 [Minimum Password Length] % 7 /L7 ) v 7 LE,

AT w 7 & [Define this policy setting] F= v 7 R v 7 A% AN LT, NAT— RIZEDDLLENH HEc/
LFHERELET,
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Active Directory Z{ i L 1z/SR 7 — FDEH DA .

Active Directory Z{f A L f=/XX 7 — FDEHED & H

BHEIRSAT — R o b 2R, RCFL/NF, BT BLORER T2\ AU — N4 3
RKT2ITFT ASAD F o XTI N—T—fkEMEa 7 1 Fal—v a2 E—RT
password-management =~ > K% AJj L. Active Directory CIRDOFNEEZ FEITLET,

FIE

AT w71 [Start] >[Programs] > [Administrative Tools] > [Domain Security Policy] Z#&#R L £9, [Windows
Settings] > [Security Settings] > [Account Policies] > [Password Policy] %28 L £ 9,

AT w 72 [Password must meet complexity requirements] % % 7 /L2 U ~ 7 L C, [Security Policy Setting] %
ATaTRy 7 AeHEET,
AT 73 [Define this policy setting] 7= » 7 iR v 7 A% 42 L C, [Enable] Z &K L £,

SRAT— ROBMEMEORENL., 2 — P —N AT — REEET L L X 2P TEDCRY £,
& 23X, a7 A VIRICANA Y — RERE 235, £72013n BRIZ/SZA T — RRHRY)
MR DEDICHRELIELETT, /A VR, FTILWRRAY—ROANEZRDDH T v
FREREIN, VAT AIEMEIR AT — RET 22 ANE T,

X2 T7U54F7 2k EYKR— 9 5 RADIUS/SDI A vt — 2 DIEHE
JOJ7A4ILDETE

ZOIATIL, RSASecurelD V7 FU =7 h—2 U&7 % AnyConnect VPN 7 7 A 7 2 |k
2, SDIH— =27 B F T 25 RADIUSH—"—KH TV 747> MIEESND 22— —
Ty MIELLISETED LT FIBEICOW TR LET,

)

GE) THBAEREERE LS A . SDIF: X7 7 A~ UERGEY — =TT ¥R — | é‘:ﬂiﬁ‘o

U % — k =—H—2% AnyConnect VPN 7 7 A 7 > T ASA |Z#%#¢ L. RSA SecurID ~—7 >
P L CRAEERA D &, ASAIZRADIUS Yr— 38— L BE ATV, WIT, FFEIZ DWW T SDI
P N— L WEEITVET,

SREEDOREINC, RADIUS H— NIZASAICT 7 BEA Fx LY Ay —V% R LEST, 206
DF XLV AvE—UNIZ, SDIVT—="NEDTFA MEERIEEAvE—URH D £,
ZDAyE—T TFA NI, ASA 2 SDI H— 3— L EHSGEE L TV 584 & RADIUS 7' 1%
VERHLTEELTWDIEE L TRRVES, 207D, X277 74T MTHRAT 4
7 SDI #— " — ¢ L TR S E 572012, ASA IZ RADIUS — "= b D A v — T ZfifR
TOHLENRH £,

F7-. SDI A v &=L SDI V—N"TREAMRETH D7D, ASADA vytE—T THFA DL
KETILI—ED, SDIV— DA =T F A —HTIMLENHY £9, —F LN
B V=R IAT v b a—WIZERENDEZ T a7 M, LTIV ELENET 73
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B rrowssol v t—SEYR— LT BEOOEELYTF A FTSATUROBRE

N L CGHEEITARWESRH D ET, FOD, BEXaT7 753470 FRRETEXPIC, R
FENKBT B AREME N H D £,

RADIUS/SDI A vt — V5 YR — 2357200 X=2 T4 TFIAT L ADRE (36 2—
V) 74T hE SDI Y —A—HOFEEEERIZHKII S ED K9 IT ASA R TET 5 HIEID
DWTHALE T,

RADIUS/SDI » v t— & HHR— T 30D EX1) T4 TFITSATUOADETE

ATvT1

ATy T2

SDI [l ® RADIUS JGEA v —V &R L, X277 747 b a—W—|Z@i7r s
VarERSL 7T N EFRTITHEIICASA ARETHITIE. ROFIEALFITLET,

FIE

h> VT —T webvpn 227 4 X2 b —3 3 F— R Tproxy-authsdi =~ > RZf A L
T, SDIH—_— L DEHFEEEZ T I 2 L — T 5 HIET, RADIUS JbE A v — V% HRET
LD Ta T A (FrRV T —TF) ZFRELET, SDI — "= |ZHIAEEND
a—Y—iI, ZOERT R T s A NVEN L TERTANERDHD £,

1 -

hostname (config) # tunnel-group sales webvpn attributes
hostname (tunnel-group-webvpn) # proxy-auth sdi

k> FN T N—T webvpn 227 4 ¥ 2 L—3 3 > F— R T proxy-auth_mapsdi 2~ > R&{#
ML T, RADIUSH— =l Lo TERENDIA v E—V T HA N ERFEIT N BT
% RADIUS JGEA v &—Y 7F A h%& ASA TRELET,

ASAMERTAF 74/ FD A v E— 5 F & M, Cisco Secure Access Control Server (ACS)
THEHENDT 740 DA vE— T F 2 FT9, Cisco Secure ACS ZHH L TWT, 5
THN DAy =Y TEXARNEEMLTVDLGE, ASA TAYE—Y THRAMERET D
VETIHY £ A, TRUSNOEEIL, proxy-auth mapsdi =~ RZEHA LT, A vE—
THEAMDB—EHTLHEIITLET,

WROKIZ, Avk—Ya—FK, F74+/LEORADIUSIGEA v E—Y TFA M, BLOEA Y
T—VOBREERLET, EX2 VT4 T IA T URE, T I ICEREINDIEF LT
FNERBRT D72, A vE—T 7 %2 MUEHT 2 3CFINIRNOLFHNO Y7 & v §TERN
XOZTonERHY £,

72& 21X, TnewPIN] 7% new-pin-sup & next-ccode-and-reauth D HF KT 5T 7 4/ D A v
=Y TR MDY TEY N THDHELET, new-pin-sup % new PIN] & L TEE L2
G, BX=2V T 77747 AT RADIUS H— 3025 [new PIN with the next card code] %
{89 % &, next-ccode-and-reauth = — R ClX72 < new-pin-sup 2— K& 7% X &2 MG L ET,

SDI#fEa— R, ST/ DAY E—Y TF AL, BEORA vE—I0ORERE
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Ayt—va—
k

F 27 #JL k@ RADIUS i
BErAvyE—CFXRb

next-code

Enter Next PASSCODE

2 —HFI PIN Z ANEFITRD h—27 v a— K& A
NTHERSDLZ LR LET,

new-pin-sup

Please remember your new
PIN

LW AT LD PIN RSN TERBY , =—HFiT
TDOPINZFRRTHI LEMLET,

new-pin-meth

Do you want to enter your
own pin

H LU PIN OERRIZ EDH L PIN R AFHT 2
NrEa—WiIcFHhEd,

new-pin-req

Enter your new
Alpha-Numerical PIN

2—HPHEFEOPINZANTH E2ERTHILE
/j—_\.]\/ij—o

new-pin-reenter | Reenter PIN: —FNERAE L 7= PIN OFEZR D 7212 ASA 23INERHY
IR LEYT, 2—FicF a7 M aFRasEPic,
74T B PIN R LET,

new-pin-sys-ok | New PIN Accepted —PNBAELZ PIN NZIT ANONZZ L &R L

£

next-ccode-and-reauth

new PIN with the next card
code

PINHES, RD h—2 v a— R&F- T, Hir
DI=DIZEH LWPIN ERD h—7 v a— ROl 5%
ANTHEVERSHLHZ L a—P IR LET,

ready-for-sys- pin

ACCEPT A SYSTEM
GENERATED PIN

Z— PR AT RO PIN IS5 A RN TEX T
WA ZEETRTDIC ASA NI L E 7,

W OFTIiL, aaa-server-host E— K{Z AV, RADIUS Jin& A v — new-pin-sup DT F A k&

EELET,

hostname (config) $ aaa-server radius_sales host 10.10.10.1
hostname (config-aaa-server-host) # proxy-auth map sdi new-pin-sup “This is your

new PIN”

Hh—TF K1Y o—

COWETI, INA—F RV — L FOHRTE

TEZOWTHBIL £,

TN—7" RV r—i%, IPSec #EfiH O —F —FHHEDOEMEEEORT Ry MR h D
T, T AZHEREY (B —2)V) IR SIUD D, AN D RADIUS Y — N— (2R AF & E
T BT R 7 7 A LTIE, UV, 22— PR OSRM AR ET D7 NV—T K
venMEHENET, AT RV —EEHTL L, - —F T —F—D I N—T
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B 7o+rr0o—Fxys—ozE

Bty PERZEATE 20T, 2—F—JLICHRELMEINICIRET 24 ERH Y 8
A/o

LY N =T R = FEO BT HEOZ =Y =D I N—T R —Z2EHL
0T HICE, Far—sbar 7 X alb— 3y E— KTgroup-policy =2~ REZ AL
iﬁqo

ASAIZIZ, 74NV DITNAN—T KR —NEENTHWET, BRIITETTHHIRIEZTE 2
WFE TNV NOTA—F RY —IZz. BOOREICEED 1 DU EO 7LV —F RY 2 —
PERTAZE L TXET,

W%ﬁw—f%)y—&%%ﬁw—f%)y~%§ifﬁi¢ W 7 )L — 713 ASA DNED
— AR—ZATHREINET, 7 /L — 7 1L RADIUS 72 & OANEREREE Y — R —IZRESNE
#oﬁw—7ﬂikw— . OBHERSH Y £,

* Identity

o P—N—DEF

s ITGAT U N T7AT A —IVDEE
e hxV 7 Frbhan

s IPsec DFXTE

o N—KRUxT 7T7A4T 2 FOEE

e

* Filters
c JIAT a7 4 X2l — g VORE

2 gk g ZL
'?ﬁr‘ﬁ_ﬁ@ﬁﬁﬂi

FIAXILEDTIL—TR)—DLER

MAT@\?71»%@7»—7ﬁuy—ﬁ%&éhi¢o:@?7%»%7»—7ﬁ9
FEETEETN, HIFRIITEETA, 7740 DI V—7 R > —%, DfitGrpPolicy
EWQ%WTAMV#’TTLTMiT# IDOF TN DI NAN—TF RY —i%, ASA T
INEFHEHAT D EIICHE LRV AT A, TOMDITN—TR) > —%RE
T 580, HRIICHEE LRWBHEOEIZT 74V b NA—F R —MbikE SN E7,

\}

GE)  DfltGrpPolicy IZREIN TN D (ZOHIZHIV K THN) TRXTHOEF2T27T747
v 757 A NS A7 (Network Access Manager, CiscoUmbrella7z &) 5ot X=aT7 7747
YN Ta T ANE, o T —TF R Y —3 DtGrpPolicy 2> Dk T D K 5 ITHIRAGIZER
EINTWRWIRY | o7 —T KR o—lZ Lo TR SN EFA, 2FV, FFEOEF=
TIIAT o N Ta77ANNITN—TKRY —TEREINTWDHEA. DitGrpPolicy (2 B
FFonNTWD EXaT7 27747 b 7 a7y A /WTHRKSIER A,

FIZHN DT N—T R —mFRTHIE, kOa<wr FEANLET,
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hostname (config) # show running-config all group-policy DfltGrpPolicy
hostname (config) #

TIZXN DT N—T R —%FHET DI, kOa<wr READLET,

hostname (config) # group-policy DfltGrpPolicy internal
hostname (config) #

\}

CE) TV bOTNA—=T7 RY —iF, WICHE (internal) TY, =~ RO,
hostname(config)# group-policy DfltGrpPolicy {internal | external} T3 23, % A 7 %446 (external)
WCEHETHZ LIETEERA,

T 74N NDITN—T R > —DOEEDBMEEZEE T 5841, group-policy attributes =<
Y REHEALCTBEE— RICAD, 0%k, BENSROBEEZEET L0~y REHEE
Li‘é—c

hostname (config) # group-policy DfltGrpPolicy attributes

\)

GE)  BHE—RNERNHIA—T R =20 MA S ET,

ASA TRt DT 7 4V b D Z—T R U ¥ — DfltGrpPolicy (X, KD & FV TY,

hostname# show run all group-policy DfltGrpPolicy
group-policy DfltGrpPolicy internal

group-policy DfltGrpPolicy attributes

banner none

wins-server none

dns-server value 10.10.10.1.1

dhcp-network-scope none

vpn-access-hours none

vpn-simultaneous-logins 3

vpn-idle-timeout 30

vpn-idle-timeout alert-interval 1
vpn-session-timeout none

vpn-session-timeout alert-interval 1

vpn-filter none

vpn-tunnel-protocol ikevl ikev2 12tp-ipsec ssl-client

password-storage disable
ip-comp disable

re-xauth disable

group-lock none

pfs disable

ipsec-udp disable
ipsec-udp-port 10000
split-tunnel-policy tunnelall
ipvé-split-tunnel-policy tunnelall
split-tunnel-network-list none
default-domain value cisco.com
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split-dns none
split-tunnel-all-dns disable
intercept-dhcp 255.255.255.255 disable
secure-unit-authentication disable
user-authentication disable
user-authentication-idle-timeout 30
ip-phone-bypass disable
client-bypass-protocol disable
gateway-fgdn none

leap-bypass disable

nem disable
backup-servers keep-client-config
msie-proxy server none
msie-proxy method no-modify
msie-proxy except-list none
msie-proxy local-bypass disable
msie-proxy pac-url none
msie-proxy lockdown enable
vlan none

nac-settings none

address-pools none
ipv6-address-pools none
smartcard-removal-disconnect enable
scep-forwarding-url none
client-firewall none
client-access-rule none
webvpn

url-list none

filter none

homepage none

html-content-filter none

http-proxy disable

anyconnect ssl dtls enable

anyconnect mtu 1406

anyconnect firewall-rule client-interface private none
anyconnect firewall-rule client-interface public none
anyconnect keep-installer installed
anyconnect ssl keepalive 20

anyconnect ssl rekey time none

anyconnect ssl rekey method none
anyconnect dpd-interval client 30
anyconnect dpd-interval gateway 30
anyconnect ssl compression none
anyconnect dtls compression lzs
anyconnect modules none

anyconnect profiles none

anyconnect ask none

customization none

keep-alive-ignore 4

http-comp gzip

download-max-size 2147483647
upload-max-size 2147483647

post-max-size 2147483647

user-storage none

storage-objects value cookies,credentials
storage-key none

hidden-shares none

activex-relay enable
unix-auth-uid 65534
unix-auth-gid 65534
file-entry enable
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SN—7 R

sn—7xys—onzE ]

file-browsing enable
url-entry enable

deny-message value Login was successful, but because certain criteria have not been

met or due to some specific group policy, you do not have permission to use any of the
VPN features. Contact your IT administrator for more information

anyconnect ssl df-bit-ignore disable
anyconnect routing-filtering-ignore disable

always-on-vpn profile-setting

FTIT NN TN—T R = IEFARETT, Fiz, BEICEAD 1 DU LD V—7 K
—HEERT AL TEET,

O—MEE

TN—FRY—F, TR_RTOREED o RVCHEATEET, EHEL08E80, T A—X
DRI E SN TR ITIIE, 2OV —F13F 74V kN ZA—7 R o —OfE %
L9,

REFAAZIL, Yo 7N ary7FAFE—-FERLIEISALTF 30T F X b F— RO THET
TEET,

)

6=

IPSec @ AnyConnect, 7 7 A 7> h L"A SSL VPN, Apple x4 7 47 VPN 7 7147 > k.
Microsoft £ A 7 4 7 VPN 7 7 A 7> b, F721E cTCP I H S A,

< F arFEARN F— NI IKEVI BEIORIKEV2 A bV —H% A MZOLHEA S, IKEv]

NI I—T R O—DHRTE

SR N—T R Y — D EMEEIZIE, FET HIMNEY — " —DEN G S ET, SN —
TRV —DLGEIE, ASABNEMED 7 =) —EFITTEXDHAAAY—N— T —TZRE L,
Z DN AAA Y — 3= TN —T D BEE RS T 5 & X IEAT 232U — REHEET 24
ENRBH Y £, SEBERIEY— N—ZEH L T\ T, AR L —F R Y — @, R AT
EDL—H—L[F CRADIUS Y —"—IZH 550, TNOOM TAMPEELRWE ST S
VERH Y £77,

)

GE

) ASA TOINE T —741F. RADIUS F—"—Da—HF—L 2B L TWET, DFEV . ASA

WS NV—T X R TE L2354, RADIUS —R_R— |3/ o) — % a2 —%— X [Tx4 5%
BsRERDRLUET, LB o T, M7 —71%, ASA T L - THEBI AR B bk 2 F-> RADIUS
P—R— D= =T H 7 MITEEE A, BTN —T BT D T ED T —P—

& [ U RADIUS — N—|Z(FET DA, TNOHDOMTARIZEBEEIEL Z LiIx T A,

ASA 1%, M5 LDAP £ 7213 RADIUS H— _"—TO a2 —H —Fif 2R —F L TWET, 46

P R—Z T 5 L HICASA ZRET HHNC, @WHIR ASARABEEZIEEL CTH—1—%
BREL., TNOHORBEOT 7y b BEA DO2—F — kT D4 EDFHF A Z2E Y Y CTHNLE
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HFET, Y — S—EBETAITIT. VPN DOINE AAA F— N— D E OFIZHE- T
<7L;él/\o

FIE

ST N—T R —H R ET HITIL, ROFNAZFELTL T, server-group £ & /XA T — R &
EbiZTN—F K /%0)4% A& 2 A FataE LET,

hostname (config) # group-policy group policy name type server-group server group name
password server password
hostname (config) #

GE) NGB TN—T R —DFE. FiR— hEND AAA Y—/3— Z { 7’13 RADIUS
A VRSE RS

el 2, RO~ Rid, ExtGroup & WO AHTOINE 7V —7" R Y —MERLET, &
DI N—T R —DEIEE, ExtRAD &\ 9 A FTOSMNTRADIUS Hr— "= B IRfG S, 8
PEETST 5 & I S D32 T — K3 newpassword ([ZFEE SV E T,

hostname (config) # group-policy ExtGroup external server-group ExtRAD password newpassword
hostname (config) #

G¥) VPN DI AAA H— "= DR E ICHHI SN TN D K512, W OO F—[F
HEM (VSA) Z#RETE £9, RADIUS —/ R—73Class Bt (#25) 24 X 9
ICEREISNTVAES. ASA L., ZV—TLOREFICFDOBIEEFER L ET,
RADIUS #—"—"Ti&, JBMEITROEATIEET 24823 H Y £, OU=groupname,
Z 2T, groupnamelX, ASA CERTEINT=/N—74%4 L[A—T7, #l. OU=Finance,

RETIL—T R O—DERK
W7 N—7 R —%2RETDHITIE, a7 4 Xalb—rar T— RFREHHBLET,
group-policy =~ > F‘Zﬁ:ﬁfﬁ LT, ZV—F R —D4HETE internal # A 7&2HFEELET,

hostname (config) # group-policy group policy name internal
hostname (confiqg) #

7o & 2 IE, RO =z~ RiL GroupPolicyl & WO ARTONTZ V—7 KU > —ZER L £7,

hostname (config) # group-policy GroupPolicyl internal
hostname (config) #

)

GE)  WolzAER LI —7 R o—OARNTIAERE T EH A,
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| #eTnorq0, YL—FRYS— BEUa1—¥—
—mrm s v—7 Ky o—EonE ]

F—U—RfromZBNMLTEFEORY O —OL4RIEZEET S L2k, BEFOI7 LV —T7 R
VY —Dfizatr’—L T, N7 NV—7 R v —DRiaRETE £7,

hostname (config) # group-policy group policy name internal from group policy name
hostname (config-group-policy) #

7= & 21X, WD a3~ RiX GroupPolicyl &M% =2 £°— L T, GroupPolicy2 & 9 £ HiiDNHE
TN—7 R —%Ek L £,

hostname (config) # group-policy GroupPolicy2 internal from GroupPolicyl
hostname (config-group-policy) #

—HRBIERE T IL—T R O—RBIHEDERTE

GI—TR)o—4%

TN—T7 R T —DZFNINEE T N—T R o —DVERFFICGER I N THET, Loz ufE
RENTZ T N—T R —DLAFNIEE TEEE A, FFC O WTIX, WNEZ LV —T7 R v—
DOYERE (42 X—2) LT 7EE,

HIN—TFT RS —DINF— A vtE—DHTF

FRTHNT—FBFHA v =Y (HDHEHE) 2HELET, 7740 F TR AT
FREINFETA, HELLEA Y=V, VE— NI4TV MRER LTI, 200 T
ATV MIERENET, NP —FEBETDIIUL, FA—T K v—ar7 4 ¥al—va
v EF— R Thanner 2~ REANLET, X7 —TFTHFZX FOEIIL500 L5FETTYT,
REATERAT 2561, n) =22 AN LET,

VPN UE—hK 7747 FTORTA RIIFRIND BRI —DE XX, ASA /X—
29 2795.1 T510 ~ 4000 SCFIZEMLUF L7,

\)

GE)  NF—HNOERFYATIZ, 2 XFL L THAONET,

NF—ZHIBET A2, Z0oa<vr RonBXE2 AN LET, Zoa<vr RonoBEX 42 #EH
THE, TN—T R —DFT_XRTONRNFT—DNHIREINDZ LIZHEE LT ZEN,

TN—T R Y —Z, DT NVN—F R —mnb ZOEE A TEET, HEPE LRV
HNTT BT, KDL T, NF—XFINOMEEEET HDVIZnonex—T7—K&E AL
9,

hostname (config-group-policy) # banner {value banner string | none}

WOBNE, FirstGroup & WD ZRID 7 )V—T R Y 2 —ZF—%AERkT D FHEE R LTV E
-é‘o

gHInoraL, =T Ry o— s&U1—F— |
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B =+ 7rex807 FLZ T-LoEE

hostname (config) # group-policy FirstGroup attributes
hostname (config-group-policy) # banner value Welcome to Cisco Systems ASA 9.0.

JE—KFT7ORREHDT7 KLRA T—ILDIEE

VE—RNTI7RAZITAT 2 NBASAIZHERT D56, ASAX, BlcfEESns/v—7
RY =TSN TIPVE 721X IPV6 7 RLAZ T TA T MIEIV B THZ LR TEET,
o—HhL T RUADOEY B CIERTAHRK6HOa—I1L 7 RLRA 7—1DY A NEIRE

TEXEd, Y LOEEEFITEETT, ASATIE, Z0a~vy RTCHF—ILEZHEE LEFIC
EsT, TNHDT—ANLT RLANE D Y THRET,

RETIL—T R)o—~DIPVET7 FLRA T—ILOEIY KT

&

ATy T2

ATvT3

1R BHHIIZ
IPvd 7 RL A F—LaER L,

FIE

IN—F R —ar74F¥al—ary E— NP LET,
group-policy value attributes

&1

hostname> en

hostname# config t

hostname (config) # group-policy FirstGroup attributes
hostname (config-group-policy) #

ipvd-pooll, ipv4-pool2, I L W ipvd-pool3 &\ AH[IDT KL A 7' — L% FirstGroup 7 /V— 7
RV —IZHOYTES, =T AV —IZid, RRK6HDOT RL R F— LA EETE
R

address-pooals value pool-namel pool-name2 pool-name6

£

asa4 (config-group-policy) # address-pools value ipv4-pooll ipv4-pool2 ipv4-pool3
asad (config-group-policy) #

(EF) ZN—T K)o —RENDT FLA T =L ZHERL, 7 RLVA 7—LiREZR LT
DefltGroupPolicy 72 & DHLD V — RN B DT R LA 7 — UG A 7K 3 % 121X, noaddress-pools
value pool-name =2~ > K& H L £9,
no address-pools value pool-namel pool-name2 pool-name6

1

hostname (config-group-policy) # no address-pools value ipv4-pooll ipv4-pool2 ipv4-pool3

B #5707 0 GL—TFRY— BLUFa1—¥—
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ATy T4

ATy TH

WETL—T K o—~n P67 KLR Ty ST [

hostname (config-group-policy) #

(f£&) address-poolsnone =~ > Kix, RYU T —DpD Y —2Z (DefltGrpPolicy 72 &) 5 =
DERMEHRATI 2T =TI LET,

hostname (config-group-policy)# address-pools none
hostname (config-group-policy) #

(f£&) noaddresspoolsnone =~ Ri%, address-poolsnone =~ K% 7 /L—7 K —
MHHIERL T, 7740 ME (fREOFFA) IZRLET,

hostname (config-group-policy)# no address-pools none
hostname (config-group-policy) #

RETIN—T R —~DIPv6 7 FLR T—ILDEIY HT

ATy

ATy T2

1R BRI
IPv6 7 RL A F—LAEERR LET, VPNDOIP 7 RLZZZBBLTL X0,

FIE

IN—T R —ar7 4 Xal—rarET—RelBLET,
group-policy value attributes
i -

hostname> en

hostname# config t

hostname (config) # group-policy FirstGroup attributes
hostname (config-group-policy) #

ipv6-pool &\ I A RTDT KL A 7 — L% FirstGroup 7 /b—7 RV L —2E|0 ¥ CTE4, ZL—
FRY =2, HRK6EDIPV6 7 RL A F— L &2EO B TEHZENTEET,

1 -

Z OFITIL, ipv6-pooll, ipv6-pool2, I L TN ipv6-pool3 23 FirstGroup 7 /b—7 7R U 2 —IZHE| Y
BTHNTWET,

hostname (config-group-policy) # ipv6-address-pools value ipv6-pooll ipv6-pool2 ipvé6-pool3
hostname (config-group-policy) #
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BEITOT7AL. TL—TF K o— B&v0a1—H— |
B/ xus—orryry Joraross

ATvFT3 (LR INA—T RV —RENSLT FLA T —LZHIRL, 7 LA F— L& EXRE LT
DfltGroupPolicy 72 & DD Y —ZA NS DT KL A F— LR Z KT 5121, no
ipv6-address-pools value pool-name =~ > K& H L £,

no ipv6-address-pools value pool-namel pool-name2 pool-name6

51

hostname (config-group-policy) # no ipv6-address-pools value ipvé6-pooll ipvé6-pool2 ipvé6-pool3
hostname (config-group-policy) #

ATvTa4 ({FE) ZOEMED DAtGrpPolicy 72 EMOR Y v —D Y —AMBHEK Sk 9129 512
X, ipv6-address-pools none 2~ RZfiH L £7,

hostname (config-group-policy)# ipvé6-address-pools none
hostname (config-group-policy) #

ATy 75 ({£E) noipv6-addresspoolsnone =~ R fff L C, ipv6-address-poolsnone =~ > K%
TN—T R —nHHIBRL T, T 74/ ME BEEOFFA) ITELET,

hostname (config-group-policy) # No ipv6—address—pools none
hostname (config-group-policy) #

TN—=TRIYS—D b2y 70O FILDIEE
TN—FHR) I — a7 ¥z b— 3 F— K Tvpn-tunne-protocol { ikev1 | ikev2 | 12tp-ipsec
|ssl-client} =~ REASN LT, ZOIN—TRI T —DOVPN b FAHE A TEBELET,

FI4NMEIZ, TN TN —F R —D @R T A2 T, ZOBEMEEELT
AT 4 X2 b—a YPLHIBRT IR, Zoavwr RonERXE AN LET,

DAL RONRTA—ZDEIZIZRDODORH Y £9°,

eikevl : 22D T (Cisco VPN Client £72 18Dt ¥ =27 7 —F 7 x=1) [H® IPsec IKEv]
Mo rIm—hLET, BRE. Bafb, 1780, BXOF—EHEHIET 5
X2 UTF 4 7Y — g U EERLET,

eikev2 : 2DODET (XTI IA T FEEHMOEX 2T A~ U= A) [HO IPsec
IKEV2 h o ®hERrIdm— F LET, ik b, 178, BLOS—EH %l
WTArstX2VTF s TVIZ—a U EERLET,

« [2tp-ipsec : L2TP #£#i® IPsec b FLZz T m—hLET,

esslclient : ®¥ =727 747 b TTLS £7I1IDTLS ZfEH L T, SSL b RiLm R
n— ]\ Ljﬁj‘o

TOavw  REANLT, 129U EFEO R T E—REHFRELET, VPN 2% L
T T D —P =i, PR tb1OD R v E— RERETHLERD Y £3,

B 5oz L. S—TFRYS— BEUI—F—
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UE—k PO LRD VAN QEEE BT L—T KU S—~0#&T7 12 2 ko—L L—LoEmR [

WORFNL, FirstGroup &I ZHETD 7 V—7 K Y v —I(Z IPsec IKEvl k>3 U > £— K&k
ETHHEERLTOET,

hostname (config) # group-policy FirstGroup attributes
hostname (config-group-policy)# vpn-tunnel-protocol ikevl
hostname (config-group-policy) #

JE—FT7O9EADVIANDIEEZEIZTIL—T R o—~DHET7 VR 2> FO—

JLIIL—)LDiE A

T ANZITEEONL— VINDERENTOWET, ZNUHD—LE, ASAZLTERFBLE b
YAV T T=E Ry NEFATANMES T A0 E, EBETT RUAL kT LA
g halp Il SWTHRELET, JA—7RY —0DIPvd T2 IPV6 AT 7B A a
Yha—V URRNERRET DN, £IET 740 K Z—T KU v —THE S 72 ACL %k
EKTHEOICTEET,

WDOF T arODnTNNEERN LT, VE—F 77 AHDOH I VLAN ( [VLAN < v E°
Y7 EBMEND) L FTRE N T T4 v I BT 4 NZ ) T B ACLERELE T,

)

GE) IPv6 2L CVLAN v v ¥ 72 FITT D54, B bSNiZ b7 74 v 7 BNER > b

T—JWN—T 4 T END LT BRI, I8 BBik) 7 KL AL VLAN Z & IZEF
WZTAHAMERHY 4, BARLVLANBLIOL—F A MY w72kt LTRIUSEGE Ry h T —
JERMEATAZ LIETEEE A,

s IN—T R —ar 7 4 Xal—rarET—RTHROav REANLT, 27—
TRV —FFZDOITN—T R =K T 27NV —TF R —IZHD HTHhT
WHUE—RTZ7EAVPN v a U HAOHT VLAN 2 E L £,

[no] vlan {vlan_id |none}

novianix, Z—7 R U —hrbvan id #HIBRLET, ZJA—F KU v—lE, T 74+
FDOTN—T R =5 vian &AL 7,

nonelL, Z—7 KU —nbvan idZHIFRL, 2D 7 V—7 KU > —IZx9 5 VLAN
~ oI ET 4= NMILET, IA—T R =L, TIHNL DT IN—T R
=5 vian EEZ MK L EH A,

van_idiZ, 2O NV—7" RV —%HT2VE— T 7 EAVPNE Y v a 2D Y
T% VLAN OF5 (10 ##5) TF, VLAN X, —REEEH a7 ¥ al—va v
HA K@ T[Configuring VLAN Subinterfaces and 802.1Q Trunking| D FNEIZHE- T, T D ASA
TRHRETDHLENHD £77,

)

G¥) W71 VLAN iZ. HTTP #5565 CIlIHERE L £ 423, FTP & CIFS Tix
HREL £ A,

gHInoraL, =T Ry o— s&U1—F— |
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B /=70t RO VAN DIEEE LRI L—T K S—~DHETH£R 3> FO—IL L—LOER

« JN—T7 KU —E— RTvpnfilter a2~ FZHEHLT, VPNt a @M T 5
T EAay ha—/)b—)L (ACL) OA4RTZIEE LE T, vpnfilter =~ FAfiH L
T, IPv4 £7213 IPv6 ACL & T& £7°,

A

GE) ZOREMIZE—Y —ZE—FCTHRETHIEHTEET, TDY
B, =P —ZDO T CTRESNTEN I N—T R —DE LY
HLESLESNE T,

hostname (config-group-policy)# vpn-filter {value ACL name | none}
hostname (config-group-policy) #

ACLEHRELT, 2O N—T R —ZoNT, SFSERZATDNT 7 4 v 7 5]
FRIIESELET, KIS, vpndfilter =2~ FZAHDLT, ZhHOACL A L £,

vpn-filter none =~ > K& A L THERR L 7= X U2 & T, ACL ZHIBR+ 512X, Zoa~
YROnEXEATLET, nodA 7 varaHTHE, BEMNO T NV—TKY —0 bk
KTEDHEHITRY ET,

TN—T" R —F, BIOTN—T KR) =6 ZDEEMEKTEET, HEMALROX
INTTHITIE. ACLAZRETHRPVIZ, none¥F—U— R&EZ AN LET, none¥x—U— K
X, ACL 32V Z & /R LET, ZOF—TU—RIZED, XIUENRERE S, ACL BHERX

NET,
WKIZ, FirstGroup & WO ZAATDOZ NV—7 R Y 2 —0D, acl vpn £\¥H ACL ZFONT 7 4 v
T ET DBl R LET,

hostname (config) # group-policy FirstGroup attributes
hostname (config-group-policy)# vpn-filter acl_vpn
hostname (config-group-policy) #

vpn-filter =2~ FiZ, b RANBHEROEALED T T 4 v 7 L R RIMT AL
DOWEFALRIO 87 7 ¢ 7\ H S HVE T, vpn-filter IZff ] 415 ACL % interface access-group
WHHHT D Z L1 TEEHA, vpndilter 2~ K&, VE—KTZ7EBAVPNZ T4 7
Bt diliE 2 7 —7 R o —IZEMA T 5% A 1%, ACL D sreip DNED Y7 F 47 2 M
DYETIPY RLABEIWACL D dest_ip DALED @ —A /v %> b U —271Z% LT ACL &R E
TOMENRDY 7,

vpn-filter =< > K%, LAN-to-LAN VPN &z il 4% 7/ —7" R U o —IC#E M+ 2 5613,
ACL O src_ip DALED U E—F v hU—27 B I WWACL @ dest_ip DALED 2 —H /L F v b
T—271Zx L CACL 2R ET DMENH D £7°,

vpn-filter FERE CHEF T2 72012 ACL 2 ET 25A X, HEETHLERH Y £9, ACL I,
WEABED N T 7 4 v 71 L THERESNTVA Z EICEELTLLEEY, 272 L, ACLIEK
KFWDONT7 7 47 LTChEHASNET, PR TD, BELRIOZD N7 7 4>
Z1ZOWTIE, ACL (T sre_ip OALiE & dest_ip DALE 2 ANV 2 72 b DTk L THEE ST
£,

B 5oz L. S—TFRYS— BEUI—F—
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UE—k PO LRD VAN QEEE BT L—T KU S—~0#&T7 12 2 ko—L L—LoEmR [

VPN 7 4 VX2 30RO EH SN Z LI EELTLESY, 77V r—var A
VAT gy DT 7 a Nl ko TERMANIZSIP AT 4 TR DO b & U BT
A EHA,

WOHITIE, vpnfilter ) E— K 7 Z7EAVPN 7 547 b EFRIEHLET, ZOHFIT
X, 72947 FEID Y TIPTY RL A% 10.10.10.1/24, 2 —H /)L %> KT —7 % 192.168.1.0/24

LLTWET,
WD ACEIZE>T, VE—F"TI7RBVAVPNIZ T4 T "B —HF/L Ry hU—27 (T Telnet
PERATAZ ERTFRENET,

hostname (config-group-policy) # access-list vpnfilt-ra permit 10.10.10.1 255.255.255.255
192.168.1.0 255.255.255.0 eq 23

RDACEIZE>T, ve—=AN Ry NT—=URVE—K T 28R 7 TA47 2 MZ Telnet Zfifi
MT 22 enfFashEzd,

hostname (config-group-policy) # access-list vpnfilt-ra permit 10.10.10.1 255.255.255.255
eq 23 192.168.1.0 255.255.255.0

\}

GE)

ACE @ access-1list vpnfilt-ra permit 10.10.10.1 255.255.255.255
192.168.1.0 255.255.255.0 eq 23i2L > T, v—HF /L Ry NU—7 %, #EFExLHA— b
EMEHAL TOWDHEAIEEDTCPR— M TDIET—F TV BR T T4 T h Dk B4A
DFFA]SLE T, ACE @ access-list vpnfilt-ra permit 10.10.10.1
255.255.255.255 eq 23 192.168.1.0 255.255.255.0(2k~>C, VE— K 77 &R
74T ME, BFEXR—F23EZHEHL TWAHEAIEED TCPAR—hTOR—I )V X v

N — 7 ~OEGEBR MG TR S E T

ROFITIL, vpn-filter % LAN-to-LAN VPN #5f¢ & I L E 9, ZoflTiL, VE—F xRy
FU—27 % 10.0.0.024, 2—A)L Ry FU—27 % 192.168.1.0/24 £ L CT\WEF, KD ACE (2
FoT, VE— IRy NI NRa—HNV Ry hT—ZZTelnet T2 Z LTS E
‘540

hostname (config-group-policy)# access-list vpnfilt-121 permit 10.0.0.0 255.255.255.0
192.168.1.0 255.255.255.0 eq 23

WDOACEILL>T, = xy U= RNV E—F Xy NT—F (T Telnet T2 &
NEFA SN ET,

hostname (config-group-policy) # access-list vpnfilt-121 permit 10.0.0.0 255.255.255.0 eq
23 192.168.1.0 255.255.255.0
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6=

ACE @ access-1list vpnfilt-121 permit 10.0.0.0 255.255.255.0 192.168.1.0
255.255.255.0 eq 2325 ->C, v—Hh/b Xy hU—7F, HETXTR—F 23 Z2FHLT
WAHLGEIAEED TCP R— F TOUE— b Ry M — 27 ~OHRRG Tl S4LE T, ACE
? access-1list vpnfilt-121 permit 10.0.0.0 255.255.255.0 eq 23

192.168.1.0 255.255.255.0(2LK->C, VE— b3y hT—27 (%, HEFELA— b 23 &4l
AL TOWAEAIUEEDTCPR— hTOO—H /LRy b U —7 ~OERGBRTFT SN ET,

TJIW—T R —DOVPN 7Y = AR DIEE

ATy

ATy T2

B #5707 0 GL—TFRY— BLUFa1—¥—

1R BHHIIZ

RE O 2 fRRk L3, —RAEMER =7 ¥ 2 L—2 a > FA RO [Configuring Time
Ranges] #ZML T 7230,

FIE

IN—F RV —ar7 4 Xal—rar T—NEBLET,
group-policy value attributes

51

hostname> en

hostname# config t

hostname (config) # group-policy FirstGroup attributes
hostname (config-group-policy) #

IN—T R — a7 Fal— g F— KT vpn-access-hours =~ > Raffifl LT,
TN—"T" R — R EW D time-range 7N U > —ZBHEfTITH Z LI K-> T, VPN T 7 &
AFFM AR ECTEX E7, ZDa~> K, business-hours & 95 £ HTD VPN 7 7 2 A FE i 4
% FirstGroup & W\ ZRID 7 )V—7 R Y 2 —ZE) Y CTEF,

IN—T RV =%, T7x/N NERIFHREINIZ T NV—T KU > — time-range DfE % ik
EKTHZENTEET, ZOMEDPFEELRNE I IZT HITIE, 2D =2~ KT time-range D
AHITIE2< noneF—V — FEZ AN LET, ZOF—U—FILD, VPN T 7 & ZHEfH] 7 X
JUEIZERE 41, time-range AR Y O —IdFFrf e <72 0 £9,
vph-access-hour s value{time-range-name | none}

51

hostname (config-group-policy) # vpn-access-hours value business-hours
hostname (config-group-policy) #
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gr—7 Ky s—omeveNos 1 ooz [

GIL—TFR)O—OREIBEVPNOS A4 O DIEE

FED =Y =BT N—TRY v —ITx L THERF T & DRE v v a VEORIRZBRETE £
T, 774N ORI Y2 BT 3 T

KWLl xaT 74T b, IPsecZ 7A T b, I 79A4T7 0 L A®BYy 3 (B
R T Ly ay) ifk RACa——27T Ly Eyva URHELEINTH, By
VAT AR R IERDBBERHY £,

A SNDERE Yy g VBN 1T BREKTRICAICa—F—0HlEn 7 A LI2a.
Lzt y v a AET —2_X—2ApbHIERSL, Filntey va VRIS ET, 2L,
BEfFO® Yy v a v ERT 7T 4 TR THDLIHGEE. R U2—F =230 PC 72 E b F
Euarsf4odnl, BRUIOEyariua st 7L, T2 _X=ZAnLHIRERT, HLn
Yy va B ENET,

TSR Y v a VHEDL XD REWEE, TORKRBICELIDREC —F —0HE
aJ A ERLDE, LT A RAEERRENWEy a4+ 7 3nEd, BIEDTRT
DOty varRRILL LVEWVWHET A RVREOEEIT, Kbk yvarBe s+ 7 LE
T, ZOT 7 vaiAlky, By va ryBMBRESRTH LWL R A URRBRICR Y £,

Rty a VHIRICET S &0 VAT AR Rb VR Y v a CEHIRT D E TIZKRA 2
VET, 20D, 2—HF 3T ICn 7 A TET, BIRAIERIZE T DN L
EHRITTOBENECLHERHY £, 2= —PRELBVICTn 747 Lichs, Zh
ISR Y E A, BBEITRE T, HIBROTE T 2723104 I Lo — Y — 5 & 7 n]
TOEOICVATLERET HZ LT, BIEELRETEET,

FIig
ARV RFERETI VI Y By
ATFY TN I N—T KR — a7 1 F a2 — |vpn-simultaneous-loginst&4x

¥ 3 ' &— R T vpn-simultaneous-logins
integer =~ > RZfEH LT, fEEDL—
el te ST RV g WY LS = 7 GV~ o =Y
LET,

T 7 4V MEIL3 TF, EOFFHIZ0 ~
2147483647 DL T, T N—T R
—E, BT N—F RY) —inb o
DIEZMEKTCEET, v A %7 4
=T ML Ca—V—DT 7 & A %Lk
T2, 0 A LET, KIZ,
FirstGroup & W) & BID 7 /V—7 R
Iz L TR KRAODFRER 7o %
T oplERLET,

hostname (config) # group-policy
FirstGroup attributes

hostname (config-group-policy) #
vpn-simultaneous-logins 4
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B oo ~07 s 20HR

IV N3 i F A7 B

GE) AT 71 DB HITE
IIER IR E VBT,
B DRI o 7 A v 2 FFA]
THE X2 VT 4R
EINTD, NTF—v
AMEF LD 3252 &0
HoET,

RTFw T2 (7 ay) [T A 2 OFFRIZE | vpn-sSimultaneous-login-delete-no-delay
LIBaic, feb vty va W BliR| - g 0 37 00 b clateshic
SNDOEFHEZTITHLVEY Y a % o TWET,

WL T DLV AT L ERELET,
hostname (config) # group-policy
FirstGroup attributes

hostname (config-group-policy) #
vpn-simultaneous-login-delete-no-delay

REDER ITOT7AILADT V£ ZADHIR

IN—T K)o —ar7 Falb—arF—RKTgroup-lock 2~ RZMHH LT, #i7
077 ANEN L TCDRT 7 EATDHEIICYE— N 2—F—%HRT 20 EINEEELE
R

hostname (config-group-policy) # group-lock {value tunnel-grp-name | none}
hostname (config-group-policy)# no group-lock
hostname (config-group-policy) #

tunnel-grp-name 2413, ASA 28— — DB L TER T 2B FOEHE 7 7 7 7 A )L D4
A& fEE LET, group-lock X, VPN 74 72 FTHEINTZITN—TR, ZO2—F =N
El B ToONTWDEER T 77 ANVERIUNEIDET 2w 7 T52LICL-T, 2—%—
ZHIBLET, —HLTWRWEGE, ASAlF2—V—REEHRTcEenLoicLEd, Z—7
07 EFELRWIEES, ASAIE, B0 Y ToONEI/N—T L 13BRR< . 22—V —2FEL
T, I—Touv ik, T7HNBINTIET 4 =T NI o THVET,

group-lock EMEZ 3 Tar 7 4 X a b — a U bHIRTAI2E. Zoa~<r FonoEls
ADLES, ZoFTva 2 \HTL L, MOTV—F K —OEEMATE £,

group-lock 7 ¢ £—7 /W29 %21, none ¥—7U— K& HEE L T group-lock =~ K& A
JILET, none F—U— RIZX V., group-lock | X /AEIZFRE S 41, group-lock DR HELS
SINFET, Flo, TUANNERIFBEESNTE T AL—T KU > —D25 group-lock DA X
N7 £797,
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In—7 Ky v—o veN oskgmEmors ]

JI—T R —0D VPN DR KEFEFFEDIEE

ATy T

ATy T2

FIE

UEE) IV—TF RV —ar 74 ¥al—Lary F—REkFa—HF—Lar 7 ¥
L—3 3 » F— KT vpn-session-timeout {minutes =2~ > K& LT, VPN 8t D i KIFE]
ERELET,
H/NRENE 1 43 CL BRIEIRIIE 35791394 73 T4, 7 7 4L MEIZSH Y 8 A, ZOHIRAH
THDHE, ASAIFTHSRAK T LET,
KIZ, FirstGroup & WO ARTD 7 /V—T7 KUY —IZk L TI180 5D VPN Y v ay XA LT
U NERET DR LET,
hostname (config) # group-policy FirstGroup attributes

hostname (config-group-policy) # vpn-session-timeout 180
hostname (config-group-policy) #

OB, anyuser & W) A RTOL—H—|{Z 1803 D VPN v a v XA LT U MEsRET D
FiEERLTNET,

hostname (config) # username anyuser attributes
hostname (config-username) # vpn-session-timeout 180
hostname (config-username) #

[no] vpn-session-timeout {minutes|none} =~ > RZH L7=ZDMO7T 7 > a ATk LB
<,
s ZORY =0 BEMEEAHIBR L, MKZFFAT2I21E, 203~ RO no
vpn-session-timeout FEX % A1 L £ 7,
c BEHRIROZ A L7 0 MM ZFFI L, 24 L7 7 MEZAKALRWE SITT DI,
vpn-session-timeout none = A/ L £,

vpn-session-timeout alert-interval {minutes| } =~ R&ZHFHL T, tvyvar XA LT DU RO
TT7—h AvE—URa—P—IRRENDLFEMERELET,

ZOT7T— bk AvE—UF, VPN v a URHEINICEIE S D £ T d 50 E 2 —
P—I5 A ET, RIS, VPN v a CYIrsh s 20 DENICL—Y —iZ@fEns L 5
ETHHERLET, 1 ~3000HBEEETEET,

hostname (config-webvpn) # vpn-session-timeout alert-interval 20

[no] vpn-session-timeout alert-interval {minutes|none} =~ > K& L7=FDo7T 72 a v
IR LY TT,

*VPNEY T a v XA LT NT 77— NEARRBMERT 740 8 T A—T KU 2—bikA
ENAHZEERTIE., Zoa<vry ROon BEREFHHLET,

hostname (config-webvpn) # no vpn-session-timeout alert-interval
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B /r—F%kvs—avwntvsar 74 kL 84475 roEE

« vpn-session-timeout alert-interval none (%, = —#—2N@EMEZZE LW L AR LET,

GIN—TRY)—DVWPNEYL 3V TARILEBALT FDIEE

ATy T

FIE

(FEE) VPNT A RV ZALT D MIMERET DI, FAV—T R)—ar7 1¥a
L—yaryE—REhida—Y—4a7 1F2 L — 3 F— FTvpn-idletimeout mnutes
avy REHLETS,

Z ORI LTIIET 2 7 A T 4 220, ASARBERER RS T LETL A I
147, B RIEMIE 35791394 53 TH V. 7 7 4/ ML 304 TT,

OB, FirstGroup & WIHAFTD I N—T" KU —IZ 153D VPNT A RV Z A LT 7 N
RETDHEEZRLTNET,
hostname (config) # group-policy FirstGroup attributes

hostname (config-group-policy)# vpn-idle-timeout 15
hostname (config-group-policy) #

[no] vpn-idle-timeout {minutes| none} =~ > REMH L7=ZDOMOT 7 a L FRO EBYH T
D

VPN T A RNV ZA LT Y NEEHIL, XA LT 0 MEEMKA LWL ST DITIE,
vpn-idle-timeout none # A ) L £,

hostname (config) # group-policy FirstGroup attributes
hostname (config-group-policy)# vpn-idle-timeout none
hostname (config-group-policy) #

TSI, BXaT 7T 4Tk (SSL & IPsec/IKEV2 Dfti ) BL O 74T L
A VPN 787 12— /%)L webvpn default-idle-timeout seconds % {42 K o270 £,
ZOa<wy RiE, webvpn 227 4 ¥ al— g F—RTAHLET, =&z,
hostnamee (config-webvpn) # default-idle-timeout 300 DX 5 K]\jj Li@—o '7:71‘11/ ]‘ X
1800 # (30 77) T. #iPHIE 60 ~ 86400 F T,

4T D webvon 51235\ T, default-idletimeout fEASEHA SN A DIL, Z—TF R
v—/a—H—4 JBPEIZ vpn-idletimeout none 23F%E SN TV A HADATT, TXTO
YXa2T I TAT U N EEET, ASAICE VBT 4 RLE A L7 7 MENEER S
ﬂ\ij—o

B4 MR (IKEvl, IKEv2) BLXOIKEVI UE— K 7272 A VPN OBEAIL, XA LT 7 K
EF 4w —T ML, ERIROT A RV AT+ 52 & 2HERL £,
ZOIN—F R —F i Fa— P — RV —DT A RV ZA LT T NEEHITHIT
I%. novpn-idletimeout # AJ) L E7, fEITMHFEKINLET,
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ATy T2

SIL—TFRY

ATy T

H—T K Y S —0 WINS #—/3i— & DNS H—ri—0 Bz |

e vpn-idle-timeout & £ 72 < BRE LRWIGE | HITREKSNE T, 774/ ME3045T
R

(LE) A7+ a3 T, vpn-idletimeout alert-interval {minutes} =~ KA LT, 74 K
N EL BT Y RDT F— b A= VRa—F— R S DM ETRETE £,
ZOTT7— kK AvE—UF, VPNt v a VBT 7T 4 TIREOT-DYIE S5 F TS
DLk —YF—IUmZET. T AN MOT T — MERIE 15T,

WORFNL, anyuser &) ARTDOZ—F—IZ35DVPNT A KV XA LT 7 hOT 77— Mg
RET HHEER L TVET,

hostname (config) # username anyuser attributes
hostname (config-username) # vpn-idle-timeout alert-interval 3
hostname (config-username) #

[no] vpn-idle-timeout alert-interval {minutes| none} =~ > RZHHL7=ZFDMOT 7 > 3 0%
WD LB TT,
enone /N7 A—2E, a—P—pNEMEZE LRI EERLET,

hostname (config) # username anyuser attributes
hostname (config-username) # vpn-idle-timeout none
hostname (config-username) #

s ZOIN—TFE T —YF— R —DT 7 — MEEZHIFRT 521X, novpn-idle-timeout
alert-interval # A LE7, fEITMASILET,
c IDNTA=BEHFE ST RELRWESE, 774V 07 77— MAWRIZ 14 TT,

S —@ WINS H—/3— & DNS H—/N\—DETF

TIA<IVBIOEDF YO WINS —3—& DNS b —R—%IRETEx £, FNTho
T 7 4/ MElX none TT, ZNOHDY—R—%FEET DL, KOFIEEZFEITLET,

FIE
TIA=V ALY D WINS B —_"—EFEELET,
hostname (config-group-policy) # wins-server value {ip address [ip address] | none}

hostname (config-group-policy) #

KONHRETHIP T FLANT T4~ WINS $—_"—DIP 7 FLATY, 2&H ((FE)
DIPT KL AT D H U WINS B — R—DIPT7 KL AT, IPT KL A TiE7< nones—
U — RERETS L. WINS == ZXOUMENRBREINE T, ZOREICEIYD ., WINS —
N=ITFFAENT, T74NV bERIFRECDIN—T R —nbEBE SN2 72 £
7
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B /7%y o—oWINs —/i— & DNS 4 —i—D5E

ATy T2

ATvT3

RTv74

wins-server 2 < RE AT 57NN, BfFORENA— =T 4 FENET, 72L& 2T,
WINS — 3 —xxxx ZFHELTHD WINS — N—vyyyy ZHETH L, 2FBDDOa~v N
WL > TIRAIOFEN EEE I, yyyy DBZME—D WINS —_— {2220 £9, b—_—%H
R ETHHEELEETT, REFHLOP—N—% LEXT L0 TIEAL. WINS H—r—%
BINT512F, Z20avry REANTLEEIC, TRTOWINS = =D P T RLAZE
HET,

WOBFNL, FirstGroup &9 ZHID 7 N—7" K Y 2 —IZ, IPT KL A7310.10.10.15 & 10.10.10.30
TH D WINS = N—2RET L HEERLTHET,

hostname (config) # group-policy FirstGroup attributes
hostname (config-group-policy) # wins-server value 10.10.10.15 10.10.10.30
hostname (config-group-policy) #

TIA~) e FYDDNS = R—ERELET,

hostname (config-group-policy) # dns-server value {ip address [ip address] | none}
hostname (config-group-policy) #

BKONHRETDIP T FLANRT T A~ Y DNSH—_"—DIPT7 KLATY, 2&H ((EE) O
IP7 RLRTEDZUDNSH—X—DIPT KL ATY, IPT KL ATIE7< noneFf—17 —
RZFEET H L. DNS = "—CXVEDNHREINET, ZOREICEY, DNS — 31—
FAENT, T4 FNERITEED I N—T R —OEPMA S 72 < 720 £, DNS
P—R— 7 FLRAIFTHZRKRK4D, IPVAT RL AL IPv6 7 RL A T2 5T OEETEX £ 7,

dnsserver =~ REANT DN, BEFORENA——F 4 NS ET, 72& 21X, DNS
P—N— xxxx ZEE L, WIZDNS — —yyyy ZixE LGS, 2 /OO~ Nidi
MDa~y Re EEX L, yyyy 23— DNS H— —|272 0 7, P —"—Z2EHEHET

LA BREERTT, BIRNCEE SN2 DNS — " —% FEEX 7500 I — " —%BnT
DX, Z0avr FEANTLHEEIZTXTODNS Y — =D IP 7 KL AZEFDET,

WIZ, FirstGroup & W9 ARID 7 V—7F RV 2 —"T, IP 7 KL A7 10.10.10.15, 10.10.10.30,
2001:DB8::1, 3 L 1¥2001:DB8::2 ® DNS P — "—%HET 5612~ L ET,

hostname (config) # group-policy FirstGroup attributes
hostname (config-group-policy) # dns-server value 10.10.10.15 10.10.10.30
2001:DB8::1 2001:DB8::2

hostname (config-group-policy) #

DefaultDNS DNS #—/R— 7 /L —FIZF 7 3 /L b D KA A VAR ES N TV RWEESIZ, T
TANV N RAL VERETLOZLENRS Y £9, 72& 2L, examplecom. &9 KA A 4k L
DPhy 7 L RAL UEFERALET,

asa4 (config) # group-policy FirstGroup attributes
asa4 (config-group-policy)# default-domain value example.com
asa4 (config-group-policy) #

(7> a) DHCP %y hU—27 RAa—F&HRDELIITHRELET,
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dhcp-network-scope {ip_address| none}

W7 7 7 A VDT KL AT —/LIZDHCP Y — "—%3% T L7=5A&. DHCPAa—7 32D
TN—T DT —=ERAT DT Ry &SI LET, DHCPH——2iF, TDA2—TF|T
KXo THMNENZRECST XY FHNOT RLALBRESIN TWLMERHY £§, Aa—T%
FRTEE. ZOREDO I NV—IFEHT 5 DHCP Y — "—TERINTWVBET KRLAT—/1
DYV Tvy FEERTEET,

Sy N —27 2a—7F%EHLBLWES. DHCP ——I7 FL A F— )L OFRENEIC T —
NHNEELTIP T RLVAZEIN Y CTET, REIVYTOT RVARROMNDET, 7—n
NEIZHREE SV E T,
Aa—FHEETHICNE. BOT =L ERUES T Xy b RICHY ., Z2OT—LNITIT N
N—T 4 VT HRERT RLABASILET, DHCP V—_—iF, ZDOIP T RLARNET LY
Txy FEHBIL, FOT—LNLDIP T RLRAZE D Y TES,

N—F 4 T OHBTRRERESIIFIC. A X —T 2 ADIPT NLARHERATAZ L%
SR L ES, =& 21E. 7—/1%310.100.10.2 ~ 10.100.10254 T, A > Z—T = A AT FL &
73 10.100.10.1/24 O34, DHCP A =2—7 & LT 10.100.10.1 ZEHA L E£4, v hUV—7 &5
WEEEA LWL XV, DHCP X IPv4 7 RL RIEEBICOLEAT A Z LN TX 4, BN
L7ZT RLANA L E—T 24 AT RLATEH WS, Aa—T T RLADAZT 47
N— N EERTHHENH Y £,

none #¥{ET 5 L., 7m& 2. T 74/ MEITRAKENZ S L—TRY 2 —)36 DHCP 7
RUANREID YCTonRL 2 FT,

1 -

W OB TIL, FirstGroup D@ 7 4 FaLb—3 g F— REBMA L. DHCP A a— 7%
10.100.10.1 [Z3%E LT,

hostname (config) # group-policy FirstGroup attributes
hostname (config-group-policy)# dhcp-network-scope 10.100.10.1

ATy kbR T R O—DEE
IPvd 77 4 v DAT ) v b bRV 7 R —%BELT, FF7 74y 7D Y
YT N—NVERELET,
split-tunnel-policy {tunnelall | tunnelspecified | excludespecified}
no split-tunnel-policy
IPv6 T 7 47 DATY v b bRV 7 R —2EELT, FT7 747D LrRY
YT NV EBRELET,
ipv6-split-tunnel-policy {tunnelall | tunnelspecified | excludespecified}
no ipv6-split-tunnel-policy
RY— A7 a ATRD LB TT,
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« tunnelspecified : F> XL EZBBL TRy FU—27 VA MIFEESN TSRy U= (T

HTHT_XTDOI T T4y 7% bR Y7 LET, ZOMTXTOT FLATHT D
T, 7V T TXFARCTRERSIN, VE—bh 22— —DAfF—Fy b - RS
QR F—Z Lo TNh—T 4T ENET,

ASA9.1 4 LEDNN—2a o TlE, AV 70— R VR NEEETDHEEIC, A7 0—F
FPENOT T Xy M7 A7 V— R U A MBRETEET, IS T7T Ry T
RLARZ, horrU o7 E&8NRT, A 70— FUAROEYDEHD 2 7 ERE
Ty TIAIN—Var UARDFRy hU—ZIE 22N LT ESNERA, =7
AIN—Tay JANMNIEGZ M) EFERHLCEESN, 1> 70— ar UR NI
Ty MU AL CHEESRET,

« excludespecified v NV —27 U A MIFEESNTWDH XY NT—27 L DORFRO 8T 7 4
I hoRY T LERA, FOMTRTOT RLRICKTH T 7 v 73 bl v
TENET, VIAT U NETT I T 47275 TWA VPN TAT N Far7r7 v
X, 2= /NVLANT 7B 22N L TBLLERHD T, ZOF 7 a i, BFa
TIIGAT U N I7T7A4T7 2 FTOHEREL F9,

N

G AL IA—F VR RDFTFy NCERNES AT A=V a v
JARNDOR Y bU—=21F, 7747 FTEHENET,

stunnédlall — 3 _XTHO T 7 4 v 7R MRV ERTAELOIEELET, ZORY —

X, 27V h bRV TR T4 —T NI LET, VE—F a—P— 3% Ry b
T—JWZT 7 EATEETN, B—INV Ry NT—I NIT 7 EATEERHA, ThBT
TN DT T a T,

GE) A7V vy b bV Z3Exa T o EETIERLS, FT 7 4 v 7 EBUKEETT, KIBED
X2 VT 4 BT DHICIE. A7y R Fo RV T EAR—T NI LN E AR L F
7,

1

WIZ, 1Pv4 & TPv6 @ FirstGroup & W9 A RIDO 7 V—7" R Y —IZxt LT, HEELRZ
Xy M= DHZE R RV TFTHEATY b bR TR —%ERET S 4
ZrLET,

hostname (config) # group-policy FirstGroup attributes
hostname (config-group-policy) # split-tunnel-policy tunnelspecified

hostname (config) # group-policy FirstGroup attributes
hostname (config-group-policy)# ipvé-split-tunnel-policy tunnelspecified
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27Uy bk kuryvsAnTy k7—4 X Loz ||

ATy b boRYDTHDORY FT—9 YR FDIEE

ATV bR T TEH, PR EBRTA R VU= NI T 4 v IRy NU—T
VJARMIELSTHREINET, BX=2T7 27747 Mt ACLTHDFRy hU—27 U X MZ
HANWTAFTY v b b U It AREEZITWVET,

hostname (config-group-policy) # split-tunnel-network-list {value access-list name | nonej}
hostname (config-group-policy) # no split-tunnel-network-list value [access-1list name]

s valueaccess-listname : h > RV T HETTH Ry =T F3FIT L0V R Yy hU—
7 HHEE LT ACL #+E L E3, ACLIZIX, IPv4 & IPv6 Dl DT KL AEfRETH
ACE BREENTWDHMA ACL ZHEETE £,

enone : A7V v b bRV UTHDOEX Y NU—27 UARNBPHFELRNT L &R L, ASA
I _RTCON T 7472 rx )7 LET, nonex—U— REEETHE, A7V v
M bRV T ORy NT—7 JRAMIXIUENRRKRESN, A7V b bRV VIMN
HEINET, F/2, ZHUCEY, 73V FERIFRESNTEZTIN—T"RY —hb,
TI7ANVIDATY >y b bRV T Xy hT—27 UR BRI 720 £7,

X hU—27 UZNZHIRTAI2IE, 20a~vr RonBERXEANLET, T XTORYS
Uy b bV 7 %y hU—27 URXMEHIRTDIZIE, 51EE2HEEETITno
split-tunnel-network-list =~ > FZ AN LET, ZDOa~v NZLV, none¥x—YV— K& AJ)
LTHER LTV U R MRHIEEN B ED T, EEFHDOTXTOFRy hT—2 U R IR
HibR S ivE T,

27V N bRV T Xy bU—7 A SRBRWEE, 2—F— 37 74+ b T V—F
RY —FIRE LI N—T R —WNIZHFEETH Ry NV —7 U R REELET,
2= —=NZDX IRy NU—7 URAREHA LWL 92T 5HI2iE, split-tunne-network-list
none =2~ REAJJLET,

1

WIZ, FirstList LW A4 FTOFR > hU—27 U R R&E/ER L, FirstGroup &5 £ RID 7 )—7
AN —IEBNT 50 %RLET, Fistlistidm/ A7 V— 3 VA RTHY, =27 A7 )—
Cary UARNOYT Ry NTHBIA I NV—Tar JRARNTT,

hostname (config) # split-tunnel-policy tunnelspecified
hostname (config) # access-list FirstList deny ip 10.10.10.0 255.255.255.0 any
hostname (config) # access-list FirstList permit ip 10.0.0.0 255.0.0.0 any

hostname (config) # group-policy FirstGroup attributes
hostname (config-group-policy)# split-tunnel-network-list value FirstList

RIZ, v6 E WO LFTIDOR Yy hU—2 U A ZER L. GroupPolicy ipvé-ikev2 &\ 9 44| 7
N—T KR —lZv6 A7V > b RV RY —%BMT 562 RLET, v6lxTs A7
N—=Vary UARTHY, 27 AT N—=Var JARDF TRy NThHLA I N—Va v
JABTY,

hostname (config) # access-list v6 extended permit ip £d90:5000::/32 any6
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hostname (config) # access-list v6 extended deny ip £d90:5000:3000:2880::/64 any6

hostname (config) # group-policy GroupPolicy ipv6-ikev2 internal

hostname (config) # group-policy GroupPolicy ipvé-ikev2 attributes
hostname (config-group-policy)# vpn-tunnel-protocol ikev2 ssl-client
hostname (config-group-policy) # ipvé-split-tunnel-policy tunnelspecified
hostname (config-group-policy)# split-tunnel-network-list value v6

ATy b FORIVERTEDHEE

show runn group-policy attributes =~ > FZ 34T L T, RELMR L ET, ROFIZ, FEE
D3PV L IPV6 DI DXy b U —2 RY o—%REL, MFORY —IZx L TRy hT—
7 UA L (BA ACL) FirstList ZfFEH L7 Z L 2R L TWET,

hostname (config-group-policy)# show runn group-policy FirstGroup attributes
group-policy FirstGroup attributes

split-tunnel-policy tunnelspecified

ipv6-split-tunnel-policy tunnelspecified

split-tunnel-network-list value FirstList

ATy b FORYDTHD KA VEHEDERE

FIHIN N RAAL L, FRIFATY v b hop BN LUTHIRT S, 27U >  DNS &I
END RAL DY A NEIEETEET,

AnyConnect 3.1 |£, Windows 5L U MacOSX D77 v b7 4+ —AD kv /l— X7 YU » | DNS
BREZ VR —F L ET, ¥X2 U T4 TTIAT L AD I N—T 7RI > —IZ LV Split-Include
R R TPA R—=T I TEY . PR I RIBODNSABIEE SN TWAHEA.,
AnyConnect | £, ZDARNI—ETHTXTHODNS 7=V —% 77 A ~X— | DNS % —,3—(Z
roxV o7 LET, bvb— A7V DNSEMHT DL, ASAICE T IA4T > T
Ty aZ g ENTE RAAL N —ET D DNS BHRAD bRV T 78 AOHNFFAT S E
T, TNHOERIL, 7T THRAPTILEESNEEA, —F, DNSERBASAIZE - T
Ty ad IR RAAL AT B LR WEEATL, AnyConnect (X, 7 7 A 7 hDA XL —
T AT VAT AZHDHDNS U VNG DNS RIS S D R A N4 &R LTI
EEESEET,

)

GE) A7V FDNSIE, E#aE/ oV —BXUOEH 7 U — (A, AAAA, NS, TXT, MX, SOA,
ANY. SRV, PTR., CNAME 2 &) Z#¥HFR—FrLTCWET, ForRU T ENERY NU—2
DOWTINC—E TS PTR 7= —i%, M RAUBRE CHEITEINET,

MacOS X D4, AnyConnect |, IROWTNNDOKMEEIMIZTIHEDHR, HDHIP 70 hajL
DO ry—A7Y v FDNS ZEHTEET,

TN —TF RYL—T, Z7Y Y FDNSHB1ODIP 7 =)L (IPvd 72 &) ITHREIN
TRBY, 779AT7 2 b RARXXTa ha By FOIP 7Fa o (IPve7a YY) 1Tk
EINTWE (BEOIP 7 L7 FLRA T —UWTREESNTWHRWY) |

e 27U RDNS W HFDIP 7 Fa /LIZHTEIN TS,
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TIHILED AL VEDESR

FIHILEDFAAL VRBDES

ASA X ®EXaT V94TV NICT ANV RAL A EELET, 7747 MM, RAA
V74—V REAME LIZDNS 7 2 —Z RAL U4 ZBIMLET, ZORAAL U4, b
Iy MZETERSNE T, T 740 bD RAL VAR WGEA, 22— —F7 7 4L
N IN—=TF R —DFT 7 x /s RAL B EHEKLET,

ITN—T RN =D —F—DT 7V AL VA ERET DL, FV—T R — 2
V7 4Fal— g EF— FTddault-domain =<2 REAHNLET, FAAL L E2HIRT
H201%, Zoa<wr FonEREATTLET,

hostname (config-group-policy) # default-domain {value domain-name | none}
hostname (config-group-policy)# no default-domain [domain-name]

value domain-name /X7 A — XX, FN—T DT T x 1k AL VL EZHIILET, T 741
b RAL CEADNFE LW EE2ETHITE, noneF—TV— K2 AN LET, ZDa~vr
RIZED, 7408 RAL VAT XIMERRESIL, T 74V~ RAL UABERESNE
T, £, TN FERITEEENTZ I N—T R =T 7 3V b R AA LDk
SN 7Y ET,

TRTCOT 7/ RAAL A ZEHIBRT SI21E, 518% 8 E 712 nodefault-domain ==~ >
REAJLET, Z0a<w RiZLD, none ¥—U— F&E$EE L. default-domain =<2 K
EASTLUTHER LIV U A RBRHNIZEN D ED T, REFHDTXTOT 74/ K KA
AVHDPHIBRINET, nonBREMEHT DL, FAAL A OMAENRTF AT IILET,

RIZ., FirstGroup & V> 9 LETD T V—"T R Y 2 —I|Z% LT, FirstDomain D75 7 /L b KA A
VAERETHHERLET,

hostname (config) # group-policy FirstGroup attributes
hostname (config-group-policy) # default-domain value FirstDomain

ATYY b FORYDTREAD ALY VA CDESE
FITFIVED RAAL ZDIFENT, ATV b bR EZNLUTHRIREND RAAL DY R B
EANLET, =T RV v—ar74Xal—varyET—RTylit-dnsa~> K& AT
LET, URMNEHIETAICIE. o<y FonnEREADLET,

ATy b hRYV T RAL DY A IRV E, 22— =137 74V hO T —T K
U —RNICFET DIV A R EMALET, 2—F—RNZDOXIRATY v~ horV 7 R
AL VA REREL2NE HI2TBI2IE, none F—T— F&4RE L T split-dns 2~ > N &
ANTLET,

TRTORT Yy b bRV T RAAL L U MEHIBRT D120, 5I3EfREETICno
split-dns 2~ > REZASHLET, ZHiZE D, none ¥—7— REZHHEEL T split-dns 2~ R
EFITLUTERLIZRL VR RGO T, REFHDOTXTOATY v b bR 7 FA
A VA MDBHIBRESES,

sNF X —# value domain-name TiZ, ASANBN AT Y v b ho XNV ZN LU THET DL RAAL Y
ZEBELET, none ¥ —U—RiZ, A7V FDNSU X IBFELBRNI EEZRLET,
-, ZOF—U—FRIZEkD, A7Y v FDNS U A MIXIVERRESNET, D=

gHInoraL, =T Ry o— s&U1—F— |
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B windowsXp 5&URTU v b FoR YT EODHCP KEFREDRE

A7 VU FDNS U A MIEGEEIN, T 74NV MERITEESINTZIN—T R —DATS Y v
F DNS U R DA I N2 D EST, Z0a<wy ROEIIRO EBY TT,

hostname (config-group-policy) # split-dns {value domain-namel [domain-name2... domain-nameN]

| none}
hostname (config-group-policy)# no split-dns [domain-name domain-name2 domain-nameN]

RAAL DY A MATHEEY B ZKOHI21E, AN—A&1D5AN LET, = b UEITH]
BRIZHY EEANR, A M) T REORSITA2LFUTICLET, 7T "7 () |
BLOEBEUVAR () OREFEHTEET, 77405 RAL AN RV EI L THRR S
NLGEIE, TORAAL 2OV A MIHARMIZED DZVLERH D £,

WOFE, FirstGroup & W9 A HTD 7 V—7" 7" ) 2 —"T, Domainl, Domain2, Domain3,
Domaind D4 RAA VBN AT U » b bR 75 LU TRRESND KO ICRET D HEER
LTWET,

hostname (config) # group-policy FirstGroup attributes
hostname (config-group-policy)# split-dns value Domainl Domain2 Domain3 Domain4

\)

G¥) 27U DNSEZHRETDHH BEELTETT7A_X—=KDNS P —"—0, 7 I73A4T 7
v M7 Fx— A_aﬁ“/féﬂﬂ\é DNS —R_R—CHE L TWARWZ 2R LEd, HEL
TWb &, LRMRENELLSIEET, 72V =2 Ray 7ENDFREENH Y £,

Windows XP E X URTY v b b)) U5 FHDDHCP RITZIEDERTE
ATV b b AT a rN255 31 FEBZTWD L. Microsoft XP THEEMNIHAE L.

RAAL EPHHR LE T, ZORMBEZEREET 512X, ASA TEE/L— hOEE 27 ~ 40 2R
LET, L—FOKIINL—FDI F AT > THRRY F9,

DHCP 81751512 X - T, Microsoft Windows XP 7 74 7 > MEXASA CTAZ U vk bzl
YT EMEHTE DL D127 £9, ASA X, Microsoft Windows XP 77 7 A 7 > b DHCP Inform
AvB—VICEEIGE LT, 774 T M b XVIPT RLAHOY 7Ry b ~A7 [ R
AAHE. BIORISALVAZAEZT v 7 — ML F 4, Windows XP LLET D Windows
7747 DA, DHCP fATZEICE T RAS VA EY TRy b v A7 k& E
9, ZAUE. DHCP H— "—Z M H T2 DR EATRVERRE TR L ET,

intercept-dncp =~ > Rix, DHCP RATZEEZA R —T7 VEIEZT =7 VI LET,

hostname (config-group-policy)# intercept-dhcp netmask {enable | disable}
hostname (config-group-policy) #

netmask 24 C., PRV IP T RLADY TRy b =27 2L E4, 2o~ Fdno

ERix, a7 X2 — 2 0005 DHCP (RITRZE&EHIBRL £,
[no] intercept-dhcp

S,

WIZ, FirstGroup &9 7 /L—=7" 7R U 2 —(Z DHCP fX1T%(5 2% ET 20l 2 ~r L £ 7,

B 5oz L. S—TFRYS— BEUI—F—
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YE— R FOERISATY FCREAT SO0 TS ToxoirngE [

hostname (config) # group-policy FirstGroup attributes
hostname (config-group-policy)# intercept-dhcp enable

JE—F TR IVSAT7 2 MTCERAT SOOI JOoxS

RED

=1 ]

axX AE

ATy T

ATy T2

VAT DT XY P —N= NTA=FERET DI, ROFIEZFEITLET,

FIE

Th—TR)o—ar74Xalb—T3arE— RFTmdeproxyserver 2~ Ra AL, 7
FGAT Y NTFARAADT TUHFOT Xy h—R— LR — " ERELET,

hostname (config-group-policy) # msie—proxy server {value server|[:port] | none}
hostname (config-group-policy) #

T 7V MElZnone T, 7I9A TV N TNRXAADT T CTaxy h—R_R—DRELT
LTWEHA, ar74Falb—rarno@BEaillRdsicid, Z2oa~vr FonoBEX%E
ERALET,

hostname (config-group-policy) # NO msie-proxy server
hostname (config-group-policy) #

TaX P —NR—DIPT RLVAFEIIFRA MBI OR— FEENEENTWDHITORE I,
100 XFRETHLILENH Y 97,

W, 75998 Faxs —_"—L LTIPT FL 2 192.168.10.1 #ZE L. &R— | 880 Zf&
A L. FirstGroup &\ ZN—7 R I —% BRI T 52~ LET,

hostname (config) # group-policy FirstGroup attributes
hostname (config-group-policy) # msie-proxy server value 192.168.21.1:880
hostname (config-group-policy) #

TN—FRK)—ar7 ¥z lb— 32— K Tmseproxymethod =2~ > K& AL T,
IIATY N TRAADT I Faxy 7r7vay ([ AV Yy R)) ZFELET,

hostname (config-group-policy)# msie-proxy method [auto-detect | no-modify |

Nno-proxy | use-server]
hostname (config-group-policy) #

F 7 4V Ml no-modify T4, a7 4 Xal—Ta b BEL2EIRT 512k, Zoa~
Y RO noAEHEHLET,

gHInoraL, =T Ry o— s&U1—F— |
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B /=t 7022 95470 bCBRTBEO0TSHY TOF L REORE

ATy T3

hostname (config-group-policy)# no msie-proxy method [auto-detect | no-modify

| no-proxy | use-server]
hostname (config-group-policy) #

AT 5H5EIF, RO LBH TT,

sauto-detect : 77 A T N TARAADT T T Ay b—_"—DHIHMREOMEHE
A F—T iz LET,

wmme"@7?47VF?N41TﬁﬁL1w67§?$®HﬂT7§?$7E#
N —DREEEDEFICLET,

*NO-Proxy—Z DI FA T N TNRA AT, 77UV DOHITP 7V X v EET 4 —7
LiZ LET,

B

* Use-server—msie-proxy server 2~ NIZRESINTEEZEHT L 012, 77 v ¥
HTTP 7' u % & — "—REZHEL LT,

TRy P —R—=DIPT RLAFETZIIHRA MBIOR—- FEENEENTWHAITOR IIX
100 XFRIETHHILENRH Y £,

RIZ, FirstGroup &\ 9 Z—7 KUY v —DT7 7P 7Fax U fEs L CHEMRMZRET S
BlarLET,

hostname (config) # group-policy FirstGroup attributes
hostname (config-group-policy)# msie-proxy method auto-detect
hostname (config-group-policy) #

Wi, 7747~ THAADY—s3—& L TH—s3— QASERVER, K~— bk 1001 Z 5
5 E DT, FirstGroup E WD I N—T R o —DT7 Z 0 Fax UEARET DA ERLE
R

hostname (config) # group-policy FirstGroup attributes

hostname (config-group-policy) # msie-proxy server QAserver:port 1001
(
(

hostname (config-group-policy) # msie-proxy method use-server
hostname (config-group-policy) #

ITN—F R — a7 4Fal—ar E— KT mdeproxy except-lis =<2 K&z AL
T ITAT Y T ARAADT Z R =N TTaX T N AT LDl 57
BXTOFNT A NEFRELET, IRHOT RLAE, 78Xy h—nR"—lk-oTT77t2A
SINFEFA, ZDYU R RME, [Proxy Stteings] & A 7 1 7R v 7 A& % [Exceptions] 748 v 27 A
WY LT,

hostname (config-group-policy) # msie—proxy except—list {value server[:port] |

none}
hostname (config-group-policy) #

a7 4 X2l —arnbEEHIRT AR, Zoavr Fono R EFHLET,

B 5oz L. S—TFRYS— BEUI—F—
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ATy T4

YE— R FOERISATY FCREAT SO0 TS ToxoirngE [

hostname (config-group-policy)# NO msie-proxy except-list
hostname (config-group-policy) #

evalueserver:port : 2D T A7 b T ANT#HT D MSIE h—/ =D P 7 R AFE
72X E. BLOR—FE2HEELET, A— MEFIHMEETT,

enone: IP7 RLAEIIARA M EIIR— bR E &R, BiIF ) A F &AL E
A,
7 7 4V b TIL, msie-proxy except-list [£7 1 E—7 /T > TWET,

TuaX T —N—=DIPT FLAEIEHR AR MBLOR— FEENEGEENTWVBITORE IIT,
100 XFRIMTHDLLENH Y £,

WIZ, 77007 ax ) A N ERETHEZ R LET, IP 7 KL A 192.168.20.1 O
PR — TR S, A— F 880 ZfEH L, FirstGroup £ W) FN—T7 R o—%xfHRm L LE
—éqo

hostname (config) # group-policy FirstGroup attributes
hostname (config-group-policy) # msie-proxy except-list value 192.168.20.1:880
hostname (config-group-policy) #

ITN—T R —ar7 ¥zl — a3 E— KT mseproxy local-bypass =~ K% A7
L. 24T T A ATHEMT 27 700N, Taxiaa—ILT AN ZATOREE
ARX—=TNVEIT A =TT LET,

hostname (config-group-policy) # msie-proxy local-bypass {enable | disable}
hostname (config-group-policy) #

a7 4 X2 b—rarmLEREERTAIE. Zoavr FonoBRXEHALET,

hostname (config-group-policy) # no msie-proxy local-bypass {enable | disable}
hostname (config-group-policy) #

7 7 # )V K Cld, msie-proxy local-bypass |£7 4 E—7 /WZ/e > TWET,

WRIZ, FirstGroup & WD V7 N—T RIU > —DT7 7 0HFDTmXy m—R) NARRA% A R—
TINZT DR L ET,

hostname (config) # group-policy FirstGroup attributes

hostname (config-group-policy) # msie-proxy local-bypass enable
hostname (config-group-policy) #

gHInoraL, =T Ry o— s&U1—F— |
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B esec aken) H547  roEFL T BHEOEE

IPSec (IKEv1)

ATvT1

ATy T2

D547 DEXF2) TABHEDETE
IN—F D = ) T A REEARET DI, ROFIEET LET,

FIE

IN—F R —ar74F¥al— a3 F—KT, enable $—UV—RZHEELT
password-storage =~ RZfH L, 2=V —2Ba s/ AU —RE27 T4 T K VAT
ARGFTEDEIICTDIMEIDERELET, XAV NRFET 4 E—7 /T HIC
I%. disable ¥—7 — KZ#5 L C password-storage =~ > R&HA L £,

hostname (config-group-policy) # password-storage {enable | disable}
hostname (config-group-policy) #

X2 UT 4 FOBHNS, NAU— NMAMEZT 740 FTCF 4= Mo TWET, &
2T P A MIHDZ RS TNEL AT A ETOIR, NAT— ROREEA 2 —T I
LTL7Z&EW,

password-storage B EI T 7 4 X2 L—2 g UnBHIRTAIZIE, Zoa<wr Ko nofE
KEADLET,

hostname (config-group-policy) # no password-storage
hostname (config-group-policy) #

no IEX A FEET 5 &, password-storage DIEZBID 7 /—"7" 7R =M HfkK$ 25 2 LR TX
£

Zoavy RiE, MEERNN— R =T 74T 2 FRAERN— R =7 7747 FOf#
Bl — =GR T S EE A,

WIZ, FirstGroup & W) L HID 7 N—T" R 2 —IZxf L T/RAT — NRFE A F—T M T 5
FlaErRLET,

hostname (config) # group-policy FirstGroup attributes
hostname (config-group-policy) # password-storage enable
hostname (config-group-policy) #

T 7 FNINTIET A B—T N0 TCODBIPESEE A X —T T EMNE I NERELET,
G¥) IPSec IKEv2 #f5¢ TlE, IP JEHEIZH AR — F SN T EHA,

hostname (config-group-policy)# ip-comp {enable | disable}
hostname (config-group-policy) #

B 5oz L. S—TFRYS— BEUI—F—



| #&rnorq0, Y—

ATvT3

TRY)— B —H—
IPSec (KEV) 254 7> kot¥a 74 BinEE [

LZSIP JEfG &2 A X —TWICT DI, JV—T R v—ar7 4 Fal—v a3y £— T,
enable ¥—U— RZ4RE L Cip-comp 2~ KE AN LET, IPEMET 4 E—7 T 5
(21X, disable ¥—7— K&$EE L Tip-comp =2~ K& A LET,

ip-comp BHEEZFATaL 7 4 X2 b—a Y oHIRTHICE. Zoavr RO noBEXAE A
NLET, 2L, BIoZAV—T7 R > —DfEEMATE £,

hostname (config-group-policy)# no ip-comp
hostname (config-group-policy) #

T—H A R—T T DL, ETLATERTDVE—F XA YA 2—F—DF —
Ik L— F A LT O5E03H 0 £,

Bk TR EMEERT S, 2= — kv a T AEY ke CPUEMHEN
L, fERELTASADAL—Ty hEIEKMEFLET, 207D, T—HE
MEET LA TERL VDY E—h2—P = L CEFA X—T M TDH L%
*ﬁqj:é L\iﬁ—o ;E‘%-A :L*—"f*—ﬂiﬁ0)7‘/1/*—7° R — an+L/ FnbD—
W=zt L TR EME A r—7 M L ET,

TN—F Ry — a7 4FXz2l— g2 F— RT, enable ¥—V — REHEE L T rexauth
a~vy REFEH L, IKEX—2FAR SN2 —Y =0 HiGEEZ I 2N ERH L0 E 9
MNERELET,

G¥) IKEv2 ##t Cl%. IKE F—HEMIIVR— S TnEEA,

IKE % —HA O ERIEEZ A 2 — 7T 5 &, ASA TlE, IO 7 =— X 1
IKEX T =— g iiBnTa—F—iZxf L Ta—H—4 LA T— KO AN
KD B, EOHRIKE F—FHAERNBITOILS Z N2 —F —FFEN RO HIVET,
FRBFEIC L - T, Ex 2 U T o k&4,

BRE SN TV D —FHARMBAMIE OGS, 2 — P — L3RG 2 4 0 K LR
fozh‘é’ EICAEEZE D Z kﬁi&‘;@iﬁ“o muTgkﬁ)ﬁF%n@w@éh@b\i o)
(e YN ﬁ%£%74t TMZLET, BESN TSI —FHAERA v ¥ —
PNIVEERT DI, T=X U Y F— KT showeryptoipsecsa 2~ K& AT
LT\ﬁ%nv%x7yyz—Vay®@$&®547&4A\%iﬁ%—&@%
N NEN DT A 77X 2 EFRLET, IKEXF—DHERSNDBEOZ—H —
DOFRIEET 4 B—7 2T 51213, disabledx—Y—FE2AHLET, IKEF—N0
HARSNABOBERINT., T 74V s TIET 4 =7 Mo TWET,

hostname (config-group-policy) # re-xauth {enable | disable}
hostname (config-group-policy) #

IKE % — ﬁﬁiﬁéhé@@ﬁm£%®ﬁ%%@7w TR =K T L L E A R—
TMZTHIZIE, Zoa<wr FonfEE AJ LT, FTar 7 ¥ 2 L—3 3 )5 re-xauth
Eﬁ’%iﬁﬂ&%biﬁ‘o

hostname (config-group-policy)# no re-xauth

gHInoraL, =T Ry o— s&U1—F— |
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B ke 95472 Lo IPsec-udP it iE

ATy T4

hostname (config-group-policy) #
G¥) Bt el 2 — =R LR WIGE . FRlaEI IR L7,

SERHRERME A A X —T T DM E I DERELE T, Psec T —3 3 »Tld, %R
HRERAEIC L D . T LRI SR — 3RO E D% — & BN EMEES N E T,
IN—T"RK) =%, BIOTN—TF R =5 e BimEMEOEEMK TE £, B2k
EWEIX, T 74NN TET 4 B—T MR T ET, BREBEMEZ A X — 7 MIT DI
X, V=7 R —ar74¥al— a3 ET— KT, enablex—VU— F&fEE LT pfs
a~wY REFERLET,

hostname (config-group-policy) # pfs {enable | disable}
hostname (config-group-policy) #

SERRVEERIE E T 4 £ —T7 T HI2IE, disable ¥—TU— K&FREL Tpfs a2~ K& AS
L/iﬁ‘o

FSERMBEE B A FITa L 74 X2 L—2a U BHIR LT, EMALARNWE SICT 51
i, Zoavwr RonBEXEALLET,

hostname (config-group-policy)# no pfs
hostname (config-group-policy) #

IKEv1 7S5 4 7 > @ IPsec-UDP B DL E

IPsec over UDP (IPsec through NAT & FEIIND Z &bV F9) AEHTLHE, N"—Fu =T
7747 ME, NAT 2F4T LT\ 5 ASA IC UDP R CTHERE CE 3, ZOMRIZT 7 +
N RTIET 4 B—T 22> TWET, IPsecover UDP 1L, VU E— b7 7 & A2 11236 A
ENLEHAOWAET, T—Far 74 Fal—Ta UPRLETT, ASAIL, SAOFRIT v T—
MFIZTZTAT U FEDOETar 7 4FXal—2a XT3 2A—=H 2LV Y LET, IPSecover
UDP 2T 2L, VAT A NI 3 —<w U ARBEFRTFTLET,

IPsec over UDP & A X — 7 /L +BIiE, F—F R —ar7 4 Fal— g3 F—FK
T, RO K | enable ¥—U— REHEEL Tipsec-udp 2~ RERELET,

hostname (config-group-policy) # ipsec-udp {enable | disable}
hostname (config-group-policy)# no ipsec-udp

IPsecoverUDP Z i 95 121%, Z DIHOFIZNE - T, ipsec-udp-port =~ > R HERET 544
ERH Y FI,

IPsec over UDP %7 ( E—7 /L2952, disable ¥—U— K% AJJ L E9, IPSec over UDP
B EFITa 7 4 X2 b= a U OHIRT AR, Zoa<wy FonEXE A LET,
ZhiC LY., BT —F R S —h5 IPSec over UDP DEZ (A TX A X 912720 £4,

B 5oz L. S—TFRYS— BEUI—F—
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VWNA—ES 7 55170 roBoRE |

&IZ. FirstGroup &\ 9 7 /b—7 7R U 2 —® IPSec over UDP %% ET 562~ LET,

hostname (config) # group-policy FirstGroup attributes
hostname (config-group-policy) # ipsec-udp enable

IPsec over UDP %A X — 7 /WIZ LT25HEIE, Vv —7 Ry — a7 4 Xalb— g F—

R ipsec-udp-port 2= > RERETHAMERH Y £, ZOa<r RiZLY, IPSecover UDP
D UDP R— FEBNREEINFE T, IPSec F T T —3 3 T, ASA IR EINT-HR—
FCU v AL, D7 4V Z NV—)LTUDP 77 4 v 7B Ry 7ENTNTEH, TOR—
FETHOUDP N7 7 ¢ v 7 Zlinik LET, A— MEBOHPIL 4001 ~ 49151 TT, 77 4/L
kDA — MEIE 10000 TT,

UDP B— r2F 4 =T NIZT B2, Z0a<ry RonEXEx A LET, 2Ly,
BD T —T RY > —Hh 5 [Psec over UDP R — F DEZ KR TXH L 912720 F9,

hostname (config-group-policy) # ipsec—udp—port port

WIZ. FirstGroup &9 7 /L—7 R 2 — IPsec UDP H— k&R — | 4025 (23 E T 2 61%
%Liﬁ‘o

hostname (config) # group-policy FirstGroup attributes
hostname (config-group-policy) # ipsec-udp-port 4025

VPN N—FOzT7 95472 FOREREDERTE

ATy T

FIE

(EE) ROoa<xry FefERLT, Xy NY—7H0ERE— REREL T,
[no] nem [enable |disable]

Fy NU—ZHBEE— REFEMRTLE, N~ U7 7747 M, B—D)L—F 4 W]
B Ry NU—2ZVPN b Z N LTCVE—K FIA4_R—F 2y hU—7 (TRt CE £
9, PAT (@ S EH A, L7zh-> T, Easy VPN h—_—DEFKITH DT /31 AL, Easy
VPN U E— hOERIZHDTTA X=Xy NU—T LOT A A2, hrrxz4r LT (b
YHANENLTOR) BET 7 EATEET, HFOLEAELERTT, hrxuidn—RKy=7
I IAT LV MZESTRBSNDAMERH Y T8, FRART v 7 IREIZ->T-b &I,
WO S T — 2 WA BRI TE £ 7,

1 :
WIZ, FirstGroup &9 7 /L—7" 7R 2 —@D NEM Zi%ET D02~ L E£7,

hostname (config) # group-policy FirstGroup attributes
hostname (config-group-policy) # nem enable

gHInoraL, =T Ry o— s&U1—F— |
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B ko7 o570 roRRORE

ATvT2

ATvT3

NEM %7 4 £ —7 /2 5I2id, disable F—U—FZ AN LET, 2D NEM EMEa 3T
Y74 X ab—YaryPoHlRTIE, Zoavy ROnoEREANLET, ZOFT e
VEEHATAE. ROV —T R DA X ET,

(EH) ROaxry FEEHLT, %27 2=y MREERELET,

[no] secure-unit-authentication [enable |disable ]

t¥aT 2=y FEEETIE, VPNNN—RU =T 75472 b8 b 2V EBET 72N —
P—H e NAT— R LIZRGEEZERTHZ LT, X2 U T ok EnES, o
HBEA X—TNWCTDHE, "N—RUxT 77472 MIRFEESN TN D 2—H—4 L )RR T —
REFHLEFAL GRESNTWDIEHS) . EXaT7 2=y FNEGEIT 74V hTT 4 E—7
72> TWET,

X a7 2=y NERET NS R 2T IIAT 2 NBMERT D8 e T 7 A VTR L
Tmﬁﬁ—ﬂ~&»~7ﬂ RESNTWDOILERHY ET, 7714~ ASA TEX 2T =
= FREEDMERIGAIL, EONy 7T v T —NR—lbtx a7 2=y MNGEARET
HVENRDHY FT,

G¥) ZOMEREE A R —T M LIZAIZ VPN o RV BTN BT, 2 — P —RNa—
P LR T — I\“%J&jﬂ“ézﬁﬂ% D F9,

£l
ROBNZL, FirstGroup & WO AFTDO T N—T RY —IZxf LT, BF a7 2=y FHiEx A
R—=TMT D AR L TVWET,

hostname (config) #group-policy FirstGroup attributes
hostname (config-group-policy)# secure-unit-authentication enable

tXaT 2=y MNEEERT 4 B—TWIZT BITIE, disable ¥—TU—FKE AN LET, BEF =
7 =y MREEMAEET I T 4 X2 L= a UNBHIBRTAIZIE. Zoavwr RonofE
REANDLET, ZOFTvarz2HETDHE, MOITAL—T KR —nbEXFaT 2=y
NRREDEZ MK TE E T,

(ER) koza~vr FaEHLT, 2a—F -Gz E L £7,
[no] user-authentication [enable| disable]

:l‘—-]j_ uAL‘uE%/{Z\ 7/1/ ’Té& \'—I\'?I777/])77/ ]\@ ?(ﬁ l/\%)ﬂEhOD:l‘_‘ﬂ_‘_
X, bR EN LTX/FU JIWIZT 7 BATHIDICRIEE=IT A Z kﬁ%%k@@i
ﬁ‘o ﬂE/J 0)3”—‘& X, ﬁzbf\_nunﬁﬂ_“—/\“—@mér ufiéofuuniéhiﬁ‘ :L‘_‘"j_‘_‘uuu
?7¢wkf?4t—7waﬁofwi#o

7T A4 <1 ASA Ta—V—FiENRNLELRIFAIT, FORv I T v br—nN"—Zba—V—3
SEERET AMEND D FT,

B -

WOBNE, FirstGroup & WD AFTOZ )—T" R —iZxf LT, 2—W—iEx A X —7/MZ
T5HEEZRLTOET,

hostname (config) # group-policy FirstGroup attributes

B 5oz L. S—TFRYS— BEUI—F—
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ATy T4

ATy TH

TRYY—. BEUYI—H—
VWNA—ES 7 55170 roBoRE |

hostname (config-group-policy)# user-authentication enable

Z—H— uunft%fT/]”E 7 29I AT, d|Sab|e :}’\» U—REAHLET, e 20,
HEFITIr 7 4 X2 b—a VD BHIBRT 512, Zoavy ko no JEs A A L4
ZOFTvarefflTL e Mo —7RY “/‘—Z)xg:b—‘ljf WAL DNE Z K T X £,

WKDa<wy REFERALT, RIELAHa s Da2—F—DT7 A4 KV ZA LT 7 FERELET,

[no] user-authentication-idle-timeout minutes| none |

minutes/N7 A —X T, TA R ZA LT 0 M (HALD) 288 LET, BAERHIix 15y
T 7 4V ME 30 5y, BeRMERIE 35791394 43 T,

TA RV EALLT T MABTICAN— R 27 72947 bOE#RDO2—YF—ICL2@ET 7
FTAET A BRWES, ASAIZFD I FA TV " OT 7 BAZKTIEET, 20X A ~—
IZ. VPN RV BEAETIEARL, VPN MRV EB@IBTE 7 94T bOT 7B R 72T &2 #%&
TLET,

1 :

OB, FirstGroup & WD ARTD T )V—"T KU —I24553DT A4 KV XA LT 0 MEEFK
ETDHEEZRLTNET,

hostname (config) # group-policy FirstGroup attributes
hostname (config-group-policy)# user-authentication enable
hostname (config-group-policy) #user-authentication-idle-timeout 45

TA RV EALT Y MEZFYIRTAICIE, Zoa~vr RonEXE2ANLET, 2047
vay%ﬁﬁﬁé&\M@fw—fﬁvy~ﬁ674Fw&4A7W%@%W%T%i¢O
TA RNVEALT DT MEZMALZZNE DIZT DI, none ¥—7— RE4RE
user-authentication-idle-timeout =~> RZ AN LET, ZDa~vr Rz, 7/( K XA
AT T MCXUERRESNE T, IIUEZRETHE, T4 RVEZA LT 7 MBER S,
FIHIN N ERIIRRESNTZIIN—T R =N a—F—BFEDOT A KV XA LT 7 MA
DR SN2 e 7,

GE) showuauth 2~ > R~DISETRINDT A RV XA AT U MM, #IZ Cisco Easy
VPN U E—h T4 2D MV RNVEBFELTZ2—YF—DT A KV XA LT 0 ME
2720 E9,

WD < RaH LT, IP Phone Bypass ##% € L 7,
ip-phone-bypass enable

IPPhoneBypass #fifl 95 &, "— KU =7 7747 FhOYRIZHDHIP 7 4 P, 22— —
FEE mE R L CHEEE CE £, IPPhoneBypass X, 774NV NTT 4 =T NI >TW
FT, ZHUL IUA DA R—T 7> TV LG EICOAHEH I NET,

GEx) Flo, INOLDITAT 2 MORFEERRT DL, 774 T MIMACT Kb
AGBRERET DVLENH Y 7,

gHInoraL, =T Ry o— s&U1—F— |
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B ko7 o570 roRRORE

ATvT6

IP Phone Bypass & 7 4 & —7 /W29 B 1214, dlsableﬂE U — K% AJ)L %7, IPPhoneBypass
BYEAZFATA L T 4 X2 b—2a UBHIRT HIZIE, Zoavr RonoBE AL ET,
ZOF T a ANtk BlD I —F KU 2 —)>5 IP Phone Bypass OfiE & {7k T& £,

WD a~r RaEMiH LT, LEAP Bypass %€ L £,
leap-bypass enable

LEAP Bypass X, user-authentication 284 r—7 /LiZ72 > TWAEEICOABEHINET, =
Da<y RIZXY, Cisco VA XY LATIZEBARAL L N T/NA ANED LEAP /37 v M
LEAP iBFEZFENL L T D, —V—38iE D L ICREZ FEITTE H L 91272 v £9, LEAP
Bypass IZ. 7 7 #/V N TT 4 B—T /Tl > TWET,

N=RU T 74T FDOHAIINDLEAP 2 —H— (2%, ERIRMENH Y £9, Fox
NWTHIRA A R TNA ZADH%AIZH D RADIUS h— =27 LT o oY Va2 EETH 2 En
T&72\0W e, LEAPRREA R IV =— F T EHA, M FURETY LT vy L EEE
TERWVEBE, BRE Y FY—7 TRIEIN TV RN T, ZOMBEEET 5729
(2, LEAP /3o /SA1X, {HRB D= — W —FWEEDOFIZ LEAP 237 > b (LEAP /X7 > R2UT) %
bR THRRE L, mmms#—ﬂ~m®ﬁﬁ@ﬁ WRIECE DL 9ICLET, Zhick-
T, 2—¥—i%, ElOox—V —FFEIcEL = LN TEET,

LEAP Bypass £, RO T CHEUNIHEREL £7,

* secure-unit-authentication 235 4 ¥—7 W2 TCWAZ L, A VXTI T 47 2= k
m£#4z TNOBE., PRV EHEH LU TLEAP T NA AN TE D L9110 DHI
. FELEAP (F#) THRAANMN—R T =T 7547 v b AT IHLENRH Y £,

user-authentication 34 2 —7 NIZ/ o> CNDH T L, A X —T /I > T\ & LEAP
Bypass 25 H SN EH A,

MERERBED T 72 A IR A 2 3, Cisco Discovery Protocol (CDP) % 5217 L C\»% Cisco
Aironet Access Point TH5HZ &, PCONIC h— Rix, o7 Z7 > FofIEThnENE
A,

51

WOBENL, FirstGroup & WD A RIDZ /V—7" 7K U - —IZ LEAP Bypass # X €7 5 FiE&E R LT
I/\ivé—o
hostname (config) # group-policy FirstGroup attributes

hostname (config-group-policy)# user-authentication enable
hostname (config-group-policy) # leap-bypass enable

LEAP Bypass %7 « £ —7 /WZF HITIE, mwMe% U— R%& AJ1L%£¥ ., LEAP Bypass J&
PEFETa 74 Fab—2a UNHHIRT 212, Zoavr RonBEXE A LET,
:@ﬁf?aV%ﬁWTék\EMBWM@@%%@7W%7ﬁUV%@B%%T%iﬁo
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t%275547 >k gHosL—TRY o —EronE [

XA TOSATUMNEHEODTIL—TR) O—BHEDHRTE

ATy T

ATy T2

ATvT3

ATy T4
ATy TH

[ AnyConnect VPN Client ##5¢] (29X 92, ¥Xa2T7 27747 b #ie A x—7 ML
TeBlI, IN—TRI—=DkXaT 7747 MEREA RX— T NVEITNAIZTE LT,
IN—T R —webvpn 227 4 Falb—ar F— FTROFIEZETLET,

FIE

TN—7HRY —webvpn 2> 7 A X2 b—T a3 ET— RERHBLET, KRIZHZRLET,

hostname (config) # group-policy sales attributes
hostname (config-group-policy) # webvpn

TURRA LV baArEa—X ETEXaT 77472 b OKGERA VA MV ET 4 E—
TZT BHITIE,. noneF— U — KZ$87E L T anyconnect keep-installer =~ > K2 H L F 97,
WIZH 2R L ET,

hostname (config-group-webvpn) # anyconnect keep-installer none
hostname (config-group-webvpn) #

T AT, 7 74T 2 FOKFHRA Y A M —/UEA R—=T N> TOET, 774
Ty MI, BEXaT 24T ey a O TRIZZ Y RARA  MZA VA =Sz
FFRITAD ES

TN—THR) =D X277 747 b SSL Hfehk i C HTTP 7 — % DEfi & A 1 —7 /b
(29 %121, anyconnect ssl compression 2~ > KZ AN LET, 77 4/L FTiE, EHEE none
(TH4E—7N) ITRESNTWET, EfEEA Rr—7MZT DI, deflate ¥—7— K%

FEHLET, Wiz RrLET,

hostname (config-group-webvpn) # anyconnect compression deflate
hostname (config-group-webvpn) #

7 v FET B ORRE

T ZADEREDT A RREA MR T 2R A2 HIRT 255 T, 7r¥d, 7747 U4 —
v ETENAT T A ARBAD EF 2T 7 747 2 M ERERWZE LT LN TEE
9, IR ELT O IZiX. anyconnect ssl kegpalivecommand: L CH—7 7 74 7 A vt —
COBEZTELET,

anyconnect ssl keepalive {none | seconds}

o, =TT IA T BT L L. U — b2 —H =7 Microsoft Outlook F 7= (% Microsoft
Internet Explorer 78 E DY 7y b _X—=A 7 F U r—2a a7 77 4 TIZET LTRSS
Th, BXaT7 779470 8 7747 MIUIB L OEERSNEE A,

WROBITIE, BXa2T 7 IF7A4T L NBX—TT T4 T AvE—T%3008 (547) OEE T
FBTEE5 18X VT 4TI ITAT UV AERELET,

gHInoraL, =T Ry o— s&U1—F— |
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B 2775170 r 8GO L—TRY o —ElORE

ATvT6

ATy 17

hostname (config-group-webvpn) # anyconnect ssl keepalive 300
hostname (config-group-webvpn) #

XTI IA4T7 U RBSSLEYy v a TR —EFHAERTED L DT DT, anyconnect
sslrekey 2~ > R&EMEHLET,

anyconnect ssl rekey {method {ssl | new-tunnel} | time minutes| none} }
T 74N MR, F—HERITT 4 =T IR TWET,

method % new-tunnel [IZF§ET D &, SVCF—DOFHARTIC EX=2T 7747 F BF LWL L
VAIWVERESLT S X O ICHRE SN E T, method & none IZFRET H & F—FHERITT B —
T2 ) £, method & ssl IZHRET D &, SSL OF R T m— g 3 —FARFIAT
PIET, method HEETLHRDVIC, By a v OBENS F—HAERNTHOND £ TOR
filZ 1~ 10080 (1) DO THRETEET,

WO TIL, F—BHERPICEXF2T7I9A47 0 M BSSL EFEXIAo— 5 K9 ICRE
L., F—FAEER Y 3 VERIEO 30 DHBICERAET DL L OICHERELTWHOET,

hostname (config-group-webvpn) # anyconnect ssl rekey method ssl
hostname (config-group-webvpn) # anyconnect ssl rekey time 30
hostname (config-group-webvpn) #

AT N han A AR EFERTLOE, BX 2T I TA T MBIPV6 N T T 4
TIEETETHML WA EEDIPvE T 7 4 v 7 OFBFIESS, IPv4 N7 7 4 v 7 120 % T
LTWBEEDIPVE T 7 4 v 7 OEHHEZRETHZENTEET,

XTI TA4T b D ASA I VPN Bt 75 & X112, ASA I IPv4 & IPv6 O—J5 F 72 1%
FFOT RLAZE YL TES, ASAR X277 747 b EERICIPVA T KL A E 7213 1Pv6
T RUVAPETEE DY THEEEIC, ASANRIP T RLREZEID Y ThmpoloXy NU—J bT
T A TIZONWT, 77AT7 b 72 halt XA RAZE>TED NI T4 v 7B Ky
EEDLMN, FITASAZNRARALTCIZ ITA TV EbOREF bR L, 2%V 7V T77%
AR ELTCOREEHNTINERECTEDHIIITRYE L,

7ol ZIE, ASAREX T 7747 MEERICIPVA T RLADREEID YT, = RiRA v
FRTF 2T VAL 7 SNTVWHEMELET, 2O RERA 2 R IPV6 7 R L A~DEH|
EERRBIZLEEIT, 7T7AT 2 b XA RR T a b aVENRT 4 B—T7 VDA, IPv6 b
FTA4v IR RayENETR, 77472 bXARXR T 1 baridg x—T7LOGEIL,
IPV6 KT 7 4 w7130 TA T M7 U7 TFAME LTERFESNET,

SSL #5#t Tid72 < IPsec b RIVEMESL L CTWAEIE, 7 74T > FTIPV6 AT/ > T
WANE IR ASAITIHAINRNT=D, ASAITFIZZ FA T v b XA XA Fa ha/LikE
AT wvadur LET,

client-bypass-protocol =~ > REMHL T, 7747 b "M 7 haltigad A r—7
WVEIET 4 =TI LEY, a~» MEUIRO LB TY,

client-bypass-protocol {enable | disable}
WIZ, 7TAT 2V F XA R2 T a harkf x—7MIT50%RrLET,

B 5oz L. S—TFRYS— BEUI—F—
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t%275547 >k gHosL—TRY o —EronE [

hostname (config-group-policy) # client-bypass-protocol enable
hostname (config-group-policy) #

WIZ, 74T b XA RA T harzcsA—71zd 502 RrLET,

hostname (config-group-policy) # client-bypass-protocol disable
hostname (config-group-policy) #

WIZ, A3 —=TNVEFRIIT A= NI TWDEITTAT v s XA Fa ha)LVREL
HIFRT 202 R~RLET,

hostname (config-group-policy)# no client-bypass-protocol enable
hostname (config-group-policy) #

ASARIZE — R NNT U T aRELELGAIL. VPN v v a COFMNIZER &b ASA
IP7 RUAEFRRT 2722, ASADFQDN ZHELET, ZOREIT, SEIERIP T2
haroxry NO—IBO7 74T s v—I 0752 R— 192592 TEETT (IPv4 H»
51IPv6 72 &)

Y XTI TAT N T T AT D ASAFQDN 2 L T —3 7 %IZ ASAIP 7
RLRAZBETLZ L TEERA, 7TRLABRT—R RT3 F U FOELNTAN
AA (RUFIBHESLENTNDT N, R) E—HLBRWGERHY £,

TNA ADFQDNINY A T > MIEESNRWEE, 7747 > b, LT b 2 RV
SNENTWASIP T RLA~OFEERZRAET, B bH P 71 h=v (IPvd 725 IPve) D
Xy NI—Jloa—I 7Y R— THI20%, X277 7472 ME, MRV OHE
SAZERT 2 ASA 7 RLAZRETE D L 912, a—3 U 7IZT /31 A FQDN D4 Fififik
EATOMER DY T, 7747 M, IR PICT 2 7 7 A VITHEAET %D ASA FQDN
ZERLET, Doty g CEER TR, ARG EIIFIC, ASAICL T yia
SNt (Fle, IN—T R —TEHEENKE L) 751 AFQDN #fEH L £7, FQDN
MDERE I N TV 4A . ASA IE, [Device Setup] > [Device Name/Password and Domain Name]
DERENKNGHT /SA AFQDN #Hiff (BXO7 747 MIERE) LET,

TNA AFQDN N ASAIZ L o T v v a2 ENTWRWEGEA, 79472 ME, £4251p 7 n
fardOxry hU—I Mo —I 0 J%ICVPN Yy v a VAL T £H A,

gateway-fqdn =~ > RZ{EfH L C, ASADFQDNZRELFT, a~r FEXIKRDOEBY T
ﬁ—o

gateway-fqdn { value FQDN_Name| none} ¥ 7213 no gateway-fqdn
&IZ. ASA @ FQDN % ASAName.example.cisco.com & L CEFKT DB &2 R L E T,

hostname (config-group-policy) # gateway-fgdn value ASAName.example.cisco.com
hostname (config-group-policy) #

WIZ, Z—7 KU —n5 ASA D FQDN ZHIBRT 2412~ LET, 71— KU —Iid,
FIT IV TN—T R —nb ZOEEMHAL E7,

gHInoraL, =T Ry o— s&U1—F— |
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hostname (config-group-policy) # no gateway-fgdn
hostname (config-group-policy) #

WIZ, FQDN 22D & L CEFHET DB %~ L E7, hostname =< K X N domain-name =
<~V REMALCRESNTEZ 2 — UL FQDN MEA S Ed (A TEEREA) .

hostname (config-group-policy)# gateway-fqdn none
hostname (config-group-policy) #

Ny 9T TH—N—RBHEDHRE

NPT o T h—N—%BELET FEHATITERDDIELE) , IPsec Xy I T v 7 H—
NR=%lfH{T5L, VPNZ TA T MIT T4~V ASA DMEARATOBE S g1 Mok
MTHZENTEET, NI T v —N"—2RETHE, ASAIL, IPsec b RV ZFEST
THEEWLITAT L MY —R_"—=VRZELET, 7I7A4T 2 b EERITT T4~ U ASA
FeRy 2T T = R—ERELRVRY, Ny I T T PN IHFEELE A,

NPT T H—=nN—F, 7747 b EFERIZTT A~V ASA LIZEEEL £7, ASA LIZ
Ny T T P—=R—BHETDHE, NI T v T ==K —=NITNV—TNDT T A
TNy asiv, VAT N EONRYy T T == RN (BREINTVWDLHY
B) NEEHEDY T,

\)

6=

KA MG EFRATI2H5E681E, Ny 27 7 v 7 DNS ==L Oy 77 v 7 WINS H—/3—
%, 774 <Y DNSHV—"—BLOT T A<V WINS —_—=L 3Ry hT—7 EIZE
BTHZEEHRLET, 20X L2nE, "—KU=T V74T NOBHDOIFTAT
Y IMWDHCP # N LC/N—RKU =7 7747 h» 5 DNS H#F L OV WINS fF# % Hfs: LT
WD E, T4~ ==L ORIV, Ny 7T T =T 872 5 DNS fEH
& WINSfE#H & 5 &, DHCP U —ARHIREINIC/2 D FE T FA4 7 MEEHTE <Y
£, £/2. AR MEHEH L TWSEEIC DNS B — =R D &, KIEAR BIiE

MEETDIBTNRH D £,

Ry I T T P—=N—"RETHIZE, V=T R)v—ar74FXal— 3 EF—KT
backup-servers =~ K& AJJLE7,

hostname (config-group-policy) # backup-servers {serverl server2... serverlO |
clear-client-config | keep-client-config}

RNy 27 o7 P=N=ZHIRT DI, Ny 7T v 7T = "—ZHELTIDIA~ L FDno
B A& AT LET, backup-servers BIEAZFATa 7 1 F o L— 3 U BHIBR L. backup-servers
DIEZMD 7 NV—T" R =Dk TE 5 LT 2I2iE, sIEERBEEFIczoav s N
D noXEANLET,

hostname (config-group-policy) # no backup-servers [serverl server2... serverlO |

B 5oz L. S—TFRYS— BEUI—F—
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vy kD=5 7RIvvavavra—L 5 i—20EE [

clear-client-config | keep-client-config]

clear-client-config ¥—U— RiX, 7 747 F TR I T v 7 b—R—%fFH LN L%
FBELET, ASAIZ, XNVDOY—R_R— U R 2T v a2 LET,

keep-client-config ¥ — 7 — Rid, ASAN Ny 7T v 7 h—N_—{FWE 7 747 MIERFL
BNWZEERBELET, Z7I7A T ME MADOANY 7T o7 == U X EEHLET
RESNTWDIHE) . ZHUIT 744 R T,

serverl server 2....serverl0 /X7 A —4% U R M, 774~ VU D ASA BMEHRRTOEAEIZ VPN
TIAT L NBMERTEZH—N"—% T T4 F VT 4 NAICAR—ZATRY 57V A T, ZD
UARIE, —R_"—ZIPT7 FLRAEZIEIAA M THEELET, 20U 2 FDES1E500
LFEETT, BT FUIIRK10E TTT,

WOFNL, FirstGroup EWIHLZBIDOTN—T KR S —Z, IPT RV A2310.10.10.1 & 192.168.10.14
THHINN I T o7 =B ET D HEEZRLTNET,

hostname (config) # group-policy FirstGroup attributes
hostname (config-group-policy) # backup-servers 10.10.10.1 192.168.10.14

2V RI)—H PRIy 3o Ay A= LIS A—SDHETF

ATy T

COWETHBAT LN —TRY T —NAC o= R, T XTF 740 hOfERH Y £,
EIOLTHLMERGAZERE, TNOHDRTA—HDOT 7 3L MEIZEFE LARNTL 7ZEN,

ASA L., YEIEFRFEZ v k2L (EAP) overUDP (EAPoUDP) DA vt —UZHHL T, UE—
N ARARNDORAF XY ZMRLET, RAFXYREETIL, VE—FFANMIRY NU—2 T2
TARY —%ED Y THENT, TORA MR EF 2T 0 OLBERMAEMWTZLTNDINED
MDIRTHARENET, ¥X2 VT4 TTIA TV ATHRYy MU= T RIvvary aryba—
LR FRET HETC, NAC HIZ Access Control Server 3% E L TR LERH Y 17,

Access Control Server X, Y AT LADE=X VY 7 LiR—sDER, T3y 7, BLOrX
TSR E R T RAF ¥ =27 (ACS TREFRRLTFS) 2x=2VT7 4 777
AT AHE T a—RLET, —EIRARAF v h—2 1%, Healthy, Checkup, Quarantine,
Infected, F 72/ Unknown TF, RAF ¥ IRILE1F7 T4 7 > M LORFENKEIDD &, ACS
BTty aHOoT778A R v—2txa T4 77747 AFVun—RLET,

FTIFNL DT N—T R —F IR N—T R o—DFy NU—27 T RIvay
oy br—VERETDHITIE, ROFINEEZFZITLET,

FIE

ER) AT 4R 72— A~—OHMEHRELET, EX2VT 4 TF7I7A4T A

X, RAF Y HEEDBRFER KDY, AT —Z A7 2V —DREEZZTAT-NZ, AT —#
AT —DH A ~v—%REN ST FE T, ZOXA~—DHRBUIND L. FARDEAF ¥ D
ERERRD 72— (AT —F A 72V —) PRITENET, ¥4 ~—OHIR%E 30 ~ 1800
OB TANILET, T 74/ hOKEIF 300 TT,

gHInoraL, =T Ry o— s&U1—F— |
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B < ro—v7rzvsavavro—nSx—sn%E

ATy T2

Fy b= T RFIvvararybao—LOtyiarT, RAFYRIEDRER KDY,
INAF ¥ DEREFRDIRO 7 ) =375 E TOMREEET DI2IE. 70— K
v—ary 7 4¥alb—v a3y E— KTnacsg-period 2~ REFHALET,

hostname (config-group-policy) # nac-sg-period seconds
hostname (config-group-policy) #

FIFINEIDITN—T RY)—MBEAT—H A I — F A ~<—DEZEMET DIT0E, fkK
TOREITN—F R —IZT7 7 8A LT, Z0avwr RO nERXE2FEHLET,

hostname (config-group-policy)# NO nac-sq-period [seconds]
hostname (config-group-policy

W, AT —HA T — FA<—0DfE% 1800 PICEFET 202 RLET,

hostname (config-group-policy) # nac-sqg-period 1800
hostname (config-group-policy) #

WOBTIEX, TIFN S ITN—T R —INHAT—FZ AT ) — A ~v—DfEE &K LT
b\iﬁ‘o

hostname (config-group-policy) # no nac-sq-period
hostname (config-group-policy) #

(F-E) NAC OFREEOHIMAEHELE T, BEX 2V T4 T34 T v RIE, BAF ¥ ik
WRER DD TN, BGEA A v — 2B S ¥ E T, 20X A ~v—2nHRINICR D
&L ROBEEEDORAF Y EEN Y H—SNET, ¥XF2 VT4 T FIAT R T, FNE
TLRILFETHRAF ¥ 2 H\BREEL 5, RAF Y BREEEIZIIFREEPICT 7 A 2 ba—
WA= R=RFHTERVGA, T 74NV DT NA—T R —RNGHR0 3, RAF v
T DR AT AT LET, #PHIL 300 ~ 86400 b T, F 7 4L b DR EIL 36000
BT,

Xy hU—27 7T RIvvagrarba—LOkyi g TRAF Y ZHEET 5L IEET
B2, I—7F R —ar7 4¥alb—a E— FTnacreval-period 2~ > R&ff
MALET,

hostname (config-group-policy) # nac-reval-period seconds
hostname (config-group-policy) #

FRFEZ A ~—DEET 74V kN I —7 R =Bk 51203, e 7 L —
TRV —IZT IV EALT, Z0avy KonoBRAFEHLET,

hostname (config-group-policy)# NO nac-reval-period [seconds]
hostname (config-group-policy) #

WIZ, TGRS A ~—% 86400 L E T 2442~ LE T,

hostname (config-group-policy) # nac-reval-period 86400
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ATvT3

Y RIT—Y FRFIvI3>arbA—ILNNSA—2DERTE .

hostname (config-group-policy)

WO T, TTHN DT N—T R o —NEFMAEZ A ~—DfEZ & L TWET,

hostname (config-group-policy) # no nac-reval-period
hostname (config-group-policy) #

(&) NACHITZ 74V MACLEZRELET, ¥X2 VT4 T I7AT AL, RAF ¥
ERGETE 2WEEIC, BIRS A2 ACL ICEEMITF N TV D EFXF 2T ¢ RY v —%iH
L%9, none 7= i}fﬂﬁ ACL ZEELE 7, 7 7 4/L Fi%ElInone T, nonelZiXET 5
L EF 2V T4 TTIATURE, RATF Y ZRGEETERDP ST EEICT T4V RO T L—
TR —E#EHALET,

RAF ¥ ZBFETE 22T Fy FU—27 T RIyvayarbu—tyyaryO77r
VM ACL & LTHEHEND ACL 2 EETHICIE, FV—T RV —ar7 X2l —T3
v F— R T nac-default-acl =~ > R&HFEHLET,

hostname (config-group-policy) # nac-default-acl {acl-name | none}
hostname (config-group-policy) #

TN NDOTN—T R =5 ACL kAT B121%, A TOREIN—T R o—|C
TIZEALT, Z0a<vr RO nEREHEHLET,

hostname (config-group-policy) # NO nac-default-acl [acl-name | none]
hostname (config-group-policy) #

ZDavy ROBRIIROLEELBY TT,

« acl-name : aaa-server host 2~ RZfEHA L TASAICREENTWD, RAF v ZWEET
LY== T N—TOLHERRE LET, ZOARNEL. FD v RIZHEE S U7 server-tag
BN~ T DMENDH Y 97,

enone: F 7NN TN—TF R —5D ACL Ok %27 1 —7 L2 L, NAC & v
T aV TCRAF Y RAEN TE RN ZICACL A LEH A,

NACIZTFT 74/ b TTF 4 B—T IR >TN5720, ASAZ:ETAHVPN T 7 0 v 7 1%
NAC 284 X —T NI B E T, NACT 7 4/ F® ACL ORI Z 1T 8 A,

WO TIE, RAF Y EZRIETERNo72E X2, acl-l EWH ACL 2T 2 L9 EL
Tb\\i—g—o

hostname (config-group-policy) # nac-default-acl acl-1
hostname (config-group-policy) #

WOFITIX, T 74V ZT—F R Y —6 ACL k& L CTW\WET,

hostname (config-group-policy) # no nac-default-acl
hostname (config-group-policy) #

gHInoraL, =T Ry o— s&U1—F— |
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WOFITIE, T4V N ITNA—TRY =MD ACLOMAZT 1 E—7 2L, NACE v
TV TRAF ¥ ERIETER -T2 ZICACL WA LEH A,

hostname (config-group-policy) # nac-default-acl none
hostname (config-group-policy) #

ATy T4 VPNDONACHKRERELET, T 74/ FTiE, oY X MIZEIZR>TWET, 744
BT 7 40 MiElE none T, RAF Y RIEZRRTHIVE—F KA MDA —F 1
7 VAT A (BEOVACL) Z &2 vpn-nac-exempt ==~ > K% 1 BIAS LET,

RAF ¥ REEEGFRT D2V E— R 2 Ea—2 DX A 7DY A MY b 2B 5120,
TN—TRY)v—ar7 4F¥a2l— g F— KTvpn-nac-exempt 2~ > RZEH L £9,

hostname (config-group-policy)# vpn-nac-exempt os "os name" [filter {acl-name | none}]
[disable]
hostname (config-group-policy) #

WA ZT 4 B—T I L, TXTORR M EZRAF ¥ BEEORRIZT 5I21E. vpn-nac-exempt
DT HEAIZnonex—U—FE AN LET,

hostname (config-group-policy) # vpn-nac-exempt none
hostname (config-group-policy) #

GERY A ROy N ZEIBRT AT, 2oa~vr Rono B EEHA L, G5 42—
T4 T VAT A (BELWWACL) ZHELET,

hostname (config-group-policy)# NO vpn-nac-exempt [os "os name"] [filter {acl-name
none}] [disable]
hostname (config-group-policy) #

TOIN—T R —IZBEHEMT LN TSR A MZhDd T MY RHIBRL, T 74V
N ZN—F R —DHRRY A M EMKTHIZIE, F—V—FEZETETICZoa~vr Ko
nolEX&EfEHLET,

hostname (config-group-policy)# NO vpn-nac-exempt
hostname (config-group-policy) #

ZDavwy ROMXERITIKRO EEY T,

sacl-name: ASA D> 7 4 X =2 Lb—3 3 VIZHEET S ACL DA R,

e disable : FfRU A hoOxT > b ZHIBRETICT =T M LET,

ofilter : (AFVay) ava—FOFX—FT 47 VAT LADOLEIN—FHLI-L X
NI 74902742 ) T T B ACL 2 H LET,

enone: Z O F—TU— K% vpn-nac-exempt D3 & AIZAT LIEGAR. AR T « &—
TR Y TRTOFRA SRR AF Y RIEORM R FI, ZOF—TU— K% filter
DT HAIIATI LIZSEF, = FY TACLEZRELRWI L2 R LET,
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cOS: ARV —F 4 U7 VAT AERAF X RN SRR LET,
sosname : AL —TF 4 U VAT ADLAITTT, LHINZAN—ANGENTWVDHEHAEIZ
OIHBI RGN MHETT (72 & 21X "Windows XP") .

WOBITIL, MERT 4 =TT SH, TXTORA FPRRRAF Y BEEDO M RIZ SN ET,

hostname (config-group-policy)# no vpn-nac-exempt none
hostname (config-group-policy)

WIZ, RV A "3 _XRToO= MY ZHIBRT 56127~ L ET,

hostname (config-group-policy) # no vpn-nac-exempt
hostname (config-group-policy)

WDa< REANLT, Fy b= T KIvvararyba— i 32—7NVEHET 4
=7 LET,

hostname (config-group-policy) # nac {enable | disable}
hostname (config-group-policy) #

772“/1/ s ZN—F R =5 NAC OFREEMAT HI121E, MATORBEIL—T7 KR
— 277X LT, ZOa<wy Ko no 2 1{# 4 Lifh}

hostname (config-group-policy)# no nac [enable | disable]
hostname (config-group-policy) #

F 74V FTlE, NACIET 4 B—T N> TCWET, NACEZA RX—7 Wz +5hHE, UE—
N7 7 BATHRAFYREENLEIZR2DET, VE—F a2 Ea—HDRAFYNELWND
CRHEREIND & ACS T — =R ASA THHATAHT7 7 AR) v—2 Xy ro—RLFE
T, NACIX. T 74V FTlET 4 =T N2> TWET,

Access Control Server (T2 hU —27 FICFEETAHAMLENH Y £4,

OB TIE, 7 —7 RY =T LTNAC A F—T7 WM LET,

hostname (config-group-policy) # nac enable
hostname (config-group-policy) #

VPN SA T2 D747 04—ILRY O—DEHETE

T7AT T4 —ME, T—FOEENT Y NEREAT Yy VEENERAEL T, 7> bD
T AT VA VERETFAT O, FRENTy b Ry T T ENEINERETDHI &
LD, av a2 4 02—y MO OBELCTIRELET, 7747 U+ —LIE, 7
N—7DVE—F 2—HF—=NAT Vv § hRV U TEFELTWDIEE, EX2U 740
MExb7EbLET, ZOHA, 7747 UA—NAN, A X —Xy FERIT2—F—Dr—

gHInoraL, =T Ry o— s&U1—F— |
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B vnoscrororaror—n Ry v —omE

HIVLAN Z T AR ER AN 2= —Da Vo — X Z2F# L, OV Tt ERy hU—
T OIRHELET, VPNZ T4 7 2L TASAICERE L TWS Y E— h 2a—F—(X, @
R 77 AT O — AT a rZBRTEET,

IN—F R —ar7 Xal—3 g F— RTdientfirewall =~ > RZ&{#H L T, ASA
MWIKE b p L 2 I m—2 g VHIIZVPNY A4 72 MIEET A=Y F NV T 74T 74—
WK —RRELET, 77A T 74—V RY—Z2HIRT5I12F, Z0a~vr RonolE
XE AN LET,

TRTOT7 7 AT U4 —/VARY —%HIBRT 5121, 518 EEEETIZnoclient-firewall =~
YREANDLET, ZOa<wr RiZLY, none F¥—U— F&HEE L Tdient-firewall =<2 K
EAITUTER LIZXV R Y —BHIULEN L EZO T, EEEHADTXTOT 7 AT U4 —
VAR —DEIRESNET,

T7AT UA— IV R =Nl hbé, 2—HF—IT7 74V NERFTZOMD 7 V—T K
Vo—WNICFHET D77 AT 04— VR =% LET, 2—F—RZDOLIRT77A47T
T =V R —EEK LN E D29 BITIE. none F—TU — K& $5E L T client-firewall

a<w> REALLET,

[Client Firewall] % 7 ® [Add or Edit Group Policy] Z 4 7 v 77K v 7 A Tid, BMEZIFEET
HIN—T R) = LTCVPN I TAT U hDT 7 AT 74— i EERETE T,

\}

G¥)

INSLDOT AT T+ —VEKEE R T X A DL, Microsoft Windows #FE{T+ % VPN 7 T A4
Ty hNEFTY, BE, N—FU =T 7747 hEEM (Windows LIAL) OV 7 Fo o

T IIAT v MTIE, INbOBEIZEHTCE EFEA,

OOV ATE, VE—F 22— —OPCLEIZNN—VFNV T 7 AT T =B LA —
NENTWET, VPNIZ FTA T ME, 0—HL 77 AT I — IV TERINTWDLT 7 A
TUA—NRI—%WHL, TOT7 74T U4 —VIRFITINTND Z L 2R T 57201
F=H—LET, 77AT U NVOEITHEIET D E, VPN 7 T4 7 2 MM ASA ~D#EfF
ZRey 7 LET (ZO7 747 U4 —/ViEH A 71 =X A% Are You There (AYT) & 'R
F9, VPNZ 74 7> B EHMNC Tareyouthere?] A v —TaRETHZ LICk-TT 7
AT A —INET=H—TFTDHNLTT, IWEDRINRWGE, VPN ZA4 T ME, 774
TUr—IVBE T LToTod ASA ~DOEHE T L2 B LET) . *y NV — V7 EFHE
MINGDOPCT 7 AT U+ —/VEMBICRET 2HE6bH D T, ZOHEEZEHTII,
2P IEBOREL I AZ A A TEET,

H2DTF YA TIE, VPNZ FA4 T2 RPCONR—VF L T 7 AT 74—t pil 7 »
AT AR —%#ATHIENRIRINDZENHY £, — B F L LT, X
Ty b bRV T EFEHLTINAN—=TDYE— K PC~DA L H—Fv b " T T 4w I %
Tyl THIERFFTONET, TOHEL FURABRHLINTWAM, A ¥ —F >
NMEH DR AN PC ZR#ET LD T, HRI A FORESNE T, ZOT77 AT U4 —/LD
F U AL, 7y =2 AR U T —F 7213 Central Protection Policy (CPP) & FEZIVET, ASA T
X, VPNZ A7 MCHEHT D M7 7 4 v 7EHL—LOE Yy FE2ERL, ZLbDL—/b
7 ANVHICEAEMNT T, FOT AN E T AT U — AR =L LTHRELET, ASA

B 5oz L. S—TFRYS— BEUI—F—



| #eTnorq0, YL—FRYS— BEUa1—¥—

t%17054F7v bk 274791 —nky o—0gE |

TZDORY =% VPN I I A4 T FETEELET, TDH%, VPN T4 T2 MIKRY v —
Ea—N T7ATUOF—NMEL, TZTRI —NEHINET,

XA TISATUoR T7AT94—ILR) O—DERTE

ATy T

ATy T2

ATvT3

RTvT4

XTIV FGAT L N DT 7 AT T — N — /LTI, IPvd T RLUABILIOIPV6 7 RL A%
BETEET,

1R BRI

IPv6 7 RLUANRESINTZHAET 78 A —VEER LET,

FIE

webvpn Z L —7 R — a7 4 Fal—v gy T— REBBLET,
webvpn
1 -

hostname (config) # group-policy ac-client-group attributes
hostname (config-group-policy) # webvpn

TFIAR=FELFINRTYV I Xy NI =7 —LDT 7R 3y ba—L )b—LE2HEEL
F9, TITAR—MXY NT—=T =R JIFAT L NOVPNIIRT X 75 4 —T =
A RZEH ENDHNL—TT,

anyconnect firewall-rule client-interface {private | public} value [ RuleName]

hostname (config-group-webvpn) # anyconnect firewall-rule client-interface private value
ClientFWRule

IN—T"RY) =D N—T R —@EL webvpn R > —J@HEEZFRRLET,
show runn group-policy [value]

51

hostname (config-group-webvpn) # show run group-policy FirstGroup
group-policy FirstGroup internal
group-policy FirstGroup attributes
webvpn
anyconnect firewall-rule client-interface private value ClientFWRule

TIAR=F Ry NT—=T V= VInb T TAT N 77A4T Ut —)L L=V DBHIRESE
ﬁ‘o

no anyconnect firewall-rule client-interface private value [RuleName]

1 -

hostname (config-group-webvpn) # no anyconnect firewall-rule client-interface private value

gHInoraL, =T Ry o— s&U1—F— |
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hostname (config-group-webvpn) #

Zone Labs Integrity —/\— D {FEH

Z DIA T Zone Labs Integrity #—/3— (Check Point Integrity ¥—/3— & L, FEEIL5) (12O
TatHl L. Zone Labs Integrity % —/S—% ¥R — h 925 X 512 ASA 25X ET D FIHOHI 2R L
£9, Integrity —/X—(F, VE—hFPC ETEFxaVT 4 R —2REBLOEITTHT-
DORIERAT— 3 T, UE— bk PC A Integrity h—N—|Z X o> THRESNTZtEX =
V74 R —Lils LRWEE, Integrity —S—FB X ONASABR#ET H 774 X— K R v
NI =7 ~DT 78 AMENGZHIVER A,

VPN A7 h Y7 by =T L Integrity 7 747~ Y7 ho=71%, VE—HFPC EIZ
HIZHEEEL TWET, ROFIETIE, VE—FPC EBEDTTAX—F Xy FT—TRIC
Ty va v EMELTHEEO Y E— h PC, ASA, B X Wintegrity h——D7 7 a i F L
DET,

1. VPNZ A7 s Y7 =T (ntegrity 7 7A 7 b V7 houxT7 L[RELYE— b PC
WHEEE) 1. ASAWCEER L., ZNNREDH A TDT7 7 AT 05—V 7734 T 2 hThHD
ME ASA I BHHEFET,

2. ASATUIAT UV RN T 7AT U —NDEZATPKBEIINDE, ASA 72D Integrity 7 7
A 7> MIZ Integrity —/3—D 7 KL A fHFRNIK S U ET,

3. ASAIF7 X & LTEMEL, Integrity 7 7 A 7 2 M Integrity H—/3— & Ofl|fRf & £
fea N L kT, HIRRAT X BEEIL, Integrity 7 74 72 b & Integrity —/N— D[ 7215 T
L SALET,

4. Integrity —/N—[%, Integrity 7 7 A4 7> R EINIZEX 2V 7 ¢ KU U—IZHEHLL
TWEMNEIMERFELET, Integrity 7 7 A4 7 "R EF 2 VT 4 RU —IZHEMLL T
WAYA . Integrity Hh—/3—7205 ASAIZKF LT, #Efa BHWCRER O EMA 7 747 > b
WZERET D X o IR R & E T,

5 UE—hKPCTIL, VPNZ T4 7 hinD Integrity 7 74 7 > MR OFEMNIE X,
WY —DFEMPIZIZHICERMIND Z &, £z, Integrity 7 7 A 7 BT T A4 X— |
Xy MU=V ICHRRTED Z WML INET,

6. VPNEHRDHENLT 5 & Integrity h—/3—L, 7747 b/v—bhE— M Ay bE—U%H
FI L ClIntegrity 7 74 7 > N OIRREDE =X — & fil T £7,

GE) =P — A F—T oA ANRKKSOD Integrity h—"—Da7 4 Fal—Ta B R—
FLTWBHEAETYH, BEDOY U —RAD ASA BN—FE |2V R — T 35 Integrity —/3—1% 1 D
T, 77T 4 77 Integrity Vr—/3—|ZEENFA L72HEIL. ASA LIZHIO Integrity $—
N—ZBELTHD, VPN FA T By va A HERLLET,

B 5oz L. S—TFRYS— BEUI—F—
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ATy T2

ATvT3

ATvT4

ATvTH

ATvT6

TRY—, BLUI—Y—
Zone Labs Integrity —/\—®D{# .

Integrity h—/N\—Z R ET HIZ1X. ROFIEEZFEITLET,

FIE

IP 7 KL% 10.0.0.5 Zf£f L T Integrity — X—Z &% E LE£7,

zonelabs-Integrity server-address {hostnamel | ip-addressl}

51

hostname (config) # zonelabs-Integrity server-address 10.0.0.5

A= 1300 ZFEELET (F 744 b A= ML 5054 TT)

zonelabs-integrity port port-number

1 -

hostname (config) # zonelabs-integrity port 300

Integrity —/N— & OBEMICHEA v X —7 =4 ZZFEEL £,

zonelabs-integrity interface interface

1

hostname (config) # zonelabs-integrity interface inside

Integrity " — N—ZEENRH L L EZES L TCVPN 7 747 2 M2 USRI, ASA 2

T VT AT ETNXAZ 3 Integrity b — "= b OINEZ 12 REIFOELIICLET,

GE) ASA & Integrity 1 —/N— DR O TEEF DA L6, =¥ —7 7 A XVPN
2 Integrity — \—DFEEICL > THEr SN eWE S22, 774/ N TVPN T Z
AT v PRIV E EIT/R Y £9, 7272 L. ZoneLabs Integrity Y —/N—{Z[EF
WA LTSAE, BEIDS U T VPN EEZALD 2 N TEET,

zonelabs-integrity fail-timeout timeout

1 -

hostname (config) # zonelabs-integrity fail-timeout 12

ASA & Zone Labs Integrity % —/3— & OB EENFE LB G VPN T4 7 2 b & Dk
N LD X9, ASA ZRELET,

zonelabs-integrity fail-close

1 -

hostname (config) # zonelabs-integrity fail-close

RIEZINTZ VPN 7 74T > MMEGOEEFEIREEEZT 7 4V MR LT, 774 7 > M
WiEFIIRhDd Lo LET,

zonelabs-integrity fail-open

gHInoraL, =T Ry o— s&U1—F— |
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. T7A4T79+—ILIS54F >k BATFD Zone Labs ~DRTE

ATy 17

ATvT8

1 :

hostname (config) # zonelabs-integrity fail-open

Integrity ¥—/3—28 ASA DR — k 300 (7 7 /L MEIAR— K 80) Ikt L T, H—,3—SSL
FAEEAZERTH LI ELET,

zonelabs-integrity ssl-certificate-port cert-port-number

51

hostname (config) # zonelabs-integrity ssl-certificate-port 300

W— 3—@ SSLAEFAENFIZFBAE S LD M. Integrity —/3—0D 7 F A4 7 > b SSLAERAE DGR
REESND KO ITHRELET,

zonelabs-integrity ssl-client-authentication {enable | disable}

51 -

hostname (config) # zonelabs-integrity ssl-client-authentication enable

T27AT794—ILOS5A4TF>2 kB4 TD Zone Labs ~DHTFE

FIE

ARV RFFERERTI VA Y S]]

RTFYINV T AT U= 74T 247 clientfirewall {opt | req}
% Zone Labs Integrity % 1 7 IZEHET 5 zonelabs-integrity
Wik, koa~vr ReE A LET,

1

hostname (config)# client-firewall req
zonelabs-integrity

RDBARY

FHAMIZOWTIX, VPNZ AT U N 7747 04—/ KU V—0OFRE Bl X—) 25
LTS, 774 T T 4—)LDX A7) zonelabs-integrity O34, Integrity H—/N—I{Z

FoTZNOEDORY —NRESINDTED, 77AT U= VAR =% ETHa~vr Nyl
BIEH S EE A,
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AT IT7AT9r—=ILDINTGA—FDEKRTE

WHa< REANLT, @R 94T N 77 AT O —NVONRTA—HERELET,
Fa<vw U RIZRETEDBA VA VAL 1 DT TT, 3OV TiE, VPNZ I 147 b
T7AT U= AR —OFE 81 =) #HLTITEIN,

s Cisco B 7 74T U4 —/b

hostname (config-group-policy)# client-firewall {opt | req} cisco-integrated
acl-in acL acl-out acL

* Cisco Security Agent

hostname (config-group-policy) # client-firewall {opt | req} cisco-security-agent

s T AT U —NI2L

hostname (config-group-policy) # client-firewall none

CHABN Ty AT UA—Ib

hostname (config-group-policy) # client-firewall {opt | reqg} custom vendor-id num
product-id num policy {AYT | CPP acl-in ACL acl-out ACL} [description string]

e Zone Labs 7 7 A 7 7 4 —/L

hostname (config-group-policy) # client-firewall {opt | req} zonelabs-integrity

N

GE) 77 AT T4 —DF A 7% zondabsintegrity (2 S EEIE. 5l
BAafEEL72NTLZEW, AR Y ¥ —E, Zone Labs Integrity % —
N=|ZXoTHRO BN ET,

hostname (config-group-policy)# client-firewall {opt | req} zonelabs-zonealarm
policy {(AYT | CPP acl-in ACL acl-out ACL}

hostname (config-group-policy) # client-firewall {opt | req}
zonelabs-zonealarmorpro policy {AYT | CPP acl-in ACL acl-out ACL}

client-firewall {opt | req} zonelabs-zonealarmpro policy {AYT | cpp
acl-in ACL acl-out ACL}

* Sygate Personal 7 7 A 7 U A+ —/L

hostname (config-group-policy) # client-firewall {opt | req} sygate-personal
hostname (config-group-policy)# client-firewall {opt | req} sygate-personal-pro

hostname (config-group-policy) # client-firewall {opt | req} sygate-security-agent

gHInoraL, =T Ry o— s&U1—F— |
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» Network Ice, BlackIce 7 7 A4 7 U 4 —/b

hostname (config-group-policy) # client-firewall {opt | reqg} networkice-blackice

% 2:client-firewall AT > FOX—7— R ET#

IRT A=K i

acl-in ACL TIAT LV MRERFR T 74 v 7IHERATHRY —%EELE
R

acl-out ACL TIAT VIR RIEN T 74 v 7 IERTAR) U —%2RELE
ﬁ‘o

AYT PIFGAT LU RPCOT 7 AT I — AT FUr— a9 RNT7 74

TUA— N R —%HHT L EERELET, ASAITT 7
AT T —NANEITINTNDEZ EZMRLET, [Are You
There?] & WIHERBA v E—VBRERINET, IWERLWEGE
1T, ASAIZ K> T R rngirEinEd,

cisco-integrated Cisco Integrated 7 7 A 7V 4 —/v 4 A TZ2fEE L £7,

cisco-security-agent Cisco Intrusion Prevention Security Agent 7 7 A 7 7 4 —/)b X A 7
IEELET,

CpP VPN 27 IA T bDT7 7 AT U4 =L R) =DV —=AL LT
Policy Pushed # 8 E L £ 77,

custom HABIN T 7 AT I 4=V A A TERELET,

description string T AT U F—LOHHERLET,

networ kice-blackice Network ICE Black ICE 7 7 A 7 U 4 —/b # A THIEE L £,

none JIAT YN T AT O =N RY —Rig 2 EERELE

T, 77 AT T4V R —IZXEEHFRELT, 7747
U=V AR —FHEELET, T7ANV DTNV —T K —
FRIFEESN TWEIN—T R =T 7 AT 74—/
RY =K L72WnE S LET,

opt FTar DT 7 AT U=V IATEREELET,
product-id T AT VA= NVRBERELET,

req IR T 7 AT U A=V XA THHEELET,

sygate-per sonal Sygate Personal 7 7 4 7 U 4 —/V ¥ A THEE L ET,
sygate-per sonal-pro Sygate Personal Pro 7 7 4 7 U 4 —/V Z A THFFEL 7,

B #6707 740, FL—TRYL— H&V1—H—
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Ssygate-security-agent Sygate Security Agent 7 7 A 7 U+ —/)L XA THRELE T,

vendor-id TrAT T H— DN HE—FLEELET,

zonelabs-integrity Zone Labs Integrity —/"— 7 7 A T U 4 —/b 4 A TH4EE L £
R

zonelabs-zonealarm Zone Labs Zone Alarm 7 7 A 7 0 4 —/b XA T & HHELET,

zonelabs-zonealarmorpro policy | Zone Labs Zone Alarm £7-1Z Pro 7 7 A 7 7+ —/)L X A4 FH 5T
L%,

zonelabs-zonealarmpro policy | Zone Labs Zone AlarmPro 7 7 4 7 W +—/L Z 4 FH{8E L E T,

KIZ, FirstGroup & WO A HIDZ /V—7 R Y 2 —|Z-2\ T, Cisco Intrusion Prevention Security
Agent Z LT TAT N T7 AT U4 — VR —ZRET 0 ERLET,

hostname (config) # group-policy FirstGroup attributes
hostname (config-group-policy)# client-firewall req cisco-security-agent
hostname (config-group-policy) #

= T
DS3ATIORTOERIL—ILDEKRTE
ITN—F RV — a7 4X¥al—3 3> F— RTdient-accessrule =~ > R&fHEH L T,
ASA # LT IPsec THHR TCEAVE— LN T I RAIZITAT LU NDEAL T L= g & H]
BT H5L—NERELET, ROHA FT7A4 05> TA—VEERLET,

L= L EEFE LIRS, ASA X T _RTOER A A 72T LET,

e I ITAT LV IPNTHDONL—UIHE =B LRWES. ASAITRERZIES L £, HEL—
LNEERTIESIT. FANL— LG 1 DU FEETALERHY FT, FAL—LE2EE
L7anE, ASA X3 _RCoEREESR LET,

VT KNI =T ITAT U RN —RU=2T 7747 bDELLTYH, AT EN—TV 3
1% showvpn-sessiondbremote THERINDHAR L ERIC—E L TWOHLRERDH Y £7°,

X LTIV AN R —RTT, VAR — REIENL— LV TEERIATITHZ ENTEE
9, 72 & 2. dlient-accessrul 3deny type* version 3* TliL, N—T a2 3xDY 7 |
VT HFITLTWDLTRCDI IAT v NEATHESTDH, TIAF VT 43077
AT R TI7ERNL—LABERENET,

1 ODTN—TF KR —IZOEHRK2 DNV—NVEERTEET,
e JL—)L v NEMRICKH LT 255 SCFOHIRNH Y £9°,

IV ITAT U MNDEATERIINRN=Tay (BDHWIEFORESE) X ELRNT T4 T b
i, naZ A TEET,

= EZHIBRT AICE, Zoa<vr RonEXEANLEST, o<y N, koa~vy
K& RS9,

gHInoraL, =T Ry o— s&U1—F— |
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B /s 770z —nomE

hostname (config-group-policy)# client-access-rule 1 deny type "Cisco VPN Client" version
4.0

TRTONL—VEHIBRT HI120%, 515 % 5 EE 912 no client-access-rule command Z A JJ L %
T, ZAUTLY ., none ¥—U— R&HEE L T dient-accessrule =< REFITLTEHK LT
N = NHNEZEN L ED T, BREFHDT X TO/L—/LNHIRSET,

FIFNNTE, TIZEAA—MEDHY EHA, 7F4T 2 b T I ERA—ABROEE,
B EF T A S OT =T WY IAHET 5T ST O~ R K L E T

=PRI FTAT U N T I BANL—NLERALRNL DIZTBITIE, none F—TU— R&R
7E L Cdlient-accessrule 2~ > RE AN LET, ZOa~<wr ROBER, 3 XCTHOX AT L/3—
TarOU ATV MR ERTEDLHLOITRY ET,

hostname (config-group-policy)# client-access rule priority {permit | deny} type
type version {version | none}

hostname (config-group-policy)# no client-access rule [priority {permit | deny}
type type version version]

WOFIZ, TNHDavwy ROF—T—RERTRA—ZOEKEL T LET,

% 3:client-accessrule AX > FDF—T— KL EH

INTDA—4 Bl
deny BiEDHA T LNR—= 9 DTN, A0 AEG LT,
none DIAT U T8 ANV—)VEZHFLER A, client-access-rule % X /L

EIZRELET, ZHICEDFHIRAITFT IR RVET, T 741
FOTN—T R —F B ESNTWNDE I NV—T KR —HE
EREA LWL I LET,

per mit BEDIA T ENR=Ta v DT A AOBZFFa LET,

priority N—NDTTAF VT 4 ZRELET, R/DOBBIEZF>L—ViT,
TIAFIT AR bELSZVET, LIEBRST, 7747 hDH
AT ER=T g (FRT200TND) 1T &b /DI WY
DON—, WHENDL— N E7R 0 ET, [HEO/NSWTTAF VT 4
N IVIZFENH DA, ASAIZF DL — L Z2 R L £4,

typetype 7V —ROILFINEN L TCT AL ADHK A T HiFB LET, LTFF
I%. showvpn-sessiondbremote TH RIS DA & ERIZ—H L TWD
VERHYET, 2L, VANV KRI—RELT*XFEANTEE
R
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INT A=A £ EA

version version 7072 EOBBEROLTINEHEH LT, T34 A=V g VEEEL
£9, CFEHNE. showvpn-sessiondbremote THER SHAHNE & B4
—HBLTWARERSHY 7, 7ZL, VAV RI—FRKELT*XF
EASITEET,

WIZ., FirstGroup & WO ARID I N—TF RV —DI FA4 T ks T2 8A N—ILEIEHKT D
BlZRLET, ZNEHDOL—E, RN—= a3 4xDY T N7 =T ZEFTT 5 Cisco VPN Client
I L, T WindowsNT 7 547 v FEEHELET,

hostname (config) # group-policy FirstGroup attributes

hostname (config-group-policy)# client-access-rule 1 deny type WinNT version
*

hostname (config-group-policy)# client-access-rule 2 permit “Cisco VPN Client”

version 4.%*

Y
GE) ltype] 7 4 —/V RiZ, FEEDENFATSND HHEBROLTHI TN, ZOMIT, BRI
TIAT Y M E ASAICIEESNDBEEME B L TV ALERH Y 7,

ar i S
A—YH—REHEDRE
ZOETIE, =Y =B E T ORETIECHOVWTIRHLE T,
FI7H R TIE, 2—PF—1F, BV L TOENTWAEIIL— R —nH T _RTOa—F—F
MEZAMA LET, £72. ASA Tid, =2—V— L-UL CEBNCEEZE D YT, ZOa—F—
WHEAIND I N—T R —Dfizw EEEXTLENTEET, L 2X, 7 X3THO2—
P—ICEERBNOT 7 v A2 L, $FEOL—F —|Z248M DT 7 ¥ A& FFA[T 5 7 L—
TR —ERETHIENTEET,

A—4H¥—20AVT4FaL—T 3 VDRTE
TN—T R —=InbfER LT 74V MEDED T, TR_XTO—HF—HDar7 ¥
L—a rEHRARTDHICIE, RO X HIZ, al F—7— R&FEE L T showrunning-configusername
a~v s Re ATTLET,

hostname# show running-config all username
hostname#

Zoawy R, X TCO2—HP—F IR EDO2—Y— (2 —F—HZHEELIELAE) O
FALSNTRAT = RERFHEL NV ERR LET, al ¥F—TU— RE2EKT D L, BFRMIICE
ESNTAEIZT N ZOY A MIERRSNET, ROFIE, ZD =~ FTtestuser &9 L—
P—2B/ELHGEOMNERLET,

gHInoraL, =T Ry o— s&U1—F— |
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hostname# show running-config all username testuse
username testuser password 12RsxXQnphyr/I9Z encrypted privilege 15

BROL—F—DEHEDHRE

O —Y—2 R ET AT, usernamez~ > REFEH L Ta—HF—4F— NIZAY, o—
PR AT— K (RRTU—FRZRLbA]) EEERZEIVYTET, HELRD ST XTOR
MEIX, ZV—TF R —oikSnNE T,

Wi — Y —FBEET — Z _X— AL, username =~ RZMEH L CA SN2 —H — TR
SNTWET, logina~> RTIE, ZO7—Z_X—2AZGEHICEALET, =—%—% ASA
F =B R—= 2 BN A, Y e— L ar T X2l —3 gy F— FTusername 2~ o
REANLET, 2—F—%HIFRT HI2E, HilRT 22—V —4Z2EELT, Z0a~v Fo
noN—ya rEFEHALET, TXTO2—V—LAEHIRT HI21F, 2—V—AEEEETI,
clear configureusername =~ > RZfEH L £9°,

A—H—DINRAT— REHELRILDERTE

=P —ZNAT — REFHEL L ZE D HCHITIE, username 2~ > FE AN LET,
nopassword ¥ —7 — K& ANT25L, ZO2—P 2RV - RKRRETHDLZ LEERET
XFT, NAU— REEETIHEAIL. ZO/RRAT— REELERCRET 2008 9 el
ETEET,
F7FardprivilegeF—TU— RICkD, ZO2—F—DRHEL L EZRETE T, KL
~ULOHIPHIT0 (FfX) ~15TY, —fKIT, VAT LEEEITREOFFHEL L EZRLET,
FI DOV 2 TT,

hostname (config) # username name {nopassword | password password [encrypted]}
[privilege priv levell}

hostname (config) # NO username [name]

TROFIIZ, Z0a<wy FCTHEATAIXI—U—RFEEHOEwRERLET,

username 1< RO F—TU— K L 2%

F—7— F/IEH F=3U 3

encrypted RAT— ROWEFbEEE L ET,

name =P —DAFTEZREL T,

nopassword CDA—F—|IRRAT — RRMEERNWT L AR LET,

password password ZD2—W—INAT = FPFEETHZ L &R L, AT — REHEE
LET,

B 5oz L. S—TFRYS— BEUI—F—
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A—H—FEHED

a—v—mizozz i

*—J— FIEH 2R
privilege priv_level O —P—DFRHEL L EZFELET, #HITZ0~15TT, 2ok

EMEVIE Y, o< ROEHRC ASA OEFICET AHEENRE I
¥+, T 74N NOEHEL LT 2 T, VAT LEHEOBE DK
MEL LT 15 T,

F7 4N RTIE, Z0avy RTCEMLE VPN 22— — 23 BHEE 1370 —7 RY o —MR
BEAHT b ER A, TR TOEEZHRMWICRET D2LERH Y £7,

WOHNE, B AL ST/ AT — RS pw_ 12345678 T, FiHEL~UL23 12 @ anyuser & V) 4
iDL —YP—ZRETDHHEERLTVET,

hostname (config) 4 username anyuser password pw_12345678 encrypted privilege
12

hostname (config) #

[ 19—l

ax ;&

=P —DNRRT— K (FETDHHH) EHHELSLVOBRERIL, ZOMOREMEEZRE L E
T, TNHIMEEDIEFCTHETEET, [EEOREMEMOT ZHIBRT 121X, ZDavwy
RO noEX&E AT LET,

attributes ¥ — UV — FZ$EEL Cusername =~ > REZ AN LT, 22— —LE—RITAD £
ﬁ‘o

hostname (config) # username name attributes
hostname (config-username) #

Tar IRl LW E— RICRoF-ZERRENET, TN TRMEEZHRETXET,

VPN 1 —H—BIEDRE

A DERTE

VPN 2 —H— @M, RO THPIT 5 L 512, VPN ERUCEA DEARE L ET,

Z=P =P, ENETIC2—P—H LV TRESNTORVEEOEE 7V —T Y 2=
LikEKT D LI TEET, Zoa—VF—RNEEEMEKT D7 V—7 R o —D4HIEfRET
%1Z1X, vpn-group-policy =~ > R&Z A LET, 77 4/L FTiL, VPN —H—(ZiZ 71—
7RV —EEMT DR TWER A,

hostname (config-username) # vpn-group-policy group-policy-name
hostname (config-username) # NO vpn-group-policy group-policy-name

2P g FCHEMTE DBIEOS A, 2P —hT— FTRIET D &, FEDT—Y—
CBILCY A —7 K Y v—lcBi BBl A LEE TR ET,

gHInoraL, =T Ry o— s&U1—F— |
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WKIZ, FirstGroup E WO ZHIDO I N—T RY —nbBMEEMHEHAT S XK 912 anyuser £V H 4
IO —HF—ZRET 20 EZRLET,

hostname (config) # username anyuser attributes
hostname (config-username) # vpn-group-policy FirstGroup
hostname (config-username) #

T AREOERE
RIEFE D time-range 78 V) > — DA ZIEEL T, ZO2—F—RNL AT L~DT 7 ¥ A%
Al 5 R A AT £,
ZOENEETA T 4 Fa L= a U BHIBRTZICIE, Zoavr FonoERE AL
F9, ZOFATvarEMHTLIE MO —TF KU —) 5 time-range i & fk K T F
T, EEMA LW X 9129 DHI2iE, vpn-access-hoursnone 2~ > K& AN LET, T 741
s T, 77 B RTERKIR T,
hostname (config-username) # vpn-access-hours value {time-range | none}
hostname (config-username) # vpn-access-hours value none
hostname (config) #
WOHENL, anyuser &9 & BIOD 2 —H —% 824 L FEEIN D time-range 7~ U 2 —I{ZBHHAT T 25
HEERLTHET,
hostname (config) # username anyuser attributes
hostname (config-username) # vpn—-access-hours 824
hostname (config-username) #

BRREAT A UBOEE

B 5oz L. S—TFRYS— BEUI—F—

IO —F IR SNARFEE 7 AV ORKREERELET, HETE HHMAIX 0~
2147483647 CT9, T 7 AV FORIFFR 7 A V8%, 3T, ZORMEEZFETa 7 4 Falb—
varhLEIRT AL, Zoavr FonERXEANLET, v/ A 0 ET =T C
LCa—W—DT7 7 v A&EIET 5T, 0 AN LET,

hostname (config-username) # vpn-simultaneous-logins integer
hostname (config-username) # no vpn-simultaneous-logins
hostname (config-username) # vpn-session-timeout alert-interval none

)

CE)  FFRr 7 A ORREOFIRIZIEFICRE 2 b OTER, HEORK 0 7 A 2fFnd5 &,

X2V TAPETL, N7 A=~ RACREELRITT LD T,

KOBNL, anyuser &) AFTDL—W—ITHK 4 SOFRRE R 7 A 27T 2 iEZ R LT
WET,

hostname (config) # username anyuser attributes
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hostname (config-username) # vpn—-simultaneous-logins 4
hostname (config-username) #

TARILEALTD FDERE

ATy T

FIE

({ER) VPNT A B A LT 0 MR ZRET 2ICE, V=T R v— a7 4 Xz
L—yaryE—RERFa—Y 437 ¥ 21— 3 E— RTvpn-idletimeout minutes
avy RefHLES,

Z O TICEES FCIEET 7T 4 BT 4 BN WIEE . ASAITEER AR T LET, B/
1457, B REFREINE 35791394 /3 CTH Y . T 7 44 ML 30 43 T9,

WORFNL, FirstGroup & WD ARTD 7 NV—T KY L —IZ153D VPN T A KV ZA LT T &
RETOHEEZRLTVET,
hostname (config) # group-policy FirstGroup attributes

hostname (config-group-policy) # vpn-idle-timeout 15
hostname (config-group-policy) #

[no] vpn-idletimeout {minutes|none} =~ R&fiH L7-ZDOMDOT 7 a 3RO EFBH T
7

VPN 7 A RV A LT T NEBHZ L, XA LT U MEZK LW X 2127 D12,
vpn-idle-timeout none # A7) L £ 77,

hostname (config) # group-policy FirstGroup attributes
hostname (config-group-policy) # vpn-idle-timeout none
hostname (config-group-policy) #

THICKY, BF 2T 2T 4T b (SSL & IPsec/IKEV2 Dfify) BEURZ FA4 T kL
A VPN 78 7' 11— /%)L webvpn default-idle-timeout seconds % {42 K 912720 £,
ZOa<wy RiE, webvpn 27 4 ¥ a2 b— g F—RKRTAHLLET, =&z,
hostnamee (config-webvpn) # default-idle-timeout 300 @J: 5 ﬁ:Ajj LjﬁTo ?71’/1/ ]‘ X
1800 ¥ (30 %7) T, #iPHIL 60 ~ 86400 F» T,

4R T D webvon #5312\ T, default-idletimeout fEAEHA SN L DL, F—TF R
v— /2 —H =4 @I vpn-idle-timeout none A% E SN TWAEAEDOHRTT, T3TD
TXaT I TAT U T, ASAICK VB alSDT A RILZ A LT 7 MEREER S
nEJ,
Y4 FE (KEvl, IKEv2) BEXOIKEvl YE— s 727 BRAVPNDOBEEIL. #A4 LT U b
ETF =T ML, EHIREOT A VBB AT T52 L AHEIRLET,

DI N—T R —F == RV DT A KV F A LT 7 MEEHITHI
i%. novpn-idletimeout Z AJJ L ET, fEIFHkA S ET,

- vpn-idletimeout % £ - 72 <RE L RWE S, EITMK S ET, 7740 ME 3045 T
j—o

gHInoraL, =T Ry o— s&U1—F— |
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({EE) A7+ a3 T, vpn-idletimeout alert-interval {minutes} =~ > RZEH LT, 71 F
NWEALT T RDT T—h A=V RNa—P—|IERINDFRZHETEET,

TDOTT—hk AvE—=1F, VPN a BT 7T 4 TIREDO DU S5 £ Tl
BHHNEL—Y =B ET, T 74 bOT T — MEEIZ 15T,

WOFNZL, anyuser & W) AFTOL—H—IZ3 53D VPNT A NV ZA LT D7 DT 7 — MEKE
RRET D HEER L TOVET,
hostname (config) # username anyuser attributes

hostname (config-username) # vpn-idle-timeout alert-interval 3
hostname (config-username) #

[no] vpn-idle-timeout alert-interval {minutes| none} =~ R&HH L7z T 7 > 9 0%
WD EFBY TT,

snone /X7 A —Zx, 22—V —RNEMEZE L2V LERLET,

hostname (config) # username anyuser attributes
hostname (config-username) # vpn-idle-timeout none
hostname (config-username) #

s ZOITN—TF T =Y =R —D7 T — MEEAHIFRT 2121E. novpn-idle-timeout
alert-interval # AJJ L ¥, fEITMAINE T,
c ZDONRFGA=LE HF oK RELRWES, 774/ D7 77— MERRIZ 15T,

FIE

FEE) Z/—7 RV —ar7 s Xal—rarEt—RFEkda—VP—4ar7 ¥z
L —3 3 v & — KT vpn-session-timeout {minutes ==~ > K& LT, VPN $5t D fie KIFR]
ERELET,

/R 1 40T BOKRIERETIE 35791394 73 T, 7 7 AL MEIZH D £H A, Z ORI
THDE. ASAITHSRAK T LET,

RIZ, FirstGroup & W I ARTD V7 /V—F R 2 —IZkLTI80 0D VPN Y v a3y XA LT
U RERET D AR LET,

hostname (config) # group-policy FirstGroup attributes

hostname (config-group-policy) # vpn-session-timeout 180
hostname (config-group-policy) #

OB, anyuser & W) AFTOL—F —IZ1803D VPN v a v XA LT U Na&iET H
FEERLTOWET,

hostname (config) # username anyuser attributes
hostname (config-username) # vpn-session-timeout 180

B 5oz L. S—TFRYS— BEUI—F—
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ATy T2

ACL 7 1 L2 D&M

a7 nsoiEm

hostname (config-username) #

[no] vpn-session-timeout {minutes|none} =~ > RZEH L7=Z DO T 7 > a kO EEBY
T

s ZORY —=mHBEMEHIRL, MEKEZFFTT2I2E, Zoav s RO no
vpn-session-timeout =% A1 L £,

s MHIPRO X A L7 7 MM ZFFAT L, 2 A 57 7 MEZMA LRWE ST D120,
vpn-session-timeout none # A/ L £,

vpn-session-timeout alert-interval {minutes| } =~> R&HHL T, v ar XA LT FD
TI7—=hF AvbE—URa—P—lRRINIRHERELET,

TOTT—k AvkE—UF, VPN E Y a UAHBIICHIE NS £ TSy dH 50k a—
P52 FT, KIZ, VPNE v a UREIE S5 20 DR —F —IZ@mInd ko4
ETHHZRLUET, 1 ~3000&HEIEETEET,

hostname (config-webvpn) # vpn-session-timeout alert-interval 20

[no] vpn-session-timeout alert-interval {minutes| none} =~ > K& L7z Dftho T 7 v a >
TRDO LR TH,

*VPNEv a4 LT T T T7— b MARBMERT 740V 8 70 —7 R v —nbikK
INBZEERTICEH. Z20a<r FOon BERE2HEALET,

hostname (config-webvpn) # no vpn-session-timeout alert-interval

* vpn-session-timeout alert-interval none (%, = —W—N@EMEZZE LW L AR LET,

VPN e D7 1 v 2 & L THEHT 5. FRNCRE S o2 —F—[EH D ACL ODARTZFEE
LEJ., ACLEZIERL, Z—7RY =75 ACL ZfE L7220 K 912 5121, none ¥ —
U — RZHE L Cvpnfilter 2~ K& AJJLE 7, vpnfilter none =~ > K&%4T L CTIERKR L
XUz G T, ACLZHIBT 511, Zoa~xr FonoBXE AN LET, nod 7 =
YEMERTLE TV—T R = bEERATEET, Z0avr N, T7HL D
BEPCIEIEH 0 FH A,

ACLEZEREL T, ZO2—H—{ZoW\WT, IFZERFIATDNT 7 4 v 7 EFFal £ 12I3HET
LEF, VPN 7 o V2 II0iERIcoORrEHSNET, 77V r—var A AT gy
DT 7 a Nl Lo THRPNESIP AT ¢ THHi /e EO' I & ) STl ShEw A,
Wiz, vpnfilter 2~ REFEHL T, b0 ACL 2@ L9,

hostname (config-username) # vpn-filter {value ACL name | none}

hostname (config-username) # no vpn-filter
hostname (config-username) #

gHInoraL, =T Ry o— s&U1—F— |
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GE) 7747 hLASSLVPN Tid, vpnfilter =2~ RTEZRS N/ ACLITH I EHA,

I, anyuser &) ZRTDOL—H—@D acl vpn &) ACL ZIFONHT 7 4 VA R TET D
BlaRLET,

hostname (config) # username anyuser attributes
hostname (config-username) # vpn-filter value acl_vpn
hostname (config-username) #

IPU7 FLRERY FIRTDIERE

BFEDZ—YP—|ZEHVYTHIPT RLAER Yy h~AZEZHRELET, IPT KL AZHIBRT
HIiE. Zoa<wr FonBEXE AL LET,

hostname (config-username) # vpn-framed-ip-address {ip address}

hostname (config-username) # no vpn-framed-ip-address
hostname (config-username)

WIZ, anyuser &\ ARTOZ—F—|ZTP 7 KL A 10.92.166.7 Zi%ET D Hl %R~ LET,

hostname (config)# username anyuser attributes
hostname (config-username) # vpn-framed-ip-address 10.92.166.7
hostname (config-username)

AIOFITHRELIZIP Y RLAIHEHAT 23y NV —2 v~ 27 2ELET,
novpn-framed-ip-address =~ > RZfEH L7 5HE1E, Xy N —27 v X7 Z3EE LW TL
I, TRy b AT EHIRTHIE, Zoavry ROonBEREANLET, 7740
N DOEMEREIL S D EH A

hostname (config-username) # vpn-framed-ip-netmask {netmask}

hostname (config-username) # no vpn-framed-ip-netmask
hostname (config-username)

ROBFNL, anyuser & WD ARTDOL—HF—IZ, 7 Xy ¥ A7 255255.255.254 &R ET D)
HBERLTHET,

hostname (config) # username anyuser attributes
hostname (config-username) # vpn-framed-ip-netmask 255.255.255.254
hostname (config-username)

IPV6 7 RLRAERY FYRTDIEE

BEDZ—YP—IZEYYTHIPV6 T RL AL Ry h~ARJ ZfELET, IP T FL AZHIER
THIE, Zoavr Fon X2 AT LET,

hostname (config-username) # vpn-framed-ipvé6-address {ip address}
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hostname (config-username) # no vpn-framed-ipvé6-address
hostname (config-username)

WIZ, anyuser & W) ARTOZL—HF—|ZIP 7 RL AL Xy b~ A2 2001::3000:1000:2000:1/64
ERETDHHERLET, ZO7 RLVAIL, 77 ¢ > 7 AfE 2001:0000:0000:0000 33 & A
v H—7 = A A 1D 3000:1000:2000:1 Z 7~ L TV ET,

hostname (config) # username anyuser attributes
hostname (config-username) # vpn-framed-ipvé-address 2001::3000:1000:2000:1/64
hostname (config-username)

koL 7O Fa)LDIEE

ZOa—HF =R HEHTESH VPN b RfDX A7 (IPsec £721%27 7 A 7 b LA SSLVPN)
ERELET, 774V ME TN ITNA—T R —nEEE S AIE T, Psec |Z72
DVET, CORMEEXFETa L T4 FaLb—a UOHIRTAI2IE, ZOa~y R no B
EANNDLET,

hostname (config-username) # vpn-tunnel-protocol {webvpn | IPsec}

hostname (config-username) # no vpn-tunnel-protocol [webvpn | IPsec]
hostname (config-username)

TDawr RONRTA—FZDEIE. ROLEBH T,

*IPsec—=22oDE7 (VE—LT7278RA 7747 MEREFBOEXF 2T F—FU=A)
RO IPsec kv raym— b LET, @ik, BEk, 77, BELOFT—FH
EHET 28XV T4 T vm—va VEERLET,

« webvpn—HTTPS %Jiis Web 7 7 U i T VU £— h = —H—|227 74 7 h L ASSLVPN
T RAERMELET, T4 T MNIARETT,

TDavy REAHLT, 19U EDO R XY 7 E— REZELET, VPN P X% L
T T D —P—1TiT, DR b 12D Y VI E— RERETHVLERH D £3,

WORFNL, anyuser &) AFTOL—H—IZ7 T A7 b LA SSLVPN B LN IPsec oV
YT B RERET D HEEZRLTWET,

hostname (config) # username anyuser attributes
config-username) # vpn-tunnel-protocol webvpn
config-username) # vpn-tunnel-protocol IPsec
hostname (config-username)

hostname

hostname

(
(
(
(

JE—+F2A—HY—TF7OADOHIR

value ¥ — 7 — RZ 45 L T group-lock BIEZGRET D Z LIk V| f8E LIEBEfFOH 7 0
TrANVEFENLCT 7 8AT5L9 12— F 22—V —%ZHIBR L £, group-lock I%,

VPN FA TV FTRESNZITN—TN, FO2—F—NEY B THNTWDHER T 7 7
ANERUNEIDETF =2y 7 THZLICL-T, 2—F—ZHIBLET, —FHL TRV

gHInoraL, =T Ry o— s&U1—F— |



BEITOT7AL. TL—TF K o— B&v0a1—H— |
B o oro705470 b 1027 — FREDAF—T L

B ASA T2 —P—NEHRTERVEICLET, I —T v 7 ZRELRWVIEE, ASA
. B L TOHNIZI V=T L3RR, 22—V —Z2FIEL £ 7,

group-lock BMEZFEfTar 7 4 X ab— a U bHIRT AICiE. Zoa~r Fono Bl
ANLET, ZoFTvarzflT2E, BE27V—T R o—nb/fTEET, group-lock
BT AT, T 74N NERITRE SN 7 —T R Y 2 —) b group-lock DA % ik
AL72NWE T DL, none ¥—U— RZ$EE L Tgroup-lock =2~ REASLET,

hostname (config-username) # group-lock {value tunnel-grp-name | nonej}

hostname (config-username) # no group-lock
hostname (config-username)

WOFENL, anyuser & W AZHIOZ—VF—IZI7NV—T 0 v 7 BRETDHEEZRLTHVET,

hostname (config) # username anyuser attributes

hostname (config-username) # group—-lock value tunnel-group-name
hostname (config-username)

YINIZTT VIAT Y b 2—HF—DIRRT— FREDA F—T )Lt

2PN T A NAT =R TA TV NV AT A RIRGFETHENE I DERELET,
RNAY— RRFIE, T 74NV R CT 4 =T Mo TVET, EFaT A MZHDHZ LR
BInoTWBEVAT A ETOR, NAT— ROREEZAL F—T L TLEE D, NAT—R
W% T 4 B—T7 T 5I21L, disable +—7 — K& #5E L T password-storage =~ > K%
ASILET, password-storage JBIMEAZFA T 7 4 X2 L— g VU BHIBRT HI21E, oo~
Y ROnoRAEATILES, ZHUTE Y. password-storage DfEZ 7 /L—7 R Y 2 —7» B k7K
TEET,

hostname (config-username) # password-storage {enable | disable}

hostname (config-username) # NO password—storage
hostname (config-username)

Zoavw RE N—RUxT II9A TV NDODA U HETIT AT NN—R 02T 74Tk
FORE F 7B B — W —FEREIC X R H D FH AL

WOHFNE, anyuser &) ARTOZ—H—T/HNATU— RMEFE A X —TWIZT D HEERLT
W9,

hostname (config) # username anyuser attributes
hostname (config-username) # password-storage enable
hostname (config-username)
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| #eTnorq0, YL—FRYS— BEUa1—¥—
VPN 74 L% ACL DRE L HRICET 5 X 7555742 [

VPN 7 1 JL3Z ACL DERTE L AEICEHT AR NT S
TA4AR
ok arTiE, b T T 4 w7 Ol LICBEFD VPN 7 (L2 ACL % B H9 5 BICHE

INRERNANTTIT 4 AR LET,

BEFD VPN 7 ¢ L2 ACLZEHT S

ASA T34 AT ST B vpn-filter ACL % BH 951215, ROFNEEFEITLET,
1. VAT A TH L vpn-filter ACL Z1ERL L £ (] : new_acl.txt) ,

2. TNHAAADNLBSED vpn-filter ACL & % 7 > m— RLET (f : old_acl.txt) .

3. kDX, ACL DEEFIEAER L 7,

* Add update in-progress to ACL remark
echo ?access-list <name> line 1 ACL update in-progress? > push.txt
* Delete old rules
sed ?s/"/no /g? old.acl >> push.txt
* Add new rules
cat new.acl >> push.txt
* Remove update in-progress to ACL remark
echo ?no access-list <name> ACL update in-progress? >> push.txt

4. push.txt 7 /XA AZT7 v 7 —RLET,

BEEDVPN 7 4 LA ACLEZH L LWL DICBEHZ S

ASA T 31 AT STV D vpn-filter ACL B X #iz 5121, ROFINEZETLET,
1. BETFO vpnfilter ACL & & 2 5 & IXEEIH L O Z1ER L £,

2. VERR L7z vpn-filter ACL ZfEH L CO/N—T R > —5HH L £,

3. FAA AT STV vpn-filter ACL ZHIER L £7,

| gHInoraL, =T Ry o— s&U1—F— |



BEITOT7AL. TL—TF K o— B&v0a1—H— |
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CORF2IAVMNEI, RKEVRAOARITRF 2 AV MNDSEMRTT, YV IBHRICODEXLTIE
. BERBRIBEFAT. ZEBRICTZ Y 77— DHD. UV IEOR-IHBEI/LTEThTWNS
BEFHDEITEEZCTELIEZD, HBLETHLEZNMREBDFTIDT, IEXLBABICDL
TIKETAIPMDRF AV M ESELESZL,



