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R1:THR—FENBaAVEa—TFTs25 4 T ASARSE

ocl> A7 =4 A3 —T AR
oCPU RAM (GB)
VM.Densel02.8 8 120 B4, Bk
VM.StandardB1.4 4 3 B/N4, K4
VM.StandardB1.8 4 96 B4, Bk
VM.Standard1.4 4 28 /N4, k4
VM.Standard]1.8 8 72 B4, Bk
VM.Standard2.4 4 60 GB B4, K4
VM.Standard2.8 8 120 GB B4, Bk
VM.Standard3.Flex 4 64 /N4, k4
6 96 NS NI
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« 74k A : BYOL D%HZ% ¥R — |k

« Single Root I/O Virtualization (SR-IOV) % #7HK— k
* [Pv6

ASAREE RAYX—bSAEVARDINT+—T VAR

ASA AR 13, BABEMICHESNW TR D A)—T" > F L~UL & VPN 85 IR & #2925 /%
T —~v AR S (v A Y AR— N L TCWET,

NITA—TRBERE (A VRAVRA4T | L— MR RAVPN v < 3 Ul
(2 7/RAM) R
ASAv5S VM.Standard2.4 100 Mbps 50
4 277/60 GB
ASAv10 VM.Standard2.4 1 Gbps 250
4 2177/60 GB
ASAv30 VM.Standard2.4 [2 Gbps] 750
4 277/60 GB
ASAvV50 VM.Standard2.8 NA 10,000
8 =277/120 GB
ASAv100 VM.Standard2.8 NA 20,000
8 =77/120 GB

YR— F IR
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« ASA AR A 7 1 7 HA
s NTUANRT LU NAYTA VIR T ET—R

e LF ALFERA R E— R

HREIE
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NFEE A,
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ocl Loy AsA B Ry k7—5 bk sosl [

o ERIERE & DHCP R ED W )T ASAV I MLE R AR DO N—F ¢ 7 /L—)L,

OCI LEOASARE DAy FT—2 RO DDA

WO, ASAFAE D3 >0V 7%y b (EH., WEE. AME) 2 OCINICHRE I TW5D
N—=FT v KR T77A4T 73—/ T— KD ASA R OHfExR Yy U —7 MARn P& R LTCNE
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1:0C1 £ ASA {8 O R FAI
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Gig 0/0 : ( Destination | 10.10.2.0/24

Public IP __
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SSH & ASDM @ ] "'@ Next Hop IP of ASA virtual Gig 0/0

ouside voN  FW Rules
10.10.2.0/24 —@ OCI Route Table

@ T
o | Outside 'b—@ Destination | 10.10.1.0/24

Next Hop IP of ASA virtual Gig 0/1

Gig 0/1

ASA Virtual @ IPv6 BRE 7RO
Mgmt VCN

Management Subnet o '
2603:1030:20c:a::/64 » East-West Traffic Topology

Mgmt 0/0
2603:1030:20c:a::30
Public TPv6: SSH, ASDM

Inside Subnet \ / Outside Subnet N
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B sEs59rtry k-0 VON) DR

AR) BWEERRL, I Ea—T 40 A LV AX U AZKENLET, ASAAE OEEI%IC,
NI 74y 7 DEEBILEHEGRINLT, NI 74w 0 %277 AT I+ —/WIHEETH LI
N— b T —TNERBRETDHLENDY T,

REIZ2 kxry kT—2 (VCN) DIERX

ASA AR EBRHOIRAE 7 77 K%y U —2 (VCN) ZRELET, D7 b, ASA AR
DEAE—T A A1 DT>, 553 2D VCN BDLETT,

ROFNEICHES, FHVCN 252 T T&E £ ¥, RIZ, [Networking] IZRY . WA v % —7 =
AABIUINEA v Z—T7 = A ZAD VCN ZAERL L E T,

186 BHEIIZ
~

GE) JFer—varA=ma—NbP—bEREERTLE, ElOA=a—Za /=K 2 M) R
IBRERRSNET, TR —=b AL MIY Y —RAOEHIELE, VY —A~DT 72 R%H]
LT ET, —Far X=X NI TFH BT o Pa=rraIns kL EiC
Oracle(Z & » TR SN ET, BEH L, L—Far "= A MZESHIZE DI /=]
AV PEERL, T278AL—LZBILT, EOa—WF—=RNEthbDa L /"— A ha#k
RLTT 7 a a7 TE o0l cE£d, FRIC OV TIE, Oracle ® R¥ =2 A 2 |k
T2 /=AY FOEE (Managing Compartments) ] &ML T 7ZE0,

ATv 1 OClica /AL, Hilliz @R LE 9,

OCLIZAWIZ/r LT B OHIEIC B S T EJ, Hulsid, BEimof EMICER RSN ET, &5k
WO Y Y =213, BOHBIZITFR RSN EE A, BROHIBNICHFEL TWD 2 & 2 EHRICHR L T
720,

AT w72 [Networking] > [Virtual Cloud Networks] %41 L, [Create Virtual Cloud Networks] %27 U v 7 L £,

AT w73 [Name] IZ, VCN O LT WARTZ A LET (] : ASAvManagement)

AFv 74 VCNOCIDR 7By %2 ANLET,

a) IP7 RLADIPVACIDR 7AY %4, CIDR (7 ALV A RAAL UN—T 4> 7) OFRGLIEZ, IPT
RUALZNZEEMT ONTODL—T 4 7 TV T 4 7 2D a3y NpRETT, 7-&z2E,
[10.0.0.024) L A LET,

G¥) Z D VCN TDNS R A ML AR L,

b) [OracleZ’3E| Y X4 CT7-IPv6/56% E| VD 24T2% (Assign an Oracle allocated IPv6/56) | F = v 7 R v 7 A %3
U T, Oracle &IV Y TIH—DIPv6 7 KL A% VCN IZEBEML 5,

AT 75 [VCN DERL (CreateVCN) |27 VU v 7 LET,
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w2y kT—y %274 s—Tokm

FYLI—=U EFxa)T4 JIL—TDEK

Py hT—=7 X2 YT 4 Z—71F, —EOVIC &, WICIZHEA IS —HEDOEX=2
T 4 =)L S IVE T,

AT9 71 [y bT—F24 (Networking) |>[{K¥EY 52 K& bTJ—4% (Virtual Cloud Networks) 1> [{R%80 5
D R*y kT —- DM (Virtual Cloud Network Details) 1>[®y b7—9 %2 T4 J)L—7F (Network
Security Groups) &R L, [y bT—D X2 T4 JIL—T DR (Create Network Security
Group) 127 V27 LET,

ATY T2 [Name] IZ, F*v hU—7 X2 VT 4 FA—TObN)LTWARIZALLET (1 :
ASAV-Mgmt-Allow-22-443 )

ATY T3 Next] 227V w7 LET,

ATvT4 EX2 T 4 —VEBIMLET,
a) ASA{AH =2V —)L~D SSH 7 7 & A2 TCP AR — k 22 Z7F a4 5 /L—/L 2B L £7°,
b) ASDM ~® HTTPS 7 7 & A2 TCP A" — b 443 Z#Fr[J 5 /b— L& B L £7,

ASA B 1Z ASDM %/ L CEEICE £9, FHT 5121, HTTPS B IR — b 443 #BA < L)
HET,

AT w5 [{ERk (Create) 1227V v 27 LET,

A=Y MT— bz A DERK
EHY 72Xy NEAWIIT 7B ARRRICT DI12T. A v F—Fy M= MU = A BDRLETT,

ATv 71 [2y bT—=F25 (Networking) ]>[REY 55 kv kT—% (Virtual Cloud Networks) | > [{x#85 5
D K3y kT —S DOFM (Virtual Cloud Network Details) >[4 42—y k5 — kx4 (Internet
Gateways) |Z#IRL, [1 23—y 55— Dz DIERK (Createlnternet Gateway) | =7 U v 7 LE
R
ATwT2 Name] lZA VH—Fy b= T oA DOPY ST WARTEATILET (Bl : ASA-IG) .
ATV T3 A3 —Fy bF— b4 DERL (CreateInternet Gateway) %7V > 7 LET,
ATV TG A X —Fy NF— T2 ~DL— NEBIMLET,
a) [y bT—F>2% (Networking) ]1>[{R#E2 5 Ky kT—2% (Virtual Cloud Networks) ] > [{k#8
759 KRy FIT—9 DM (Virtual Cloud Network Details) ]>[JL— bT—7JL (RouteTables) %
B®IRLE9,
b) N— M= EBEBMT DI, T74NV NDOL— T =T ADY) T %7 ) v LET,
c) [Jb—hkIL—)LDEM (AddRouteRules) |27 VU v 27 LET,
d) [2—5v 3247 (Target Type) | Ka vy 7HForhb [A03—Fy 5 — D4 (Internet
Gateway) | Z&IRL F£7,
e) FEHEDIPVACIDR 7u v 27 # AN LET (i :0.0.0.00) .
f) D IPV6CIDR 7 v w7 &2 AN LET B[] .
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B+ rorm

g [F—H Y b A=Yy T —FrI A (Target Internet Gateway) | K v 7Z 7o nb . fERL
5 — b oA B B/IRLET,
h) [JL— kJIL—ILDEN (Add RouteRules) 1 #2 V v 27 LE7,

B IRy FDERK

ZVCONIZIX, D &b 1200 7%y b2RHY £9, FFHVCNOEHY 7Ry b&2/ERL
£9, F£72. NEEVCON ONESY 7% b, BIL UYL VON O/ 7 % > b H LT,

ATYv T [y ET—F245 (Networking) 1> RS 52 K2y k7—4% (Virtua Cloud Networks) 1> [{k#84
SRRy =Y DM (Virtual Cloud Network Details) 1> [% 7% v b (Subnets) [Z&R L., [H
T4y FDOYER (CreateSubnet) |27V v 27 LE1,

ATFv T2  [Name] IZH 7Ry FDObOY LT WARTZAALET (B : Management)

AT9FT3 [Ty B AT (Subnet Type) | #IR L 9 (HERESN DT 7 4L o [#hilg (Regional) | O % &
WLET) o

XATFwv 4 CIDRI7AvwSZAHLET W :10.10.0.024) . 7%y FOWNE GEAR) IPT7 RL2id, =D
CIDR 7 a v 7 o HESHET,

ATw 75 [Oracle?’3H 0 Y TIPv6/56 7 L 7 ¢ w7 AZE|ID Y4T% (AssignanOracle allocated IPv6/56 prefix) |7 =
IRy I A A AN LET,
—EDIPV6 7 FUANERSNETD, KRED 2H1D 16 #EZ FETANTLILENHY £7, 7272
L. 7Ry FADIPv6 7L 7 v 7 ZIXHIZ 64 IZEHE SN TNET,

ATv 76 [J—hrT—TJL (RouteTable) | K v 7 X 7 imn, LAENIIER L7zV— b T —7 Oz ik
WLET,

ATYvT1T HT7xy "o [H TRy b T7H+ERX (Subnet Access) | ZBIR L £,
FHY TRy OGS, ZHUINT Y v o3 TRy b THHLERH D 77,

ATv 78 [DHCP#AF< 3> (DHCPOption) ] ZiER L £7,

ATwF9  DRMER L7 [EF2) T4 )R (Security List) ] Z&RLE7,

AT 710 [Ty bDOER (CreateSubnet) 1227 U v 27 LET,

RDZRY

VCN (BEHR. NI, M) 23/ ET 5 L. ASA B ZiE# T £, ASA {KAE VCN #ERL D
BRNZDOWTIE, ROKESRL T 70,
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s59 Ry LEEALERES— k947 LR |

H2:ASARB OS5I KRy D=2

Virtual Cloud Networks in asav Compartment
Kame State CIDR Block Default Route Tabile DS Damain Name Created v
[
» Av 1

59 R T ILEFERLEIPGS—F9TAF7RKLR

OCI CiE, £V 73y MZ—BDIPV6 =+ U xA T RLANHY, IPv6 b T 7 1 v 7 D%
BT DL IICASAY TRRETHMERHVET, ZOF—F I =AT RLRAX, 77U RV =
NTOCla~<y REFEITLTWSAY T Ry hOFEMMA LIS SN E T,

25w 71 [OCI] > [CloudShell ZBI< (OCI%Z 5 K4—3FJL) ) (Open CloudShell (OCI Cloud Terminal)) JiZ#%
#H;LET,

ATY T2 ROa<vw FEFEITLT, 7%y b IPve OFEMAETS L £,

oci network subnet get -subnet id <subnet OCID>

AT 73 a<w ]\@;ﬁ%%ﬁ‘% ipv6-virtual-router-ip &V‘—%ﬁ’)ﬂfiﬁ‘o
ATvT4 ZOF—DfExr =t —L, LEISCTHERLET,

OCI TOASAIRE 41 2 RZ 2V ADIER

Oracle Cloud Marketplace > Cisco ASA AR~ 7 A 7 U +—/b (ASARAH) ®imzfEH LT, =
VEa—T AT A VAR A& L TOCHIZ ASA AR # AL EF, CPUDH, AEY
D, Fy NT—=7 VY =R EOREICHESNT, R~y = TZ2EIRLET,

2FvF1 OCIAR—Fnca /(4 LET,
HUgZ, WiEoA EBICERINET, BROHIBENICIFEEL TWVWA Z L 2FHEER L T &V,

ARTvT2 [X—4v bTLA4R (Marketplace) 1>[7 T4 —2 3> (Applications) [&i&R L E7,
ATvF3 ~—4 v F7 LA AT [Cisco ASA virtual firewall (ASAv)] ZHFE L T, 8L ZRINL £3,

ATy T4 BRSEMEMGR L. [Oracle DFFRK & X— N F— DI LMEA2 MR L CHRE L E9, (Ihavereviewed
and accept the Oracle Terms of Use and the Partner terms and conditions.) | F =Y 27 R v 7 A& 4 2 LET,

AT9 TS [ AX U ADEE) (Launch Instance) [ %27 UV v 27 LET,
ATw 76  [Name] I, £ VY AZX L AZADONY LT WAETZ AN LET (] : ASAV-9-15)
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B ociconrsamE 1225020k

ATy 717

ATvT8

ATvT9

ATv 710

ATy 71N
ATvT12

ATv 713
ATy 714

[V =A 7DZFH (Change Shape) 1% 7V v L. ASA AR IZM 272 oCPU O, RAM D&, B IO
VHE—T 2 ADBPRE SNV A 7 (VM.Standard2.4 72 &) @R L £ (F1: THR—F&h
Larta—T 47 vxA 7 ASAREE 22—) 2BH) |,

MRV 9 K&y kT—% (Virtual Cloud Network) | K> 7" Zo o a6 [H VCN (Management
VCN) | Z®&IN L E7,

HEIA) SN TW R WEAIE, [Ty b (Subnet) | Ry 72 o 0ns [EEY 7% v b (Management
subnet) | TN L F 7,

Ry b= X2 )T JIL—TEFERALTLS T4 v 5T 5 (UseNetwork Security Groups
to Control Traffic) JIZF = v 7 ZAdL, HEVCONIZRE LX) T4 7 —T 28R L £,
[XTVY2IP7 RLADEY KT (AssignaPubliclpAddress) | 47> arRZ %270 v 7 LET,
[SSH F—m3EM (AddSSH keys) | D FC. [2FF—DELY {F1F (PastePublicKeys) | 47> a A%
YH27 Y w7 LT, SSH F—%[Av i £,

Linux N—ADA Y AF AL, NATV—=FORDOVIZSSH F—~T AL TY £ — ha—F—%3
AELET, F—TE, WET L AF TR SNET, A U AZ U REERT D & EIT, BEx—
arbta—2 Rl ARF—ZRMELET, T/ FT7A 1250 TE, [Linux A Y AFZ L ATO
F—7 OB (Managing Key Pairs on Linux Instances) J https://docs.cloud.oracle.com/en-us/iaas/Content/
Compute/Tasks/managingkeypairs.htmz Z M L T 72 &0,

[+ T 3 >DFEFR (ShowAdvancedOptions) (V> 27 %27 U v/ LT, A7 varvaREELET,

(E&) [A7 V7 bO#IHE (Initialization Script) 1 D F T, [Z 7 7 R LA Z U7 S OBE D {1
(Paste Cloud-Init Script) | A7 > a v ARF %227V v 7 LT, ASARIE OF 0 H AR EZFHREL £,
%0 B AR, ASA (AR OB S vE T,

Wiz, [2572 F¥#ER S 1) 7k (Cloud-Init Script) 1 7 4 —/L RiZa =L CREV TS Z LN T&
% day0 fERKDF 2R LET,

ASA 2= FOFEMICOWTIE, TASAHERAT A R BXI O TASAz~ o RV 77 L RA] 2B LT
<TZEW,

EX ZOBINETFA N at—F2581F. Y= N —=FT 4 DOTF A bTT 4 F E L IIMEET
YVUTAZ YT M EBREL T, BT T — 2Bk L, #4072 Unicode LA HIFRT 2 24022
WY ET,

!ASA Version 9.18.1

interface management0/0

management-only

nameif management

security-level 100

ip address dhcp setroute

ipvé enable

ipv6e address dhcp default

no shut

!

same-security-traffic permit inter-interface
same-security-traffic permit intra-interface
!

crypto key generate rsa modulus 2048

ssh 0 0 management

ssh ::/0 management
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ATvT15

A28 —T x4 RO .

ssh timeout 60

ssh version 2

username admin nopassword privilege 15
username admin attributes

service-type admin

http server enable

http 0 0 management

aaa authentication ssh console LOCAL

[fER% (Create) 1227V v 27 LET,

RDBERY

[ERL (Create) 1R & %27 V) v 7 Liztk, RN [FrEYa =7 (Provisioning) ] & LT
FREND ASABAE A v AZ L AZE=2—LET,

| &

BE X7 HFREE=H—FTDHILBREETT, ASAFMEA A2 AOREN [T rE Y a =
7" (Provisioning) 125 [FEITH (Running) ] IZBAT L7256, ASA AR 7 — M52 T3 BRI

MEIZIG U T VNIC 28t T A2 0 EXRH Y £,

A3 —T A4 RDEKE

AT T1
ATvT2
ATvT3
ATvT4
ATvTH
ATvT6

ATy T17
ATv78

ASA AR 1%, 1 2D VNIC 3k SN REECIATREBICRV £F ([AYEa—Ta Y
(Compute) ]>[4 > RB X (Instances) | >[4 YR A v ADF#M (Instance Details) > [#
ftSfLf= VNIC (Attached VNICs) 12 &) . ZiUE7 74 ~ U VNIC & FEEiL, &2 VCN
W~y B 7 ENET, ASA RIE DR AIOEE)Z 56 T3 D1, vNIC 7% ASA AR TIEL <
B IS L9, LEER L7 VON 7 % > b (N, 4M5B) @ vNIC Z 87 5 &4
ERH D T,

L EEN LT ASARAE A V AX V AEBIRL £,

[## S 1= VNIC (Attached VNICs) ]>[VNIC DYERL (Create VNIC) DIEIZEIR L £,
[4 8 (Name) ]iZ. VNIC ®b2 0 LT WARTZ AT LET (B : Inside) .

A7 7 K% U —2 (Virtual Cloud Network) ] K2 w7 & 7 75 VON 23R L £,
[F7 %> (Subnet) ] Fay 7 Xy onbH7xy MEEIRLET,

Ry bT—D X2 )T JIL—TE#FERALTES T4 v Y 5T S (UseNetwork Security Groups
to Control Traffic) | 4 I2 LT, @R L7 VON IR E LI EX =2 U7 4 N —7 %R L £7,

[FEIL LD T = v 7 % A%~ 7 (Skip Source Destination Check) ] 242 LET,

(A7 ay) [FT7AX—=FIPT KL A (Private IP Address) | Z#5E€ LE T, ZiuiE, VNICIZH LT
FRED IP 2R INT AL EIZOHMETT,

IPZHEE L72WGAE, OCLIZY 72y MIEIV Y THLNZCIDR 72y 7L IP T FLAZE Y Y CF
_a—o
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B sssn-vweor—ri—roem

ATFvT9
ATy 710

IPv6 7 RLAZREL TWAEAIE. —BDOIPv6 T RLAZRBIRL T, HA v Z—7 = A AZEH Y YT
iﬁ—o

[ DR (Save Changes)] 27 U w7 L, VNIC Z/Ek L £7,
B THME L2 D% VNICIZOWT, ZOFIEEEYIELET,

EfHINT-VNICDJ/L— ~IL—ILODEN

ATy T
ATy T2
ATvT3
ATv74
ATy Th

ATvT6

ATy 17

ATvT8
ATvT9

N B L O NTOL— FF—T N — hTF—7 L — L a8 L £,

[Networking] > [Virtual Cloud Networks] Z#&4R L, VCN IZEHEfHT 5 TCWbT 7 4V hb— k7 —7 )1
(WERE I3 22 U v 7 LET,

[JL— bkJL—JLD3EM (AddRouteRules) | %7 U v 7 L%,
[#—%7 v b& AT (TargetType) | Ku v 7 Z oo, [T A4~X—KIP (Private IP) | ZER L ET,
[485c% A 7 (Destination Type) | K12 > 7*Z26 [CIDR 7 1227 (CIDR Block) | ZiER L 7,

[56 45 DIPv4CIDR 7 17 77 (Destination IPv4 CIDR Block) 1125855 IPv4CIDR 7' 12 v 7 & A1 L %9 (i :
0.0.0.0/0) ,

[585EDIPV6 CIDR Y & » 7 (Destination IPv6 CIDR Block) JIZ%65EMD IPv6CIDR 7' 12 v 7 & A L3 (B :
[::/0])
[#—7% > FEI (Target Selection) | 7 4 —/L RICVNIC D7 T A X—KIPT7 RLAZ AN LET,

VNICIZIP 7 R LR ZBIRIIZEID B TTW WAL, VNICOFM (v Ea—T4 249 (Compute) 1>
[41 V> RBZ X (Instances) | >[4 VA2 U ADEFEHM (Instance Details) | > [#&#t 7= VNIC (Attached
VNICs) ]) THENEID Y TINZIP T RLAZHERTEET,

[JL— bJIL—ILDEM (AddRouteRules) | %27 U v 7 L%,
BB CHE L7254 VNIC IZOWT, ZOFIAZMED IR L FT,
GE) ASA Virtual ® (F#193 £ OV DHCP) X EICHKEREBIDNL—T ¢ > T —)b,

ipv6 route <interface name> <interface subnet CIDR> <ipv6_ virtual router ip>

il
* ipv6 route inside 2603:¢020:5:5800::/64 fe80::200:171f:fe96:921b
* ipv6 route outside 2603:c020:6:ba00::/64 fe80::200:17ff:fe21:748c
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ocl £ ASA 8 1 > 25 v 2~ADT7 2R

OCl LOASARE €1 VD RBAVAADT IR

X7 v =/b (SSH) #fafEH LT, STHOA UV AX A TR TEET,
AFEAEDUNIX AXANDY AT AN, T 74NV EITSSHYZ 94T v MREENT
WET,

+ Windows 10 3 2 OF Windows Server 2019 2 A7 AZi%, OpenSSH 7 74 7> b3 EENT
WAMEMRH Y £4, Oracle Cloud Infrastructure (& & > TARE &4 72 SSH F—Z i L T
A VAR AENERR LT B B 72 ) 7,

« Z O Windows /X—3 5 DA 1E, http://www.putty.org 7> 5 HEED SSH 7 74 7
FTHDPUTTY ¥ 7 m— R TEET,

BRSH
A VAL RS DI, IROERPBLEETT,

A VABZLADNT Y 7 IPT RV A, 7 RLVRIE, AV —1LD[Af A ZADFEM
(Instance Details) | ~— Y OHGETEE T, T/ —Ya s A=ma—2f&ET, [T
FA2UISALSYF+ (Corelnfragtructure) |O FT, [AYEa—T4 >4 (Compute) ]
WCBEIL, [41 AR VR (Instances) (27 U v 7 LET, RIT, AV AX L AEFRL

9, HDHWIE, 7P —E R API ® ListVnicAttachments 33 £ O GetVnic #{EZ{# [ T &
i ‘g—o

e A UVABF UV ADIZ—Y =4 ERAT — K,

o A VAL A LB LTz & M L72 SSH ¥ — T ORE F— iy ~D 7 V3R, F—
ART OFEHIZOWTIX,  [Managing Key Pairs on Linux Instances| ZZ L CT< 72X,

\)

GE)  HoHRAEKTHRE L /A L AEREFERT D0, A AZ U ADORERHZ/ER L7- SSH
F—_TEMEH LT, ASARIE A v R BZ A lcu /A4 U TEXET,

SSHAEZERALE-ASARIE 41 VR 2 D AADER

UNIX 2 Z A )LD AT A0 E ASARAR A > A Z v ATk 41213, SSHAFHLTA v
AR AT A v LET,

RATYT1 WOa~vy FEfFEHLT, 77 ANVOHREREL, BREZTRT7 7 A VaEGARND KO LET,
$ chmod 400 <private key>

»-y.,c‘
— — N
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B ovenssH 2R UL ASA RS « 28 L RADES

ATy T2

<private key>IL, 77 BATHA L AZ L AIZEHEMIT ONIME X —Z2EFLT7 7 A VDTN L
AHITTT,

AVAB AT VAT HITIE, IROSSH 2~ REfHALET,

$ ssh —-i <private_key> <username>@<public-ip-address>

T,

<private key> I, 77 BATHA LV AZ L ACEEMNT ONIZMEF—2E0LT7 7 A VDT NIRAL
AHTTCT,

<username> X, ASA AR £ L A ¥ L AD 2 —H—4TT,

<public-ip-address> (&, AV —ADNLEEG LAV AZ L ADIP T KL ATY,

<ipv6-address> |34 VAKX LV AEIHA X —T 2 ADIPv6 T RLATT,

OpenSSH Z (A L = ASA {R18 1 VX2 U A~D &

&

ATy T2

Windows & AT L5 ASARAR A 2 A X o ANTHEGET D121, OpenSSH 2 L TA > A%
AR TA U LET,

ZOFXF =T 2MOTHRTL5EIE. BRRETINT 7 AV EFHGHIRND K HIZT 7 A VOMREHET

HVENRDHY FT,

ROFNEZEFETLET,

a) WindowsExplorer C, fEx—7 7 A WIBEIL, 77 A V&4 27 VY v 27 LC[FTR/ST 4 (Properties) |
7V vy 7 LET,

b) [EFaUT1 (Security) | #7 T, [F##EXE (Advanced) | %27V v/ LET,

c) [F—F— (Owner) |BPEGOZ—HF—TH T b THDII LEMRLET,

d) [HERDESE (Disablelnheritance) 1427V v 7 L, [EARISNERECDA TPV FOBERME
HEFRIZZ#2 9% (Convertinherited permissionsintoexplicit permissionson thisobject) ] 34K L £,

e) BHOa—H =77 NTIEHRWEHERT MY 28R, [HIBR (Remove) |27V v/ LET,

) HODZ—Y—=Th 7  OT7 7 AHERN[ZILa> O—)L (FullControl) 1 TH 5D Z & ZHERL
e

g) ERARHFELET,

A VAL R H1Z1E, Windows PowerShell ZBH &, ko~ REFETLET,

$ ssh -i <private_key> <username>@<public-ip-address>

ZZ T,

<private_key> L. 77 ERATHA L AL LV AZHEANT DNICEX—ZELT 7 A NDT VIR
AHITY,

<username> (X, ASA I A L AKX LV ADZ—H—4 T,
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PUTTY % L1 ASA 528 1 > 2 5 w2 ~0t8 [l

<public-ip-address> &, 2V —ANOLEE LAV AZ L ADIPT RLVATY,

PuTTY Z{EH L= ASA{RTE 4 VX2 U A~D 5k

PuTTY A LT Windows ¥ A7 L2025 ASA AR A v A& 2 A ZEEsi 3 A I12id. IROFIE
EEITLET,

ATy 71 PuTTY 2 & £,
ATwT2 [ATTY (Category) ] XA T, [Evra> (Session) | #HINL, WONEEZATILET,
cRRAMRFLIXIPTRFLR :
<username>@<public-ip-address>
T,
<username> X, ASA AR £ LV A X L ADZ—H —4TT,
<public-ip-address> |, TV —=ANLRG LA LV AZ L ZADNRTY v 7 IPT RLATT,
e R— bk 22
- B2 4 7 SSH

ATy T3 [AFTTY (Category) ] ~3A > T. [Window] Z B L. [Z£#: (Trandation) ] &R L £,

ATy 74 [JE—FXFtEY + (Remotecharacter set) | K v 7 # 7 U 2 K C, [UTF-8] &R L £,
Linux X—ADA VAL L ATT 7 40 FOar— Vi EIZUTF-8 T, ZAUZ LY, PuTTY IR U= o —
NEFERATHEIICRESNET,

ATwv 5 [AFTTY (Category) ] 31 > T, [#E#H (Connection) ]. [SSH] DIEICERI L., [EB5E (Auth) 1227 U v
7 LET,

ATv76 [BHB (Browse) 127V v/ LT, MEST—ZBRLET,

ATv 771 [ Open) 227V 7 LT, ByvaraflaLEd,

A VAR RIS TR T 25651, V= "—DHRA FF—=RL VR M IZF ¥ v a IR THRN
(the server's host key is not cached in the registry) | 9 X v v —UNFREINDZ ENH Y 3, [IEL
(Yes) |#27 VU > 7 LT, Hhiahift LET,

IPv6 D ST a—TFTa 5

RS2 SSH : IPv6 %21 L 7= ASA Virtual 23EHE L T 720
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B reorsina—s5009

cfBRE A LHF—F Y =N T A RAD /0 D)L— D VPC )b— T — T IVICTEET
BEMEIMEELET,

Rk FHY TRy MEREFA T oA RIZEEMS T onTcE X2 VT 4 I —T
TAR=F2BFASNTVDLENE D PEERLET,

cfBiRE BEIA L X —T 2 A ABIPV6 T RLATHREINTWVAME 5 5% IPv4SSH &
va R TTHERLET,

o f#iRi% ASA Virtual @ [ssh config] THELRTNTOREN Day-0 D—EgE LTIRES
TNDD, HDLWIIR THRET 200 EHERL £,

FIRE AEHMDO N7 7 4 v 7 BFEEE L Ty,

« BiR% [EC21 >[4 Y RA VR (Ingtance) |>[#vy bT—F>2 4 (Networking) ] T, [
BIELITEFELEOMBOEL ] MEIEINTWVENE I N EHERLET,

o fRRE L— RSN/ O Linux CHRUICERESIN TWAZ L 2R LET,
e fRiRiE FENC LD IPV6 7 FL v v 7 DOEA1E. ASA Virtual IZEY) 72— 2B L%

R
o f@iRix  Tshowaspdrop] CT/X7 v b Koy 7R EL TRV EMER L, #EXHE L E
R
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BERICDOWT

CORF2IAVMNEI, RKEVRAOARITRF 2 AV MNDSEMRTT, YV IBHRICODEXLTIE
. BERBRIBEFAT. ZEBRICTZ Y 77— DHD. UV IEOR-IHBEI/LTEThTWNS
BEFHDEITEEZCTELIEZD, HBLETHLEZNMREBDFTIDT, IEXLBABICDL
TIKETAIPMDRF AV M ESELESZL,



