KVM {58 L 1= ASA {18 OE A
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AN ASA AR #EATEET,

|
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« ASA FAR oftE) (10 X—2)

e KVM T ASA FfE DR 7 —=< 2 A (11 2—)
«CPUMHEKLLFA—F (223—Y)

KVWM TO ASARE DHA FS5 4 U THIFREIE

ASA AR DEANIFEHINDHFEEDNN— R =TI, BAINDLA VALK ADOESCHEHE
L > TERY £, ERTAEMNBT 774 T AL, SA S~ ETORN) V—
AENY YT (AEV, CPUE., BIOT 4 AV EE) BDHLETT,

|

EE ASARMEIZ. GBDOT 4 AV A hL—V Y A4 A TEASNET, TAAIEEDY V) —RE|
DETCEEETLHZLIITEEEA,

ASA A8 Z B AT LR, ROTA R A » LHIRFHEZ MR L E T,

KvM ZER L7- ASA R oEA [}



KVM % L7 ASA {8 A |
B < coasaRE 0H A K54 L THREE

KVM TD ASA RIE D AT LEH

BN T =< AZHERT D720, UTOMRICHER L TWD Z L 2R L T EE
VN, ASA AR 121X, IROBERH Y £7,

o IR A b CPU I, RABMLIEIRIERE 2 i 2 7=V — /X — 27 T A D x86 X — A D Intel F 7= 1% AMD
CPU THBHULEND Y £7,

To& 21T, ASAAH N7 —~ AT A R TARTIL, 2.6GHz TEIET % Intel® Xeon®
CPU E5-2690v4 7' 11t v H Z#4# L 7= Cisco Unified Computing System™ (Cisco UCS®) C
VY= A ME =N —Z R LT ET,

#E3ZE Z5 vNIC
BN T v ARBL T DITE, RO NIC ZHEE LU E 7,

¢ PCI /R A ZJL—TD i40e : Y — X— O NIC 2 VM [ZBEfHT. DMA (A4 L2 kX
FYTI7ERZ) S LTNIC & VM OB T Ry y hTF—E %2Rk LET, 7y bk
BT CPU VA Z VI NEH Y 8 A,

« i40evilixgbe-vf : FEEANZ FRL & A LTI A (NIC & VM [ DMA /37~ |) | NIC ##
DO VM HTHEATEET, SRIOV T, EADFIIEN SV, —RAICHEE S E

¥+, Rk
« virtio : 10Gbps DENMEZ YA — K LETH, CPU VA 7 L b MBI R >~ h T —7
RIA 1 TT,

N

GE) KVM I ATALATEITEINTWD ASAIRA A AKX ATIL, WIC 74 Nid0e /N—T 3
21125 T D SRIOV A v F—T =2 A A TT —HABEHORENBETI2HENH Y £1,
ZOMEOERERE LT, ZOWIC A=V g UEAMOANA—2 g T vy F 7 L— N5 52 8
HELEL 97,

NI A—T I ADEFEL

ASA AR D FEDONRT 3 —< L AR FEBRTH720I12, VM LR A MOWi T Z2FHET 52 &0
TEXFET, FFMIZOWTIE, KVM T ASARIE O 7 p—< 2 AFHEE (11 =) =&
LTLEEN,

*NUMA : 72 k VM ® CPU U ¥ — X % B.—® Non-Uniform Memory Access (NUMA) / —
RICHHEST 2 2 & T, ASA AR DR 7 p—~ > A% ETEET, FEHIC OV T,
NUMA OHA KT A4 (12°3—=2) BB LTI,

« Receive Side Scaling : ASA {48 I% Receive Side Scaling (RSS) # %R — kKL TWET, =
L, 2y NO— U T X TR L > THEEO T at vy aTicry NI—2ZENTF 7 4 v
I G DD ENDT 7 /vy —T7, FFMIZ OV TIEL, Receive Side Scaling

(RSS) HOBEHD RX Fa— (14 —) 2BHL TSI,
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| KVM %G/ L7- ASA RHE DEA
KVM T ASA 728 0 51 K51 vosiR®EE ]

* VPN OEREIL : ASA {RAE T VPN X7 4+ —~ 2 Z Ik 4 5 7= 0OBINOE EHEEIC
DUWTIE, VPN Ol (17 2—) 28R LT EEN,

9SRBEY VG

NR=Tg 917 UM, 77 AZ Y 1L KVM TEBRENT- ASA RAEA v A X L ATYR—
FENFET, ZFEHIZHOWTIEZ. TASA Cluster for the ASAv] Z#ZH L TL7F &V,
CPUE=Y

KVM B85 C ASA AR ZHRE S H 41213, CPU B=2 V7 RUETT, CPUE L= 7 DOHER)
& (11 =) 2R TSN,

N TRLZEYT A4 HARSA2DE=HDT 2 —ILA—1N—

T x— LA — N—FEOEAIT, AX U ASAIEBRE LT A 2 AR 522 T D 2 &
ERERL T EEW (2 X, Wi OEEMN 2Gbps DHERAT 5 TH D Z L7 E) |

| B

BEE ASARE ZEH L TEATHMEST 2T 256813, 7—% A ¥ —7 =4 X %4 ASARAH
R CIEfF CIEBNT 2 MENH Y £, ERICFECA »Z—7 = A AR HEFTH ASA
ﬁﬁ:ﬁméné&AmAﬁﬁzyy—wmii—ﬁﬁ%éﬂézkﬁ%DiToit\
Tz VA= AN—HERICHEERH L ENH Y £,

Proxmox VE £ ASA {48

Proxmox Virtual Environment (VE) X, KVM (A8~ U #EH CE A4 —T Y — A DY —
N— v, 7 7 v N7 #—ALT7, Proxmox VE [X., Web X—ADEH A L X —T = A b
L £9,

Proxmox VEIZ ASARAME Z AT AT, =32 — &NV TAR— 22K S|

VM%&E#%%%%%@&#O/JTwT b#ﬁw&\7~h7/77ntx$_mm
AR SV —TIRAEIC 72 0 £, T RTOEHEZ X 7%, Proxmox VE Web ~<— R FH A > & —
T oA AEMEHLTEITTEET,

)

(GE)  Unix ¥ = /L% 721 Windows Powershell {2184 TV % Bk —H —[H]7I1Z, Proxmox VE |48
BEOTRTOa v =R "NaERTLa~v L R I4 0 A 02 —T oA AR LET,
ZOavw U RIA A E—T oA RZE, ATV V= MNMe X THisEREE & UNIX @ man
N=VERDTERR R A FRH Y 77,

ASA (RAR ZIE L EFT2121E, VMICV U TIAT AL ZAZRETHLEND D F9°,

1. A A > Management Center DD T 7 —3 9 ) —TASA AR ~ 2N L £
D

2. R~ OB EA7IZLET,

KvM ZER L7- ASA R oEA [}


https://www.cisco.com/c/en/us/td/docs/security/asa/asa917/configuration/general/asa-917-general-config/ha-cluster-asav.html

KVM % L7 ASA {8 A |
B« zmm L asA R omAIZO LT

3. Hardware> Add> Network Device Z#3#R LT, U7 /R—FZBIMLET,

4. fFE~ o OBEFRE A AT LET,

5. Xtermjs ] LT ASA (il w2 o7 7 A LET,

FANP—=R=TRKety T v LT 7T 4 7ibd 57120 TiE, Proxmox ¥V 7
IR DOR—T %S L TL &N,

IPv6 DY HR— ~

KVM T IPv6 Z ¥R — b DRED vNIC ZERT 2I12IE, IPv6 iRE/NNT A — X TR E N D
XML 7 7 A N o Z—T 2 A AT EIHERRT D45 H Y £7°, virshnet-create<<interface
configuration XML filename>> a2~ > REHEH L CINOD XML 7 7 A V& F4T73 5 2 LIk
D, IPv6 *ry NU—2 7 u havZzfEHT 25 wWIC # A VA F—/LT&EET,

AH =T AL, RO XML 7 7 A VZEETE £,
cEHLA X —T = A A mgmt-vnic.xml

PWiA v 4 —7 = A A : diag-vnic.xml

WA v H—7 = A A : inside-vnic.xml

N A B —T =4 A : outside-vnic.xml

% -
IPv6 REDEHA 2 —T = A AFD XML 7 7 A VE2AERT 5 ik,

<network>
<name>mgmt-vnic</name>
<bridge name='mgmt-vnic' stp='on' delay='0' />
<ip family='ipv6' address='2001:db8::a111:b220:0:abcd' prefix='96"'/>
</network>

FREIC, oA Z—T = ZAHD XML 7 7 A VEAERT 20BN H Y £,

WDa<vy FEFEITLT, KIMIZA VA =L EINTWARERY N —27 T XX ZHER
T&EFET,

virsh net-list
brctl show

KVM ZEA L7- ASARTE OEAIZDIT

KOKIL, ASARIE & KVM DRy hU—27 hAReoflz R LET, ZOZETHHL TV
HFNEX, 20 bARr PORNZIESNTWET, ASA AR X, NER Yy hU—27 LA >
NO—2 OBDT7 7 AT+ —LE LTEWELET, £/, BHOEER Y FU— 7 RHRES
nEd,

I KVM %R L7- ASA R2E OB A


https://pve.proxmox.com/wiki/Serial_Terminal
https://pve.proxmox.com/wiki/Serial_Terminal

| KvM %GR L 1= ASA R DEA
asa m22 & kvm orriess [

1:KVM % {5 L 1= ASA{RAE & Al

10112
g0

188.51.100.2
gl

Linux Guest Limung Guesk Linux Guest
Inside Mgmt Outside
10.1.1.3 , 192.133.}%"-, /198.51.100.3

st } " 1
Inside B T Outside =0
Metwork Metvwork Mebaark
i, KM
: 1 i Linam
virbr2 virbrl wirbe3
10.1.1.10 102.168.1.10 198.51.100.10
: athi) e
Eim ot 1015230 8

ASA =78 & KVM D RIIREH

+ Cisco.com 2> ASA A8 qcow2 7 7 A V& X 7> v— KL, Linux R A MIEMHL £,

http://www.cisco.com/go/asa-software

Y

GE)  Ciscocom D 7 A o BLIOY AT —E XN NE T,

c ZDV=a T I)LOEAFTIL, = —H —2 Ubuntu 18.04 LTS ZfEfH L TW5 Z & ZRilE &
L CVvWE9, Ubuntu 18.04 LTS 'R A b D FEICIRD R lr— % A4 A =)L LET,

* gemu-kvm

* libvirt bin

* bridge-utils

* Virt-Manager
* virtinst

« virsh tools

* genisoimage

KvM ZER L7- ASA R oEA [}


http://software.cisco.com/download/navigator.html?mdfid=279513386

KVM % L7 ASA {8 A |
B zoe00 7 %a—var o7 ok

NTF =V VAT A N EZOREDHELZTES, A MEHETHI LT, KVM
TOASAFRBDAN =Ty PRI TE £, —fRNLRR FREOEEIZ OV T,
[NFV Delivers Packet Processing Performance with Intel] #ZM L T 7230,

« Ubuntu 18.04 OfEF] 72 i biziL, OB DOREENET,
s macvtap : EPERED Linux 7'V v ¥, Linux 7' U v OR3P D (2 macvtap 2 CT& £
9, 7272 L. Linux 7'V v PO 0 (2 macvtap Z AT 2581, FEEORTEEIT
IMENRDHY T,
* Transparent Huge Pages : A& U ~X— U414 X &8I £ 9, Ubuntu 18.04 TiX, 7
T A R TH TR TVET,

Hyperthread disabled : 2 20 vCPU% 1 DD > 7L a7 IZHI L £77,

» txqueuelength : 7 7 4 /L k @ txqueuelength % 4000 /3%~ MIHEIS®, Fry 7 L—
M2 AR L £

« pinning : gemu 35 X O vhost 71 A ZKFEDCPU 27 [TV 45kt LET, FrEDSR
EFTIE, BEVERICE > TR T3 —< 2 ARKIEIZH ELET,

*RHEL X—ZDT 4 A M B 2—3 3 »OFi#E{kIZ OV TiE,  [Red Hat Enterprise Linux 7
Virtualization Tuning and Optimization Guidel] Z &M L T 72 &0,

cASA V7 U =T B I ONASA AR A R— A PO HHMIZ OV TIE, Cisco Secure
Firewall ASA O HME [H3E] 22 L T E &0,

FE0OHDaOVIA4FaL—3y J74ILDEE

ASA A8 Z BT 2501C, FEOHHOary 74 ¥al—rary 7y A VEHEHTEET, =
@7 7 AL, ASA AR OEENRFICHEH S D ASA (IR OREEZGLT XA N7 7 AL T
T, ZOYMEEIX, [dayO-config) EWHTHFA LT 7 AV ELTHREDIEXRT L7 LY
%Mén\é%_mwmo774w«&%ﬁéhi#o:@dWMw774wﬁ%m@@@
R~ hESR TR onET, HOBHar 7 ¥ 21— ar 77 A0, i<
Eb, BEA LA —T oA RET VT 47 kT D a~vr RE, A —§8FEH SSH H— 31—
ERETHAV REBOLLENRDY ETN, TRXTOASARELZEZDLHI L HTEET,

day0.iso 7 7 A /v (B A X I day0.iso 721357 7 4 /v b day0.iso) 1%, FYIORLENFIZfEH T
HILENRHD £,
o WIHPE AR BB ASARARIC T A B2 A& 59 5121, Cisco Smart Software Manager

M X — R L7- Smart Licensing Identity (ID) k—2 > % [lidtoken] & 97 F A
T AMTKEAM L, O BT 7 AV ERITT 4 L7 FUITRIFLET,

AR VGA =2 V= TlEZ < NAR=NRNA DY FILIR— k35 ASA AR 2T 7

AL, RETDHHAIL. FHOHAHER 7 7 Az ay Yy — v U T VO EEBIML T
G A NtV 7’/1/1‘*— NEEHTAMERHD 9,

I KVM %R L7- ASA R2E OB A


https://www.intel.com/content/www/us/en/communications/nfv-packet-processing-brief.html
https://access.redhat.com/documentation/en-us/red_hat_enterprise_linux/7/pdf/virtualization_tuning_and_optimization_guide/Red_Hat_Enterprise_Linux-7-Virtualization_Tuning_and_Optimization_Guide-en-US.pdf
https://access.redhat.com/documentation/en-us/red_hat_enterprise_linux/7/pdf/virtualization_tuning_and_optimization_guide/Red_Hat_Enterprise_Linux-7-Virtualization_Tuning_and_Optimization_Guide-en-US.pdf
https://www.cisco.com/c/en/us/td/docs/security/asa/compatibility/asamatrx.html#id_65990
https://www.cisco.com/c/en/us/td/docs/security/asa/compatibility/asamatrx.html#id_65990

| KvM %GR L 1= ASA R DEA
#0A0av T+ ¥aL—var 771 00%E [

R TUANRT LY b= R TASA R 2 EAT 5513, T AXT LY hE=RT
FATENDEEAD ASAMERL 7 7 A V%, 0 BT 7 A v & LTHIT 2 805
VET, X V=T Yy R 7747 04— ADOFEOAHaryT74Falb—ar Ty
A IAZITRESE LEH A

GE) Z OFITHE Linux 2MEFH S TWETH, Windows DA HEREO2—T 4 VT 4 B3H 0 £
‘é‘o

ATw 71 TdayO-config)] L\WVHITF A7 7 A /M ASARAR D CLIREZLALET, 300D A L F—T A AD
RE & EDOMOMERFRELAZBIMLET,

BAIDITIZ ASA D/N—2 5 V THED DR H Y £9°, dayO-config 1L, HXh72 ASA L CTH D MR H
W %9, dayO-config &A=l d % it 72 k1%, BEAFD ASA E721X ASA R O FEIT2 7 4 Fa b—
voa L OREESY 2 2 v —9 5 T, dayO-config NOATDNEFFIZEEE T, BEfED show running-config
gy RHADIEFRE —EH L TWARERSH Y £,

1 -

ASA Version

|

interface management0/0

ipv6 enable

ipv6 address 2001:db8::al111:0220:0:abcd/96
nameif management

security-level 100

no shut

interface gigabitethernet0/0

ipv6 enable

ipv6 address 2001:db8::alll:b221:0:abcd/96
nameif inside

security-level 100

no shut

interface gigabitethernetl/0

ipv6 enable

ipv6 address 2001:db8::al1l1l1:b222:0:abcd/96
nameif outside

security-level 100

no shut

crypto key generate rsa general-keys modulus 4096
ssh ::/0 inside

ssh timeout 60

ssh version 2

aaa authentication ssh console LOCAL

dns domain-lookup management

dns server-group DefaultDNS
name-server 2001:4860:4860::8888

ATFv T2 (UEE) ASAR OYIHIE AR AEIICT A o 226 235 81%. dayO-config 7 7 A /LICIR DIFH
DEENTNDZ AR LTIIEIN,
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KVM % {3/ L 1= ASA {38 oBA |
B 527y o7 noms

P LA =T = AA ADIPT FLA

« (f#&) SSmart Licensing T 3" 2% HTTP 7' 1 %

«HTTP a3 ($8E L7=¥HE) F 721 tools.cisco.com ~DEEFEZ AT 5 route =~ > K
« tools.cisco.com %z IP 7 K L A |Zfi# k-9~ % DNS P — 3—

« ZIRT D ASA AR T A & A& H4EET S 72 O Smart Licensing DX E

« ({EE) CSSM TOD ASA A8 DIRRERHIZT HI2OD—EDKRA M

ATv 73 (EE) Cisco Smart Software Manager (Z &2 > T31T S 4172 Smart License ID h—2 > 7 7 A L& 2 B a—
2l ra—RL, #yra— K77 A 06D h—27 & abt—L, ID h—7 v OAh%k&Te lidtoken)
EWVWITHXFARNT A NVEERLET,

ATV T4 THANT7ANV%EISO 7 7 A MTEH L THAECD-ROM £k L 7,

51 -

stack@user-ubuntu:-/KvmAsa$ sudo genisoimage -r -o day0.iso dayO-config idtoken
I: input-charset not specified, using utf-8 (detected in locale settings)

Total translation table size: 0

Total rockridge attributes bytes: 252

Total directory bytes: 0

Path table size (byptes): 10

Max brk space used 0

176 extents written (0 MB)

stack@user-ubuntu:-/KvmAsa$

ZOID h—27 12K 5T, Smart Licensing #—/3—|Z ASA {48 75 H BRI B ER S L E T,

ATYTE AT 71 nB52 0L, BAT5ASARAE Z LIz, WYRIPT FLAZELT 7 4/ b O 7 7
A NVEVERE L E T,

BTy XML T 7 1 IILDZEEE

ASA AE 7 A F & KVM AR A MCEHE L, 7 A M MAEER T 28Ry bV —7 Z230ET
DWENDHY £,

\ )

GE) ZOFIETIE. KVM AR A RS AEE~OEGRIIME. SN EE A,

KVM A A R EIZRABT Y v XML 7 A VEH#EHLET, FEOHOa 7 4 Falb— g
77 ANVOEER (6 3—) ICEEHINTWAEMER Y hU—7 bR PofTiE, 320
AT Y v 77 AL (vitbrl.xml, virbr2.xml, virbr3.xml) NMETT (IR HD3D2DT 7
ANGZBEERTZ20ERNHY £7, 72& 2, vitbr0 [T TIFEL TV LA T EH
N) o BT TAMIE, RETY v DOBREICHERERBE TN TOET, RETY v VI
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| KvM %GR L 1= ASA R DEA

ATy T

ATy T2

ATvT3

ATvT4

wEIyvoxm 77 Lok ]

L CHRIE—BEDMACT RLAZIRETHVLENHY £, IPT KL ADREIIEET
TO

3ODRAER Y NU—27 7Y v XML 7 7 A VEER LET, IROFITIL, virbrl.xml, virbr2.xml, 35X
N virbr3.xml T,

51 :

<network>

<name>virbrl</name>

<bridge name='virbrl' stp='on' delay='0' />

<mac address='52:54:00:05:6e:00"' />

<ip address='192.168.1.10"' netmask='255.255.255.0" />
</network>

B -

<network>

<name>virbr2</name>

<bridge name='virbr2' stp='on' delay='0' />

<mac address='52:54:00:05:6e:01"' />

<ip address='10.1.1.10" netmask='255.255.255.0"' />
</network>

51

<network>

<name>virbr3</name>

<bridge name='virbr3' stp='on' delay='0' />

<mac address='52:54:00:05:6e:02"' />

<ip address='198.51.100.10"' netmask='255.255.255.0"' />
</network>

UTEELAZ VT NEERRLET (ZOFITIEL, A2 Y7 MZvirt_network_setup.sh & V9 &R & T F
)

virsh net-create virbrl.xml
virsh net-create virbr2.xml
virsh net-create virbr3.xml

TDAZ YT NEFTLT, XYy NUV—2%2BELET, ZOAZ V7 M, KfBRy NT—7 %1%
BREEIZ LET, Ry FU—21F, KVM AR FREIELTWAIRY BRI L ET,

stack@user-ubuntu:-/KvmAsa$ virt network setup.sh

G¥) Linux R A b & Y v— N3 584 1%, virt_network setup.sh 27 U 7 s & HIEITT HMENRNH Y
F9, AZ VT MIV T — MRS IVER A,

FAEFR > U= PER SN Z L 2R LET,

stack@user-ubuntu:-/KvmAsa$ brctl show
bridge name bridge id STP enabled Interfaces
virbr0 8000.0000000000000 yes

virbrl 8000.5254000056eed yes virbl-nic
virbr2 8000.5254000056eee yes virb2-nic
virbr3 8000.5254000056eec yes virb3-nic
stack@user-ubuntu:-/KvmAsa$

KvM ZER L7- ASA R oEA [}



KVM % L7 ASA {8 A |

B ashmE o

ATV TS vitbrl 77U v IZEYV B TENTWAIPTY RLAEZFRRLET, ZHiE, XML 77 A /L THEY YT/~ IP

7 RLATY,

stack@user-ubuntu:-/KvmAsa$ ip address show virbrl

S: virbrl: <NO-CARRIER, BROADCAST,MULTICAST,UP> mtu 1500 gdisc noqueue state DOWN
link/ether 52:54:00:05:6e:00 brd ff:ff:ff:ff:ff:ff

inet 192.168.1.10/24 brd 192.168.1.255 scope global virbrl

valid 1ft forever preferred 1ft forever

ASA {8 DFCEN

ATvT1

ATy T2

virt-install X—ADE AR U7 MR LT ASARE Z2E#cx £9,

lvirt_install asav.sh] & V)9 virt-install 227 U 7 h&/ER L E5,
ASA RAE <~ v D&4FNT. ZOKVMAA R FOMOLE VM T—EThHALENLY 3,

ASA AR TIHHR KR 10 DXy N = BRYR—FESNET, ZOHFITIEI 2Oy MU= BRI T
WET, Xy NT—27 7 U vy VOROIAFITEZETY, U A NORYIOANTFIC ASAIR DEHA 2 —
7 = A A (Management 0/0) , 2 % H DAJIEL ASA {42 @ GigabitEthernet 0/0, 3 # H DAJI% ASA {RAE D
GigabitEthernet 0/1 |Z5%4 L. GigabitEthernet 0/8 F TAERIZHE X £3°, AR NIC IX Virtio TZRIF LRV &
A,

&1

virt-install \

--connect=gemu:///system \

--network network=default,model=virtio \

--network network=default,model=virtio \

--network network=default,model=virtio \

--name=asav \

--cpu host \

--arch=x86 64 \

--machine=pc-1.0 \

--vcpus=1 \

--ram=2048 \

--os-type=linux \

--virt-type=kvm \

-—import \

--disk path=/home/kvmperf/Images/desmo.qgcow2, format=gqcow2,device=disk,bus=virtio, cache=none \
--disk path=/home/kvmperf/asav_day0.iso, format=iso,device=cdrom \
--console pty,target type=virtio \

--serial tcp,host=127.0.0.1:4554,mode=bind,protocol=telnet

virt_install 2 7 U 7 N &2 AT LET,
i :

stack@user-ubuntu:-/KvmAsa$ . /virt_install_asav .sh

Starting install...
Creating domain...

I KVM %R L7- ASA R2E OB A



| KvM %GR L 1= ASA R DEA
KM <o AsA {28 037+ —< > 25% |

A4 RUNHE, VMO Y =V RRRENET, VMBEFTTHL Z L LR TE ET, VMAE
5 ETITEDDND ET, VMBEBL7-H, a2V — VEE»NS CLI 2~v 2y REFTTEET,

KVM T ASA RHE D/N T+ —< 2 AFE

KWMERTOD/INT+—T 2 ADMAE

KVM A A FOBRELXETTHZ LI2E > T, KVMEBEEND ASA AR DR 7 4+ —~ o X %M
EERERZZLENTEET, ZNHORTEIE., AN b—_"— ORI ORE & ITEREER T
9, ZDOA T 3 1E, Red Hat Enterprise Linux 7.0 KVM Tl i T& £ 97,

CPUY =T HAMITE L, KIMBERTONRT 3y —< o A% b ETEE T,

CPUE>Z=VTDAEME

ASA 48 Tix, KVM BEE TOD ASA AR DR 7 5 —~ v A% [f] L& 57292 KVM CPU 7
T4 =T 4 AT varEBlHTLOMERHYET, Yaky 77 =71 (CPUE=7)
WZED, IrbERELA Ly FEHFRAELLE (CPU) SCIRIAV CPU D /SA » R ESA
RFEERNATRRIC 72 0 | AT CPU Tl <, EESNTZ CPU TOAT REAETLITAL Y R
METSIND LI ET,

EUBHR SN TOVRNA Y AF U ATEVHER SN TND A VAKX ADY ) — ABEM
SNRNVEIIZTD72DIT, CPU = T EHMEHLRNA L AZ XL FHIDRA MM CPU
=V T EEHT o4 VAZ AL RAT DX OICARA MEREHRELET,

L 4]

B NUMA AR P EEERNA U AZ AL UFAA FMINUMA bR PO LV AZ A
PREALZWVWTLSIEEN,

TOF T arEERATAREEIE. KWMAARNCTCPU Y= VEERLET,

ATFY 1 KVM AR RRET, Vo= 7 TE 2 vCPU O EZFRE7-DI2, FA MO MARu PR LE
@—O

1 -

virsh nodeinfo

ATy T2 HHAREZ vCPU O A TR L £,
1 -

virsh capabilities
RART9 T3 vVCPU Tt y¥ a7oty Moy =v7LET,
11
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B vwvaossrscy

KVM % L7 ASA {8 A |

virsh vcpupin <vm-name> <vcpu-number> <host-core-number>

virsh vepupin =< > Rid, ASA (RAH £ vCPU Z L IZSATT 20BN H Y £5°, WOFIIX, vCPU 23 4
D ASA AR AL AL, AR MI8EO a7 RHEH SN TWDGEITHEIZRDKVM a~vy REpRL

TWEJ,

virsh vcpupin asav
virsh vcpupin asav
virsh vcpupin asav
virsh vcpupin asav

w N = O
g w N

RAMDATHEEE, 0~TDOEDFESTENENERFA, FHMIZONTIE, KVMO R¥a X 7 —v g
YEZRLTLIIEIN,

G¥)

NUMA @ 75 A

CPU VL = T HERT DAL, AA R P—"—D CPU hARr VEEEIIHH L TLEE
W, BEOaT7 TR SN — =2 H L TWAEAIE, 5o Yy M=% CPU
U= T ERE LRV TS IZEN,

KVM R CO/RT p—< 2 ZADMm EIZiE, EHO VAT A VY —ZAREEIT/2 2D LD BT
bHdH D FET,

N2

Non-uniform Memory Access (NUMA) %, /L F7uatvH T AT a0 7F kv P icwtd s A
AVAEYEY 2= /VORBICOWTCRBTIHEAETI T —F7T 7 F ¥ TY, 7k yhn
HED/)—F (VE—FAEY) WITHEELRWAEVIZT 78R T55A1E, 2 —HLAE

VICT 7824556 X0 bIREHOME T, NUMA #5i2/ L 7 — % 2k T 2 LERH
nET,

X86 Y — =T —%F I F I, OV FBLIOY 7y NNOEEO a7 TR SN T
WET, £CPU YTy hEZDAEIBLUTO A, NUMA / — REFFENES, AEU MM
537y M EIERCHEARDIZIE, FA ST 7 r—ya v BIOEEMT STV D JED
s (NIC 72 E) DREIC / — FRIZTFET A LENRDH Y 97,

=

72 ASA AR X7 p—~ U A B FEHTHIT1T

cASA AR =%, 12D NUMA / — R ETEITTAXLERSH Y £9, 1o0D ASA Al
M2ODI 7y hTEITEND L IICEAINTWEEE, /73—~ AIKBICET
]\/iﬁ—o

87 ASARIE (M2:8 =27 ASARAENUMA 7 —F5 7 F v Dl (13 2—3) ) T
X, WA BRCPUDE Y 77y b, TNENSMELL EDO 2T 22 TWAMENH Y 3,
P R— ETHEITENTVAMD VM IZOW T EBTHLERH Y £,

«16 =27 ASA AR (M 3:16 27 ASA(RIENUMA 7 —F7 7 F ¥ O (13 2—) )
TlX, AN CPU LK Y 7y b3, FNEFNN16HUL EO AT #HEZ THWDELERDH Y
F4, == ETETENTVAMD VM IZHOWTHEETLZLERNDH Y 97,

e NIC %, ASARIE = E[E U NUMA J — R EICHALERH Y £,

I KVM %R L7- ASA R2E OB A
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numA D74 k51> ]

WOKIE, 22O CPU V47 y b3H 1V . £ CPUIC 18D a7 RNEH I N TWH Y — _R—% R
LTWET, 8 27 ASARAE TiX. AA FCPUDE V7 v MIEIESHED a7 NULETT,

H2:837 ASA{RIE NUMA 7 —*T 9 F ¥ DOl

— numa 0
8 core ASA virtual
CPU Socket 0 CPU Socket 1
§ EEEEEN
- .. EEEEEE
t EEEEEE
WO Controbor VO Controlor
NIC

numa 1 =-

WO, 2-2OCPU Y7y 3BV | K% CPUIC I8HD a7 BNE#Hi SN TWnAE Y ——% R
LTWET, 16 27 ASA{RMR TiL, R A N CPUDE Y7 v MK 16 MO = 7 S NET

j—O

3:1607 ASA{RIE NUMA 7 —XT 9 F % Ol

— numa 0

16 core ASA virtual
CPU Socket 0

CPU Socket 1

S0y Reuagy

MNIC

[roe | [rae]

a0y koL

numa 1 -
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KVM % L7 ASA {8 A |
B receive Side Scaling (RSS) FRD#EH®D RX ¥ 21—

NUMA O &3E1k

BAMIZIE, ASAIRAE <= > id, NICOAEIEL TW5 / — K ER U NUMA / — R ECHEITY
HUERHY FET, FIEHITIKRDO EBY TI,

1. [listopo) ZFEH L TNICHAAIZ/>TND /— REZHBIL, /— RFROREFRRLET,
NIC Z 12T, ED/ — iR IN TV LI E AELET,

2. KVM A A NT, virsh list 2 LT ASA K8 Z#MHE L F T,
3. virsh edit <vM Number> ZfEH LT VM ZfE L E 7,

4. BRLUTZ/ — FICASARME Z2REL X3, ROFITIE, 1827/ —FE2MEL TV E
j—O

J— R0 ~DEE

<vcpu placement='static' cpuset='0-17"'>16</vcpu>
<numatune>

<memory mode='strict' nodeset='0'/>
</numatune>

J— R 1 ~DIE

<vcpu placement='static' cpuset='18-35'>16</vcpu>
<numatune>

<memory mode='strict' nodeset='1'/>
</numatune>

5 xml OEEEZLEFL, ASARE ~> v OEREZFRALET,

6. VM 75’55’]@/*‘ l\f%ﬁéé@“(b‘é k%ﬁ@; ﬁ‘é \ ps aux | grep <name of your
asav vM> HFEITLTC, 7rERXID #BUE L £,

7. sudo numastat -c <ASAv VM Process ID> %%’1’? LT\ ASA 1'&,*5 7?‘/75’@@”\’—@6%3“
TWOHERLET,

KVM T® NUMA FHEOHE BT 2 52 DUV TiL, RedHat ® R = A > b [9.3. libvirt
NUMA Tuning]] ZZM L T 7E &0,

Receive Side Scaling (RSS) FADEHDRX F+ 1—

ASA AR X, BH Tty aTIicrxy NI—UZENT T4 v 7 T 5720

NT =T HFREZE> TSNS T 7 ) 1Y —Td 5 Receive Side Scaling  (RSS) 75"‘5“1‘*—

%wai? RRAN—T" NEFEBLT 521X, % vCPU (=27) (ZHE O NIC RX &% = —
HESNTWDOIXENRS D 9, —i%A072 RA VPN BB Tld, 1DONE/ANRT DA >

& T2 AEBHTLHERH D LICER LT ESN,

| &

BE HHORX Fa—%MHT D01, ASA AR N— 3 1 9.13(1) AR LEE T, KVM D5
AL libvirt OX— 5 T 1.06 LI THAILERNH Y £,

I KVM %R L7- ASA R2E OB A |
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| KVM %G/ L7- ASA RHE DEA

Receive Side Scaling (RSS) AOEHDRX 21— [

PRI T DA v B —T A Z%FH58 a7 VM OHA, [X4:8 =7 ASA {i4H RSS RX
Fa— (15X—=) TR TEIT, AV H—T 2 RATNI4ODRX F2—0H Y 7,
X 4:87 ASA{R*E RSSRX & 1 —

ASA Virtual
8vCPUs = 8 phyical cores on host

AEEEEERE
[ O O

> 8
5 :
2 o
g g
-
Inside RX Outside RX

WA ST DA v B —T oA A%ED16 27 VM O¥4A. [X5:16 27 ASA {48 RSS RX
Fa— (15=) ITRTIIT, AV H =T A ANIE OO RX Fa—0H VY £9,
X 5:16 27 ASA{R18 RSSRX ¥+ 1 —

ASA Virtual 16vCPUs = 16 physical cores on host

(LI LI L L LI L L L)

apisu] DINA
vNIC Qutside

Inside RX Outside RX

WDFIZ, KVM D ASA R O vyWNIC B LY R —FENTWARX Fa—0FE R~ LE
T, PAR— R ENTVAD WNIC DFIZ W TIE, RIS WIC 2 2—) 2B LT
<TEEY,
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KVM % L7 ASA {8 A |
B receive Side Scaling (RSS) FRD#EH®D RX ¥ 21—

= 1:KVM THE Eh 5 NIC/VNIC

NICH—F |wNIC RS54 | FSA4/3F9 /0 [RXFa1—0D|/N\T+—I R
AN o— #

x710 i40e PCI /XA A )L — 8 (®mX) x710 @ PCI 782 A2 L—35 LR
SR-IOV & — KL, Hi7e
T —< AR LET, B
W, CEE T, 5o VM
BTTNIC Z#AFTE 5720,
SR-IOV DMESE =N E T,

i40evf SR-IOV 8

X520 ixgbe PCI /XA AL — 6 X520 NIC (. x710 £V & 10 ~
30% /X7 F—< U AMEL 72
F9, X520 D PCI/R A A)L—1
L VSR-IOV E— RiL, [FfED
NI p—~ AT F T,
. AR T, o VM
MITNIC ZFTX D720,
SR-IOV MR SN E T,

ixgbe-vf SR-IOV 2

ALY virtio HE(RRY L, 8 (FxX) ASAVIO00 [ZITHERE S E A,

Z DD REBIZHOWTIZ, KVM
T ® Virtio D~ )LF F 22— 7R —
roBFE (16 =) %%
LT IEEN,

KVM T Virtio DY )L F ¥ 1 —HKR— bDFEHIE

wOFIL, libvirt xml ZHRET S 729012, Virtio NICRX F o2 — DA 4 ICHETHHEETRL
TWET,

<interface type='bridge'>

<mac address='52:54:00:43:6e:3f"'/>

<source bridge='clients'/>

<model type='virtio'/>

<driver name='vhost' queues='4'/>

<address type='pci' domain='0x0000' bus='0x00' slot='0x04' function='0x0"'/>
</interface>

| &

BE HHHORX Fa—%2FR— A%, livit D3—2 5 U3 1.06 UG THALERH Y F
7,

I KVM %R L7- ASA R2E OB A
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ven ot [

VPN O & iE1E

ASA {48 T VPN N7 3 —< U A& &KELT 272 OOBINOEEFRIT, ROLEBY TT,
« [PSec D A/)L—"F> MEIDILS L9 bEL 2D F9°,

* GCM 51213, CBC DRI 2{EDAN—T"> b D3H Y 4,

SRIOVA > 23—TJ A4 ADTREY 3=V

SR-IOV Z 31X, D VM THRA MNED 1 BD PCle v NI —7 T X 7% w34y
THZLENTEET, SRIOV IR DOBAEZ T L TWET,

o WPRKERE (PF) : PF . SR-IOV H¥REZ & dr 7 /L PCle BSRETT, ZH Hik, BAA K ¥ —
N—FDBEDALT 47 NIC &£ LTEREINFET,

o AERERE (VF) @ VFIZ, 7 — X Rk % e & PCle #HE T3, VFIZ, PF D
Eh. PEZANLTCERENET,

VE X, A b &SN A L —F 4 v T VAT A 7L —LTU—27HND ASA A8 ~ 3 U ITEKR
10 Gbps DHEfi AR TE £4, ZDOE 7 v a3 Tk, KVMBREE T VFE 2R ET 5 HiEICHOWD
Tt LET, ASARAR LD SR-IOV $A— MI DWW T, ASARAE & SR-IOV A 4 —7 =
A ATV a = TR TLIEE N,

SR-IOVA VB3 —T 1A RADTOESa =Y ICBT 2EH

SR-IOV ZH AR — N T 2WPENIC ¥ & 5555, SR-IOV %His VF £ 721 3RAENIC (VNIC) % ASA
R A AB AT X v FT&EET, SRIOV i, BIOS 7217 T2, "— Ko x=7 ETHE
ITLTCWDFRL—F 4 T VAT A A VAR AETFIAAR=NRA P TOYR— A
G4, KVMEBREE CTEITH DO ASARAE DO SRIOV A > H—T =24 ADT by a=7C
B2 72 A RIA4 DY X MELFITRLET,

« R A R H—s3—{Z1F SR-IOV SJGAEE NIC 28 E T, SR-IOV A v % —7 = A AZEET
DHARTA 2 EHIRFEZSZRL TS0,

o« IR Ak Y= —D BIOS TIRIBMEN AN 72> TWAMLENH Y £9, FEHIC OV TIL,
R —Dv =2 T VEBRLTLIEI N,

¢ R A N H—,3—@ BIOS TIOMMU 7 &2 —/3L 7R — K23 SRIOV 2% L CTHERNC /8- T
WAMERH D T, OV TE, A= Ry =T R A —D~v=a T V2SR L TL
72 &0,

KVM7/RX k BIOS &7RR + 0S DEE

ZOk7varTiE, KM Y AT AEDSRIOV A F—T 2 ADT 0 Y g =2 7
TOSESEREY P vV FIREREFIHZRLET, Z0®7 v a YNOERIL, Intel
Ethernet Server Adapter X520 - DA2 % {#i ] L 7= Cisco UCS C ¥/ J — & #—,3— [ Ubuntu 14.04
EREHL T, FED T RERENOT NA APBIERENTZHDOTT,

KvM ZER L7- ASA R oEA [}
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KVM % L7 ASA {8 A |
B «wmixBiOS £z oS OZE

1R BHEIIZ
¢SR-IOV BEffixy NU—27 f B —Tx A4 A H—F (NIC) BBV TWAZ L%
MR LET,
s Intel FAE(LT 7 v — (VI-x) HEBEL VT-d BEREDNAZIC > TWAH Z L el L &
_aAO

\)

GE) AT LA A—H—IZLoTUE, TNDOIEEBEENT 7 4L R T
BN 72> CWDGEAENRH Y 9, VAT AT LI BIOS #&EIC
TIRALTERTDHENRRDTD, XX —D~v=a2T )V
TTutREHRTH L E2B#IOLET,

N —TFT 4T VAT LEADA A N—LFZ, Linux KVWME 2—/b, 54757
=YY= BIO2—T 4 VT 4 DTRTNRA VA= NLINTWNDI EEMHRLE
9, ASA FfH & KVM ORHESRM (5 X—) 2R LTLEIV,

WA L H—T 2 A APBEERETH D Z L AR L E T, ifconfig<ethname> Z i L C
R LET,

AT 1 "root" —HF— T H T R ENRAT—REFHL T AT IS LET,
AT Y T2 Intel VT-d AN > TWB 2 L 2R LET,
B -

kvmuser@kvm-host:/$ dmesg | grep -e DMAR -e IOMMU
[ 0.000000] ACPI: DMAR 0x000000006F9A4C68 000140 (v0l Cisco0 CiscoUCS 00000001 INTL 20091013)
[ 0.000000] DMAR: IOMMU enabled
% OITIE, VI-d BDED/R>TNnD I EEZRLTOET,
AT w73 [etc/default/grub 5% E 7 7 A /LN GRUB_CMDLINE LINUX = k U (Z inte_iommu=on /X7 A — % Z {1
THZEILEST, I—FAHND Intel VI-d 27 7T 4 71 L £,

% -

# vi /etc/default/grub
GRUB_CMDLINE LINUX="nofb splash=quiet console=tty0 ... intel_ iommu=on"

G¥) AMD 7'ut v EEH L TWAHEIE, D VIZ, and iommu=on %7 — k /XT A —Z(ZfY
mLEd,

ATy T4 iommu DEEEZGNT DD —"—% ) T—KLET,
1 -

> shutdown -r now

ATV TS ROBREMH LT sysfs f & —7 = A Af&H T sriov_numvfs /37 X — X |20l e fili & X iAte Z LT
£ oT, VFZELET,
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Asa {58~ pel 731 20E Y T ]

#echo n > /sys/class/net/device name/device/sriov_numvfs

P N—DEFRZ ATVE T 72N 25D VE BERR S VD K 2129 51213, letcrcd/ 7 4« V7 kU ICE
BEXhTWwabrclocal 7 7 A M it~ v FE4MMLE4, Linux0Si%, 77—k 7o AD&K% Crelocal
A7 VT M EFITLET,

-E2E A—FH7=0 1250 VF 2ERkT 27— A Z L PR LET, BEVWDOEY M7 v 7 TlEA v~

H—T o ANRIRDAREMERH Y 7,

51

echo 'l' > /sys/class/net/eth4/device/sriov_numvfs
echo 'l' > /sys/class/net/eth5/device/sriov_numvfs
echo 'l' > /sys/class/net/eth6/device/sriov_numvfs
echo 'l' > /sys/class/net/eth7/device/sriov_numvfs

AT T6 b—_"—%UT—hrLZET,
1 -

> shutdown -r now

ATw 7T Ispa A LT, VEIMERSNIZZ L 2R L £,

i -

> 1lspci | grep -i "Virtual Function"

kvmuser@kvm-racetrack:~$ lspci | grep -i "Virtual Function"

0a:10.0 Ethernet controller: Intel Corporation 82599 Ethernet Controller Virtual Function (rev 01)
0a:10.1 Ethernet controller: Intel Corporation 82599 Ethernet Controller Virtual Function (rev 01)
0a:10.2 Ethernet controller: Intel Corporation 82599 Ethernet Controller Virtual Function (rev 01)
0a:10.3 Ethernet controller: Intel Corporation 82599 Ethernet Controller Virtual Function (rev 01)

G¥) ifconfig 2~ REMHLT, il X —T =2 A AERRLET,

ASA %38 ~D PCl T/N 1 ADE|Y HT

VF Z1ER L7256, PCI T /34 ZAZIBINT 25O L FERIC, VF & ASA AR 1B TE £9, &
OHITIX, 777 4 B/bvirt-manager Y — /L EFEHLT, A —Y Xy hVFartme—7%
ASA AR IBINT 2 FIEIC W T L,

AT 91 ASA (AE ZBAV T, [AddHardware] RZ %27 U w7 L, HrLWT A ZAZE~ v AZBMLET,

KvM ZER L7- ASA R oEA [}
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B ssamiE~ora s qzomysc

6:/\— Koz 7OiEM

whuntulé Virtusl Machine

URAD: | - - o il a—

Ble vinual Mackine View Send gay
=@ - ne- S
e
= 3 Hame: [ubuntuns
D Processor
-. o Status: = Shutoff
!ji’ Boot Options oen :
B vevooisk 1
(&) oE conoM 1
B rac £7a10d
Moute MHD:::l
Hyparasor:
::: i Architacture: x85_84
w: e Emiulator: jusrbinfoom-spie
= S Firrrreare: Crafaul
G Senal 1
B Poicocossa0.2 Oparating System
Hostrame: unknown
PCI D00084:10.2
' ; ) Praduct name: unknown
Video Cirrus
B cCorarcles USo » Applications
M cortroler pei ¥ Machine Setiings
! Controlier DE P
e Add Hardware

RATwF2 JE~A 2 ® [Hardware] U A kT [PCI Host Device] %7 V v 7 LE 7,
VF Z &2 PCL 7 /3 AD Y A FPHFRAL ANZFIRSILET

xﬁ-r':t'l qfﬁl::l!:.' I
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7:{REHRED ) R +

asa 528~ Pl 734 20E Y 5T ]

ﬂ Storage
Bs  network
input
Graphic s
Sound
=4 Saeral
=8| Paradal
==& Chanmal

UISE Host Daraca

! watchdog
Flesystem

Smartcard

(=~
@ USE Redirection

AT T3 AR EAEBEEO VT EZRIR L C, [Finish) 227 U v 27 LET,

Add New Virtual Hardwar &

PCIl Device

Pease indicate what physical device
te connect to the virtual machine,

Hast Dewace:

06:00:0 interface ethd (VIC Ethernet NIC)
070020 interface ethl (VIC Ethermet MIC)
080050 WIC FCoE HBA

02000 WAC FCoE HBA

0A:00:0 Interface sthd (BZ599ES 10-Gigaba SFIYSFP+ Network Connectson)
0A:00:1 Interface ethS (BZS99ES 10-Gigabst SFSFP+ Netwark Connection)
0A:10:0 Interface ethe (82599 Ethernet Controber Virtual Function)

0A:10:1 interface eth1d (82599 Ethemet Controller Wirtual Function)
0102 Interface eth1l (22599 Ethemet Controller Wirtual Function)
@A 10:3 Interface eth1S (82599 Ethemnet Controller Wirtwal Function)
Qa:10:4 Interface eth12 (82599 Ethemet Controller Wirtual Function)
Q108 interface eth16 (82599 Ethemaet Controller Wirtual Function)

Q81068 Interface eth13 (B2499% Ethemat Controller Witual Function)

Q8107 Interface sth17 (82999 Ethemat Controfler Wirtual Function)

OC:00:0 MegaRalD SAS.3 3108 [Immader)
1020020 MGA G200 [Filot] SerserEngines [SEF1)

|

x;-nl:rll ] Eirssh |

PCIT A ARN—R =7 JRNMIBRENET, T35 ZADELiE DS Ethernet Controller Virtual Function

W7o TWnH T &I

HEELTSZE N,

KVM %R L 1= ASA {78 DEA .
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B crugmzeLr—+

8:BmMEhi-{RIEHEE

ubuRtuls Virtual Machine (on kvm:racetrack

El Virtual Maching  Yiew  Send Kay

=g cus-&

! Dvanaew T Physical PO Device
Parformance Denice: 0Az10:3 82599 Ethemet Controller Virtual Function

) Processer
|E Moy
(T Boot Options
£} vinio pisk 1
=} IDE COROM 1
|Bh rac 874194

Mo

Ingist
Duslay WVHE
Sound: ighi

Serial 1

&
M roocoossana:
B Fooooosei0z

Vides Corug
B controller usB
! Ceontroller poi
! Controller IDE =

s Add Hardware -Elﬂml & canc |

RDBERY

CASARME o~ R4 5, showinterfacezi~ > REAHH LT, HHLSRELZA >~
H—T o ALWERLET,

CASARIE TA v H—T 2 AT 4 Fal—varyE—RE2EALT, FT 7497
DEZEA LV H—T oA AR ELTHEMELET, FMIZOWTIL, [Cisco Secure
Firewall ASA U — X CLI 2> 7 4 Xa b —3ay A4 R (—fkiy7e#EiE) ] o [Basic
Interface Configuration] MFEA B L T 72XV,

CPU % & LR— b

CPUFEAR L AR — ML, FBE SNZREEINICHE A & 72 CPUDEI GO NE REINET,
\E., AT IEE— 7 BLIMTITEEH CPU B E DR 30 ~ 40% TEMEL ., v— 27 BRI 60 ~
70% DERETEEL£9,

. KVM %R L 1= ASA {58 DEA


https://www.cisco.com/c/en/us/support/security/asa-5500-series-next-generation-firewalls/products-installation-and-configuration-guides-list.html
https://www.cisco.com/c/en/us/support/security/asa-5500-series-next-generation-firewalls/products-installation-and-configuration-guides-list.html

| KvM %M L1- ASA {R78 DBA
AsA Virtual o> vepu ]

| o

EE 9.13(1) LTI, A= SN TWDTXTOD ASA Virtual vCPU/ A T U LT X T ASA
Virtual 74 B A TE S L 91070, ASA Virtual ZfEH L TW A BEMEIT, & FE8F
RVM Y V—AT7 v Y U R TEITTEET,

ASA Virtual 0 vCPU {3 Fi %

ASA Virtual ® vCPU fEHZRICIZ, T —Z /"A, #lHAA > b, BLOIMNB T v A CHEH &
TW5B vCPU OERFREINE T,

vSphere T S35 vCPU O FHZRIZ1X, ASA Virtual DfEFRIZINZ T, ROLONEEN
ij‘o

« ASA Virtual 7 A R/VR#H
« ASA Virtual ¥ 3 ZEA E 7z %SYS A—/N—~ vy N

« vSwitch, VNICFE X UpNIC DI Z B8 T 5 /37 v ROF—/S—~y R, ZOF—/3—~y
NIZIEFICREL RDGERH Y £7,

CPU e RZEnD B!

CPU fE HEROMEHEFR A Z R 5121, showcpuusage =~ > RafEH L ET,
Ll

Ciscoasa#tshow cpu usage
CPU 00005000 1%01 000 2%05 000 1%
s 47z vCPU O F = RIEIC H 72 2B 2 IR L E T,
« ASA Virtual L'7/R— b : 40%
«DP : 35%
HE T EE R 5%
« ASA (ASA Virtual LAR— 1) : 40%
cASA T A FILR—=U 27 1 10%
o A== K1 45%

Fr—rR—~y R, A 28— PRERED FEFT, I L O vSwitch Z{# ] L 7= NIC & vNIC Df#]
DTy MR ST ET,

KvM ZER L7- ASA R oEA [}
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B «mcrummEL K-

KVM CPU fE A L R—

Bl

virsh cpu-stats domain --total start count

awy REFETTLHE, BEINTZF A MR~ O CPUKGRHERA R REINET, T 77
)V R TiE, T _XTOCPUDHKEHEAFHPERREINET, ——total A7 v a VERETDHE. A
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