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interface management0/0
nameif management
security-level 100
ip address 192.168.1.2 255.255.255.0
no shutdown
interface gigabitethernet0/0
nameif inside
security-level 100
ip address 10.1.1.2 255.255.255.0
no shutdown
interface gigabitethernet0/1
nameif outside
security-level 0
ip address 198.51.100.2 255.255.255.0
no shutdown
http server enable
http 192.168.1.0 255.255.255.0 management
crypto key generate rsa modulus 1024
username AdminUser password paSSwOrd
ssh 192.168.1.0 255.255.255.0 management
aaa authentication ssh console LOCAL
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stack@user-ubuntu:-/KvmAsa$ sudo genisoimage -r -o day0O.iso dayO-config idtoken
I: input-charset not specified, using utf-8 (detected in locale settings)

Total translation table size: 0

Total rockridge attributes bytes: 252

Total directory bytes: 0

Path table size (byptes): 10

Max brk space used 0

176 extents written (0 MB)
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2 Settings for ASAVS-100-10-14-22-new on U71COTHPVO307 [= o
AS2W5-100-10-14-22-new | 4 QG
% _Hordwere ~ | €4 DVD Drive
L Add Hardware
M B10S Sebect the controler and location on the controller to attach the CD/DVD drive.
f Controller:  Lo<ation: ;
. Memory IDE Conbroler 1 w | |0 (nuse) w
+ [0 Processor
1 Spedfy the media to use with your virtual CDJDVD drive.
= I IDE Controller 0 None
# (& Hard Drive ¥ Image file:
§# OVD Drive -C:l‘Jm-s'M.CESCONA-.-HW'.‘;&&,G--:I.&
= B 1DE Controler 1 [ Gromse...
{4 DVD Drive
day0-vIliso E
B 5CSI Controlier

& § MNetwork Adagter
i To remeve the virtual CDOND dirive from this virtual machine, didk Remave.

oM 'l?.un:m
¥ com2

H Drishenttee Drive

f Hanagement
[ame

25 Iniegration Services
= CI'\eduo-r‘:He Location

— STt P.ggng File Location

LErELY

ATY T3 HRDOSA D [Media]l D F T, [Imagefile] DT VA RZ 2R T, FOHMHISO 2> 7 4 F 2 —
ar Iy ANERGETDHT ALV FUESBL, [Applyl 27 U v 7 LE9, ASA AR 1%, #lalkEhE
W2y B0 BT 7 A VORNBICESOCTHER SN E T,

v RS54 %{FERLT=Hyper-VA®DASARE D1 >
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Windows PowerShell =< > K4 > %4 LT Hyper-V I{Z ASA A8 A A h—/LT&EET,
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1 :

new-vm -name S$fullVMName -MemoryStartupBytes $memorysize -Generation 1 -vhdpath
C:\Users\jsmith.CISCO\ASAvHyperV\$ImageName.vhdx -Verbose

ATY T3 ASAIE ODET WIS L T, CPUKREZT 74V D1 ILEELET,
1 -

set-vm -Name $fullVMName -ProcessorCount 4
ATYvT4 (LE) AV ¥ =T oA A%EDPIRTWVARNCEE L ET,
11

Get-VMNetworkAdapter -VMName $fullVMName -Name "Network Adapter" | Rename-vmNetworkAdapter -NewName
mgmt

ATy TS5 (EE) %y bU—27 THLEREAIT. VLANID #2288 L £,
5 -

Set-VMNetworkAdapterVlan -VMName $fullVMName -VlanId 1151 -Access -VMNetworkAdapterName "mgmt"

AT w76 Hyper-VINEEEZKMTHEIT, AV F—T oA AZEHLET,
£

Connect-VMNetworkAdapter -VMName $fullVMName -Name "mgmt" -SwitchName 115lmgmtswitch

AT ST NEA 2 —T = A ZAZBMLET,
1

Add-VMNetworkAdapter -VMName $fullVMName -name "inside" -SwitchName 115lmgmtswitch
Set-VMNetworkAdapterVlan -VMName $fullVMName -VlanId 1552 -Access -VMNetworkAdapterName "inside"

RTS8 A LA —T 2 A ZAFBIMLET,
1

Add-VMNetworkAdapter -VMName $fullVMName -name "outside" -SwitchName 115lmgmtswitch
Set-VMNetworkAdapterVlan -VMName $fullVMName -VlanId 1553 -Access -VMNetworkAdapterName “outside"
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ATw 71  [Server Manager] > [Tools] > [Hyper-V Manager] (28 L 9,
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3: Server Manager

« (=) ] f’ Mansge

Bitvise S5H Server Control Panel
Component Services
Computer Management
Connection Manager Administration Kit
uT1c01hpv0307 Last installed updats e i .
prime.cisco.com Windows Update B
Last checked for upd Embedded Lockdown Manager
Event Viewer
Group Policy Management
Domain: Off, Public: OFf Windows Error Repa Health Registration A s i
Enabled Customer Experienc Hyoer M g
Enabled IE Enhanced 5
,M_ o . i ewnhﬁ Internat Infarmation Services ([I5) Manager =
ATFw T2 Hyper-V~vr—V¥NFERENET,
B 4: Hyper-VI 1+ — %
Fle Agion WView [|Halp
e= zm BT
3 Hype-V Manuges Actions
Ba unnconevant Virtual Machines .
Ha oo I - - - ’ — —— E
.. UICHTHONRS ?;-nl = State CTU Usage Aosagned Memory Uptrme Mew b
faunc EXSTINGCSR Furrng 0% 4l g (B0 kol Mk
VR i A0 Bhend  Rumng 0% 124 MG ns |oe impet
B KSR 1001410 Mbyhard or © Hyper Semtngs.
B asasronienn o 1 TR Virtuad Susitch Mansger...
A A - 0
B ASWI 01 10T00mand OF Vil SAN Manager
B A L AL . *| g Bk Dk
€| - » -
o 'mipect Duk
Cheukpssints @ (m) Seep Sernce
Tha st vts machwres Ful n OPSChEor ¥ Removs o
4 Refresh
WView L]
B Hee
| ASAVS-100-10-14-22-new -
&) Comnacr.
L Semmgn
ASAVS-100-10-14-22-new ©
Covted 22015 102145 PM Clustered i Ba Checipent
Wersaon 50 i Mo
Coneratos | & Bport
ete =] Renamne.
i Delete
Summary | Moy | twcaary | Raphcaton I Casbie Reptcation.. 2
o - » B e T
'
w

ATY T3 HUONANAR=RA DY Z s, BHONA R—=_A %427 Y v 27 L, [New] > [Virtual Machine]
PRI LET,
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X 5:#FBEET S U DIREE

File Action Wiew Help

«= === [

25 Hyper-V Manager

i' U71C0TH 1 | Airtinal Alaski .
i. u7ico1 HPVO?.’D| Mlew r Virtual Machine... ]
il U71COTHPVO30 | Impert Virtual Machine... Hard Disk...
Es U71C03HPVDED TEA— ' Floppy Disk...
Wirtual Switch Manager... nand Off
Virtual SAN Manager... Orf
— W ]
Edit Disk... thand off
Inspect Disk... fa¥:3
r mn
Stop Service
Remowe Server
Refresh
r The selected virtual machine hias r
| Wiew 3
Help

EFELY

AT w74 [New Virtual Machine] 7 ¢ ¥'— R38R &£ T,
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6 : [New Virtual Machine] 9 « +— F

a New Virtual Machine Wizard =]
:k{ Before You Begin
This wizard helps you reate a virtual machine. You can use virtual machines in place of physical
eyt ot |y 1 e s g cow
Spedfy Generion To eate a virtual machine, do one of the folowing:
il : » Click Finish to create a virtual machine that is configured with default values,
Configure Ne tworking » Click Next to create a virtual machine with a custom configuration,
Connect Virtual Hard Disk
Instalation Options
Summary

[] Do not show this page again

o> | (o] |

H
SFreli

ATYTE U4 F—FREBBUTHEEL, ROFHREAEELET,
* ASA AR DA R L BT
* ASA (iR DAY
ASA fFHE THAHR— h STV D ME—D AT [1#4%1 (Generation 1) ] T,

« ASA 8 D A€ U & (100Mbps D413 1024 MB,  1Gbps D413 2048 MB, 2Gbps D354 13 8192
MB)

e Xy NT—U TRETE (B NT v FEHROFIEAA » FITHEHt)
A N— R T 4 2T LT

[Use an existing virtual hard disk] Z 3R L., VHDX 7 7 A VO =S L £7,

ATvT6 [T (Finish) 127 Vv 2735, ASARBIHEREZRTHXA Tl Ry 7 ANRFRINET,
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7:HREET S OME

e
@ Completing the New Virtual Machine Wizard

Before You Begin You have successfuly completed the New Virtual Machine Wizard. You are about to create the
Spedfy } o Locaton following vir tual madhine.
Spadfy Geeration Description:
Assign Memory Mame: ASAv30-100-14-10-22
i Generation: Generation 1

hie
il Mermory: 8192 MB
Connect Virtual Hard Disk MNetwork:  L1SImgmtswitch
Summary' Hard Disk:  C:\Users\dhensel CISCO\ASAvHyperViasay 100-14-10-22-v 30, vhdx (VHDYX, dynamically

<]

I »

To greate the virtual machine and dose the wizard, didk Finish.

ATy TT  ASAAEIZ 4 DD vCPU 3 D541, ASA A Z 8T 2 1(IC, vVCPUEA AT T2 LENH Y £
T, Hyper-V <3 — % OFHMBIZH D [Settings] =27 U 7 LET, [Settings] A 7 0 7Ry 7 AN
¥, ZE{lo [Hardware] A == — T, [Processor] %7 U v 7 L. [Processor] A > %K~k L £7, [Number
of virtual processors] % 4 [ZZH L £,

100Mbps £ L TN 1Gbps DHEMRFT 5-CliE 1 1 vCPU, 2Gbps DHEMRST 5Tl 4 {H D vCPU L7220 £, 7

THNRE1TT,
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ATvT8

Ee:REvI v OTOLyHDERE

Hyper-V ¥ —< v {5 L 7= Hyper-V ~D ASA REE DA >R h—JL .

™ ASAV30-100-14-10-22 v 4 » G
# Hardware ~ n Processor
9 Add Hardware
(& BIOS You can modify the number of virtual processors based on the number of processors an
Boot Ko D the physical computer. You can also modify other resource control settings.
- Memory Mumber of virtual processors: . 4;'
8192 M8
o n Processor Resource control
4 Virtual processors You can use resource controls to balance resources among virtual machines.
= B IDE Controler 0 .
Virtual machine reserve (percentage):
~Gispianorh Lo
asav 100- 14-10-22-v30. vhdx Percent of total system resources: | IJ
= B IDE Controfler 1
§* DVD Drive Virtual machine limit (percentage):
None 1
Percent of total system resources: 12|
B scsiControler 2 | !

@ § Network Adapter
115 1mgmtswitch
¥ com1
None
¥ com2
None
b Diskette Drive
None
£ Management

\I] Name
ASAYI0-100-14-10-22
¥ Integration Services
Some services offered
] Chedpoint Fie Location
C:\Progr amDataMecrosoftiWin. .
5 smart Paging Fie Location

C:\ProgramDataWigosoftiin,., |
B Adratic Staes Action ...

z| |  Relatve weight:

|
A

MRAE~ > (Virtual Machines) | A ==—"7T, U X MAD ASA R OL4HIZAH7 U > 7 L, [Hi

(Comnect) 127V v 27 LT, ASARARBIZHERE L £4, 2> Y — MBS, FIESA TS ASA A

DFERINET,
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9:RET  U~DESR

é"u'irl:ual Machines

-

MName
‘5 ASAV5-100-14-10-16

5 ASAVS100-10-14-22new

5 ASAVA0-100-14-10-164yhand

‘5 ASAV30-100-14-10-16

5 = ASAv10-100-14-10-16-byhs

ACALAMION 14 40 18

Checkpoints

State
Off
O
off

CPU Usage Assigned Memory

Connect...
Settings...
Start
Checkpoint

Move...
Export... sckpaoints.
Rename...

Delete...
Enable Replication...

Help

Hyper-V % {E M L71- ASA {8 DEA |

Uptime -

ATv T [~ O (Virtual Machine Connection) | 22 Y —/L¥ 4 > R T, HkOOBERZ % 7
Uo7 LT, ASA AR 28 L £,

10:RE< > U DORE

& ASAV30-100-14-10-22 on U71COTHPVO307 - Virtual Machine Connection L= | 0 [IIEH

File Action Media View Help

.':__.‘}

The virtual machine 'ASAv30-100-14-10-22' is turned off

To start the virtual machine, select 'Start” from the Action menu

Status: Off
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HyperV T % —S v 0xy k7—2 78 Ta0em [

AT Y710 ASA AR OERB)OEITIRILR 2 Y —MCFKRENE T,

1187 > > DR DEITIRR

& ASAv30-100-14-10-22 on U71CO1HPVO307 - Virtual Machine Connection .;il X |

protocol sunrpc_udp 111" to MPF commands
weol t o HPF comma

to MFI
FO: converting “f protoce cp 177" to HPF commands

‘0: Power-0n Se

1Home_ServerCA" and installing certificate. ..

subordinate CA and holds a non self-si

te is Unlic
full function
t
Status: Running }“t - I.'.;\.

» ~ > O
HyperV Y r— v h oDy J—9 72 T2 DENM
HLSEAINTZASABFE OFRy NI T ETHE 12721 T, E6IZ228E0xRy
NTD—20 THETEEBNTHHENRSHY 5, ZOFITIE, WXy NU—27 THX T2 %8
mL x4,
IR BRI
* ASA (AR 1IA 7 IRETH DL ERH Y 7,

AT w1 Hyper-V~31— v OFHMINZH % [Settings] 227 U v 7 LET, [Settings] ¥ A 7 v/ HRy 7 ANREEET,
/el [Hardware] A == — T, [Add Hardware] #7 V » 2 L, IXIZ [Network Adapter] #7 U » 27 L£7,

GE) VA= Ry NU—=0 TETZEER LTI EEN,
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. HyperV I 2 —2 v hoDFy bI—9 FHE T2 0EM

®12: 2y bO—9 FTHET2DEM

% _Hardware ~ | ¥ AddHardware
| Add Hardware
ol can use this setting to to your d
ﬁ BIOS h { this add devices wirtual machine.
Boat from CD Select the devices you want to add and dick the Add button.
. vismory 551 Controller
8192MB Metwork: Adapber
B Processor Legacy Metwork Adapter
1Y 0N poocesace Fibre Channed Adapter
= Wil IDE Controlier 0 Rematerx 30 Video Adapter
# (3 Hard Drive
asay 100 - 14-10-22-v 30, whdx
= Bl e Controller 1
tSU‘I‘DDl""-': A network adapter requines drivers that are instaled when you install integration
None services in the guest operating system.

SCSI Controlier
# U Metwork Adapter
115 imgmitswitch

£ Management
|I] Mame
ASAV30-100-14-10-22
¥ Integration Services
Some services offered
3| Chedpoint Fie Location
C:\ProgramData Micosoft\Win. ..
23 smart Paging File Location
C:ProgramData \MorosoftiWin...
P Automatic Start Action
Restart if previously running L |
I§) Automatic Skop Action =]

[ o [ cma ]| v |
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rvto—s 7a7502n0zE I

B13:%y rO—9 FTHTAREDER

# Hardware ~ U Network Adapter
¥ Add Hardware
& BI0s Specify the configuration of the network adapter or remove: the network adapter,
Boat from CD virtual switch:
- Memory [ 115 1momtswitch v
a192MB
n Processor 5
1 Virtusal processar [+ Enable wirtual LAN identification
=2
gumx;.:gu “The VLAN identifier specifies the virtual LAN that this virtual machine will use for al
i 3 Hard Drive netwark communications through this network adap ter.
asav 100-14-10-22-v 30, whdix
= B IDE Controller 1 @]
§* OVD Drive
Mone Bandvwadth Management
8 SCSI Controller [] Enable bandwidth management
] Metwork Adapter =
v 115 imgmitswitch = Specify how this network adapter utiis work bandwidth. Both M
1iaimg . | Bandwidth and Maximum Bandwidth sured in Megabits per s
U Wetwork Adapter
1151 mgmitswitch | Minimum bandwidth | 0| Mbps
I?, L Manomum bandwdth: EI Mbps
Mone :
? COM 2 o To leawe the minimum or maxmum wnrestncted, specify 0 as the value,
None
Hl:riisin:tteor'rve To remave the network sdapter from this wirtual machine, dick Remave .
one
A Management
(L “‘:"‘ s 0 use alegacy network adapter instead of this network adapter to perform a
ASAVI0-100-14-10-22 network-based installation of the guest operating system or when integration
75 Integration Servioes services are not installed in the guest operating system.
Some services offered
13 Chedkpoint File Location
C:\ProgramDataMicrosoftiin... ||
s Smart Paging File Location
C:\ProgramData Microsoftiiin..
P Automabe Start Action o]
PR i a
ok || coce || mey | |2
"
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Hyper-V TiX. [Network Adapter] EWOIHMXR Y NV —2 A o F—T = A4 ZAPER S E
T, DD, Fy hT—I A E =T oA APRTRTRCAHTTHD &, HHDLWEADR
HYFEF, Hyper-Vv R —T X 2 L CARTEERETHZ LI TE £ A, WindowsPowershell
A REEHLTERETLZMLERSH Y £,

XF w71 Windows Powershell % Bf & £,
ATV T2 VEEU TRy NU—F TH T X EZERLET,
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SNICRENAME= Get-VMNetworkAdapter -VMName 'ASAvVM' -Name "Network Adapter"
rename-VMNetworkAdapter -VMNetworkAdapter S$NICRENAME[0] -newname inside
rename-VMNetworkAdapter -VMNetworkAdapter S$SNICRENAME[1] -newname outside

MAC7 FKLRRT—TJ4 245

ASAEIE N RN T UV ART LU ME— KTy hEEL, HAT 7T A TIAZ N T = —
NI —N—ZHIETEDL LI, TRTOA L EZ—T A ADMACT RVAR S —T 47
EHEDNCTDHLENRSH Y £7, Hyper-V v R — ¥ NT, FE/2i Powershell 2~ FEfFEMH L
T, ThEFTTEET,

HyperV Y 2—C v 2EHLE=-MACT7 KLRA R T—J 4 VO DEE

Hyper-V <3 —Y ¥ &H LT, MAC A7 —7 ¢ > 7 % Hyper-V IZFRE T E 7,

AT w71 [Server Manager] > [Tools] > [Hyper-V Manager] (&8 L £,
Hyper-V ¥~ R —Y ¥ BNERINET,

AT w T2 Hyper-V~X— % OO [Settings] 27 V v 7 LT, REXA T Ry AxMEET,
AT v 73 LMD [Hardware] A = = — CIRO#EEE LET,

1 [Inside] 7V >y 27 LT, A=a—%REHLET,
2. [Advanced Features]| %7 U v 7 LT, MACT RL A 47 a 2R LET,
3. [Enable MAC address spoofing] 74 h& %7 U w7 LET,

ATV T4 WA 2 —T 2 A ATH, ZOFIEEEVIELET,

ATV R SAVEFERALIZMACTY FLR RT—TJ 4 VT DERE
Windows Powershell 2~ > K 74 U ZHH LT, MAC A7 —7 1 7 % Hyper-V IZF%E T
£

AT w71 Windows Powershell Z B & £9°,
ATV T2 MACT RLA RS —T7 4 v 7 HRELET,
51
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sshozz [

Set-VMNetworkAdapter -VMName Svm name\
-ComputerName Scomputer name -MacAddressSpoofing On\
-VMNetworkAdapterName $network adapter\r"

SSH DERE

Hyper-V ¥ 31— ¥ O [~ > > O (Virtual Machine Connection) ] HEHA ¥ —7 =
A AN LTCSSHT 7 BATEDLLIICASAAE 2% ECTE T, LEOHH= 7 4 ¥=

L—yay 77 A VEFEH L TWAEE1E, ASAv ~D SSH 7 7 ¥ AZBINTE £4, M
WZHoOWTIE, (oA ar7 X2l —yay 77 A LVOU8F] 28U T EEN,

ATV T1 RSAF— R_RTNGFET D EZMERLET,

51

asav# show crypto key mypubkey rsa

ATw T2 RSAF— RXTHBRNEEIT. RSAF— 724K LFET,

&1

asav (conf t)# crypto key generate rsa modulus 2048

username test password testl23 privilege 15
aaa authentication ssh console LOCAL

ssh 10.7.24.0 255.255.255.0 management

ssh version 2

ATy T3 BIOPCHS SSHAEHL TASARIBICT VB ATEL L 2R LET,

CPU EAE & LR—

CPUF R LR — ML, E5E SN RNICHEHE 1072 CPUDEIE DB NFERINET,
BE, aT7iIe—7 H#LM* TITEE CPU BB DK 30 ~ 40% TEIWEL . v'— 7 ERIH 60 ~
70% ORETEEL 7,

ASA Virtual 0> vCPU {3 FA 5

ASA Virtual ® vCPU fEfIRICIL., TF—Z R, iR A > b, BXUOSEE T o A THEH X
NTW5D vCPU OBENRFERENE T,

Hyper-V CT#& & 415 vCPU i 3R IZ1X, ASA Virtual DFEFRIZINZ T, ROLONEENE
j—o

» ASA Virtual 71 R/LHEFH]
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« ASA Virtual ¥ 3 ZEA E Tz %SYS A—/N—~ vy N

CPU e =D B!

CPU fE R OMEFHE#R AL X~ 51213, showcpuusage =~ > RafEH L ET,
Ll

Ciscoasa#tshow cpu usage
CPU 00005000 1%01 000 2%05 000 1%
et Sz vCPU O SRS RIEIZ 572 B 2 IRISR L £ 97
+ ASA Virtual LR — b : 40%
*DP : 35%
AT A 5%
* ASA (ASA Virtual L'A"— k) : 40%
cASAT A RV A=V T 10%

o Fr—/3—w N1 45%
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