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B ccr~oasamE oEBIzoOVT

AVvEa—Ta U RELY |BHE
B4 T
vCPU »%E' (GB)

c2-standard-8 8 32
c2-standard-16 16 64
K2: Y R—FShBRATIVEA4T

K% E ) B

vCPU »%1) (GB)

nl-standard-4 4 15
nl-standard-8 8 30
nl-standard-16 16 60
n2-standard-4 4 16
n2-standard-8 8 32
n2-standard-16 16 64
nl-highcpu-8 8 7.2
nl-highcpu-16 16 14.4
n2-highcpu-8 8 8
n2-highcpu-16 16 16
n2-highmem-4 4 32
n2-highmem-8 8 64
n2-highmem-16 16 128
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o FIR— k&N B vCPU O KL 16 T,
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a—H—iX, GCPTT WV b &VER L. GCPMarketplace ® ASARIR T 7 A 7 7 +—/L (ASA
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C2avEa—T4VImREIEYI V24 TDHIREIE
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asa 22 & oep orriezs

s ALV a—T 4 T REEY AT TR, V=Y a VKRT 4 A 2T E R
o FEREIZDOUWTIX, Google @ K3 = A 2 b [Adding or resizing regional persistent disks
ZZRLTIZEN,

WA~ U EATRBIOAT VKb~ v H A T LR R DT 4 A7 HIRSHEA S E
T, FEABIZ OV TIX, Google @ R = A | [Block storage performance] 2 L T 72
é l/ \O

e~ =) =g U TORMEATEET, FHFMIZOVTIE, Google® R¥F = X |k
[ Available regions and zones] ZZ M L T 7230y,

« =D CPU T v b7+ —LTORMEPTEET, FEMICOVTIL, Google D F¥F = X
> b [CPU platforms] Z#ZML T 7ZE0,

ASA R18 DN T+ —T U AR

ASA AR IF, BAZMIESNTRARD A/—T» b L~yL & VPN il R & f2 92
T U ABERT At A B AR— L TWET,

INTH—IVRABERE |1 VRAVR24T | L— MR RAVPN v < 3 Ul
(27 /RAM) R
ASAv5 c2-standard-4 100 Mbps 50
4 27/16 GB
ASAv10 c2-standard-4 1 Gbps 250
4 =27/16 GB
ASAv30 c2-standard-4 [2 Gbps] 750
4 27/16 GB
ASAv50 c2-standard-8 7.6 Gbps 10,000
8 277/32 GB
ASAv100 c2-standard-16 16 Gbps 20,000
16 = 77/64 GB

ASA {x%8 & GCP DATIRSH

« https://cloud.google.com T GCP 7 # v > h &/EK L £9°,

*GCP 7u v = FEE LE T, Google KF¥ = A h® [Creating Your Project] % Z:H#
LTLIEENY,
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https://cloud.google.com/compute/docs/disks/regional-persistent-disk
https://cloud.google.com/compute/docs/disks/performance#c2-disk-limits
https://cloud.google.com/compute/docs/regions-zones#available
https://cloud.google.com/compute/docs/cpu-platforms
https://cloud.google.com
https://cloud.google.com/appengine/docs/standard/nodejs/building-app/creating-project
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c ASA AR ~D T A & AfFH, ASARARIZT A B A &AT59 25 £ TiE. 100 [BOHHE
& 100Kbps D A )L—"7" DB A] SN DHMHEE— R THEITSNFET, [Licenses: Smart
Software Licensing] Z#ZM L T30,

AU B —T A ADE:
-ﬁ’:ﬁ%‘/& 7 xA A ASDM IZ ASA AR 28T Aozl IN, v T 74>
7 OB TEEE AL

cNERA  H—T = A A : NERA A MZ ASA A8 28T 27Ol E 7,
AL H =T 2 AR ASABAR H T Y v 7 Ky MU — T ITHEE T D T2 DI E A
SNET,
cWE/NA
s ASAABIZT 7B AT 572D /RXT Y » 7 1P,
o ASA FHE v AT LBERIZ OV TI, Cisco Secure Firewall ASA @ H fafh: [355E] 22 L C
<TEEW,

ASA R 8L GCPDHA 54 2 LFIREIE

HR— b Sh HHEE

GCP Lo ASA AR 1%, ROMEEZ YR — KL THET,
*GCP AR T F A X— 127 7T K (VPC) ~DJEh
e A UAR U ADTY K 16 {HD vCPU
e N—T v NE—RK (F74L 1)

e I A4 A : BYOL DI %P HR—k

HR— b S Ag UViERE
GCP ED ASA H8 1%, ROERERZ Y HR—F L TWERA,

« IPv6
o A VAL LA LYLD IPV6 EEIL GCP Tl AR — hEnEF A

o 01— RART U7 IPve 855t 2 T ANV T IPVA R TGCP A VA X L AL m %
VTCEFET

« ¥ LR 7L —A

« ASA A8 = A 7 + 7 HA
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https://www.cisco.com/c/en/us/td/docs/security/asa/asa98/configuration/general/asa-98-general-config/intro-license-smart.html
https://www.cisco.com/c/en/us/td/docs/security/asa/asa98/configuration/general/asa-98-general-config/intro-license-smart.html
http://www.cisco.com/c/en/us/td/docs/security/asa/compatibility/asamatrx.html
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GCP > ASA i D+ v k7—2 rka ol ]

s BRI A —/L

c FTUART LY MA Y TA LSy v T B R

GCP LD ASA RFE Dy kT—2 ~RA DD

WO, ASAIRIEHDO 32O 73y b (EHL AN, M8H) 23 GCP NIZEEE STV D
N—Tv R 77T T+—)VE— RO ASARAE OHER Y hU—7 bR uPERLTWNE
—3‘0

1: GCP EEAT D ASA 118 Dl

’} (3ooge Clowd Haorm

M 1
VEC Netmotk FWRMeS  [GCP Route Table
182.168.0.0/24 192.168.2.0/24 ﬁ
Destination
— o _etht | 8 cigurt gnsices 182168.3.0/24
® Next Hop IP of ASA virtual Gig 0/0

Nelh FL P Rules

102.166.3.0024 J@ GCP Route Table
 Jown nnm-i_@ Destination | 192.168.2.0/24

eth2 | Next Hop IP of ASA virtual Gig 0/1

Management:
ASA virlual can be managed via ASDM. Port 443

needs fo be opened for https cannection.

Google Cloud Platform ~@ ASA {x48 DB

Google Cloud Platform (GCP) |Z ASA AR #EH A TX £7,

VPC %y T — DIERL

4r & SRS

ASA R DB AN TIX, ASAIRIE ZEBATHHNZI DDOXR Y T —7 ZERRT DMLENRH Y F
T Xy FU—ZIZROEEY T,

EHY T Ry hOEH VPC,
s N7 % v h ONE VPC,
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B o7 7or—nn—norm

ATy I

ATvT2
ATvT3
ATvT4
ATvT5

ATvT6

ATy T17
ATvT8

SN TR v b DINER VPC,

S5, ASARME # @l 5 N7 7 4 v 7a—%FA[T5 Lk 91T — T —7 & GCP

T7AT A= NWN—NVERELET, V= T —TNET7 AT T4 —b—LiE, ASAK
THEKICRESNTWA LD LTI >TWET, BET SRy FU—27 LHEEIDIS LT,
GCPNL— NTFT—T N T 7 AT 74—V — ) UZARHTZHTET, [GCP L ASA KAE @
Xy hU—=7 hFRa ol (53—) | 2BRLTIZEN,

GCP =2V —/)L"C, [Networking] > [VPC network] > [VPC networks] % %R L, [Create VPC Network] % 7
Vw7 LET,

[Name] 7  —/L RIZ, VPC X FT—27 D0 0T WARTZ AT LET (f : vpe-asiasouth-mgmt)
YT Ry METE— KT, [#AHX 2L (Custom) |27V vr LET,

[New subnet] @ [Name] 7 1 —/L N2, #U17e4 /1% AT LET (f : vpc-asiasouth-mgmt)

[#1i (Region) | ey 77X U R Rt EEICHE Lok 2 @R L £, 3 0%y NT—27 137
RTCACY =V a vHNIZHLHIVERDH Y £7,

[IP address range] 7 4 —/V R C, &M D> hU—27 OH% 7 % v h% CIDR B (10.10.0.024 72 &) TA
HLET,

ZOMTRTOREIELT 74V FOEET, [EK (Create) | 227V v 27 LET,

AT 71— 7 %VIRLT, VPC DKV 2 5Dxy bU—27 Z/ERR L £,

TJ7AT7 94— ILIL—ILDER

ATy T

ATy T2

ATvT3

ATy T4

ATy TH

ASA AR A > AKX  ZAOEBFIC (SSHE X OHTTPS #4552 5F Al 95 72012) BHA ¥ —
T2 AADT 7 AT U —Nb— ) VE#EHALET, GCP LD ASA AR A v AKX o ADVERL

(7 =) ZZRL TSN, BHESLT, NEBXONNEA v H—T = 2D T 7

AT A —NN—VEERTDHIEHTEET,

GCP =2 Y — T, [#vw bT—F245 (Networking) ]>[VPC v kT—% (VPC network) 1>[Z7 74
7 o4+—IL (Firewall) |Z3R L, [Z74 T2+ —ILIL—ILDIER (CreateFirewallRule) 1 %7 VU v 7
L/\i‘g—(]

[&BT (Name) | 7 4 —/V RIZ, 77 AT U4 —b— LD FWARTIZ AN LET (-
vpc-asiasouth-inside-fwrule)

[Network] K2 727 U A NN, 774 T 74— b— L E{ERT D VPC F v b U —7 DA% %
IWLET (B : asav-south-inside) .

[2—4 v b (Targets) | ey 77Xy UR N, T7AT U4 — A —UZEHRERA TV a %
BIRLET Bl [RY FT—ORHDITRTDA V> RE 2R (Allinstancesin the network) 1) .

[EfET IP&EE (SourcelPRanges) | 7 4« —/V RiZ, #FILIP 7 KL ADOHPA% CIDR XU CA I LEF
(#1 : 0.0.0.0/0) .

N7 4w 271E, ZRHDIPT RUAFEHANOEEILH D DB SNET,
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GeP £ ASA (28 1 v 22 w20tk I}

ATv 76 [FARa)LER—F (Protocolsandports) O F T, [HEESNI=TO bajL&R— b+ (Specified protocols
and ports) ] =R L £,

AT T BX2 VT 4 —EBMLET,
ATv T8 [{EK (Create) 1227V v 7 LE T,

GCP EDO ASA A 4 VR A2V ADERL

LUFDOFNAZ 24T LT, GCP Marketplace 7> HHflt 415 Cisco ASA IR T 7 A4 7 7 4+ — /b
(ASA fRf8) ZMEH LT ASA AR A 2 AX LV AZFEALET,

AFYF1 GCParvYV—plzus A LET,

ATvFT2 FEHF—3AZa—0O >[¥X—4 v TLARX (Marketplace) 127 U v 27 LET,
ATY T3 ~—4 v F7 LA AT [Cisco ASA virtual firewall (ASAv)] ZHFE L T, A2 3RINL £4,
ATy 74  [fEpk (Launch) 1227V v 27 LET,

AT w75  [Deployment name] TA » AHX V AD—EDLFIHHELET,

ATvFT6  [V—2 (Zone) | TASAME ZEATDH Y — 2B L ET,

AT w71 [Machine type] T~ > XA THBINLET, AR —FENd~vT ¥ A TO—EIZONTIE,
GCP ~® ASA A8 DEBIIZOWT (1 =) 2L T &N,

ATv78 (473 a2 ) [SSH key (optional)] T SSH F—~<7 x5 ABF— %2060 117 £9,
F—XTVE, GCP BDRFTHAAF—&, 22—V DR EFETIMWEF—T7 7 AL THREINET, 21
LEHEIHEATOE, AV AZ LV RICERIIER TEET, F—XT1HA U AY VASDOEERIC M E
ERB D, LTEERMOBGTICSRTE L T 230,

ATFYT9 DAL ARBLANLT I RATAEDO T 27 NEIED SSH ¥ —E AT LT 0y 7T AN E R

U ET, Google K¥ = A | [Allowing or blocking project-wide public SSH keys from a Linux instance]
L TLLIESN,

ATy 10 (EE) (8 A2 U7+ (Startupscript) ] TASAAR D0 H MK ZFEE L £9, day0tpkiX, ASA
AR o p)lal LR E A S E T,

wiz, [BERY ) T+ (Startup script) 1 7 4 —/L RIZa B — L CTHE £H1F 5 Z N TE 5 day0 #ERLD
BlzRLET,

ASA o= FOFEMICOWTIE., TASAHERAT A R BXOTASAza~ o RV 77 L RA] 2B LT
<TZE W,

BE ZOBEIMNSTHRRA NEa ' —T 5T, Y= RR—F 4 DFFA T 4 X EIIMEET
YUOUTAI YT MERIEL T, BT 7 —%F51E L, #4072 Unicode XX F% HIbRT 5 M3
NH FEI,

!ASA Version 9.15.1

interface management0/0
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https://console.cloud.google.com/
https://cloud.google.com/compute/docs/instances/adding-removing-ssh-keys#block-project-keys
https://www.cisco.com/c/en/us/support/security/asa-5500-series-next-generation-firewalls/products-installation-and-configuration-guides-list.html
https://www.cisco.com/c/en/us/support/security/asa-5500-series-next-generation-firewalls/products-command-reference-list.html

B ccr toasamE 1225 R0ER

ATy N

ATv 712

ATy 713

ATy 714

ATy 715

management-only

nameif management

security-level 100

ip address dhcp setroute

no shut

|

same-security-traffic permit inter-interface
same-security-traffic permit intra-interface
!

crypto key generate rsa modulus 2048

ssh 0 0 management

ssh timeout 60

ssh version 2

username admin password ciscol23 privilege 15
username admin attributes

service-type admin

! required config end

dns domain-lookup management

dns server-group DefaultDNS

name-server 8.8.8.8
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TV a=m T EINDT 4 AT FEREIZOWTT 7 4L O [Boot disk type] & [Boot disk size in GB] % #ft

FFLES,

[Network interfaces] TA v ¥ —7 = A A= RE L E T,

[ ] mfi
* inside

* outside

GE) AVAR UV ABER UL TIE, AV AZ VAL VA —T oA A BMTXEHA, Rid
Ui A v B —T o f AR TA VAL ZABER LT AL, AV AX AZHIBR L, #@Y)

A U H =T oA AERLTEERT DRERDH Y £,

a) [y kT—2 (Network) | ey 7 X7 U X Rk,

(vpc-asiasouth-mgmt 72 &) 38R L £,

[VPC network (VPC *v kU —7) ]

b) [4MERIP (External IP) | a7 & o U A MD, @47y a 23R UET,
BHA B —T oA AT, IMBIP B =7 = A F )L~ (External IP to Ephemeral) ] %R L £ 97,

NE B LU A v —T = A ZATIL, ZHUIA TS a T,

¢ [5&T (Done) 122U > LET,

[Firewall] 7 7 A4 7 7 4 — /W b— v ZEH L E7,

(A=Y FMNODTCPAR— b 2D 5T 14 v %&#HATSH (SSHT7V£X) (Allow TCP
port 22trafficfromthelnternet (SSH access)) | F = v 7R v 7 A& A2 LT, SSHEHATLE T,

» [Allow HTTPS traffic from the Internet (ASDM access)] = v 7 R v 7 A% 42 LT, HTTPS ##i &

AL ET

[¥#8 (More) |27V v 27 LTt a—%RE L, [IPE% (IPForwarding) 2374 > (On) ICEESH

TWHZ AR LET,
(2B (Deploy) 1227 U > 27 LET,
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6P LD ASA R A v 25 v 2~ADT 1R [

GCP 2V —/LD[VM A A% A (VMinstance) | X—I b A Y AX L ADFEMAERRILET, A
VAR AERBEIEB L OB T DD ORNEIP T KL A, AP T LA, BLO oy ha—Lngk
IRENFET, WETIHAIL. AV AX L ABEILTILERHY 1,

GCP LD ASARE A D ABZ LV AANDT VA

JEBIHIZ SSH (AR— bk 22 R D TCP #fi) =7 Rl TD57 7 A4 T U4 — L b— LB TIZHZ)
IEENTWDZ EZMER L ET, FEMTONTIE, GCP LD ASA RAE A > 2% ZAD R
(7 R—=2) 2L TS,

DT AT UF—NN—)UIZED, ASAIRIE £ U AZ U A~DT 72 ANHEEIZRD . IR
DFEZFHLTA VALY AR TE T,

« EF 1P (External IP)
« ZTDMDSSH 7 FA4 T v hERIFY— Ro—F 4By — 1
U AL — b

*Gcloud 2> RT7A v

PR DUV T, Google R = A h® [Connecting to instances] #ZM L T 72 S0y,

\)

GE)  FBoHMAWKTRELZn A U EREFEHT 20, A4 AKX ADOREIRFIZVER L 72 SSH
F—RTEEH LT, ASARA A v AX A IZa A o TEET,

SNERIP ZFERA L= ASARIE 4 VR 2 VA~NDER

ASA RABA v A X AT, NEVIP LA IP N E 0 Y CToHEd, AERIP 24 L CTASA
RIBA VAR ATV EATXET,

ATvF1 GCPary Y — 1T, [AVEa—T4 2P TP (ComputeEngine) |>[VM A4 Y X2 VX (VM ingances) ]
IEIRL £ 7,

ATV T2 ASAMEDA L A2 2% %7V v 7358, [VM A VRE U ADEM (VM instancedetails) ] ~— 78
BlE £,

ATv T3 [##M (Details) | #7 T, [SSH] 74—V FDO Ry FE I A=ma—%27 ) w7 LET,
ATV T4 [SSH] Fry T H oo A=a—nb, HOF T a U ERIRLET,
WD FEEHH L CASARIEA VAKX A TE 7,

« ZDOMDSSHZ T A 7 > M EITY— F3—=7 4 BV —)L - BEIZ OV T, Google R = A2 kD
[Connecting using third-party tools] #ZM L T 7230,
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https://cloud.google.com/compute/docs/instances/connecting-to-instance#console
https://cloud.google.com/compute/docs/instances/connecting-advanced#thirdpartytools
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B sstEEmLEASARE 1 LR 8 L2ADES

GE) FORHRABKRTRHRE L A U EREMERT I, A 2 AX o AOREIRFZ/ER L7 SSH
F—RTEEHLT, ASAIE A AX A lZa A TEET,

SSH A L 7= ASA{RHE 4 VX2 U RAAD SR

UNIX ZZ A NVDY AT L6 ASARIR A A X AT 2121%, SSH 2 LT &~
AZ AR T LET,

ATV kOavr REFEALT, 77 A VOMRERE L, BRTETR 7 7 A VEGHBILD X9 LET,
$ chmod 400 <private_ key>
ZZ T,
<private key> &, 77 B AT HA L AZ U AICEEMT ONTREF—ZFZL T 7 A LD T IVIRA L
AHTTT,
ARTVT2 A VAZURZT 7 8ATHITIE, RO SSH =2~ REFALET,
$ ssh -i <private_key> <username>@<public-ip-address>
T,
<private key> X, 77 EBRATHA LV AZ L AIZEHEMIT ONIMEXF—Z2EFLT7 7 A VDTN L
AHITT,
<username> X, ASA AR A Y AX LV AD—HF—4TT,
<public-ip-address> X, IV Y —ANEBRE LAV AX U ADIP T RLATT,

<ipv6-address> (IA VY AX U AEIA L H —T 24 ADIPV6 7 KL AT,

DYFILaAVY—IILEFEAL-ASARIE 4 R A U AADERE

ATY 1 GCPa Y —AT, [AVYEa—T4 P ITU Py (ComputeEngine) |>[VM 4 Y X4 VX (VM instances) ]
ZIRINL E9,

ATV T2 ASARMDA L AZ L AL E T Vv 7T 5HE, [VM A VRA D ADFHHM (VM ingtancedetails) ] ~=X— U7
Bl £,
ATv 73 [ (Details) | ¥ 7 C, [LUTILary—IL~D#E#H (Connecttoserialconsole) | %7 UV v 27 LET,

SR OWTIE, Google Rx =2 AL hod [T U T varyy— LDV EY | 2B LTLEEN,
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https://cloud.google.com/compute/docs/instances/interacting-with-serial-console
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Goloud Z{EF L 1= ASA 48 1 2 4 w2 ~0i% ]

Geloud Z{ERA L 7- ASA R 1 VX2 U AAD#EHR

ATYF1 GCPary Y —1 T, [AVvEa—T4 25 IT2PY (ComputeEngine) 1>[VM 4 > A3 VR (VM ingances) ]
IR LT,

AT9T2 ASAAEDA L AR A4 H IV v 75D [VMA VR U ADOEM (VM ingtancedetails) ] ~<— U7
Bl £,

ATv 73 [#M (Details) | ¥ 7T, [SSH] 74—V KD Ky T XTI A=a—%7 ) v LET,

AT 74 [gloud a7 FEFRT (View gcloud command) ]>[Cloud Shell T%4T (RuninCloud Shell) 1227 U » 7
LET,

[Cloud Shell] # —XF /D ¢ RUBHE ET, FEMIZONTIE, Google R¥ =2 A2 hd [lgeloud 2+
K74 —OE] | BEO lgcloud compute ssh] Z#ZH LT Z X0,

CPUERE L LR—

CPUEHR L FR— MZiT., ?Eéhtﬂ#ﬁﬁw & CPUDEIS OB NFRENE T,
WE., IT7IEE— 7 BELMTITEEH CPU BFE DR 30 ~ 40% TEIMEL., v— 27 BRI 60 ~
70% DEETEEL E7,

ASA Virtual 0 vCPU {F A=

ASA Virtual @ vCPU fEHZRICIZ, T —&Z /%A, HIHARA > M, BLOSNHE T vt 2 Tl H X
TS vCPU ODEDRFERENE T,

GCP TR &N 5 vCPU HEH =121, ASA Virtual FHRIZNZ T, ROLDOREENET,
» ASA Virtual 71 R/VHRHE]
» ASA Virtual = ¥ N Sz %SYS A — N—~ v K

* vSwitch, VNIC & X U'pNIC D] Z 8§ 25/37 v FOA—/"—~y N, ZOF—/3—~y
RIZIEFICRELS RDGEDH Y £7,

CPU {& FHZ D151
CPU fE S OFEHE M A Fn 9 5 121X, showcpuusage 2~ R L £,
451

Ciscoasa#tshow cpu usage

CPU | 105000 1%01 000 2%05 000 1%
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https://cloud.google.com/sdk/gcloud
https://cloud.google.com/sdk/gcloud
https://cloud.google.com/sdk/gcloud/reference/compute/ssh
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B scecrummzLA—+

W STz vCPU O RN RIRIZ R 2 5Bl 2 RIR L £ 7,
» ASA Virtual LR — b : 40%
*DP : 35%
AERTE R A 5%
+ ASA (ASA Virtual L'7R— k) : 40%
*ASA T A K/LAR—=VU27 :10%
o = —y R 45%

TRy Rid, A 23—3 o PHEBED AT, $5 L OV vSwitch Z i L 7= NIC & vNIC D[]
DTy MERITEH SN THET,

GCP CPU EAZE L R— k
GCP a2y V—NVTAVARE L AL E 7 Y w7 L, [E=4%VU 7 (Monitoring) %7 %7V >
7 LEd, CPUMHRNFRINET,

Compute Engine Tid, EAMRILT 7 AR — MEREA M L T, Compute Engine D FLIR I D
#ll L AR — b % Google Cloud Storage /X7 v MIx= 27 AR — M CT&E 4, AR LA — ML,
U Y —2OENIRICET RN R RINET, &2, PBY =2 M Tn2-standard-4
TUUEATEIATLTVDVMA V AE L ZADE L KA AL o ADE[TRM 2R TE
FT, KT 4 AT DA L—T ZA~N—ZX, Compute Engine D OFEREIZBI T 5 1H b ffeid
TXET,

ASA Virtual & GCP D45 S5 2

ASA Virtual & GCP O EIZ1% CPU % OBUEIZE NN H Y 3,
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