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VHD 7> 5 F#RIGA A — Va2l L7,
a) Azure R—H LT, [f A— (Images) ] ZER L E7,
b) [EM (Add) 127U v 27 LT, HiLWA A=V EERLET,

¢) KOEHREANLET,
s [401 (Name) |: HELRA A=V D2 —F—FEZOARTEZ AT LET,

o[V 7 A7 U a3 (Subscription) |: Ry 7HX T URRNNLYT A7 Y Fva @R L
35 8

o[V YV —RATN—7 (Resourcegroup) ]: BEFDO VU YV —AT)N—T%RIEINRT D0, HLWY V—2R
TN—TEER L ET,

«[0ST 4 A7 (0Sdisk) 1: 0S8 %A 7 & LT Linux Z#34R L EF,

s [AFL—Y 717 (Storageblob) 1: AL —UTHhUr hEBBEL T, 7 v/ u— KL/ VHD
ZIEIRL E9,

[THDU FZAT (Accounttype) ]: Fry 7 XU X MG [fE4% (HDD)  (Standard
(HDD)) ] Z#R L £

s [RARMF¥ v 2 (Hostcaching) ]: Ry X T U A LD @AY /FEEIAL
(Read/write) ] Z#IR L F7,

[F—#F 427 (Datadisks) 1: 774N bOEFICLCHEET, F—FF 4 A7 &BMLA
NWTLEEN,

d) [fEpk (Create) 1227 U > 7 LET,

[ A=V NIEFICIER SV E L7z (Successfully created image) | &9 A v &— U708 [[#%0
(Notifications) ] % 7 D FIZEKREINDETHLET,

GH) BHEMNBRA A=V IMER SN, Ty 7ae—RLZVHD &7 vy 7 r—RK AL —Y T h
7 NEHIBRTEET,
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B vio 5500 Y—27 2T L— FEER LT Are 150 ASA RA8 DEA

ATy 717

ATvT8

ATvT9

ATv 710

ATvIN

ATV 712

BHUAERR LR A A= D Y V=2 D Z#Bf5F L £7,

Azure DRI TIZ. HHWAEY YV —2ZARY V—RIDIZEEMITONTWEST, VY —Z2IDIX. ZDO&
B RA A=V OH LWASARAR 77 A 7T U — NV EET D & SITHNEIZRY £9,

a) Azure "—X /LT, [1 A— (Images) | RN LET,
b) HIDAT v T TIERR LT2 BRI RA A — V2RI L 7,
c) [ME (Overview) [#27 Vw7 LT, f A—YDOTuXT 0 2FRLET,
d 7V y7R=FIYVY—XIDEZat—LET,
JY—XID %, ROBXELEIY 7,

/subscriptions/<subscription-id>/resour ceGroups/<resour ceGroup>
/provider §Microsoft.Compute/<container>/ <vhdname>

BEHNBA A=V BLOY Y —=RT7 T L= AL T, ASAE 7 74 7 74—V &ML ET,

a) [HiHl (New) 1 ZBIRL, A7 a v OLBBRTEL L1025 F T[T 7 b— MEB (Template
Deployment) | R L £7,

b) [fERL (Create) ] ZIRL £,

) [T 4 X THBEDT 7 L— F&#EE 9 % (Build your own template in the editor) ] ZER L £ 77,
HNAB <A RATEXDHEADT 7 L— "IMERRSNE T, 77— R EERT 2 HEOFIZON
T, VY =A T 7= DR G6~—) 2ZRLTIIEEN,

d) HAZ~AALREISONT T L—ha—FR&v o » RUIZREY 1T, [R7F (Save) 122U v 7 L
E RN

e) Rev 7 Xy JR NN [T A2 Y7 3 (Subscription) | 3R L ET,

) BEFEDO[Y Y —A 27— (Resourcegroup) [ZIEIRT D0 FHLWY V=R T N—TZER L ET,

g Key 77X URXEhs [ —3 3 (Location) | Z#INLET,

h) BIAT v P DOEHFIRA A=V DY Y —ZID (ResourceID) ]% [VMEFHEA A —ID (Vm
Managed Image Id) | 7 « —/V RIZHAE O 1T £,

[77 A% LB (Custom deployment) ] X— D EFIZH D [23T7 A — X OfRME  (Edit parameters) | % 7

Uo7 LET, DA ARXTELNRT AT T — bBMERESNET,

) [77ANDE—F (Loadfile) %2 U w2 L, HAX~A X LT= ASAUR T A—47 7 4 L%
ZHRLES, "TA—FT T L= F2ERT 20 ONTIE, IXT A= 77 A VO (45
N—=) | ZBRLTLEIN,

b) HWAZ~ARXLIISON/NNT A—Fa— &0 02 RO, [fR7F (Save) 1227V v 27 LE
75

T AL KEROGEM AR L E T, [FEA (Basics) | & [i%E (Settings) 1D1F#H ([U Y —AID (Resource

ID) 172E) i, MELLEHEREC—HETLZ LM LET,

FIAHR A MR L, [ EECoFIHBKICFETE LE 7 (Lagree to the terms and conditions stated above) ] = v

IRy I A% F AT LET,

[N (Purchase) 127 VU w7 L, BHHAHRAA—VBLOIAZ LT 7 L— R & LT ASA /8

TrAT U —NEEBANLET,

TUTVU—= R T 7 ANERT X=X T 7 A VIZEEEDR2TIE, BEPEFIZET LTWAIRT T,
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| Microsoft Azure 77 52 K~ ASA {R%8 DEA
Azure T IPv6 4K — Fxt% AsA i oEE I}

BHSEA A—F, R T 227U 7y g B OMIRNOEROREBICHER X 7,

RDEZRY

*SSHZ/TLTCANTEDCLIa~y REHAT I, F/IEASDM 2 LT, ZE%E
FATLET, ASDMIZT 7 B AT BFEIZOWTIX., [TASDM OBtk 2L L 72
él/\o

Azure T® IPv6 H7R— L x5 ASA {R7E D ERH

ZDFETIX., Azure R—H )LD TPv6 Vil — b x4 D ASA AR & BER3 2 FiEIC W TCEL
LET,

Azure T IPv6 #HHR— T HEFHAICDNT

ASA AR B, 9.19 LIRE, 1Pv4 & IPv6 DTl i &2 %A — bk LET, Azure TiE, AR v K
U — 7 B E 7213 % Marketplace 3 — B A7 5 ASA (AR ZE R T £98, H
£, Azure OH|RIZ X V| Marketplace 77V 7r—3 3 VHLUEIL, IPv4 _— A D VNet/H 7 % v
FORHEFHEIZIIERT D LD ICHIRS TV E T, IPv6 7 KL AZBEFD VNet IZFE) T
BRETHZEITTEETN, IPve 7 K> M TRE I VNet IZH LU ASA AR A A ¥
VAEBMT DI EILTEER A, Azure TIL, Marketplace #Jr L CVU Y — R & JEBAT 5 Hik
PUNORET o —F 2 EH L T — N X—=7 40 V=22 BT LI, —EOHIRE
BLTWET,

CAFHIIE, IPV6 T KLy v 7 YR — b1 572010 ASA R Z BT 2 2 2D iiE%
AL TnE9,

WD 2ODEISLTAZLIPVe T L— RIS E T,

o [ AH AIPV6T > 7 L— K (ARMT 7L — )  (CustomIPv6template (ARM template)) ] :
Azure |0 Marketplace 1 A — & WHIRIIZS T % Azure Resource Manager (ARM) 7
TL— b LT, IPv6iXED ASA AR 2RI D7 icfgtishEzd, 2077
L — MZiE, IPv6 YA — R D ASA (A 2 REAT 5 & D ICREWHRER Y VY —R L1 T
A—BEFREGLISON 7 7 A ABEENTNET, ZOT7 7 b— MEHT512F

[Marketplace £ A —YZHZ G A X LAIPv6 7 2 7 L— M L7z Azure 226 D
Bl (23 ~—v) | 2ZRLTIIZEW,

71 7T MK DAL, PowerShell, Azure CLI, ARM 7> 7 L — b, £721% API 4
LCHAF LT T L— bERET D720, Azure Marketplace LD VM A A —T~D 7T
IR AEHFNTHTaEATT, VM~DT 72 AZHFNETIZ, ZNOLDOHAX LT
7V%F%VM BT EIFHIRSNTWET, ZOXIRIARAZ LT T L— %
MIZEBLEY ET2E, ROZT—Avb—URERINET,

Legal terms have not been accepted for this item on this subscription. To accept legal terms ....and
configure programmatic deployment for the Marketplaceitem .....
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asa-virtual-919-gsg_chapter18.pdf#nameddest=unique_130

Microsoft Azure 7 5™ K~® ASA {8 DEA |

B rare cope v R— 3 2EBIZOLT

ROWNTNDD T EZFH LT, Azure TO 71 7T A X AR EZ AT LT, Marketplace
AA=VESBRTHHAX LIPv6 (ARM) 77 L— R REATX £,

cAzure R—AJL : HAXZLIPv6e T 7L —k (ARMT o7 L—h) ZREBETH7=D
(2. Azure Marketplace THIM #JHE7Z2 ASA AR DB IS T D570 7T MK DE
B4 v a v amghc LET,

e« AzureCLl : CLIZ~ > R&FEITL T, W AKX ALIPv6 (ARMT 7 L— ) ZEET
Ao rTa 7T AMIIARBEEZAENICLUET,

HRBALVHD A A= EIPV6 T TL—k (ARM T FL—F) : Azure T VHD A

A=Y L ARM T o7 L— hEHER L TEBENSA A=V E2ERLET, 207tk

IZ. VHD &V Y —RAF7 7 L— b & L7z ASA AR ORI ChES, 277
L— M, BEFICEHEIRA A=V 22U, IPv6 AR — M5 ASA AR % B4
572D Azure |27 v 7 — RLTHETEHARM T 7 L— b &AL £, VHDE
JOHARLZLIPV6 T 7 L— &R L72 Azure 2B DOERE (29 RX—Y) &ML TL
7EEW,

AR NIPV6 T 7 L— k& L 7= Marketplace £ A — Y £ 72X VHD A A —T &2 &L C,
HALLIPV6T 7 L—h (ARMT 7 L— 1) ZEHA L CTASARR 2 BT 5 7 nk 2,

ASA iIF8 DREFICE EN D FIHITRD LB T,

=3:

F
&

Process

1

IPv6 7R — F x5 ASA AR DB % 51 LT\ 5 Azure C, Linux VM Z{Epk L &
7,

Marketplace £ A — B TH AL LIPv6 T > 7 L— FZfi [l L T ASA AR Z RBHT 5
BAICDH, Azure R—Z )V ET2IZ Azure CLITT 1 7T ML D BA 7Y a v 2 FH%)
W LET,

BEOZA TG LT, WOHARLT T L— X ra— R LET,
* Azure Marketplace 2 A A =T ZAEH LI A Z L 1Pv6 7 7 L— |,
T AHE NIPv6 (ARM) T 7 L— N&2{FEH L7~ VHD £ A —3,

HAZLIPY6 (ARM) T FL— D IPv6 N T A —ZZFH L ET,

GE) Marketplace £ A== a VNS THY 7 R 2T A A=Y N—T 3
Y DRT A —HfEIX, Marketplace £ A — VS TH AL LIPv6 7 7 L —
~ & LT ASA RAR Z BT 2458 ICOHBMETT, Y7 by =T /38—
Va yOFMAERGT AL, 2w REFATTOMERH Y £7,

Azure N—Z )L £ 7213 Azure CLI I L CARM 7> 7L — F 2 BB L £,
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| Microsoft Azure 7 55 F~® ASA {R18 OEA
Marketplace 1 * —CSBEZELH R 2 LIP6 T2 T L— L&A L 1= Azure i 5 D ER .

N

Marketplace f A — SHBEELHRAFZLIPG T TL—FEFERAL
= Azure 1 5 D B

Marketplace f A —T %S L, HWAXLIPV6T 7 L—hK (ARMT 7 L—h) ZHEMALT
ASA A8 ZREAT 27 rE A,

ATFY 1 Azure R—Zica 74 LET,

Azure R—H )WL, T—H2 B X —OEGFICERRL BEOT Ay NV T AT Y Ty g I EEAT
FoNTRBEZERRTLET,

ATY T2 ROFET, Azure R—F IV F1T Azure CLIZEH L T e /S A X D REBEEENZLET,
Azure R—H VT DOA T a 2B THIZE, ROFIEEZFEITLET,

a) [Azure (H—ER) (Azure Services) | C[¥ 7 A7 U 5 (Subscriptions) | %27 Vv 27 LT, #
TRV Tvary TL— R X=UhkFRLET,

b) MDA T, [RE (Settings) 147> arD[FT77 T LK 5ERM (Programmatic Deployment) ]
27V w7 LET,

VM IZEBENTZTRTOXATDY V—20, B#T 237270 a8 L EHICERSIN
F7,

c) [AT—HA (Status) FIT, BDAXLIPV6 T > T L—bDT 07T AMIEDHEBRODICEST S
ASA AR BRI IET 5 [A20E (Enable) | AR %27 U v 7 LET,

ER

Azure CLIZEH L CZ DA v a Y E2EMNCT AL, WOFIEEZETLET,

a) Linux VM ICBEI L L7,
b) KOCLIa~y REFLTLT, WAX ALIPV6 (ARMT 7' L— ) #RETLIZOOT v s T AL
LREAEZANILET,

avy ROFATRFZ, A A=V OV TR 7y a8 1IRETRNICRET2XLERH Y £,
# Accept terms
az vm image terms accept -p <publisher> -f <offer> --plan <SK U/plan>
# Review that termswere accepted (i.e., accepted=tr ue)
az vm image terms show -p <publisher> -f <offer> --plan <SKU/plan>
FNUENOFBAITRD LB TT,

* <publisher> : 'cisco',

« <offer> : 'cisco-asav'

* <sku/plan> : 'asav-azure-byol'
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Microsoft Azure 7 5™ K~® ASA {8 DEA |

. Marketplace 1 * —CSBEZELH R 2 LIP6 T2 T L— kA L 1= Azure i 5 D ER

ATvT3

ATvT4

ATy T5

ATvT6

LRI, BYOLY 7 A7 V7 a7 I 0 CRATARZDOTu 7T ML ASAFIE OREE AR
T ha<vwy R22 U7 Nof T4,

* az vm image terms show -p cisco -f cisco-ftdv --plan asav-azure-byol

WD a~ R&FE{TL T, Marketplace f A — /83— g VIS T DY 7 h =T 8= g VORE % B
BLET,
az vm imagelist --all -p <publisher> -f <offer> -s <sku>

ZNENORBITKRD LBV TH,
* <publisher> : 'cisco',
« <offer> : 'cisco-asav'
* <sku> : 'asav-azure-byol'
LLFIE. ASA {48 @ Marketplace £ A — /83— 3 VICHYT 5 Y 7 b U =7 83— 3 O & B
ToHaxr FA7 U7 FORITE,
az vm imagelist --all -p cisco -f cisco-ftdv -s asav-azure-byol

FoR SN LM FTEEZR Marketplace £ A — 3=V a3 DY A R G, WTERNDO ASAIE N—T 9 U &
IR L £,

ASA AR @ IPv6 7R — FEBIDLG AL, ASARIE N—T 3 0% 919* DL EE L CERIRTOIVLENRH D £
7,

Cisco GitHub U 7R | U 75 Marketplace 7 A% A 1Pv6 7> 7L — K (ARMT 7L — k) XU a—
F\Li—é‘o
T A=H T T L—hK 774/ (JSON) TRBEMEZIEEL T, "I7A—ZT7 7 A V2 HfiiL£7,

WDOET, ASAAR HAE LB OH AZ LIPv6 T T L— bXTF A—HIZATTTDHMHEN D 5 B
fEIZOWTHEA L E9,

INTGA—HBZ Rl SN B E/ 2 A4 T D1 B

vmName cisco-asav Azure T ASA {8 VM IZ4Hil &
fHF %9,

softwareVersion 919.0.24 Marketplace f A —3//\—3 3 >

DY T RT 2T R—=Ug 0,

adminUsername hjohn ASA AR \cu /A v F Ha—
P—4,

BEEIZEID Y TOHND T4
ladmin| (IEHATE EHA,

adminPassword Hjohn@123456 EHET T RO/NRAT —
[
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Marketplace 1 * —CSBEZELH R 2 LIP6 T2 T L— L&A L 1= Azure i 5 D ER .

INTGA—BH A SN BB/ A TDHI B

NRAYT— ROMAE LT, 12
~ T2 LF-DFHLF T o D BN
b FET, T RIF. K
T RS T AR G DR TR
AT—=RNIZTOHHMERDH Y F
7T

vmStorageAccount hjohnvmsa Azure A RL— T B2 b,
MDA N —YT AT b
R 2137, BHBUSAERLT S
TEHTEET, AL—UT
AU M, 3~ 248 LFOR
ST HRERHY 3, /DX
F BT OH LA DTN
AT—RIZTH0ERH Y £
D

availabilityZone 0 BEIOR A — 2 ET 5
&L HEE L e AME Y — oo
7y 7 1P &R~ > U DMERK
SNET,

A HME Y — 2 DR E N LEL 2N
LelE, 10) CERELEd, =
WU 7=k v MY — &
R—FrLTHBY, ANSNTfE
MIELWZ L 2R LT EE
WV, (fEIX0~3DEHKTHD
MR EH Y FF)

userData \ninterface IR~ o cESNDHa—H—

management0\/0\nmanagement-only\nnameif F
o

management\nsecurity-level 100\nip
address dhcp setroute\nipvé
enable\nipv6 address dhcp\nno
shutdown\n!\ncrypto key generate rsa
modulus 2048\nssh 0 0 management\nssh
timeout 60\nssh version 2\nusername
admin password Qlw2e3r4 privilege
15\nenable password Qlw2e3rd4\nusername
admin attributes\nservice-type
admin\naaa authentication ssh console
LOCAL\n!\naccess-list allow-all
extended permit ip any

any\naccess-group allow-all

global\n!\ndns domain-lookup
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NS A—H %

A ENBIE/Z A TDH

B

management\ndns server-group

DefaultDNS\nname-server 8.8.8.8\n!

virtualNetworkResourceGroup

cisco-asav-rg

ARy NU—2 &G ) V—
AT N—T DR,
virtualNetworkNewOrExisting 73
new DG, ZOMEIET 7
L— FORAMISERRS LY
VAT N—T LRI ToH D
ERd £7,

virtualNetworkName

cisco-asav-vnet

FARTR > b U — 7 D44,

virtualNetworkNewOrExisting

new

ZDONRTA=ZIZL->T, L

b‘ﬂi,uﬂ\ v hU— 27 ZAET %
 BEFEOAER Y U —2 &

Eﬂﬁ“éﬁ WIREY £,

virtualNetworkAddressPrefixes

10.151.0.0/16

ZAUTMAER Y U — 27 D IPv4
T RUVAT VLT 4w 7 AT,
l'virtualNetworkNewOrExisting |
25 Tnew) IZEREIINL TS
BNZDHMEETT,

virtualNetworkv6AddressPrefixes

ace:cab:deca::/48

TR N T — 27 D IPv6
T RUVAT VT 4T AT,
l'virtualNetworkNewOrExisting |
2 Tnew] ITREINTWDY;
BICDHMEETT,

Subnet]1Name

mgmt

BHY TRy MM,

Subnet1Prefix

10.151.1.0/24

THIFEEY TR MNPv4 T L
T AT AT,

lvirtualNetworkNewOrExisting |
2 Tnew] ICRE SN TWVDY
BN DHMEETT,

Subnet1IPv6Prefix

ace:cab:deca:1111::/64

CHIFEHY 7Ry FPv6e 7 L
74T AT,
l'virtualNetworkNewOrExisting |
25 Tnew] IZRESNTWDY
B DHMEETT,

subnet1StartAddress

10.151.1.4

A X —T 2 ADIPVAT
FL A,
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Marketplace 1 * —CSBEZELH R 2 LIP6 T2 T L— L&A L 1= Azure i 5 D ER .

INTGA—BH A SN BB/ A TDHI B

subnet]1v6StartAddress

ace:cab:deca:1111::6

B A X —T 2 ADIPV6 T
FL =&,

Subnet2Name

diag

F—H A A =T 2 A1 DY
T M,

Subnet2Prefix

10.151.2.0/24

HhET—E A E—T AR
17y NIPVA LT 4 w7
AT,
lvirtualNetworkNewOrExisting |
2 Tnew| ICRESNTWDHY
BN DHMEETT,

Subnet2IPv6Prefix

ace:cab:deca:2222::/64

HhET—E A B —T AR
173y NIPv6 L7 (v
AT,
lvirtualNetworkNewOrExisting |
2 Tnew| ICRESNTWDHE
BN DHMEETT,

subnet2StartAddress

10.151.2.4

T—HAE =T 2 A1 D
IPv4 7 R LA,

subnet2v6StartAddress

ace:cab:deca:2222::6

F—HAHE =T 2 A 1D
IPv6 7 KL A,

Subnet3Name

inside

F—HB A B =T 2 A2 DY
Tx oy M,

Subnet3Prefix

10.151.3.0/24

THET—H A =T oA A
2T Ry NIPVA T LT 4w
AT,
lvirtualNetworkNewOrExisting |
2 Tnew] IZREIN TS
B DHMEETT,

Subnet3IPv6Prefix

ace:cab:deca:3333::/64

THET A =T AR
2T Ry NIPV6 LT 4
AT,
l'virtualNetworkNewOrExisting |
2 Tnew| IZRESNTWDHY
AICDHLEETT,

subnet3StartAddress

10.151.3.4

Fe BB —T 2 A2 D
IPvd 7 KL A,
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NS A—H %

A ENBIE/Z A TDH

B

subnet3v6StartAddress

ace:cab:deca:3333::6

Fe BB =T 2 A2 D
IPv6 7 KL &,

Subnet4Name

outside

F—H A A =T 2 A3 DY
T M,

Subnet4Prefix

10.151.4.0/24

HhET—E A B —T AR
3T Ry NIPVA TS LT 4 v
AT,
lvirtualNetworkNewOrExisting |
2 Tnew| ICRESNTWDHE
BN DHMEETT,

Subnet4IPv6Prefix

ace:cab:deca:4444::/64

hET—E A B —T AR
3T Ry NIPV6 LT 4w T
AT,
lvirtualNetworkNewOrExisting |
25 Tnew| ICRESNTWDHE
BN DHMEETT,

subnet4StartAddress

10.151.4.4

T=BA I =T A A3 D
IPv4 7 R L2,

subnet4v6StartAddress

ace:cab:deca:4444::6

Fe B B—T A A3D
IPv6 7 KL A,

vmsSize

Standard D4 v2

ASA AR VM O X,
Standard D3 v2 7 7 /L F T
j—o o

ATy TT ARMT 7L — 2R LT, Azure R—Z /L £ 721% Azure CLI CASA R 7 7 A T o +—/LZ R L
F9., Azure TO ARM 7> 7L — FOREBIZOWTIL, kD Azure R¥ 2 AL FEBRL T &0,

+ [Create and deploy ARM templates by using the Azure portal ]

+ [Deploy a local ARM template through CLI]

RDEZRY

SSH # /" L CAJIT& 5 CLI 2~ R&EEHAT 50,
LEJ, ASDM |ZT 7 & 242 FEIZO>W T,

F7/IXASDM 2 LT, REEFAT
[ASDM DOBRtf] ML T 72 &0,

Security Center NOHELTEIAN £ D K 512 Azure U Y — A DLGEIZENL DD OFERIZ DUV T,
Security Center 2> 5 A FRIGER~ =2 7 LA SR L T 7Z S0,
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https://docs.microsoft.com/en-us/azure/azure-resource-manager/templates/quickstart-create-templates-use-the-portal
https://docs.microsoft.com/en-us/azure/azure-resource-manager/templates/deployment-tutorial-local-template?tabs=azure-cli
https://www.cisco.com/c/en/us/td/docs/security/asa/asa918/asav/getting-started/asav-918-gsg/asav_config.html#id_45820

| Microsoft Azure 7 59 K~ ASA fR 18 DEA
VHD 5 & UNRELIPVE 7> T L— k&AL Aure 1> 0EE ]

VHID 5 &K U HRZLIPv6 T T L— b {EA LT Azure H 5 D ERH

A APREET BJEHE VHD A A —V 2 LT, MBEDOH 2 Z I ASA AR A A — D & 1ERL
TEF4, Z2o7FutRI, VADL U V—2F 7L — N&2EH L7~ ASARAE O REFHICELT
b\i‘jﬁo

1R BHIIZ

« Github @ VHD B X ARM O EHT > 7L — N &{FHH L7= ASA {48 O ERIZIX. JSON
T 7= BLXORET B ISON RT A =2 T 7 A VPRKETT, 22Tk, 707
L— RERFRA—2 T 7 A4 VOVERITIEA MR TX F7,

e ZOFJETIX, Azure IZ Linux VM BEEL TWAMENRH Y £4, —HFAY7 Linux VM

(Ubuntu16.04 72 &) Z#HFEHL T, Azure IJJEMVHD A A—T %27 v 7 mn— K352 L%

BEADOLET, ZOA A=V EMHETHIZIE, H50GBDOA L —UNNKETY, £/,
Azure @ Linux VM 2°5 Azure A b L—~D7 v 7Fa— R E L 220 £,

VM ZAERT D BN B H5813, IROWT IO HEEZMH L ET,
e Azure CLI IZ X % Linux A8~ > > OIERL

o Azure IR — % W2 L % Linux 8~ > v OIERL

sAzure 7 A7 Vg 0iE, ASA IR ZIEBT AGATCHEHRESR A hL—UT
Ty R RRETT,

ATYT1 vRAaFyrm— R Y7 b7 X—=Uhh ASA AR [EHE VHD 4 A —3 (¥bz2) 24V rm—RNLZE
RS
a) [Products] > [Security] > [Firewalls] > [Adaptive Security Appliances (ASA)] > [Adaptive Security Appliance
(ASA) Software] I[ZFB8E) L 7,
b) [Adaptive Security Virtual Appliance (ASAV)] %27 U v 7 LE T,

FIEIZHEADTA A=V F T u— RRLTLIEEN,
7= & 2%, asav9-14-1.vhd.bz2

ATy T2 [VHDBLWY Y—RAT 7 L— &M L7z Azure 7> 5 O ASA Virtual DERH | DR TY T2 HR Ty
T8DOFIEEFITLET, .
ATY T3 [HAZ LER (Custom deployment) | ~X—Y D EEICH D [/3T7 A —X OfFtk (Edit parameters) | % 7
Vo7 LET, WAXA RXTEBENRNTG AT T — R EREINET,
a) [Z7ANnOr—F (Loadfile) 1227 Vv 7 L, WAZ~YA XL ASARME RTA=F T 7 A NV E2DH
WBLET, VHDB LI AK LIPv6 (ARM) T 7 L— ~&EH L7= Azure ~D ASA {RAE O B
1%, Github 22 LT Z&VW, ZZTIE, T 7L —hE T A—=Z T 7 A VOVERK T 1EZ2 TR T
xFET,
b) WAZ~AXLIISON NI A—=Fa—Rzv 0 RO T, [frfF (Save) 122V v 7 LE
e
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https://github.com/CiscoDevNet/cisco-ftdv/tree/master/deployment-templates/azure
https://docs.microsoft.com/en-us/azure/virtual-machines/linux/quick-create-cli
https://docs.microsoft.com/en-us/azure/virtual-machines/linux/quick-create-portal
https://software.cisco.com/download/home
https://www.cisco.com/c/en/us/td/docs/security/asa/asa918/asav/getting-started/asav-919-gsg/asav_azure.html#id_68650

Microsoft Azure 7 5™ K~® ASA {8 DEA |
B v 550HR 2 LIPE T TL— b ERER LT Azire 5 5 OER

WDOFRT, ASARBEBEADH AZ LIPv6 T v T L— h%F A—FZATTHMENRH D REEIZ- O
THBALET,

NS A —B% A SN BB/ 2 14 TDB Bl

vmName cisco-asav Azure T ASA ;A8 VM (244 Hil & fF
TFET,

vmlmageld /oy i idion ) femicsionsy femegupras toidsy | FERR ICfEH S5 A4 A —V D ID,
Microsoft.Compute/images/ {image-name | A ure NI TlE. HHpBEY V—
AINY Y — A IDIZEEAT T ST
l/ A i ‘é—o

adminUsername hjohn ASARIBIze /A4 v+ Ha—H—
o

BEHEIZEID Y CoND T4
ladmin] XFEHACTEEHA,

adminPassword Hjohn@123456 EHET T RONAT— K,

INAT — ROFMAEDEIL, 12~
2 LFDFHFTHLHLERNH D
FT, INLF, RICFE, BT, FF
BT EMABBE DT /RAT— R
T HHERH Y T,

vmStorageAccount hjohnvmsa Azure A N L— T h v b, BETE
DANL—=UT ATy MY
DIED, FBUAERT D2 & H T
xFJT, ANL—=UTHT ML
X, 3~ 24 XFOREIICT HHE
BHYET, NNIFEHFOLE
WAL PET AT — RIZT 54
b0 ET,

availabilityZone 0 EEIOR AN — 2 EET A

L BE LAY — o7
Uy 7 1P L~ o U RERL S T
£7.

Al MY — v OB EP LT\
BiE. T0) ICERELET, BIRL
7o Mg s F MY — B AR — b
LTEY, ATESRIfEREL W
TEERMERLTSES Y, (EiX
0~3DBETHLILENDY F
EDAS
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VHD 5 & UNRELIPVE 7> T L— k&AL Aure 1> 0EE ]

INTGA—BH HAI SN BB/ A TDH Bl

userData '\ninterface R~ cEIN b2 ——
management0\/0\nmanagement-only\nnameif §f__570
management\nsecurity-level 100\nip
address dhcp setroute\nipv6
enable\nipv6 address dhcp\nno
shutdown\n!\ncrypto key generate rsa
modulus 2048\nssh 0 0 management\nssh
timeout 60\nssh version 2\nusername
admin password Qlw2e3r4 privilege
15\nenable password Qlw2e3r4\nusername
admin attributes\nservice-type
admin\naaa authentication ssh console
LOCAL\n!\naccess-list allow-all
extended permit ip any
any\naccess-group allow-all
global\n!\ndns domain -lookup
management\ndns server-group
DefaultDNS\nname-server 8.8.8.8\n!

customData {\"AdminPassword\": H0 BT ASA AR ITFER X
\"Password@123\",\"Hostname\" nnH7 40—V K, F 74T
F\telscottdvit, X REHRERDED 3OO
\"ManageLocally\":\"No\", \"IPvéMode\": SN &’fﬁ@/\OTﬁ)'&) ) i?lﬂ

\"DHCP\"}
o ladmin] 2—H — AT — K
* CSF-MCv A A 44

« HEHHO CSF-MCv AR A M4
7213 CSF-DM,

[ManageLocally:yes] : ZAUZ &
» . CSF-DM 73 Threat Defense
Virtual v r— v & L THEH S
LEIITHRESNET,

CSF-MCyv % Threat Defense Virtual
v F—=Tx ELTHEL,
CSF-MCv Clal LR E & T 5 DI a
P74 —NVRICANTAHZ LD
TZET,

virtualNetworkResourceGroup | cisco-asav ARy N — 27 25T V—2R
7 N—"T D4,
virtualNetworkNewOrExisting 7% new
DEE. ZOMEIET 7 Lr— o
BRGNS Y —R T
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INT A= H A ENBIE/Z A TDHF L]
N—TLRICTHLUENDY £
R

virtualNetworkName cisco-asav-vnet AR~ b U — 7 D4 H,

virtualNetworkNewOrExisting | new TDONRNTA=HIZLoT, HLn

BARER > b U — 7 ZAERT 27,
BEFOMAER Y FU—7 i
DMPRED F7,

virtualNetworkAddressPrefixes | 10.151.0.0/16 ZHUHRE Ry RU— 27 DIPvA T
RLVAF VLT 4w AT,
lvirtualNetworkNewOrExisting ] 73
Mnew) |ZRXE SNV TV DGO
BT,

virtualNetworkvoAddressPrefixes | ace:cab:deca::/48 i RE Ry RU—2Z7 DIPv6 T
RLARATFVLT 4w 7 AT,
lvirtualNetworkNewOrExisting] 73
Mew ] |ZRXE SNV TWDEHAIZD

FHIEETT,
Subnet]Name mgmt-ipv6 Y Ry N4,
Subnet1Prefix 10.151.1.0/24 Nl gV S i SV N | W B
74 v T AT,

lvirtualNetworkNewOrExisting | 7%
Mnew] IZERE SN TV D HEITD

#%‘g(j—o
Subnet11Pv6Prefix ace:cab:deca:1111::/64 ZHITEHY TRy FIPv6 7L
T4 T AT,

lvirtualNetworkNewOrExisting | 73
Mmew] (ZRXE SILTWVDEEITD

H BT T,

subnet]StartAddress 10.151.1.4 BHA LA —T A ADIPVET R
LA,

subnetlv6StartAddress ace:cab:deca:1111::6 EHA LA —T 2 A ADIPV6 T R
LA,

Subnet2Name diag F—H AR —T A A1 DY T
F v b,

Subnet2Prefix 10.151.2.0/24 NET—H A E—T A A ]

VTR NIPVA LT 4 T A
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VHD 5 & UNRELIPVE 7> T L— k&AL Aure 1> 0EE ]

NS A—H %

HAI SN BB/ A TDH

B3

%

3

N

FVirtualNetworkNewOrExistingj N
mew| IZFXESILTWVDIGAIZD
FALETY,

Subnet2IPv6Prefix

ace:cab:deca:2222::/64

INET A E—T A A
T7 Xy NIPV6 T LT 4 v T A
<.

lvirtualNetworkNewOrExisting ] 73
Mnew) ZRRE STV DHAITD
BT,

subnet2StartAddress

10.151.2.4

FeB A H—T A X1 D IPv4
VN

subnet2v6StartAddress

ace:cab:deca:2222::6

F—R AR —T A A1DIPV6
7 RL A,

Subnet3Name

inside

Fe B A BR—=T 2 A X2 DY
F v b,

Subnet3Prefix

10.151.3.0/24

THET—H A =T oA A2
TT xRy NIPVA T LT 4 T A

<.

lvirtualNetworkNewOrExisting] 73
Mew) IZRRE SN TV DHAITD
BT,

Subnet3IPv6Prefix

ace:cab:deca:3333::/64

THET A A =T o A2
HT Xy NIPV6 T LT 4 T A
<.

lvirtualNetworkNewOrExisting] 73
mew| |ZEXESILTWDLGAIZD
BT,

subnet3StartAddress

10.151.3.4

F—R AR —T A A2 D IPv4
7 RL A,

subnet3v6StartAddress

ace:cab:deca:3333::6

F—R A B —T x A X2 D IPv6
7 RUL A,

Subnet4Name

outside

Fe B AR —T 2 A A3 DY
x v M,

Subnet4Prefix

10.151.4.0/24

THETF—E A E—T A A3
YT Ry NIPVA T LT 4w T A
‘/C\‘\
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INTGA—BH A ENBIE/Z A TDHF Bl

lvirtualNetworkNewOrExisting] 73
ew] IZEXE SV TWVDLAIZD

H M TT,
Subnet4IPv6Prefix ace:cab:deca:4444::/64 TEITF—H A HE—T A R]3
BT Ry MIPV6 LT 4 v T A

lvirtualNetworkNewOrExisting] 73
ew| IZEXESILTWVDIGAIZD

%‘%‘g( ﬁ—o

subnet4StartAddress 10.151.4.4 F—H B —T A4 A 3D IPv4
7 KL A,

subnet4v6StartAddress ace:cab:deca:4444::6 F— R B —T A A 3D IPv6
7 KL A,

vmSize Standard D4 v2 ASA R VM OH A X,
Standard D3 v2 237 7 4 /L kT
j—O o

ATFY T4 ARMT 7L — &AL T, Azure "—Z /L FE 7713 Azure CLI TASARAE 77 A T o +—/L 52 R L
F9. Azure TO ARM 7> 7L — FOREBIZOWTIL, KD Azure R¥ 2 A FE2RBLTL &N,

+ [Create and deploy ARM templates by using the Azure portal ]

+ [Deploy a local ARM template through CLI]

RDEZRY

*SSHZ/LTCANTEDCLIa~y REHAT I, F/IXASDM 2 LT, ZEL
WITLET, ASDMIZT 7 B 2T 5 FIEIZOWTIL. [TASDM ORI 2L TL 7
él/\o

{F6% : Azure Y —X T T L— Dl

ZOHETIEL, ASARAE Z B3 % 7c DI H T & % Azure Resource Manager 7 > 7" L — k DHf§

EWCHOWTHALET, Azure V VY —A7 7L — KNI ISON 7 7 A LT, HEDORY YV —

ADEFZEFRIT D720, ZOBNIIE2 DD ISON 7 7 A AR EEILTNET,
cTUTL—brITF7AI: ZHIE, VYR NV—TADOTRTOa LR —R 2 b &JEHT
DALY =R T 7 AT,
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https://docs.microsoft.com/en-us/azure/azure-resource-manager/templates/quickstart-create-templates-use-the-portal
https://docs.microsoft.com/en-us/azure/azure-resource-manager/templates/deployment-tutorial-local-template?tabs=azure-cli
https://www.cisco.com/c/en/us/td/docs/security/asa/asa918/asav/getting-started/asav-918-gsg/asav_config.html#id_45820

| Microsoft Azure 7 57 F~® ASA {R38 DEA

7oIL—t s71 ok ||

CINTA=B TFALI: ZDOT 7 A MU, ASA U ZIEF IR T 5 72D IC LB 21T
A—EREENTVET, ZOT7 7 A0, 7%y MEHR, KB~ v ORERE & YA
R ASA AR D2 —H—Z LA T — K R NL—Yar 7T o4/ E, FEMR TR
NEENTHET, ZD7 7 A W% Azure Stack Hub BEREREEFIC I A ¥~ A4 A T& %7,

FTUoTL—k 72714 ILOERK

Z MIATIL, Azure Resource Manager 7 > 7' L — M OfEEICHOWTEIA L £7, koflix, 7
YTV —= 77 ANERNRLIZO DT, 7o 7L —FOSESERE D EZRLTOET,

Azure Resource Manager JSSON 7> JL—k 77 AL

{
"Sschema":

"http://schema.management.azure.com/schemas/2015-01-01/deploymentTemplate. json#",

"contentVersion": ""
"parameters": { },
"variables": { },
"resources": [ ],
"outputs": { }

}

T b— M. ASA AR BB OMEZERNR T D 72D TE 5 JSON B L O THERRL S
TWET, 2O bEMAKETIE., 7o 7L — MIROEZENEENLTWET,

R 4: EEHFH D Azure Resource Manager JSSON 7> JL— k7 7 4 LEH

R WA

FiEA

$schema Ea

T — FNEIEEONN— g U EHIAT 5 JSON X % —
<7 7 A NVOEFT, IO L7 URL 2 L E
7,

contentVersion =g

FUTL—FDOAR=V gy (1.000725) . ZOHEHE
WIMEEDEERRETE£T, 7o 7 L—ba2EAL
TYY—AZERTHEEE, ZOfEEFEHLT, @
T o7 L—MREHESNTND Z L2 MR T &
ERS

INT A—ZF ANAY-4

JBRZFEITLCY Y —ARME DAY~ A AT H L&
WHRET A, T A—ZI2k ., BERFERCEE AL
TEET, BHIMLEL W b TIEH Y EEAN,

FEELARWE . JISONT > 7 L— MImEIFE L3 F A —
2TY IV —2FEELET,

B AVAY-4

T — bEBRAEMRELT DT T L— |
TISON 75 7 A M & LTSNS 1E,
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LS WA A A

Uyy—= EAR VY =2 N —7CREIIEFEND Y VY —RAHF
A7

outputs AVAY-4 FRBAZ IR D 1E,

JISONT 7L —hiE, BT DYV Y =R F A TEESTHEOHET TR, FOEETHH
ENTA—BEEETHDICHRIHTEET, ROBINL, H LW ASA AR ZRET 57>
FL—ERLTHET,

J )y —X FoTL— FDIER

UToflZzHLT, 7% A =74 Z 2 LIEMBEOEAT 7L — FEAETE 7,

ATFYT1 ROFPURLETHFA 2o —LET,
5 -

"$schema": "http://schema.management.azure.com/schemas/2015-01-01/deploymentTemplate.json#",
"contentVersion": "1.0.0.0",
"parameters": {
"vmName": {

"type": "string",

"defaultValue": "ngfw",

"metadata": {

"description": "Name of the NGFW VM"

}l
"vmManagedImageId": {
"type": "string",
"defaultValue":
"/subscriptions/{subscription-id}/resourceGroups/myresourcegroupl/providers/Microsoft.Compute/images/myImage",

"metadata": {
"description": "The ID of the managed image used for deployment.
/subscriptions/{subscription-id}/resourceGroups/myresourcegroupl/providers/Microsoft.Compute/images/myImage"

}
}l
"adminUsername": {
"type": "string",
"defaultvValue": "",
"metadata": {
"description": "Username for the Virtual Machine. admin, Administrator among other
values are disallowed - see Azure docs"
}
}l

"adminPassword": {
"type": "securestring",
"defaultvValue" : "",
"metadata": {
"description": "Password for the Virtual Machine. Passwords must be 12 to 72 chars

and have at least 3 of the following: Lowercase, uppercase, numbers, special chars"

}
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}I
"vmStorageAccount": {
"type": "string",
"defaultvalue": "",
"metadata": {
"description": "A storage account name (boot diags require a storage account).
Between 3 and 24 characters. Lowercase letters and numbers only"
}
}I
"virtualNetworkResourceGroup": {
"type": "string",
"defaultvalue": "",
"metadata": {
"description": "Name of the virtual network's Resource Group"

}I
"virtualNetworkName": {
"type": "string",
"defaultvalue": "",
"metadata": {
"description": "Name of the virtual network"

}I
"mgmtSubnetName": {
"type": "string",
"defaultvalue": "",
"metadata": {
"description": "The FTDv management interface will attach to this subnet"

}I
"mgmtSubnetIP": {
"type": "string",
"defaultvalue": "",
"metadata": {
"description": "NGFW IP on the mgmt interface (example: 192.168.0.10)"

}I
"diagSubnetName": {
"type": "string",
"defaultvalue": "",
"metadata": {
"description": "The FTDv diagnostic0/0 interface will attach to this subnet"

}I
"diagSubnetIP": {
"type": "string",
"defaultvalue": "",
"metadata": {
"description": "NGFW IP on the diag interface (example: 192.168.1.10)"

}I
"gig0OSubnetName": {
"type": "string",
"defaultvalue": "",
"metadata": {
"description": "The FTDv Gigabit 0/0 interface will attach to this subnet"

}I
"gig00SubnetIP": {
"type": "string",
"defaultvalue": "",
"metadata": {
"description": "The IP on the Gigabit 0/0 interface (example: 192.168.2.10)"
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}I
"gig0lSubnetName": {
"type": "string",
"defaultvalue": "",
"metadata": {
"description": "The FTDv Gigabit 0/1 interface will attach to this subnet"

}I
"gig0lSubnetIP": {
"type": "string",
"defaultvalue": "",
"metadata": {
"description": "The IP on the Gigabit 0/1 interface (example: 192.168.3.5)"

}I
"VmSize": |
"type": "string",
"defaultValue": "Standard D3 v2",
"allowedValues": [ "Standard D3 v2" , "Standard D3" ],
"metadata": {
"description": "NGFW VM Size (Standard D3 _v2 or Standard D3)"

}I

"variables": {

"virtualNetworkID":
"[resourceld (parameters ('virtualNetworkResourceGroup'), 'Microsoft.Network/virtualNetworks',

parameters ('virtualNetworkName')) ]

"vmNicOName":" [concat (parameters ('vmName'), '-nic0') 1",
"vmNiclName":" [concat (parameters ('vmName'), '-nicl') 1",
"vmNic2Name":" [concat (parameters ('vmName'), '-nic2')1",
"vmNic3Name":" [concat (parameters ('vmName'), '-nic3') 1",
"vmNicONsgName":" [concat (variables ('vmNicOName'), '-NSG') 1",
"vmMgmtPublicIPAddressName": "[concat (parameters ('vmName'), 'nicO-ip')1",
"vmMgmtPublicIPAddressType": "Static",
"vmMgmtPublicIPAddressDnsName": "[variables ('vmMgmtPublicIPAddressName')]"
}I
"resources": [
{
"apiVersion": "2017-03-01",
"type": "Microsoft.Network/publicIPAddresses",
"name": "[variables ('vmMgmtPublicIPAddressName')]",
"location": "[resourceGroup () .location]",
"properties": {
"publicIPAllocationMethod": "[variables ('vmMgmtPublicIpAddressType') 1",
"dnsSettings": {
"domainNameLabel": "[variables ('vmMgmtPublicIPAddressDnsName') "
}
}
}I
{
"apiVersion": "2015-06-15",
"type": "Microsoft.Network/networkSecurityGroups",
"name": "[variables ('vmNicONsgName')]",
"location": "[resourceGroup () .location]",
"properties": {
"securityRules": [
{
"name": "SSH-Rule",
"properties": {
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"description": "Allow SSH",
"protocol": "Tcp",
"sourcePortRange":
"destinationPortRange": "22",
"sourceAddressPrefix": "Internet",
"destinationAddressPrefix": "*",
"access": "Allow",

"priority": 100,

"direction": "Inbound"

(X1
’

"name": "SFtunnel-Rule",
"properties": {
"description": "Allow tcp 8305",
"protocol": "Tcp",
"sourcePortRange":
"destinationPortRange": "8305",
"sourceAddressPrefix": "Internet",
"destinationAddressPrefix": "*",
"access": "Allow",
"priority": 101,
"direction": "Inbound"

wxn
’

"apiVersion": "2017-03-01",

"type": "Microsoft.Network/networkInterfaces",

"name": "[variables ('vmNicOName')]",

"location": "[resourceGroup () .location]",

"dependsOn": [
"[concat ("Microsoft.Network/networkSecurityGroups/',variables ('vmNicONsgName')) 1",
"[concat ("Microsoft.Network/publicIPAddresses/"',

variables ('vmMgmtPublicIPAddressName'))]"

parameters ('mgmtSubnetName')) ]

] r

"properties": {
"ipConfigurations": [
{

"name": "ipconfigl",

"properties": {
"privateIPAllocationMethod": "Static",
"privateIPAddress" : "[parameters ('mgmtSubnetIP')]",
"subnet": {

"id": "[concat (variables ('virtualNetworkID'),'/subnets/"',

"

}I
"publicIPAddress": {
"id": "[resourceld('Microsoft.Network/publicIPAddresses/"',

variables ('vmMgmtPublicIPAddressName'))]"

variables ('vmNicONsgName"')) ]

}

] 4
"networkSecurityGroup": {
"id": "[resourceld('Microsoft.Network/networkSecurityGroups',

"

}I

"enableIPForwarding": true
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"apiVersion": "2017-03-01",

"type": "Microsoft.Network/networkInterfaces",
"name": "[variables ('vmNiclName')]",
"location": "[resourceGroup () .location]",
"dependsOn": [

] 4

"properties": {
"ipConfigurations": [
{

"name": "ipconfigl",

"properties": {
"privateIPAllocationMethod": "Static",
"privateIPAddress" : "[parameters ('diagSubnetIP')]",
"subnet": {

"id": "[concat (variables ('virtualNetworkID'),'/subnets/"',

parameters ('diagSubnetName')) 1"

} }

] r

"enableIPForwarding": true
}
}I
{
"apiVersion": "2017-03-01",
"type": "Microsoft.Network/networkInterfaces",
"name": "[variables ('vmNic2Name')]",
"location": "[resourceGroup () .location]",
"dependsOn": [
]I
"properties": {
"ipConfigurations": [
{
"name": "ipconfigl",
"properties": {
"privateIPAllocationMethod": "Static",
"privateIPAddress" : "[parameters ('gig00SubnetIP')]",
"subnet": {

"id": "[concat (variables ('virtualNetworkID'),'/subnets/"',
parameters ('gig00SubnetName')) 1"

} }

] r

"enableIPForwarding": true

"apiVersion": "2017-03-01",

"type": "Microsoft.Network/networkInterfaces",
"name": "[variables ('vmNic3Name')]",
"location": "[resourceGroup () .location]",
"dependsOn": [

] 4

"properties": {
"ipConfigurations": [
{

"name": "ipconfigl",

"properties": {
"privateIPAllocationMethod": "Static",
"privateIPAddress" : "[parameters ('gigOlSubnetIP')]",
"subnet": {

"id": "[concat (variables ('virtualNetworkID'),'/subnets/"',

parameters ('gig0lSubnetName'))]"
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] r

"enableIPForwarding'

"type":
"name":
"apiVersion":
"location":
"properties": {

"accountType":

"apiVersion":
"type":
"name":
"location":
"dependsOn": [
"[concat (
concat (
concat (
(

(

"

"

concat
concat

[
[
"
"
]I
"properties": {
"hardwareProfile":
"vmSize":
}I
"osProfile": {
"computername":

"adminUsername" :
"adminPassword":

}I

"storageProfile": ({

"imageReference'

"id":
}I
"osDisk": {

"osType":

"caching":

"createOption":

}I

"networkProfile": {

'Microsoft.
'Microsoft.
'Microsoft.
'Microsoft.
'Microsoft.

"[parameters ('vmSize') ]

yy—2z5oIL— ok [

't true

"Microsoft.Storage/storageAccounts",

" [concat (parameters ('vmStorageAccount')) 1",
"2015-06-15",
"[resourceGroup () .location]",

"Standard LRS"

"2017-12-01",

"Microsoft.Compute/virtualMachines",
" [parameters ('vmName') ]
"[resourceGroup () .location]",

"
’

'vmStorageAccount')) 1",
'vmNicOName')) 1",

'vmNiclName'
'vmNic2Name'
'vmNic3Name'

Storage/storageAccounts/"',
Network/networkInterfaces/',variables

parameters (

(
Network/networkInterfaces/',variables (
(

(

)1,
)1,
))1]

Network/networkInterfaces/',variables
Network/networkInterfaces/',variables

"

" [parameters ('vmName') ]",
"[parameters ('AdminUsername') ]

" [parameters ('AdminPassword') 1"

"

g

" [parameters ('vmManagedImageId') ]"

"Linux",
"ReadWrite",

"FromImage"

"networkInterfaces": [

{

"properties": {

"primary":

}I
Ilidll:
variables ('vmNicOName')) 1"

}I
{

true

"[resourceld('Microsoft.Network/networkInterfaces',

"properties": {
"primary": false
}I
"id": "[resourceld('Microsoft.Network/networkInterfaces',

"

variables ('vmNiclName')) ]
}I
{

"properties": {

"primary":

false
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}I
"id": "[resourceld('Microsoft.Network/networkInterfaces',
variables ('vmNic2Name')) 1"
}I
{
"properties": {
"primary": false
}I
"id": "[resourceld('Microsoft.Network/networkInterfaces',
variables ('vmNic3Name')) 1"
}
]
}I
"diagnosticsProfile": {
"bootDiagnostics": {
"enabled": true,
"storageUri":
"[concat ('http://',parameters ('vmStorageAccount'),'.blob.core.windows.net"') "
}
}

}
]I
"outputs": { }
}

ART9 T2 2077 A%k, =& ziFazureDeployjson W9 K H 12, JISONZ 7 A L& LT —IMRIFELET,

ATV T3 TrANVEREL, BANRTRA—RIIEI T T L— FEERLET,

ATy T4 VAD BL QU Y —RF 7 L— F &l L7 Azure 705 D ASA AR DA (17 <—) THBHALTWH
X912, 20T T L— FEEM LT ASA A8 B L £,

INTGA—=ZT7A4ILDFK

FLWEBRZBMGTHEEITE, VY —AT T L — NIRRT A—IRERINTVET, B
BZBAET A1, TNHEZAN LT BERHVET, VY—RAT 7L — N NIEFZLE
WRTA—FETETANTHZ L, NTA—FET T L—~/)XT A—%F JSON 7 7 A /LT
lE LTz TEET,

INTGA—=H Ty AWZIE, RNTA—F 77 A NVDIER (45—2) DO/RT A —HF DRFNZFER
ENDEZENRTA—FOENGEENTHET, ZNODOfEIX, ERRFFICT 7 L— MTHEINIZ
EENFET, SEIERBEAL TV FICHELETEEDONRTA—F 77 A VEERTEET,

ZOFEIO ASARAE T T L —FDIFE, NRTA =2 T 7 A VIZRDINT A —H 2 EF"T D

ERHY ET,

REASARE RS A—2DES

J4—ILE EiEA 5l

vmName Azure [} 5 ASA {Rf8 ~ 3 | cisco-asav
> DL HEI,
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J4—ILF

B

1

vmManagedImageld

JEBRICAER S 28 Bt A
A =D 1D, Azure DNELT
. HHPpHY Y —2ANRY
Y — ZIDIZRHEAH T BT
ESc e

/subscriptions/73d253 7e-cad4-46aa-b
eb2-74ff1dd61b41/
resourceGroups/ew
Managedimages-rg/providers/Microsoft
.Compute/
images/ASAv910-Managed-1
mage

adminUsername

ASAFRBIZa 7 A 3570
Da—H—4%, TRLD

fadmin] (2725 Z LIXTEFE
A,

jdoe

adminPassword

EBHET T RORAT —
F, ZHUE, 2~ LFOE
T, 1D/ FE, 12DOK
L 1OOHTF, 1 DORk
LFEDIB 3O ED DN
N ET,

Pw0987654321

vmStorageAccount

Azure A L —U T v b,
BEOA ML —UT T b
2R 2130, FELUT/ER
52 TEET, A b
L—U T oy RAE, 3~
24 SLFT, INLFEETF O IR
EHHENTEET,

ciscoasavstorage

virtualNetworkResourceGroup

ARy hU—=27 DY YV —2R
T IV—T D4R, ASA AR X
WIZH LW Y —A T —T
WZELE SV ET,

ew-west8-rg

virtualNetworkName

RABF >y MU — 27 D4R,

ew-west8-vnet

mgmtSubnetName

BEA B —T oA AL, =
DOV 7Fy MIERSNLE
9, ZAUE. Nic0 (gD
Txv ) vy TERE
T, BFEORy NU—27125
M 58546, ZHIXBEFEOY
TRy NI BT A MEN
HoEJ,

mgmt

mgmtSubnetIP

EFEHA L —T A AIPT K
LA,

10.8.0.55
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Ta—IL K BL)] 1

gig00SubnetName GigabitEthernet 0/0 f > % — | inside
TxA AL, TOY TRy b
e SAvE T, ZHUE. Nicl
QEEHOY TRy ) IZvv
TEINET, BEFEOFR Y b
T — 272N 5545, I
BEFEO 7 Ry MAIIC—3K
TOHLEND Y T,

gig00SubnetIP GigabitEthernet 0/0 4 > % — |10.8.2.55
TzAAIPT RVA, Th
1%, ASA AR DY DT —F
A B —T A ZAHTT,

gig01SubnetName GigabitEthernet 0/1 f > # — |outside
Tx A AE, ZOFTF k
WZEEt S VE T, ZAUE. Nic2
BFEHOV T X b)) I~
TENET, BEFOxX v b
T—7 BN T 555, 2
IIBEfFDOYF 7 3%y RAIC—E
TAHVLENDY 7,

gig01SubnetIP GigabitEthernet 0/1 - > % — | 10.8.3.55
Tz AIPT RLA, Zh
X, ASARAE D 2FEH DT —
A A B —T A ZAHTT,

gig02SubnetName GigabitEthernet 0/2 f > #— |dmz
T A AL, OV T X b
WZHEHE SN E T, ZAUE. Nic3
@EEHOY T Xy b)) IZwv
FInET, BEFEOXRY b
T — 71BN L5, 2
WEEEFOY 7 % ML —Ek
THMEND Y £,

gig02SubnetIP GigabitEthernet 0/2 1 % —  |10.8.4.55
T2 ADIPT KLV A, 1
I, ASAAER D3 FZEH DT —
BAUBE—=T A AHTT,
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vmSize ASA {iAR VM (2 4% VM |Standard D3 V2 F£721%
?OHA A, Standard D3 V2 & | Standard D3
Standard D3 287" — F &4 T
\WE 9, Standard D3 V2 237
74V R TT,

INGA—3 D74 ILDIERL

UTFToBIZERLT, 7F%F A b 7 4 Z 2R LIEMEDONRT A= 77 A VEEKTE %
B

\)

CE) WRofEZ. IPV4 HHATT,

ATV 1 ROPNTRLIETHRA FEar—LE 9,

i
{
"S$schema": "https://schema.management.azure.com/schemas/2015-01-01/deploymentParameters.json#",
"contentVersion": "1.0.0.0",
"parameters": {
"vmName": {
"value": "cisco-asavl"
}7
"vmManagedImageId": ({
"value":

""/sudoscriptions/330251 Te-ca83-46aa-toa-TAFF1 dde 141/ resouraeGraues/envenagedlineces—ry/providers/Microsoft . Canpute/imeges/ASAv-9. 10. 1-81-Menaged-Trrege"!

}7

"adminUsername": {
"value": "jdoe"

}7

"adminPassword": {
"value": "Pw0987654321"

}7

"vmStorageAccount": {
"value": "ciscoasavstorage

}7

"virtualNetworkResourceGroup": {
"value": "ew-west8-rg"

}7

"virtualNetworkName": {
"value": "ew-west8-vn"

}7

"mgmtSubnetName": {
"value": "mgmt"

}7

"mgmtSubnetIP": {
"value": "10.8.3.77"

}7

"
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"gigO0OSubnetName": {
"value": "inside"

}I

"gig00SubnetIP": {
"value": "10.8.2.77"

}I

"gig0lSubnetName": {
"value": "outside"

}I

"gig0lSubnetIP": {
"value": "10.8.1.77"

}I

"gig02SubnetName": {
"value": "dmz"

}I

"gig02SubnetIP": {
"value": "10.8.0.77"

}I

"VmSize": {
"value": "Standard D3 v2"

}
}
}

ATFwT2 ZOT77A)N%E, =& ziFazureParametersjson L9 L H1Z, ISON 7 7 A /L& LT —A/MWIRFEL E
-éAO

ARTYT3 T ANEREL, BANRT A=K ZEIT T L—bEERLET,

ATy T4 VHDBLEQRY V=T 7L — b 2HH L2 Azure 725D ASA B OEA (17 L—2) THHAL TV
HEHC. ZORTA=E T T L —FEFHLTASA AR ZEBIE L £,
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