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AR VR B A3 =T 14 ADEK
vCPU »%E1 (GB) ~H
c3.xlarge 4 7.5 4
c3.2xlarge 8 15 4
c4.large 2 3.75 3
c4.xlarge 4 7.5 4
c4.2xlarge 8 15 4
cS.large 2 4 3
cS.xlarge 4 8 4
c5.2xlarge 8 16 4
cS.4xlarge 16 32 8
cSa.large 2 4 3
cSa.xlarge 4 8 4
cSa.2xlarge 8 16 4
cSa.4xlarge 16 32 8
cSad.large 2 4 3
cSad.xlarge 4 8 4
cSad.2xlarge 8 16 4
cSad.4xlarge 16 32 8
cSd.large 2 4 3
cSd.xlarge 4 8 4
c5d.2xlarge 8 16 4
cSd.4xlarge 16 32 8
cSn.large 2 53 3
cSn.xlarge 4 10.5 4
cSn.2xlarge 8 21 4
cSn.4xlarge 16 54 8
m4.large 2 8 2
m4.xlarge 4 16 4
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vCPU »E1 (GB) ~H
m4.2xlarge 8 32 4
mb5n.large 2 8 3
m5n.xlarge 4 16 4
m5n.2xlarge 8 32 4
m5n.4xlarge 16 64 8
mb5zn.large 2 8 3
mb5zn.xlarge 4 16 4
m5zn.2xlarge 8 32 4
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ASAv5S cS.large 100 Mbps 50
2 27/4GB
ASAv10 c5.large 1 Gbps 250
2 27/4GB
ASAv30 cS.xlarge [2 Gbps] 750
4 =27/8GB
ASAv50 c5.2xlarge 10 Gbps 10,000
8 277/16 GB
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username admin nopassword privilege 15

username admin attributes
ssh authentication publickey 55:06:47:eb:13:75:fc:5c:a8:cl:2c:bb:
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aaa authentication ssh console LOCAL
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IPv6 F7ARO D

ASAv IPv6 Deployment Topology

Management Subnet
2600:1f11:a2a:e433::/64

I » East-West Traffic Topology

2600:111:a2a:e400::/56

Mgmt 0/0
2600:1f11:a2a:e433:a9e5:248d:28e3:e54a

/ Outside Subnet
2600:1f11:a2a:e422::/64

ethO

- | |
Inside |ethO Gig 0/0 || mmmmm | Gig 0/1
Li 2600:1f11:a2a:e411:57d 2600:1f11:a2a:e411:66ad I'_—_—-l 2600:1f11:a2a:e422:14d0: 2600:1f11:a2a:e422:3b5
Anux | bbB5:b571:57f0 7:3119:c34f:52d4

c:9be9:8813:7ecd :8270:c40c:80a1 | _ _ _

Inside Subnet
2600:1f11:a2a:e411::/64

Outside
Linux

ASAv

Route Table on Inside Linux / L\\ Route Table on Outside Linux
Destination 2600:1f11:a2a:e422::/64 Destination 2600:1f11:a2a:e411::/64
Next Hop 2600:1f11:a2a:e411:66ad: Next Hop 2600:1f11:a2a:e422:14d0:
8270:c40c:80al bb85:b571:570
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AT w72 [My Account] > [AWS Management Console] 2 U 7 L. [Networking] ¢ [VPC] > [Start VPC Wizard] %
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AT w73 [MyAccount] > [AWSManagement Console] >[EC2] 7 U v~ L. & 5(Z, [Createan Instance] 27 YV v 7
L/\i—a—(]

« AMI (7= & 1%, Ubuntu Server 14.04 LTS) #3IR L £,

A A—VEEBEMTHA S AMI 2 L £,
« ASA R CTHR—FENDBA VAL AZAT (Blarge 72 F) IR L £,
A U AZ L AZRELET (CPU & AEVITEETT) .

o [REE725EM (Advanced Details) 27 > a v AEAL, [2—¥—F—4% (Userdata) |7 1 —/V RIZ,
I a s THOBAERE AN TEES, Ziuk, ASA AR OEENIRFICEH S35 ASA (AR H Ak
EEieT X A MATITT, HO0HAMKIZA~Y— bk T4 R EOFEMITEHRZ R ET 2 T IEOFEM
IZoOWTIE, THoOHDar74¥al—ary 77 A LO%E] Z2BRLTIESWN,

EBEAUA—T AR 0 AR ERIRT 25813, A =T = A ADOFEMERET
LWENDY 9, ZHULDHCP 2T 25 L O ICRETHLENRH Y £7,

T—=RAUVRA—DIA R T—H AL HF—T A ADIPT FL AL, ZOEREFO0 HHARELD
—HE L THRELEGRICOAFI VY THh, RESNET, 7 —F A F—7 x4 AL, DHCP
AT D ELOICRETEET, F2id, #d 23y V=2 A 0 F—T = A AR TITERK
SNTWTC, IPT RLARDNS TWDEAIL, 0 BHAMBKTIP Oz E T £,

FEO0ORABHREL : 0 HAHBKREZHRCETICASA IR 28 A5 L. ASARAR X7 7 4L b
DO ASAFE R ZTEH L, AWS A X T —X P —N—InDEH SN VX —T7 = ADIP %
BL.IPT RFLRAZED LB CES (F—H A Z—T A AZIPIFED Y THRETA, ENLIZ
27 L%ET) . Management0/0 A > X —7 = A ANEE L, DHCP 7 RLATHEINTZIP &
B L ¥4, Amazon EC2 3L N Amazon VPC D IP 7 KL v > 722\, [VPC TO IP
TRy 7] ZZRLTIIEEN,
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! ASA Version 9.x.1.200

1

interface management0/0

management-only

nameif management

security-level 100

ip address dhcp setroute

ipv6 enable

ipv6 address dhcp default

no shutdown

1

crypto key generate rsa modulus 2048

ssh 0 0 management

ssh ::/0 management

ssh timeout 60

ssh version 2

username admin password Qlw2e3r4 privilege 15
username admin attributes

service-type admin

aaa authentication ssh console LOCAL

1

same-security-traffic permit inter-interface
same-security-traffic permit intra-interface
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ATy T4

ATy TH
ATvT6

ATy 71

access-list allow-all extended permit ip any any
access-list allow-all extended permit ip any6 anyé
access-group allow-all global

|

interface G0/0

nameif outside

ip address dhcp setroute

ipv6 enable

ipv6 address dhcp default

no shutdown

|

interface GO0/1

nameif inside

ip address dhcp

ipv6 enable

ipv6 address dhcp default

no shutdown
I
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REEMER L, [Launch) 27 UV v 7 LE,
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[ v A% ZADfH) (Launch Instance) 1 %7 Vv 27 LT, ASARAE 2 AL ET,

[My Account] > [AWS M anagement Console] > [EC2] > [Launch an Instance] > [My AMIs] #27 V v 7 L&
7

ASA R DA v B2 —T = A AT LI REITTE 135850 DR (Source/Destination Check) ] 23 HEZNIZ 722 >
TWLHZ &l LET,

AWS DF 7 3 )V hIRETIE, AV AZ LV RTEDIP T LA (IPvA B LI NIPV6) DT 7 4 v 7 DIrZ
ZETE, AV AX L ATMADIPT KL A (IPVAB L OIPVG) NHDHRNT T 4 v 7 BklETEET,
ASA AR DNV —TF v Ry 7 & L TCOMEEZANZT DL, ASAIRBEOKE RN T 74 v 7 A ¥ —T
A Z (NES, SMEE, B LU DMZ) @ [EEICE 721358 OREFR (Source/Destination Check) ] & #0127 %
WVENBH Y F4,
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AWSCc5 A VAZ AL, LIRITD 3, ¢4, BLUOmd AV AZ U AL0 HIZENITEWNT 53—
v AR L ET, SA VAL AT I TORBBEZFDRAVPN 2/L—7 > | (AES-CBC
A LI LD 450BTCP N7 7 ¢ v 7 T2 DTLS) 3. LTO XS THLHIVLENHD £
7,

* 0.5 Gbps (c5.large)
* 1 Gbps (c5.xlarge)

* 2 Gbps (c5.2xlarge)
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