VPN DO#E

VPN 7 1 H—k

* VPN O (1 =—)

» IPsec Site-to-Site VPN Wizard (3 ~<—73)

« AnyConnect 7 5S4 7> VPN 2 4 HF— K (5 <—)
» IPsec IKEv1 Remote Access Wizard (8 ~<—73”)

» IPsec IKEv2 Remote Access Wizard (13 ~<—73)

ASA X, ==V —=NT T4 _X— " & LT TCP/IP ry hU—72 (S ¥ —F v N b)
BERTEX 2 TR AT HZEICL0, XN—=F ¥V T ITAX— K Xy NT—7 ZHEG
LET, ZHITL > T, single-user-to-LAN #f¢ & LAN-to-LAN #&ft Z fifEx. TE £,

T TR PRIV EREEN, ASAIX R Y e barEFEHALT, Bxa
TANTA=EZORITT— | bRV OERB L OER, <7y hoh 7 b, FUx
NEIN LT3y SOEZAE, N7y NOB T ALREREITOET, ASATX., X5H b xR
NDOTY RiRA > bELTHIELET, HE21E FL—r X7y bEaZELTH I 'ILE
L., ZNE bRV DH ) — DO RiRA LV MIEETHZENRTEET, TOTY RAKRA
YT, ATy NI T EMMEE RS, RERRSEEICE ESNE T, £, XY
TATTITATVARX, BTSN Ty NEZE L ThH ek iz L, 2 E i
725 e lCMETH 2 LB TEET,

VPN 7 4 — REHT 2 L. AR LAN-to-LAN & UE— K 77 & A VPN ZHE L
T, FHRHEAF—FIET VXV GEHEEZGEAICEI D B CTAH Z N TE £4, ASDM &1
L CHEIRISRE A REB L ORRE L T &,

ZIZTIE, D 45D VPN U 4 F— RIZHOW T L £,
« AnyConnect 7 7 A 7> h VPN 7 4 H'— K (5§ <X—7)

Cisco AnyConnect VPN 77 7 A 7 > | AnyConnect VPN & ¥ = —/L{E, ASA ~DEF =T 72
SSLEEkt £ 7= 1XIPsec (IKEv2) iz kL, Zhic kv, VE— ha—WF—ic Lo ¥
UV —=A~DTZ/VVPN b3 U VR A[REIC 72 0 £F, FRICT TA T2 "3 A A h—
NEINTWRWGE, VE—F 22— —%X, 7747 ML A VPN 8fiia=IF AiLd &
NCREENTIA L E—T A AZADIPT FLAZAZ T I UHFIZASLET, ASAIL, UE—

vy s 5—F ]
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A a—BOFRN—F 4 VAT LIEETDH I IAT v T a—RL
I, XU a—FRRETTDHE, 74T MBREEBICA VA M=V INTRES
. BEX a7 RSN SNE T, HERAK T T 5L, ASADKREITIGUT, 72747
VMIFOEEERDLI, FERT A A=A ENET, BEINLA A R—=LENT
WBT FAT Y NOBEIE, 22— —ORFERFIZ, ASAIZL>TZ 74T FOY BV 3
UREREN, BBISUTT v L—RaEnET,

AnyConnect 7 74 7> N VPN 7 4 #— KX, ASANR~LFarTFAME—RD L XIT
a—P—a T XA NOLTHHHARIZZRY ET, BRI VTHFRAINDARNL—U LY
V=R T TAF, VAT A AUTHXAINNLRETDHILERDH Y 9,

CiscoAnyConnect 7 7 A 7 h Ry r—vT7a 7y A VT 7 A NVEFERATHICIE, 3~
TXAPIEDA ML=V RRETY, £33 TFHFAMDTA B AOEIY HTIE, U
V=R I TANKETT, EHT DT A& A1X, AnyConnect 77 7 A 7 > b Premium T
j—O

\}

GE) ZoOvAF—FROEYOBREIX, VoI ArarrdR oEs e
[_J L//Cj—o

* [Psec IKEv2 Remote Access Wizard (13 ~X—7)

IKEV2 IZXE o> T, DX Z—D VPN 7 T4 T v bBNASA IR TEE9, Zick
D, BEXx=2 T anmibsinsd & e bic, ERMAFBIGERNPHEEL T D IPsec U E— b
T AEEEW TR TEET,

IPSecIKEV2 VE—h 77 &R 7 4P — KX, ASAR~YLTaTFAKNET—RDL X
WZa—H— a7 X 2 NOLTHHARIZRV ET, HERIAVTIFAIDY Y—R 7
FAZ, TARREV Y THDOY AT AT XA MDORETHILENHY £3, F
4% 74 A%, AnyConnect 7 74 7 > k Premium T,

)

GE) Zov4 ¥ —FROELOREIZ. Yo7 LarTFX2 NoREs b
RV

* [Psec IKEv1 Remote Access Wizard (8 ~X—73)

* [Psec Site-to-Site VPN Wizard (3 ~X—73)

LAN-to-LAN #5¢ T IPv4 & IPv6 Dl T DT RL v v IAMER SN TV AHHA. ASA T
VPN b R ABRYR— b INDHDF, WMHFOET N ASA THY . 2»OW G ONEHF v b
=7 DT Ry 7 HANR B LTS (lihEd IPvd £721LIPv6) & & TY, Z
L, MHFOET ONEA Y b U —2 28 IPv6 THE R~ b U — 27 8 IPv6 DIFAITH Y4 T
XED E7,

B vnNYes—F
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IPsec Site-to-Site VPN Wizard [JJ}

IPsec Site-to-Site VPN Wizard

2ED ASA TRA A D R A BY—HP A h brxb) I, WOFATY,
P A NV —H A K~ VPN b R TiE, IPsec 72 Fa xR L CF—20»R#EINET,

Peer Device ldentification
s [Peer IP Address] : D1 & (7 T34 ZX) OIPT KL RAEZHELET,

* [VPN Access Interface] : 14 Y —H% A N N UIHERHTH A v F—T7 = A ZAZEIRL
7,

* [Crypto Map Type] : ZOET I SND~y T OZAT (RET 4 v 7 £21E5 4T
Iv7) mHEELET,

Traffic to Protects

ZDAT YT TE, m—=IV Ry U= BIOVE—F Xy NU—JEBELET, Zh
5DOFy FU—27 TiE, Psec AbLZMEH LT NI 7 4 v 7 RSN ET,

s [Local Networks] : IPsec > RNV TCHEHAINDBFA MERELET,
* [Remote Networks] : IPsec h > R/ TSN *y NV =27 ZRELET,

tXxal) T

ZDOAT 7T, BT TAL AL ORFED FIEEZRE L ET, HMRREEZERT 20, #
AIEA X —Z2BECTEET, ELILITHMRA TV a iz 0TI, UUTIZHIAT S
[Customized Configuration] % %R T& £,

* [IKE Version] : &6 503 —2 3 UEMHT 50206 U T, [IKEv]] £ 721X [IKEV2] F = v
IRy I A F AT LET,

 IKE version 1 Authentication Methods

s [Pre-sharedKey] : A F—%2EHT2 L, VE— N ETOEBRERITHOFR >
N = NEELTWALA, BEZTIECEHEICEY Ty TEEd, 2hE
NDIPsec BT 1L, Bx 27 R AT OHFOET Z8IZar 74 Fal—va
UNEREMLE LT A, KB RXy NI =27 TR —J U7 1 ORENET
LDLEENRHY ET,
IPsec 7 DT 1E, FAHEAEXF 2L TEX 2T MU RVEHESLT D0
DV ES, EXaTRhAHEEFEHL T, VE— A FOBEHEE L FRHLAEY—%
L TLEE,

[Device Certificate] : 2 — /L ASA & U E— | IPsec &7 W] OFAECREMIEZEHT 5
Balc sy 7 LET,

FTUHNFEHEIC L D IPSec b RAVDFESLIZER T2 X2V T 0 F—%28hR L <
BHCTXET, TUXNVGEAEICL, 4Al. VU TAEE, S, HH, TP

VPN 4 H—FK
I
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VPN 7« H—F |

T RLRARED, 22— —F 13T, A BT A ERNTDRI N TOVET, £
FTUXNVFERAEICE, AF—0a bt —HEFEFNTWET,

20D T REETAEAIL. GEHEL T OANBAEINET—F EHL T, HA
DOFFEEITVET, BrLWET 2Ry NU—=Z BT 28541%,. ZOET % CAIZ
B LET, o T RNIBMOREEITHILEITHY 8 A,

* IKE version 2 Authentication Methods
* [Local Pre-shared Key] : IPsec IKEV2 f8ilE LB BAL T L3 Y X AZRE L E7,

* [Local Device Certificate] : VPN 7 7 ¥ ZADRGEZ, ¥F 2V T 4 7T I7A T A%

LTITWET,

* [Remote Peer Pre-shared Key] : = —7# /L ASA & U E— b IPsec &7 [H]DOFEFE CHF AL
AxX—2HHT25612) v 7 LET,

* [Remote Peer Certificate Authentication] : ZDF = v VR v 7 ANF D EXE, BT
TNAZAPGEHELZFEH L TZOT AL R L CHHORBIEEIT) Z &N TEE
—g—O

* [Encryption Algorithms] : Z DX 7 CliX, 7 — ¥ OREIHEH T LHE5ALT LT Y X LD H
A TR L ET,

* [IKE Policy] : IKEVI/IKEV2 #BREHF & HEE L £7,

* [IPsec Proposal] : IPsec Ff 5t 7 /2 U XL EFRE L £,

* Perfect Forward Secrecy

* [Enable Perfect Forwarding Secrecy (PFS)] : 7 = — X 2 IPsec ¥ — DAEFKIZISV VT, Perfect
Forward Secrecy #fEHT 2 E S0, BIOMEHTAEFEZOH A X2HBELET,
PFSIE, HILWVWF—TT T, 602 EOF— LR LARNE VI Fs{ba &
7 N CY, IPsec F I T—3 3V TlE, PFSBA RX—T IR DHET, 7x—R2
F—IE7 = — X1 F (2SN TNET, PFS Tlid, F—DRLIC Diffie-Hellman J7
APTEHENTNET,

PFSIZ Lo T, EF—D 1 DPFRRiEFi S Th, —HEO RN ¥ —3 X ORE
F=2bIRELIZEy v a v F—id s i< £,

PFS I%, B0 WM TA R—T WIZT D MERH D £7°,

» [Diffie-Hellman Group] : Diffie-Hellman 7' /b —>7" 1D Z3®#IN L £§, 2 DD IPsec T

X, A WMBEREIEET D2 LR EAMEBEERLEHTL7-DICZD ID
PHERHLET, 74 FDOZL—7 14 (2048 ¥ v |k Diffie-Hellman) .

NAT Exempt

B vnNYes—F

* [Exempt ASA side host/network from address translation] : K2 v 7*Z 7  U A M &EHEH LT,
T RUABEHINOERAT DARA M EITRy NV =7 2RI ET,
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AnyConnect 7 54 7> VPN 4« H—F .

AnyConnect 7 514 7> K VPN D 4 F—F

Z D7 4 ¥ —KiE, AnyConnect VPN 7 7 A 7 > K ® AnyConnect VPN E ¥ = — /L) 5 D VPN
i e T AND LI ASA ZRETHEESIMEALET, 2OV P—FTIE, 7 xRy
FNI—2 77 RBANTESH L D2 IPsec (IKEv2) 7w k=L E 721 SSL VPN 7’1 | = /L A 7%
ELET, VPN ERAET Lz & X2, ASA IZ X > THERYIZ AnyConnect VPN 7 7 A 7
I @ AnyConnect VPN & ¥ = — /L)AL R —HF —DFT A AT v 77— RS Ed,

Connection Profile Identification

[Connection Profile Identification] TiX, VE—h 727X 2 —%—ITx$ % ASA ZHEEL £
T

* [Connection Profile Name] : U E— K 77 A 2—% = VPN D 7-DIZT 7 B2 T 5
AHiZHRELET,

* [VPN Access Interface] : U E— b 77 B R 2—HF =N VPN EHDOT-DIZT 7B AT 5 A
\/&%7I/rx%i%itﬂbi—§—o

VPN Protocols
ORI T 7 AN LTCEFA[T S VPN 7’1 ha L2 E L £ T,

AnyConnect 7 74 7 >k ®F 7 )L ME SSL TF, #fii7 a7 7 A /LD VPN k3L 7'
h =Ll LT IPsec A R—7 M LTIz EIE, IPsec A X— 7 M LT FA4 T b 7'
T ANVEER L TREATZEOMEICRY 9 (ERT I, ASDM O a7 7 A /b
ITTF4XEHFRALET)
WebLaunch D {4V |Z AnyConnect 7 74 7 >~ ZFaiRHET 551X, &HDOZ 747 b
BRI SSL AL, Ty a FIZASAMNDB I T4 T b7y A VEZITERY £9,
DI DG ClZ, 7 9A T v MIFOTFa 77 AL THRESN/-7 e b=)L (SSL £7-1%
IPsec) ZH LET, IPsec NIRESNT-T 077 ANV EITTA T M & BICERER L
BRI, mHIDT T AT 2 MERE TIPsec M SvE 7, IPsec & A F— 7 /M LT2IRREED 7
FAT RN TaT A INVEERIRERT S TEOZEMZOWTIL,  [Secure Client Administrator
Guidell #&M L T 72X,

« SSL

* [Psec (IKE v2)

s [Device Certificate] : VE—h 727 8RR 77472 MIxtT 5D ASA ZfRELE T,
AnyConnect 7 74 7 >~ OEEREDOHIZIE, Always on < IPsec/IKEV2 D L 512, HRh72T
NA AGEHEDN ASAICAHET D 2 L 2L T 0008 H Y £7,

* [Manage] : [Manage] % i%#fR3" % & [Manage Identity Certificates] 7 1 > R U253 & £ 7,
* [Add] : ID FEBIE & Z OFEMIEHRA BT 2121%, [Add] Z3BIR L £,

| VPN 4 H—FK .
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B anvcomnect 55472 RPN -k

» [Show Details] : 55 E DFERAE % 3PN L T [Show Details] &7 U v 7 35 &, [Certificate
Details] 7 1 & FUDBHE | EOFEHEDORITHRE L HITHEVRRRINDIIN, &
V7 NVES, ERGE, ST 872 MKRA > b, AR ERFRINET,

* [Delete] : HIFRT 2REEZ @GR~ L C [Delete] #7 U » 7 LE,

* [Export] : FFFAEZFHE R L C[Export] 227 U v 735 L, ZTOFEHEL 7 7 A MIZ
T AR—=FTEET, ZOLEIT, WEHARATL—=XET 2089 hEFET
%ij‘o

+ [Enroll ASA SSL VPN with Entrust] : Entrust > ¢ SSL Advantage 7 3 % /L AEBH & % fif
A+25E. #<ICASASSLVPN 77T A 7 ADBB 2 Bt & £,

Client Images

ASAX, VATV RTNAANZUH =T FTARX 3y NT—TWZT 7 8ATHEXIT, &
#D AnyConnect 7 7 A T 2 b Ry r—U%ZDT NA AZHEINICT v 77— RT52 &0
TEFEY, 770V 0a—F -z -V b A AT LM E, EREREZHAL THEE
TEET, £, BEROREICET DR A R/NMNRICTH7201C, Bb IERASD AR
V=T 4T VAT L% Y A NOEHICBH TE ET,

AL &
Z OWE T, FBREHHREEE L ET,

* [AAAservergroup] : ASANY E— M AAA Y — =T N —FIZT7 7 EA L Ta—P—%§
FECEX 2RI LET, AAA Y —— J U —T % FHREINZ I N—T DY R hin
SIS 57, [New] 227 U w7 LTH LW L—TZ2ERL L E7,

* [Local User Database Details] : ASA I[ZAfHS LTV D — /L T —F RX— R ZH L2 —
PF—EBMLET,

* [Username] : = —W —D 2 —H—& Z/Efk L £,
¢ [Password] : L—HF—DNZAT — F&ERL L 7,
* [Confirm Password] : #EFRD 7= OIZFE L/XA Y — RZ2FH AN LET,

s [Add/Delete] : B —H )L T —H X— R —Y—ZBINEILT — X X— A0 L HIFR
LET,

Client Address Assignment
U%— |k AnyConnect 7 74 7 > ks =Y D7=HD P 7 KLV AHFHHEFRE L £7,

* [IPv4 Address Pools] : SSL VPN 77 4 7 > Mid, ASA IZHEE L= & ZIZH LWIP T R L
AxZITMYET, 7747 PUVAERTIEH LWIP 7 RLAIARETT, 7 FL A
T=NALTlE, VE—N I TAT VIR ZITRMAZEDTELT RUAFHNERINE
T BEFOIP T RL A P —VEBEIRT 50, New] 7 U v 7 LTH LWT — /L& ERL
LET,

B vnNYes—F
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AnyConnect 7 54 7> VPN 4« H—F .

[New] ZBIR L7-BE1%, BB ERTOIP 7 RLABIOY TRy b w27 2fET S
VERDHY ET,

« [IPv6 Address Pool] : BEfFD IP 7 KL A F— L Z38IRT 57, [New] 227 U v 27 LTH L
W= 2 ERR L E T

Y

GE)  IPv6e7 RL X 7 —d, IKEV2#:ks 7 a7 7 A AFICIIER T
FH A,

Network Name Resolution Servers

VEe—bha—PF—=NHNERXY NT—=ZIZT 7 8RATHELEITED AL U4 ZFERT D EE
E]\/i—é‘()

* [DNS Servers] : DNS #—X—D P 7 KL A% A LET,
« [WINS Servers] : WINS H— X—®D P 7 RLA&Z AN LET,
* [Domain Name] : 7 7 A/ D KA A 4% AT LET,

NAT Exempt

ASA E TRy FU—T BN A F—T /IR EINTWDHEEIL. VPN v T 7 0 v ZITXFL
TIOEMEGERT HVLERH Y 7,

AnyConnect 7 54 7> b MEA

WD 2 ODTFEDONT N ZEMEH LT, AnyConnect 7 7A 7 > N 7 a7 8% 7747k
FRA RZA VA =L TEET,

o [WebiLHE) (Web launch) ]: AnyConnect 7 74 7 > k /Xy 7r—U1%, Web 77 U &
LTASAILT 7 BALILEZICHBIZA Y A =L ENET,

Y

GE)  Weblaunch (I~ /v F 2 7F A~ E— FTEIVA—bFShEE
A/O

o [FriEPH (Pre-deployment) ]: FE)T AnyConnect 7 74 7k RNy r—T% A VA h—
LET,

[Allow Web Launch] (%, T X COHERIHEN RS2 —ALEETT, ZOF =y IRy

ANRAT7 (FFAfL72v) O%4E1EL, AnyConnect 7 7 A 7 b SSL#EkE L 7 74 7 F L ASSL
Pt THERE L £ 2 A

veN s o—F ]
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HHTEOEGAEIL, disk0:/test2_client profilexml 7’1 7 7 A /L 32 KO HFINZ msi 7 7 A /VH
HH, D 74'77/ k7w 7 7 A % ASA 7»6 AnyConnect 7 7 A4 7 > k /Xy r—UIZA
NTELDERDY £9°, T, IPsecBEfma ML LB ICHEICENES RS20 TT,

IPsec IKEv1 Remote Access Wizard
S

(GE¥)  Cisco VPN Client IZifit HEFCRKHI T, AR — F23& T L TWET, Secure ClientiZ 7 v 7 7 L —
K 2MERH Y £,

IKEv1 Remote Access Wizard ZfEf LT, XA )L 2—HF—72 D VPN 7 T4 T v ML
RUVE—bF T 7RRAEREL, UE— b IPsec ETIHERITHA X —T oA AZEELE
7,

* [VPN Tunnel Interface] : YV E— K 727 BRI T4 TV N CHEHTLA VF—T oA Abi
WRLUET, ASAIEHDOA V2 —T = A ARHDHGEIX. 20T P — REFATT DRI
ASA CA VA —T oA AEFHELET,

* [Enable inbound IPsec sessions to bypass interface access lists] : IPsec iRlEE A DEFEE v =
Y ASAIZ L o THIZHTHEICLET (DFED, A F—T = A AD access-list L
EF 2y 7 LIBRWESIZLET) , BREEyVaryBAA AT DR, A F—T=A
AACL 72 TY, RESNZI/NV—T R v— a—F— BLOFvrr—Kahiz
ACL TEM S ET,

JE—bT7OERISAT7 L
SEIERFATOYVE—N T 7 EARA Z—F =R ZDASA~D VPN > R LZHL &
MTEET, ZORSHLDVPNI FTAT V bDFA TE2FRLET,
* VPN Client Type
* [Easy VPN Remote product]

+ [Microsoft Windows client using L2TP over IPsec] : PPP #BFE7 & b 2 /L2 FE L 9,
B IEL, PAP, CHAP, MS-CHAP-V1, MS-CHAP-V2, # L U'EAP-PROXY T,

[PAP] : @BREHFICZ VT THF A MDD —W—4 L XAT— REESTOT, ZETIHEDH
D EH A,

[CHAP] : = =D F ¥ L VIKTHINE T, 7747 v MIgF ks TF v
LoD RATV—RBLOIZ VT THFA MNDOa—YF—ZZKLET, 2O e ha
X, PAP LV EZETTR, T—H IR bsnERFA,

[MS-CHAP, Version 1] : CHAP &l CWET 25, H——X, CHAPD XL 5727 VT
THARDART— FTIRRL, B LI SA Y — NEG 2 RFRS L O+ 50
TLAETT,

. VPN 4 H—F |
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IPsec IKEv1 Remote Access Wizard .

[MS-CHAP, Version 2] : MS-CHAP, Version 1 LA ED& % = U 7 ¢ 5i{bARE N & T
b\‘ij‘o

[EAP-Proxy] : EAP A X —7 MZLEd, ZhIZXk->TASAL, PPPFRGE7 & 2
AN D RADIUS GRFE— "—ZRITS B Z N TE ET,

VE—KIT7A4T7 T balRNBEEIN TV RWEAEIE, SEELRVWTLEE
VY,

FRETDHDIX, 7 T7A4T 2 Finb F 2L Zb—7 478 username@tunnelgroup & L

TEESNLHETT,

VNI SA 7 RREEARE RO RILTIL—TE

AR R EFRE L, AR o— (hrrxrn Zv—7) Z{EKT 5121, [VPN Client
Authentication Method and Name] A4 > & L 7,

» [Authentication Method] : U E— bk Y%A b 7%, FHRiHA =23 HZOWT & 6E
MLUTRIELET,

* [Pre-shared Key] : ©—71/L ASA & U E— b IPsec &7 [H]OFFE CHRILA ¥ — 4 H

ToHHEEC 7V v LET,

FHEAF—A2FHAT DL L. VE— N ETOEBRENTIrOFR Yy hT—7 BNLEEL
TWAEA, BEEZTIICLEHICE Yy N7 v 7 TEET, ZNENDIPsec BT 13,
X o TR AT ADMHTFOE T Zlilar 7 4 Fab—va VIERENLELE T
B2, KRRy U= TIEAT—J )T 4 OMENRELDHENH D F
7T

IPsec Y7 DE_T 1L, FHRHEAXF—Z2RZHM L TEF 2772 b RIVEHILT HHME
NV EST, EXaT7hFEEFEHLT, VE— A FOBEHEE L FRiAEXX—%
AHLTLIZEY,

[Pre-shared Key] : 1~128 LT DT LTH 2 A LET,

[Certificate] : 7 —H /L ASA & U E— b IPsec B'7 M OFEFE CiEHEZ AT 25451
7V LET, TO®Z T a rEETTHICE, FAC CAILEEL, 1 DL ED
AEHEZ ASAIZX U a— RLTEBLERDY £,

TUHNVFEAEIZ L D IPSec b U FNVDFENLIHEHT 28X 2 U7 0 F—Z28hE L <
FEICTEET, TUXVGEAEIDIL, AR, VU T AEE. Stk #7201
T RLVRpED, 22—V —F 721373, A& T A IERNGTER SN TVET, £
TUXINGERAEIZE, AF—0atr—EENTVET,

T/&'/lxuﬁﬁi%ﬁﬁﬁ‘fé N 7/5'/1/uﬁﬁﬁi%%\é T9 DRAER (CA) Q:%EOT
ERERLET, CAlL, FEHTX DU X —F 31/ CF %Lf_7°§/f“*‘_]*CA
DEELH Y 7,

2ODETNEIETDHAIL., EHEBEL T UXNVEL SN-T — X 2 ZH LT, A
DOFRFEEATVET, ﬁbwt?%z/bv JIZBMT 25681, £OET % CAIZ
BikLET, MO TRBMOREEIT I LEITH Y £H A,

VPN 4 H—FK .
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[Certificate Signing Algorithm] : 7 ¥V Z LGEHEZL T LT Y A LEZ R L ET (RSA
DAL 1sa-sig)

* [Tunnel Group Name] : 4 fi& AJJ LT, Z D IPsec #fii D b v RV AR Y v —% G e L

a— REERR L ET, B Y > —Tik, 385k, Al THU T v T == T
THAN K TN—T R — BLWIKEEYEEZHRECTEET, ZOVPNY ¢ — T
ETDERRY 1%, PBAEREHRE L. ASADT 7 4V FDOTN—TF R —%Aff
ALET,

77’(7/ |“u:|..n

[Client Authentication] ~ > T, ASANY £ — b 2 —W—%FFFT 2 &L T2 HEE
BIRLES, ROFT T a ronTFnnzaEwRLET,

* [Authenticate using the local user database] : ASA ODNFOFERIE T X E=EHT 2551227V »
7 LET, ZoHFAE, 2—PF—DEP VR TREL TV ORETHEHLET, koS
A 2 TiE, ASA Iffilx DA—F—DT v FEfERTE £,

* [Authenticate using an AAA server group] : V E— F Z—HF —FEFETHEHH—— 7 L—7
2T L5AIC7 ) v 7 LET,

* [AAA Server Group Name] : JCIZHERL S 4172 AAA Hh—N— T —T 2RI L £7,
o [New..]: LW AAA r—_— T N—T %R ETHHEICI ) v 7 LET,

User Accounts

[User Accounts] A > Cl, #ikx BRI L LT, ASA ORI —H — F—H X—Z(ZH L
a—YP—zBMLET,

Address Pool

[Address Pool] XA > TlX, ASABYE—RNVPNZ T4 T MIEVYTHua—ANLIPT K
VADT =NV EFRELET,

s [Tunnel Group Name] : 2D 7 RL A F—AN@EH NI e 77 A0 (hxv 7
=) DEBINFREINET, ZOL4FHIE, [VPN Client Name and Authentication Method]
XA (AT w7 3) TRELEZLDTT,

¢ [Pool Name] : 7 F LA 7 —/LOFRik ID Z##R L £,

eNew..] : HrLWT FL A F—LE2RELET,

* [Range Start Address] : 7 KL A 7 —/LOBAGEIP 7 KL AZ A LE T,

* [Range End Address] : 7 RV A 77—/ O TIPT RLAZ AN LET,

* [Subnet Mask] : ({EE) ZNOHDIPT RLADH TRy b~ A7 IR L £T,

B vnNYes—F
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IPsec IKEv1 Remote Access Wizard .

Attributes Pushed to Client ({£%)

[Attributes Pushed to Client (Optional)] “X-f > Cix, DNS #—/3— & WINS H— —{ZfT 5 1F
WMBEOT 7+ N RAA LA EVE— N T 78R T7A47 0 MZHET L DIT, ASA ZRE
l_/i‘j‘o

* [Tunnel Group] : 7 R LA F—ANREMH S o#kR Y o —O4RTZER R LET, 04
A&, [VPN Client Name and Authentication Method] X+ > CHE L7=H D TT,

+ [Primary DNS Server] : 77 A4 < U DNS #—_—D P 7 KL A% AN LET,

* [Secondary DNS Server] : > % U DNS H— =D P 7 RLA&Z AN LET,

* [Primary WINS Server] : 77 A4 ~ U WINS — "—D P T KL A&EZ AN LET,

* [Secondary WINS Server] : © /> % U WINS B — =D IP 7 KL A& AN LET,

* [Default Domain Name] : 7 7 4 /L D KA A 4% AT LET,

IKE Policy

Internet Security Association and Key Management Protocol (ISAKMP) & HIEZN S IKE L, 2 &
DARANTIPsec BFX 2 V7T 4 TYvo—a r OEGEHEE —HIELo0rTvo—
var7arbhanrTd, FIKERXITVT—Ta i, Tx—R1 LT —X2 EMENRD 2
OOFFyINET, 72— 11E, DEOIKERTvT—var Ayvb—VaRi#ET D
BND b FNVEERLET, 7=2—X2 T, 7—XZR#ET D b RABERENET,

[IKE Policy] A > TiE, 7=— X 1IKE *x T — g o OFMEEZHFELET, ZOFRMIC
X, T2 EREL, TTANT—2 LAl BT O ID 2R 2GS B &
O 55 —f5 7 L2 Y X A%E§E{Ld 5 Diffie-Hellman 7 /L —7 NG ENE T, ASAIZZ DT
NI XALEMFHALT, BEX—bnyva F—2EHLET,

s [Encryption] : 7 =— X2 XA T — a L aRi#ETHT7 =2 — X 1SA BT H72DIC

ASA DMEAT 5, BT LY X LRI L E4, ASA L. KOS T LY
ALZEYR—FLTWET,

FILTY XL iR

DES TR HE, 6 By b F—&MHLET,

3DES Triple DES, 56 B> b ¥ —% i L CThf S bz 3T L £,
AES-128 EERF LR, 128 By b F—% AL ET,

aes-192 192 &y b F—%4i/H7 2% AES,

AES-256 256 £y b F—&f 95 AES,

F 74/ F®3DESILDES XV X7 TN, Bkl iESkicit, L& o
FAEAVEL LET, FEEIC, AEST Y a 2L b X o U T 13RI TTS, MLERAL
HELHEALET,
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* [Authentication] : FFERT — X BEEMDMEROT-OIHEHT 2/ v a2 T3 Y X L% 3
RLET, 774/ MISHATT, MD5DOHX A V= A MI/HE<, SHA LY b3
WL ENTVET, MD5 I, (SO THREETYT ) WRICI VN D Z L AFERES
ALTWET, LarL, ASA TffiH 415 Keyed-Hash Message Authentication Code (HMAC)
N=2a NI ORBEEHEET,

[Difﬁe Hellman Group] : Diffie-Hellman 27 /L — 7" ID %3&IR L £7, 22D IPsec £ 7 1L, #H
BIZHAMEEMAEET 5 2 L LEREHRZEHT 572020 ID 2 H L%

T, 774/ EDHZ/L—714 2048 > h) X, ZA—72BIRIL—75LD ¢
EMEREWNE R SNET,

IPsec Settings ({£&)

[IPsec Settings (Optional)] XA > TlE, 7 RVAEBEWNARE pa—H )V KA NFXy NT—T %
BEELET, 774/ NTIE, ASAL, XA I v I FHBFAET 4 v I RRrxy NIT—0 T
RLAZH (NAT) ZEH LT, NEORA MBLORY NT—7DEIP 7 KL RAEHEHR
A MMBRLUET, NAT iX, B TE 2WINBA R M2 X2 BEREOMERME A K/ NRICH X F
T A, VPNIZ L - CRRAEB K OMRE SN TV DA A M LTI AR#EY RS 501 H 0 £,

TmEziE, A w7 NAT AT HNEA A M, 77— VD EEAIGRIR LT R L
AEWMETHIEIZED, ZOIP T RLAZEBITET, MNBFR bk, Bl
T RLAFPTIRRZ AL 0ET, KYDIPT RLRIZF—ZE2%EETH LIk T
INHONEBARA MIBELLY ET5YE—F VPN 747 2 MM, NAT @RV — V%
ELRWVERD ., ZHHDORA MR TE 8 A,

\)

GE) I RTOFRAPERY FT—7 % NAT D HH0ERTAEEIE,. 2O, U TIIMLHELEH
AoI/hjﬂlof%fﬁfé&\M@T«fwth&z/bv T IINATIZHEWNE T,

s [Interface] : MR L7=F A MEIT Ry N —TIZHRT 541 > ¥ — 7 = A ADL4RTZ RN
]\/\i—é—o

* [Exempt Networks] : IR L72A v F—T =2 A A Ry NT =T D RERTHARA M EIT
v hT—2DIPT7 RLAZRIRLET,

* [Enablesplittunneling] : U E— 778X 774 T Mo DORT Y w7 4 H—F >y K
D NT T 4wV HEBLETICEETHHAEICERIRLET, A7V vy b bR 7T

D, RSNy VU= D NF 7 4 v 7 B E, REISNLTWRWER Y b
T—IDrF7 4 w73 bEnE A, A7V b bRV T ERA =T NICT D
&L ASAVE, WBFERRIZIPT RLADY A RNEZUE—RVPNIZ FA4 7 MZT v a LE
T, UE—KVPNZ TA T2 M, ASADERIZHDEIPT RLA~D T T 4 v 7 &

B LET, OTRTHO T 7 4 v 7 IS AL SN PICEREA v X —% v MIEY HE
L. ASA IFREE L EHA,

* [Enable Perfect Forwarding Secrecy (PFS)] : 7 = — X 2 IPsec % — D AERKIZIV T, Perfect
Forward Secrecy #3225 7, BIMEHT2EFE SO A X&2EELE7, PFS
I, LN F 3T R_T, HOWIBEOF LR LARNVE VIS {ka T T
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T, IPsecr v T—3 g Tld, PESHA X—TNWIRDET, 72—R2F—([F7 =—
A1 F—ITHESNTWET, PFS Tit. F—dD4xkIZ Diffie-Hellman 720 H ST
i‘é—o

PFSIZX > T, MMEX—D 1 Ok SN ThH, —HOEMARF—B X OWE F—
MOBIRELEEy gy =3 s 20 £3,

PFS %, #OmEMTA x—T NZTDHIVLENRH D 77,

» [Diffie-Hellman Group] : Diffie-Hellman 7 /L —=>"ID Z3&R L £ 9, 22D IPsec 7
L FHAEICIEERE R R ik T 5 Z R LA REE R EH T 57201 2D 1D
EHEALES, 774V EDHZA—714 Q048 B b) X, ZA—T 28IV
N—T5 X0 b EEERENE RS ET,

Summary

POEICEZR T UL, [Finish) 227 U v 27 LEF, ASDMIZ L > CTLAN-to-LAND 27 f ¥ =
L—ya UMEESNET, [Finish| 227V v 7 L72#%IE, 2TOVPN Y 4 F—FREFEHLTZ
DAL T 4 FXal—arrEERTHILIITEETA, ASDM &2 L THLEMEEZ R
FORRELTLZEN,

IPsec IKEv2 Remote Access Wizard

IKEv2 Remote Access Wizard ZfEFH LT, XA )L 2—HF—R D VPN 7 T4 7 v MIEE
RUE—FTI7E8ZAZHEL, VE—FIPsec T THA L Z—T o4 A& ELE
7,

Connection Profile Identification

[Connection Profile Name] (282t 7 12 7 7 A /L D4 Hij%Z AJ) L, [VPN Access Interface] C IPsec
IKEV2 VE— K 77 RRIZHEHTHVPNT VA A v F—T o4 AEBRIRLET,

* [Connection Profile Name] : 48iZ ASI LT, ZD IPsec Pt D b RVEHG AR Y v — &
el a— REERLET, iR —TTiE, ik, ], T T 4 T H—r—
FIFINE ITN—T RY —, kiUmEE%%%Ef%iﬁo:@WW?4%—FT
RETDEERAY >—1F, BiEFREHBEL, ASADT 74V DT NV—T K v—%
AL £,

[VPN Access Interface] : VE— K IPsec 7 &£ DEX 2T N RIVEMISLT HA X —
T oA AERIRLE T, ASAICHE DA v 4 —T7 oA ARBHILHHRIEL,. 2OV 4 F— K%
FATTOANI VPN 2 7 Fa b—a Uaatli L, & = 7 Rk 2 i3 5 TED
UE—FIPsec 7 28I, HTAHA L F—T oA ZAEZFEL TBMLERHD £7,

FEAERIZE D < IPSec (IKEv2) FREER—O

[IKE Peer Authentication] : Y <E— h 31 b ©7%, FaidtH x—, FEHE, 71X EAP %2 fF
HLEETRREOWT NN EZ M L TERAEL £7,

VPN 4 H—FK .
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* [Pre-shared Key] : 1~128 SCF DR T X o= A LET,

FRHAE -2 L VE— N ETOENPRERTHOHR Y NT—7 RNZEL T
LA, BEETIECSHEREIZEYy T v 7 TEET, FNTEND IPsec BT X, ¥
T IR A ST D TFOE T ZEIlar 7 4 Xalb—va VIEREMNE L TEH0D, K
W2y N =7 CIEATr—F ) T 4 ORENEC L HARH 0 £7,

IPsec 7 DE_T 1L, FRiFHEAF 2L T2 772 b RV EHESLT H0LERH
DET, BXaTRFEZFEHALC, VeE— MV A NOFIHE LEFRiLAT—2H L T
<TEEW,

* [Enable Certificate Authentication] : 4129 % & FRFRICFEIE A H TE £7°,

* [Enable peer authentication using EAP] NZTDHE, PBREICEAP A TE LT, 2o
Fryv IRy I A F N LTS i 72— 71 LR wf&%%%ﬁﬁﬁﬁ‘éﬁgﬁ%wi
R
* [Send an EAP identity request to the client] : U E— K 727 A VPN 7 74 7 > NI EAP #%
AEEOR 2 X E TE £
Mobike RRC

* [Enable Return Routability Check for mobike] : Mobike 2345 ZhiZ 72 > T\ 5 IKE/IPSEC & & =
V7 g 7Yvx—vaAlBii5% 41y 7 IP7 RLAOEL%ZF = v 7% Return
Routability Z G20 L £,

[IKE Local Authentication]
s B—HNERAEE A F—T /I LT, FaiAF—FITEAEO W T B3R IR L FE9,
* [Preshared Key] : 1 ~ 128 SLF DS F L FH 2 AT LET,

* [Certificate] : = — /L ASA & U E— b IPsec &7 M OFRAECREHEZEHT 254
7V w7 LET, Z0k7 a2 7T 52id, FANZ CAILRERL, 1 2Ll Eo
AEEZ ASA IZF U m— FLTRESLERDH Y £,

TYZNVAEAEIZ L D 1PSec N RNV DFENITHENT 28X 2 U 7 1 F—% 2R LL<
FHTEET, 7 UXNVIEAFEITIL, AR, VY T AES Sk M. £ Ip
T RLVRpED, 22—V —F 73T A A& T A IERNTER SN TVET, £
TUXNGERAEICE, AF—0atr—LEFENTWVET,

va /&/VHE%E%{ﬁﬂqﬁ—é j: va /&/antngi%%% ‘3—5 aoalk (CA) 7%5)7
ERERLET, CAIL, BEHTE DU X —F 3N TR %Lt774~~%CA
DAL H Y 7,

2ODETEETHIHAIL. IEHRLET VX NVEBELSIN-T =X 238 LT, A
DOFBFEEITWVET, ﬂéﬁbb\ET%fZ\/ U — 27 \ZEINT 25E1E. TOET % CAIZ
BekLET, O T RBIMOREEITILEITH Y FH A,

B vnNYes—F
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LA &

IPsec IKEv2 U E— k 7 7 £ A TiX RADIUS §EAED A B AR — S THET,
* [AAA Server Group] : JCIZHERR S 372 AAA Y— " — T —T IR L £,
o [New] : LW AAA T —"— I N —TERETIHHAEZI7 Vv 7 LET,

* [AAA Server Group Details] : Z OfEKAZ#H LT, AAAY—— T —T % VEZSE LT

Client Address Assignment

IPv4 3L VPV DT R LA F— L& ERlkd %0, BIRLET, VE—NT IR Z7I747
VMR, IPVAERIZIPV6 DS — DT RLAREIV Y TONET, MGFEZRELESEAIT
IPv4 7 RUADMER S ET, sEflc O W T, =BV IPT KL R T — )LDk EJ%%
LT EEN,

Network Name Resolution Servers

VE—bha2—PF—=NHNEHRY NU—ZIZT 7 8RATHELEXIZEDL T NAL B EfRRT D
MEFRELET,

* [DNS Servers] : DNS #—/X—D P 7 KL A% A LET,
« [WINS Servers] : WINS H— X—®D P 7 RLAZ AN LET,
* [Default Domain Name] : 7 7 4 /L D KA A 4 &E AT LET,

NAT Exempt

* [Exempt VPN traffic from Network Address Translation] : ASA C NAT 231 X —7 /LI~ T
WAGEIX, 20T =y IRy I A AT HLERHD 9,

VPN 4 H—FK .
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BERICDOWT

CORF2IAVMNEI, RKEVRAOARITRF 2 AV MNDSEMRTT, YV IBHRICODEXLTIE
. BERBRIBEFAT. ZEBRICTZ Y 77— DHD. UV IEOR-IHBEI/LTEThTWNS
BEFHDEITEEZCTELIEZD, HBLETHLEZNMREBDFTIDT, IEXLBABICDL
TIKETAIPMDRF AV M ESELESZL,



