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LET, AAA L, 2o P a—&F U Y—2A~DT 7B AZHETL-DDO—EHDOY—E AT,
P— RO LERERAIREE L ET, 2O OLET, PRy FU— 7 EHE X
WX VT (I10E > THETT,
ZOETIE, AAABEERICE — IV T—F R—2AERET D HIEIZOWTHBA L 7, 4M
AAA —R—ZOWVW T, THEHOY—N— XA FICEHTLIEEZRL TN,

e AAA L —H )L T —=HRX—=2ZHONT (1 =)

e —H) T —ERX—=ZADHA RTA L (T—=)

s —H) T HR= A=Y= T H o hOBEN (T—)

s T — NN T —HER=ADHIAB L ORI DT A~ (9 =)

e — NN T —HRXR—=ZADFE=L ) T (92—=)

s T —N) T —HZX—=ADE/RE (10 ~—)

AAA EO— D)L T—RAR—X[ZDL\T

TITIE, AAA L — b T —H _X—ZA OV L9,

B

AT — P —F I ETAHHETT, 77 BARFINAICIE, —F—3@i, a7
=P —Z LGN AT — RBRMETT, AAAV—NE, 2—F D7 LTyl —
AR—=ANMRFESNTWDMDZ—F 7 LT ooy Ve R LET, 7 LT vy Al —8
L7EBE1E, 2—HFidxy NU—7~D7 78 2ARFEINET, Z LT ooy ARn—F LA
wﬁAM\mui%WL Xy b= TR RAIESTINET,

ROME ZRBFET H RO ASA RETEET,
« ASA ~DFT RTOFEMEER: (ZOHHICIE, ROty v a UREENET)
* [Telnet]
« SSH
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U o —)b
« ASDM (HTTPS Z{#H)

« VPN BHLT 7 & A

eenable =~ K
Xy NU—2 Tk RE
VPN 7 7 k& A&

fo Al

HFANIRY > —ZWAT A5 7a AT, FOLH5RT7 /54874, VU YV—RA, B —E R
XTDT VAR = =R T ONEHM LET, 2—VF—0N@iEshd L, %
DaA—PF—ZEESEREZATDOT IV BRART VT 4 BT 4 ZRAINDLAREMELRH Y 17,

WOIEBEZFATHLOIC, ASAEZHRKETETET,
MW a1 R
Xy U= T ER)F

* VPN 7 7 & A

THIOT 42T

THOT A TIE, T RARHZZ—FMEE L) Y —RAZ[ELET, Zhlid, X
TARE Xy v a VIR EZE LT — X ER ENREGEENET, TV T o
VR, FFATHIEL, BRA. P LU RO, U YRR, R T4 ST =T DOT Y
TAET AR SNy v a COFEHEHR EERRIE RO R 7 &2 T ThilE T,

seRl. FRRl. THOUT 4 VU ROEEER
AL CHAT 528 by RABEOT B Y27 427 2 2 bk 52 L bTEET,
BACELT, 2P ORISR H AT BLERD Y EF, 72T 4 2 T EG T
52 kb B U E & bICHITT B T L b TE £

AAA H—N\N—B XUV —N—5)L—T

AAA F——E, T2 AR S D%y hT—2 e A—TF, R, 22—k
WBILET, B, RIS —PRT 2 ¥ 2T 5 RN HS Y Y — Xt% BRI

ETHRY -2 RELET, THVLT 4 7%, B LM S DI &7 — 5 0
VY —AZBHLET,
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LB O IIN—TEER L, T AT RCOT e Fa I onT I A—T 25T 5T L
MNTEET, HE—N"— N —T1L, HH—"—F T —ERIZEATT,

T N—T ONERITIEDFHEZONWTIE, RO My 7 2B LTI EEN,

* RADIUS #—/3— Z/L—T7 DR E

« TACACS+ H—/3— J )L —T D E

« LDAP #—/3— J—T DFE

« Kerberos AAA H—/3— 7 )L— T DR GE

* RSA SecurlD AAA H—/3— 7 )L—T DFTE
Kerberos Constrained Delegation 33 & O HTTP Form O H OFEMIZOW T, VPN A A R
EHRLTIIEEN,

RORIZ, B—=HNT —=ZXR=2 &GV R— NS —"—DF A T L ZDOPEOHEE
ALET,

R 1:AAA Y —N\—THR—rEINBHB—ER

Y—nN—44TEH—EX |RBit Al Th 19
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el

O—Ah)L T—E~R—X

P RIS KIS x
VPN —4— % x x
TrAT U=ty a | wn PN x
> (AAA L—)V)

RADIUS
(EguiEa s *f s %
VPN = —#— KEIE PIP I
TrAT Uy a | G IS FIP
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HHAE s KN FIPIN
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Ty AT T —LEy g | 5tk PSS F s
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AAAH—N—EO—hL F—8R_=Z |
B vy —n—sxv9—rn—s1—7

Y—N—g 4 TEY—ER | R g THIUT 4 Y
LDAP

(gt S X X

VPN . —H— PIIIN FIIIN x

T AT T F—LE g | 5t x x

v (AAA L—)L)
Kerberos

(=gt KFIE % x

VPN o —+H— s x x

TP AT T —E g | RHE x x

v (AAA L—)V)

SDI (RSA SecurlD)

ey KFIE % %
VPN = —4— KFIE x X
T7AT U=ty g | ks x x
v (AAA L—)V)
HTTP Form

EHE x x x
VPN = —#— XF I x x
T7AT Uy g | X x x

v (AAA /L—)L)

EER
«RADIUS : BHEDT T 4 700%, a~ KT a0 T4 o T3 EEhEEA,

*RADIUS : 77 A 7 U —bE vy a LV ORAE, 22—V —EHEDOT 7 EAY R KTHE
TV R—bENFET, ZOT7 7 EXY X MIRADIUS RS E CZEEIIEESN
KR

* TACACS+ : BHEDT I T 4 o2&, a~ > KT T 4 v IR EENET,

«HTTPForm : 7 74 7> h L ASSLVPN =—H'—+t v 3 VOFAFIZFRY . 3F3E L SSO
BERTR— & ET,
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AAA‘H-‘_‘/\“_‘O){JQ%DD ‘_‘77/1/7 &‘/\‘_‘X;gffiﬂqbf :L‘_“'j_ muu N muT 777]7/
T4 T ERMT AL TEET,

KOMREIC R — L T —F _R—2 % TEET,

« ASDM 2 —H#—ZL D7 7 A

e a2 — LG

» Telnet #4FE+5 & OY SSH 587

« enable =~ Figi
ZOREX, CLIT 7 BRI M &4, Cisco ASDM 1 7 A NI EL FH A,
o~ REFa]

B—HNT = H_X=2AEMNT D a~ 2 R 2G0T 5 & ASATIE, = — ¥ —FrkE
Lz U CHERRE/ R o~ RBRRESNE T, a~> RIFABRT 1 B—7 10
BlLEE., FELVVEIBRENEEA, T 74/ FTIE, a~y FORHEL LT
T, 0FELITZI5DELELMMTT, ASDMIZIE, 22 R~DEV ECTE A RX—T NI T
XL VPN EFNCER SN TVET, VY THIENTEDH LT, 15 (F
) .5 (FiAEYER) | 3 (EEER) o3fE T, FRiERFELAD L~V E2 M HT
5ﬁAi - %3@%@%%uxw@wfﬂ#m%0%fiﬁo

'* ]\]7 77&'[2qu|:

« VPN 7 747 bi¥i

2T AT FHAN T— ROLGE, VAT LAFITAR—AT2—HF—ZZREL., login =~
VREMHEHALUTCCLITHEAICr /(o TExFET, 2771, /XTAi?TX’\*‘XVC e —ar
F— B R— 2 E BT H AAA L— VTR ETEX FEFH AL

\}
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T+—I)LiINy sy HR—

=) TR F, BEOKED 7 +— NNy 7 A E LTEETCE £, ZOBE
T, ASA LIRS Tr Y 77U FEINBRWE S ITREFSNTWVET,

ngArTHE, AT 4 X2 —vaNTHRESN TV DRMNDO— =00 [EENRD
BETIN—THNOY—"R=NAIZ 1 DTHDT 7 ERAEINET, FL—THNDOTXTDOH—
N=MEATERWEE, =N T —HR=ZANT 3 — 3y 7 I EFRGER L OFA]
BE) ELTEEINTWDE, ASAITE—H T —F_R— L LI ELET, 71—
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NNy 7R E LTREEN T ZRWEE, ASAITSIEHE AAAYT—"—ZT 7R L LD
ELET,

Td =Ny PR—= R ELBELTLH2—F =IO TE, a—h ) T —H_XR—=ZANDL—
PF—LBLRIRNAT =L AAA —— FOa—F— A B I OIAT— R —FHSH 5
TLEAEHIRLET, TNICKY, BRI A ANy IR R—FENET, 2—HF—iL, AAA
PR 0 —H N T —HZ_XR=ZADEL LR —E R ML TV D00 B TE RNV D T,
O— BN F—ER—2ADL—PF—ZBIRIRNAT — R FB R A2 —F— LB LA T — R
ZAAA V—R_—THHATHZ LiF, HETHIRE 22— —4 LA T— RE2a2—F —03HE
TERWILEEWRLET,

gB—HN F—H_R— A THR— FNENTWAD T+ — -y ZHEBEIZRD L B0 T,

e V=B X—T NIRRT — RHFE : TNV —TNOY— =N XA TE %
WA, ASA TlEin— L =2 R—2AZFH L CEH T 7 B A &I LE9, T
= /])Z‘ 7/1//\le Fﬂ‘hﬂEb)ai“é%Ab)%v)ij—o

-:va%ﬁ:7w%fm@PMA$+ﬁ%N%ﬁ¢&TﬁﬁT%&W%Q\%%VNW
WICEESWTCa~wy RERBA[TH-0ICa—)L T —2_XR—=AMEA I NET,

« VPN F8GER L OREA] : VPN RERER L ORB AL, @ 2O VPN —E A2 AR — LT
HAAA Y —R_R—NMEHATERWEE, ASA~DYE— T 7B RAEA X —TNICT D7
DI HR—bhEINET, BHETHD VPN Z T, T hB, a—H/L T —H = ZX~D
T —NNRNy JEBESNT o I —TE2IRET HHE. AAA Y —1— F)L—7F
PEATER2NGETH, 2=V T = _XR—ARLEREMETHRE SN TR, VPN
RN TEE T,

GIL—THDOEHDY —N\N—ZFFRALI=T7+—IL/\Ny T DA

Y= N—= TN —TNITEBE OV — =R EL., T—"—= V=T DOr—h) T —FX—2X
DT F— Ny 7 A X—=T ML TWDHEE, ASA) D ORBFEERIZK LT/ L—7HND
EDOH— =N B G RENRNE . T AN I NRELET, ROVT Y A THEELF
R

P—R—1, B —="=2DJEHT, LDAP % —/3— Z/L—7|Z 2 D Active Directory h—/3—%
HELET, VE—bha—F—=Dn A 35L, ASAIZL > TH— 33— 1 {TkT DFEFEN
RAHNET,

P —R— 1 D HFBIET T — ( Tusernotfound] 72 &) MR IND E, ASAIZ LB P ——21(C
X—J"j‘}':)mun nﬁ#%hi’ﬁ__/uo

ZA LT T MBI — N1 BISER RN E (ETITREREREERD . BE STV DR RE
A TODL5GE)  ASAICK > TH—s32 ’i]‘?béuuﬁ#uiﬁ?f%ﬂiﬁ‘

TN—THNDEL LDV — =5 &R ASAIZaE—H )V T —H_X—=A~D T F—
/I//\/yﬁ) Eéﬂfb\é%é\ ASA 1T J:Ofm_j]/VT &/\‘—7\ )d‘jﬂéwuuﬁﬁ)uitﬁ%
nET,
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n—nL F—42~—z0#4 k51> [

O—AJL 57— 9&—Z®ﬁ4P54>

A—AJ)L T—

ATvT1

ATy T2
ATvT3

0= T = _R— AL E T ITRAIEAT 2856, ASA0»SLou v 77 7 MEXTE
JJ:L/VC< fx_él/\o

AR—ZRADA—H—TFTH 2 FDEN

a—P—Fu—N F—F_X=AEMT HITIE, ROFIREZFATLET,

FIE

[Configuration] > [Device M anagement] > [User SAAA] > [User Accounts] ZE&4R L, KIZ [Add]
27V w7 LET,

[Add User Account-Identity] %A 7 2 77K v 7 ANFRIINET,
4~64 LFORIOD2—WF—ZE AN LET,
(A7 ar) 8~121 LFDNAY—RFe A LET,

INAY — RTCIERLTFE/NLFRXRBE I ET, LLFE2FR<ARE O ASCHEIRIAIE LT (L7
a— R 32~126) ZHlAEDLEDL T ENTEET,

« AN—RIIEATEEE A
BRI CEEE A,
3 3CFLL R L7e, IR A 7S ASCH SCF- £ 72134k IR S ASCHL SUFIEEH T &
FHA, FE 2T, ORRT—RIFESENET,
« abcuserl
* userb543

* useraaaa

* user2666

T 4=V RIZIE, TAX VAT ETREREINET, SSHARF—FFEE2EHA L TG4
7l NAT— RERETTIC2—V L4 Z2ERTH L TEET,

G¥) [User Accounts] A > CTA R —T )L )NAT— REHRET HHA81T,. 22—V —4
enable 15 (2%} 95 /"2A T — R&EZEH L ET, =—¥—4% enable 15 |LH T [User
Accounts] A NNIRR S, T AN ==L ERLET, ZOHEZ
ASDM DY AT a7 4 Falb—2a T R—T )V NAT— REFRET LM
—DJETY, CLITHO A 12—/ L~UL XA T — K (enable password 10 72 &)
ERETDHE, TO2—W—FlTenable 10 LW H X TERINET,
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AAAH—N—EO—hL F—8R_=Z |

B o5 s~—z~02—4—719> roem

ATvT4

ATy TH

ATvT6

ATy 17

ATvT8

ATvT9

WNAT—ReBEANLET,

X2 U T 40 EOHENS, NRAUY—REANTAIO2O07 4—/L NIZIZ, TAX U RY
PN FRENET,

MSCHAP % #BFEIZfEH LTV 58A1%. [User authenticated using MSCHAP] F = v 7 /R v 7 A
A AT LET,

[Access Restriction] fHI T, = —H—DEHT 7 A LV ZRELET, 7.
[Configuration] > [Device M anagement] > [User SAAA] > [AAA Access] > [Authorization] % 7 @
JIEIZF2Eh L, [Perform authorization for exec shellaccess]| 47> a %7 U v 7 LT, EHR %
FINZT 20BN H Y £,

KONTNINDOL T g o BZERLUET,

» [Full Access (ASDM, Telnet, SSH and console)] : 2 — /L T — X X— R &ffi [l L7-E#T 7
T ADRIARET 2856, ZO4 T a rEEET D L —H—[ZASDM, SSH. Telnet,
BLOaryYy— L R— b EEHTEET, SOIRELA X—T T HE, 22— —

Ja— ) ar7 4 FXal—yary EF—RNIT7E8RATEET,

* [Privilege Level] : ASDM B L' —H/L 3~ RO L~V & 5% EL&T
HPHIX, 0 (RIR) ~ 15 (@) TY., EHRIROEHET 7 v AL ET 21
w%%ﬁbiﬁo%ﬁﬁ%éhtNmMmawfﬁ\%ﬁ%m@w\ﬁﬁﬁbﬁﬁ
D5, BIOPE=F—FHHD3 (=—H%—IZ2 X 5 [Home] ~2A > & [Monitoring] ~<A1 >
DFERZFIRS ) BEHSET,

* [CLI login prompt for SSH, Telnet and console (no ASDM access)] : °©—H /L T —H ~N— R 75:
ML EERT 7 B 2ORFERET D56, ZOF Ty a v afRETDHLa—F—

SSH. Telnet, BLX a2V — L R—bEfATEES, 2—¥— &EammM%ﬁ%
TEEHA (HTTPRiLA R ﬁbfwéﬁé)ommM%ﬁﬁﬂﬁfToé%m%*%
NBFELRETHE, a—H— 3/ e — L a7 4 Xal—vary E—RIT77k®A
TEEHA,

* [No ASDM, SSH, Telnet or console access] : T — /L T —H N— 2 %ﬂiﬂﬂ L7-EBT 7R
@w}aan:% ﬁ?@‘é DA T3 \/%?Eﬁiﬂj«é k\ :L*"]j‘*‘ EEA uE)EH :Eﬁﬁ bfiﬁéfi
77ﬁxﬁﬁ%ﬂmf%&<&@iﬁ(tﬁb‘wmmﬁfya/i%%i#ooi@\
CUTINT 7 RAFHFAINET) |

(AT var) 2= —HALT ASA ~O SSH D AR F —fREZ A K — 7 /T 5 THEIC
DNTIL, ASDM, ZDMD 2 74 72 h® HTTPS 77 £ ADFKE #BML T &,

[VPN Policy] #7 U v 7 LC, ZOa2—%—D VPN RY > —@tEai%E LEd, VPNHERY
A4 REZRLTIEIN,

[Applyl &7 U v 7 LET,
=P =P =T = _N=AEMEN, BENANRFITA LT 4 F 2 L— g VIR
SNET,
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ATy T

ATy T2
ATv7T3

ATy T4
RATvTH
ATv 76
ATvT1

A—AJ)L T—

n—ni F—sr—zo@EsLvETOTZ + [

Evk [Configuration] > [Device Management] > [Users/AAA] > [User Accounts] ~1 > D%
BT LTREDT ¥ A N EMRFETEET, [Find] A v 7 ATRET HREDT F A
&AL, wmitiumMﬂ%m%aj/abif THXAMRRIZT ALY
A ([*) ) LERIFF (I2)) Z2UANVKRI—FRELTHEATDH I L TEFE
R

9 &—an.u\nE&J:Uiﬁ_fO)TZ ~

ASA 3B —H ) F—F N—= AT L Ca— P — 2R E 2 ITFF AT CTE 5008 5 iR+ %
W23, ROFNEEZFATLET,

FIE

[Configuration] > [Device Management] > [User JAAA] > [AAA Server Groups] > [AAA Server
Groups] 7—7 VT, b—=N—NEENLY—N— TN —T %7V v LET,

[Servers in the Selected Group] 7—7 /L CT A h T 5% —R_"—% 27U v 7 LET,

[Test) 27 U v 7 LET,

R L 72— X —{ZxfIin 95 [Test AAA Server] X4 7 R 7R v 7 ANMFEREINFET,
FIT79T D7 A MDHF A7 ([Authentication] F 7213 [Authorization]) %727 U v 7 L7,
a—PF—HE AT LET,

WAEE T A M5 E1E, 22— —HDRXAT—RFE AN LET,

[OK1 %27 U w7 LET,

M&it BAIDT AR A vB—UNASA DL —R—~EEINET, TA MNEK L
A, ASDM WCEV 2T — Ao —URERINET,

S — -~ »
RAR—ADEZ=ZR) Y
0—H) F—=ERXR=ZADF=F ) 2OV TIE, ROa<wy FEBRLTIEEN,
* [Monitoring] > [Properties] > [AAA Servers)
DA TR, AAA F—R—DOFEHE RS TR SR E T,
* [Tools] >[Command Line Interface]

TORAUTE, SESEREAHETIT 4T a~r FERITL, REERTDHZL
NTEFET,
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AAA H—N—EO—H )L F—a =2 |

O—AII T—E2R—XDERE

R2:0—H)L T—EAR—RDERE

HaE

iy

F3v b
TA—L
I)—2X

Bl

AAA DT —H )L T —H _X— AR E

7.0(1)

AAA RIZa— )V T —=H R—=AZRTT D ITIEICDON
T L E7,
WROBEHENEANINE LT,

[Configuration] > [Device Management] > [Users/AAA] >
[AAA Server Groups] [Configuration] > [Device Management]
> [Users/AAA] > [User Accounts]

SSH ZABH & —R4AED AN — |k

9.1(2)

ASA ~® SSH 8t DA ¥ —8GEIT, = — —H{L T
BN TEDLEHIITRDFE LI, AfF— 77141
(PKF) T7#—~v b &LizF—F =13 Base6d ¥ —%
FEETEET, PKFF¥—IE, 4096 By NETHEHTX E
T, ASA NV AR — F 9% Base6d 2 (B K 2048 &
) TIERETELF—I1TOWVWTIE, PKFERAMHA L
£7,

ROBEAAFEASE LT,

[Configuration] > [Device Management] > [Users/AAA] >
[User Accounts] > [Edit User Account] > [Public Key
Authentication][Configuration] > [Device Management] >
[Users/AAA] > [User Accounts] > [Edit User Account] > [Public

Key Using PKF],
8.4(4.1) THAMHAIRE, PKF F—Ex% 9.1(2) TOHY
A—hrSNET,

= — 717V ® username 3 L Y enable /N A U —
RTEDRWSIZRT—FK (127 XFFET) 2
PR—FEINFET,

9.6(1)

127 XFF T u—h /L usernames L WNenable /XA 7 —
NEERRCE 9 (BLRTOHIMRIX 32 X TLZ) o 32
ST EDNRAT — REEKT % &, PBKDF2 (/XA T —
R A_R—2 2 —JRAERE2) Oy a2 L TRE
RESNET, NIV BEW AT — RiE5| &

MD5 X—ZAD Ny v aZEHLET,

WOBRNELE S E L,

[Configuration] > [Device Setup] > [Device
Name/Passwor d] > [Enable Passwor d]

[Configuration] > [Device Management] > [UserJAAA] >
[User Accounts] > [Add/Edit User Account] > [l dentity]
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T —L
) —2

Bl

SSH AR & —iRFED

9.6(2)

DHiOY YV —Z2 Tk, e—h) a—F—F—FN—2

O ZEH L TAAASSHRZREZAZNZ L72< TH, SSH
ABF—FGE O ZANNCTHENTEELE, 2O
REITEIESHIZ7-%, AAA SSH #RGF & B RIICA RN
T AMERHY £F, 2—F—RREXF—ORbVIZ
NRAT—=REFEHTERNE S, RAT— RREHED
=P EERTEDH LI LT,

WOBRNEESE L,

[Configuration] > [Device Management] > [M anagement
Access] > [ASDM/HTTPS/Telnet/SSH]

[Configuration] > [Device Management] > [UserJAAA] >
[User Accounts] > [Add/Edit User Account]

F T O —H /L username 3B X W enable 73
AT — RIZ%9 % PBKDF2 /v o =

9.7(1)

£ SHIBBN O XToa—A/1 username 3 L X enable
XA T — Rit. PBKDF2 (VXA T — R _— R F—R4 R
¥2) Oy vaBERL TREICEESNET, LU
1%, 32 CFELLFD/RA Y — R MD5 R—AD/Ny 3 =2
Ay REHFEALTCWE L, BEFEO/SAT— KT,
2= —NHF LV AT—RKEZ AT LRWRY . MDS5
R=ZADNy vaPhlEREERIET, Fvr s
L—RDOHA RFA AZHONWTIE, [ EREfER Y A
Kl Y7 ho27BLOar7s¥Fal—vay)
DEEZHRL T TZI,

WOBEPELSNE LT,

[Configuration] > [Device Setup] > [Device
Name/Passwor d] > [Enable Passwor d]

[Configuration] > [Device Management] > [UserJAAA] >
[User Accounts] > [Add/Edit User Account] > [l dentity]
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SSHAR & —fBiE a5 2 — W —DRGE [ 9-6(3)9.8(1)  19.62) L VROV V—ATiX, v—hLa2—H—F— &
ENRRAYT— REFEAT D2 —F—DOFFEE X ~—2Z (sshauthentication) % fff L C AAA SSH 727
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