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F LIz, 9.17() LV HETDO VU Y —ATIE, REMZRTHR— eI ET, LVEBETHLY
VVa—vary (EziX, VE—bFDu *v hU—2 % — kD=4 AnyConnect, Y E—
7T I DLEEMSRER &) ~DOBATA T a BT DREMAe A Z o AR L £,

VAT I EADIEDD I FA T FLASSLVPN RY > —DERR E#EHA (1 ~<2—
V)

« 7747 ML ASSLVPN Hl#fi 7w 7 7 A VD@t (2 ~—2)

« 7 T7A4 T MV ASSLVPN D/ )—7 R v—@th b a——@ht 3 —)

e Av— bk FURALTIEZ (22 5—)

¢« 7747 MV ASSLVPN v 7Fx V—)L (363—)

e R—H LTI ERNL—LOHE (37 2—)

« 7547 FLASSLVPN D7 +—~ o A0k (38 ~<—3)

— o]
J)I—RTOCADI=6HDI 547> L ASSLVPN 7~
~ = -
) o—D1EREEA
NEHS— "= LDV V=2 ~DT7 7 v 2 %M+ %527 747 LA SSLVPNIZETHARY
U—EERLTCHEAT A, Z—7 R)—%ED Y THMLENRDHY 9,
=P =2 N—T R —=IZEVETLH L FROZ—F—IZRY) —2@MHT 52 & TR
ENEGITI2 Y £, ASA ONERBREY —/3—, Ml RADIUS 7213 LDAP ¥ — 3 —Zffi/f]
LT, 2= Y= =T R —CHIV Y THILNTEET, =T HFY —THRE
ZFAT D5 FIEOFHMLHINI OV TL, Fa4ED [HEirn 77 A, JA—TRY —,
BLOa—H#—) 2L TIIZE,
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B /s 7 riassivenmiEgToo 7 LoER

722472

FLXSSLVPN A 7O 7 74 ILDENH

WDOFRKIX, 7 74T ML ASSLVPN IZEAOER T2 7 7 A VEEDY 2 T, b
DBHITINZ T, TXTD VPN Bt i i o —ikigEi 7 u 7 7 A VO @2 RELET, #
e a7 7 A VOFEICET 2 FIAEZ & DIFRIZTOWTIE, F4ED HTa 77 AN, 7
N—F R v—, BIOa—F—] 2L TI LI,

\}

GE) DoV UV —2TiE, [#EETa 7740 B TR Z—7] IR TWE L, #
‘f}u7ﬂ77/])/l/i tunnel-group 2~ REEH L TRELE T, ZOETIE, ZD2O5DM
AR LRI TWET,

R1:954F7 LR SSLVPN B TO 771 ILDOEM

avU kR

HHe

authentication

REST AR E L ET,

customization

AT DT TICERELDD AL~ A B — a VOLRTEIRELET,

exit roZV I —FD07 54T FLUASSLVPN @i 7 4 Fal— 3
VE—FREKRTLET,

nbns-server CIFS 4 Biffd 2 9 % NetBIOS % — A #—E & #—,3— (nbns-server)
DLA4FIERELET,

group-alias PR 7 rn 7 7 A NVOBRIFEHTEA2RBELEZHBELET,

group-url 1 O kD7 V—7URL ##5E LET, ZDOEMETURL 2T 5 &
2—HPF—RNEDOURLEZFHLTCT 7 EATAHLE XTI N—7NEEIN
IEIR S E T,

dns-group DNS = =% RAA 4, F—Lb V== U TADEEK, BLO
B A LT MEZEFEET D DNS b —_— F L —FEEELET,

help foxV IN—F a7 4 FXal—aryavy RO~V ERRELF

B

hic-fail-group-policy

Cisco Secure Desktop Manager Z#fEH L T, 7 V—7FX—X KR o —FEH%
['Use Failure Group-Policy | F721% [Use Success Group-Policy, if criteria match |
WICRET DAL, VPNHERER U > — 23 E L £ 7,

no

BYEED T ZHIR L £,
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5547 FLASSLVPN DS L—TF Ky o—Btt e 1—5—Eit ]

avy kR

HeeE

override-svc-download

AnyConnectVPN 7 7 A4 7 b & U E— h a—H—lZF¥ v om— 75729
2. RESN TV I NA—7 RY v—RBEEida— R0 X7
r— RN EEXINET,

pre-fill-username

ZDRSFRN TN—TN =P —Z LHEHEONS T 4 T ERELE
7,

proxy-auth

BED7aXx @It pwL Z—FL LTI b Z— 7 235
L/i‘j‘o

radius-rej ect-message

SEENEL SN L X2, v/ A UEEIC RADIUS EG A v — U Rz
L\i—a—o

secondar y-pre-fill-username

TORSRNTN—F I X o—F—LZ LIFAEDONAL T 4 T
ERELET,

without-csd

MoV T N—T 0 CSD A4 71280 B2 £7,

D9534F7 2 FLASSLVPND T )L—T KR O—EH &

1—H—FEH

WDFRIC, 7F9A4T 2 FLASSLVPN D L—F R > —@ikl a—HF— DU 2 k&R
LET, ZN—T7R) v—EE 2—F—RBHEORETFIAIZOWTIX, 7747 N ASSL
VPNt a7 V—"7"KRY) —RBHEORE (5—) FREFEL—F—Dr T4
7Y MV ASSLVPN 7 7B ADHRE (14 X—) 2L TSN,

av U R HERE

activex-relay 7 FA T FLASSLVPN v a VEHEN. LTma2—Y =N, 773 7% %
f#i ] L Microsoft Office 7 7 U /r—> g U AEEITE A X H 1270 £97,
TV r—vaidi, Byva s EERALTActveXDHX 7o —RKET v
Za— RE{TOVET, ActiveXDVU L—|Z, 75 A7 h L ZSSLVPN & v
varERTITADETHEN R EETT,

auto-sign-on HEhW A oA OEERELET, RETIEY 747 b LA SSL VPN ~

DRI — P — LB LUV RAT— RO 7 LF o2 L 1 [BOBRMLET
7,

customization

HABTA B =Ygy AT V=) b T —T K — ik a—F—iC
B0 YT ET,

deny-message

75472 hLASSLVPNIZIEFIZ T 7 A > Tx 55 VPN FiHE & £ 7- 700
VE—h 2—HP—IEETIHIAvE—VEHELET,
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B /57 rLRSSLVPNOIL—TF Ky o—RtE e 1—Y—RiE

av Uk a1

file-browsing T AN P —R—=L T 7 A NHFDCIFS 77 AV T T TV T kA R—
T LET, 77U RIZIE, NBNS (v AZ— 77 UHFEILWINS) 2
Z‘%VC'@‘O

file-entry TIEARTAHT 7 AN P—N—ZDA N 2 —F—CHF LET,

filter webtype 7 7 B A U X NOA4AFTZHRELET,

hidden-shares FERRD CIFS #8777 A /L ORI 2 Hl L £ 7,

homepage 07 A UBFICER SN D Web _X—P D URL Zi%iE LE1,

html-content-filter

ZDOITN—T R —HOHIML o7 4 NE Y 7T harTryed
T2 hERELET,

http-comp

ERiERELET,

http-proxy

HTTP RO E T o v —R_—%EHT DL L DI ASA R EL
S

GE) 7B ¥ 2 NTLM §&GEI http-proxy TlEH AR — h STV ER
oo REZR L DT 03 L EAGRRES T N AR — STV E
R

keep-alive-ignore

Yty alr AA~—DT v T e BRTEFT 7 bOJRRKYA X
FRELET,

port-forward

HEkd 527547 FLASSLVPNTCPAR— FD Y A F2ALES, o—
YPe L H—T 2 ACZDIVANDT TV r— g URERENET,

post-max-size

RAMTEZA T2 "ORRYA AERELET,

smart-tunnel

A<w—h PRV EHERTA T T A EERDA~—F FrpL RT
A—HZDYANERELET,

storage-obj ects

tovartbtyrvarOMIUBREINIEZT—ZDA N L=V ATV
MR TLET,

svC

SSLVPN 7 547 MNatEdEREL X7,

unix-auth-gid

UNIX ZL—7 1D #&ELF7,

unix-auth-uid

UNIX 2—%—ID #&ELE T,

url-entry

2 —H—3 HTTP/HTTPS URL % A 19 HH§REZ MM L £ 97,

url-list

Ty Ra—Y—DT7 7w AHIZT T AT F LA SSLVPN DR—H )L ~2—
CICRRENDY ==L URLDOY A ME@EHALET,
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5547 RLASSLVPN v v a0 L—T Ry s—Eionz [

avy kR

HeeE

user-storage

tyvarloa—W— 722 RkGFET LM ERELET,

DS5A4TF72RLASSLVPNEY L 30D IL—T R O—BHDHRTE

7747 MUASSLVPNIZ LT, =—%—I%, Web 77 UHZEFEH L TASA~DEF =
TRIVE—RNTIVEAVPN b RVEMNTEET, Y7 MU =TERFAA—NU=T 75
AT MINEHYEHA, 7547 ML ASSLVPN i35 2 & T, HTTPS £ > % —
Fv M YA MIT 7 BATEDIFEEAETRATOI L Ea—20 5, LD Web U YV —2A3F

FOWeb SIS 7 7V r— a BT 78 A T& %4, 7747 FL ASSL VPN &

SSLEBLOZO#MTH S TLSI ZHEH LT, VE— b 2—H =& it o N CE LI-FF
EDOVR—=FENTWERNHBY V—RALOMOEX 27 ezt LET, ASAITTrXx v
THMEND DR 2L L, HTTP — N— 3385 7 > A7 A LG L T —H — %385
LEST, 74NV ERTIE. 7747 FLASSLVPNIET 4 B—T 27> TUWVET,

BEONEIN—T RIS —HDI A7 FLASSLVPNOD a7 4 X2l — g %0
AR A XA TEFET,

)

G¥)

sua—s ar7 4 Xalb—var E—FPHAD webvypn E— R TIE, 7747 ML R
SSLVPN bty a D7 m— UVRELHEKTE E£9, ZOHTHIT 5 webvpn E— F (7
N—T RV —ar74Xal—ralrE—RnbAVET) 2EHTLIE, 774708
LASSLVPN Y v a VICEAEDINVN—T R o—Dar 7 4 Xalb—alENAX~vA

A TEET,

IN—T R —webvpn 2> 7 4 F a2 b— g T— FTIE, T X TOMBEDORE Z kK3
L0, FTTRDONTGA =B EZNAZIAXTHMEIDEIBETEET, F/NTA—HZITD
WTIE, BRIROE T L £,

* customizations

* html-content-filter
» homepage

* filter

* url-list

* port-forward

* port-forward-name
* auto-signon

» deny message

» AnyConnect Secure Mobility Client
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* keep-alive ignore

* HTTP compression

2L DYHE. 7 74T ML ASSLVPN OFRED L LT webvpn BIEAZ EFR L2, 7
N—"T" KU 2 —O webvpn BUEEZRET L L XIZINOLDOEREFED 7 NV —ITHH L %

T, IN—T K —ar7 4 F¥alb—varE—RTwevpn 2~ RZEHALT, 7

N—T"RY ¥ —webvpn 27 4 Falb— a3 E—RIZAVET, V=T K —H0D
webvpn =¥ RiX, 774/, URL, BLRTCP 7T SV r—ar~Dr7 74T ML A

SSLVPNt v v a U RHDT 7R EZERLET, ACLBLOTZ7ANVEZ VL TTHNTT 4y
I DEATHIELET, 7747 NV ASSLVPNIL, T 74V hTIET 4 B—7 0T »
TWET,

IN—T R —webvpn A7 f X2 b — g E— NTANINETXTOa~v > REH|
R34 212i%, Zoavr Fono BREADLET, ZHHO webvpn 22 RiE, BREIILD
=P FIITN—T R —THEHSNET,

webvpn

no webvpn

ROBNZL, FirstGroup &\ ZN—T RY =D 7 )—7" R Y > —webvpn 227  F a2 L —
vary ET—RICALFHEERLTVET,

hostname (config) # group-policy FirstGroup attributes
hostname (config-group-policy)# webvpn
hostname (config-group-webvpn) #

EEAYvE—DIETE

TN—TR) 2 —webvpn 27 4 F 2 b—3 g 2 F— K Tdeny-message 2~ > K& A9
L. V54T FLASSLYVPN v v a NZEFIZT 7 A TX 57 VPN BHEA Fi 7= 720
JE—h 2P —IZEETIAvE—VERETEET,

hostname (config-group-webvpn) # deny-message value '"message"
hostname (config-group-webvpn) # no deny-message value "message"
hostname (config-group-webvpn) # deny—message none

nodeny-messagevalue 2~ > KX, VE—h 22— —RNRA vt —TU%ZEFELRNVLE T, Ay
=V FHNEHIBR L ET,

nodeny-messagenone =~ > NiX, #7077 A VAR v —Dars7 1 Falb—arhb
BEEHIRLE T, N —I3EMEE AR L ET,

Ay —=IlE, BT, AN BIUAHAZE0EETF CRK491 LFETHETE
FTHB, HAOBIHAFIIA 7 bavEHA, TXFA NI, v/ A VRIZY B— h 2—P—D
77 UPICFREINET, deny-messagevalue 2~ RIZXLFHNE AT L EX T, a2~ R
NT v T THEETHRIT AN LET,
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H54FURLRASSLWN Ey v a0 —F Ky v— T4 LaBtEozE [

T 74N DR A v =V O LY TF,  [Login was successful, but because certain criteria
have not been met or due to some specific group policy, you do not have permission to use any of the
VPN features. Contact your IT administrator for more information. |

WROBFIOEN)D 2~ > RiE, group2 & W I ARTONE 7 NV—7" R Y > —%2AE L £T, %
Da<w RiE, ZORY —IZBEEMT 5N TS webvpn iR A v —UBNEENT-EMEE
EELET,

hostname (config) # group-policy group2 internal

hostname (config) # group-policy group2 attributes

hostname (config-group) # webvpn

hostname (config-group-webvpn) # deny-message value "Your login credentials are OK. However,
you have not been granted rights to use the VPN features. Contact your administrator
for more information."

hostname (config-group-webvpn)

93A4F7 2 MLASSLVWPN Y3 0T IL—T K o— T4 L2 BEDRE

webvpn E— KT html-content-filter =~ R&ZfilH LT, ZOIN—F RIS —DI I7A4T

VML ASSLVPN v g UMb D Java, ActiveX, £ A—Y, AJ UM, JoF—%7 4
WA TFTBENEINERELET, HIMLZ 4 V2 U 7%, T 74V 8 TCF 4 &—T 0
"C“j‘o

aL Ty T4 VEEYIRTAICIE, Zoavry RonEXAE A LET, none F—U—
R %457 L C html-content-filter =~ RZHITL THER LI X UMEZ G H T, T XTHa
T T A NE EHIRT DI, BlEEREETICZOavr Fono A AN LET, no
FA7varvEFERATLE, BEHOIZA—TRY =K TE 5 L9127 £9, HTML
AT T ANEERELIRNEDIZT HITIE, none F—U— REFEEL T
html-content-filter =~> K& AH L £,

WEIZDa~y R4 5L, miRElE TOREN LEHES SNET,

hostname (config-group-webvpn) # html-content-filter {java | images | scripts |
cookies | none}

hostname (config-group-webvpn) # no html-content-filter [java | images | scripts
| cookies | none]

TROKIZ, ZOavwy FTHEHTLF—V— FOE®RERLET,

xR 2:filtera 2 FDF—T—F

F—U—FR FEU S

cookies AA=UNB 7 xR —%HIR LT, REVWRINEZ 4 NZ) T
TAN =Tt LET,

images A A=V ~OBREHIRLET (KIMG> ¥ 7 ZHIBRLET) .

java Java 38 LU ActiveX ~DOZ M ZHIFR L £7 (KEMBED>, <APPLET>,

B L OV <OBJECT> @ <OBJECT> %% 7 Z#HIR LET) .
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none TANE ) T EITORWI EEEELET, XIIMEEZREL T, 7+«
NWEV U TEBERELET, 74X ) U THEEHKLZ2NE DI LE
7,

scripts AT VTT 4 T ~DBEREHIFRLE£9 (<SCRIPT> % 7 ZHIk: L £
7) . <SCRIPT> tags).

WOHNL, FirstGroup & WD ZRTD 7 —F R U 2 —|Z%F LT JAVA & ActiveX, 7 v F—,
BLOARA=TVDT4NEY) T HFRET D HEEZRLTWET,

hostname (config) # group-policy FirstGroup attributes
hostname (config-group-policy) # webvpn

hostname (config-group-webvpn) # html-content-filter java cookies images
hostname (config-group-webvpn) #

A—H— R—LR—DDEE

TN—T R v —webvpn 27 4 ¥ 2 L—3 3 F— FThomepage =~ > RafifH LT,
CDOITN—TDa—F—=Bu A Lzl &EIZFKREIND Web X—TD URL #HEEL T,
FIHN NDOFR—L_X—EH Y FH A,

homepagenone =~ > R&RITL TER L7 X NVEZED T, BEINTWVDHHR—LN—T%
HIBRT 2121, Zoa~vr FOonBREATTLET, nod 7 a 2T 5L, EEHO
TN—T R) =N TELLITRDET, R—Lb_X—=V LMK LRNE T HIC
I%. homepagenone =~ > K% A L%,

none ¥—U— KX, 77947 FLASSLVPN LY g v DER—LX—=UNR2 N2 LA L
T, XY, INVERREINTEHER—LR=UNHEREN, A= _X—U Nk S
<7 FET,

F—U— Kvalue D% AD url-string B8 T, Hm— A=Y O URL Z5E L E7, http:// £721%
https:// DNFTILINTIHEDL A MY U 7ICT 20N H Y £77,

hostname (config-group-webvpn) # homepage {value url-string | none}

hostname (config-group-webvpn) # no homepage
hostname (config-group-webvpn) #

BEIHA A DEE
auto-signon 2~ RiL, 7747 FLASSLVPN vy v g vrOa—F—Hov o 71 A
YAV A TT, NTLM RGE, HEAGRGE, £21XZ2 O G2 EHT 2RO T-Dicn /A v
IV T T (=P L NRAT—R) ERNET——ICE L £ T, #HEOD auto-signon =
~ U REANTE, Zhboavy NIFANRICAE SN ET GBICAS LTca~r RAEE
ShET) .
HE A A U BEREIL, webvpn 2> 7 4 F 2L —3 3 webypn /b —7 27 4 F o L—
var, ¥llidwebvpn 2—H—4 a3 T 4 X2l —T a3 EFE—RDIOOEF— RTHEHTX
£, 2PN N—FIEH L, IA—T NI a— S JUTERET B L0 D BEER 7B
EREA SN ET, BIRT 5F— NiE, HHT2RFEOMREFAIC L > TR 5,
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5547 FLRSSLVPN v 3 vAD AL oz |

e — =~ — Y=Y A A 2T 4 =TT B2, TP 7 ey
JELIFIURIZHRELTCZOa~vy FOonBEREFHLET, T XTOV——1TxF L TR
AEET 4 =TT HIIE, BIEERELZVWTno R EHEHLET, nod 7 v a a2l
HAd2L, IA—F R —nblEaikcxxd,

WROFITIE, F—7FKRY —webvypn 227 f ¥ =2 b— 3 E— RTANL, FEATIEE
EA LT, 10.1.1.0 225 10.1.1.255 DFFHD IP 7 K L A & RO ¥ —/3—~D anyuser &\ 9 £ Hi
Da—F—OHBY A A EZHEELET,

WD~ REITIE, ﬁj:muuﬁif_ INTLM RGEEfFEA LT, 7547 h LA SSL VPN
g rOa—F—Zxf L, URI~¥ A7 https:/*.example.com/* TEFE INL/-—/—~D7
IR ACHBY A AU ERELET,

hostname (config) # group-policy ExamplePolicy attributes

hostname (config-group-policy) # webvpn

hostname (config-group-webvpn) # auto-signon allow uri https://*.example.com/*
auth-type all

hostname (config-group-webvpn) #

WD < KBTI, EARRFEE 21X NTLM iBGE2fEH L <, 7 747 b L X SSL VPN
tovarpa—Y—iZxtL, 7Ry b~ AT 25525525509 BHIPT FL210.1.1.0
DY —=R—=~DT 7B RIZHEY A A ERELET,

hostname (config) # group-policy ExamplePolicy attributes

hostname (config-group-policy) # webvpn

hostname (config-group-webvpn) # auto-signon allow ip 10.1.1.0 255.255.255.0
auth-type all

hostname (config-group-webvpn) #

55472 RLASSLVPN v 3 HD ACL DIEE

webvpn E— R Cfilter a2 REFEHL, 207NV —7 KY v—Fida—F—4I1cxt LT
7547 MV ASSLVPN £y a»rTHEHAT S ACL O4RIZIEELE T, filter =< K
AN LTIHRETDHET, 7947 ML ASSLVPNACL iZ@EH SN ET A,

filter none =~ > R&FEIT L TER L7Z XVEZ Z O T, ACLEZHIBRT 212X, Zoa~v R
DOnoEAEATILET, nod 7y a i+ o, ML N—TRY —hbHifAT
DRV ET, T4 NFOEEMALVE DT DHITiE, filter valuenone =~ > K%
ANTLET,

filter 2~ FEANLTHRETDHET, 7747 ML ASSLVPN v a0 ACL I3
AEnEEA,

ACLEZZRTEL T, ZOITN—F R —ZONWT, SFIEREATDNT T 4 v 7 2FA]
FloFELSLET, I, filter a2 FEASLT, ZNHDACL %27 547 L ASSL
VPN b F 7 4 w7 A LET,

hostname (config-group-webvpn) # £ilter {value ACLname | none}
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hostname (config-group-webvpn) # no filter

none ¥ —7 — RiL, webvpntype ACL 72\ L Z/RLET, ZIUTE D, XIUEDREE S
TACL BMEERE S, BIOZ N —T R =00 ACL BiR S u7e <7 £,

*—U— K value D% A ACLname XTI T, RE L7 ACL DA ZHRE L ET,

N

GE) 277472 FLASSLVPN vz i, vpndfilter 2~ RCEFRIN T D ACL Z1{#
LEHA,

YKODWJ %, FirstGroup & W I 4RO Z /L—7 KU 2 —Tacl in &9 ACL ZFFOH T 7 ¢ /L
DRFEIEE R L TOVET,

hostname (config) # group-policy FirstGroup attributes
hostname (config-group-policy) # webvpn

hostname (config-group-webvpn) # filter acl_in

hostname (config-group-webvpn) #

URL ) R ~DiE

B RKue—on—7

IN—T R =DV FAT > b ASSLVPNHR—LX—VIZURLD Y A M &2FRT5H L9
WWHETEET, &OC, Zu—L a7 4¥al—varyE—RFTurllig a~r FaA
NLT, 12U EOLAFITE ) XA NEERTA2LENHY FT, FEDOTN—T KR —I27
FA T RLVASSLVPN v a > OH— =L URLDOY A &AL T, FFED I/ V—T
R —OYVAMNIZHDHURLIZT 7 BEATE L 52T D%, Z/v—7 7R U 2 — webvpn
a7 4Fal—ary EB— T urllist a~2 REETTLEIC, T2 U 2 b (B
")) OA4RIEFEHALET, T 74 FDOURL Y A MIHY FHA,

url-lissnone =~ > &M L TEKR LI X VEZ GO TY A FZHlRT 51203, Zoa<v s R
DnoEXREMHEHLET, no 7> a ZflHTLHE, BEHOTNV—T R =Bk
TELH X917V E9, URL U X RSV K 9123 512iE, url-listnone =~ > K%
FEHLES, a~r RE2BEHT L, EBITTOREN EEEINET,

hostname (config-group-webvpn) # url-list {value name | none} [index]
hostname (config-group-webvpn) # no url-list

TEOFRIZ, url-list 2~ RONRT A= LZOEWERLET,

R 3:url-list AT FDF—TD—FEEH

INTGA—4 =7

index R—R—=T FORROTITAF ) T 4 ZEELET,

none URL U A MZXMEEHRELET, T 74/ b ERITRELZ7 L —
TR =05 U R IBRHEINZNE I LET,
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HL—TF K & — ActiveX Relay D1 +—T L1t |

INTGA—4H =\

value name REHRHURL U A NDARIZHRELET, ZOXIR VA NERET
AT, Fe—r a4 Xal—arF— RTCurllisa~> R
PERLET,

W OFITIL, FirstGroup & V9 Z4HID 7 /L—7 K Y 2 —|Z FirstGroupURLs & 95 URL U A k
EREL, INPR—LN=DICRREND /MO URL U A M D K HITHELE T,

hostname (config) # group-policy FirstGroup attributes

(
hostname (config-group-policy) # webvpn

hostname (config-group-webvpn) # url-list value FirstGroupURLs 1
hostname (config-group-webvpn) #

JIL—TF 71K1) & — ActiveX Relay D 1 =*— T )L 1t

ActiveX Relay ZfEf4 %5 &, 754 7> ML ASSLVPN & v g v Zfsr Liza—H% —3,
7' Z oY% F A LT Microsoft Office 7 7V r—y a VAREEITEL LRV EST, 77V
r—a 0%, By g UAEFEHA LT Microsoft Office R¥ o XA "X a—RET v
72— REITWET, ActiveXDY L—iX, 7934 T PV ASSLVPNE Y a V&2 TT5F
THMREETT,

74T PV ASSLVPN ¥ v g TActiveX 2> ha—L& A F—TNVERET 4 —
TINZTBIIE, FNA—T7HR) —webvpn 2> 7 A F 2 b—Ta rE— RTROa~< K%
ABLET,

activex-relay {enable | disable}

T 74N~ TN—T R =5 activex-rdlay 2~ > REfET 51213, koa~> RaEA
JILET,

no activex-relay

WDa<r Rk, HFEOITN—7 KRV —IZEMIT - TWD Y 7147 kLA SSL VPN
Tyl ardActiveX 2 hr—LE A x—T M LET,

hostname (config-group-policy)# webvpn
hostname (config-group-webvpn) # activex-relay enable
hostname (config-group-webvpn)

BIN—TRYS—IzxddE359S5A4AF7 2 RLASSLVWPNE Y a3 o TOF7TUSr— 3y
TOEADA *—TILIE

ZDIN—=T R —CT TV r—var T IR EA X—TMITBITIE, F—T R
¥ —webvpn 27 4 F 2 L— g F— RTportforward =~ K& AHLET, A—Fh
THV—=T 47Nk T 74N P TET 4 =T Mo TVET,

T N—T R ¥ —webvpn 227 4 ¥ a2 L— 3 F— RTport-forward 2~ K& AL
T, 77V r—vary 708 AEA RX—TNIZTDHHII, 7TFA4 T N ASSLVPNt v 3
VCaA—Y—MEATELT AV =g DU A NEERTIOILERNHY T, S e—L
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a7 4FX¥alb—3 a3y E— KT port-forward 2~> RZAN LT, 2OV A E2EHLE
T

port-forward none =~ > RZ&%1T L TER L= X UMEZEH T, J—T R — a7 4
Falb—rarPbR—h 7+U =74 L TEEZHIRT 21212, Z0a<r Fono Bz
ANDLET, nodF7varzHTHE, OV —T R =60 X MEHRERTELS
RV ET, R=F 75TV —=FT 47 VA MEMHKLRNE T LHITIE, noneF—T— R
ZiaE LT port-forward =2~ FEZ AN LET, nonex—U— Rix, 74L& U TRFELT
ENRNZEHERLET, ZHUCEY, IMVEPREEINTTZ A AZ ) U IRER S, 7«
WA o TERER SR 2D £,

Dy ROBIRD ERBY TT,

hostname (config-group-webvpn) # port-forward {value listname | none}
hostname (config-group-webvpn) # NO port—forward

F—U— Fvalue D& AD listname L4 T, 7747 FLASSLVPN Y v g »Da—
P—BT 7 BATEBET TV r—2aD) A MERELET, webvpn 27 4 F 2L —T 3
v &— R Tport-forward 2~ F&Z AL, 2OV A MEEFRLET,

WEIZDa~y Rl 5L, miEE TOREN LEHES SNET,

W OB, FirstGroup & W9 ARTOWNERZ V—7 KR Y v —IZportsl EWVIR— K 74T —F 4
YT VANERET D HEEZRLTWET,

hostname (config) # group-policy FirstGroup internal attributes
hostname (config-group-policy) # webvpn

hostname (config-group-webvpn) # port-forward value portsl

hostname (config-group-webvpn) #

R—b 24T —T4 VJRTBDERE

TN—FRY T —webvpn 227 4 ¥ 2 L—3 3 F— KT port-forward-name =~ > K& {#
MALT, FFEO2—F—FZ I/ N—T K)o —Txy R 2—HF—~DTCPHR—h 74U —
T4 T EWRBIT B FE R4 AR E LE T, port-forward-namenone =< > N & L CER L
RXNMEE GO T, A EHIBRT LI, 20a~vr FonoBERXEAN LET, nod 7> 3
VEIRET DL, T 7 4V M4 Application Access ZMETT I N FE T, ERLEHFH LAWK D
29 %I121%, port-forwardnone =~ KA AN LET, ZDa~vy ROWIKRD LB T
D

hostname (config-group-webvpn) # port-forward-name {value name | none}
hostname (config-group-webvpn) # no port-forward-name

WX, FirstGroup & 9 N7 /L—7" AR U 2 —|Z Remote Access TCP Applications & V) 44
AR ET D HEEZ TR L TWET,

hostname (config) # group-policy FirstGroup internal attributes
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tyLay A4 R—EHRICERT 58I k41 X0%E [

hostname (config-group-policy) # webvpn
hostname (config-group-webvpn) # port-forward-name value Remote Access TCP
Applications

hostname (config-group-webvpn) #

Ty aV RAI—EFRICERIT SRR TV b A XDRE

HTTP [E#ED &

=

N

Iy RU—7 FAL A, BNF—TTI347 A ob—VrLHL T, 71 2R OAEE
BB EEET 7T 4 T THDHILEMRBLET, ThHDOA vE—V0OR TR aTFEr:
N £7, keep-aliveignore =~ > R+ 5L f8EV A XUTDA vy E—V%2FT T
F—TTIAT AvE—VLRRLT, Byvar AAA~—DEFHFIC T 740 v LR
7RV E DT ASA ITHETEET, #FIZ0~900KB T¥, 774/ MMEL4KB T,

N g D EICERT D HTTPHTTPS 5 7 4 v 7 @ LRZFRET HI2i%, L —
7 RY —JEME webvpn 27 f ¥ 2 L—3 3 > F— T kegp-alive-ignore =2~ > R &1 H
LET,

hostname (config-group-webvpn) # keep-alive-ignore size
hostname (config-group-webvpn) #

Zoawy ROnoBEREMHATIE, a7 X2 —a b ZORENHIBRSNET,

hostname (config-group-webvpn) # no keep-alive-ignore
hostname (config-group-webvpn) #

WOETIE, ERTAHIFT T2 FOREKRY A X5 S5KBIZEELET,

hostname (config-group-webvpn) # keep-alive-ignore 5
hostname (config-group-webvpn) #

' N—7"7K Y ¥ — webvpn E— KT http-comp 2~ > REZAH L, FFEDI N—T -T2 —
Y=z LTI IA4A T FLVASSLVPN By > g & L7 HTTP 5 — X D EfE o A 12—
U LET,

hostname (config-group-webvpn) # http-comp {gzip | none}
hostname (config-group-webvpn) #

a7 4 Falb—varpbavy REHIBRL, ERMAIND X HIZT DI, Zoavwy
RO no X AEMHL £,

hostname (config-group-webvpn) # no http-comp {gzip | none}
hostname (config-group-webvpn) #

Zoa<wy ROEBXIFRD LB TT,
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B 52505472 FLRSSLVPN 75 £ 20%E

cgZip— N —T E T — =T L TEMEA R— T T D EERRELE T, I
X7 7 4V METT,

snone—< DI N—TE T —F =R LEMRT s =T ricshbd X o~ LET,

7747 MVASSLVPN By v a DG, /o—b a7 4Fal—y g F—RT
FRE S A7z compression 2w Rk, 74— R U v — webvpn E— K2 ——4 webvpn
F— R TRES N http-comp =~ R0 LS ET,

Wiz, 7 a—r LR v—sales DJEMEET 4 B—T WM T DH1E2 R LET,

config)# group-policy sales attributes
config-group-policy) # webvpn
config-group-webvpn) # http-comp none
config-group-webvpn) #

hostname
hostname
hostname
hostname

BEL—H—DIS5A4AF7>2FLAXSSLVPN 77 X DRE

ROFZETIE, BED2—Y =D T4 T ML ASSLVPN E v a v OREE D AL~ A
AT HHECOWTHHALET, 22— - a7 X2l — 3 F— K Twevpn 2~
YREMFEHALT, 2—Y—Fwebvpn 2> 7 f Fal—ar T—RKZBLET, 7947
Y FLASSLVPN 2L T, 22— —(F, Web 77 U HEHEHLTASA ~DEX=7721
FT—hFT77EBAVPN b RNVEMENTEEYS, Y7 b 2T ERENN—RU=T 7547
MIVEHY F¥AL, 7 TF7A T PV ASSLVPN Zfifi4 5 Z & T, HTTPS f > X —F v b
YA MIT 7 BATEDIFLEALETRTOaA L Ea—2Nn5, TEEVWeb U Y — 2% IV Web
KHST 7V r— a3 VBT VB ATEET, 7747 F LA SSL VPN (L SSL BE O
ZO%RMWTHDHTLSI ZHEHA LT, VE— b 2—W—& Flt o FTHRELTFFEDOY KR—
FENTWENEY V=R DO X 2 7 e 212k LE T, ASAIXT B X o J 503N
B O AL, HTTP b — S — 3GV 7V AT A ERFE L Ca— Y —%3FE L £,

2—HP—% webvpn 2> T 4 Fal—Lar F—RFDavr FZL->T, 771/, URL,
TCP 7 FUr—ar~DIFAT7 ML ASSLVPN v a U REDT 7 ¥ A2 EHZL £
T ACLBIWNTZANEZY) U ITFTDHNT T4y I DEATHIELET, 7 74T FLA
SSLVPNIX, T 74/ hTET 4 E—7 Mo TWET, T bDwebvpn 2+ NiE, =
vV ROREE T Tma—Y—ZlOoArEHINET, 7o 7 "L T, =2—¥—4
webvpn 27 4 Fa b —Tay B— RIIA-I Enbrh £,

hostname (config-username) # webvpn
hostname (config-username-webvpn) #

a—P—Fwebvpn 27 4 Fal—r g T— RTAHLETRTOa~vy REHIRT 51
X, Zoa~vr Rono BXEFEHLET,

hostname (config-username) # No webvpn
hostname (config-username) #
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HTIMLA D 74 L8 Y v F3avTovetivzy roke [

BFA—IN TaF 2 HEHTH-0OIC7 T4 7 ML ASSLVPN 3R ETHLEITIHY £

A/o

\}

GE)

Ja—rLar7 4 F¥Falb—aryET—FPHAS webvpn T— R TlX, 7947 hL X
SSLVPNE v ¥ a0 7o — VR EL R CEET, ZOHETHHLL, 2—F—4FE—F
MHAs Tz —H—Z webvpn 2> 7 4 X2 b —a v T— REfHTLE, BFEOL—H—
DY FAT 2 FLVASSLVPNE vy g Dar 7 4 FXal—a b DA~ ATEET,

Z—HF—F webvpn 2T 4 X2l — g F— T, RONRTA—HENAL~< A RATE
F9, KNTA—FIZOWTIE, BEOTFIETHA L ET,

* customizations

* deny message

* html-content-filter
» homepage

« filter

* url-list

* port-forward

* port-forward-name
* auto-signon

» AnyConnect Secure Mobility Client
* keep-alive ignore

* HTTP compression

W OFIE, username anyuser attributes (Z%f L T2 —H —% webvpn 2> 7 4 Fo2 L — 3 E—
R&2BART 5 HiEE R L TWVWET,

hostname (config) # username anyuser attributes
hostname (config-username) # webvpn
hostname (config-username-webvpn) #

HTIMLMDS D4 LAY U84 3a0FoveEATocy FDIETE

ZD2—Y—DI T 4T L ASSLVPNt v 3D Java, ActiveX, f A—, A7 U7
b ZoX—%7 4NV H2 ) 7F5I20%, 2—PF—Lwebvpn 27 4 Fa2b—T g E—F
T html-content-filter 2~> K2 AN LET, a7V 740 v ZZHIRTHICIZ, 2=~
Y RO nolER A AT LET, html-content-filter none =~ > K& 34T L TIERL L7 X VEA &
DT, TRTOarTY 74 v ZEHIBRT 51, 5IEEEEETIcZoa~r RonoE
XKEADLET, nodFvarvalifldse, 7V—7 R o —MoEEMETEET,
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HTIML 2> 7 2 7 4 VW Z &R LR K 51295 121%, html-html-content-filter none =2~ >
KEAJJLET, HIML 74 VX V7L, T 74V N TCT 42—V TT,

R ZDa~y REERT 5L, miEE TOREN LEE SNET,

hostname (config-username-webvpn) # html-content-filter {java | images | scripts
| cookies | none}

hostname (config-username-webvpn) # no html-content-filter [java | images | scripts
| cookies | none]

Zoawy NCHEHATAIF—U— R, kO LY TT,
s cookies—A A—TUNH 7 v —ZHIBRL T, REWRIEETZANZ ) T LT T AR —
PR LFES,
cimages— 1 A=V ~OBREHIELET (KIMG> Z 7 &#HIBRLET) .

« java—Java 35 LU ActiveX ~DOZHZHIFR L £ (KEMBED>, <APPLET>, LW
<OBJECT> ® <OBJECT> %% 7 #HIBR L £7) .

snone—>7 A NVH UL T EITDIRWI EEBELET, XIMEEZFRELT, 74X )7
EHEELET, 740X ) T EEMA LN E DI LET,

escripts: A7 V7T 4 T ~DSREHIBRLET (SSCRIPT> # 7 ZHIFRL £7) o
<SCRIPT> tags).

WOHNE, anyuser &) ARTOZ—H—|Z, Java & ActiveX, 7 vF—, BLOA A—T D
TANG ) T RET D IiEETR L TOET,

hostname (config) # username anyuser attributes

config-username) # webvpn

hostname (config-username-webvpn) # html-content-filter java cookies images
hostname (config-username-webvpn) #

hostname

(
(
(
(

1 h— LR— SO E

ZDa—P =R T4 T FLASSLVPN By v aiiun s A Lt EICRRIND Web
R—YDOURL #{EET HI21E, =2—W —% webvpn 27 4 ¥ = L — 3 > F— K CThomepage
a~xy F& ANJJLE7, homepagenone =~ R&31T L TIERL L7 X VEZ & T, RIES
NTNDEHR—LX=DEHIRT DI, Z0a<r FonERXEANLET, nod 7y a v
HHHTLE, TA—T R = OEEMREKTEET, A= —UZfK LV 52T
%1Z1%, homepagenone =~ > K& A LE7,

nonex—vU— K&, 7747 hLASSLVPN R—AR—IU RN L& RLET, ZhiC
KU, IIUMEPRRESNTAR—LN—URESR SN, = LAX—URE I N7 £,

F—U— FvalueD#% A D url-string £ T, B —2ALX—Y D URL 2#5E L £ 9, http:// £721%
https:// DWT NN TIHEDL A M) UV TIZT D20 ERH Y 7,

FIH N NDR—LEX—TH Y FH A,
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hostname (config-username-webvpn) # homepage {value url-string | none}

hostname (config-username-webvpn) ¥ no homepage
hostname (config-username-webvpn) #

WORFNE, anyuser &\ ARTOZ—HF—D R —L~X— L LT www.example.com % f§ET 5
FikwERLTHET,

hostname (config) # username anyuser attributes

(
hostname (config-username) # webvpn

hostname (config-username-webvpn) # homepage value www.example.com
hostname (config-username-webvpn) #

EEAVvE—CDIEE

Z—H—% webvpn 27 4 ¥ 2 L—3 3 F— K Tdeny-message =~ K& AT 5L,
74T MU ASSLVPN v g VZIEWIZG VA L T& 50 VPN BitEA Fi-an ) £—
h 2—P—ZEETIHIA Yy E—VEIEETCEET,

hostname (config-username-webvpn) # deny-message value "message"
hostname (config-username-webvpn) # no deny-message value "message"
hostname (config-username-webvpn) # deny—message none

nodeny-messagevalue 2~ > Kix, VE—h2—P—RNRA vt —V%2ZELRNVIEIIC, Ay
=V FHNEHIBR L £,

nodeny-messagenone =~ > RiL, ¥ n 7 7 A VR v—Dar7 4 Xalb—arnb
BHEZHEIBRLET, RY —ITEMEEEMA L ET,

A=Vl BT, A=A BRIOHERE B DRMT CRR491 XFETHETE
EI BAOBURRES U hENEEA, THFAME, BSA VR E— h 2= =0
7T UHFIcFERENE T, deny-messagevalue 2~ RIZXFHNEATTTHE &, a~w
MW7 TTHHETHHITTCAILET,

T 7 H N EOEGA v —IFRO LY T, [Login was successful, but because certain criteria
have not been met or due to some specific group policy, you do not have permission to use any of the
VPN features. Contact your IT administrator for more information. |

WOBDED a~ > R, 2—HF—4F— RIZAD, anyuser &\ 9 £ FiD L —H —(ZJEME
ERELET, kioa~y NE, =2—¥—% webvpn 2> 7 4 ¥ =2 b — 3 F— FIZA
V., ZO2—HF—ZBEMTONTWIEEA v E—VEERLET,

hostname (config) # username anyuser attributes

hostname (config-username) # webvpn

hostname (config-username-webvpn) # deny-message value "Your login credentials are OK.
However, you have not been granted rights to use the VPN features. Contact your
administrator for more information."

hostname (config-username-webvpn)
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JFAT v MV ASSLVPNt® v g VAN LIz ——DHR—AX—=JIZURLDOY A b &
FRTALIICHETEET, AWK, Ju— )L a7 4 FXal— 3 F— FTurllist
a<w REANLT, 1 DU EOARIFTE Y A R ZERTI2HERHY T, 7747 ML
A SSLVPN OFFE D2 —H—|ZH—/X—L URLD Y A s & AT 511X, = — —4 webvpn
a7 4F¥al—varyET—RTurllit 2~ FEADLET,

url-listnone =< > REZFEH L TER LI UVEZ GO T 2 M EHIBRT I, 20oa<w 2 R
DN ERXEAN LET, no A7 varaFHTLIE, JNA—T R —0LEEZMKTE
F9, URL U A MDA SN2V E 51295121, url-listnone =2~ RE AT LET,

hostname (config-username-webvpn) # Url-1list {listname displayname url | none}
hostname (config-username-webvpn) # no url-list

Zoavwy RTHEMATLF—U— FEZEHIT, RO EEBY T,

- displayname : URL D4 RIEZEE L £, ZO4HNL, 7747 hLUASSLVPNE v =
VDIR—=H ) R=VICFKRENET,

e listname : URL % 7 V— {54 H01%4HEELFT,

enone: URLD Y A MBIFEELARWZ &2 LET, XIMELZHREL T, URL Y A %JH
HLET, URL YR MNDEEMALLNESICLET,

eurl : 7747 ML ASSLVPN OD2—H—NT7 7 A T&x5 URL #fELET,

FT74#)V DO URL Y A MIHY EFHA.
KRl Zoa~vy FEEATHE, AilETCOREN LEXINET,

OB, anyuser & VN9 £ IO L —H —|Z AnyuserURLs &\ 9 URL U A &R ET 5 k%
RLTVWET,

hostname (config) # username anyuser attributes
hostname (config-username) # webvpn

hostname (config-username-webvpn) # url-list value AnyuserURLs
hostname (config-username-webvpn) #

31—+ —@ ActiveX Relay D 1 *r—J L1k

ActiveX Relay #fifl+ 5 &, 7547 F L ASSLVPN & v a V&N LT —H—3,
7 Z oY & #H LT Microsoft Office 7 7Y r—y a VEABEI T L5220 ES, 77V
r—aviE, By va & LT Microsoft Office R¥x a2 A X oa—ReET v
02— REITWET, ActiveXD VU L—iF, 774 T NV ASSLVPNE Y v a U2 TT5HF
THEREETT,

7747 R ASSLVPN v a®D ActiveX 2> ha— L&A 32— /VE1TT 4 —
TMZTBHITIE, 22— —Fwebvpn 27 4 X2 b —T g v F— R TROa~> REAL
£7,
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H54FUFLRASSLWN v o3 vT07 T r—var 7owxo1x—Iuit |

activex-relay {enable| disable}
T N—T R =5 activex-relay 2~ > K&K T 5121, koa~>r ReE AN LET,
no activex-relay

WD a< KL, BED2—V—ZIZBEEMTONTWDE Y 74T FLASSLVPN T v 3
VD ActiveX 2 ha—L&x A F2—T ) LET,

hostname (config-username-policy) # webvpn

hostname (config-username-webvpn) # activex-relay enable
hostname (config-username-webvpn)

D947 MLRASSLVWPN Y>3V TOT7 T r—23a 0 7O EADA =T ILiE

R—bk 247

CDR—F—DT T Y =y T IR EA F—T ST I, 2 —4 webvpn T
74 X2l — gy E— FCportforward 2~ REANLES, H—F 74TV —F 17
X, FTAN N TEF A =T MRS TOET,

port-forwardnone 2~ > RZFITL TER L7 X VEZESH T, a7 4 Falb—varhnb
R—h 74V —F 4 T REEHIRT DI2IE, Zoa~vry RonBXE A LET, not~
varkfRTLE IA—TRKI =B U A RMEMEKTED LRV ET, 742
VIRERLTCR—F T4 U =T 4 7 VA NEMA LN DIZT HIZIE, none ¥ —U —
R&fi@E L C portforward =~> R&E AL ET,

hostname (config-username-webvpn) # port-forward {value listname | none}
hostname (config-username-webvpn) # no port-forward
hostname (config-username-webvpn) #

F—U— Fvalue D% A listname L F4IT, 7747 > b L ASSLVPN Da—H—737 7k
ATCEXBHT TV r—a DY A REIRELEY, 374 Fal—ary T—RFT
port-forward =2~ KZAH LT, 2OV A MEERLET,

KElZDa~y Refld 2L, fJiblE TOREN LEE SNET,

Z—H—4% webvpn 27 4 X2 L—3 3 > F— KT port-forward =2~ REAH LT, 7
TN r—=vary T IR AEA X =T MITDHHENS, 77447 PV ASSLVPN Y 9 T
2P —PMEATELT TV r—v a0y A NEERTILERHY T, Fu— Loy
74¥al—v a3y E—RT portforward =2~ KZAH LT, 2OV A MEEHRLET,
WOBNE, portsl EWVWHIR—K 74U —F 47 URAMNERET HHEEZRLTWVWET,

hostname (config-group-policy) # webvpn

hostname (config-username-webvpn) # port-forward value portsl
hostname (config-username-webvpn) #

—T 4 VITRTBDHRE

L —H#—4% webvpn 27 4 ¥ 2 L— a3 F— FT port-forward-name =~ > R&f#i f L.
BEOZ—YPF—HIZZY R 2—=HF—~DTCP RN— K 74U —F 1 VT H@NT D R4 %%
E L E, port-forward-namenone =~ o R&AEH L CTIERL L7 XOUEZ O T, Fornds 2 Hl
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BRI 2%, Zoa~vr FonBEXzE2 A LET, no A7 v a vz ETHE. T 7401
4 Application Access NEICINE T, LM L2 XL 9123 %121E, port-forward none
av s ReANLET,

hostname (config-username-webvpn) # port-forward-name {value name | none}
hostname (config-username-webvpn) # no port-forward-name

WOFNL, BN— MERIES test ZRET D HEEZRL TWET,

hostname (config-group-policy)# webvpn
hostname (config-username-webvpn) # port-forward-name value test
hostname (config-username-webvpn) #

Ty AV BAI—EHBICERTIRRATOLY b A XADERE

Xy T =27 FRARZ, BNF—TT 7,47 A= %2HmL T, T3 AR OJAEE
%ﬂx%l%%ﬁ%77747fa@é EERMERLET, TNHDA v —VDE SIT8 AR5 6N
N £7, keep-aliveignore =~ > R+ 5L, f8EV A XUTDA vy =V %2 FT T
F—TTIAT AvE—VLRRLT, Byvar AA~—DEHFEFIC T 740 v LR
TRWVWEHICASAICHEETEET, #PHIZ0~900KB T3, 774/ ME4KB TT,

N oW gD EIZER T S HTTP/HTTPS b7 7 4 v 7 0 ERZET AI12iE. 7 L—
7 RY —JEME webvpn 27 f F 2 L— 3 > F— T kegp-alive-ignore =2~ > R & f#
| =

hostname (config-group-webvpn) # keep-alive-ignore size
hostname (config-group-webvpn) #

Zoawry ROnoBEREHHTIE, a7 4 X2 —a b ZORENEIBREINET,

hostname (config-group-webvpn) # no keep-alive-ignore
hostname (config-group-webvpn) #

WOFITIE, BESTEZA TV =27 FORRKY A X% SKBIZKRELET,

hostname (config-group-webvpn) # keep-alive-ignore 5
hostname (config-group-webvpn) #

BBV A V4 L ORE
NTLM, A HTTP FEFE. 232 0m G2 ERT N0 ——I2, 7547 b1 X SSL

VPN ODFFEZ—Y —Da /A v 7 LT vy /b ABICETICIE, = — 3% —% webvpn =2 >
7 4F¥ a2l —v a3y ET— FTautosignon =~ RZEHL £,

auto-signon =< RiL, 77947 FLASSLVPN vy v g v Oa—HF—Hov o 71 A
YAV HFATE, NTLM GRGE, EARRGE, F72IXZ2 0 G2 AT 275Dl n 74 v
IV T T (=P L NRAT—R) ERNEY——IZE L £ T, D auto-signon =
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HTTP £ D& TE

wrre EoiaE |

YU REANTE, ThbDa<xy RIANEICA S ET CRlCAI Lica~ s FAEE
SNET)

HE) A A U HEEEIX. webvpn 2> 7 4 ¥ 2 L —3 3 webvpn 7/ /b—7 a7 4 Fa L —
vay, Flldwebvpn 21— -4 T 4 X2l —a L EF—RD3ODE— RTHEHATE
FT, =V —HARTN—TIBE L, TV—TRNTa— VBT 5D & ) R 78
ENEH SN ET, BIRT2E— Nid, AT 2REEORRFMI L > TR £7,

BEV— "=~ EL——DOHEIYV A VA 2T 4 =TT 5%, T IP 71y
JELIFURIZHBELCZOavy ROonBEREFHLET, T XTOV—"—1Tx L TR
AEET 4 =T T HITIE, BlIEERELRVWTno BN EEHLE T, nod 7T a v EE
ATsL, 7= R —nolEMETEET,

RO a~< 2 REITIE, %Zfimhnﬁif_ I NTLM BFE&EH LT, anyuser E WO LRIDT T4 T
> h L ASSLVPN @ —H#—[Zx} L, URI~ A7 https://*.example.com/* CTEF S L7z P —/—
DT 7B AZHBYA A ERELET,

hostname (config) # username anyuser attributes

hostname (config-username) # webvpn

hostname (config-username-webvpn) # auto-signon allow uri https://*.example.com/*
auth-type all

WD < REITIE, 7 %> b <A 255255.255.0 2 L C, anyuser & WD ARTD 7 F
A7 ML ASSLVPN ODa—H—{iZxf L, IP 7 FL A 10.1.1.0 o>V — —~D I AFEZ
FENTLM BRI K 2 B8 A A 2R ELET,

hostname (config) # username anyuser attributes

hostname (config-username) # webvpn

hostname (config-username-webvpn) # auto-signon allow ip 10.1.1.0 255.255.255.0
auth-type all

hostname (config-username-webvpn) #

Z—HP—F webvpn 227 4 ¥ a2 L—3 3 > F— K Thttp-comp 2~ > REZ AN L, FFEDL—
Y=zt LTI TI7A4 T MV ASSLVPN 2y v g & L7 HTTP T — X D EfE 2 A X —7
Lz LEd,

hostname (config-username-webvpn) # http-comp {gzip | none}
hostname (config-username-webvpn) #

a7 4 FXalb—varprbavwy REHIBRL, ERBRAIND X HIZT5IE, Zoawy
RO no B AEMH L £,

hostname (config-username-webvpn) # no http-comp {gzip | none}
hostname (config-username-webvpn) #

ZOa<wy ROEBLIFRD LB TT,

RKys—o1—7 I



Ryv—s1—7 |
B Ax~—rroxn7oex

cgZip— N —T E T — =T L TEMEA R— T T D EERRELE T, I
X7 7 4V METT,

snone—<t DI N—TF T —Y = LERNT 4 E—T7 iz &Ens X ofERrLET,
7547 MV ASSLVPN Y v a v OA, Je— a7 4F¥al—ay E—RT

FRE S A7z compression 2w Rk, 74— R U v — webvpn E— K2 ——4 webvpn
F— R TRES N http-comp =~ R0 LS ET,

WDBHNL, testuser &) 21—V —Z TEMET 4 B—T NI LTWET,

hostname (config) # username testuser internal
hostname (config) # username testuser attributes
hostname (config-username) # webvpn

hostname (config-username-webvpn) # http-comp none
hostname (config-username-webvpn) #

AI—hk FORILTOER

WOETIZ, V94T FLASSLVPNEY L g TCAY—h RV XAL T 78R E A X—T
MZTBHE, FNoDT 7 AT 27 U A— g U OE. BXOEH LorEC
DWW L F£97,

Aw—hF R RNVT I RVRAEFRETDHITIE, Av—hF bV URAMNEERLET, 20V
A2 BMZiE, A=K PR T 7 RRAZHELIZ1 DU EOT T r—v gy BEXOZDY
A MZBEEMT N RRA U N FRL—FT 4 VT VAT AEGOET, £ —7 R
Vo—Fidne—h L a—F—RKY)—TiZ1 DDA —hk b3V VAR R—FEN
TWBD, 770 R—ATEERNWT I r—rar iR — bR 3570, 71—
T LTA~—h bRV VA MNIMADLERHY 9, VA REEHRLIZL, 120 ED
IN—7F R —FhFn—hnr a—P— R — 2DV A MEE Y LB TEI,

ROETIE, Av— bk P RABLRZOREFECONTHIILET,
e Zw— K FrRLZONT (23 —)
« 2wk FURLOFHRSME (24 o)
e Aw—hK NURNLVDHA RTA 2 (24 X—)
e A —h bV T IR R T ) = a OB (26 X—)
e 2w — kK hxL U R KMZIHOWNWT (26 3—)
e Av— b bRV RY =OREBIOEH (27 ~—)
e Av—hk b bR —ORELEH (28 X—)
e A~v—h hURVHEY A AL == U X FOER (30 X—)
« Ax—F FURNVHEIT A AL == U X b ADH——=DIEI (31 R—2)

e ZAw—h hrxA T rEAOABNE (33 2—)
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23—t krrnizont [

e Av—hK FURVT I EADA X =T WL EF T ~DEIV X (34 ~—)

e Aw— K FRAMSDOR T FTDHEE (35 3—)

AY—F FRILIZDINT

A<—hF b, TCPR—ADT SV r— a7 I 4=k %4 MEOB T,
TDAV—K P RATIE, ¥X2 VT4 T I9AT U ABNAT oA ASAZ T XY
P—R=LFT 257 T4 T PR (FT7UHR—R) SSLVPNE v a s BMEHSHES, R
~—h NRIT I RRAEHFATET TV r—va v aEL, £7 7V r—varon—
BV RAZFETETE F9, Microsoft Windows CEITT 27 77— a VOFEIE, Fxv
I YLD SHA-1 Ny ¥ aD—FE, A~v—K MRV T 7V AEFAITHEM4LE LTEKL
TEET,

Lotus SameTime ¥ & O Microsoft Outlook 1Z, A~— K M RNV T 7R AZHA[THT 7V r—
a roFITY,

A<w—hF PURNAVERETAHITNE. 77V r—2a D774 T b THBHD. Web M T
TV r—2aryThDHINIL LT, WOFIEONT NN EFITTHILERHY 7,

I IFGAT U RN T U= arD 1O EDAY—K Pl U R NEERKRL, Av—
N RV T I BRAZMEL T AT V—T R —F-idu—h L a—F— R —|C
ZFOYANEEDYTES,

e A — K MRV T IR Web X T U r—3 9 DO URL #48ETDH 1D

Utor7yr<=—27 VAR MY EEHRL, Av—bF FU RV T 7 BRAEZXELT S
ITN—7R)o—F-du—hL a—F— R —ZFDY A FEEIY YTES,

7. VAT ML ASSLVPN v g v Z N LIEAY—F hopAUERETOR s A 7
LT oy VOEEEZBEET A Web X in 7 7V r—2 g DU A MBIERTE £97,

AX—bk FORILDAY Y +

2A<w—h RNV TIEATIE, 29AT 2 FDODTCPRXR—ADT IV ir—a 4%, 770
PR—=2D VPN #Efii 2 L CTH—ERILT 7 EATEET, ZOHETIEH, 7774 0%
VHY— T 27 /0y —ThhR— Miik i LT, 22— —ZIZRD L5 fmindb v &
7,

e Avw— bk bR, IS0 T p—< o ARAELET,

o IR— MIRIE LT A~—F bRV T, =NV ER—= b+ ~DOua—O VT 7Y r—
varOa—Y—gHRrER LN EICEY, 2—F—xF XY = RN LS

£
o N— MEEELIIRRY, Av—F FURATE, 22— 3ERERHEEZFFOLERH Y
FHA,

TITAOREE, 7IAT N TV =y a v EVE—h ol P a—ZIZAf VA h—
VT BB N E WD H T,
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B <<+ roxnomess

AX¥—F FURIILORTHRSEH

A<v— K P RATHR—NENATS Ty N 74— T T IHFTHONTIE, T R— 3t
D VPN 77 v b7 +—2Ah, Cisco ASA 5500 >V — X B L TLIFE,

W OB & HIFRFIEDY Windows TOA~— K ML 77 B RICITEH I ET,

» Windows TlX 7 7 7 T ActiveX F 7213 Oracle Java 7 > ¥ A LEREE (JRE 6 AR % H#E5%)
PAZ—T ML TBLMLERH B,

ActiveX X—TlX, B#ET 5270 —7 R Y > —IiZ activex-rlay 2~ > K& A L THEL
ERMETY, av s FEANLTWD, RYV—IZA~—K b URMEH
DUTTNT, T RKRA U MDOTIToFOTaXx s ) A T e NEEINT
WAEA, 20U A MZ Tshutdown.webvpn.relay. | =X ~ VU ZBMNT 2 46ERH Y £,

e Winsock2 D TCP R—ADT IV r—ra 7P, A<w—hF N pV 7 78 RAICET 5,
e Mac OS X DIFAIZIREY . JavaWeb Start %7 7 U TA X2 —T7 ML TEBLMLERH S,
e Aw— K hr i, [EOILRR#EE— REABMERH Y THA,

AYX—k FORILDAA KA

e« Av— bk U R/VE, Microsoft Windows 3T L CWAha v Ba—F X VT4 7
TIAT CAMICEE SN e X TR Y AR — 5, Av— bk /UL, Windows
TYAT LR IRT A — X 53 ET % Internet Explorer i E 2 L E3, ZOHEN
Tax R EELGAERH Y £T,

s Windows 2> E2—% T, 7RFX VN ASAILT 7 BEATHLENLDGEIL. 77
ATV INDTITURFICALT 47 Tuxy 2 NI BRETHY, BERLEOKRA
MR FGAT o bOTaXIHANADY A MIEENLTHDILERH Y 7,

e Windows > B2 —H T, 70X NASAIZT 78R THMLENRL, TN
RANT TV r—2 a7 7B AT H50ENGL5E81X, ASABNTZ T4 T D
Tax I PHD) A MTEFENLTWALERH D F9,

TUXY VAT AIAET v Fuxl o N FERITHERTED S TA T v FOK
E. £ILPAC 77 A ML > CEZTEET, BIfE, A~—h hUXALTIE, AX
T4 T TaXVRELTNYR— SN TWET,

¢« A<w—k b2 R/ TiE, Kerberos Constrained Delegation (KCD) (fH 7R — k &iigwy,

e Windows D¥a., a~r KR X7 Mo L2777 r—v g VI A<—F PUrx
VT IR REBNTH5E51F, Av—hK hRALURARD 1 DOx kU D [Process
Name] (2 lemdexe] ZFEEL, BlOT NUIZT 7V — g VAK~ORAEFFET
HYVENSHY FT, 2L Temdexe] BT 7V r—a OB THDHTZDTY,

cHTTP X—ADVE— | 77 ERAIZL ST, W< OOV TRy 823 VPN 7 — h T = A
NDA—Y =T IR T av I THILERNBDL, TNEEETHIZIE, Wbt K
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| Ruv—on—7
23—t brararq 51> |

2—F—DEFHEOBRD T T 4 v T BN —TF 4 T T BT ASA OFIC T2 ¥ %
BELET, ZO7aFIBNCONNECT FREZVR—FLTWAULEND D £, N
MERTaXx O, Av—F bRV, BARY A V= A FRREY A T TET B AR —
]\ Lij_o

« Av— K hURADBHBEND &, ASAX, 77 UY 7TrEARERL THHEEIZ VPN
Ty valRETIRTOT IO N T 7 4 v 7% T 74N NTiEETH, £72. tunnel-all
AU —DRHEH SN TV DEHAICOR, ASAIXF CAEZITWE T, 22— —NT T U
TavADORDA AK L AERMT AL, VPN v a VBB TTRTO N T 7 4 v 7
NEEINET, 7709 T ARFELT, X274 77747 2 AN URL ~D
T AR LRWES, 22— —ZF D URL #BI< Z L IXTE A, FREK S L
T. tunnel-all TiE7Z2W o pb RY —%ED YTEF,

c AT —FI) T2 )b F—R—=NRAELZE X, Av— b PR EERIIMERESNEY
Mo =P —X7 = — VA —N—RZICHEGT O ERH Y £,

e Avw— kK hv RO Mac/X—V g i, POST7 v ~—2 ., 73 —L_X—ZXOHEVA
VA, FTZIEPOST v 7 m@Effaz Al — bk L,

e macOS L —HF—DFE | R—F /L X=U NSRBI SNZT 7V r—a VTR A~—

bbby a U AN TE D, T OB, Firefox ICkT D A~v— K hr
IO R— N EEENET, Av—F bRV ERYNHEHAT HEEIC, Firefox %
L C Firefox DRIDA A5 2 A& fLET 5121, csco_st LW I ARTO2—F— T 757
ANPPECT, ZO2—F— 7077 A ADGEELLEWVEES. By a Tt BT
LHEHIC—P—ZER L ET,

emacOS TiX, SSLTIA 7T VICHEAFI v Iz 7 &N, TCPEEHT 27 7Y 7r—
valrkAv—h PUORLVTHEATE 5,

*macOS TlX, A~v— bk bR ERETR—FL72RV,

s RRy 7 A2MeE=T7 7V r— 3> ([View] > [Columns] ZfEH L TT 7 7«
BT E=X—CHERLET) ., ZD7H, macOS 10.14 B LV 10.15 [ ZA~—k b
RV T EYR—-FLTWERA,

e ¥y Y—ER

BBV A A

2 ODVNVDAHFIANR—RA T L7 7Y r—a v

s Telnet, SSH, cURL 72 EDa Y — N _X—=ADT SV r—a v

+ dlopen % 721% dlsym % f# f L C libsocket = —/L & RO 47 7Y r—y 9 v

e libsocket 2— /L& BAOTFHTAZT 4 w7V I ENTZT T r—a v
*macOS Tlk, TRHEAND TV SAPRITY, £io, TOSRERILT EPLTFRIX

BENET, FE2—F—LZORRERE LWL DT DL, B0/ RADFHIT VA
(~) ZASILET W : ~bin/vne) ,
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B =t rornroercEELET T —2 v 0Em

« Mac 7 /31 A= Windows 7 /34 A® Chrome 7 7 7H# TCA~— bk bR/ ZHPR— b7
BI2DDOHF LAY v RPHE SVE L7z, Chrome Smart Tunnel Extension /%, Netscape
TIITAT IV r—varyra sl I a2 —T7x4A (NPAPD) (80D HDTT,
NPAPI |, Chrome CiZH¥ AR — hEINR< 72 EL1,

ZOWET 7T KA A R —)L LT Chrome TA~— bk k2 RUTHHE LT2
Tol<—0%7) v r3hE, 2=V —3EET 2 /T A BISHTE 5 XL )2 Chrome
T2 T ATV EA LY FENET, Chrome ZHHA VA b=t 5EE, 2—P—
ISR 0 7T A BTG TE 5 L 912 Chrome V=7 A T ICBEISHET, ZOIES
077 AX, Av— K FUORVOFATICNEIRNA TV ZASALH U a— RLET,

Chrome D7 7 /v DX Y »v— RGER, BIEO2—Y—0 [Fyrn—R] 74/
AEE L THWDLENRHY £9, F721E, Chrome DX 71— REREMN [Ask every time]
ThorLaE, =——lIsghohic e Xl ¥y rn— K] 740X 2ERT 508N
% V) ij‘o

AZAw—h FRAVOERF, BEDOT v 7 ~—2 BIOT 7V r—ra VERGER, L
PEBRFERED A A b — L& F T v n— RGFHRED 7 nw ALSMILE SN EH A,

AYX—hF PRIV THORRIZCEERGETZT T)5— 3 00MEM

HASADI TAT L FUASSLVPN 227 ¢ ¥alb—va i, Av—F b/l U AL
EYR—FLTWET, £V A NI, Av— K FUXV T 7 BREKE R 1 DU EOT 7Y
r—variERLET, FIN—T R v—Fhida—HF—-LT1o>DA~v—F hrxi
ARNDHEYR—= T D720, YR—FSNDET TV r—varoky haA~v—h horx
VYA MITN—TT D MERH Y £7,

AY—F PRI YR FIZDNT
TN—TRY) o—ba—HPF—LZT L2, ROWTNIEIT) L7 T4 7 ML ASSLVPN
ERETEET,
ca—HF—pu A4 UEICHEBNICA~Y— R~ RV T 7B RAEBET S,
s 2—F—DR T A UFIZAT = FURV T I B REA XTI MCT D, IEL, 22—

WP—I2 7 Z 47> b LA SSL VPN R— % /L ~X— D [Application Access] > [Start Smart
Tunnels]| A& U &2FH LT, A~—hF bR T 278 AZFETHIGET 2MLERH D,

A\

GE) R~—hF b ualtrA7rvait, FEIN—TFRY —
La—F—LZIZx L TEWZHHTT, 1 2720 HHA LT
éb\o

KD smart tunnel 2~ > Kit, {7 NV—7 K)o —ba—H—4TFERAATETT, £70—7F
R —ba—HPF—LDar74F¥al—raid, Znb0avy Re—EIZ 1 DT
AR—FLFET, 20D, 1o0a~xwr RBRADEND E, ASAIL, 4T NL—T R —
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23—tk kv iy s—onEssvEn |

Flrida—Y—LLDar T 4 X2 — g NIFETHavr REHF LWa~vy REEE#z
Y, BEOIav ROBRIT, =7 K o—FoFa—F—RICT TIHFET D
smart-tunnel =< ROHIBREIN A 721 T,

* smart-tunnel auto-start list

a—WF—pu J A VEHZHBIC A —F FURL T VR ERBT S,

» smart-tunnel enable J A k

== A VA= NURNV T IV REA F—TNICT D, 2L, 22—
P —1L27 747> h LA SSL VPN R—# )L _X— ?D [Application Access] > [Start Smart
Tunnels] R U Z2EH LT, Av—K Mo T 7 BRAZFHTHRIGT HOLERNH D,

* smart-tunnel disable
Av—h MRV T I EAEEIELET,
 no smart-tunnel [auto-start list | enablelist | disable]

smart-tunnel =2~ > RN V=7 RY o—Fida—HP—Lar 7 XL —arhb
HIBR S 41, [nolsmart-tunnel 2~ KRBT 7 4L s Z—T R =M HffE S E 7,
nosmart-tunnel =~ ROFZIZHLHF—V— RIA 7> a o TTHR, ZnbDOFxF—U—FR
12 X0 BIBR%I S % #F D4 D smart-tunnel 2~ > RIZRELE 7,

AY—bk FORILKRY O —DHRES L VEHA

A<w—hF MRV R —E, TNV —TF R o—F i — P —ZA BN ORTENNLETT,
T N—T R —F T a—F R, Fo— VIR ESNZFYy NU—F7 DI X as
MLES, Av—h hoRxVZF T HE, FRWNEBDO ST T 4w 712, Xy NT—7
(FAMDEY N ZFHETDHCLIBLOMEESNTZA~Y—F bRV 32y NI —7 2
Lfa~%~ﬁﬁbfﬁuv~%ﬁ%¢écmm20®cu%@mﬁgi¢oﬁ@:VyFK
FoT, A=—hF PRV RV —%RETDHOIHEATEHRA MDY A2 MBRERINE
7

FIE

RTYF1 V74T FVASSLVPN 2> 7 4 Falb—a vy T— RO EZET,
webvpn
ATF9 T2 Av—h bV R V—FEDOTDIHEATEHRA DY A MEERLET,
[no] smart-tunnel network network nameip ip netmask
* network name (X, k> RV R Y AT H4H1TT,
cipl¥, *vy hI—2DIP 7 KL AT,
snetmask |X, X hT—27 DRy h~v A7 TT,
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B <<+ roxn buruky s —omE L ER

ATvT3

ATy T4

* cisco.com 72 EDHRA ML~ AT BRI L E T,

[no] smart-tunnel networ k network name host host mask

BEDIN—7 R)v—F 7 da—Y—R)o—lcAxA~—hF bR —2@EALE
j‘o

[no] smart-tunnel tunnel-policy [{excludespecified | tunnelspecified} network name | tunnelall]
e networkname |%, h> RV TN DH Ky hU—T DY A NTT,
e tunnelall (X, 7 CTx bV s (k) LET,
e tunnelspecified (%, * v NV =274 THREINIZRY NT—=2 2T %2 bRV 735,

- excludespecified 1, X MU= A THRESNTZR Yy NT =7 DIEOR >y MU — 27 720F
il NV SRV s R

AYX—F FoRIL FORILERY) O—DETE EEH

ATy I

ATy T2

SSLVPNZ A7 hTCORATFY v b bR E LRI, 2A~v—h P ARY >—iT
ITnN—7 R r—BIRa2—VP—LZBENORETT, £/ NV—T R) o—BILO2—W—4
X, e — N ZRESINTEZRXy U2 DU A SR LET,

FIE

Ia—rNVIRESNTAX Y NT—7 DY A 2B LET,
[no]smart-tunnel tunnel-policy [{excludespecified | tunnelspecified} network name | tunnelall]
e networkname |%, bRV 7 xNDHFy U= DY A NTT,
«tunndall 1%, +_XCx b xVU 7 (WS LET,
e tunnelspecified 1, * > NV —=Z A THRESNTERy NU—T 2T E2 x5,
« excludespecified 1Z, v UV —7 4 THRESNTZR Yy MU —7 DINBDO Ry MU — 27 721
RV TT D,
IN—7 R v—BLOa—PF =R =T b RY —%@EHLET,
[no] smart-tunnel network network nameip ip netmask

Ey e

[no] smart-tunnel networ k network name host host mask

—FHDa<wr RIZLo>THRRAMREESN, thhDa< RiZk->Txry NU—7 IP BEE
SNFET, 1 OFFHEAHLTIEIN,

s network name i, b rV RY —%@EHT LI Ry NT—7 D4R ERELET,
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ATvT3

ATv74

22—tk ki rorigy v—ongesEn

cipaddress X, X~ FU—27DIP 7 KL AZFEELET,
enetmask [X, v hUY—27 D3y h~RA 7 EZHELET,
s hostmask 1%, " A F4~ A7 (*cisco.com 72 &) ZHELFE T,

1 -
)
1OORA T EELe bRV RY —2ERLET ROFITIE, A2 hU X=X

www.example.com (10.5.2.2) THRA RSN TEY, FARDIP T RLALARFIOM G %% E
TOLDELELET) o

ciscoasa(config-webvpn) # smart-tunnel network inventory ip 10.5.2.2
or

ciscoasa (config-webvpn)# smart-tunnel network inventory host www.example.com
W= h"F—=DTN—=T"RY) —IZ, FBELIZ M AZAD RV RY o—ZHLET,
ciscoasa(config-group-webvpn)# smart-tunnel tunnel-policy tunnelspecified inventory
EE) ZN—T7 RY)—=DR—L_—=VZHFEEL T, TORXR—VTAv—h hrpLiA
F—=T M LET,
1 -
il
ciscoasa (config-group-webvpn) # homepage value http://www.example.com

ciscoasa (config-group-webvpn) # homepage use-smart-tunnel
ciscoasa (config-webvpn) # smart-tunnel notification-icon

GE) A7) P RETR L0 M0nET v 7 a— Rl Th, BHEEIZLEDON—IU08 2
~—F PR ABRHTHERT 20 EEETEET,

PR R P =3 a I VRIS TA T 2 F VAR Z BN SPTICHEA v k)
N R=DNWTTAT U PVAT I ERATEDLDIC LTIV ENR T —=RNEZTWDHHE,
A=—h b R —BETEY 2 AT Y 5 T,

Aw—bF PRV EA RX=T M LTEREETT 7 U FIC Lo THhE NIz T R TO T rE 23
FRMET 7 RATEDD, 774V TR, Av—bF b 77V r—2a O
EIIMETIEH Y A, 2L, R—FARERENRNID, v 770 MNEMT A 2%
AR—=T I TEET,
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B =+ roxnanys oty v—15— Uz r R

AX— bk FURIVBEIYA OF D H—N— J R FDER

FIE

AFvI1 IVIFATFLVASSLVPN 27 4 Falb— gy F— Nz £4,
webvpn

ATy T2 H—R— U X NMUBMTDHEY— =L THEAL £,

smart-tunnel auto-sign-on list [use-domain] [realm realm-string] [port port-num]{ip ip-address
[netmask] | host hostname-mask}

elisg: VE—F = —=D U X NDOALFTEZRELET, AN—REZEFLHE. 4ETORTE
WA EERLEY, TR AK 64 XFETHEATEEY, a7 Falb— 3
VHICY A RBEIE LR WA, ASAIRY A R AERLET, FETLHHA. U A M
YRUEBMLUET, KBLSoTWARTEZE D Y TET,

use-domain (fE&) : FIECHLEREEIL. Windows KA A V&2 a—HP—ZITEBIMLET,
ZDF— wa%AﬁTéﬁAi X?%F%/ZW)XF%IOML®&W%7f)
V—F I =P —LICE Y Y TDHLEXII R AL VLA ERELTLL I,

realm: SRFED LV A ZFRELET, LLAIE Web YA b OREFEBICBIE T B, 38
AFRFICERGE 7 2 > 7 D E I HTIP ~y X — DWW TN T7 I U FICHEE S ET, H
YA AV MNREI I, LIV ADOIFIINRESI N D, 22— — X LIV 2D FS %
Web 77"V /r—3 3 > (Outlook Web Access 72 &) TEREL., Web 77V r— 3 2
AFTHERLS T 7RBATEET,

port : HENY A A 2 FATT DR — b &4aE L £ ¥, Firefox Tid, AN— FEEZHIEES
NTWaWEE, BE A A id, T 740 OKR— FEF 80 B LN 443 TENE
T 7B AEIN= HTTP B X OYHTTPS &% L CEITEINFE T,

ip:IPT7T FLRERy FvAZICH o TH—"—%fEELET,

ip-addressinetmask] : HEFRGFEDHRA DOV T xy hU—27 ZiEELET,

host : RA A EIITVAN KA — R AT L >TH—R—%ELET, 2047
VarvEERATLE, IPT RLADEA T I v I REENS a7 4 Falb—g &R

* hostname-mask : HEIFRGET 2B DR A ML FEZITV ANV RO —R~A7 ZHELET,

ATvT3 (E7E) ASABRTEICETRINALEBVIZVARANEIP T RLRAEFIZAR MM EEE LT,
P—=R—=D Y 2R b= MU ZHIBELE I,

no smart-tunnel auto-sign-on list [use-domain] [realm realm-string] [port port-num]{ip ip-address
[netmask] | host hosthame-mask}

ATFvT4 A~v—bk brxrVHEYA A == VR EFRLET,

show running-config webvpn smart-tunnel
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ATvTh

ATvT6

ATy T1

ATvT8

ATvT9

ATy 710

ZT— b FURLEBYA LAY H—n— YR Ay —ri—niem ]

config-webvpn 2> 7 4 X2 L—T 3 v F— NIZU Y X £7,

config-webvpn

V7 Hy FNOTXTORA FZBIL, BRETUEREAIC Windows R A A & 22— —
B ET,

smart-tunnel auto-sign-on HR use-domain ip 93.184.216.119 255.255.255.0

(EE) HIFRT 2> MUBRY A POME—DE M) THLHERIE, VA MPLZOT Y
ZHIFRL, HR WO 4HTO U X M HHIBRL £

no smart-tunnel auto-sign-on HR use-domain ip 93.184.216.119 255.255.255.0
ASARREND Y A MR EHIBRL 7,

no smart-tunnel auto-sign-on HR
RAAADOFTNTORA b Z intranet & WD HFIOA~— | bV HEY A A U A B
WZEILET,

smart-tunnel auto-sign-on intranet host *.example.com

UARPrHxZ MY EHIBRLET,

no smart-tunnel auto-sign-on intranet host *.example.com

GE) Av—K hrpRVHBEIYA A == VX MNEFRE LR, TDIRANET
T4 7T HINE, I—T R v—FEr— L a—P— R Y —ZU R
FNEEID B THERLERDHY £, GOV, 22RLTEEN, A<w—Fh
R FVHBIY A VA = U A h D — =B (31 =)

ARX—bF FURIVBEIYA VF D H—N— JR ADY—/\—DE

an

WOFNETIE, A~— b brxrAERE ORIV A A4 v 2RMtET 59— =D U A MZH—
N—%BEINML, ZOV A 2TV —T R —Fida—hb a—P—28 ) Y THHEIZ
DOWTIBH L £,

1R BRI

« smart-tunnel auto-sign-on U A b v REMH LT, BN —3—D U X FZ{ERK L
FT, IN—T R —F T2 —LAIZEV S THZENTEDY XA MIIDETT
R
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B <=t roxrnanys oty v—15— U bADH——0iEm

\}

&

ATvT2

ATvT3

ATv74

ATy TH

ATvT6

ATy 17

G¥)  A~—F by r/VEHEY A A BEREIX. Internet Explorer 35 &Y
Firefox Z i L7~ HTTP B L 'HTTPS ®E21TH 7 U & —3 9
YIETFEVR—FLTWET,

« Firefox Z M L TWAGEIE, EMERARA M EZIXIP 7 RUAEEH L THRA F3E
EINTWLZ 2R LET (VANVRI—FEFEHLIEAARN A2 IPT FLA
EHALZY 72y b, BIXORy bR 7 3MHATEERA) , 72& Z21E. Firefox T
%, *.cisco.com Z A L72V | email.cisco.com ZHRA NT5HEY A A ERIFFLZD
TAHAZLIITEEREA,

FIE

JIAT MV ASSLVPN 27 4 Falb—v gy T— R0z £9,
webvpn

IN—T RV —DI T4 T FLASSLVPN 27 4 Fal— gy T— RN EzF
—éAO

group-policy webvpn
AP DI FA T FLASSLYVPN 27 4 Fal—3 g B— RCO D Bz £4,
user name webvpn

A~v—hk hrx)BEVN A F L VI A T LV ASSLVPNE v g V&AL X —7 LI LE
j—o

smart-tunnel auto-sign-on enable

fEE) A~—F borRVHEIYA A 7 T4 T FLASSLVPN® v v a &4 724
Dz, INV—7R) r—Fda—F a0y a VEHIRELT, T 740 M EM
ALET,

[no] smart-tunnel auto-sign-on enablelist [ domain domain]

eliss : ASAZ AT FLASSLVPN 2V 7 4 X2 b —3 g VNZTTIFEET D A~— b
N RVHBEIY A Ay U A NOLETTY,

o (fEE) domain : FEFEHIC 22—V —ZIEMEND RAA VDAFITYT, FAAL L&A
T 584, usedomain ¥—7V— K% U A b = FUICATILET,

SSLVPN 2> 7 4 Xal—valWOA~Y—h hoxVEBVA A VA MO R %
FoRLET,

show running-config webvpn smart-tunnel

HR L WO ARTDOA~— K M RVHBIY A VA4 VA MEAX—T M LET,
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ATvT8

ATvT9

23—+t trrr7oezoanit [

smart-tunnel auto-sign-on enable HR
HRE WO AFIDA~— K hoXVHEY A A U A MaA x—7 /W2 L, @BIEHIZ CISCO
EWHAHTID RAL v a—HP—LHITEMLET,
smart-tunnel auto-sign-on enable HR domain CISCO
(EE) HR EWIHARIDOA~— K b VHET A A VA NETA—T R =7

HIEL, 74NV RO A—F R —mHAw— N o RAVEHBEIY A A VRN avy
RZHA L FEI,

no smart-tunnel auto-sign-on enable HR

AYX—k PRIV THOERDBEENME

ATvT1

ATy T2

ATvT3

ATy T4

A—PF—=Ou T A URHIAT = bR T 7B A& HERICGT D1, ROFIEE S
ITLET,

15D B HIIC
MacOSX DAL, HEIBHAZRENM THONL TV THWARL T, R—4Z /LD [Application Access]
NIV HDHT TV r—varvdl 270y 7 LET,

FIE

JIA4 T MVASSLVPN 27 4 X2 b— gy T— R X £,
webvpn

IN—TRY) =D FAT FUASSLVPN A7 f Fab— g F— NIV ERE
ﬁéo

group-policy webvpn

2— P DIFA T NLASSLYVPN 22 7 4 Xal— gy B— N B2 ET,
user name webvpn

Z—P—Du A VAT FUFRL T 7 A BB LT,

smart-tunnel auto-start list

list i, T CIIFETDHA~Y—F bl UANDLAHITY,

&1

hostname (config-group-policy)# webvpn
hostname (config-group-webvpn) # smart-tunnel auto-start appsl

ZHUTED, appsl EWVWIHARTDAY—F Fr )b YA RBRTN—T HRY —IZHVYHTH
ET,

Kys—o1—7 I}
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B =t roxn7rer0qR—TNE A T~V ER

ATFYFE SSLVPN a7 Fal— g HDOAY—h horxL URA DT Y E2FRLET,

show running-config webvpn smart-tunnel

AT T6 IN—7RY L —F T —F =405 smart-tunnel =~ > REHIRL, T 74/ MIRELE
bj‘o

no smart-tunnel

AX— bk FORILTIOERRADA R—TIEEF TADYYEZ

FI7 4 R TlE, Av—hF brpUIA 7R >THET,

FIE

ATFYT1 279547 MLV ASSLVPN 2> 7 4 X2 b— gy B— RO B2 F9,
webvpn

ATFvT2 IN—TR)—DITFAT ML ASSLVPN a7 4 ¥ 21— g0 F— N0z *
j—O

group-policy webvpn

RTFVT3 2V —ZDITAT 2 FLVASSLVPN 227 4 X al— 3y = RV FE2 £,
user name webvpn

ATV Tl Av—hK RV T I EAZAL F—T VI LET,
smart-tunnel [enablelist | disable]

listiZ, + CIZHEET D A<—F PR U R FOLRITT, BiDOFED smart-tunne auto-start
liss # A L7888 1E. A~— b MoV T 70 RA&2FECTHRHIET AMLEITD D T8 A,

1 -
hostname (config-group-policy) # webvpn
hostname (config-group-webvpn) # smart-tunnel enable appsl
ZOFEITIE, appsl L WO ARTDOA~—K bR/ URARINRT =T R —IZEDETH
nEJ,

RAFYTE SSLVPN 2> 7 4 Fal—ya v NOAY—k b YA DT M) 2R RLET,
show running-config webvpn smart-tunnel

ARTYT6 ITN—T7R)v—Fidun—nL 2—F— KU =75 smart-tunnel 2~ REHIBRL, 7
THANNDITN—T KU —IZRLET,

no smart-tunnel
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AY— bk bR SEOOTA IDERE .

ATV Tl A=—F RV T IRV REF 7B ET,
smart-tunnel disable

AX—hF boRILHDLEOOTE ITDETE

CITHL Aw— b b RANL O S AT FECOWTHA LT, TRTHT T
P4 RORBELLD, BT A2 %70 v 7 LCRIT Y MRS 5L, Av—
he b r S 47 TEET,

N

Gx) R—2Nbda Ty NRE U EEATAHZ EE2BIBEOLET, ZOFEF, 7947
Y FUASSLVPN HHITHY, A~—F PUrRABREHSNTODENE I NCERRL v r4
IO TONET, BT A 20X, TV EERALWAE KT e T r—va vk
FEHTH2HEICRVERTHILERDHY £,

HBOOLAMNE T LEEBENDAT—F FoRILHASOOT A TDHTE

ZOFETIE, vl 7 ERTIEDICTRTOT I U EHALH 2 ENRMETT, Av—hk b
YARNDTATEA NIBUE, TREADTA T XA LORBICEORIT 6N TWET, 72k
Z X, Internet Explorer 2> 5 A~ — K k2L & BRIG L7256 iexplore.exe 3 FE(T S LTV 72
WA —h P RABA TR ES, Av—b brpvid, 2—=F=p3u s 7y T
T RTCOT T Y ERACGAETH, VPN Y v a VBT Lo S L £,

N

CGF) BRICE-oTE, 770 AR T —ofiRE LT, BRIVICTIERLSESTNDHZ L
DoV FEJ, F£72. Secure Desktop Z{HH L T\ 5 & x|, =—H— Secure Desktop PN T3~
RCOT TV EHLTHLT 70 T av 2RO T 27 hy T TEITINTHDEERH Y
F9, LEERoT, Av—hF b, BUUEOT A hy 7 TRREINTND Y 4 RURN
BRWBEIZTRTOT T IY A VAL ARKET LIz R LET,

FIE

AT T FEHENENT A 2% 70—V TH AT HI L EFA LET,
[no] smart-tunnel netification-icon

Zoa<wryRiE, TIUY O 4 RUERHALDZE TR ST Y N EITOOTIIRLS, s Ty
M 7anRT 4 EZREL, 2=V —=lu T DOl T 7 N T A aryBMREN5 0
EYMEHIEL T,

F/-, Zoavr NIRRT A v AU ERITATICTR L EEICE IR A TR D
BovARnKTI285600 747 HHIELET,

| Kys—o1—7 I}
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B o7 assEALERR—F FuRLALORT A TDRE

ATy T2

notification-iconix, @777 hD=DICT A 2L B FEATHIZA I T HIFETHF—T— R
<7,

ZOav RO A= a rBTFE IV NTT, TS, TRTOT IO U4 Rk
PALHZ & TSSLVPN By v arnbu 747 LET,

R—=ZNOurT7 U MIGIEMESADTHY , ZELZITEEA,

FuXxTAEHL, TuaXs U X FOFBMGENT S L. TA arOEICERRL . v s A
TRFIZA~— K PR ABRMTHEUICALONA LI LET,

* webvpn.

BHRT7AAVEFRALERAT—F FoRILOALOOST A TDETE

7

.

TV EHALTHE Yy v a RO NEIZT A0, X7 Ly I rE AOKTE
R F 72 F 7TV REZ L2 TEET, ZOFHETEH, VAT A LA OBAIT A =
VEMHL T T RN LET, TA AT, 22— =R T A arEz s Yy LTRrIT UL
THETHRESNES, =2—F =Bl 7 v 501ty v a COBIRNINZSGE, T A
0%, RIENCERZFIT T A E CHERF SNE T, By ary AT —H ANV AT AL FLA
THEHIND EZTHMBDLNDZ N8B £97,

)

GE) ZOTA ), SSLVPN a7 o7 M550 ETYT, Ziud, VPNt a v A5 —

BADA L r—2TIEH D A,

AT7>2RLASSLVPN ¥ TF v W—JL

7547 b LA SSL VPN CLI 1%, WebVPN #5#: TIZIE L < #/REN720 Web V1 M2
THBERETLECTEDLXF Y T F ¥ V= AREENTHET, ZOY—n3iEiHkT 57— XL,
VA PAL—FR— NOFHYENFED N T TN a—T 4 T BT OB B E T,

75472 L ASSLVPN ¥+ 7F % V—OHIIIKD 2 SO T 7 A VBREENET,

e Web X— D7 77 4 EF 41T U T mangled.1,2,3,4... 72 £, mangle 7 7 A /Wi, 7 A
7 > LA SSL VPN i D-X— T &Mk $ 5 VPN 22 FL—Z D html O7 7 ¥ =
UEFLERLET,

s Web X—T DT 7T 4 BT 4125 U T original.1,2,3,4... 72 £, 5D 7 7 A /L, URL
VPN a2 &% ML —HIZEELEET77A VT,

FY T TF¥ V=Ko TT7 7 ANV N ZE, RRT 521, [Administration] > [File
Management] (ZBEI L9, N7 7 A VEEM L, A2 R — MEYFITEELET,
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#—anL 722 L—roiz [

\)

6=

%Ekiij_o

7747 FUVASSLYVPNX ¥ 7 Fx V—Lafiffld5HL, VPNa B ML—FD/)RT 4 —
VUANEEEZTET, BT A NVEERLTZRIZ, Y STy V= ENT A T7IZYY

R—BILTHERIL—ILDERTE

ATy I

ATy T2

ZOYLIEREREIC LD . B AX <= —F, HTTP ~v ¥ —NIZHFEHET LT — X IZHESNT, 794
7 MU ASSLVPN Yy v a VAR ST 57 n— L7 7 747 2 b L ASSLVPN
TIRAR) —%HETEET, ASAIZZTIAT > FLASSLVPN Y v a v a2HET S
e, miebilny RRA v M2 Td— a—RERLET,

ASAZ, DT 7 BARY U—%, T2 RKRA 2 DS ASA (K L CREFET D RN L £
T, TORER, EEDOBEAEIE. =2 FRA » b DOBIMOBEGAITIC L 5 ASADMEY v —
ADHEEIT I D72 £,

4r & SRS

ASAlcuZF L, Za—\ a7 4 Xal—aryT—REBLET, Zu—L o
V7 4 X2 lb—arE— FTIE, ASAIZK > Thostname (config)# 7B 7 FRFRE
nwEJ,

FI§

54T FLVASSLVPN 27 4 Fal— gy F—RIZAY T,

webvpn

HTTP ~» #—WN® HTTP ~v & — a— R E 72133055 HESWT, 7947 L & SSL

VPN & v v a VOMERZFFAT £ 213G L E T,
portal-access-rule priority [ {permit | deny [code code]} {any | user-agent match string}

51

hostname (config-webvpn) # portal-access-rule 1 deny code 403 user-agent match *Thunderbird*
hostname (config-webvpn) # portal-access-rule 1 deny code 403 user-agent match “*my agent*”

2EHOHITIE, AN—R 2B XTI EIEET D7D OB 2L 2R L TWET, XFS
FUANRFI—FK (*) THA, SBIZ5IHMF (") THAET,

Kys—o1—7 I}
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. DS4F 2 bLRSSLVPN O/37 + —< VU A D&i#{L

722472

KL AXSSLVPN D/N T +#—<I U ADEEL

ASAZIZ, 74T FLASSLVPN DT 4 —< 0 A L HEREZ il T 2 EH DO T IEN H
DEST, RT7F—< L ADUEITIT, Web ATV FOFXFv v U I EEMPEENET,
FEREMEDFIRIZIZ, a v T oY EBBLOT XU A RXZADHIROBRENEGENE T, TD
filz, APCF Ca v 7 oY EMREZH#ET 2L TEET,

Ty v UITDEE

Xy T EITHIET T AT LU ASSLVPN OR7 g —< 2 ANELELET, HEICH
FAENDIAT V2V b2V AT A F v vy allBRNT A2 LT, ESHIOBYIRLLa
T Y OEMOMLENEEZEB L ET, £/, 7 TFA4 T L ASSLVPN & UE— k J—r3—
MO T 7 4w BB ENDT-0, 2L DOT 7V r—a N5 ETE VIR NIIEIERBIC
FATTED LR T,

FIZHN Tl FX v I RZ—T MRS TOVET, Fr v aT—RTRy vy
Jawy RefffTsE, 2=V —0OREIUSL Ty vy VU TEfERE I AZ~ A4 A TEFE
T

AVTIUOVEBDERT

T 74N FTIHE, ASAIL, 2T UV EBBIN) A4 F VBN LTTIRTOI T4
7Y RUASSLVPN N7 7 ¢ v 7 2B L E£9, ZTAUTIE, JavaScript X° Java 72 & D5 & 70 B
FENHTBXFVHTTP~D N7 7 4 v 7 b EENETN, TOXIBR T 7 407 TlE, =—
Y—INT 7V r—3 3 T SSLVPN T A AN T 7 EALTWDHDH, THHDT N
A AKFETICT Z7HALTODEDONUSL T, B~vr T4 v 7R T 7k A3y ba—10D
N— VBRI DGEDRH Y 7,

Web U Y =22 Lo Tk, WEICEBIORBENPER SN 2L EBH Y £F, KOETIE, 20

&9 7R 2 $R A D REREIC O W TR L £ 97, MRCREMR T Web =2 7 Y D ERIZIR
CTINHDBREDOWNT NN EHEMT 2560300 £7,

)54 FFAJavad T UVDELAIAZENHRTE

&

ATy T2

54T MU ASSLVPN N LT Java A7 V=7 MI, FO%., R X MEA L MTHE
HAHT B3 PKCS12 U ZLVEEHEIC L BA S vE T,

FIE

FEW A A K= b LET

crypto caimport

AEE SR L £,
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av7oy usq rorT~ouyEz ]

ava-trustpoint

&1

hostname (config) # crypto ca import mytrustpoint pkcsl2 mypassphrase
Enter the base 64 encoded PKCS12.

End with the word “quit” on a line by itself.

[ PKCS12 data omitted ]

quit

INFO: Import PKCS12 operation completed successfully.

hostname (config) # webvpn

hostname (config) # java-trustpoint mytrustpoint

Z OFITIE, mytrustpoint & W9 AHTD T X MARA  FOIERL, BL W Java 7 =7 MT
BALATDIDDOE 4 TERLET,

ATV )4 MDA TADUYEZ

ATy I

ATy T2

ATvT3

—HOT TV =3 R Web U Y —Z (AR Web A b2 &) 23 ASA Z il L7 K 9
WCLIEZWEARH Y £, 2D X 972846, ASA TlE, ASA Z BB TICRHFEDT A FT
TN r—ar T T TATELEICTDIITA4 M V=V E{ERTEET, ZiuE, IPsec
VPN #2817 6 A7 v b bR Y IS fEITunET,

FIE

7 IA T MUVASSLVPN 27 4 Xal—v gy T— NI Bz E9,

webvpn

7 7AT 2 MU ASSLVPN R RVDINRBIZT VAT 5720007 SV r—rarb )y —
AEEELET,

rewrite

Zoa<y NiIEEEFERTE £,

rewrite 2~ R& EHIHEHLFET,
disable
X2 UT 4 TTFIAT ATV A N V= NAFIEFEEIES> TRIBETH-D, L—ILD

NEFEZITEETY, 20L&, & MIOBFZPDLIAICHRE L TITE, Jc—BLir—L
DA SIET,

JOXT NANADFEA

TaXy NANRZAEFEHTHLIICASAZRETEET, ZOREIL. TrH T g 320
T 280 a Ty VoA MERBEFHLEZEN, 77U 77— a3 °Web U V—R
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B o= s izomm

ATy T

ATy T2

Rys—on—7 |

ZLOVAEPERATE DHEAIITVWET, 7ax v A R FZar T oY oESHRZITRDDLF
ETHY, TOar7 Y OEREZRNRICMAET, Z<DHE. WAZLWebT 71 r—
aryCTInEHERTLEATT,

proxy-bypass 2+ N3 EIfFHACEEd, = N AZRETAEFTEETIIH Y THA,
ABE—=T 2 A AENRA TR FFA L F—T oA ALER—=NMNILY, X AN
A =N —EBIZHRESNET,

NRA AT TRHRLS A= bEfHLTTeXy XA RAEZRETHHE, Fy hU—27 av
T4 X2l —ailloTUL, ZNHDR—FBASAIZT 7 BATEDL L HIZTHI=DHIT,
T7AT U= a7 4 Xalb—ya X OERPMEIZRLZ 1Y £7, ZOHIR%ZE
BT BICIE, SRR EHEALET, 2L, SR R BERT L Rb ST, 1§
BONA A7 A7 = A ML TET D TREME A 70 < T2 L S BRIT R D56 70
HoET,

/XZ0%, URL T.com =X .org., EIEZTDMDHF A T D KA A 4 DH%ITKELS BIKTT, =&
Z1E. www.example.com/hrbenefits & V9 URL T, hrbenefits 23/ A1272 0 97, RIERIZ,
www.example.com/hrinsurance & V9 URL Ti&, hrinsurance 3/X2C9, §_XCTD hr %1 T
Tax v A NRREFERTLIHEE. r (VAVKEI—F) Z/he*OLSIEHLT, a~vr
REBHEEHA L2 LS ICTEET,

FIE

7747 MUVASSLVPN 27 4 Fab—a v E— RO B ET,
webvpn

TuX NYUNRNZAEZRELET,

proxy-bypass
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CORF2IAVMNEI, RKEVRAOARITRF 2 AV MNDSEMRTT, YV IBHRICODEXLTIE
. BERBRIBEFAT. ZEBRICTZ Y 77— DHD. UV IEOR-IHBEI/LTEThTWNS
BEFHDEITEEZCTELIEZD, HBLETHLEZNMREBDFTIDT, IEXLBABICDL
TIKETAIPMDRF AV M ESELESZL,



