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user name-from-cer tificate-choice {fir st-certificate | second-certificate}

1 2HOFEHEL 20 DFEAEDO EL L0 v X ) a—WF—Z 52T 20E2EELET,
secondar y-user name-from-certificate-choice {fir st-certificate | second-certificate}
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tunnel-group tgl webvpn-attributes

authentication aaa multiple-certificate

pre-fill-username client

secondary-pre-fill-username client

tunnel-group tgl type remote-access

tunnel-group tgl general-attributes
secondary-authentication-server-group LOCAL
username-from-certificate-choice first-certificate
secondary-username-from-certificate-choice first-certificate
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LDAP ZfEH L7z VPN 22—V —FFr[ 2R T T HI1201E. ROFIEEZETLET,

FIE

AAA Y —"— T —T EAERR L £,
aaa-server server_group protocol {kerberos|ldap | nt | radius| sdi | tacacst+}
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hostname (config) # aaa-server servergroupl protocol ldap
hostname (config-aaa-server-group)

remotegrp & WD AHID IPsec VE— h 77 A M F—T%ER LET,

tunnel-group groupname
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hostname (config)# tunnel-group remotegrp

ATV T3 == T N—T L b T—T BT T,
tunnel-group groupname gener al-attributes

51

hostname (config) # tunnel-group remotegrp general-attributes

ATY T4 LURIHER LTZZRAED 7280 D AAA B—_"— Z L —T1ZH L by Z—7%%0) 4%
j‘o

authorization-server-group group-tag

&1

hostname (config-general) # authorization-server-group ldap dir 1

il

RIZ, LDAP ZffH Lz —H —FF a2 AT b a~r RoplzRrLET, ZOH)
TlX., RAVPN E W) ZARTD IPsec UV E—F 727 A horx Z—T 5B L,
TIHERL L CTH DFF I H D LDAP AAA Hr—/N— T )L—TIZZEDHF L b RV 7 —
TEED ST TNET,

hostname (config) # tunnel-group RAVPN type remote-access

hostname (config) # tunnel-group RAVPN general-attributes

hostname (config-general) # authorization-server-group (inside) LDAP
hostname (config-general) #

DRENET LIb, WDa =y REASLT, FA L7 FY RRAU—F, FoL
7 FUBEROBMGA, T4 L7 N UBEROHEM R L BN LDAP #FR[ /N T A — X %
RETEET,

hostname (config) # aaa-server LDAP protocol ldap

hostname (config-aaa-server-group) # aaa-server LDAP (inside) host 10.0.2.128
hostname (config-aaa-server-host) # ldap-base-dn DC=AD,DC=LAB,DC=COM
hostname (config-aaa-server-host)# ldap-group-base-dn DC=AD,DC=LAB,DC=COM
hostname (config-aaa-server-host) # ldap-scope subtree

hostname (config-aaa-server-host) # ldap-login-dn AD\cisco

hostname (config-aaa-server-host) # ldap-login-password ciscol23

hostname (config-aaa-server-host)# ldap-over-ssl enable

hostname (config-aaa-server-host) # server-type microsoft
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WZIE, ARTCIEAR<EED ID MEHA S ET,

AT, HEREAIEMAEFEATA A 2SRB LUET, BIEE - IXH A ——L LT
EFZENTWD LDAP — " — %, HEREZITBEE GRESNTWVWIER) AL ET,

ASDM R—<0 5 7.0 O LDAP JBIMEIZIX. cVPN3000 'L 7 4 v 7 ANREGENTWET, V7
Ky =7 N—=Ta v 71 UBTIE., 207 L7 0 v 7 AFEIBRESTWET,

LDAP ¥Rl THR— kSN TLV5 Cisco B4

ZOk 7 a o TiE, ASA 5500, VPN 3000 2>t hL—& BLOPIX 500 Y — X ASA
THEAESNAE2REMEDOY X N E/RLET, TOFRIZIFE, VPN3000 =2 b L—& B L OPIX
500 U —RXASA CTOREMYR— MEROLEENTWVET, T, ZOLIRT A 2D
HEDLEEMFHTIA Y MU= ZRETHOICHEILET,

& 1:ASA D LDAPEFR] THKR— h 3 % Cisco 1%

DUULE
=IE<ILF
B4 VPN 3000 | ASA PIX Bx/247 |{E AEiaE
Access-Hours s s St ezl V7V | time-range D4 Al
(Business-Hours 7% &)
AlowNetwokBxtersion | i | %I xi 7=l eI |0=FT 4 =T
Mode N .
Il=A4x%—7
Authenticated-User-Idle- | e 2 e e B U |1~ 35791394 4y
Timeout
Authorization-Required | 5} b grig U 0= Ly
1=72%
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HATHHR— FEh TS Cisco @it ]

SUTLE
f=IE<ILF
Bt VPN 3000 | ASA PIX Bx/247 |E AMiiE
Authorization-Type | 5} #H N o= L
1 =RADIUS
2 =LDAP
Bannerl K K hix PN el YN |2 TFA4T > LU ASSLVPN, 7 T A
7> SSL VPN, X IPSec 7 7
AT ¥ NOANF—IFF,
Banner2 KIS ESII KIS FH YU | 7FA4T > ML ASSLVPN, 7 T4
7>~ SSL VPN, X IPSec 7 7
AT v RO F—IFF,
Cisco-AV-Pair K K hix Kt SCFH [vvTF WOERDA 7 7~ F3LF5
(Multi) ] [Prefix] [Action] [Protocol] [ Source]
[ Source Wildcard MasK] [ Destination]
[ Destination Wildcard MasK]
[ Established] [Log] [Operator] [Port]
FEHIZ DWW T, [Cisco AV X7 &
YO By T A DB va sk
ZHRLTLIIEEN,
Cisco-IP-Phone-Bypass | %/t K hix KIS B O 0=FT48—=T 0
l=A4F%—7 )b
Cisco-LEAP-Bypass | %t ESIIN ESIT L YO 0=T 4 k—T
=14 %—7 /L
Client-Intercept-DHCP- | 5} jit K hix e 7 =) TN 0=TFT k=T
Configure-Msg . .
l=A4xR—7)b
Clert Bipe\asondimig | %fJits | s XFIEs b YU |IPsec VPN 2 TA T v hDAR—Y 5 v
RN e |
Confidence-Interval | xfjis KF s X #x 7 |10 ~ 300 F
DHCP-Network-Scope | % i st %t SCEF U |IPT KL A
DN-Field BTN ESII ESIT praE] U | HEh7ME - UID, OU, O, CN, L,
SP, C. EA, T. N, GN, SN, L,
GENQ. DNQ. SER.
use-entire-name,
Firewall-ACL-In st P SCEH| YN |78 AUARNID
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Firewall-ACL-Out PIpIA X 5 YU | T7EAVARNID

Group-Policy BRI *Fhia peil YN | VE—KTIEBAVPNEY VI
DIN—F R —Z2RELET,
N— g 82 LI T,
IETF-Radius-Class Db 0 Iz Z DJg
PR LES, kD3 2DOFAD
W EFEHTEET,

o« SN—TF R —4
« QU= )L—7 R v —4
QU= L—F R —4 -

IE-Proxy-Bypass-Local 7 —) TN 0=F 4 k8—T 0
l=AX—7 )

IE-Proxy-Exception-List SRS o7 |IDNS RAAL DU AR, =2 hUE
WITLFE—47 A (\n) TRYS
ﬂ\gﬁi‘ &) D iﬁ‘o

IE-Proxy-Method | %/ ESIIN ESIIN B U 1= aFUREELEE LN
2= X TEMHEH LN
3= AR
A=ASAREEFEHTS

IE-Proxy-Server | i PSP PSP LS U |[IPT RLA

IETF-Radius-Class | xfjis % s SOl YN | VE—KTIEAVPNEY VI v

DIN—F R —ZRELET,
N—3 g 82 LI T,
IETF-Radius-Class Db 0 I Z DJE
WEFEHLET, kO3 S>OEAD
W EFEHTEET,

o« TN—TF R —4

QU= Z—F R I —4

QU= V—7 R o —4

. VPN D 4188 AAA H—/\—DE&E



| VPN D488 AAA H—R—DEE
LDAP 358 THHK— k ShT L3 Cisco Bt [}
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B4 VPN 3000 | ASA PIX BX/247 |E BEaiziE
IETF-Radius-Filter-Id | s SR SR pra==l TN |ASA TERINLETZ7EAY AL

%, ZTHIUHOREIX, VPN UE— h
TIRBARITIA4T M, IPSec 7 T
AT BXOSSLZ 74Tk
DORENZHEHA S ET,

ElFRediskaredPAdes | )i K his KEhix pel YU |IPT RV A, ZRHOREIL, VPN
VE—KT %A TITA4T 2 b,

IPSec 7 747 h, BLUSSL 7
TATV NOBREICHEHHASINET,

ElFRadsFrelPNtvek | 375 | 110 pS L Yy |IPT RLA YA, TRDOBRIE
. VPN U E—h T 78R 774
T, IPSec??%T‘/}\ BILW
SSL 7 74 7 > b OBREITEH S

ES

ETFRadisldoTineo | %75 | kbt S K v~ /v |Seconds

ETFRadusSevioTpe | %fJ5 [ 1 IS et v/ |1=Login
2 = Framed

5=0F—hFr TR
6 = Administrative

7=NAS 7ma 7k

ETFRadsSsnTimeat | 5ffs | %4 el Eie 7w | Seconds

IKE-Keep-Alives | %f/i K hix K 7—L TN |0=TFT 4 =T
=4 x%—7)b

[Psec-Allow-PasswdStore | 55} /i RSN KIS 7= YO 0=T4k—T 0
l=A%—7
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f=IE<ILF
R VPN 3000 | ASA PIX BX/247 |E BNGIE
IPsec-Authentication | fji % s P ke U o= L
1 =RADIUS
2=LDAP (FBF[DI)
3=NT RAA
4=SDI (RSA)
5=
6 = RADIUS with Expiry
7 =Kerberos % 721% Active Directory
IPsec-Auth-On-Rekey | 5t/ St K 7 —)v TN 0=T 4 =TV
l=A43%—7
IPsecBackup ServerList | iy | %I IS b2 VTN PR T R PR (R AKX
v)
IPsec-Backup-Servers | % i PIpTA X pel YU 1= TA4T V MBERELZY A M
T 5
2=07A4T N VA NET 4 E—
T LTIHET D
3= I T TP —R—= U X%
4%
IPsec Client-FirewalHFiller- | Y pe VUTN I TAT Y NI AT T AL R
Name Vo—L LTRUET BT 4 VHF D4
AizfRE L ET,
PeecClentFirowallFiler | cfts | %his XIS B YT 0=
Optional
=47 av
[Psec-Default-Domain | 5cf & | Sfhs SN p 2l SUTN | TIGAT Y MOEET D 1ODTF 7+
Vb RAL B ERELET (1~
255 3CF)
PReBaiAhOnRdey T hin i SCFH U | SCFH
IPsecKEPeerID-Check | 55 X his PIPIN B U 1= WA

2=ETAEAETYHR— N END5E
3=F=zv 7 LGN
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SUTLE
f=IE<ILF
B4 VPN 3000 | ASA PIX BX/247 |E BNGIE
IPsec-IP-Compression | 5t it et b o YU 0=FT 4 k=T
l=A =7V
[Psec-Mode-Config | st/ s P 7T —)L TN 0=F4tE—T L
l=A43%—7 )b
IPsec-Over-UDP | ks et FSIT 7= TN | 0=T 4 —T
l=A%—7L
[Psec-Over-UDP-Port | 5t ;& pSITN e B U0 14001 ~49151, T 7 4V R 10000,
ReRepebrifondCptly | 5cf /i i I HE T |0=78L

1=V *E— b FW Are-You-There
(AYT) TEREINTWVDHRY —

2 = Policy pushed CPP
4=H—N=NHDRY —

IPsec-Sec-Association | Y SCFH| VTN xR T4 T =g D
Al

IPsec-Split DNS-Names | /i s SIS CFH VUV I TAT Y MIEET DAY
RAAL D) A NERRELET (U
~ 255 XF)

[Pseo-Split- Tunneling Policy | 57 %I PSS L sy TN 0=FTRTCE R RY T

1=A7Y >k b T
2=1u—J% /L LAN Z 7]

IPsec-Split-Tunnel-List | s FIgm PR pye=il TN | AT Uy b hURAOEEY A NE
SRRy NU—=I F1IT7 7
A YA RNDOARIEZRRELET,

IPsec-Tunnel-Type | xf )i PO X #x v /7). |1=LAN-to-LAN
2=UE—=hT7ER
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DUTIVE
f=lE<ILF
e VPN 3000 | ASA PIX BX/247 |E BIGE
L2TP-Encryption | %t B U By kT
1 = B2 A BE
2=40 v k
4=128 £ k
8= AT — F L ANME
15=40/128 £ F THi 5t/ A7 — b
LU AN
L2TPMPPCCompresion | % 1 B TN 0=T 4 =T
l=AF%=7
MS-Client-SubnetMask | 5% ;i XS I el TN |IPT RV A
PFS-Required PSR % s X 7 —)v U 0= LA
1=7%
Port-Forwarding- Name | 5 & PR p== U | &RTOSTER (]
[Corporate-Apps] )
PPTP-Encryption ||\ LiLg e D/ N R < N
1 =g s B
2=40 Ev I
4=128 £ K
8= AT — F L AN WLE
il
15=40/128 £ F THE (/AT — |
U AR B
PPTPMPPCCompresson | 56, B U 0=F 4 B—T L
l=A4%—T v
Primary-DNS PP KFIE K his el TN |IPT RV A
Primary-WINS KEIE PSP XF I peE YN |IPT RLA
Privilege-Level Lcey TN 2= E, 0~ 15
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PN 3
=< ILF
B4 VPN 3000 | ASA PIX Bx/447 |E BuiE
Required-Client- | )i PSS Kb B 7N |1=3v A3 (Cisco Integrated Client %
Firewall-Vendor-Code &)
2 =Zone Labs

3 = NetworkICE
4 = Sygate

5= A2 (Cisco Intrusion Prevention
Security Agent % f# )

Required-ClientFirewalk- | 55 | i R FF I |—
Description
Required-Client-Firewall- | 5 ESII KIS B VI RS St T

Product-Code . . . .
1 = Cisco Intrusion Prevention Security

Agent F 721 Cisco Integrated Client
(CIC)

Zone Labs B/ :

1 =Zone Alarm

2 =Zone AlarmPro

3 =Zone Labs Integrity
NetworkICE # i :

1 = Blacklce Defender/Agent
Sygate B/ -

1 = Personal Firewall

2 = Personal Firewall Pro

3 = Security Agent

Requie HW-Client-Auth | 5 i PP I 7= TN 0=F 4 k=TI
l=AF—7
Requieindvid e UseAuth | 75 KFIE Kb B YN |0=TFT 4—T L
l=A3—7
Secondary-DNS | i K hix PN pe] TN |IPT R A
Secondary-WINS | i st %t SCEFA TN |IPT R A
SEP-Card-Assignment e U KRR
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VPN D588 ARA H—\—0EE |
B war Ty R— P AT S Cisco it

UTLE
f=lE<ILF
e VPN 3000 | ASA PIX BX/247 |E BIGE
Simultaneous-Logins | 5f i XHhis X his B U |0 ~2147483647
Strip-Realm ESInN K hix PN 7= TN | 0=T 4—T
l=A4F%—T
TACACS-Authtype | % Jix FIIIN xithia i D/
TACACS PriviegeLevel | 5} ji KFIE I B TN |
Tunnel-Group-Lock R his i SCFH TN | by S—T DARTETIT
none |
Tunneling-Protocols | tf )i PO s e 7 |1=PPTP
2=L12TP

4 =1PSec (IKEvl)

8 = L2TP/IPSec

16 = WebVPN.

32=SVC

64 =IPsec (IKEv2)

8 33 L OV 4 13 H Pk

(0~11, 16~27, 32~43, 48~59
LB .

Use-Client-Address | i 7= TN 0=T 4 B—T N

l=A4F%—T
User-Auth-Server-Name | Y prac=v| YU UN |IPT RLRIAKRA MM,
User-Auth-Server-Port | 5} i3 FIIIN PIpTA L 7N | == T fa)LOR— hEE
User-Auth-Server-Secret | Y Pl TN | = N—D AT —
WebVPN-ACL-Filters Y pe YU |Webtype 77 B A U A N4
WOVENATYACLERE | 5115 | G HE I 0=TAE=T

l=AF—7

N— 32 8.0 LIETIX, Z0EME
ITMNETIEID Y 5 A,
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LDAP

HATHHR— FEh TS Cisco @it ]

UTLFE
=X ILF
e VPN 3000 | ASA PIX BX/247 |E BIGE
WHVINCieSiportiet: | 5 Ji S B YT 0=T 4T
l=A4%—7L
W= a2 80 LTI, ZoRMk
IIMZETIEH Y FHE A,
WebVPNEeblodindions i v (R (BELR)
WbVPNExdherge Savar: pe=ll v MR L (BELLR)
Address
WebVPNExdhngeSaner: Pl Yo v R LR (BELR)
NETBIOS-Name
WebVPNFleAxesErebk | 51 PSINN LI TN |0=T =T
l=AF3—7
WOVINHSeBonaghat | 56f i K hix B TN | 0=T 4 —T
l=A%—7L
WebVPNFe SevereFirty- | 5 i It LiLg e YU 0=TFT 4 =TV
Enable . )
l=AF—7b
WebVPNForwarded-Pars Y == YU | AR— MEEY A M
WebVPN-Homepage | 5% i It prei] /v |URL (=& z20E
http://www.example.com)
WOVINVioSIbkiN el | e | ebis pe 2 Y7 FIZOWTIE, RO URLIZH D
[SSL VPN Deployment Guide] % %
LT 7ZEN,
http://www.cisco.com/en/US/docs/
security/asa/asa80/asdm60/ssl_vpn
deployment_guide/deploy.html
WOVINMIOS AL | 5cf 5 FSINN pa2 Tl Yy |BNZOW TR, RO URL IZH D
[SSL VPN Deployment Guide] %%
LTS,
http://www.cisco.com/en/US/docs/
security/asa/asa80/asdm60/ssl_vpn_
deployment_guide/deploy.html
WebVPNPothawading: | 56 i St 7= U 0=F 4 B—T L
Auto-Download-Enable

l=A43—7 )L
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http://www.cisco.com/en/US/docs/security/asa/asa80/asdm60/ssl_vpn_deployment_guide/deploy.html
http://www.cisco.com/en/US/docs/security/asa/asa80/asdm60/ssl_vpn_deployment_guide/deploy.html
http://www.cisco.com/en/US/docs/security/asa/asa80/asdm60/ssl_vpn_deployment_guide/deploy.html
http://www.cisco.com/en/US/docs/security/asa/asa80/asdm60/ssl_vpn_deployment_guide/deploy.html

VPN D588 ARA H—\—0EE |
B war Ty R— P AT S Cisco it

DUTLE
=< ILF
Bt VPN 3000 | ASA PIX /247 |{E AMiE
WebVPNPatFawading: | st i PSP 7 — YN 0=F 4 k=TI
Enable . .
R e S
WebVPNPatFawading: | e & it 7— TN 0=FT 4 B—T L
Exchange-Proxy-Enable . .
l=A%—T)
WebVPNPatFawading: | i i RSN 7= TN 0=T 4k—T 0
HTTP-Proxy-Enable . .
1=A4%—7 )L
WebVPNSingleSignOn- | 5] it pSITN 7 —) U 0=F 4 8—T
Server-Name R .
l=A4X—7 )
WebVPNSVCCRrtDPD | 55415 BTN 7= TN 0=T 4k—T
l=Ax%—7 )b
WHVENSVCCarpesin | 5 pSIIN T —)L TN 0=F 4 k—T
l=A4F%—T )V
WebVPN-SVC-Enable | /it ESI 7= TN 0=T 4 —T
=4 x%—7)b
VOVINSVUGHRaDID | 5 i xRS B YT 0=T 4 =T
n=7 v FETHIEMHE (30 ~ 3600
)
WebVPNSVCKeepelive | i i PSS B oI 0=FT48—T 0
n=%—77 747 (15~600F)
WHVINSVCKephE | i i ESIIN B TN 0=T 4 k—T
l=Ax%—7 )b
WOVENSVCRdeVH | s i e B U 0=72L
1=SSL
2=FH h v
3=1{L&E (SSL IZE%E)
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acL coi—rEnz Rt s 47 [l

SUTLE
f=IE<ILF
B4 VPN 3000 | ASA PIX BX/247 |E BNGIE
WHVINSVCRdeRand | 5 i % i iy YT |0=T 4 =T
n = 4y BAL O BT IR
(4 ~10080 43)
WHVANSVCRapiedbetE: | 5o i XS B YUV |0=T 4 =TV
l=A3—7
WebVPNURL Ay | 55 i B YUV 0=TFT 4 =TV
l=A3%—7
WebVPN-URL-List Y prei] 7 |URL U A b4

ACL THR—rENBHURLE AT

URL %

EENTOVTHENENERA,

WD URL % A NP HR—FINTWET,

IR URL THEWER A, o, V==K FT T ANV FH— P, A—FR

4T URL https:// post:// ssh://
cifs:// ica:// rdp:// telnet://
citrix:/ imap4:// rdp2:// vnc://
citrixs:// ftp:// smart-tunnel://

http:/ pop3:// smtp://

Cisco-AV-Pair (ACL) SERHD A K514 >

e UE— |k IPsec k> R/ LT SSL VPN Client (SVC) ~o 77 A U A & A

*SSLVPN 7 74T v b LA (7T 7HFE—FR)
I%. Cisco-AV-Pair = h V|27 L7 1 v 7 A webvpniinacl# Z BN L CTHEH L T 72 &0,

T 5HITIE, Cisco-AV-Pair = F V27 L7 4 v 7 A ipiinacl# B L THEHA L T 72X
AN

kT 78 A U R NE#EHT S

» Webtype ACL Tlid, ASA NEEILE 25720, HEETEFE LRV TL E S0,
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B ciscoav-pair (acL) EROAA ES1

K2:ASATHR—rShB =0

VPN D588 ARA H—\—0EE |

r—5

BXO74—IL
N

Bl

ip:inacl# Num=

AL A
)

(ZZC, NumiZ—BOEHETT) TXTD AV T 7 7 & X
Y A NEBBLET, UE— FIPsec b2 kL& SSLVPN (SVC)
rozMzr 782 U A NEBEHALET,

webvpn:inacl# Num=

47 Lo Gl
¥)

(ZZ2T, NUMiZ—BDEHTT) ¥ T 7 I714 7 ML ASSL
AT T 72 ARIEY A NEBBLET, 74T MR (T

FUYPE—R) FrRUCT 7R VA RNEZEHLET,

deny T ay TrvarEELSLET, (TT7HLDE)

Gl T vay T vareiral LET,

icmp 7'a han A —Fy Ml A v&—Y 71 ka2 (ICMP)

1 “a han A2 =3y Ml A v E—2 7 m Fan (ICMP)

P 7'a kan A vH—%v k7uabkan (IP)

0 7a k3 A B —Fy ~7a ha (IP)

[TCP] AN =% Rk~ = k= (TCP)

[6] 7w kA Rk~ 2 k= (TCP)

UDP AR =7 User Datagram Protocol (UDP)

17 7'r kan User Datagram Protocol (UDP)

=y BRARFR—L | TRTORR ML= ZEHALET,

host RARR—L | BR MR T ERDOIET TS,

log =574 ARV EBRAETDHE, T4V E 0T Ayt —UNRKRRINE
9, (permit and log E 721 deny and log DA & [FEE)

It AT EX/hEn

gt e ik v K&

eq T EEELY

neq G e L <R

range S ZO#PICEEND, range DEIZ 2 SDEEFIT T,
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Cisco-AV-Pair B4 DX

Cisco-AV-Pair B D .

Cisco Attribute Value (AV) X7 (ID &5 26/9/1) i+ 25L, 7272 U A K% RADIUS
P—s3— (7= & Z1E Cisco ACS) 7>5, F721Z LDAP ¥—/3—2 05 LDAP @i~ » 7 H Tl

MTEET,

Cisco-AV-Pair /L — /)L OESTIIR D L B Y T,

[Prefix] [Action] [Protocol] [Source] [ Source Wildcard Mask] [ Destination] [ Destination Wl dcard
Mask] [Established] [Log] [Operator] [ Port]

% 3: AV-Pair BHEDEXXIL—IL

TJ4—ILF

5 BA

oul

R

N— BT DHAICFEITTHT 7 v a v (deny 7213 permit)

Bt (Destination)

NRry bVeZET 523y hI—Z FEFARA S, IPT RLA, RA M, £
7% —U—FRany THELET, IPT RLAZMHT 5845, %l T Source
Wildcard Mask Zf8ET D ERH Y £,

Destination Wildcard Mask

SEAET RLVAICHEHSIND VANV RI—R <vRA 7,

=274 FILTER 2 7 A v —U % AR L ET, ERELLIDA X MEAERKT D
WX, ZOXF—U—REFEHTILERSH D 7,
FE T PR 1 © greater than, less than, equal to. not equal to,

[R—F (Port) ]

TCP £721% UDP R— FDF 5 (0 ~ 65535) ,

[FV7 ¢ v 27 A (Prefix) ]

AV X7 OEAF A, (B ipiinacl#l= (BEHET 72 U A ) £720%
webvpniinacl#t (7 7 A4 7 FLASSLVPNT 72 A VA RH) ) ., ZD7 14—
JVRIE, ZANVERAV LT E L TERE SNTERAICE TR RENE T,

A=E =)V

IP 70 b a/LDFFEITLAT, 0~255DEE, E7=1Zicmp. igmp. ip.
tep. udp ONWFNNADF—TU— K,

v — 2 (Source)

Nry VeRETHIRY NI FEFARA S, IPT RLA, KA M, £
k¥ —U—FRany THREL £, IPT7 RLAZHERAT 584, Kl T Source
Wildcard Mask Z45E T 2 M ENH VD £, ASANRNY —RAFiE7 ax ok
BlaRfl=d 7, ZO7 4 —)VRiZZ 747> kLA SSL VPN (213 FH S
FHA,

Source Wildcard Mask

EETLT RLRICEHRHENA VANV IR — R ~<~A7, ASABNY—AFETT
0% ORENEREZTZD, 207 4 —/LKiZZ T4 T F L ASSLVPN (Z
I S EE A,
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B cisco-av-pair o> AcL

Cisco-AV-Pair @ ACL 31

VPN D588 ARA H—\—0EE |

IO 7 v a T, CiscoAVRT OflZER L, ZOREOFF A EIXESOT 7 v a izo
WTHB L £,

\)

=)

inacl# D ACL# 1 XEA THIVLENRH Y £3, 727201,

1. 2, 3. 4) BEFHV EHA, 7oL 2IE 5, 45, 135 THREVERA,

= 4:Cisco AVRT EZDT Y L a VEFRIAES D

Cisco-AV-Pair Ml

7oA DFAFELIFER

ip:inacl#l=deny ip 10.155.10.0
0.0.0.255 10.159.2.0 0.0.0.255 1log

TV R RV IPsec £721ESSLVPN 7 94 7 bR L=, 2 2D 7F A M
DIP VT 747 5HFALET,

ip:inacl#2=permit TCP any host
10.160.0.1 eqg 80 log

TV R RV IPsec £721ESSLVPN 7 S A4 7 oA EFEHA LZ, TXTO
RRANNOEEDRARNDOR—KBO~DTCP FT77 4 v 7 ZHALET,

webvpn:inacl#l=permit url
http://www.example.comwebvpn: inacl#2=deny|
url
smtp://serverwebvpn:inacl#3=permit
url cifs://server/share

FEEURL ~DZ FA T L ASSLVPN T 7 (v 7 ZFA L., HrEd—
N—=~DSMTP b7 7 4 v 7 ZHE L, FBEV——~DT7 7 A NIHFT I
v A (CIFS) Z##FrfLET,

webvpn:inacl#l=permit tcp 10.86.1.2
eq 2222 logwebvpn:inacl#2=deny tcp
10.86.1.2 eq 2323 log

77 A7 ML ASSLVPNIZDOWT, FET 741 b AA— b 2323 3811002222
TTelnet 7 7w AZEAKL, SSHT 7 B AZHFALET, ZhHbHDR— %
HHALCEET o7 7Y r—vay T 74 w7 bREBRICH £ 721340
HLET,

webvpn:inacl#l=permit url
ssh://10.86.1.2webvpn:inacl#35=permit
tcp 10.86.1.5 eq 22
logwebvpn:inacl#48=deny url
telnet://10.86.1.2webvpn:inacl#100=deny]|

tcp 10.86.1.6 eq 23

74T MU ASSLVPN TOF 7 4/ s IR— k22 ~D SSH 7 7 & A % &
AL, A—hr23~DTelnet 7 7 EAZELHELET, ZOHNI, ZiHD ACL
THEH SN D Telnet £721L SSHJava 77 /' A VAHEH L TWD Z & ZHiE L
=

Active Directory/LDAPVPN !) E— +k 7Vt X

el DB

Z DIETIE, Microsoft Active Directory h—/3—Z ] L TV %5 ASA THGER L UG8 Al 25X E
TLHODOFEOF ZRLET, ST 2HAITRO LB TT,

e 2 —HF— R—2DBHEORY —EH (21 2—)

« AnyConnect 7 7 A 7 b R FNVDAZT 47 IPT RLAEID Y TOEM (24 ~—

V)

 FAYXYNA A EITIER T 7 B 2D

(26 =—7)
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1—y—~—zoEtoRy L —ER

o 1 74 W5 & Time-of-Day /L—/L D3 H (28 ~X—)

Z DA DR ERFNZ DUV TIL, Cisco.com (ZHDIRDT 7 =T ) — FEBR LTI TEE 0,
+ [TASA/PIX: Mapping VPN Clients to VPN Group Policies Through LDAP Configuration Example ]

+ [PIX/ASA 8.0: Use LDAP Authentication to Assign a Group Policy at Login

A—HF—R—XADEHDKRY) >—EH

ZOFITIE, ==\ O 5 T —% KR LT, EAED LDAP JFBIEZBE O X —[E A
JEME (VSA) o~y B 735 51EE 1 DLl ED LDAP &% 1 DLL E® Cisco LDAP J& I
~ v BT T 50k RLUET, IPsec VPN 27 74 7 2 F=°AnyConnect 7 7 A 7 R L &
DA A I bf s nE T,

AD LDAP #r—— ETRE SN2 —F =I5\ F— %@ H T 2121%. [General] # 7 D
[Office] 7 4 —/V REHEHL TN —TFTFAMEANLET, ZDO7 4 —)L FTiE,
physicalDeliveryOfficeName & V9 RO @M A H L £ 7, ASA T, physicalDeliveryOfficeName
% Cisco B Bannerl ([~ v Vo 7T 5@~ v FE2ERLE T,

FORERE, ASA I —/ 3= 5 physicalDeliveryOfficeName OfE % Hifs L, & DA% Cisco &M
Bannerl (Zv v B> 7 L TCa—HF—IN\F—2 KR LET,

FIE

ATV TN a—Y—%427 Y v LT, [Propetties] A 7 1 7 7R 7 AD [General] % 7 % il &, AD/LDAP
JE 1 physicalDeliveryOfficeName % i 19~ % [Office] 7 4 —/V Rl —FTF A & AN LE
ﬁ—o
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B =+ ~—zomtorys—am

Userl Properties = llﬂ
— Terminal Services Profls | COM+ | Ewchange General

e x =
e e e ol
€ Ble  Adion  View Window Hel Member OF | Digkin | Erwiorment | Sessiors | Femote contiol
| T g T g : Eaere]
o= Bm 5| XE m%l@l"*ﬂﬂh? ﬁm&l'lﬁd&ms|m:mﬂ] Frofils | Telephorss | Digarization
<) Aative Divectocy Lsss. and Comiites [Users 31 objects ﬁ e
-] Saved Gueries e G =
= iﬁ Em;iLm'cum EDnstdaneFr... Security Grou [

B n

-] Computers i i Eirst name; {Usen Initats: |

monmain{:um... Securiby Grou
L3 Domak

i} ‘ﬁl 5 & Cunh:nlllarl: 1 m[)nmain Cont... Securiby Grou Last name: I
G o o §Dnmaiﬂ Guests  Security Grou ;

=
s Domain Users  Security Grou Digplay name: iLlsurT
Enterprise A...  Security Grou Wis
€0 changs Do, Securby Gy DSsErElion |
mExchangs En... Security Groug

gl;mq: Paolicy ... Seourity Grou RS I e LA *

Guest User
HelpServices.,.  Security Grou §
s wes o Qther..
£ 1=r_poC User E-alt [
€ IWaAM_PDC  User
Marketing Security Grow Weh pags: I Othes...,
%RAS and 145 .., Security Grou
Sales Security 5rou
€5 schema fdmns  Security Grou
€ SUPPORT_38... User [ ok | concel | ooy | el |
ﬁTulnutChnls Security & Ol e T
7 Usert Lser
|4 ’ | ._'..i ﬁwms Usess Security Group .., Members whio have visw-,., =

AT 72 ASA TLDAP B~ v 7 H{ER LT,
Banner &\ 9 ~ v 7 Z/ER L. AD/LDAP J&¥% physicalDeliveryOfficeName % Cisco J&14: Bannerl
W~y B LET,

hostname (config) # ldap attribute-map Banner
hostname (config-ldap-attribute-map) # map-name physicalDeliveryOfficeName Bannerl

ATv 73 LDAP Bt~ > 7% AAA H— —CEEfHT £,

AAA P —/3— Z )L =7 MS_LDAP DA A F 10.1.1.2 D AAAY—/"— KA b a7 4 F a2 b—
Ta v E— Fablia L, BLEIER L7z @t~ » 7 Banner Z BT £ 77,

hostname (config) # aaa-server MS LDAP host 10.1.1.2
hostname (config-aaa-server-host) # ldap-attribute-map Banner

ATV T4 NF—OEMAET AN LET,

330370
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BEDTIL—T K o—~0 AP 1—5—0EE [

BEDTIL—T R —ADLDAP L —H—DEE

&I

ZOBNE, IPsec VPN 7 7 A 7> F<°AnyConnect 7 7 4 7 > ha &, E O Z A 712 b
ENET, ZOFITIE, Userl 127 7 A 7> b LA SSL VPN Bt i Tt L 97,

LDAP == —H —%HFED 7 —7 R > —IZELET 5 121F, [Organization] % 7 @ [Department]
TA=NVREER LTI NV—=T7 K =042 A LET, RIZ, Bt~y 7 2ER L,
[Department] % Cisco J&: T# 5 IETF-Radius-Class |2~ v B> 7 LET,

FBFEM, ASA (X —/3—2> 5 [Department] DA % BfG L, % OfE% IETF-Radius-Class |2~ >
B LT, Userl 7L —7 R —I|ZFELET,

FIE

a—HF—4 %4527 Vv 2 LT, [Properties] A 7 1 27K v 7 A®D [Organization] % 7 % B %
[Department] 7 « —/L RiZ [Group-Policy-1] & AJJLET,

4% Active Directory Users and Computers i I 10| x|
[ : : [ |
|3 Ele  Action View wWindow Help . Lo X
S?————-;E._w - — : Userl Properlies 2l :A
e Q@ 0 XE B @ 08 |
@MMD&M“ Ususandcurmuwh_lsurs 2 chjects M embes OF | Dialin | Erwionment 1 Sessions | Remale conliol ] P—
- Saved Qwries : Teminal Services Profls | COM+ | Ewchange Genesal | i
’ T -
= _-:@dam 3 o ety N’n: E ;e E-mail &ddrazzes ] Exchange Featues I Exchange Advanced |
~5izhirededl oman Com... - i e
:?l Buikin L n o ] Genesl | Addiess | Account | Profile | Telephones  Drganization
*‘——j ;:mp”tzrs rod Domain Guests  Sec )
| Lﬁl m‘.an o .D EI.S ) Domain Ussrs  Sec Titie: I L%
- ForeignSecurityPrincipals Eteprise .., Sec
£ lgser i . g ’
- FxchangeDo,.. Sec | epartmont |Group-Policy-1 * ——
ﬁExchanqun... Sec
ﬂsruup Policy ... Sec £ o I
5 Guest Use  ~Manager
%Hebsewlws... Sec A
T5_WPG Sec Hame: |
€ Wsk_pDC Use = =
= aNge... oerhies e
TWAM_PDC Lise Change I Sl L
Marketing Ser
RAS and 85 ,., Sec  Digckreports:
Sales Sec
Schema Admins  Sec
SUPPORT_3B... Use
Talnet Cents Sec
fRwNs Users Sec
] Lser1 Lige
ﬁGruupl Sec
Group2 Sec -
ET I »|E - |I
; : 0k | Concel Loply Heo | F= g

AFY T2 IDAP 27 4 X2l —a Dt~y 72 ERLET,

AD J& 1 Department % Cisco J&E IETF-Radius-Class I~ v B> 7 L £ 77,

hostname (config) # ldap attribute-map group policy
hostname (config-ldap-attribute-map) # map-name Department IETF-Radius-Class
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B anvcomect 55470k FURLORET 4 v IP T RLREIY BT OE

ATvT3

ATy T4

ATy Th

ATvT6

AnyConnect &

TOEHA

LDAP Bt~ v 7% AAA B — — T BEfT T £,

AAA Y—/N— JL—T7" MS LDAP DK A b 10.1.12 IZ% LT AAA —/"— KA f 237 ¢
Xalb—arE—RERKBL, 1ER LB~ 7 group policy & BHfH i £ 97,

hostname (config) # aaa-server MS_LDAP host 10.1.1.2
hostname (config-aaa-server-host)# ldap-attribute-map group policy

B —/3—® [Department] 7 4 —/b FIZAT) S TW% 7 /)L—7 R Y 2 — Group-policy-1 2 ASA
WZBIL, 22— —{ZHD Y TONERY O —RBEEZHRELET,

hostname (config) # group-policy Group-policy-1 external server-group LDAP_ demo
hostname (config-aaa-server-group) #

ZOa—H—L LT VPN ##i 2 e L. Group-Policyl 7206 DM (38 X OV O fth i #T HE
2. TIANIDITN—T R =DM Nty a TR STV D I L R L
£,

F5HE EXEC E— RCdebug ldap 255 =~ > K& A X—7 /L2 LT, ASA &H— "—DfHDiH
BaE=4—LET, Z0a~vry ROLOHNOZRIORLET, ik, EERA vE—
UMb L O IICREFRATT,

[29] Authentication successful for userl to 10.1.1.2
[29] Retrieving user attributes from server 10.1.1.2
[29] Retrieved Attributes:

[29] department: value = Group-Policy-1

[29] mapped to IETF-Radius-Class: value = Group-Policy-1

FAT7 M FPUORILDAET 47 IPT FLREIY &

ZOHIE, IPsec”Z T A4 72 bRSSLVPN Y T AT R EDTN KRRV T TAT 2 M
HEhET,

ABT 4 w7 AnyConnect 7 7 A7 > b A4 T 4 v 7 IPEID Y TEEMY 5121, AnyConnect
74T ha—PF—Webl ZAXT 4 v 7 IPT RLAZZETLHLIICRELT, TDOT
R A% ADLDAP #—/N—D [# A ¥ /LA > (Dialin) | Z 7 D[AZT 4 v 7IPT KL ADE|
D YT (Assign Static IP Address) 17 4 —/L' K (Z® 7 1 —/L T msRADIUSFramedIPAddress
BYEMER ED) ITATI L, ZOEM% Cisco &M IETF-Radius-Framed-IP-Address (2~ v &
YIT LR~y T EER L ET,

FURERFIZ, ASA 1ZH—/3—7>5 msRADIUSFramedIPAddress O & Bif L, Z D% Cisco J&
4 IETF-Radius-Framed-IP-Address |2~ > B> 7 L C, Userl (ICAX T 4 v 7 T RV AZELE
7

. VPN D 4188 AAA H—/\—DE&E



| VPN 4R AAA H—\—DEFE
AnyComnect 7 54 7> k FoRLDRET 4 w5 IP7 ELREY uToER |

FIE

ATy TN 22— -4 %4527 v 27 LT, [Properties] ¥ A 7 1@ 7' 7R > 7 AD [Dial-in] # 7 % &, [Assign
Static IP Address] = v 7R v 7 A% A2 LT, 10112 EWHIPT RLAE A/ LET,

E aaatme User llﬁj
ﬂ Administratar User - -
P Cert Publishers Secul TM Services Profie I COM+ I Exchange General
mDHCF Administrators Secu E-mail Addresses l Eschange Features E Exchange Advanced
DHCP Users cecy  General | Address | Accourt | Profil | Telephones | Diganization
gnmmins secy  MemberDf  Diskin | Enviorment | Sessions | Remote contiol
P bnsupdatePraxy Setd —Remote Access Permission (Diakin or VPN .
thmain Bdriiins Secul
gbmm Carputers Secul " Allow access
Domain Controllers Secul " Deny access
Eomsin Guests iy | | o IContiol access thiough Remote Acceass Policy
gDumam Users Secul : :
Enterprise Admins Secul
mExrh.ange Domnain Servers Secul L Yerky Caller-ID: I
mE::change Enterprise Servers Secul — Callback Dptions
gqu: Policy Creatar Owners Secul {* NoCalback
!53::3; :z: (" Sat by Cale: [Routing and Remole Access Service ari)
I Guest User | " Abwags Callack o |
gHebservlcasuro-.p SECUl
I15_WPG Secu W Assign a Stalic IP Addiess [T
7 1usk_POC Lser ;
7 wam_pPDC User |1 Appb Static Foutes
gf“"m'ﬂﬂ Secu | Dafine routes to enable for this Diskin e
RAS and IAS Servers Secul connection. i
de&s Secul
ESthema Adrnins Secul
SLPPQR.T_EBEIWSQD User ITI Cancel Anply Help |
mTehetChents Secul
ﬂ Userl User
ﬁ VPN_Liser_Group Liser ‘Welcome LDAP WPH_Liser, ..
£ web1 Liser
leNS Usiers Security Group ... Members who have view-...

2ATFY T2 RIZFRTLDAP 2> 7 4 Xal—YarvoEtk~y 7E2ERLET,
[Static Address] 7 « —/v KTl &5 AD @M msRADIUSFramedIPAddress % Cisco J& 1
IETF-Radius-Framed-IP-Address (2~ v B> 7 L £,

hostname (config) # ldap attribute-map static_address
hostname (config-ldap-attribute-map) # map-name msRADIUSFramedIPAddress
IETF-Radius-Framed-IP-Address

AT v T3 LDAP B~ > 7% AAA — —CBEfHT £,

AAA Y —/3— ZL—TF MS_LDAP DK A b 10.1.1.2 {2%f LT AAA — "— KA h 27 ¢
Xal—varE—RE2RMBL., 1ERLIZEM~ 7 static_address % BE# A1 £ 4,

hostname (config) # aaa-server MS LDAP host 10.1.1.2
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B s vrromasrrEsT o 20ER

ATv74

ATy T5

ATvT6

hostname (config-aaa-server-host) # ldap-attribute-map static_address

vpn-address-assignment =~ & K23 AAA ZFRET D K D ITRIE SN TWD N E D I fiEgad+ 2
2HIiZ, ar74Xab—varOlOaEFRRLET,

hostname (config) # show run all vpn-addr-assign
vpn-addr-assign aaa << Make sure this is configured >>
no vpn-addr-assign dhcp

vpn-addr-assign local

hostname (config) #

ASA & AnyConnect 7 7 A 7~ L O A ML LET, V— "—TREIIL, ASA LV v
By ENTEIPT RV A2 —F =R ETLH L2 LET,

show vpn-sessondb svc 2~ > REFEHL Ty a v O EMzFR L, BV Y Tonz7r K
LALZER LETS

hostname# show vpn-sessiondb svc

Session Type: SVC

Username : webl Index ¢ 31

Assigned IP : 10.1.1.2 Public IP : 10.86.181.70
Protocol : Clientless SSL-Tunnel DTLS-Tunnel

Encryption : RC4 AES128 Hashing : SHAL

Bytes Tx : 304140 Bytes Rx : 470506

Group Policy : VPN User Group Tunnel Group : Groupl TunnelGroup
Login Time : 11:13:05 UTC Tue Aug 28 2007

Duration : Oh:01m:48s

NAC Result : Unknown

VLAN Mapping : N/A VLAN : none

BAXIA VEREEIFEE7 7 EADEA

ZOBITIE, 2Pl Lo THAIIND bRV 7 7a harzRET 5 LDAPEME~ v
7 a2 B L E T, [Dialin] ¥ 7 OFFR] 7 7 B A LESRT 7 AOFE% Cisco BN
Tunneling-Protocol IZ~ v B> 7 LEd, ZORMEIFROE Y b~y A2 Y R—FLET,

& x>y Jabkal

1 PPTP

2 L2TP

4 IPsec (IKEv1)

8 L2TP/IPsec

16 2547 LA SSL

32 SSLZ 7 A 7 > b : AnyConnect 7 7 A 7 > k £ 721X SSL VPN
J7A4T b
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| VPN D58 AAA H—/S—DEEE

g4v N4 vraErEE7 s e 20ER |

& krxyrg 7okan

64 IPsec (IKEv2)

" (1) IPsec & L2TP over IPsec [XRIFFICIZH H— F SN E A, ZO70, {4 & 8 1M
APl & 720 £,
(2) E1 &2,
ZORMEEFEHAL T, 77 k3o [Allow Access] (TRUE) 7213 [Deny Access] (FALSE)
DEMEEER L, 22—V =BT 7 B A& s HiEzEHLET,

BAXNA VAT 7B AEIIES T 7 B A0@EMAICET 2 Zomoflicon Tk, 77=
J1)v 7 — K [ASA/PIX: Mapping VPN Clients to VPN Group Policies Through LDAP Configuration
Examplel] ZZM L T 7Z&0,

FIE

ATy TN 2—HF—K%4527 Y v LT, [Properties] ¥4 7 1 7R 7 AD [Dial-in] ¥ 7 % &, [Allow
Access| AV a v RE &7 Vv LET,

2

Teminal Services Profile I COM+ I Exchange General
E-mail Addresses | Exchange Features | Exchange Advanced
General | Address | Account i Profile ] Telephones | Organization
Member OF  Diakin | Envionment | Sessions | Remote control |

~ ARemote Access Permigsion [Diakin or WYPN]

% allow access

---------------------

" Deny access

" Control access through Remote Access Policy

[T Verify Caller-D:
Callback Options
& NoLCallback
" Set by Caller [Routing and Remote Access Service only]
" Always Calback tor |

I~ Assign a Static IP Address |
Apply Static Houtes

Define routes to enable for this Diakin C S B atee |
cotnscticn. -

330378
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VPN D588 ARA H—\—0EE |

B oo mra e Time-of-Day L—L0iEF

ATy T2

ATvT3

RATv74

G¥) [Control access through the Remote Access Policy] 47> a » 3R L725&1F, ¥ —
N=IPBEDPR ST, W SN DHERIT ASA ORI 7 Vv —7 WY o —REICHE
DWTHRESNET,

IPsec & AnyConnect 7 7 A 7 > ks QWS OHfe 7 45 —)T, 7747 L X SSL #
et T o R~y 7 2ER L £,
a) ~ v 7 tunneling protocols & ER L F 7,

hostname (config) # ldap attribute-map tunneling_ protocols

b) [Allow Access] 7% & Cffi [l £41 5 AD J& M msNPAllowDialin % Cisco J& Tunneling-Protocols
vy B 7 LET,

hostname (config-ldap-attribute-map) # map-name msNPAllowDialin Tunneling-Protocols

¢) ¥y MEEBEILET,

hostname (config-ldap-attribute-map) # map-value msNPAllowDialin FALSE 48
hostname (config-ldap-attribute-map) # map-value msNPAllowDialin TRUE 4

LDAP Bk~ v 7% AAA Y— —|CBEAT I £,
a) AAA P —— Z)L—7FMS LDAP TH A b 10.1.12 D AAA Y —/S— KAk 27 4 ¥ =
L—y gy E— REHBLES,

hostname (config) # aaa-server MS_LDAP host 10.1.1.2

b) 1Bk L7-J@PE~ ~ 7 tunneling protocols % BEHEAF 1T £ 5,
hostname (config-aaa-server-host)# ldap-attribute-map tunneling protocols

B~ TISERE LT L BV ITHRET D 2 L 2R L E T,

JIAT 2 FUVASSLEMA L CERERAET, 22— —I2iX, FIIITWRWER A D
S XA ORBMOIFRTH D Z L@ INET, IPsec 7 T4 T > b OFEFITRII L E
T, 2L, B~y IS TIPsec i b v 7 7a ha NI NH7-0Td,

04 # > B & Time-of-Day JL— /LD E A

WO TIE, 7 7AT 2 PV ASSL 2—H— (7L 21TV R AR~ R F—) ITxy hU—
T DT 7 AT LM ARE L CEHT b HiEE R LET,

ADH—— EC. [Office] 7 4 —/v KA LT — hF—0&fiE AN LET, 207 (—
Jb R CIE, physicalDeliveryOfficeName J&M2MEH S E 3, RIZ, ASA TR~ v 72 1FEAL
L. ZODJEM% Cisco JBYE Access-Hours (2w > B> 7 LET, FRAERFIC, ASA 1T
physicalDeliveryOfficeName DfE % Htf% L T Access-Hours (2~ > B 7 LET,
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| VPN 48R AAA 5 —/3—0

ATy 1

FIE

0474 2 B8 & Time-of-Day JL— )L D& .

a—HP—Z RN LC, [Properties] #4727 U 7 L, [General] ¥ 7 % B & £7,

£ hctive Directory Users and Computers

|5 B Betion diew Mindow  Hel
«=+ amin XFrE 2ok

& ictive Directory Lsers and Compuber
= Saved Queries
= @ dema. cisoo.com
[+ Buitin
-] Computers
152 Domain Contraliers
- (] ForeignSecuricyPrincipals
‘3 Users

I |

|

Users 33 ohijecks

Name

Dioenisin Adming
Domain Computers
Domain Contralers
Ciomain Guests
Domain Users
Entuprise»‘\d'rlns
m&c:hunuc Doman Servers
mEx:hanua Enterprise Sarvers
31 Group Policy Creator Owners
Guest
HedpServicesGroun
s _wes
£ sk _poC
TWAM_PDC
€TIRAs ard 185 Servers
€7 schema Admins
SUPPORT_3BE945aD
TenetChents
User]
E users
E WPH_User _Group
£ web1
R wans Users

Userl Propertics

Member0f | Diakn | Envionment | Sessons | Remote control

2] x|

Temnal Services Frohle | COM« Exchange Genaral
E-mai Addiesses Exchangs Features E=change Advanced
Genersl | Addess | Accourt | Profle | Telsphenes | Diganization

g Usenl

First name: [Uz=n Inkials: [

Last name: |

Digplay name: [Usen

Difige: [Pastner

Telaphone numbes: | Other._.
E-mai: JUml'l@dEmn:i::n.:nm

Web page: | Other.. |

Cancel

Co ]

govty |

b |

=loix
|alel

l4]

ATy T2 B~y 7 EERLET,

JEME~ 7 access_hours Z/ER L, [Office] 7 4 —/L KT S5 AD J@E
physicalDeliveryOfficeName % Cisco J&E Access-Hours (2~ > B> 7 L E T,

hostname (config) # ldap attribute-map access_hours
hostname (config-ldap-attribute-map) # map-name physicalDeliveryOfficeName Access-Hours

ATvT3

LDAP @k~ v 7% AAA Y — — BT I £,

AAA Y—"— 7 )L—7" MS LDAP DK A K 10.1.1.21Zx% LT AAA —R_— KA h a7 4
Falb—rarE— RERKL, 1ERLIZEME~ v 7 access_hours % BE AT &7,

hostname (config) # aaa-server MS LDAP host 10.1.1.2
hostname (config-aaa-server-host) # ldap-attribute-map access_hours

ATvT4

BN — " —TFFA SN RREH 2R E L £,

N— b P =T 7 AR Z AR 2D &0 H O 9 K bR S RFICREL £,

hostname (config) # time-range Partner
hostname (config-time-range) # periodic weekdays 09:00 to 17:00
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