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HDOA =%, TI9—b INN—FI Lo THEINET,
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sshowversion : ASA YV 7 h =7 N"—U gy N— Ry oTHRK, 4 2 F%F—. B
F OB T 57 20B @ 2R LE T,

« show inventory—= » k7 —%F 7 731 Z|ZA A h—/L E TV 5% Cisco LD A
ARV M UIEREISGB L OERR L ET, SR-GIT UDL &I D —EDT A AE#
TRl &N Ed, UDLIL, ®5ID (PID) . A=Y 3 ID (VID) . BLOV U TILES

(SN) D3 ODEI2 5T — X BWEOMAEDETT,

« showfailover state : 7 = — /L4 — "= X7 Dl HFD2=y FDT =— /LA — R—IRIELFE
RLET, BREINDERIZ, 2=y bOT T4~V FERITED XY AT —H A, =
= NDT I T 4 TIAB N, AT —H A FHEIZVAR— FENTET =— VA ——D
HELERHY ET,
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e show environment : > v —3. R4, 77>, BIOERONN— N7 = TEEXT—
HARL, BEAT—H A, BE, CPUMHARLRED, ASAVAT A AR —3R DY
AT LR R ER R LET,

AT A4 X2 —ary T I— ML, ROa<wr RIZXA2HNTHEREINET,

eshowcontext : BV ¥ THNTNWEAL L EZ—T oA ZALRET 74 /0D URL, REFH
VTXA MO ERRFLET, 00, VAT LFE{TAI— AT Anonymous Reporting %
ML TWALEAICE, T ToOar 7% A o) A MEFRLET,

» show call-homeregistered-module status : kS NTZE T 2 — LV DAT — X A Z R LE

T VAT LA AT 4 X2l —vary E—REHEHALTWLEA, avr RIZE-T,
ATHRARNTETIERLS, T ARERICESLSK VAT LAEY 2= VDRAT —F ARE
RSIVET,

« show running-config : ASA THEFI TSN TWIRELZF R LET,
s show startup-config : AFX—hr7 v 7 a7 X2 —arERnrLET,

* show access-list |includedlements : 778X VX Dby N ATV EBILORFA L AEZ Y
TMEEFRLET,

P77 — MI, koa~vr Nk bHA TR EnE T,
« show failover : ==y h D7 = — /LA — "= 27 =X AT HEREFRRLET,
. show interface: 1 V2 —7 = A R#fEHEHREZERTLET .
- show cluster info: ¥ SRR EHRERTLET,
- show cluster history : 7 S A2 DEEZXRRLET,

« show crashinfo (W10 #T) : FPHILARAWY 7 b7 0 n— R&%IZ, T8 A%, &
HEINTEZ TGy alf 77 ANET7AND N L—2ANRNy 7 w7 g Pt aEaHh Tk
BLET, LERST, 77 riary a—, LIYZAZE, BXORAZ 7 X 7P
FIRvAITHRESNET,

« show tech-support no-config : 79 ZhJL HR—k 7FH U R MK DEZHIERSINZE
HERTLET,
BEET 7 — MI, RO=a~ 2 RIZL 2 CHERRSNET,

e show environment : ¥ —3, RIAN, 77, BLOBRONN— R = TEH{EZXT—
HARL, BEAT—HX A, EE, CPUBHELRED, ASA VAT A AR —3R DY
AT LEREERER R LET,

« show cpu usage : CPU IR EHRE=F R L E T,

« show memory detail : ZZZ B L OEID Y THAD VAT A AT OFEMIGF#RE R R LE
7T

BT T — NI, kOa~xy RICK DM ClR S ET,
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eshowaspdrop : @ tEF =2 U7 4 NRATRr Yy TENTAT Yy MERITEH L RS LE
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TULARN) TI—= NI ROa~xr NI Tl ET,
« show perfmon detail : ASA /X7 + —< 2 ZADFEMZFR LET,
eshowtraffic: 1 V23— 1A ADERET IV TA1ET1ZRRLET,
« show conn count : 7 7 7 77tk DA FoR L E T,
« show vpn-sessiondb summary : VPN £y > 3 DY) —ERERRTLET,

« showvpnload-balancing : VPN A— KNS UL U5 DREISAZ2 a0 T4 FaLb—v 3
VORTEHBIERERTILET,

« show local-host | includeinterface : B—HJL KRR bD Ry FT—VREEZRRLET,

«showmemory : IEBAEDBRRKEEARL—T 4 VF VAT LATREMSHATRELRESE A
EVEICODVWTENERRLET,

eshowcontext : EIV U THNTNWEAL L EZ—T oA ZALRET 714 /0D URL, HREFH,
VTXAMOAEFORLET, £, VAT L3ETA~S— R T Anonymous Reporting &
HHCLTWAEAIZIE, TXTOILTHFAMDY R MeFEELET,

* show access-list |includedlements : 778X UX Dby N AT EBILORTA L AEZ Y
THEERRLET,

e showinterface: 4 2 — 27 1 4 R#FEHERERTLET,
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ZLEWELVEWED X vE—0F, SEICEEINETA,
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l/\\ij—‘o
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7 fRE Sz CLL %— |0 BAFER, VAT AMEHAARTREZIREE,
T — RIZE > THRE :
subscribe-to-alert-group
name of alert group
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6 fRE Sz CLL % — |1 77—k, 7 UT 4 INIIREE, EBICHE
T — RIZ X > TRIE : EOME,
subscribe-to-alert-group
name of alert group
severity severity level
5 fAE &7z CLI % — |2 Critical F A 72 IRHE,
T — RIZ X > TRIE -
subscribe-to-alert-group
name of alert group
severity severity level
4 fBE Sz CLI F— |3 T 7 —, BIIRIREE,
T — RIZL > THRE :
subscribe-to-alert-group
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severity severity level
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2 E 5 FARRIRER B LOEHRA v —2 T,
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1 e 6 Information, #H DA <2 b, EE OWREEIZRE
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LR | AAyE—FKEL |Syslog EXE
L ~N)L LRJL Hl:L

0 Debugging 7 TNy T Aot—2 (T 74V FRE) .

HIRH ) T3y TJaidrA)
VTR VT arrar7rANVEERT D EmEZEE EBELOS D 7 V—7 % BT 5
TEMTEET, TudrsANIHEIY TR T4 T ENTZTN—TITEGEINTWNDE A X
R R T—END L, A2 MIBEEMTONTZA v —VUNRESNTEZEFIEE SN
£, TRV T ar Ta T A NIIIROBERSH D £,
DT T A NEERBIUORETEET,
Il 7 7 A MBI DET A —IIVEITHTTPS OZEELHRTETXFE T,
c1fHDOT a7 7y ANT, FBE LEZEREICEED I N2 TEET,

DO T T A NT, 3EHEOA v =Y T —<v k (a—+rTFRA, BT T
XA N, XML) ZH¥AHAR—FLET,

HEEDTR Ty ANEARZ—TNELET A B—T I TEET, TTHN T, IR
T ANEIT 4 B—T L TT,

KA =T VA XERETEET, T 74/ ME3MB TT,

TT7H NN TuT 7 AN [CiscoTAC) Nk E LI, 7740 Fr7 740, #
ATERSNICE=F =R T N—T @BWr BE, A~ b, :V74¥:waay
TLANY) Oy b, HEATERSNISEE S A —/VEBLXOHTTPS URL 236 0 £,
T4k Ta 7 7 A NE, Smart Call Home % #1O TERET 5 & 12 HEMI \—,Vlzﬁkéhiﬁ—o
%6558 A —/V1X callhome@cisco.com T, %8¢ URL I%
https:/tools.cisco.com/its/service/oddce/services/DDCEService T,

)

GE) TNV T T ANDFEEE S A=V E5SE URLIIEE CTE £HA,

a7 4 FXal—var, AU R) TULARN) FREAF YT Vay N T I—8 T

=TT a7y ANVEREETHE, TIT—F I —7 X obv—U%IERBIC, £/201T

EHARNCHEEORMICZET D L ) BN TE £,

WDRIZ, TZANIDT T— T N—TLEREOYVT A7) 7T a BIOMRE GE44
) Ovo LT ERLET,

KR2:FS— R ITILN—TEEREDH TR YT avnrvEDY

75—k IL—T BXE Period
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T73—hTNL—T BEXE Period
2k Informational LA P
B Notification L4 I AV
PV VAN Informational Monthly
Snapshot Informational ML
Syslog [f%: 7 syslog B AP
Telemetry Informational Daily
Test AL L
Threat BGip| ML

Anonymous Reporting & & U Smart CallHome D 11 K5 A
b

Z ®IATIX, Anonymous Reporting & Smart Call Home Z ¢ ET ARINCERE T D LEDOEH H A
NI A BILOHIRFEIZOWTHRBA L £,

Anonymous Reporting DA K54 >
*DNS BERESHLTND Z &,

+ Anonymous Reporting D A v & — U & BHOFIT CTEFE TE o6, ASAIXA vtE—
CE ey 7T ORNCE LI 2 BEITLET,

* Anonymous Reporting (%, BEfFDF%EZZ LT IZ, > Smart Call Home 5% 7E & 47 &
HZ EMTEET, =& 21X, Anonymous Reporting % A F—7 /LT T S HIIZ Smart Call
Home 237 4 B —7 /W72 > TV A4, Anonymous Reporting % A % — 7 /LIZ L72#T
L, TAE—TLOEETT,

* Anonymous Reporting % 4 x—7 /WL TWABEAE, FTF AN RA 2 FEHIRT S Z &iF
TXFEHA, F7. Anonymous Reporting 7 4 E—7 W LA, FT AN FRA b
IXZEDOFEEFEDY £9°, Anonymous Reporting 237 4 E—T7 NV OEFEX, BT A HRA b
ZHIBRTZ £72%, Anonymous Reporting 27 4 E—7/LZLTH K7 A b KA > MHl
PRENERA,

e wNT AT XA T REEEBHL TV DAL, dns, interface, trustpoint =~
VRIFEHaTHRAMIHY, cl-homez~r R AT A3y TF A MIHY £,

¢« CA P —R_—DHCBLIEAENET INT2HA1Z, Smart Call Home 237 7 7 ¢ 7 724K 8
BHEFFCX 5 X 912, EHIH 2 trustpool N RALDOFH A HEML TEX £4, ZDOFT Ak
F—)VHENEBEAEIL., L F 2T F A MOBATIIVR—FENEREA,
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Smart CallHome D H A K54 >
e ¥ LF 2T HA K E— NTIL, subscribe-to-alert-group snapshot periodic =~ > N, ¥
AT L a7 4FX¥al—rvarypDbiERERETsavr Fe, 2—F a 7% X b
LIERATETAa~wr RO 2 o0 a~<y RSB SHET,

* Smart Call Home @ /N> 7 =2 R —_—F, XML E2XXDORX v —TOHZ TS Z L2
T&FET,

* SmartCallHome X v & —E, 7T AZ N T A F—TMZLTEY, 72 UT 4 HL7g
BEREZROZET 7 — N 7 A— 12887 % & 912 Smart Call Home # 3% E L TH 55
A, BERITAZ AR FELR— T 572020 A2|TEESNET, Smart Call
Home 7 7 AZ U 7 A vE—U1F, IROA XY MIXLTOREREINET,

ey MR TREZIIBMLT L &

e =y BT TAEZNLHIB LTI L &

e VT AF A=y MBI T ALl =y MTiRolo b &
I TGAZDEHFY =y PREL L &

EEINDIEA v E—VICEIROERPEENTHET,
T IT AT TTREDRA L

o 7T ABHliEl= v kT? show cluster info =~ > K33 X T show cluster history =2~
¥ RO

Anonymous Reporting & & Uf Smart Call Home D %7€

Anonymous Reporting |% Smart Call Home —E 2D —#TH Y, ZhzafflT5L, =7—8
KONV RIZEHT D/ NROERE T3 AND VA EAL THEEFETEET, —F. Smart
Call Home —E AL, VAT L ~NVADYR— e h AL~ A X4 HERETY, Cisco TAC
DBEROT NAAET=F LT, BERSD EEIZr—AZB ZENTEDL LRV
T, < OBEAIE. BEENZORBEICEAMN S ANcRTE £,

WOV —E A% A7 A ETCRFHIEEE CTE £9°7%, Smart Call Home ¥ — B 2 Z 5% E 71
I¥. Anonymous Reporting & [7] CHEREICINZ T, HAZ~A ASN7eh—EXA M TED X
TR £,
a7 4F¥al—arET—FRCADE, ROHA FTA 1% - T Anonymous Reporting 33
J O Smart Call Home V' —E A% A F—T /W T B EE2ERT BT a7 MR ET,
« ZD7 7 T, [Yles. [N]o. F72iE[A]sklater Z#384R T& F 97, [[A]sk later] & E&IR L
e%t. THBRELIZASAZ Y m— R L7z & SICHEBMSIET, [[Alsk later] Z i
TEIRT DL, EBICASATTIHZ 2B T v 7 FRERENTZDOB, [[N]o] & W
IBALRLARSNTHERREIND Z LT R R ET,
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Anonymous Reporting 0 5% € .

« 707 MRFIRINRNOIEA L. Anonymous Reporting DF%E (11 2—7) F 72X Smart
Call Home D% E (11 ~<—) OFEAZ ST L T, Anonymous Reporting & 7= {X Smart Call
Home A X —7 NWIZTHZ ENTEET,

Anonymous Reporting D% 7€

Anonymous Reporting Z 7% Ed 2 121E, ROFNEZFETLET,

FIE

ZT w71 Anonymous Reporting #§E% A *—7 LI L, HILWELDT a7 7 A VEEHRLET,
call-home reporting anonymous

% -

ciscoasa(config)# call-home reporting anonymous

Zoaxry REANTLHE, FTADNRA L BBER S, A 3D Web —S—DiEHI1E
WAERGET 72O T 2REAENA A b= ESNET,

ATYT2 (FATvary) ZOV—"_"—~DEHNRHD, VAT IANAvE—VERETED I L 2R

LET,
call-home test reporting anonymous
1 -

ciscoasa(config)# call-home test reporting anonymous

INFO: Sending test message to
https://tools.cisco.com/its/service/oddce/services/DDCEService...

INFO: Succeeded

BOE T T — A v tE—I1F, TAMEREEZRLET,

Smart Call Home D& E

ASA T Smart Call Home ¥ —E A& ET HIZIE, WOX A7 T LET,

FIE

AT w1 Smart Call Home $—E 2% A 2 —7 /L2 L£F, Smart Call Home DA % —7 /Lt (12 ~=—
V) BBERLTLEEN,
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. Smart Call Home @ 1 *—J /L1t

ATy T2

ATvT3

ATy T4

ATy TH

Smart Call Home A v — NPT 27 54 NZEE S ABUICEET B A —L —_— %
ELET, A= F="—0FiE 17~=) 2ZRL TSN,

Smart Call Home A v &2— Y OHEEILBEREREL T, BEEKLHEROZRE (15 =)
EHEBLTLEE N,

M CTEDLAR PORRKLV— 2 EDT T — MUBERTA—FE2EHRLET, 77— h 7
N—T BT 27 )T g ORE (14X—2) Z22HR LT IEEN,

TS— Y TRIUFary FaTdr A NNERELET, e T A NLDEE (20 2—
V) BEBRLTLEE N,

fxDT7TF7—r VTRV Tary Ta7rAMlioT, WONENRFEINET,
o > 2 @ Smart Call Home $— —LEF A — /L ZEH DY A 72 Y. Smart Call Home A v
T —VOREELRERDY T AT T A,
e a7 4 X al—va UHFREFIFA R NIERRE, ZETDHT T — FOBERIT
j‘U [e]

Smart Call Home O 1 ~— JJL1t

ATy T

ATy T2

Smart Call Home % A %2 —7 /LI LT, CallHome 72 7 7 A V& T 7T 4 72T 5I120%, IRD
FlEZFITLET,

FIE

Smart Call Home — Y 2% 4 x—7 {2 LFET,

service call-home

&1

ciscoasa(config)# service call-home

CallHome 2> 7 4 F a2l —v gy F— FEZHBLET,
call-home
&1

ciscoasa(config)# call home

RAERBD FSRAMRA U FOEEL L UVERE

HTTPS #H T Web ¥ —/3—Z A v & —T % 3%ET 5 L 91T Smart Call Home 23 5% E I LTV 5
%/El\\ Web "j‘h/\_@?ﬁﬁﬂgi 71:’_ nﬂi%i%%?? l/fx_ntu M (CA) @nﬁ'ﬁ%%'fnﬁﬁj‘%) J: 9
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2IEBO 52 Ko rossssvRiE

\Z ASA ZERET HMENSH Y 7, Cisco Smart Call Home FERFE W — N—FEBE (X, Verisign
WL > THITEINE T, Cisco Smart Call Home Staging H— 3 — D FEB] £ |3 Digital Signature Trust
Company (Z X > TRITSNET,

\}

GE) VPN RRGEIZHE A S 7220 72912, no client-types 33 2 OF no validation-usage FH D k7 &

ATy T

ATvT2

ATvT3

ATy T4

WAV P ERETDLEID Y 7,

Ciscor—_"— X2 T ¢ OFFAELZ TS L OFEE L. Smart Call Home ¥ — & fIZ Cisco
HTTPS #—/3— L O#EEZMELT HI21E, RO FIEEZFETLET,

FIE

(FVF avTFHFARNE—RDOR) EHa LT NCaHEAEL A VA =L LET,
changeto context admincontext
i

ciscoasa (config)# changeto context contextA

FTADRA FEREL, FEIEREROUERZE R ET,
crypto catrustpoint trustpoint-name
i

ciscoasa(config)# crypto ca trustpoint cisco

GE)  ERkHEL LCHITP2EAT 5881, BX2 VT 3FHELY T A M RA » MREA
TA VA M= LTALERHY £, HITPS 121X, THBMETT, KD URL T, A
VA=) BREDTFAESE L ET,

http://www.cisco.com/en/US/docs/switches/lan/smart_call home/SCH31 Ch6.html#wp1035380

SERHERGRIC, FEITON Y T v K= R EZREL £,
enroll terminal

1 -

ciscoasa(ca-trustpoint)# enroll terminal

FREL72 CA Z#8GEL £4°, CA DAL, cryptocatrustpoint =~ > RTHRELZ R T A b
RA YV FEE—H L TWALERHY E4, a7 T, X2 VT 4HEAEOTFA %2
REY (T E 9,

crypto ca authenticate trustpoint

Anonymous Reporting & & U' Smart Call Home .
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1 :

ciscoasa (ca-trustpoint)# crypto ca authenticate cisco

ATYTS EX2 T 4AEDOT XX FOKDY ZEEL. AShictXxa ) 7 4 fEHEOZ T AN

ZHER L E T,
quit
i -

ciscoasa(ca-trustpoint)# quit
%$Do you accept this certificate [yes/no]:

yes

BERLURFTY T avy b T7I53—hITIL—TDEE
BERBIOCAF Yy Fvay h TIT—F I —T52BETHICE. ROFIEEETLET,

Fig
TI— KNI A—TF a7 4 Xal—Lary E— NEBBLET,

alert-group-config {environment | snapshot}

&1

ciscoasa (config)# alert-group-config environment

TPS— M IW—THITRHY T3 U0DHTE
e 7y A INET T— K TI—FITBEET HITiE. ROFNEEZEITLET,

FIE

XFv 71 CallHome 2> 7 4 F¥al—ar E— FEEBLELT,
call-home
B -

ciscoasa(config)# call-home
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ATy T2

ATvT3

ATvT4

ATy TH

BEERLHRD

Smart Call Home
mEzagcrmozs [

8 L7z Smart Call Home 77—k /' V—7% A4 X—T7 VI LET,

alert-group{all |configuration |diagnostic |[environment |inventory |syslog}

&1

ciscoasa(cfg-call-home)# alert-group syslog

TRCOT T7— b IN—T%AF—=TNMIT DI, al ¥—U—FKEFEHLET, T 741
FCliE, 9 XTCOT T — b T N—TRNA X =TT £4,

HBESWEET e 77 AN THTa Ty A a7 4 Fal— gy F— RE2HBL
i—g—o

profile profile-name

&1

ciscoasa(cfg-call-home)# profile CiscoTAC-1

FEFHAIRE/R T _RTOT 7 —F ZJA—7 128 L E T,

subscribe-to-alert-group all

&1

ciscoasa(cfg-call-home-profile)# subscribe-to-alert-group all

OB Ty ANE I T 4 X2l —ary T I — N TA—F I LET,

subscribe-to-alert-group configuration periodic {daily hh:mm| monthly date hh:mm | weekly day
hh: mm}

1 -

ciscoasa(cfg-call-home-profile)# subscribe-to-alert-group configuration periodic weekly
Wednesday 23:30

periodic¥ — 7V — RZ$FET L &, EMMICEmMT L Icary7 1 Falb—var 77—+
TN—TBHESNET, 77 4/v FORRIL daily TJ,
daily ¥ — U — RCI%, R%ET 2R % 24 BefEH O hhomm E (61 @ 14:30) THRELE T,

weekly F—7U — K Clx, WEH &M% % dayhh:mmEXTHE L £4, BRIZEE Rl LEd
(# : Monday) .

monthly % —7 — K TI%, 1~ 31 ®Hff&EZ% datehh:mm X THRE L £,

=L

ax &
ARG RIEREZRET HITL. ROFIEZFEITLET,
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ATy

ATvT2

ATv7T3

ATv74

ATy TH

ATvT6

Anonymous Reporting 5 & Uf Smart Call Home |

FIE

CallHome 2> 7 4 ¥ a2l — g F— REPBLET,
call-home

1 :

ciscoasa(config)# call-home

BEEFRETEHELET, ARN—RAZMHATEETN, ARXR—ABREENLIHGEIFTA N &~
7 ORISR 2T 2 0ERH Y £,
phone-number phone-number-string

1 :

ciscoasa(cfg-call-home)# phone-number 8005551122

BEOER (HHREROTFH, &E255307F) 2HRELET, AN—AZ2fMlTE £,
AR=ANGZENDHETA MY T ORISR 240 28R H Y £,

street-addr ess street-address
1 -

ciscoasa(cfg-call-home)# street-address “1234 Any Street, Any city, Any state, 12345”

BES (RR1283F) ZHELET, AN—ZAZ2fATEETN, AN—ARETENLHE
[TA MY 7 ORHEIZSITF 2T 2 BENH D £,

contact-name contact-name

1 -

ciscoasa(cfg-call-home)# contact-name contactnamel234

v2a hAEZ<w—ID (RE6MANT) #HRELET, AN—R&HTEETN, AL—2MN
EENDLBEEITA N S ORIBICHI G 2T A LERS D £,

customer-id customer-id-string

51 -

ciscoasa(cfg-call-home)# customer-id customerl234

BEFA FID (BE 64 CF) #EELET, AR—RFMHTEETN, 2AX—2RNEEN
BEBIEA LY v 7 ORIBICE R 2T 5 LB H ) £,

site-id site-id-string

1 -
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ATy FT17

s—ny—n—ozz i

ciscoasa(cfg-call-home)# site-id sitel234

EEASE ID (E 128 07) #HRELET, ARN—RAEHHTEETN, AX—2ANREFE
NDGEIEIA N 7 ORiRICSI A E 1T 208N’ H D £,

contract-id contract-id-string

1 -

ciscoasa(cfg-call-home)# contract-id contractl234

il
W, HASEIEREREST D0 2R L ET,

ciscoasa (config) # call-home

ciscoasa(cfg-call-home) # contact-email-addr username@example.com

ciscoasa (cfg-call-home) # phone-number 8005551122

ciscoasa(cfg-call-home)# street-address “1234 Any Street, Any city, Any state, 12345”
ciscoasa(cfg-call-home) # contact-name contactnamel234
ciscoasa(cfg-call-home) # customer-id customerl234
ciscoasa(cfg-call-home)# site-id sitel234
( ) #

ciscoasa(cfg-call-home contract-id contractl234

A— )L H—/IN\—DEF

ATy T

ATy T2

A v — DI, ﬁi%ﬁﬂ%:LoncHTTPs%ﬁﬁﬁa“é LEBEMLES, 7272 L. Smart
CallHome 58 CHDEF A —NVEZREL, BT A— N A v —VHiEEAHEHTA L9 A—L P —
N—rBRETEET,

ETA—N YR EBET B, RO TFMEERITLET,
FIE

CallHome 2> 7 4 X2l —Y g — R&BALET,
call-home

51

ciscoasa (config)# call-home

SMTP * —/b $—"—Z4aE L7,
mail-serverip-address name priority [1-100] [all]

1 :
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B o007 L—rosimoz

ciscoasa(cfg-call-home)# mail-server 10.10.1.1 smtp.example.com priority 1

BRKS5ODA =L P —R—FFETEET, TOHEF, T~ FE5EETLET, Smart
CallHome A v &=V DE T A —NVEEELAEHT HI20E, &K1 DDA —)b P —N—%RET
DHLENRH Y F7,

T DN EWVEE A=V = _—DEENENE L 720 £7,
ip-address 51 42121%, IPv4 & IPv6 D EL LD A — )L —"— T KL ALIFETEET,

1

Wiz, 774 <U A—/L P —s3— (smtp.example.com) I L NIP 7 K1 % 10.10.1.1
oD h BN A=) b= N—"HET HH 2R LET,

ciscoasa(config)# call-home

ciscoasa(cfg-call-home) # mail-server smtp.example.com priority 1
ciscoasa(cfg-call-home) # mail-server 10.10.1.1 priority 2
ciscoasa (cfg-call-home) # exit

ciscoasa (config) #

S5 T4 vl L— FOSIROEE

ATvT1

ATy T2

FF 74y 7 L= bORIRZEEST HITIT, ROFIHEZFATLET,

FIE

CallHome 2> 7 4 ¥ al—y g F— R2BBELET,
call-home

1 -

ciscoasa(config)# call-home

Smart Call Home 28 1 ICEETEA A v —VOBEZHEELET, T 740 MEX, 1450
W10 DA v E—U T,

rate-limit msg-count

1 :

ciscoasa(cfg-call-home)# rate-limit 5
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Smart Call Home &S DA1E .

Smart Call Home 1S D% (5
¥FE D Smart Call Home 183 #1257 2121%, RO FIEEZFATLET,

FIE

WKONTNIDOLT T g 2R LUET,
cFFavl TR TrANN AT 4 X2 —T g BHEHLT, TA RN A vE—URE

BFLET,
call-home test [test-message] pr ofile profile-name
il

ciscoasa# call-home test [testingl23] profile CiscoTAC-1

F T a2 TI— N IN—T A= TE1IODEE T T A NVEELET (F
EINTWDLEHE) « 7o 7 7 ANPEEISNTORVGEIL, A XY ar7 g
XFal—vay, AFyTvav b FLEFTVAN TI7—F ZA—T O %%}
WD EIICHESNZTXRTOT o T 7 A M A vE—UNEEINET,

call-home send alert-group inventory { | configuration | snapshot | telemetry} [profile
profile-name]

il

ciscoasa# call-home send alert-group inventory

FFvaridiavr FHHEEF AT RLRICERELET, FBEITHCLIa~v L
X, POXHa~<wr FTENENER A, ZRICIE., TR TOBRFEAES 2 —/LD o
<~ RFbLEENET,

call-home sendcli command [email email]

i

ciscoasa# call-home send cli destination email username@example.com

BEFA—=NLT FLAZRBELZREES., a~> RHEHNZZEOT7 FLRAIZEEENET, &
A=) T RLRAZFELTWHRWES, HE Cisco TAC IZEEENE T, EF AL
M. HEEAAITIC —E2RF 2T T EBELESRS) v/ 7% A MERTEEENET,

BFA—IL T RLAZHEELRWEES, £7/-13CiscoTACETFA—/L 7 RLAZREL
TG AEIZRY | —ERAFSZBMEITRY 7,
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BETOT7AILDEKRTE

ATy T

ATy T2

ATvT3

BT A—/VEIII HTTP D57 1 7 7 A VERET 5113, ROFIEZETLET,

FIE

CallHome 2> 7 4 X2l — g — RElALET,
call-home

1

ciscoasa (config)# call-home

EEISNEET e 77 AN TA a7y A a7 4 X2l — gy T— REBGL
T4, MESNEET 0 7 7 A VRTFEELRWEES. ElRESE T,

profile profile-name

1

ciscoasa(cfg-call-home) # profile newprofile

BRIEOT 77 47 7a 7 7 ANVEERTEET, 774V 57077 A4E, CiscoTAC
’ﬁiﬁéio_mEéMTwif CallHome {&# & BIDHAT (7= & 21E. HEEDOP—/3—)
IEETHE. Mo T A N ERELET,

Sidk, A vE—VOFA X Ay E—VORK, %iUWmmcmHmw%/?%Vfﬁ%m
DEEEFEAZRELET, 74V DA v —VBRUL XML T, 574 /L F T x—
INZ 722> TV DHHRESIEIX, B A—/LTT,

destination address { email address | http url[ reference-identity ref-id-name]} |message-size-limit
size | preferred-msg-format {long-text | short-text | xml} transport-method {email | http}}

51

ciscoasa(cfg-call-home-profile)# destination address http
https://example.cisco.com/its/service/example/services/ExampleService reference-identity
ExampleService

ciscoasa(cfg-call-home-profile)# destination address email username@example.com
ciscoasa(cfg-call-home-profile)# destination preferred-msg-format long-text

reference-identity 47> = %, =15 L7z — S —FEBFEICXF 5 RFC 6125 S ID F = v
JEAMICLET, ZOF =y 7L, HTTP 7 R LU ANRERE SN TV DEEIC O M0 S E
T, IDF =y ZIIREFRHDSBRID A7V =7 MIESWTIThbhEd, Z2RID A7V =
7 MZOWTEELLIZ, 2IRID OBREEZRL T LI,

EFA—)LT R AL, SmartCallHome D A v — %2 T WMAEFA—NLT FLATT (K
£ 100 X7 . 774/ FORK URL ¥4 XX 5MB TT,
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sxeTn7r4r0at— ||

ENANTNRALATAyE—UEERF L, EARDIZEa— b T7FAMERXEZFEHL, =
VEa—HTAyE—UREEL, mARBIZIEr Y TXAMNEREHEAL T,

A v —OFZIE4 ) Smart Call Home /Xy 7 = R —R—DE, Ny /o R —_—
L XML JERD A = DHZIF AN B D T2 preferred-msg-format DfEAY XML Th %
T EMERLET,

BFA—NOIRET Nz A —/VIZRTIZIE, Zoa~vy FEERLET,

SEETAT7AILDIE—

ATy T

ATy T2

ATvT3

RO 7 a 7 7 A Ve a— L TH LWL 7 7 A VEERT BI21E,. ROFNEEE
TLET,

Fl&

CallHome = 7 4 ¥ a2l —v g B— REBBLET,
call-home

£

ciscoasa(config)# call-home

A —457u 7 A NERELET,

profile profile-name

{1

ciscoasa(cfg-call-home)# profile newprofile

BFO7a7 7 A VONEEHF LW a7 7AW Za—LET,

copy pr ofile src-profile-name dest-profile-name

51

ciscoasa(cfg-call-home)# copy profile newprofile profilel

BEfFo 7 a7 7 A )L (sre-profile-name) &8 L7 12 7 7 A /L (dest-profile-name) (35 K 23 3C
i‘@‘é‘@

451
wIZ, fFOT a7y A Ve ar—4 56 %RLET,
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ciscoasa (config) # call-home
ciscoasa(cfg-call-home) # profile newprofile
ciscoasa(cfg-call-home-profile)# copy profile newprofile profilel

BETAT7AILDARRDEE
BHEOT R T 7 A VDA EETET 51013, RO TFIEZEFLET,

FIE

AFvF1 CallHome =7 4 ¥ 2L —3 gy T— REBKBLET,
call-home

1 -

ciscoasa(config)# call-home

ATV T2 ZAiEEETH7 a7 7 A VERELET,

profile profilename

1 -
ciscoasa(cfg-call-home)# profile newprofile

AT T3 BFOT e 7 v A VORI EERELET,

rename profile src-profile-name dest-profile-name

1 :

ciscoasa(cfg-call-home)# rename profile newprofile profilel

BEfFo 717 7 A )V (sre-profile-name) &7 L7 12 7 7 A )L (dest-profile-name) 135K 23 3C
FTY,

Ll
RIZ, BBFEOT v 7 7 A VORI EET 502~ LET,

ciscoasa(config)# call-home
ciscoasa(cfg-call-home) # profile newprofile
ciscoasa(cfg-call-home-profile)# rename profile newprofile profilel
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Anonymous Reporting & & Uf Smart Call Home DE=4 ') >4’ .

Anonymous Reporting & & U Smart CallHome DE=%4% 1) >
e

Anonymous Reporting 35 . T8 Smart Call Home ' —EADE=F Y 2OV T, IROa~
REZRLTLTES0,

+ show call-home detail

Z D~ R, BIfED Smart Call Home OFEMIEEZ Frx LE T,
» show call-home mail-server status

Zoawy N, BIEDO A=V P —N—DAT—H A& FRLET,
+ show call-home profile {profile name | all}

ZOa<y RNiX, SmartCallHome 7 7 7 A VD7 4 Falb—a EBRRLET,
« show call-home registered-module status[all]

ZDavwr RiE, BRI TVWEEY 2a— VD AT—H A FRLET,
» show call-home statistics

Z o=z~ i, CallHome DFFMIAT —# A& RnR LET,
+ show call-home

Zo=a~y KX, BIfED Smart Call Home D> 7 4 Fa b —v 3 U EFRRLET,
« show running-config call-home

Zoa~y NiE, BIED Smart Call Home DFEIT2 7 4 Fab—a v EFRRLET,
« show smart-call-home alert-group

Z®a<y KL, SmartCallHome 77— ks Z—TDBIEDAT —H AR RLET,
« show running-config all

Z® =< RiE, AnonymousReporting = —H— 7' 7 7 A MBI DM E R R L ET,

Smart Call Home Dl

WOEL, Smart Call Home ' —E A& ZET B HEE TR LTHVET,

ciscoasa (config)# service call-home

ciscoasa (config)# call-home

ciscoasa (cfg-call-home)# contact-email-addr customer@example.com

ciscoasa (cfg-call-home)# profile CiscoTAC-1

ciscoasa (cfg-call-home-profile)# destination address http
https://example.cisco.com/its/service/example/services/ExampleService

ciscoasa (cfg-call-home-profile)# destination address email callhome@example.com
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ciscoasa (cfg-call-home-profile)# destination transport-method http
ciscoasa (cfg-call-home-profile)# subscribe-to-alert-group inventory periodic daily 23:30

ciscoasa (cfg-call-home-profile)# subscribe-to-alert-group configuration periodic weekly
Wednesday 23:30

ciscoasa (cfg-call-home-profile)# subscribe-to-alert-group environment
ciscoasa (cfg-call-home-profile)# subscribe-to-alert-group diagnostic

ciscoasa (cfg-call-home-profile)# subscribe-to-alert-group telemetry periodic weekly
Monday 23:30

. Anonymous Reporting & & U' Smart Call Home



| Anonymous Reporting # & Ut Smart Call Home

Anonymous Reporting & & Uf Smart Call Home O /& & .

Anonymous Reporting & & U Smart Call Home O /& &

%= 3: Anonymous Reporting 35 & U* Smart Call Home 0D F& &

HaE

iy

TovbITr—L)I)—R

B

Smart Call Home

8.2(2)

Smart Call Home % — " A%, ASA IZ
Bdo7a7 74 72BN 7
NWEALTT—haREL, *y b
U— 7 Or M EEHER A W S
F9,

WDa<y REBANELITETLEL
77

active (call home), call-home,
call-home send alert-group. call-home
test., contact-email-addr, customer-id
(call home), destination (call home),
profile, renameprofile, service
call-home, show call-home, show
call-homedetail, show smart-call-home
alert-group, show call-home profile,
show call-home statistics, show
call-home mail-server status, show
running-config call-home, show
call-homeregistered-modulestatusall,
Site-id, street-address,
subscribe-to-alert-group all,
alert-group-config,
subscribe-to-alert-group configuration,
subscribe-to-alert-group diagnostic,
subscribe-to-alert-group environment,
subscribe-to-alert-group inventory
periodic, subscribe-to-alert-group
snapshot periodic,
subscribe-to-alert-group syslog.
subscribe-to-alert-group telemetry
periodic,
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L TI3vbT7r—L))—R BL)]

Anonymous Reporting 9.0(1) Anonymous Reporting % 1 F—7 /L2 L
T, ASAT' T v 7 —L%5fbd %
Z L TEE T, Anonymous Reporting
W2k, =27 —BXO~VRIZET 5
HNROIERZ T A A A AT
HRITFHETETET,

call-home reporting anonymous,

call-home test reporting anonymous =
~ U RPEAINE L,

Smart Call Home 9.112) TLARNI) TI9—hK TV —7F LiR—
s D728 @ show local-host =~ > K
1%, show local-host | includeinterface
av U RICERIZRYD E LT,

Smart Call Home 9.1(3) SmartCallHome A vt —1%, 7 7 &
A T A F—T WL TEY, 7
UT 4 ANVIRERE ZROBW T 7 —
N ZV—FIT GRS D & 5 IZ Smart
CallHome # % E L THDIHAIC, B
BRI TGAF AR N LR— T 5
72DV A TR EEINET, Smart
CallHome 7 A X J T Avg—
&, RO IFEIHDA N MK LT
HIFEESNET,

ea=y "RV TFTARIIEMLT &
=

e =y "R FRENLEE LT
L

VT AF A=y NI T AL
=y Nilgolm b X

EEINDIE A v E—VITITROE R
WEENTNET,
T IT AT TTAREDA L

o 7 AL HIHl = N TOD show
cluster info =~ > K X U show
cluster history ==~ > KD HH
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Anonymous Reporting & & Uf Smart Call Home O /& & .

HaE

iy

IS5y rTr—LY -2

B

¥ % = 7 72 Smart Call Home ¥ —/3—
B o) 7 7 L A ID

9.6(2)

TLS 7 7 A 7 > MNLERIX, RFC6125 D
s varellERIND Y ——ID
DGV — NV Z YR — 5 X 5127
D E L7, IDRFEIX. SmartCall Home
Hr—r =~ TLS #ft D PKI a8 112
FATSINET, RSN ID HRE
SNV 77 L AID E—FH LN
Gy, Bt L CEER AL
WOa~<y RPBEMERFERESINLE
L7z, [no] cryptoca
reference-identity, call home profile
destination address http,
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CORF2IAVMNEI, RKEVRAOARITRF 2 AV MNDSEMRTT, YV IBHRICODEXLTIE
. BERBRIBEFAT. ZEBRICTZ Y 77— DHD. UV IEOR-IHBEI/LTEThTWNS
BEFHDEITEEZCTELIEZD, HBLETHLEZNMREBDFTIDT, IEXLBABICDL
TIKETAIPMDRF AV M ESELESZL,



