VLANH I B2 —T (4R

ZDOETIE, VLAN YT A v H—T 2 ZAZRETDHHECHOOTHBAL £,
Y

GE) =N FarTHAPNET—FTE, ZTOHEOTRTDH AT 2 AT AEITAR—ATHE
ITLTLEE Y, a2y TFXFAMNPL VAT LFATAN—RZY)Y F 2 5121%, changeto
system =2~v > REZ AN LET, .

sVLAN 7' A v Z—T = A ZIZONT (1 =—)

*VLIAN YT A LV H—T 2 A ADTA LA (23—)

*VLAN V7 A v H—T 2 A ZADHTA KT A4 EHIRFHE 3 3—)
cVIAN YT A v ¥ —T oA ADFT 7 4V hEE (4 2—)

*VLAN V7 A 2 —T 24 AL 8021Q N T XL T ORE (43—)
sVLAN YT A L E—T oA ZADE=Z Y 7 (63—)

s VLAN DY T A L H—T A ADH] (6 —)

e VLAN 7' A v Z—T = A ZDJEKE (8 2—3)

VLAN D4 3 —TJ 24 XIZDLVT

VLAN VT A v Z—T oA AT E 1 OIS v F—T 24 A, LRAVH—T =
A A, F721% EtherChannel A > % —7 = A A%, %725 VLANID T# 7} SN 7-EH DO
BALUH—T oA AIHEITEET, VLANV T A U H—T oA AN 12U EHDA X —
7oA AL, BEIIZ802.1Q T 7 L LTEHESIET, VLAN T, FiEOWBEA ¥ —
T2 AAETCR I T4 v 750 LTELSZENRTEAEO, WEIA L —T A4 ZAFETIT
ASAZEML7 TH, Ry NU—V ETHATE LA VX —T oA A EWST Z LN T
XFET, OB, K2 TFXFANIEAOA L HX =T A AFE VB THENTEHOD
T, v/ F arTF A E— K TRIZERTT,

125D F 54~V VLAN & 1| DF-ITEBEOE S 2 VLAN 3B ETX £, ASA 1Tt H
VHUVLAN TN 74w 7 2%5T5HE, TNE7 T4~ VLANIZw Y S LET,
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VIAN4 TS v8—Tz42 |
B vwwssros—7z12050102

VAN DA A8 —DJ x4 ADS5/4 1R

ETIL 4t REH
Firepower 1010 FEAET A A 160
Firepower 1120 S AR 512
Firepower 1140, 1150 T A A 0 1024
Firepower 2100 S A A 1024
Firepower 4100 EHET A A 1024
Firepower 9300 S A A 1024
ASAv AN—"T" > NMERE

100 Mbps : 25

1 Gbps : 50

2 Gbps : 200

10 Gbps : 1024
ASA 5506-X ERITA X 05
ASA 5506W-X Security Plus 7 1 & : 30
ASA 5506H-X
ASA 5508-X HEARTAEZAX 50
ASA 5516-X FARZ A | A 150
ASA 5525-X HARZ A /LA 200
ASA 5545-X HART A 1300
ASA 5555-X AT A &' A 500
ISA 3000 ERIFA A5

Security Plus 7 A &> A : 100
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VIAN G T4 2 8—T 14 20 %1 K51 v esipEr ]

A\

GE)  VLANHIBORRE L TH Y b THL X —T A AT, VLAN ZE 0 4 TES, 7=
LzIE ROLHITRY F,

interface gigabitethernet 0/0.100
vlan 100

VLANY A 3 —D x4 RADHA FS54 2 EFIREIE

ETILDOYHR—

* Firepower 1010 : VLAN %7 A V% —7 = A AL, AA vF R— FFE/ILVLAN A > X —
Tz A ATIEIR— IR TWHERA,

cASAETINTIE, BHA LV H—T 2 ADYTA L H—T 2 ABRETETERAL, V7
A H =T 2 A ADYPIR— FZOWTE, BHAo Yy MNFKR—h f X —T =2 A %5
LTCTL &N,

Z0MOAA K542

cWBA L H—T 2 A A LEDOE TR LTy RO T A =T oA AT DY
B WEA LT A ATI I 74 v 7 BRI ER2NEIICTHZLELILSHE
T WA VX —T 2 A AT Z T DRy hEBERSEL LR TELHDTT, Z
OFHEIL, TUEA VX =T 2 A AXTOT 7T 4 772 A > % —7 = A A & EtherChannel
Vo ZIZHHUTUIENET, N T 74 v I BT A —T =4 A% ERT 51215, HEL
A E—T xR, TUEAVEZ—T =1 A, F£7213 EtherChannel £ > ¥ — 7 = A AN A
X =TI TWDBRENH DD, ST 74w IV, X —T = A, JLEA
H—T A A, F£721% EtherChannel { ' ¥ —7 = A AZ@iE LW E 912, nameaf o2~
VREBHAL TSN, WA A —T = A A, TRAVE—T = A, £721F
EtherChannel f > % —7 = A A TH 7 D7\ y M@l SE 3581, @BHEERBY
amenameif 2~ REHRETEET,

FAUBA L H =T 2 ADTRCOY T A X =T oA AL, TV VT I—T A 3—
MWL —T > KA U HE =T 2 A ADNTNPTHAIMLERDHY £7, BEBIO—HIL T
FH A,

* ASA % Dynamic Trunking Protocol (DTP) Z %R — K L TR\, I TND A
AVvTFR—PFEEFMFIZRN T X T THEIICHEETOILERNH Y £,

«HiA L H—7 A AD[E L Burned-In MAC Address Z i 4% DT, ASA TEZS 7=V
TA A —T oA ZANZ—BDOMACT FLAZENW U TAZ Ly TExEST, & 213,

P—ER Tu ML=k o5TiE, MACT RLRIZHESNTT 7 & Al E1T 5 HED
HVFET, o, IPV6 V7 —HNLT RLAIEIMAC T RLAIZHESWTERS NS
b, PTAH—T oA AT—EDOMACT FLAZEI YV ETHZ LT, —EDIPv6 J
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VIAN9 T v2—Tz4Z |

B vwwyo o s—szqzoForn e

Ja—NT RUANAREIZZR Y . ASATHRREDA Y AX L ATDO NT 7 4 v 7 OFli%
BETHZ LN TEET, “BEOMACT FLAZHBIRIZAEKRTEET, MACT FL- X
DOHBENY B TESRLTLIZEW,

VIANH DA A —TD A ADTIAJL FEETE

VLAN G A A —2J1x4RXE8021Q0 FS U F 25D

N3

COETE, THHWREOT 74V a7 40X ab—2a URREINTWRWESDA >
B—T 2 A ADT 74V NREERLET,

AVB—DITARADT I A+IL FDIREE

AR —T oA ADT T 4V FNOWREEIZ., FOXATEBIRI o TFHFANE— NIk THER
D E£9,

“NF AT HRAN T RTE, VAT LAFTAR—ANTOA U H—T = A ADIRREITH
POLT, TRTOFNV Y TELADA U H—T A ANRT 7 4V FTA X —T M >TNE
T, 721U, NI T4 IR E—T oA AERBTHTDITIE, T Z—T oA A}
VAT LELTAR=ANTA X =T N> TWABRLENHD FT, f VX —T oA A% A
TAHAFITAR—ATU Yy NI VT HE, TOL X —T = AL, ThrIEHELTWDET
RCOAVTHFARNTEL T LET,

VN RERIR VAT LAFETAR—ZATIL, AV F—T oA ZADT 7 4/ k DIREEITK
DEBYTT,

WP A —T A A T =T,

sVLANYV T A v H—T 2 A R A F—=T )N, 7L, NT T4 I BT H—T A
AW T H7-OIIE, WA X —T oA AB A X—T NI TWDLIRLENRH D £
_a_o

VLIAN YT A 2 —T =2 A A% A 2 —T =2 A A, TRA VX —T x4 A, 21X
EtherChannel f > % —7 = A AIZBIML %7,

458 SRS

I F aTFFANET— RTlE, VAT AEFAR—ATROFIEEZFEITLET, 20T7F
A RNNE VAT KFITAR—=R Y)Y B 2 H121L, changetosystem =~ K& AT LET,
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ATy

ATy T2

VAN 4 T4 v 8—T x4 2E 8210 r5oxos0EE [

FIE

LN T A o F =T A AERELET,
interface {physical_interface | redundant number | port-channel number }.subinterface

1 :

ciscoasa(config) # interface gigabitethernet 0/1.100

redundant number 5132121, JTRA v ¥ —7 = A A ID (redundant 172 &) Z#HELE7,
port-channel number 51%%i%. port-channel 1 7% & ™ EtherChannel f > % — 7 = A A ID T,
subinterface ID (%, 1 ~ 4294967293 DT,

HT A H—T oA AD VLAN ZHEE L £,

vlan vian_id [ secondary vian_range]

51

ciscoasa(config-subif)# vlan 101 secondary 52 64,66-74

vian id i, 1~ 4094 OFEHTY, VLANID 2L, SN TWDE AL v FTPFREINTHD
LORHY FT, FEMCONTE, A v TFDO~v=a T LEBRLTIEE,

&Y VLAN 1L, (T 58EICHONWT) A= B~ BLUOX v =2 TKY)
HZEMTEZFET, ASAITEI U HFUVLAN TR 74 v I BZETHE, FONTF T 4w
I %774~V VLANIZ~ v 7 LET,

[l U VLAN 285074 4 —7 = R 5 Z 1T T& £ A, VLAN Z98iv
VHA—T 2 A RZEN Y THZLIZTEERA, NT T4 9IRS T A F—T = A BB
THICNE, VT A X —T 2 A AZVLANID AL 720 £9°, VLANID 2EH 45720
\Zno A7 a Tl VLANID ZHIBRT 208 13H 0 £ A, 5D VLANID Z45E L T

vian 2~ FEANTHE, ASAICL > THEWID AEFEENET, VAR HWNL O 0F
714 Y VLAN ZHIBR9 5121%, noa~ > RZHEH L THIFRT S VLAN DA% U A 8352
ENTEET, URABNINT VLAN OAZEIRMICHIBRCE E3, =& 20, @END 12
® VLAN Z#HIBrT 5 Z L1 TE £ A,

151
Wiz, —#EDEH L Z Y VLAN % VLAN 200 (2~ > 7T A% R LET,

interface gigabitethernet 0/6.200
vlan 200 secondary 500 503 600-700

wIZ, VAR ED XY VLAN 503 Z#HIBR T 5642~ LET,
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no vlan 200 secondary 503

show running-config interface gigabitethernet0/6.200
|

interface GigabitEthernet0/6.200
vlan 200 secondary 500 600-700
no nameif

no security-level

no ip address

EENEYD
VLAN VT A B —T 2 ZADTA B A (22—)

VLANH AL 3 —DJD A ADEZAZ )Y

RO~y Rz LTITZSN,
* show interface
A B =T = A AEHEREFR L ET,
« show interfaceip brief
AVHE—=T A ADIPT RLAELRAT—H 25K R LET,
» show vlan mapping

v TEINDIALE—TxA A, BH KXY VLANBIORT T4~ U VLAN #FRKr LE
TO

VLAN DY T4 32— =4 XDl
KIZ, Y2 I T KT A ST 2 ADRT A= B E T BT LET,

interface gigabitethernet 0/1
no nameif
no security-level
no ip address
no shutdown

interface gigabitethernet 0/1.1
vlan 101
nameif inside
security-level 100
ip address 192.168.6.6 255.255.255.0
no shutdown

RIZ, Catalyst 6500 TED XL I IZ VLAN v v BV I BMERET 5O ERLET, /— R%&
PVLANS (Z#2f5¢ 3 % FIEIZ DOV TIX, Catalyst 6500 DFXEN A RESZHR L TS0,

ASA Configuration
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VAN o471 w8 —7 21 206

interface GigabitEthernetl/1
description Connected to Switch GigabitEthernetl/5
no nameif
no security-level
no ip address
no shutdown
|
interface GigabitEthernetl/1.70
vlan 70 secondary 71 72
nameif vlan mapl
security-level 50
ip address 10.11.1.2 255.255.255.0
no shutdown
|
interface GigabitEthernetl/2
nameif outside
security-level O
ip address 172.16.171.31 255.255.255.0
no shutdown

Catalyst 6500 Configuration

vlan 70
private-vlan primary
private-vlan association 71-72

|

vlan 71
private-vlan community

|

vlan 72
private-vlan isolated

|

interface GigabitEthernetl/5
description Connected to ASA GigabitEthernetl/1
switchport
switchport trunk encapsulation dotlg
switchport trunk allowed vlan 70-72
switchport mode trunk
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VLAN YT A 3 —T 4 ADEFE

RIVIANY A 2 —T 24 ADERE

HEEA N— | BEEETE IR
T3
v
VLAN £/ T00) | Tk DFIRE M S E LT,
e ASASSI0 BER T A B 2D VLAN N 006 1012 x £ L7,
*+ ASA 5510 Security Plus 7 A &> A® VLAN 2473 10 705 25 (282 £ L
776
« ASA 5520 @ VLAN 378 25 725 100 1T 2 £ L7,
« ASA 5540 @ VLAN %47° 100 725 200 i[2#8 2 £ L7=,
VLAN o 722) | VLAN OHlIBRE/NAEE S E Lz, ASASSIODFEART A B A TIX1000 5
50 12, Security Plus 7 1 &2 A TiX 25 7>5 100 12, ASA 5520 Tl 100 725
150 12, ASA 5550 TIE 200 75 250 |28 %2 TWET,
ASA 5580 @ VLAN o0 812) | ASA 5580 FTHAR— M &5 VLAN 728 100 225 250 ICHE SN E L7,
T H XY VLANDFFA4<Y |95 | % T Ao Z—T A AT, 1 2L EOEIFY VLAN ZHRETX S L9
VLAN ~D~ v ¥ o 7 OHR— W72 ELT. ASAIZEH VXY VLAN ChI 7 4 v 0 BZET 5L, *
N7 A4~V VLANIZ~ v 7 LET,
WDa~y REBAEIIEF L E L7z, viansecondary, showvlan mapping
ISA 3000 ™ VLAN DN 9131 | Security Plus 7 A & > A 23 F %72 ISA 3000 (22T, K VLAN #5723 25 7
5100 1T 2 F LT,
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CORF2IAVMNEI, RKEVRAOARITRF 2 AV MNDSEMRTT, YV IBHRICODEXLTIE
. BERBRIBEFAT. ZEBRICTZ Y 77— DHD. UV IEOR-IHBEI/LTEThTWNS
BEFHDEITEEZCTELIEZD, HBLETHLEZNMREBDFTIDT, IEXLBABICDL
TIKETAIPMDRF AV M ESELESZL,



