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ALY F R— b E—FOEMELETENEL

FA B =T oA AL, T7AT U= A EZ—T A ZAEITAZA vF R— OV
TR BEIIEPNICRETCEET, T 74NV TR A=Y Ry M IZ 77 AT U 3—)b
A H =T 2 A AT, BODA—YV Xy h A X =Tz ATAAL v T F—Fr L LTHEES
nEJ,

FIE

RFYT1 Ao H—Tx AR AL T 4Fal—ar E— REBBLET,
interface ethernet1/port
eport : R—h (1 ~8) ZHFEELET,

BHINA L H—T 2 A2 A, v FR—FE—FRICRETHZLITTEERA,
1 -

ciscoasa(config)# interface ethernetl/4
ciscoasa (config-if)#

AT T2 AL v TFR—bE—FEAEDHZLET,
switchport
DA UE =T 2 A ANTTIZAL v FHR— hE— ROLAH, T— REEET ROV ICA
AYTFR—=INRTA=ZEANTDHEIIITROLNET,
ciscoasa (config-if)# switchport

ciscoasa(config-if)# switchport ?
interface mode commands/options:

access Set access mode characteristics of the interface

mode Set trunking mode of the interface

monitor Monitor another interface

protected Configure an interface to be a protected port

trunk Set trunking characteristics of the interface
<cr>

ciscoasa(config-if) #

ATV T3 A v FR—FE— REHEDCLET,

no switchport

ciscoasa(config-if) # no switchport
ciscoasa(config-if)# switchport ?

interface mode commands/options:
<cr>
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il

I, A1 =Xy MIBBLER WM ET AT I+ —VE— NICRETDHERLE
7,

ciscoasa(config)# interface ethernetl/3
ciscoasa(config-if)# no switchport
ciscoasa(config-if)# interface ethernetl/3
ciscoasa(config-if)# no switchport
ciscoasa (config-if)#

VLAN f 8 —2J 14 ADEFE

ATvT1

ATy T2

ZIZTIE, BEMT ORI AAS v F R— FTHHATE72DD VLAN £ H—T = A ZADFHRIE
FFEIZOWTIBA L F 9,

FIE

VLAN f > Z—T = A4 ZAZBMLET,

interfacevlan id
cid: ZDOA L HZ—T A ZD VLANID # 1 ~ 4070 OFFHTHRELET, =77 L. NEE
FADT=DIZTHRIEN TS 3968 ~ 4047 OFPFHO ID 1XEE £,

1 -

ciscoasa(config)# interface vlan 100
ciscoasa (config-if)#

(fEE) 5D VLAN ~OH5E A MR L E T,
no forward interface vian _id

evVlan_id: ZO VLAN A ' Z—T7 = A AT 77 1 v 7 OBMEEEILT 25D VLANID %
fRELET,

7l zIE 1 OO VLAN A VX —Fy b T7RBAOINFIZ, 9 1 2FNEHETRA Ry
FRT—ZWIZ, ZLT32BZ2F—L Xy NU—ZIZZNENEV Y TES, F—LFx vk
T—J X EVR ARy NT—=TIZT 78 AT HLENRRNOT, F—2 VLAN T noforward
interfacea~ o REHTEET, EVXARy NU—J[EIHR—L Ry NU—2IZT 7 EART
ETETH, ZORFILTEEREA,

&1

ciscoasa(config-if)# no forward interface 200
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ciscoasa(config-if) #

AAYFR—bEDTIERXR—FELTDETE

1 DD VLANIZAA v F A= Z2EVYTAHIE, T7EBAR—FELTRHRELEST, 77
TAR—=NMI, T2 LDRTT 4 /?Oﬂf%xﬂ\hiﬁ” 5 7 %)V k Ci%. Ethernetl/2 ~
1/18 DAA vF R— "DENT/>TWT, VLAN 1 IZEID B ToHnTWET,

)

GE)  Firepower 1010 Tit, X v N~ NONL—THREDTZOD A= 7Y ) —Fm hajil
TP AR— b ShEFA, Lo T, ASA L 0BTV TNb Ry hU—2 L—FNT
BOLRNEIIZTIMERH Y 7,

FIE

RFYT1 Ao F—Tx AR AL T 4Fal—ar E— REBBLET,
inter face ethernet1/port
eport : R—h (1 ~8) ZHFELET,

1 :

ciscoasa (config)# interface ethernetl/4
ciscoasa (config-if)#

ATwT2 ZOAAL yFHR— % VLANIZEID Y TET,

switchport access vlian number

e number : VLANID % 1 ~ 4070 OB THREL £+, 5 74/ ME VLAN1 T,

&1

ciscoasa(config-if)# switchport access vlan 100
ciscoasa(config-if) #

AT9FT3 (EE) ZOAAL vFiR— %%f%u%xf%kbf RELET, ZHICED, AL v FR— FHE
U VLAN FOMOBRE#EINTZAL v FR— M EBETIOEFS I ENTEET,

switchport protected

AL v F R—F EOF A ZARFEIMD VLAN 1 HT7 7 2SN 554, VLAN N7 7 & 2
72??7?“5%%75\72“%/:} BIOBGERZDOMDOEX 2 ) 7 4 IREIH A TT 3 A A
SEET H5HEAIT. AL v F R— FRMHEICEE LW 2 LET, =& xiE. 320 Web
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Y= R—% KA T 5 DMZE b H%5E, & AA v F AR — M switchport protected =~ > N4
WHT2 &, Web—_R—ZMHAIZGBECE ET, WERy hT—7 LRy R T —27 130
T 3 DD Web h—_"—F RCLBETE, ZOWEARETT 23, Web — 3 —(THHAIC

WETEEREA,

1 -

ciscoasa(config-if)# switchport protected
ciscoasa (config-if)#

ATy T4 (EE) HEAZRELET,
speed {auto| 10 | 100 | 1000}
7 7 4/ M auto T,
i -

ciscoasa(config-if)# speed 100
ciscoasa (config-if) #

ATFv7s ((LE) —#HBEEEXRELET,
duplex {auto | full | half}
7 7 4/V M¥ auto TY,
il -

ciscoasa(config-if)# duplex half
ciscoasa(config-if) #
ATFYT6 A v FR—b oA F—T M LET,
no shutdown
AL v FR— R T 4 B—TMIZT HITiE, shutdown 2~ REASLET,
1 -

ciscoasa(config-if)# no shutdown
ciscoasa (config-if)#

151
WOBTIE, A —V%F> F1/3, £ —YFxv b 1/4, BEXOA—Y x>y b 1/5% VLAN
101 (ZED YT, /=YXy M1BEALA—V Ry M AEREGRE L TRELET,

ciscoasa(config)# interface ethernetl/3
ciscoasa(config-if)# switchport access vlan 101
ciscoasa(config-if)# switchport protected
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ATvT3
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no shutdown

interface ethernetl/4
switchport access vlan 101
switchport protected

no shutdown

interface ethernetl/5
switchport access vlan 101
no shutdown

ciscoasa
ciscoasa
ciscoasa
ciscoasa
ciscoasa
ciscoasa
ciscoasa
ciscoasa

config-if
config-if
config-if
config-if
config-if
config-if
config-if
config-if

fD RSV R—FrELTOEE

ZOFNATIE, 802.1Q # /fF1F &M H L THED VLAN Z{5iE4 5 N7 7 AR— N OIERKTT
HEIZOWTHBHLEST, P77 R—=ME, 7R LBIOH I E N T 7 4 v 7 2% 0 AN
9, FFAISNTEVLAND R 7 v 7%, 707 R —haZEE3IcmmlL £7,

N2k, ZTRLNT T4 v BRETHE, FEONT T 4 v 7 EHFXAT 47 VLANID
WZHE 7T LT, ASANIELWAAL v FR—MNI T 74 w7 HZWELED, BlOT77 47T
D= A HE =T 2 RIN—T 4T LT TEBHEIIZLET, ASAIL, F T 7 KR—
F22HHX A7 47 VLANID b7 7 ¢ v 7 %55 T HBRIC VLAN ¥ 7 ZHIfRLE3, #2772 L
c7 74 v 7 WRRL VLANIZZ T snd Lo, oAy TFORNT7 7 R— NIRRT
34T 47 VLAN Z 3% E L T 72 &0,

FIE

A B —T A A AT 4F¥alb—ay B— REBBLET,
interface ether net1/port
eport: R—F (1 ~8) ZRELET,

1

ciscoasa(config)# interface ethernetl/4
ciscoasa (config-if)#

DAL v FR—F a2 T 7R—RMILET,

switchport modetrunk

ZOR— =T 7 BAE— FIZETLT DI, switchportmodeaccess =~ > KA AL E T,
1 -

ciscoasa(config-if)# switchport mode trunk
ciscoasa (config-if)#

DT 712 VLAN #E| BT E4,

switchport trunk allowed vlan vian_range
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B = o7t—torsosk—reLcomE

ATvT4

ATy TH

vian_range : VLANID % 1 ~ 4070 O TRE L £ 7T, IROWTINOFHIETEK 20 fHD
ID ZfEETEET,

c H—D&FE (n)
« #iP (n-x)
cF B LOHEHIT, o~ TREIY £, & 2E ROXIITHEELET,
5,7-10,13,45-100
= DROVICAR=AEZANTEETN, avr NI r~ff&Tar7sFab—
aIRIFSNET,

ZDaA<wy RIZRAT A7 VLANZ GO THLIRINET, hTFo 7R — ML, 24T+«
7 VLAN N7 7 4 w7 R — 0B ETDHEEIC, FICVLAN X 728 LET, F
o FERAT AT VLAN Z ZBFNWTWA NS 7 4 v 7 2 ZELER A

1 -

ciscoasa(config-if)# switchport trunk allowed vlan 100,200,300
ciscoasa (config-if)#

FA T 47 VLAN Z IR L £7,
switchport trunk native vlan vlian_id

*vlan_range : VLANID % 1 ~ 4070 O CixE L £7, 7 74 /V MEIX VLAN 1 T,

ER—=FDFRAT 47 VLANIZ 1 DOHLTTR, T XTHOR— MR LUFRAT 47 VLAN £
723872 D5 %A 7 47 VLAN 2 H T& £,

1 -

ciscoasa(config-if)# switchport trunk native vlan 2
ciscoasa (config-if)#

EE) ZDAAL v TFR—FE2HRENRLELTERELET, JHNITEY, AL v TFHR— FHFE
U VLAN FOMOREINT-AA v F R = EBETIORESZENTEET,

switchport protected

ZA v F R—k EDOF A ZRFEITHMO VLAN ST 7B 2SN 55E . VLAN NT 7 & %
BRI AN WS BRLOERESCEOMOEX 2 U 7 1 REICHATT " AZMA
WCBET DAL, AL v F R— A ICEE LRV E I LET, =& xE 320 Web
Y= N—% R A N HDMZBHDH5E. K AA v FR— MT switchport protected =~ > R %
WHT &, WebWr—_"—ZHAICHBEECEET, Wiy hT—27 EAMHBxR Y bU—27 130
TIH 3 D0 Web br—N"—F XRTLEBFETE, TOMHARETT 2, Web h— S—|FTH AT
WETEERA,

1 -

ciscoasa(config-if)# switchport protected
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ciscoasa(config-if) #

ATv7T6 (EE) HEAZRELET,
speed {auto | 10 | 100 | 1000}
7 7 4/ M auto T,
i -

ciscoasa(config-if)# speed 100
ciscoasa (config-if)#

RTFvF1 ((EE) —HBEEFEEZZRELET.
duplex {auto| full | half}
7 7 4/V ~Z auto T,
i -

ciscoasa(config-if)# duplex half
ciscoasa (config-if) #

ATYT8 A v FR—b oA F—T M LET,
no shutdown
AA v FHR— b &eT 4 B—T /T BITiE. shutdown 2~ FE AN LET,
&1

ciscoasa(config-if)# no shutdown
ciscoasa(config-if) #

1

WIZ, A —P 2>y F1/6 % VIAN20~30D T 7R —hrE LTREL, X4 T 47
VLAN % 4 [T ET DB~ LET,

ciscoasa(config)# interface ethernetl/6
ciscoasa(config-if) # switchport mode trunk
ciscoasa(config-if)# switchport trunk allowed vlan 20-30
ciscoasa(config-if)# switchport trunk native vlan 4
ciscoasa(config-if)# no shutdown
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Power over Ethernet D ix &

ATy T

ATy T2

Ethernet 1/7 3 X O" Ethernet 1/8 1%, IP &WEECMERR T 7 B AR A o M7 EDF /314 2 HIZ Power
over Ethernet (PoE) % 7"— Kk L CU £, Firepower 1010 /%, IEEE 802.3af (PoE) & 802.3at

(PoE+) Dl J5%& AR — K L TVWEJ, PoE+ X, Link Layer Discovery Protocol (LLDP) % {i#
MLTEN LV ZX T x— R LET, PoE+IT, ZET A RTHK30V v FOE) ZHE
fecEx £, EHINER L EZORMEINE T,

A B =T 2 A%y Yy NET T DL TAL ZORENENRD 7,

PoE i%, 7 7 # /L I T Ethernet 1/7 3 X 0" Ethernet 1/8 THEENZ 2> TWET, ZOFIETIL,
PoE X L OEINCT B LS . 72 a " A= 2B/ ETHHFECHOWTHILE
KR

FIE

A B =T A A AT 4F¥alb—gy B— REBBLET,
interface ethernet1/{7 | 8}
11

ciscoasa(config)# interface ethernetl/7
ciscoasa(config-if) #

PoB+ A E 7213 Mshlz L E T,
power inline {auto | never | consumption wattage milliwatts}

cauto : AGFEILT NA ADT T AT LT v MEEMEM LT, BT/ ATHBINIC
B2t L £ ¥, Firepower 1010 13 LLDP Z M LT, #UI7RY v Mz S HIZxr T
T—hLET,

 never : PoE ZME4hiZ LE 7,

« consumption wattage milliwatts : 7~ FgAa IV U v NN TFEITHEELET (4000 ~
30000) . Vv hMEEFETHREL, LLDP R Iy T— a3 VAT 28541L, 0=
~V REHERHLET,

show power inline =~ RZfEH LT, BIfED PoE+ AT — X A &K LET,

1

ciscoasa(config-if)# power inline auto
ciscoasa(config-if)# show power inline

Interface Power Class Current (mA) Voltage (V)
Ethernetl/1 n/a n/a n/a n/a
Ethernetl/2 n/a n/a n/a n/a
Ethernetl/3 n/a n/a n/a n/a
Ethernetl/4 n/a n/a n/a n/a
Ethernetl/5 n/a n/a n/a n/a
Ethernetl/6 n/a n/a n/a n/a
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Ethernetl/7 On 4 121.00 53.00
Ethernetl/8 On 4 88.00 53.00

il

WIZ, A=Y Fy b 1/TOU Y  EEFHTHEL, A1 —F x> b 1/8DEI% auto
WCRRET 2P~ L ET,

ciscoasa(config)# interface ethernetl/7
ciscoasa(config-if)# power inline consumption wattage 10000
ciscoasa(config-if)# interface ethernetl/8
ciscoasa(config-if) # power inline auto

ciscoasa (config-if)#

RAYFR—EbDE=ZRYT
* show interface
A =T 2 A AfiEHEREF R LET,
« show interfaceip brief
AV HE—=T 2 A ADIPT RVALAT—H AEHRRLET,
* show switch vlan

VLAN & 2 A v FR— FOEEMITEFRLET,

ciscoasa# show switch vlan

VLAN Name Status Ports

1 - down Ethernetl/3,
Ethernetl/4,
Ethernetl/5,
Ethernetl/6
Ethernetl/7,
Ethernetl/8

10 inside up Ethernetl/1

20 outside up Ethernetl/2

show switch mac-address-table

ABT 4 I BIOFAT IV MACT RLA = M 2RRLET,

ciscoasa# show switch mac-address-table

Legend: Age - entry expiration time in seconds

Mac Address | VLAN | Type | Age | Port
0c75.bd11.c504 | 0010 | dynamic | 330 | In0/0
885a.92f6.c6e3 | 0010 | dynamic | 330 | Etl/1
0c75.bd11.c504 | 0020 | dynamic | 330 | In0/0
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885a.92f6.c45b | 0020 | dynamic | 330 | Etl/2

« show arp

HAFIvr, AET4v 7, BIOTRXFU ARPZ N BFRLET, ATy
27 ARP = h U IZIX, ARP =2 MY OO —T IR EENTNET, =—T
TORDOVIZ, AXT 4y 7 ARPZ L MU IZIFH via () B, 7BF T ARP= K
(2% Talias] &WOMREREENTWET, KRIZ, showarp =~ RO IHIZRLE
T, 12O FUIE, 2BEl=—Y 7SI TnAEX AT Iy 2 U TT, 2D
OO MIEAET 47 T U, 32900 M) E7a% T ARPO= U T
7T

ciscoasa# show arp

outside 10.86.194.61 0011.2094.1d2b 2

outside 10.86.194.1 001a.300c.8000 -

outside 10.86.195.2 00d0.02a8.440a alias
« show power inline

PoE+ AT —FZ A& FKr LET,

ciscoasa# show power inline

Interface Power Class Current (mA) Voltage (V)
Ethernetl/1 n/a n/a n/a n/a
Ethernetl/2 n/a n/a n/a n/a
Ethernetl/3 n/a n/a n/a n/a
Ethernetl/4 n/a n/a n/a n/a
Ethernetl/5 n/a n/a n/a n/a
Ethernetl/6 n/a n/a n/a n/a
Ethernetl/7 On 4 121.00 53.00
Ethernetl/8 On 4 88.00 53.00

AA v FiHR— DA

WO IEy 7 TlE, V=T v RE—FRBXOR N7 AT L b E— RKTAS v FFR— 2K
ET D ERLUET,

IW—T v FE— FDOH
WO T, 2 OO VLAN A > X —T = A ZAZ/ERRK L. 2 ODAA v FR— NENEHA X —
TaA AT, b L DRI =T = RTEID B TET,

interface Vlanll

nameif inside

security-level 100

ip address 10.11.11.1 255.255.255.0
no shutdown

|

interface V1an20
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nameif outside
security-level O

rsvzx7Ly rE—rosl ]

ip address 10.20.20.1 255.255.255.0

no shutdown

|

interface Ethernetl/1
switchport

switchport access vlan 11
no shutdown

|

interface Ethernetl/2
switchport

switchport access vlan 20
no shutdown

|

interface Ethernetl/3
switchport

switchport access vlan 11
no shutdown

S UART LY FE— DO

WOFITIE, 7YV P TN—T1IZ2ODVLANA v H—T = A A%ERK L, 2 DDA A v F
R—REWNEA L X =7 oA A2, I 1 DEIBA V F—T = A ZZHID B TES,

firewall transparent
|

interface BVI1

ip address 10.20.20.1 255.255.255.0
!

interface Vlanll
bridge-group 1

nameif inside
security-level 100

no shutdown

|

interface V1an20
bridge-group 1

nameif outside
security-level 0

no shutdown

|

interface Ethernetl/1
switchport

switchport access vlan 11
no shutdown

|

interface Ethernetl/2
switchport

switchport access vlan 20
no shutdown

|

interface Ethernetl/3
switchport

switchport access vlan 11
no shutdown
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B o7 791 18—z 42/24 9FR— rOREDH

TJ7AT7 94— I AEZ—T A RIAAL vFHR—FD;REEDH

WOEITIE, WEA v X —T A ZAHD 1 DD VLANA v Z—T = A4 AL HEE L dmz
ADO2o507 7 AT 03—V A0 F2—T x4 A%BEMRLET,

interface Vlanll

nameif inside
security-level 100

ip address 10.11.11.1 255.255.255.0
no shutdown

|

interface Ethernetl/1
switchport

switchport access vlan 11
no shutdown

|

interface Ethernetl/2
switchport

switchport access vlan 11
no shutdown

|

interface Ethernetl/3
switchport

switchport access vlan 11
no shutdown

|

interface Ethernetl/4
nameif outside
security-level 0

ip address 10.12.11.1 255.255.255.0
no shutdown

|

interface Ethernetl/5
nameif dmz

security-level 50

ip address 10.13.11.1 255.255.255.0
no shutdown

MEL—T 20XV T )y T0H

WOFITIE2oDT ) v P ITN—TE2ER LET, 7V P T N—7112220D VLAN A
H—7xAA (inside 1 & inside 2) . 7V w7 N—72121 DD VLAN A V' H—T =4 A
(outside) #&E0ET, 4 BZBHDVLANA VF—T =2 A AFTV o T N—TDO—ETiL7
<, BEDONV—T v RA v H—T 2 ATT, FMEVLAN EOAAL v FR—=K ED T 7 4 >
713, ASADEXF 2T 4R —DORRITIT AR FHA, 2L, 7TV vV T NA—THD
VLANRID T 7 4 w273 BX2 ) 7o R =N IND 70, FFEDOE T A FEO
LAY TV O ITN—T LA, v FHR— BRI D ENTEET,

interface BVI1

nameif inside bvi

security-level 100

ip address 10.30.1.10 255.255.255.0
|

interface BVI2

nameif outside bvi
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an—74 2088070 rnb ]

security-level O

ip address 10.40.1.10 255.255.255.0
|

interface VlanlO
bridge-group 1

nameif inside 1
security-level 100

no shutdown

|

interface Vl1an20
bridge-group 2

nameif outside
security-level O

no shutdown

|

interface V1an30
bridge-group 1

nameif inside 2
security-level 100

no shutdown

|

interface Vlan 100

nameif dmz

security-level O

ip address 10.1.1.1 255.255.255.0
no shutdown

|

interface Ethernetl/1
switchport

switchport access vlan 10
no shutdown

|

interface Ethernetl/2
switchport

switchport access vlan 20
no shutdown

|

interface Ethernetl/3
switchport

switchport access vlan 30
no shutdown

|

interface Ethernetl/4
switchport

switchport access vlan 20
security-level 100

no shutdown

|

interface Ethernetl/5
switchport

switchport access vlan 100
no shutdown

|

interface Ethernetl/6
switchport

switchport access vlan 10
no shutdown

|

interface Ethernetl/7
switchport

switchport access vlan 30
no shutdown

|

interface Ethernetl/8
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switchport
switchport access vlan 100
no shutdown

Jx—)LA—\—DH
wIZ, A=V Fy M B3ETz2—NF =R H =T 2 A AL LTRETHMERLET,

interface Vlanll

nameif inside

security-level 100

ip address 10.11.11.1 255.255.255.0 standby 10.11.11.2
no shutdown

|

interface V1an20

nameif outside

security-level 0

ip address 10.20.20.1 255.255.255.0 standby 10.20.20.2
no shutdown

|

interface Ethernetl/1

switchport

switchport access vlan 11

no shutdown

|

interface Ethernetl/2

switchport

switchport access vlan 20

no shutdown

|

interface Ethernetl/3

description LAN/STATE Failover Interface
no shutdown

|

failover

failover lan unit primary

failover lan interface folink Ethernetl/3
failover replication http

failover link folink Ethernetl/3

failover interface ip folink 10.90.90.1 255.255.255.0 standby 10.90.90.2

kg
filt
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AAYvFHR—FDERE

R1: R4 v FR— FOREE

HaE

iy

N— |

Tav

Firepower 1010 /~— R |9.13(1) | Firepower 1010 Ti&, &A1 —HV Xy N A v F—T =2 f A% AL v F R— METZ7 7
V=7 AL v FOY ATUF—IN AL H =Tz AL LTRETEET,

A b BrLVWWET IN/=a< 2 K : forward interface. interfacevlan. show switch

mac-address-table, show switch vian, switchport, switchport accessvlan, switchport
mode, switchport trunk allowed vlan

A —H x> bk 1/78 L [913(1) | Firepower 1010 1L, A —H x> ks /7B LA —H % b 1/8 TP Power over Ethernet-+
A —H xRy h1/8T (PoE+) ZHAR—FLTWET,
@ Firepower 1010 PoE+

D o | FLVWAEE Sz~ K : power inline, show power inline
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