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JUT LET, ZAZ AL FARALZADCLLH S, clear
configureinterface =~ > KZ A1 L £7,

NATRASEY T4 EERWTB=ODASAVD T = — LA —/\—

A&w%ﬁ%Lf7l~wﬁ—ﬂ~«7%¢m¢éﬁAi F— A K —T = A& ASAv
WRICIEFCEMT2HERH D £3, BRICFRAICA ¥ —T = A AR DEFTHE ASAv
Kﬁméhéklmmay/~wmi§ ﬁ%ﬁéma:&ﬁ%@iﬁoik\7l~wﬁ~

IN—HEBEL

WENHLZENHY £T,
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B - r—rn—orrrsqy

ZOMDHA FS 4 >

T IT 4 TIEMNAE RAIEEIC T 2 — L —N—F B X, A=V —
m k3l (STP) ZFEAT L TV DR AAA v F AR— I, MR OB EZHRET 2
E30~S50FM T m XU TIREBICR DRSNS £9, F— MR TRy X T AT —
FNCHLHONT 7 4w Z7HEZP ITIX, AA v F T STP PortFast #RE &4 AT L £
7T

interface interface id spanning-tree portfast

ZOEBERIX, V=T v RE—FRBLOT Y vV IV —TF A ¥ —T oA AD I8
FINTWDAL v FITHEHSNE T, PortFast lfEA X ET DL, Vo 7T v/ LR
WCAR—FINSTP 74V —F 47 E— RNIEBLET, B— MIF|I XX STPIZBINL
TWET, LER-T, A= bB—T O 556, BEICIXSTP 7 1y ¥ 7
E— RNIZEBLET,

¢ ASA 7 = — VA —N—T I SN AL v F ETHR— X2 VT 4 2RETDH L
T VAN R MR L XCHBEORENEZ L2 Z N £3, Z0M
BlX, 58X 27 A= M TREELITFEINTCEXF 2T MACT RLARHIOEF o
7 HR—=MIBEHL, AL vFOR—F X2V T EEICL> GER T 7 7B T bR
TS EITHELET,

eI RTOALTHANMIDLED, 1BEOEBEORKINSDA LV F—T o ABET=HXTX
e

T I T A TIAK I, T z— LA —s3— L VPN IPsec b R/ADEFE, SNMP Z L
TVPN bRV ETT 7T 47 22y hEARF N, 2=y bORFEE=X—T5Z
LITTEERA, AF NS 2=y NIET 7T 47 VPN F U RARR0T2d, NMS I
MIToNT T 70y Z7iF ey 7 anEd, ROV IZK bt E SNMPV3 Zfli 41
1E. IPsec ko RANARE|IARY 3,

T ITATIT I T 4T 72— A —"—=TlE, ALarTFANND2ODA L H—T <
A AZF LT ASR ZV—7NTRETHZ LT TEERA,

T ITATITIT 4T 72—V —R_—=TlL, JK2OD7 =2—)NVE—NR— T N—T%
EFRTEET,

T ITA4TIT I T 4T 72— A= R—=T7 =2 — )L —_— T —T%HRT D55
L, 72— — = I —T | ZRFZICHIRTAVLERHY 9, 7 o— A ——
TN—TTIFHIZEH LTI A NREENE T, To— LA — =7 —T2ED Y
ToONTWARNWa L THFARMITRT, 74NV TT 22— A — "= T )L—TF 1|71
F9, aTHRAIBRIRMIICEHIY Y TOENTND 7 = — LA —— J )L —FJHIBR T X
A,

« 72— LA —NR—DEKIZ, syslog A v =Y DHEETT RLADRKEBM 7 = — A4 —
N A —T A AT RLAIZRY FT,

o (Tx— A —N—H2) T NN—T xR EA LSBT, FOBERA AL LA
WG BEMTONTOWARVWHART DA v A —T oA A% vy MEDT T HULERD D
\i—a—o
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FHMEE— R CTHA 7 = — VA —N—W S b2 ET D &, VAT AIFKF 5112 DES Z1{#
ALET, 27 AKR—FERT DT ML TT AL AZBETDHE, T35 ALV
T—MEIZAES ZfEHLET, LER-T, 77T —RDA A M=)tk L ]
ODNOBHTY AT ANY 77— 5L, ETIFBETERIARY, MAD2=y FRT

IT 47 a=y MRV ET, T, AT HE T, B bZsE L2 & At
LET, it — R TR LZRET 2HE1E. 7351 A& BEkT DAk S b 2 HIbRT
HTLEHRLET,

7 == /A —/N—=TSNMP3 2§ 2486, 7=— LA —n"—a=y FERHTDH L

SNMPV3 = —H[IH L=y ML TV r—hShEdA, 2—FE2H L=y MNZ

SREIIC LY r— N9 512k, SNMPV3 2 —H 42T 77 4 7 2=y MNIHFEBINT 54

TRHD ET, FE, L=y MNIa—FEEFEENTEET, 77714 72=y
kG snmp-server user username group-namev3 2~ 2 K& A1 2570, KB5S T

WHEAD priv-password 47" = > & auth-password 47> a Y EFEH L TAX N/ 2=y
WWEHEANTHZ LICEY, Fa—VFEHBRELET,

ASAIZ. SNMP 7 S5 A7 > " O P F—2%2 T L4 LEHAL

FEFIZEEBDOT 72 Aay ha—L)Lb— L ENAT V=L R3S D56, REDT A RIZLo
TERRRED LT r—a URBTONDFREERH Y . ZOFRER, AZ (2
=y MR AZ UL HEFFE TIRIBISET A2 E TCORENELS RV E3, 2, =2V —
witi$H?//a/% LicL 7 r—va VHIZAZ VNS 2=y MR T 5
HREICLEBLEX DN DV £, BEDOL TN r—a U DONRT 4 —< U A%[H
E éﬁé 1%, asp rule-enginetransactional-commit access-group 3 & OF asp rule-engine
transactional-commit nat =~ > R&ZHEH LT, 77 EA/L—/L & NAT O 5T k7 o
Jvarvaly hEAHILET,

AB N B UIBATT DNAT XA ZE VT 4 XT D=y NI, TI/T7 47 2=y
cMevwmy 7 &RMLET,

i

firepower#show clock
01:00:52 UTC Mar 1 2022

01:01:18 UTC Mar 1 2022 <======= Incorrect (previous) clock

Cold Standby Sync Config Detected an Active mate
19:38:21 UTC Apr 9 2022 <======= Updated clock
Sync Config Sync File System Detected an Active mate

firepower/sec/stby#show clock
19:38:40 UTC Apr 9 2022

INATRASGEYF 4 (Tx2—)LF—"—) ODz=v NI, 7y 7 BIZERLEE
Ao R THOIND EEDA X FOFIZRIZRLET,

T LW HA T B ERR S5,
« HA 3Pl SN CHER S D,
o 7 — )L — =0 7 I LTZBEN T S . B ESN D,
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« no failover /failover ¥ 7= 13 configure high-availability suspend/resume (FTD CLISH) =
<~V REEALT, 72— A — R T =X ANRFEHTEH ST,

e 7T N7 F—ATFETENTUVSD ASA/FTD HA X7 TlZ. FHIZ ASA/FTD 2 EDOT 7
Vor—va AR #EA I, vy — A I EEA,

cHA ZENZTH L, TXTO/N— MPBERFIIICHIFR S v, HA OEITRT 77 1 7IREE
WCE DT RBICHEBININET, 207 = — XFICHEENEDNAATREERH Y £3,

TJx—)LA—/IN\—DF T+ I+

T7AN BT, 72— A== R U= TROFHEPEENET,
« AT — N7V 7 2 —)LA—"—TO HTTP HEII T A,
cH—DA U H—T 2 RAEETT = — VA== T ET,
A UH =T 2 A ADKR—Y THERIT S BT,

c AV H =T A ADK—/L FERIZ 25 BT,

CHEEEOR—Y I 1 T,

 BEEOR—/L FEERNIE 15 B T9,
AR MAC T FL A=A Farsx A hE— RTEIEINTWETA,

e T RTOYHA L —T oA A= HF Y T LET,

=L

—_— S N - >

TIOT4TIREFINA TT—ILA—/I\—DETE

TIT A4 TIAF N, T 2=V —N—%RETHIZE, T~ VEELED TV EE

DS CHRANR T 2 — VA= "—REEHEK L £, TOMTXTOREELT T A~ U E
CORTFoTM%, BH T VAR 2 A S EET,

— N ~ -~ (o Jue—— . E I-'-I
TIOTATIRRZINA T 2—)IA—NN—DTSAT)EBEDEKT
COWEDOFEIH AT, TIT A TIAZ NN, T 2=V —R—ERDOT T4~ ZEREL

¥, TOFIETIE, FI9AVVEBTTc—NF—R—% A X —T T ATDOICLE 2 i

INDIL T 4 Fal—arRNHBEINTWET,

1R BRI
e Tx— )L F—NR— Y7L 2AFT— K VT EELSTRTDA L H—T 2 A ADAK LN

THZEEHIRELET, "A LV MY —RA v MERRIC3LE Y Y
RELRNTLZE, W

A IPT7 RLAZH/E
TFxy bRV EHERHTLGAE. AZ UL IPT KL A%
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&

ATy T2

ATvT3

FoF4IIRE A Tr—Nt—ni—nT54 7 EE0RE |

oA B —7 x4 ANRDHCP HIZERESNTWDAEGE., 72— —N—% A R—T
WIZTBHZ LIETEEREA,
e Tx— )L F ==V I BILORAT—F U 72 nameaf 2% E LR TLIEEW,

e vNTF AT HXANE—RTHE, VAT LITAN—ATROFELZFETLES, 2
THXRARNNL VAT DIATAN—RIZHI D X 5121, changetosystem =~ > R&Z A ) L
i‘j‘o

FIE

OB T T A~ VIEEITHEELET,

failover lan unit primary

Tz— ==V 7 L TEHTLIA =T =4 AERELET,

failover lan interface if nameinterface id

1

ciscoasa(config)# failover lan interface folink gigabitethernet0/3

DA VHE—T 2 A AX, MOBMICIIMERATEEEAL TV a AT — VU7 ER
<) o

if name5l#IL, A ¥ —7 = A AZARHTEEN Y HTET,

interface id 518X, T— WA L X —T 2 A A, B TA U F—T oA A, JLEA LV F—
7 = A A, F721% EtherChannel f > % —7 = A AID Z48E CT& £7, Firepower 1010 TiX, A
VHE—T 2 AF T AT V=N A H—T A AID TT, AA vF KR—FID F72iZ

VLANID Z45E 5 Z L I1X TE £ A, ASA5506H-X DEAICIRY , FH 1IN A4 —T =
AR T z2—NA ==Y 7L LTHRETEET, ZOEAIL. writememory T E % &
FLTHBET NS Axrdoad T 2MERH D £F, 734 A2V n—RNLE®KIE, ZOA o F—
7 xA A& ASAFirePOWER E ¥ 2 — VDMl & 7 = — )V A — "—|ZEHTE 72 <72 £,
ASA FirePOWER & ¥ 2 — /VIZIZEBHHAA v X — T 2 A ADRKETHY, TDA v H—T <A
Z1X 1 O OEREIC DO E T £4°, Firepower4100/9300 Tik, (EEDT —H XA T A L H —
T A AEfHTEET,

TITATIPT RVALERZ U NAIPT RV ARE T 2 — LA —"— U 728D Y TETS,
failover interfaceip failover_if_name {ip_address mask | ipv6_address/ prefix} standby ip_address

51

ciscoasa(config)# failover interface ip folink 172.27.48.1 255.255.255.0 standby
172.27.48.2

F2E
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B 7705004 22— nt—n—0F513 v EBORE

ATv74

ATvTh

ATvT6

ciscoasa(config)# failover interface ip folink 2001:a0a:b00::a0a:b70/64 standby
2001:a0a:b00::a0a:b71

ZOT RVAFRBHOV 7Ry b EiZ2TER0 %A, 2OV T Xy MIIPT RLA
M2 D31 By b (255255.255.254) 12§52 M TEET, 169.254.0.0/16 & £d00:0:0:*::/64
IINE R SN T2y FTHY, 72— F—R_"—=) IR FT— N 7 T+
LT EITITEERA,

ABNAIPT RVARIE, 77747 1IPT7 RLRLFRUY TRy b THLMERHD £7,
T x— VA==V T A F—T M LET,
interface failover_interface id

no shutdown

1

ciscoasa(config)# interface gigabitethernet 0/3
ciscoasa(config-if)# no shutdown

(FFvay) 2F—F ) o212l A v B —T oA A AT HEEIT. O F—T <
AAERELET,

failover link if_nameinterface id

51

ciscoasa(config)# failover link folink gigabitethernet0/4

BIDA VB —T o f ABHRE LARVELS . T o g — S L 7 N AT — | U o 7 T &
nET,

if name BI5E. A v ¥ —7 = A ACLRIEEID S TET,

interface id 9182 i%, MBA LA —T =2 A A, B TA L B —T oA A, JLREAVE—T =LA
A, F721% BtherChannel f > % —7 = A A ID Z$5E& C& £, Firepower 1010 TiX, 1 ¥ —
TxA RIT77AT =NV A H—T A AID T, AA vF A~— hID F£72iZ VLANID
HIRETDHZLIETEERE A,

WMOAT—hr VoI BBELESE. A=V 7T 7T 4T7IPT RLALRAZ LN
IP7 RLAZE Y Y TES,

failover interfaceip state if name {ip address mask | ipv6_address/prefix} standby ip_address
11

ciscoasa(config)# failover interface ip statelink 172.27.49.1 255.255.255.0 standby
172.27.49.2

Ey g

ciscoasa (config)# failover interface ip statelink 2001:a0a:b00:a::a0a:b70/64 standby
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ATy T17

ATvT8

FoF4IIRE A Tr—Nt—ni—nT54 7 EE0RE |

2001:a0a:b00:a::a0a:b71

ZOT7 RLVARXK, 7= A==V 7 L 3RBeREROT 7%y N B2 nid7en £
HFh, ZOVTxy MIIPT RLUARR227Z1F 031 By b (255.255.255.254) (2352 &N
T&EET, 169.254.0.0/16 & £d00:0:0:*::/64 | ZNFHIMEH SN H T Xy R THY, 7=—/b
F—=N=Y I RAT— RN VI THZ LI TEETA,

AR UNNATIPT RVARIE, 77T 47 IPT7 RLVALEILY TRy hTHLLHLERHY £,
27—~ V72T H55IE. ZOFIRZEIXTLTIEIN,

BDOAT— K Vo7 RBELIZSGAE, A7— MV 724 3—7 VI LET,

interface state_interface id

no shutdown

51

ciscoasa(config)# interface gigabitethernet 0/4
ciscoasa(config-if)# no shutdown

2T —=hF V728355613, ZOFIEEZLIXL TSN,

(F7vay) Za—NFd—_"— Vo I7BLOAT— K U7 OWBEEZKES LT 5121, &
DOWTNNEFEITLET,

o (BER) $AR_TOT =— VA —"—l@EE ST 2103, EEBOT = —LF——1
VI BELOAT— K U7 D IPsec LAN-to-LAN > F /L& ffENr LE T,

failover ipsec pre-shared-key [0 | 8] key

fil

ciscoasa(config)# failover ipsec pre-shared-key a3rynsun

key 135K 128 X7 TY, M OEEICRIUF—2HFELET, F—IFXIKEVR IZXL->THhH
VRNV ETENIT DO S E T,

VAR —NATL—R (RAZ—NAT L —RADHREEXBM) ZHEHLTOWHHE, F—
Far 74 X¥alb—valNTHELSNTVWET, av 7 Fal—varhbat—
T 5861 (72 & 21E moresystem:running-config O b D2 —) | F—U—K8
ML TEF =SSN TVL ZEEEELET, 774/ F TR BEfbsh T
RN AT— REFRET D 0 S E T,

show running-config ® 77 CiX., failover ipsec pre-shared-key |% ***** (D 1. 5 |[ZFR RS
T, ORI INEF—Far—TXEHA,

T x— A== T BIOAT— ) 7 OBEBLERE LRWSEE, 7 =— 34—
N—EEIFZ VT TFA MR ET, Zo@EICFa~y MERPICRESND 2>
TA4FX 2L —TarHAOTRTONRRAT— RRF—HE8FNET,
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N TRASEYTFADE=dDT —LA—n— |
B 75525254 7z—nt—r—0T51 7 U EBORRE

lmwﬂ%m&vﬁy%wmmew&%m@ﬁﬁ%ﬁ%Té*kif%iﬁm [pA2;
FEZERE LTcGaid, Psee WMEHSNET, 7275L, vAF— AT L —X%MHT
D856, IPseclif %{K% RET SR nofailoverkey =2~ v REMHA L T7 = — /LA —/3—
F—ZHIBRTOMLERH Y FT,

7 = — LA —/3— LAN-to-LAN k> %L1, IPsec (Do VPN) T A & & 2% A
INFEHA,

I

s (AT vay) Tx—nNF—N= U I BIORAT—F VT DT x— /LA — ]
Wb LET,
failover key [0 8] {hex key | shared_secret}

il -

il

ciscoasa(config)# failover key johncrlchtOn

1 ~ 63 LT shared_secret &£ 7-1% 32 LT 16 #E X — %2 H L 7, shared secret |2
X, B 0F. FRFABROEEOMAG DY EEH X ET, WAME LT 16
R — IR 5 — 2R T Ao SN E T, MAOEEICR X —%2HEELE
R

VAR = NRATL—R (FAH— NRATL—RADREESR) #FEHL WL EE, It
EWEFEFFITI6ERX—I1Ta s 7 X2 —2a VAT {LENTWET, 27 ¢
Xal—rarnbat —3258541% (72 & 21X more system:running-config O H{ /376
Dat—) | F—U—F 8L THAWE LT 16 EEF—DK S bShTnd 2
EEEELET, 7740 F T BB LSRN THRVWSAT — REFEET 500 EH &
ET,

failover key D ILA R IL, show running-config D HIFJIZ **x+* LIRS NES, 2D~
A7 INX—lFar—TxFEHEA,

Tx2—VF == I RBIORT— U 7 O LERE L2 WEES, 77—/ A —
N—\BEIZZ VT TFA MRV ET, ZOBEFIZIFa~y NMERPICEREFESL 2
T A4 X2l —2a NOTRTCONRAT— FRF—bE&FENET,

AFYT9 T A —R—m A F—T T LET,

failover

ATFYTI0 VATA AL T4 Xal—Tar k7T via AFVIRGFELET,

write memory

1
WIZ, TIFAVEEBAOT7 2 — VA — = RIZ XA —=FOFEFZRLET,

failover lan unit primary
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FUF4IIRE 04 Tr—nt—n—ntnogygEonE ||

failover lan interface folink gigabitethernet0/3

failover interface ip folink 172.27.48.0 255.255.255.254 standby 172.27.48.1
interface gigabitethernet 0/3
no shutdown
failover link folink gigabitethernet0/3
failover ipsec pre-shared-key a3rynsun
failover

TOTATIREINA T2— LA —NN—DEHRFJEEDHETE

ATy T

ATy T2

tAhH T VEEIISNER a7 4 Fal—va it TR Dar7 X
L—ya V2T, BV VEREICE, T~ VEEEOICEET D70, Zhb
Da<y KPUETT, T4 VEBENEI X VEEICa 7 4 F2b—va 2% EL
Tt 2007 4 Fab— g UHTHE—, REDOE I failover lan unit =< KT
T, Zoavy RCHKEEN T T~ Ut o XU nE#EIILET,

1R BHHEIIZ

c WTHNINDA H—T = A A8 DHCP FIICRE SN TV D HE, 7= — A —"—% A
X—=TMITHZ LT TEERA,

e Tx— )L F == I BILORT—F U 72 nameaf 3% E LN T &N,

cwNTF AT HFARET—RTIE, VAT LFETARX—ATROFIEEZFATLES, =
THXRARNNPLYAT LFATAN—RIZHI DX 121X, changetosystem =~ > K& A) L
EJr RN

FIE

failover lan unit primary =~ > RZ[RW\WT, 774 v VE#EE L Fo <A La~vy REFHAT
L %9, {7 Cfailover lanunitsecondary =~ > RICE X2 5 Z & b T& £975, secondary
77 4V FREDT D, MATEDY E/ A TIT A T/AL LN T 2 b F—/3=D
TIAVEBOBRE B43—) 2B LTIIZEN,

WA R LE T,

ciscoasa(config)# failover lan interface folink gigabitethernet0/3

INFO: Non-failover interface config is cleared on GigabitEthernet0/3 and its sub-interfaces
ciscoasa (config)# failover interface ip folink 172.27.48.1 255.255.255.0 standby
172.27.48.2

ciscoasa(config) # interface gigabitethernet 0/3

ciscoasa(config-ifc)# no shutdown

ciscoasa(config)# failover ipsec pre-shared-key a3rynsun

ciscoasa(config) # failover

Tx— )V —NN— a7 4 Xal—varyNa#Enz#%c, a2y 74Xl —varxr
Fyva AEVIRIELET,
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ciscoasa(config) # write memory

TO9TF4TI79T4T TJx—ILA—IN\—DETFE

IR TITATIT T 4T T F— N —DFREFIEICOWTEHA L E T,

TFIOT4I79T47 22— LA —N—DTSATEEDHRTE

COBEOFNEHKESAT, TI2T 4TI T I T 4T Tx—NF == 7 (X2l — 3T
TIAVEBEZRTELET, ZOFETIE, 7I9A~VEBETCT =N A== X —T
T DT DI B R/ NDa 7 4 Fab—ra UAHEISILTHET,

4RO HREIIC

e wILTF AT XA N ET— RO EITEILICHE- T, L F arFF AN E—F
A R—T I LET,

=Ty RE—RFRBIOIN T VAT LU M E—RDOA X —T o2 AHE-T, 7 =—
NH—=N—= Y7 2T =K VoI ERSTRXTOA U E—T 2 A ZADAZ LA P T
RLAZRETHZ EHHERLES, RA UMY —RA LV MEFRIZ3IEY P TRy b
VAV EERT LA, AZ UL IPT RLAERELZNTEI N, WIhhoA
VA =T 2 A ZANRDHCP HIZERE SN TW AR, 7 o— A — =% A X—=TWIT D
ZEIITEERA,

s T x— A —NR—= Y I BIORAT—K U 72 namef ZFE LRV TLEEN,
s ZTOFINEIZV AT LFEITAR—ATHEITLET, AV TFA DDLUV AT AFITAR—R
(YD B2 5%, changetosystem =~ K& A S L £,

FIE

ATYT1 ZOEBEETIA~ VEBICREELET,
failover lan unit primary

AFvT2 Txz—nFA—R_— Yo7 L THERTLA L F—T oA AERELET,

failover lan interfaceif _nameinterface id

1 -

ciscoasa(config)# failover lan interface folink gigabitethernet0/3
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ATvT3

ATvT4

ATvTh

FOF4T747 Tr—nA—ri—nT54 7 EEoRE |

DA E—T 2 A AL, MOBIICIIMERATE EEAL T a AT — K VU7 iER
<) o

if name5l#IL, A X —7 = A AZARHTEEN Y HTET,

interface id 5182 i%, MBS L F—T oA A, BTA L F—T oA A JLEA VX —T = A
A, F721% EtherChannel f > % —7 = A4 A ID Zf5E CTZ £7, Firepower 4100/9300 Tix, T
BOT =22 T A B —T 2 AEMHATEET,

TI7TA4TIPT RVARERZUNAIPT RV A% T 2=V A —"— U 728D 4 TET,
standby failover interfaceip if_name {ip_addressmask | ipv6_address/prefix } standby ip_address
11 -

ciscoasa(config)# failover interface ip folink 172.27.48.1 255.255.255.0 standby
172.27.48.2

Ed =

ciscoasa(config)# failover interface ip folink 2001:a0a:b00::a0a:b70/64 standby
2001:a0a:b00::a0a:b71

ZOT7 FLVARIRFEHAOY 7y b ElIZRITFNIERD EHA, ZOHT Xy MIIPT KA
M2O7ET D31 By b (255255.255.254) 1295 Z EMMTEXET, 169.254.0.0/16 & £d00:0:0:*::/64
IINEHNCHE R SN T2y FTHY, 72— F—R_"—=) IR FT— ) 7 T+
LT EITTEERA,

ABUNAIPT RLRIE, 77747 PT RLALEEULH 7Ry NTHHLERH D FT,
Tx— V== Y I A 2 —T VI LET,
interface failover_interface id

no shutdown

51

ciscoasa(config)# interface gigabitethernet 0/3
ciscoasa(config-if)# no shutdown

(FFvay) 2F—F ) o212 A v B —T oA A AT HEEIT. O F—T =
AAERELET,

failover link if_name interface id

51

ciscoasa(config)# failover link statelink gigabitethernet0/4

Tz F—R=Y o LIIRDORATF— N U R ERT AL EABEID LET, BloA v
B =T oA AZRELRNVEE., 72—V F == I RAT— ") U7 IfFEHINET,

if name5I¥E. A v & —7 = A RAHITEEIV L TET,

N FRLSEYTADFE=HDT T —ILA—/\— .
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B 7750795747 72— nt—n—07s513vEBORE

ATvT6

ATy T1

ATvT8

interface id 5182 i%, MBS L F—T oA A, B TA L F—T oA A JLEA VX —T = A
A, F721% EtherChannel f > % —7 = A A ID Zf8E TX £,

WIDATF—K Vo 7 2BELESRES. A=V P77 47 IPT RLAEZZ LA
IP7 FLAZE DY CTES,

IOT RVAX, 7= A==V 7 LZRZ R REHOY 7%y N B2 0niden £
Hhe ZOV TRy MIIPT RLAN2OETD 31 By b (255.255.255.254) (2352 &N
TEET, 169.254.0.0/16 & d00:0:0:*::/64 I HIZFEH SN HH 7Ry R THY, 7=—/b
==Y I RAT— N U IFERHTHZEITTEERA,

ARNAIPT RVRE, 77747 IPT RLVALRILH TRy hTHLIMLERHY £7,
AT — KN V72T HLEFE. ZOFEEZEIZTLTIEIN,

failover interfaceip stateif name {ip_address mask | ipv6_address/prefix} standby ip_address

£

ciscoasa(config)# failover interface ip statelink 172.27.49.1 255.255.255.0 standby
172.27.49.2

E s

ciscoasa(config)# failover interface ip statelink 2001:a0a:b00:a::a0a:b70/64 standby
2001:a0a:b00:a::al0a:b71

WMOAT—K V72 BELESE, AT =MV 724 RX—7VICLET,
interface state interface id

no shutdown

1

ciscoasa(config)# interface gigabitethernet 0/4
ciscoasa(config-if)# no shutdown

27—k V723G T 558013 ZOFIEZLIXL TSN,

(AFvay) Z7=z—nNF ==V I BIOAT—F U7 OBEZHEELT DT, K
DONWTNNEFEITLET,

o (B T RTOT 2 — A —N"—BEERET A0, EEMO 72— F—/—
VIBIORT— K U2 ® IPsec LAN-to-LAN b > XV Zfifexr L £,

failover ipsec pre-shared-key [0 | 8] key

ciscoasa(config)# failover ipsec pre-shared-key a3rynsun

key 135K 128 X7 TY, M OEEIZRIUF—2HBELET, F—IFXIKEVR IZXL->THhH
VANV ERESLT D IO S ET,

. N FRLASEYTADF=HDT T—I)LA—/\—



| M 7RASEYTFADEODT T —ILF—1—

ATvT9

FOF4T747 Tr—nA—ri—nT54 7 EEoRE |

VAL —=NRAT L —R (RAF—=RAT L —ADHRELEZEBMR) AL TWBHEE, F—
Far7 4 F¥2b—ra NTHESLSNTVET, a7 Fal—varhbat—
T58EA1L (72 &£ 2% more system:running-config D H /1602 —) | F—TU— R 8
AL THEF=DESEENTVWDL I L2EELEY, 7740 b TR, BefbshTw
RWANAT— REFRET L 0 S E

show running-config ™ H /) Cid. failover ipsec pre-shared-key i3 ***** ¢ X 9 |[ZFK/R S
FT, TOTAT INTEF—Far—T&EHA,

T x— N A== T BIOAT— ) 7 OEBLERE LWGE, 7 =— A4 —
7N—1 'fl:l T2 U7 7TF%A }‘L fi@i—fo :@@{m Tz~ }\%Ei[:{j \—%'fméﬂéﬂ/
TA4Xa2L—2a VNDOTRTONRAT — RRF—H a3 ENE T,

Imma“m&vﬁy~®mmewﬁ”M@ﬁﬁ%ﬁ%?é’kif%iﬁm P2
FEZHE LICETE, Psec NMEHINET, 72720, vAF— N"AT L —X%fH+
D856, IPsec iy %ﬂ:%a&ffﬁ“é Az nofailoverkey 2~ > RZFH L TT7 = — /LA ——
F—ZHIRTOILERDHD T,

7 = — /)L A —3— LAN-to-LAN k > VX, IPsec (FDfhd VPN) T A o A2 A
SNFEH AL

i

A Fvay) Z7=2—NA—NR—=VJ o I7BLORT—F U7 DT =— LA ——a@]
ek LE9,

failover key [0 8] {hex key | shared_secret}

]

ciscoasa(config)# failover key johncrlchtOn

1 ~ 63 L7 shared_secret £7-1% 32 LFD 16 EEH X — 2 H L 7,

shared_secret [Z1%, 7. XF, L3R AOTEOMAGDE ZEH T E3, A
A E T IR 16 X — I 5 — 2 AT D 7 DI S E T, W OEEEICFE U X —
ERELET,

YAL—= NRATL—R (F AL — NAT L —RAORELZBR) #HEHLTWHEE, &
AWMEEIX 16 ERF—1Zar 7 4 X2 —2a VNTKEB(LESNTVET, a7 ¢
Falb—varnbabt—735851% (72L& 213 more system:running-config @ Hi 7375
Dat—) | F—U— 8L CTHAWE LT 16 EEF—2 sk Tnsd 2
EEELET, 7740 FTHE, B SN TWRNWSRRAT — REEET 500 H I
ET,

failover key DA X, show running-config D H I ***** L RIRENFET, ZD~
A7 EhlF—Far—T&EEHA,

T 2=V ==V ITBIOAT— MU IO LERELZWGA, 7 o—Ld—
/N1 'f#iy)TT?"\‘X I\L fci@ij_o uo)@’flﬂ Ta~ ]\%Piqj k—aé'fméhé:l/
TA4X 2L —2 a3 NOTRTCONRRAYT— RRLF—4EGFENET,

TV —— T —F 1 BERLET,

failover group 1

N FRLSEYTADFE=HDT T —ILA—/\—
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NA TRLASEYTADI=HDT z—)LA—/"— |

B 77979747 72— nt—n—0F517UEBORE

ATy 710

ATvIN

primary
preempt [delay]
1

ciscoasa(config-fover-group) # failover group 1
ciscoasa(config-fover-group) # primary
ciscoasa(config-fover-group) # preempt 1200

HWE, PIA~VEBIZIN—T12E0Y T, BT VEEBIIZLV—T2%2E0 Y TE
T ZL—7 O primary F 72 1d secondary DFEEI DO LT, WD T = — /LA —/N— J)L—
TRRINZ T — b L=y N CTT 7T 4 720 £ (ENOAFEFICES Lz X 2R A
LA TH, —HOa2=y NRRINCT 77 4 712720 £3) , preempt =<2 Rik, HEX
N AEREAE R REIC R o2 8 X T, 72— F—"— F L —TFRZEOEFE THEWICT 2~
T AT DL DI LET,

F7va O ddayEICHEAE AT LT, ZORH T = — VA —— 7 —T RBHEDHE T
T I T 4 TIRREICHERE S L, ZORICIHEE SN EBECHBINICT 77 4 72 b L HlcTx
9, BReMEIX 1 ~ 1200 T,

AT —=bF TN T 2= VA== X =T NOHE, TV Taid, 7=—A—r3—
TN—TNBUET 7T 4 7T > TV HEENOENPENE NS ETRIESNET,
FEITT =— LA —"—F 5 L& preempt 2=~ RZEHINET,

Tz F == TA—T 2 B LT, BT VEREICEID HTET,
failover group 2

secondary

preempt [delay]

1 -

ciscoasa (config-fover-group)# failover group 2
ciscoasa (config-fover-group) # secondary
ciscoasa (config-fover-group) # preempt 1200

BEDALTFEARNDALTFXAR AL T 4 Fal—ary B—RICAD, Z0OaLFF R
ha 7 = — LA —sS— S A= FITE ) U TET,

context name
join-failover-group{1 |2}

1 -

ciscoasa(config)# context Eng
ciscoasa(config-ctx)# join-failover-group 2

aUTFXRARNTEICIDavy REBVIELET,
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ATvT12

ATy 713

Fo74 970747 Tr—nA—n—nthoFuEEonE [

FREDYTOILTHF A MITRT, HEIIZ 7 2 — A F— "= T A —F1ICEY YT HNE
T BT A MNIFIC T 2=V d—R—= T =T 1 DR R—TF, JIL—T2|2EY
WMWCTAHRZ LTI TEERA,

Tz F—NR—% A FZ—T VI LET,

failover

VATFA Ay I 4 X2l —arE 7T yvia AEVIRELET,

write memory

1
WIZ, TIAVEBHDOT 2 — VA — "= NI A=ZOREFZRLET,

failover lan unit primary
failover lan interface folink gigabitethernet0/3

failover interface ip folink 172.27.48.0 255.255.255.254 standby 172.27.48.1
interface gigabitethernet 0/3

no shutdown
failover link statelink gigabitethernet0/4

failover interface ip statelink 172.27.48.2 255.255.255.254 standby 172.27.48.3
interface gigabitethernet 0/4
no shutdown
failover group 1
primary
preempt
failover group 2
secondary
preempt
context admin
join-failover-group 1
failover ipsec pre-shared-key a3rynsun
failover

TOTAI79T47 22— LA —N—DtHUTIVEEDETE

T VEBICKERA T 4 Falb—va i Tea— A== I Dar 7 1 ¥a
L—a 2T, A VEEICIE, SO~ VEEEGIICEET 0L, Zhb
DA~y RRBETT, 774~ VBRI FVEBICaL T X2 b—va U EEREL
T, 22o0a 7 4 Fab—3a UHTHE—, NEOHE I failover lan unit =< > R T
T, ZOavwy RTCHKEBNR T T4~V o XU DE#HNLET,

1R BRI

e NF AT HFALN T— FOAIMEELITENMLIES T, v VF a2 THFA K E—K
A X—T M LET,

N FRLSEYTADFE=HDT T —ILA—/\— .
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NA TRLASEYTADI=HDT z—)LA—/"— |

B 70— nt—n—nsx—s08E

ATvT1

ATy T2

ATvT3

A7 3

s WPNINDA v H—T = A AN DHCP FICHEEN TV DB, 7 =— A —"—% A
F—TMITHIEIETTEERA,

e Tx— )L F ==V I BILORT—F U 72 nameaf 2% E LRV TLIEEW,

:@%Wiyx?biﬁxN~Xf£ﬁbiﬁ AT HRARNL VAT DFEITAAL—R
WY1 B 2 HI2iE, changetosystem =~ K& AHLET,

FIE

failover lan unit primary =~ > RZ[RW\WT, 774 v VE#EEE oA La~vy REFAT)
L %7, {E& Cfailover lanunitsecondary =~ > RIZE & #2252 & 1 T&X 97, secondary
774V FREDIZD, MWHTIEH Y $H A, o, 774~ VEENOHEB SN DD T,
failover group =~ > K3 L UYjoin-failover-group 2~ > REANTEHMLELH Y AL, T2
TATIT VT 4T 72— A —=_"=DT 74 VEEDORE A0X—) #2BZHLTLIEE
AN

W 2R L ET,

ciscoasa(config)# failover lan interface folink gigabitethernet0/3

INFO: Non-failover interface config is cleared on GigabitEthernet0/3 and its sub-interfaces
ciscoasa(config)# failover interface ip folink 172.27.48.1 255.255.255.0 standby
172.27.48.2

ciscoasa(config)# interface gigabitethernet 0/3

no shutdown

ciscoasa(config)# failover link statelink gigabitethernet0/4

INFO: Non-failover interface config is cleared on GigabitEthernet0/4 and its sub-interfaces
ciscoasa(config)# failover interface ip statelink 172.27.49.1 255.255.255.0 standby
172.27.49.2

ciscoasa(config)# interface gigabitethernet 0/4

no shutdown

ciscoasa(config)# failover ipsec pre-shared-key a3rynsun

ciscoasa(config) # failover

Tx— VA —=R_R—=ar 7 4 Xa2b—var NI~ VERLRBEINZHE T, 207 %=
L—yarvw 7Ty a AEVIRELET,

ciscoasa(config)# write memory

VB U T, T2— A== TN —F 208 h T VBT V7T 4 7D L) ICERE
L/\li‘g—(]

failover active group 2

y@?:—%d=ﬂvﬂﬁﬁﬂ—9wﬁi

MBI LT T 2= F—R—REE D AT~ A T&ET,
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Jr—nt—rn—gLzownzEoEn ]

N 3 =L == -
TJx—)LA—N\—RELZTDMDEERTEDERK
ZOHTERMRERE S DNRTA=Z DT 7 4 /v MREIZONTL, 72— A —==DF
TN B4—) EBRBLTLKEIN, 7254777547 F— KT, 1FEALED
G E T 2= F—R— TN —TF T LITRELE T,
1R BHIIZ
TN TF AT HRRARN T RDOVAT LFE[TAR—ATROBREEITNET,

e 2=y FDO~VA E=X4 Y 7O Bidirectional Forwarding Detection (BFD) (22U TlIk
DOHIREZRL T TZE N,

* FirePOWER 9300 & L T} 4100 @ 7~
T IT 4 T|AL A D

e L—T v N E—FNDH
Fig

ATV 1 HEEOR—V U THEEB L OA—L R EZEE LET,
failover polltime [unit] [msec] poll_time [holdtime [msec] time]

51

ciscoasa (config)# failover polltime unit msec 200 holdtime msec 800

polltime DFEFAIZ 1 ~ 15 B F 7213 200 ~ 999 X UFTJ, holdtime DFiHIT 1 ~ 45 B F /21T
800 ~ 999 L URTT, =y FhOKR—V » FEEM D 3 5K DR —/L REF OfEZ A 195
ZEiIETEERA, AV THREELSTAHE, ASATHRELZMHL, 72— LA —1—%
b)ﬁ FTHMENHRL 20 £97, 277 LA TORMIZ, Xy U —27 BN —Ha0ICHEE L
TR RERY W B2 M TN D JRINE 720 £9,

1EIDOR—Y 7, EWEN T 2 — LA — R —@E A 4 —7 = A AThello/7 v b &
@ML@#otﬁa\%©®4/& 7oA ATEBMT A MPREITSINET, TITHREERE
MINICE T HEEN S INEN 72 WA, FOREITEFE L T\ & RS, #fE L 7EEN T
7?47¢%@ﬁAi\x&/ﬂ4¢%ﬁ77?47%%%%%%?i¢0
TITATITIT 47— KT, VATAIHLTZIOL—ERELET, 72— —
N TN—F LI DL — " ERETHZLITTEEE A,

ATFYT2 2= O~V AEF=HXYLZDOBFD 2T LET,

ammﬁ%iﬁﬁwﬁA\@ﬁ@n:/bm%*&)yﬁ CXVEHSTT T —2nNEd 57
BEMEAH Y F9°, BFD A Vv RIZSBENTWT A7, CPU OfEFAZENEWES T EIE
WYY FH A,

a) =LA —N—D~ LV ARHIERTHBFD 77 L — R ERELET,
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bfd-template single-hop template_name

bfd interval min-tx millisecondsmin-rx milliseconds multiplier multiplier_value

1

ciscoasa(config) # bfd template single-hop failover-temp
ciscoasa(config-bfd)# bfd interval min-tx 50 min-rx 50 multiplier 3

min-tx T. BFD#IHE 7 37 2 — LA —N"—ETICEE IS L — FNEEELET,
BHEMEIZ 50 ~999 I U TT, min-rx T, BFD &Iy a7 = — )L — 83— 7
OZfET 5L — FNOWIfHMEZIEELET, AOMEIXS50~999 I VT, 7=—bA—
N— BT bR LTk L7z BFD il /37 > S Oy, multiplier THE L7802 E
T5L, BFDIZFDOETRFAAAICR>TWAZ EEZFESLET, F8ETE HHMHIL3
~ 50 T,

ZOT T — DT a—BLUOFELRETEXET, BFD7 7 L— FOER &S L
TLTEEW,

b) ~VAE=HVU 7D BFD #HMMELET,
failover health-check bfd template_name

51

ciscoasa(config)# failover health-check bfd failover-temp

AE—=T A AV T AT —FR—=V TKEEZELTZLET,
failover polltimelink-state msec poll_time

1 -

ciscoasa(config)# failover polltime link-state msec 300

%ﬁmam~wms9@?¢o?7jwaﬁ\7I~wf—ﬂ—@&7@A&yéi A
B =T A ADY 7 AT —HMHR500 I VT & RSN FET, polltime (T AF~A AT
xF9, =& ZI1E, polltime % 300 X VU B \—nXETé(E ASA TlIA V¥ —7 =4 ADfEE
NIH—DT7 2=V F—_"—% LY BRIRHTEH LR ET,

TI2T 4TI 77T 47 EF—RTlE, VATAZHLTCZIDOL—hEaRELET, 7o—/bd—
N TN—T LD — FERETHZ LT TEERA,

tyva oL — e | BEOERETHREL £,

failover replication rate conns

51

ciscoasa(config)# failover replication rate 20000
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| M 7RASEYTFADEODT T —ILF—1—
Jr—nt—rn—gLzownzEoEn ]

BABIXORKL—MIET ML > TRRVET, 774V MNIRKKL—FTT, 777«
N7 0T 47 FT—RTlE, VATAIH L TZDOL—FE2RELET, 72— —nR—
N—TZTLIZZDL— b MERETHI LT TEEE A,

ATFYTE RAXUANAEBRBFEAITALTFFIA DI T 4 X2l — g VEABEEERE X VWESICLE
7,

failover standby config-lock

FIFHNRTIE, AZUNRS, o=y hETIZRZ U, a2 THFAMNIKTEHa7 4 ¥
L—yasid, BEX e —UMXCHREINET,

ATvT6 (TIOTATITIT 4T F—=RDI) NAFYARTDHT 2=V —_— TN —T%EEL
ij‘o
failover group {1] 2}

1 -

ciscoasa(config)# failover group 1
ciscoasa (config-fover-group) #

AFw 71 HITP A7 — MEE A x—T M LET,
T IT 4 TIAZ N, E— FDOBE
failover replication http
T ITF4TIT VT 47 T— ROBA
replication http

HTTP #5i N A7 — MERBERICE ETND L H 12T 512i%, HTTP EREZ A 2—T7 T 54

RV £7, HTTP A7 — MEREZFHZTHZ L 2 BEID LET,

G¥) Tz F—NR—ZfH LTS EXIZ, ZZ U EENSHTTP 7 2 — % HI 9
BEBIENE LU ET, ZD7=d showeonncount HIZiX, 777 4 7HEEL AHZ
NAEECTEHRLENEREINDIZERHV ET, FfF-o Ca~vr REERITT S
L. WFDEBTR UL Y FRFRTRINET,

ATYT8 AU HF =T AEENRELTLEEDT 2=V — =D LEWVHEEZRTLET,
T IT 4 TIAZ N, E— FOEL
failover interface-policy num [%]

1l -

ciscoasa (config)# failover interface-policy 20%

T ITATIT I T 47 T— ROEFE

interface-policy num [%]
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il

ciscoasa (config-fover-group) # interface-policy 20%

FTI7ANBNTIE, 1 2D F—T oA AFEETT = — LA — =0 {TbhE T,
AU —=T 2 A ADBEHBRBARET 5 L &3, numBIEUT 1 ~ 1025 #RETEET,
A B =T A ADEIEGEHET D L EIE, numbIEIT 1~ 100 ZRETEET,
RATYT9 A H =Tz ZADKR—V TR &R —/L NI ZEE L F9,
s T I T 4 TIAL A, T ROYE
failover polltimeinterface [msec] polltime [ holdtime time]

i

ciscoasa(config)# failover polltime interface msec 500 holdtime 5

T ITATIT VT 47— ROBFE
polltime interface [msec] polltime [holdtimetime]

il

ciscoasa (config-fover-group) # polltime interface msec 500 holdtime 5

« polltime : hello /N7 > b & E7IZE(ET 5 £ CREET DI 23 E L £ 9, polltime (2 %)
REIZ1~ 15T, 7Y aromsecx—U— FE2FEHT 5512500 ~999 I YT
T, T ANV MISHTT,

» holdtimetime : 7 == v FWHOKRFZIZZE LTz hello A vbE—V A X —T A R
TA MO EDOMOER GHRE L) #REL T, A ¥ —7 oA ZADORAENEZHWT
LEd, 72, BA L F—T A AT A NOH % holdtime/16 & L THRELE T, A
PREIX 5 ~ 75T, T 7 40 MM, polltime D5F5Td, polltime ? 555K 0 8
holdtime fEIZ A TEX £/ A,

AV B =T 2 A AT A NeBMET 5 ETORM (y) Z23HET 5123, kOXIICLET,

1. x=(holdtime/polltime)/2, fxHITWEERICHO HILET, (4LLTFIEEIY T, SEE
X0 B, )

2. y=x*polltime
7ol 21X, 77 4/v K@ holdtime I% 25 T, polltime 7% 5 DALy X 15 TH,

RTFYTI0 A EF—T oA ADREMACT FLRAEZHRELET,
T VT 4 TIAR N, T RO

failover mac address phy _if active_mac standby_mac
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il

ciscoasa(config) # failover mac address gigabitethernet0/2 00a0.c969.87c8 00a0.c918.95d8

T ITATIT VT 47 E— ROGH
mac address phy _if active_mac standby _mac

1l -

ciscoasa (config-fover-group) # mac address gigabitethernet0/2 00a0.c969.87c8
00a0.c918.95d8

phy if 51EL, A& —7 = A ZAOWYHL (gigabitethernet0/1 72 &) T,

active_mac ¥ L U standby_mac 51403, HHHEX (HiZ16 €y hD 16 #H) O MACT KL
ATY, 72& 2L, MAC 7 R L A2 00-0C-F1-42-4C-DE D324 . 000C.F142.4CDE & A L&
7,

active mac 7 RV RIA v H—T = A ADT 77 4 7IP7 KL AIZEH#EfHIT B4, standby mac
FA =T 2 ADAZ A P T FLRICHEEMST b ET,

oo~y REFIZHEZFEHLTMAC T FLRAEZRETLHZELTEETN, 1 DOHE
PUOERERAT L EA2HIELET, BT EEZER L TMAC 7 FLAEZRE LEZEAIT.
FOMACT RLABEAINAENEEL OAEERICL > TREDLZD, PHITE NI &
N FET,

showinterface=~> REFHL T, A1 Z—T oA ADBMFHLTWAMACT RLAEZEKRL
F9,

(TI2F4TIT 7T 47 F—ROIK) MOT = — LA —_"— Z )L —F125NWT 2 DOFER
DiRLET,

AR —TITARE=ZRYTDETE

T 74N N T, TXTOYEA ¥ —7 = A A, F721F Firepower 1010 DA, §XTD
VLAN f V' Z—T =24 A, BEWASAIZA VAN =L ENETRXTON— R =T EZFY
7 hT =T EY 22—/ (ASA FirePOWER £ 2 —/L72 E) TE=Z U U I REET > T
EFT, AF =T ARE=HY T OE, Firepower 1010 A1 F HR— FRXR T,

EHEEDRONEY NT—JIZEE SN TWAL v H—T 2 AN T 2— LA —_"— R L —|C
LB 2N TEET,

TE S LICEKRI025 DA v 2 —T 2 AT —TxFET (L F 2LTFFARNE—FD
TRTOarFF2 MIbzo7T)
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B ossmic—74 v rshtssry FOBKR— OBE (FOT4TTHIT4T E—F)

1R BHEIIZ
“NVNF ATHFARET—RT, EaVTXFAINDAS VX —T oA AERELET,

FIE

AV BE—=T 2 ADNVA TR Y U T oA F—TNELITT 4 B—T M LET,
[no] monitor-interface {if _name| service-module}

1 -

ciscoasa(config)# monitor-interface inside
ciscoasa(config)# no monitor-interface engl

ASAFirePOWER €V =2 — V72 EORBFEDN— RO =T/ 7 N =27 Y 2—/VOREIZL -
TT7 2= NF—=NR—% N =T 352 ENEFE LL WAL, nomonitor-interface
servicemodule 2~ > REFEH L TEY a— L OE=F ) U 728 T T,

EXMICIL—T 1 T ENT=/NT7y FDYR—FDERE (T T4 7/
TOT47 E—F)

TITATITIT 47 72— )vF—_"—TOETHIZ, 7 EELRB L TR I =8kt
Wk DIRENT y e, BEPZETHIHAENOV T, TOT vy NEZ{ET 25 ASA IZ
ILEDNT > NOERERN 2N OIZ, Ty NI Ry 7EnET, 20 ey 7 nE<
ETADIT., TITATITIT 4T To— A —"—XTD2EDASA BRI HYF—F
A TN F IR SN TR, 70 MY REERIZ NAT 7 R L ARER & Tunan
LA TY,

BOENRT sy hO Ra oy AR, ERPRCN—T 4 TSNy hedFn 452 ik >Th
STENTEET, 20D, FNEND ASA DFRIEDA X2 —T7 = A ZA%[E U ASR 7
N—TIZED Y TET, 722, MO ASA D, WA > ¥ —7 = A ZA TR UNERE v
O — 212 LTS —J5, AN A v —T = A ATIRBID ISP ICHf L TWD & LET,
TIA<VEET, 77747 aLTFANDOIERA v F—T = A A% ASR 7 /v—7 1 IZE|
NUT, B UHVEETYH, 77747 aVTFAMONEA v Z—T =4 A%[E U ASR
TN—TUEIVETES, TIA~VVEEDINTA L F—T oA ANty v a UERERT
RV N ET58L, MU —7 (ZOBEAASR ZL—71) NORAZ AL 3
TXRARNOMDA =T A ADE Yy a U ERET 2y 7 LET, BT HEHRN RO
LRRWGAE, Ny NIty 7 EnET, =BT DIERPAO0D & ROBED S HIn{
BB L E T,

CERE N T T4 v I NETEBRICEESND L, LA Y2y X —D—EIT T TnE
TEIN., 7y MIthoEEIZV XA L7 NERET, 20V XA LT ME By s
VINT VT4 T THDLRYBITINET,
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ERHIIN—TF 1 VT SNty hOYR— hOBE Fo74 970747 E—8) ||

cHER P74 v I BRICEBROROA L F—T7 x4 RITRESNDE, LAT2y ¥ —
D—HELIFTNTHEZESN, ~T Y MEIA M) —AIZHEASHET,

\}

GE) Z oL, EXHILV—T 0 7 BRI LA, FERBRCLV—T 4 T ENT Ny
FNEELWA Vv E—T =2 ATELET,

ROBNZ, FERFRCN—T 4 T ENTT Y FOFlZRLET,
B 8: ASR D5

192.155.1.1: _
1l i9216821 19218812 —
—

|
SecAppA alfg
Sy

Failover/State link

= = = = Outbound Traffic

Return Traffic _' Iﬁside
LT _ network |

SO0E3

1. TURMUYRNEyYayB, 77T 4772 SecAppA 227 F A h & D ASA Zilih L
9, 2Oy MI, A F—T A RO ISP-A (192.168.1.1) MHEESNET,

2. FEXHN—TFT 4 ITMT v TARN)—ADEINTHREINTWEED, VX — T
T4 TIE. TV T 4772 SecAppB T2 T X A R EEFO ASA DA U H —T = A AHERD
ISP-B (192.168.2.2) XM TEY £7,

3. . VE—2 "I T 4w, FDOA L HF—T = A A 19216822 iU H—r b
T4y ZICBlT ey va UERDBRVOT, FryFERET, LrL, 201 F—
T A AX, ASRZNA—T 1O~ E L THESNTHET, HEEX, R L ASR 71—
7ID TRESNTMDA v Z—T =24 2 LDy gV EELET,

4. ZDOE v a U HERIE. SecAppB B FEFOMEE DA X LSS IRBED A L H —T = A R
outsideISP-A (192.168.1.2) IZHV £3, AT — K7/ 7= —/)LF—s3—[X, SecAppA 7
5 SecAppB ICt v ¥ a UERABER L £,
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B ossmic—74 v rshtssry FOBKR— OBE (FOT4TTHIT4T E—F)

5 Foy7EnsafRbolz, vA P2~y X —i3A 2 —7 A A192.168.1.1 DIFHR TEX
BHEN, hT 74973408 =724 A1921681206 VXA L7 bENET, £
5. BETLOEEDA X —T 24 A% B LTKEY £7° (SecAppA ?192.168.1.1) , =
DEREIT, MBS L T, By a UM R TITHEThiTSnET,

1R BHHEIIZ
AT — "IN T x2— VI —R— T IT 4T Tx— )V F—N— TN —FIZHDH A F—
T2 AADE Yy a v DAT— ME#RE, AX LN, T2—NF—R_— T L—TIZEL
iﬁ—o
e replicationhttp : HTTP & v ¥ 5 D AT — MEWIT, AF A T2 — LA —/— T )L—

FICES NIRRT, RAEZ R, A B —T =2 AFEELET A, ASADIERIFRIT/L—
T4 T ENTZHTITP Ny baFL—TFT 4 7 T&E5H K912, HTTP X7 — MR E=HE

W LZVENDH D £5,
T IA VEERBINE I A VEEOR T 7T 47 A THF A MNNTIOFIELZFEITL
iﬁ—o

s AT HRAPMNIZASR I N—T L N T T 4w V=Dl FEFRETHI LI TEFER
o TVTHFANANCY =V ERELTZEGE, EOaTF A M, H—T A4 A% ASR
TN—TFIZEGDDHZ LT TEER A,

FIE

ATYTN TIA < VIEET, PN —T 4 TSN Ty FEFFAT o4 0 8 —T7 oA AEHEE
Li‘g—o

interface phy_if
i

primary/admin (config)# interface gigabitethernet 0/0

RATFYT2 A B —TxAADASR F N —FHEELZHELET,
asr-group num

1 -

primary/admin (config-ifc)# asr-group 1

num EFHIC AN 728 liE, 1~ 32 T9,

ATFY T3 BH X VBT, ERRICL—T 4 v TSNy NEFRTAHA X —T = AEEE
L/\i—a—(]

interface phy_if
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1 :

secondary/ctxl (config) # interface gigabitethernet 0/1

ATYTE A H =T ADASR I N—THEZETITA < VEEBOA L X —T 2 A—FHTH LD
WICRRELET,

asr-group num

1 -

secondary/ctxl (config-ifc) # asr-group 1

1

2ODEEIIRDAL T 4 X al—Ya P ET (274 Falb—ra gl
@j‘é:“?:/ ]\\7":““'%/7?1/&?‘) ° O) (SeCAppAJ kb\é?'/\\‘/l/@'ﬁj‘l/\f:?/i/fx
. T2 AR RT DTS T A < ) /T,

TIAVEEDVAT A a7 4 Falb—vay

interface GigabitEthernet0/1
description LAN/STATE Failover Interface
interface GigabitEthernet0/2
no shutdown
interface GigabitEthernet0/3
no shutdown
interface GigabitEthernet0/4
no shutdown
interface GigabitEthernet0/5
no shutdown
failover
failover lan unit primary
failover lan interface folink GigabitEthernet0/1
failover link folink
failover interface ip folink 10.0.4.1 255.255.255.0 standby 10.0.4.11
failover group 1
primary
failover group 2
secondary
admin-context SecAppA
context admin
allocate-interface GigabitEthernet0/2
allocate-interface GigabitEthernet0/3
config-url flash:/admin.cfg
join-failover-group 1
context SecAppB
allocate-interface GigabitEthernet0/4
allocate-interface GigabitEthernet0/5
config-url flash:/ctxl.cfg
join-failover-group 2

SecAppA 2T F AN I T fFal—a
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interface GigabitEthernet0/2
nameif outsideISP-A
security-level O
ip address 192.168.1.1 255.255.255.0 standby 192.168.1.2
asr-group 1
interface GigabitEthernet0/3
nameif inside
security-level 100
ip address 10.1.0.1 255.255.255.0 standby 10.1.0.11
monitor-interface outside

SecAppB 2> T FA h a7 4 F¥alb— g

interface GigabitEthernet0/4
nameif outsideISP-B
security-level O
ip address 192.168.2.2 255.255.255.0 standby 192.168.2.1
asr-group 1
interface GigabitEthernet0/5
nameif inside
security-level 100
ip address 10.2.20.1 255.255.255.0 standby 10.2.20.11

Jx—J)LA—/\—DEIHE

ZOHETHE, 72— A —N"—DORELEET D HE, HOEENOHOEEICT = —VF—
N8| SATT D HiER L, 72— A —_— ZH ML L% 7 = — A —— HEE s
BB HFIEICOWTEHB LET,

J 11— )LA—/\—DiEHIET
AR SR AT 7 T T B, RO IR T LT

1R B I
“NVF AT HFAR T RTIE, VAT LAETAR—ATIOFIEEZFEITLET,

FIE

ATFYT1 RZUALEBEBTAD LSS, 72— A —N—2Rl3TEINFE T, AZ AL EFITT
T THEICRD E9,

group group_id Z{5ET AL EE. FBET DT VT 4TI T VT 4T T2 — A —N— T )—
TDAZUNAEETCZDav L REANTHE, 7o— A —_"—PlHFITINET, R
B UNRAIEBIIZDT 2=V —R— T N—T DT 7T ¢ TIHEEIZRD 7,

T IT A TI|AZ I, BT—= RDAYK A EBDOEE
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failover active
T ITATITIT 4T = RDAX N EBDOEE
failover active [group group_id]

i

standby# failover active group 1

ATV T2 TIOTF 4 THEBEBTANLIEES, 72— LA — =N ETINET, 777 4 THEBITA
B UNABEBEICIRD FT,

group group_id ZHET 2 EAIE. BET A 72— A —NR— N —F DT 7T 4 THETZ
Da~vy REANTTHE, 72— VA —"=PlHIFETENET, T/ 74 TEETEDT =—
VI — N T—T D AR N, BEBI D FT,

T VT ATIARZ A, T—=RDT I T 4 TEEBOYE
no failover active

T ITATITIT 47 F—=RDOT 7T 4 THEBEOEE
no failover active [group group _id]

i

active# no failover active group 1

Jx—I)LA—N—NDT4t—TIL{

1 DFERIEMFOEETT = — VA —NR"—%T =TT DHE, Vr— RRT5FE CKEE
DT VT4 TBIORT U SARENHFFSNE T, TI2T 4TI T 7T 47 72—V F—r3—
T OGAE, POEEBEAEIRTHILIICREINTVEI &, 72— A —R—= T —T 13T
T4 T ThHTRTCOEBTT 7T RO F SN ET,

T 2=V —N—%T =TT B, ROFMEEZRL T Z &,

e A UNAIEBE/ AT R A NMIRAZ N, B ROFEEMEFFINDH DT, W HDEEI
N7 4w 7 DEEEZBLEEAL (ZHIFEELAZ AR LI ET) o

e A UNAKEBE/ AT XA NI, T T 4 THEE/ AT XA MIEREINLTORNWEEAS
THEDAZUNAIPT RLAZEF &AL E T,

c RAZUNRAHEE/ AT RANMNIED, T2 A== EICBITAERICETH Y v R
ViR S NE T, T2 A== T T 4 TEE/2 T XA NTHEAS R—T L
2356k, Z20ar 74X a2 b— 3 0K DPFRPHE I NTZRIT, AX 31 HE/
AT HRARBBEFE DAL ANAMRIEIZEY £,
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B e=nnsirzs08ex

&

ATvT2

s AFUNRAIEETFHTT 2 — N A— R =% X —T WL TT I T 4 7L LN TL 2
SV, Kbz, 7=z— A — "=l FET (56 ~—) ZZMLTILEIWN, R¥
UNABEBEBTT 2= V=N F—=T /I T DL, MACT RLRDBENRREAL,
IPv6 N7 4 v 7 DHWES LA REERH D £,

¢« BRI T 2 — )V —RN—%F =TI T HIZiE, nofailover 27 4 F a2l — g
AL = T v a7 4 Xal—a AR FELTAB I a—RLET,

1R BHHIIZ
NVF aLTHRRANET—RFRTHE, VAT LAETARN—ATCZOFEEZETLET,

FIE

T 2= —R—%T =T LFET,

no failover

FERIZT 2= N A—=N—%T =T NCT DL, ar T4 Falb—va 2R FELTEY
n—RFLET,

write memory

reload

[EENREL-ZEDET

ATy T

PRSI LTSS E A R E DRV IRIBIZIE LT 21213, ROFIRZFEITLET,

1R B
“NVF aLTHRRAN =T, VAT LAETAN—ATCZOFEEZETLET,

FIE

PEENREAE L=y FEEENFEEL TORUVIREBICEIC LT,
s T I T 4 TIAL N, T ROGE
failover reset
CTITATITIT AT T— ROHE
failover reset [group group_id]
B
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ATy T2

avrqxar—varoras ]

ciscoasa(config)# failover reset group 1

PEENAE LI EEZEEORVIRIBIZE T L TH, TOEENABMICT 77 4 7127 bb
TS EHA, BEixIhic@EiE, REEITIERRETO) 72— NAF— =T Lo
CT I T 4 TR DBETIIAX U ANAREOEETT, HISMNE, 72— — "= T —7
(T O0T4TIT 7T 47 FT—FRDOIK) IZT7x2—LF—NR_"—F VT Fa o BRESHLTHD
HBEETT, URIT 2T 4 7T CTholn 7 o—NF—N_"— TN —FIZ TV g VIRRES
NTEY, EENEELLEENMELIEEDL S, 207 2 — VA== N—T1FT7 77T 4
TN ET,

groupgroup id 45 7E L7556, 2D a~y NIIEERNRBE LT T4 717 7T 47 7= —
VI — = T —F EEED VIR ERICE T L ET,

(TITFATIT VT 4T E—RDOIR) Tx—NF—N"—% T x—)LF—_— T —F L~
THEITT DITIFREZITOET,
a) ¥ A7 AT, [Monitoring] > [Failover] > [Failover Group #] Z B & £ 3, #iX, #4257 =—
N == T N—TDFFTT,
b) [Reset Failover] 27 U v 7 L£7,

OV IJ4F¥Falb—ar0OHERHE

T 7T 4 THEEIC write standby 22 REANTBH L, AFXUNAEBTETa LT K2
L—ya UDHIBREN (T2 74 7HEEEOBEIERT 72— g —_— o< RER
) \ TIT 4 TEBODa T 4 X2l — g VRN AY N ERBITEEINET,

~YATF ArTERAN T ROYE, VAT LETAR—X (T writestandby =~ 2 K& AT
L&, TRTOary7xA MpEREINES, D7 F A FHTwritestandby =2~ o K
EANNTHE, avr RiFZEOaryTHFA N ar7 o Xal—ra P aERL 4,

HRlsni-a~vr R, Efrar 74 ¥ ab—ra VIRESRET,

71— IA—N—HEDTA k

ATy T

ATvT2

T2 VA=A T A P T DT, ROFIEZEITLET,

FIE

FTPR E &AL T, B2 2 —T =2 A ALDOERA M TTZ 7 ANEEEL, 72T 47
EENATFH LBV I 74 72 ELTWDINE I NET AMLET,

TIOT 4 THEBTROa~ REANL, 72—V —_"—%ifET L £,

TIT A TIAZ N, T—F

ciscoasa(config)# no failover active
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AFvT3

ATvT4

ATy TH
J)E—FO7
av Y FDEE

NA TRLASEYTADI=HDT z—)LA—/"— |

TITA4TIT 0T 47 F—F

ciscoasa(config)# no failover active group group_id

FTP ZffH LT, 2 2ORIUEA METHIOZ 7 A LV EHEELET,

T A RRRIY LZ o 760k, showfailover =2~ K2 AN L TT =2 —v A —NR—RAF—X
AR LET,

TANPKT LD, Il T T4 T IpoEETCRODa~ L REANTHE, EEET
IT 4T AT —HAE L TEET,

TITATIAZ A, E— R
ciscoasa(config)# no failover active
TITATIT T 47 E— R
ciscoasa(config)# failover active group group_id

GE) ASAA U H—T2AADIONRE T LIzt E, 72— —"—OFENBI, 2
NHEFEOMBEE RARASNET, AV F—T 2 AD1ONRF T LTNHI L%
ASADRH LI-BE813. A v 2 —T A4 ADFR—)L R ZE-Fc, 72— F—
N=REEBIAThNEST, A ¥ —T A ADFK—/L RIEHINEZN Th 5 DI,
ASANHEDAT—H A% OK &R LTS EXEFTT (75 hello 737
FEZELTWRLTY) A1 ¥ —T 2 ADF—/L REHEZ T I 2L — 9512
T, ET7 RO T NG hello X7y hE2ZETHOEEILSEDLTEHIT, A vTF
FETVLANZ Y ¥ MU LET,

> = -
> FDELT
VE—havwr REETTHLE, avr RIA VICATEN-a~<wy REKED T = —/LF—
N ETIEEFETEET,

a7 4 Xalb—raravr NET7 77 THEBELIZA LTI A MNLRAZ N HEEE
TlEa s 7T F A MR ENLT2D, WTIOEEIZr 714 o L TWDENIIh0 b 5H T, falover
exec vy FEEHALTCELWEEICa Y 7 Falb—Yay avr REANTEES, =
XX, RE UL EEEIZR 7 A LTV DS, falover execactive =~ > RAEMEH LT,

AT A4 X2 b= a OERET 7T 4 THEBEICEHETEE T, T0®%., ZNLHOEHITA
S UNAIEITER S NE T, AZ NS EERLT T HR A RADORE Y FOEFITIL.
failover exec =~ > REFEH LW TLZSV, ZTNWOLOREOERIXT 77 4 74 EICHER
SN2, 2 ODFENFEM SN2 720 £,

configuration, exec, ¥ L Wshow =2~ FOHIIL, BITEO X —IF /Lty v a r TERREN
%7, failover exec 2~ RZFEH L, E7H#ETshow 2~ RERITL T, TOMEL
BUEDZ — I F NIRRT HZENTEET,
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ATy T

ATvT2

ARV K E-—FOEE .

ETHEE Tavy REFITTHI0E, v— A NVEETa~vy REFETTE L7000 70 MR
ERoTWAKLENRD D F7°,

FIE

< /LF arT XA ET— ROLAIL, changetocontextname =2~ > K& L C, &%E L=
AT HRARNMIERLET, faloverexeca~ > REFEHLT, 72— A —N"—ET7Tay
TXANEERTHIEIETEERA,

ROa<=y REFER LT, IED T = —N A —"—Eca~vr FEEELET,
ciscoasa(config)# failover exec {active | mate| standby}

active £721% standby ¥ — 7V — FZ2fiH 3% &, ZOEENBEORETH>TH, 2w N
IR ESNEBCTIEITENET, maed—TU— K&+ 25L, avr NE7=—Lt—
N— BT CIITENET,

aw L RE—REEETDIZa< L RZLoT, BEDOEy a7 e T IREREIND Z
LIIbHVERFA, Ty RREFENLIYY RE— REFERTBHITIE,. show failover exec
g  REERATDIMNERH D £, FEMOVWTE, I~ FE—ROEFEZBRL L
U,

OT UK E—FDZEE

failover exec =~ Rix, BEWO X —IF Lty rvaroa~vr FE—RNEFZR®R R a~y
FE— RREEZMERFLET, T 7 4/L b TiL, falover execz~ > K E£— NiX, fsESN=T
NRAADT =)L ary T 4 Xalb—vary = RKClBEnEd, Z20a~vr KE—F%
ZHE4 521, failover exec 2~ R2H L CHEblZca~ 2 R (interfacez~ 2 R Y) %
KELET, falover exec I L CTE— FEZZERELTH, BEyiar e MIEHESN
FHA,

ERIE T2V F—R—=XT DT T 4 Ty b a—r ) ary 7 4 ¥ alb—g
F— Rz A L, failover execactive =~ > FEHEHLTA v X —T = A 2T 4 X
L—va vy E—REER LIRS, #—IFAr7nr 7 MiZe—rar 7 Fal—va
YE—ROEFETTAN, faloverexeczfFH L TALENDa~v > NiE, AV F—T AR 2
74X al—varyE®—RKRCANWENET,

WOFNE, ¥—IF By ar E— KL falover exec 2~ K E— KOEWERLTNE
T, ZOFIT, BEEIT 7T 4 THEEO failover exec ®— K&, A U H—T oA A
GigabitEthernet)/l DA X —T =2 A a7 4 Fal—v gy ET—RKIEELET, D
#% . failover execactive ZfiHl L TAI SN _XTCOa~v s RS F—T A A
GigabitEthernet)/] DA VX —T =2 A a7 4 Fal— gy T— RNIEEINET, &K
12, BERE T failover exec active ZfHEH LT, £DA X —T = A XZIPT RLAZEY YT
¥4, o MIse— L ar T 4 Fal— gy F— RERLTWETD, falover
execactive t— N3 v X —T =2 A a7 4 Fal— 3 T—RRTT,

ciscoasa(config)# failover exec active interface GigabitEthernet0/1
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ciscoasa(config)# failover exec active ip address 192.168.1.1 255.255.255.0 standby
192.168.1.2

ciscoasa (config)# router rip

ciscoasa(config-router) #

TNRARAEDHEDE Yy arDavwr RE—REELEE LY, falover exec =2~ R TR
Ehbavry RE—RIRBLETA, 2R 7774 7EBEBOA VX —T = A 2
Y74 F¥al—rarET— T, faloverexec a2~ FE— REZEELTWRWEE, ROz
YU REZe— L ar7 4 XFalb—var B RTEITINET, TOMR, 731 2L
DEva NFA v E—T oA AT T 4 X2l — g F— ROFF T, falover execactive
EEHLCAESRZa~vy R, BESNINAV—T 47 Tatv 2237357200 —4
a7 4 Falb—vary ET— RNIEESINET,

ciscoasa(config-if) # failover exec active router ospf 100
ciscoasa(config-if) #

show failover exec =2~ > REEHT 5L, HEELIETANA RIZa~vy R E— RBERINE
7, faloverexecaz~> R L CEESNTZa~vr Nid, Z0OFE— R TEITSNET, show
failover exec =~ > N CiX, failoverexec=a~> REFLCHF—TU— K, D% D active, mate, F
721% standby 23 S ET, KT /31 20 failover exec & — FIZERNBHR SN ET,

WIT, AR S AR IZ A ST ST show failover exec =~ > RO Al 2R L £,

ciscoasa(config)# failover exec active interface GigabitEthernet0/1
ciscoasa(config)# sh failover exec active
Active unit Failover EXEC is at interface sub-command mode

ciscoasa(config)# sh failover exec standby
Standby unit Failover EXEC is at config mode

ciscoasa(config)# sh failover exec mate
Active unit Failover EXEC is at interface sub-command mode

X2V TAICEYTHEEFE

failover exec a2~ Rif, 7=— A —R_—= VoV afFHALTa~vy FEETHEBEIZEE L,
Rirehica~y FORN 2 ETHKENOGRZE LT, BECHRIE LR Z 7202,
T2 VE == U T DI AL EA X =T VT DRERH Y 7,

JE—F a3 FOETICEAT 2HIREIE

UE—ha~vy FOERICIE, ROMBIRFEEID D £77,

RN LT v — RFREEFERH L CIROEEE T2 T v 77— KT 55
&3, failoverexec 2> REVR—FLTWA Y 7 hY o 7MW FOERE CTEIEL TV
HVENH D F9,

cawy FOERB LT T2 b~ 7, omd_string 3o o= RO TE ¥
o,
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sYAF AUTHRALE—RTH, ETRBEOET 20T ¥ A MEFICavy FEEET
EET BARHarTHFAMIav Uy FEEETOICE, EFus/ A LTV IRETE
DT RAMEETLLERDY £7,

s kD~ R% failover exec 2~ K& AT 2 LiXTEEHA,
« changeto
+ debug (undebug)

o AZ UNAEEENBEREOY A, MEOFRRN Y —E R 1— FORAEEThHiIL,
failover exec =~ > R b0~y NIZFETEEd, TNLANOGEE, VE—F avr
ROEITIXRI L £77,

- failover exec 2~ F&fEH L C, 7 = — /A —_— 7 THHE EXEC £— R & 7 10—
NarT74Xal—rarET—RUVEXLZLITTEERA, 2L 2R, BEDEE
& 2NFHE EXEC £ — Ko & & (Z failover exec mate configureterminal 2 A /9% & . show
failover exec mate 7712, failoverexec By a N/ o — )L a7 4 Fal— g
VE—RTHDHIENRENET, 22 L, BT HE Claloverexec LT 7 o
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