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¥4, m—LA— N—FEHEL, base 64 T T/ AR — MIFEHTE £,

KRIZ. base 64 TH LS a—Hh /L CA FFBAEZOFIZ - LE T,

B 7osLianz




FORLRE
L L AN |

MIIX1wIBAzZCCF1EGCSqGSIb3DQEHAACCFOIEGhc+MIIX0)CCFZzYGCSGGSIb3DQEHBACCEycwghejAGEAMI IXHA
YJKoZIhvcNAQcBMBsGCigGSIb3DOEMAQMwDOQTI jph4d SxJoyTgCAQGAghbw3v4bFy+GGG2dInB40LphsUM+IG3S
DOi1DwzG9nlSvtMieoxd7Hxknxbum06JIDrujWKtHBIgkrm+td34glNE11GeP2YC94/NQ2z+4kS+uZzwcRh11KEZ
TS1E4L0fSaC3uMTxJg2NUHYWmoc8pi4CIeLj3h7VVMy6qbx2AC8I+g57+QG5vG515Hi5imwtY faWwPEAPQxaWz
PrzoGlJ8BFgdPaljBGhAzzuSmEIm3j/2dQ3AtrolGInIsRHgV39fcBgwz4 fEabHG7/Vanb+£j81d5n101JjDYY
bP86tvbZ2yOVZR6aKFVIOb2AfCr6PbwfCIU8Z/aF3BCyM2sN2xPJrXva94CaYrqyot ZdAkSYASKWScyEcgdgmu
BeGDKOncTknfgy0XM+£G5rb3gAXyl1Gk]jyFI5SBm9IDo6RUROOGLIDSrQrKeqg/hj....

END OF CERTIFICATE

SCEP F O3S Hiki— b

* ASA & CiscoISERY 2 — /— R, [RAIUNTP Y — =% L TR TnDHZ &
et LT,

 AnyConnect 7 7 A 7> F 3.0 LIENR = RARA & R THEIT SN TV DRERH D £,

c IN—=T RY =D T BT 7 AV TRIE SILDRAEST AL, AAA GBRE & AEW ERER
DO EERT 2 X ) ICRET DHERDHY T,

« SSL A" — K23, IKEv2 VPN £t HICBAWTWAMER H Y £77,
¢ CAIE, HENFRE— RIZ2> TV AMERH Y 97,

ZOMDHA FS 4 >

MHTX DAEAED X A L, GEHELZERT 27 7Y r—ra vy THER—F STV 5D
REFAEX A 2 X > THIFI S E T, RSAGEIAEILER ., sEAEZEHT 2T XCoT7T 7
Vo7r—yaryTHR—bhEnEd, 72720, EDDSAGEIELX, V-7 AT —2 g DA
RU—F 4TV AT A, 77 UY ASDM, F721% AnyConnect 7 7 4 7 > k TixH AR —
FENBRWEERH D FT, e xE. UE— T 7 EAVPNDID B L UEREEICIT RSA
AEEAERT 20 ERH D £3, ASAVRGEHEZHEHATLT 7YV r—ra v ThHhHr A
k] VPN O34 1%, EDDSA %R —hSinvEd,

ASANCAY—R—FHFT ITA T FPELTREENTVIES, #EIEENSKTHAH
(2038 4=1 H 19 H 03:14:08 UTC) =Bz 72\WX o, FEHAZEOAIMAEHIRL T2 &
W ZOHA RTA T, b= RR—=F 4 R =5 R— b LEEEIC S S

nE4,
¢ ASA 1T, IRDBESMED TN STV A AT DI LDAP/SSL 55t 2 ez L
£,

¢« LDAP Y — R_R—FEBAEMEHINTWT (FT A MKRA L FERIZASA T R N7 —
WICHIET D) . A CThbrZ &,

cF—UERBRITLTNAT— =050 CAIFBHENMEHEINTWT (M7 A RRA
VRETIZASA R T A NS VFET D) \ FT—rNOTXTO )L CA FEH
ENEEDPOANTHDHZ &,
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. TOAIEIAZEDETE

FEFAEOBRERNTZE T TDHE, ASAILEY, 2—HFDF— XT LIEREF=— 25T
PKCS12 7 7 A VPMREIESNE T, T, BRI EICH2KBD 7T v a A€V E
73T 4 A7 DT, BREOT 4 A7 RO &L, HEIN TS RSA ¥—
AXEFAET 4 — LV Rk o TEARY 7, 1%%@(%677//:L%%U®%73§BE%M
TWDH ASA LT, REF OFERERGEREZ ZHCENT 25AI121E, ZOHA RI 4 VICHER
Lf<téwo_ngmpmxu774w \&Eéhfwéﬁﬁmﬁ%&4A7?bm
M, 77 vva AEVICRESNET, F— A XFX2048 L EEZFEHATLZ L2680
L9,

HHA L Z =T 2 AA A~DASDM + 77 4 v 7 L HTTPS b7 7 4 v 7 kT 5720
_\747/7474£%i%@%?6i9Mm% RET DMENHY F3, SCEPIT &
D ABIICAR SN D IDFEAEIRY 77— O NCHARIN D 72D, LT HME O IDFE
PELZFEHHTA A ML LTLESN, SSLOARICHAIND Z DT vy —T % DI
DWNTIE, RO URL ZZ ML T 7EE W,
http://www.cisco.com/en/US/products/ps6120/products_configuration _example09186a00809fcf91.shtml,

ASA & AnyConnect 7 74 7 > b THAET X 5 DX, [X520Serialnumber] 7 4 —/L N ([

7V =2 +4 (Subject Name) ] DU 7 /LV&H) 73 PrintableString . TH 2 iERAED A

T# VU TNEESORRICUTE 2Dy a—F 4 VI BMER STV B A, iEH
FRAEITEE L E T,

ASATDOA AR — MNRFIX, AP EEET ZFEAEAT A—ZITHEHA LT EE0,
ASATIL, ZNHOFEHENE LI N THNEHT — & ICHAAENE T, EADT 1 —
VRSB DREHET, E S LEEICHEIL L TRV EMIRESND 2D, VA h—LDRK
AEER L E9,

TJANKI—FK (*) BEEEMAT LT, XFIMETCOLFEEA L2 a— R
ZCAY— N"—THEHLTNDZ LEHERL TS EE, RFC 5280 Tl UTF8String & 7=
!X PrintableString % 13~ 5 Z & Z#£5% L TV £ 9773, PrintableString TIZZ DU A )L K
H— RXFEHHTHD LR L2 UTFSString 242 MERH VY £4°, ASA
%, A AR — NI e CFETMER RO D & A AR— b LR EA G L E
T, WITHlZR~RLET,

ERROR: Failed to parse or verify imported certificate ciscoasa(config)# Read 162*H+ytes
as CA certificate:0U0= \Ivr"phOV°3é&¥p0 CRYPTO PKI (make trustedCerts list)

CERT-C: E ../cert-c/source/certlist.c(302): Error #711h

CRYPTO PKI: Failed to verify the ID certificate using the CA certificate in trustpoint
mm.

CERT-C: E ../cert-c/source/pJcontnt.c(169): Error #703h

crypto certc pkcs7 extract certs and crls failed (1795):

crypto certc pkcs7 extract certs and crls failed

CRYPTO PKI: status = 1795: failed to verify or insert the cert into storage

TR IVGEAZEDERTE

T, TUXINGEBAEOREFIECOWTHHAL I,

B 7osLianz
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| #osrians

s—~7ouzE [

*—R7 OBE

ATvT1

ATvT2

ATvT3

ATvT4

F— RT ZAERRE T ITHIBRT 51213, ROFIEEZFATLET,

FIE

1 D5DFT 7 4 /L M RSA F— T 2R L ET,
crypto key generate rsa modulus 2048

1 -

ciscoasa (config)# crypto key generate rsa modulus 2048

T 74NN F—FT 2T 32048 THR, LRV A XEMEICTGT L7202, BRIIC
EFEVa T AREETHLENDH Y £, F—OAHIIT Default-RSA-Key (2720 97,

RSA ¥—DFE, Y27 AL 512, 768, 1024, 2048, 4096 £ hDWFHNTT,

BT X VB4 T LT Y AL (ECDSA) F— b 4372513, Default-ECDSA-Key % 4
HCEET, T 74/ FDOREEIT384 TT A, 256 £721% 521 bEFATE £,

crypto key generate ecdsa elliptic-curve 384

(A7 varv) ~BOARTEMOF —Z2/Ek L £7,
crypto key generatersa label key-pair-label modulus size
crypto key generate ecdsa label key-pair-label elliptic-curve size

&1

ciscoasa(config)# crypto key generate rsa label exchange modulus 2048

ZOT U, F—= T EMEHTDL T A MRS U Ml TERENET,

AR LTEX— X7 EMEEL 7,
show crypto key mypubkey {rsa| ecdsa}
£

ciscoasa/contexta (config)# show crypto mypubkey key rsa

R LTEF— T 2 RFLET,

write memory

&1

ciscoasa(config)# write memory
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ATy TH

ATvT6

FoaLiEng |

VEIZIE LT, HrLnd— X7 2R TE D L) ICBfFOX— XT 2HIlRLET,
crypto key zeroize {rsa| ecdsa}

&1

ciscoasa(config)# crypto key zeroize rsa

(A7 ar) va—hNCAY—N—EHEBIOX—XT 27— 7T LET,
copy
B -

ciscoasa# copy LOCAL-CA-SERVER 0001.pl2 tftp://10.1.1.22/user6/

Zoa<wy NiE, FIP £/ TFTP # A LT, v— AV CA P —R—FFHELF— X7, B
FASA LD TRTOT 7 A )NVEart’™—LE T,

GE) TRTOE—NIVCA T 7ANETELRETHRBEIINy 77 v 7L TLIEEN,

!l
W, F— T zHIBRT 82~ L ET,

ciscoasa(config) # crypto key zeroize rsa
WARNING: All RSA keys will be removed.
WARNING: All device certs issued using these keys will also be removed.

Do you really want to remove these keys? [yes/no] y

FSRMRAY FDEETE

ATy T

FIANRA Y FERET DI, WOFEEZEITLET,
=S}
ASA WFFAEZZITRAMLEDOH D CAICKHIETSH N7 A MRA v FEERHRLET,

crypto catrustpoint trustpoint-name

&1

ciscoasa/contexta (config)# crypto ca trustpoint Main

cryptoca N7 ARKRA U h ar7 4 FXal—ralr E—FRICAY, AT v 7 INLRETE
5CAEBDNTARNRA L b XT A= EHIEL ET,

B 7osLianz
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ATvT2

ATvT3

ATv74

rsz s rosE ]

WONTNIDOL TS g o EBERLET,

*SCEP LHRED N T A MKRA  MEFEH L CHENEGRAZZER L, B URL 2R ELE
ﬁ—o

enrollment protocol scep url

il

ciscoasa/contexta (config-ca-trustpoint)# enrollment protocol scep url
http://10.29.67.142:80/certsrv/mscep/mscep.dll

CMP LHRED M T A FARA v b2 L CTHERERAZOR L, 880 URL Z8¢E L E
R

enrollment protocol cmpurl
1l

ciscoasa/ contexta (config-ca-trustpoint)# enrollment protocol cmp url
http://10.29.67.142:80/certsrv/mscep/mscep.dll

CA PO HUG L7CREE AW ARICAE DT 5 2 LIk o T FEELIE R I A PARA BT
FEVRERZER L ET,

enrollment terminal

ciscoasa/contexta (config-ca-trustpoint)# enrollment terminal

s HOBAGEAELZZR LT,
enrollment self

FROAT T TCMP Z2EHTHL I N T ARNRA V NERELIZSGES, 723 TH
BCEEELZEOR T OEEZ A X— T M TH 2N TEET, ZOHBLNRN—R LT 5
BERBEZS B U —iX, EEIFIC CMPV2 HEI AT 20890, BRUH LnF—
THERAERT HNE I DEFIE L ET, FEEOHS T A 744 LD 55, HEPRERD LI/
LETOWMZ N S—8 7T —YTASL, GEHEOHAERFIZH LN —%2 LT 2008 5 D)
ZHRELET,

[no] auto-enroll [<percent>] [regenerate]

AR CRL Iy 7 4 X al—var A7y a v aRELET,
revocation-check crl none

GEx) revocation-check crl none IZHIFR SV E L7z,
1 -

ciscoasa/contexta (config-ca-trustpoint) # revocation-check crl
ciscoasa/contexta (config-ca-trustpoint)# revocation-check none
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ATvTh

ATvT6

ATy T1

ATvT8

ATvT9

FoaLiEng |

GE) WHETIIMEEDO CRL F = v 7 A F—T VI T 51201, GEAEZESE L TG,
CRLEFBHD M T A MARAV FERELET,

FEARFIOILIER LN CA 77 7 A BN E 1213 LET,

[no] ca-check

FEARBFIDIRIZ X » T, GEAEOY 7V =7 MRREER (CA) E I il Sh x4,
ZO%E, GEAEAMEH L THMOGEHEICEAT LI ENTEET, CAT7 T 7%, ZOHEkE
DO—HTT, ZNOHDOHEADEHEICGFET S Z &3, iEHEOARIF—Z#H L CGGEIED
BHERGECEL LR LET,

ca-check =~ RIZF 7 4V h THENZ R > T B2, Zoa<y Rid, BEAKRKE CA 7
T T BN T DIGEICDOBRANTHMNERH Y 97,

51

ciscoasa/contexta (config-ca-trustpoint)# no ca-check

BERIRFIC, FEESNIZE A=/ T R A%, FEFIE D Subject Alternative Name JL7EF- 127 8
DRI CAICERLET,

email address

51

ciscoasa/contexta (config-ca-trustpoint)# email example.com

(A 7va ) BTG Z 0 AL CHEE L. SCEP BERIZITICHEM L £,
enrollment retry period

&1

ciscoasa/contexta (config-ca-trustpoint) # enrollment retry period 5

(T vay) FASNLHERITORRKEEZEE L, SCEP BEIZTITEM LET,
enrollment retry count

&1

ciscoasa/contexta (config-ca-trustpoint) # enrollment retry period 2

BERREIZ, FBE SN2 RER N A A 4 Z RO Subject Alternative Name JE5E 125 9 5
Ol CAIZERLET,

fgdn fgdn
il -

ciscoasa/contexta (config-ca-trustpoint)# fgdn example.com

B 7osLianz
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ATy 710

ATvIN

AT T12

ATy 713

ATv 714

rsz s rosE ]

BERREIZ, ASADIP 7 FLRAZFEHEICED D L O IC CAICERLET,
ip-addressip-address

&1

ciscoasa/contexta (config-ca-trustpoint) # ip-address 10.10.100.1

NI —DRFEOR G L D% — XTEHELET,
keypair name

1

ciscoasa/contexta (config-ca-trustpoint) # keypair exchange

CMPIZ F T A RRA v FaRE LSS, CMP OF 8 L OVH 884k EDCSA ¥ —F£ 7213
RSA ¥ —% AT H2ME I MERELFT,

no keypair name | [rsa modulus 1024|2048[4096]512]768] | [edcsa elliptic-curve 256[384]521]

GEx) 4 A 7 EDDSA (Ed25519) D% —_7 & {#H L7 ASA TO EST B&kiZHH—FEh
TWEH A, BEST B4 TiE. RSA ¥—& ECDSA ¥ — DL aFHTX £,

OCSP ® URL @ FFEE & OCSP OJSZAOFEHEDKIEICH AT S T 2 M4 > b EZHRIE
L7,

match certificate map-name override ocsp

51

ciscoasa/contexta (config-ca-trustpoint)# match certificate examplemap override ocsp

OCSP |[ZEIZET H L IIZASA DEEILA X —T oA AERELET,
interface nameif

51

ciscoasa(config)# crypto ca trustpoint TP
ciscoasa (config-ca-trustpoint)# ocsp ?

crypto-ca-trustpoint mode commands/options:
disable-nonce Disable OCSP Nonce Extension
interface Configure Source interface
url OCSP server URL
ciscoasa(config-ca-trustpoint)# ocsp interface
ciscoasa(config-ca-trustpoint)# ocsp interface ?

crypto-ca-trustpoint mode commands/options:

Current available interface(s):
inside Name of interface GigabitEthernet0/0.100
insidel Name of interface GigabitEthernet0/0.41
mgmt Name of interface Management0/0
outside Name of interface GigabitEthernet0/0.51
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ATv 715

AT 716

ATv 11

ATy 718

ATy 719

FoaLiEng |

ciscoasa (config-ca-trustpoint)# ocsp interface mgmt

OCSPE R D nonce LIk % T 4 £ —7 M2 LET, noncefiifiL, U LA HEEBH DI,
FER LGB ERESILL TS RFLET,

ocsp disable-nonce

1 -

ciscoasa/contexta (config-ca-trustpoint) # ocsp disable-nonce

ASA T, FIAMRA Vv MCHHET AT RCOIERAELF = v 7 T3 & XITHHT S OCSP
P R—ZHELET, 74T FMEAED AIAGETHEESN TWA S — "— 3 fFEH L
FH A,

ocsp url

1 -

ciscoasa/contexta (config-ca-trustpoint)# ocsp url

BERERIC CA TR SNATF vy LY JL—XZEELET, CAlZ., BF., —O71L—X%
FEFHLC, ZO%DORNEREZRIEL £,

password string

51 -

ciscoasa/contexta (config-ca-trustpoint) # password mypassword

KN F = v 7 D% (CRL. OCSP. BLWFnone) % 1 DEIFEERELET,

GE) £ F = v Z7IZOCSPURL 2%V 4T HEA. OCSP NWREERIFERA LV X —T = A A
(A P —T =2 A% ET) ZEETCEET, 2O F—T oA AMEICLH-T
=T 4 T OHIE AR E Y F 3,

revocation check

1 -

ciscoasa/contexta (config-ca-trustpoint) # revocation check

BEREFIC, FEESNIY 7Y =2 b DN R EICE D D L 912 CAICER L EJ, DN T
FNZH =N EENTWDHE. ZOMECTHI%E B\ HFFCHA £ T (B : 0="Company,

Inc.") ,

subject-name X.500 name

51

ciscoasa/contexta (config-ca-trustpoint) # myname X.500 examplename
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ATv7T20

ATvIT2n

FSRMRAY

ATy T

ATvT2

LI e |

BEEFZ, ASAD TV Y TAEEZEAEICEDD LI CACERLET,
serial-number

&1

ciscoasa/contexta (config-ca-trustpoint) # serial number JMX1213L2A7

EfTary 7 4 Fal—va VA RELET,
write memory

1

ciscoasa/contexta (config) # write memory

k& CRL DERTE

DEHHE@.MEH# VEFIIATva DO CRLT =y 7 &2IT7H2F. PTARRA LRI E
Z CRL %3 i#éggmbwiﬁ KA RKRA L b CRL ZERET HI2E, ROTFNEAEE
?Liﬁo

FIE

CRLaZV 7 4 FXal—ral ZEBTHF7AMKRA L MIX LT, crypto ca trustpoint = >
T4 X2l —arET—FICADET,

crypto catrustpoint trustpoint-name

1

ciscoasa (config)# crypto ca trustpoint Main

GE) :@zva%Aﬁﬁé%:\a&W4* TNThHDHI EaMHERLTIEEN, F
77 FEEDRRRIIT B =012 1E, CRLMEHTRETHALERNH Y £4,

BEDORNTIARMRA LV IC, ealary 7 4 Falb—vary ®—REBLET,
crl configure

1 -

ciscoasa(config-ca-trustpoint)# crl configure

Evbk FTRTOCRLIV 74 X2l —2alDONRTA—REF 74V MEICRET HIT
default =~ > FZ&#EMA L E£9, CRL OFREF \WOT%:®37/b%AﬁLT
FEZLYETZ N TEET,

Foanisz ]
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PSR MRS D CRLDRTE

ATY 73 BERY —EHET DI, ROWTIEEIRL 7,
« CRL I, FRAFEADIEPAETHRE SN TS CRL 5HARA > R ETNHEETE £4,
policy cdp

ciscoasa(config-ca-crl)# policy cdp

G¥)  SCEP OHUHIL, FEHETHEEIN TWDLOEBAA > FTEYR— STV E
A,
« CRL (X, % E LIZiEHE~ v 7Bl — A 720N RETE 97,
policy static

ciscoasa (config-ca-crl)# policy static

« CRL 1T, FREFEADIEAETIHESIN TS CRLOGEARA v &, RELZFHE~ >
T—EN— VDTN LG TE £,

policy both

ciscoasa(config-ca-crl)# policy both

ATy 4 CRL ANV —ORERIC static £7-21% both ¥ —U — F&2i 9 584, CRL BB H OFrHE
2T BN NVERETDHLENHY 7,

enrollment terminal

&1

ciscoasa(crypto ca trustpoint)#enrollment terminal

ciscoasa(crypto ca trustpoint) #match certificate Main override cdp 10 url
http://192.0.2.10/Main.crl

ciscoasa(crypto ca trustpoint)#match certificate MainSub override cdp 20 url
http://192.0.2.10/MainSub.crl

ciscoasa(crypto ca trustpoint)#match certificate MainRoot override cdp 30 url
http://192.0.2.10/MainRoot.crl

ATw 75 CRLEfH A E L THTTP, LDAP, F7-1XSCEP #{FEL £,
protocol http | Idap | scep

51

ciscoasa(config-ca-crl)# protocol http

ATYT6 ASADBEDORTIARNRA L FOCRLEFx v v a L TWAEMZZRTE L ET, refresh-time
5%, CRL & 2%h & ¥4 2 £ T ASA 235 205/ (4y) T,

cache-time refresh-time
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ATy T1

ATvT8

ATvT9

ATy 710

ATy IN

F52 kAA ko cRLoiE [

1 :

ciscoasa(config-ca-crl)# cache-time 420

RONT NN TR ET,
« CRL |Z NextUpdate 7 4 —/V RDMFE(ET HMERH D £T, TN T 7 4L bk ETT,
enforcenextupdate

ciscoasa (config-ca-crl)# enforcenextupdate

« CRL |Z NextUpdate 7 4 —/V RFAELRWNZ E&FFA L £,

no enforcenextupdate

ciscoasa (config-ca-crl)# no enforcenextupdate

LDAP N"EE 7' v ha)L & LTHRESINTWADEAEIZ ASA I LDAP —_—%2EELET,
LDAP ¥ —/ 3—[%, DNSHEA ML FEZIZIPT FLATHRETE £9, LDAPY— =05 7 x
IV hD 389 UANDER— FTLDAP 7 =V —%2%ET 2561, R"— bEFLIEETCEET,

|dap-defaults server
i -

ciscoasa (config-ca-crl)# ldap-defaults ldapl

GE) LDAP V—R—ZIRETH20IC, IPT7 FLRADRDLVICHARR N E2FERT 584
1Z. ASAMNDNS Z#HT AL IICHESINTVDEZ EEMERLET,

LDAP —"—TZ LT o vy L2 0%HEE L TWHHAIC, CRL OBSEZFFA LE1,
Idap-dn admin-DN password
1 -

ciscoasa (config-ca-crl)# ldap-dn cn=admin,ou=devtest,o=engineering c00lRunZ

FELEZ T ARRA L MIEoTREND CADPLEAD CRLEZIEGEL, BED MT A b
RAYVFDOCRLAY 7 4 Fa2l—ar® 2T AN LET,

crypto cacrl request trustpoint
1

ciscoasa (config-ca-crl)# crypto ca crl request Main

EfFar 74 X¥al—Ya A RELET,

write memory
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B sxr®ro rgEOTY K- FEREA VE—F

SR bRA

ATv T

ATvT2

1 :

ciscoasa (config)# write memory

VEREDIT Y AR— bEEFA VR—F

NI A NRA L FREZT T ZAR— A VR— D103, ROFIEEZFEITLET,

FIE

FTF2ARNRA Y FREZBET ST XTOF— L PKCSI2TERDFEAEL L bl 7 AR — |k
L/i—a—o

crypto ca export trustpoint

&1

ciscoasa(config)# crypto ca export Main

ASAIIPKCS12 7 — X ZigRICF R LET, ZORRINLET—Z|Far—CxFT, FT X
FRA VDT —HFRXRAT— RTCREINTETE, ZOT—X %7 7 A /VIZRGET DHEEIL.
FDT 7 ANNBEX 2T RIGHNCH D Z E 2R LT TEEN,

F— 7L FTADNFRA U PRECEEMNT ON T DRITHEAEAEL A VAR —FLE
—éAO
crypto caimport trustpoint pkcsl2

1 :

ciscoasa(config)# crypto ca import Main pkcsl2

Base-64 TER T RIZT F A MEALD AT D L 9 ASAIC Ko TIRENFET, FTA MRS b
LEBITA VA= P ENDF—TIZE, BT D bT7 A MRA > bOL4RTE—ET DT~
NEND Y THNET,

(B FUCAZMATDL T AMKRA Y bR ASANICEH G 286, CAZHAT LT
ARRAL U DI H 1O FEFEAL C2—F—FEAEZRIECE £, CAZIE
THEDRNTARNKRA U FEMH LT, 20 CANIEIT LT —F —iEEZ RREET
L& T 521X, support-user-cert-validation — 7 — RZfiH L £,
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castmE~y 7 —rozz ]

il

EOFITIX, R A RARA 2k Main @ PKCS12 57— & Z /A 7 L— X Whozits & & &
27 AR—FLTWET,

ciscoasa(config)# crypto ca export Main pkcsl2 WhOzits
Exported pkcsl2 follows:
[ PKCS12 data omitted ]

---End - This line not part of the pkcsl2---

WOFITIE, 7SA 7 L —X Whozits & & HIZPKCS12 T — X ZFEFThT A MR A
k Main {24 AR — K LTWET,

ciscoasa (config)# crypto ca import Main pkcsl2 WhOzits

Enter the base 64 encoded pkcsl2.

End with a blank line or the word "quit"™ on a line by itself:
[ PKCS12 data omitted ]

quit

INFO: Import PKCS12 operation completed successfully

WIZ, BT A RNKRA 2 b Main OFEAELE FE)CA VAR — T 5612~ LET,

ciscoasa (config)# crypto ca import Main certificate

o

% The fully-qualified domain name in the certificate will be: securityappliance.example.com
Enter the base 64 encoded certificate.

End with a blank line or the word “quit” on a line by itself

[ certificate data omitted ]

quit

INFO: Certificate successfully imported

CAEBAZET v T IL—ILDEE

FERAE D [Issuer] 7 4 —/V K & [Subject] 7 4 — /L RIZFESNT, — AR ETETET, 1Fk
Lizn—v&EHT 5 &, tunne-group-map =~ RiZ K-> T, IPsec E°7 DFFHEL F o3
N T N—F I~y B S TEET,

CAGEE~ v 7HRAIZRET 5121E, ROFIEZETLET,

FIE

ATFYT1 BETHL—LDOCAHHAEvy a7 X2l —Tary B—REEEBEL, L—LD—
FUABREERELET,

crypto ca certificate map [map_name]sequence-number
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1 :

ciscoasa(config)# crypto ca certificate map test-map 10

<~y THRERELRWGS, V=TT 7 4V k<7 (DefaultCertificateMap) (21BN XL
P, =K SITLIC, —HSELIT 4=V FE1IOUERETEET,

ATV T2 BITROAMEITY 7V 2 MERELET,
{issuer-name | subject-name} [ attr attribute] operator string

1 :

ciscoasa (config-ca-cert-map)# issuer-name cn=asa.example.com
ciscoasa (config-ca-cert-map) # subject-name attr cn eq mycert
ciscoasa (config-ca-cert-map)# subject-name attr uid eq jcrichton

ERRL —HSEL L, —HSELIBMEZIEET S22 HTEET, APRMEITKDO LB
ijﬂo

[

*C.
ecn: B4

ede: RASL Y R R—x b
* dnq : DN &

cea: BIA—INLT RLR

« genq : HEAVERGT

egn: 4

i A=y b

eip: IP7 FLRA

o1 : FATE
*n : 4H
« 0 : fHHRA

* ou : K HAL

eser: VI T NVEE

esn : It
* sp : ABIE ST
ot 1Rk

euid : =—¥—1D
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ATvT3

ATvT4

castmEYy 7 L—L0Ez |

« uname : G4
ANRBEREITRO LY TT,
ceq: 7 AV FEITBMIENFTEDMH L —BT %,
ene: 7 A —/V NETITBMENFIEDMH L —E L72gv,
cco: 7 A /v FELIZBMED I E/ITEHAFTEDIE & —BT 5,
enc: 74—/ RELIZBEOEENFTEDME & —FK L2,

Y7V=r7 MEBAZIRELET,

alt-subject-name operator string

1 -

ciscoasa (config-ca-cert-map) # alt-subject-name eq happydays

HEh R IXRD LBV TT,
ceq: 7 A —/VRBFTEDEE —BT 5,
ene: 7 o4 —/V FRFTEDME & —B L7220,
cco: 74—V RO—EREITEEHNFIEDE & —EKT 5,

enc: 7 A4 —/V ROEEMPETEDMHE L —F L2,

LR F —OEREZEE L E7
extended-key-usage operator OID_string
{1

ciscoasa (config-ca-cert-map) # extended-key-usage nc clientauth

BRREFEFIXRD LBV TT,
cco: 74—V ROEE T BEMAFIEDMEE KT 5,
enc: 74—/ RORIHBFTEDMHE L —E LR,
H#h7g OID CFHNIXRD LB Y TT,
s [string] : = —F —EFRDLFH,
« clientauth : 7 7 A 7 > F#&FE (1.3.6.1.5.5.7.3.2)
« codesigning : = — NE4 (1.3.6.1.5.5.7.3.3)
« emailprotection : &% = 7 E 1 A —/LIRi#E (1.3.6.1.5.5.7.3.4)

* ocspsigning : OCSP &4 (1.3.6.1.5.5.7.3.9)
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« serverauth : — 3—33F (1.3.6.1.5.5.7.3.1)

« timestamping : #Z A LA X 7 (1.3.6.1.5.5.7.3.8)

ASAMNTLS 7 747> b & LTEMET 284, ASAIXRFC6125 CTERSNTWALT 7Y r—
vay b—_—=DID OV —/LEZ Y R—F LE3, TORFC TiE, 2R ID 2#%EH (ASA
ETEE) L., (77U r—vary —n_"=—0nb%E) RSz IDIZx L TSR ID 217
ATLHFMEEZRLTOVET, RSN IDBHEFADOSIID &~ L Tud, Btk
MNENT, =T —RNua SIicitgksInE 7,

PO, —R_—XAH D ID 28T 572D, 1 DL EOFRI T %2 & izt — 33—
FERAEZ ASA IZHER L ET, ASA THRIEINDHSMID 1L, RO Iz — N—FEE
TRRENDID LB EINET, ZNHDIDIE, RFC6125 TEFRINTWNH 45D ID ¥ A
TOREDA VAR AT, 450DID ZA FIIROEFLBY TT,

«CN_ID : GEHEDOY 7V =7 b 74—V RIZRESND, Ll4 (CN) #A4 7D 15D
BEY A T EEOT T NE EN A4 (RDN) , ZOfEIX, 22RO RAA
VAL —HLET, ONMEIZHBEEROTF A MITHZ L1 TEERA, CN-IDERID
TIE, 77V r—vary P—E R EINEE A,

* DNS-ID : dNSName # A 7°® subjectAltName = s U, ZAUXDNS RAA 4TI,
DNS-ID ZMID Tix, 77V —v gy h—E A TRESNEE A,

« SRV-ID : RFC 4985 |Z/E# S 41TV % SRVName B DA {4 D, otherName & A 7'D
subjectAltName = > ; U, SRV-ID #3712, ]\ AA BT ) r—a s —ER
AATOWMGaEHnZ L TEET, 722X, [ _imaps.example.net] ¢ SRV-ID &i\
DNS R A A 4355 D Texamplenet] &, 77 )/7—“/5 VY= R XA TSy

2T onEd,

* URI-ID : uniformResourceldentifier 7 1 7' subjectAltName =2 kU, Z DfEIZ
scheme| =T AR —F> h&, RFC3986IZEFK AT D [reg-name] /1/~/1/ *ﬁﬁ‘é
Thost] X AR—2 b (FIFZIUTHYTLa0R—x ) OmMEFREENRET,
URL-ID @B F21%, IP 7 FLATEA<, BEORA M TiEZe <, DNS KA A~
HEEOLVENHY £, 72L& 21X, Tsip:voice.example.edu] &> URI-ID X, DNS
RAA 2D Tvoice.example.edu] &7 7V r—2 g H—E A XA 7D [sip) IZHEIT
TET,

limaps |

ZHID X, REMAOLHIZHET D EMERSNET, ZRID BMERSNH L, 4 DD ID X
A 7 BT SN EESIRID ISEN, FRIESRIDMOHIRT L 2N TEET, 2K
D 2%, DNS RAA VA ERET HERDEENTVDILENRHY T, iz, 77U r—
Var P —ERERETLHHERLEOLENTEET,
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ATy T

ATy T2

s@n0Ez |

1R BHHIIZ

« ZHID X, syslog F—"—BLUOA~Y— K T4 A = _R—~DEFEHIFIZDOHMHH
NET, ZOMD ASASSL 7 74 7 > b F— RO TIL, BFFLTHER, 21D 0%
ERE I R— SR TWEREA,

s HFERT TA T FOBITEHEHERB L7 +— Ny 7 ZFrE . ASA X RFC 6125 Tiitd
ENTWAID & —HERLZE-0DDFTITONL—LEFEELET,

FEFAEA BT T HEEIIEEINEYA, L7ZR-5 T, INo Match Found, Pinned
Certificate] Ayt —VUNRAETLHZ LIS WA, £/, VA TEETLHZ T
ATV MIXHFERT T4 72 b TIEERWED, BB RO L WGEEIc 2 — —235EH
ErEETHI L TEEEA,

FIE

ASA % ca-reference-identity ‘E— Fi{Z 9521, ZJue— L a7 4 Falb—ar E—FT
[no] crypto careference-identity =~ > K& AL E7,

[no] crypto ca reference-identity reference-identity-name

Z @ reference-identity-name 3MEH STV D ZIRID B ASHRWEE, HTLWSIRID 23ME
RENET, FHITOBRIDICHLTZDa~y FOnERXERITTD L, BEEA -
NFRENT, ZHRID ITHIBRESNEEA,

ca-reference-identity €— R C, ZID # A LET, SR IDIZIX, EEDOX A T OEBOS
FID 2B T& £9,

* [no] cn-id value
* [no] dns-id value
* [no] srv-id value

* [no] uri-id value

ZMID ZHIBRT 2121%, Z0a~vy RO no BREMEH L £,

151
syslog #—/3—® RFC 6125 #— N—ZEHEOMHGEICE T 22 ID 2 EL £ 7,

ciscoasa (config)# crypto ca reference-identity syslogServer
ciscoasa(config-ca-ref-identity)# dns-id syslogl-bxb.cisco.com
ciscoasa (config-ca-ref-identity)# cn-id syslogl-bxb.cisco.com

RDERY
BRE LT72Z M ID 1L, syslog 35 & U Smart Call Home ¥ —/N—8&5 2 5% €3 DB H L £,
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FHTOIREORE

ATy T

ATvT2

AEAEZ FEN TR 2123, ROFIEZFEITLE T,

1R BRI

FoaLiEng |

FT A RKRA 2 FTREINLTUVND CA DD, base-64 encoded CA FIFFAEZ HfS L TH < LETEMN

HYET,

FIE

BRELIZ N T ARNRA Y RO CAGEHEEZ AV AR—FLET,
crypto ca authenticate trustpoint

1 -

ciscoasa(config)# crypto ca authenticate Main

Enter the base 64 encoded CA certificate.

End with a blank line or the word "quit" on a line by itself
MIIDRTCCAU+gAwWIBAgGIQKVcgP/KW74VPONZzL+JbRTANBgkghkiGI9wOBAQUFADCR
[ certificate data omitted ]
/7QEM81izy0EOTSErKu7Nd76jwf5edqttkQ==

quit

INFO: Certificate has the following attributes:
Fingerprint: 24b81433 409b3fd5 e5431699 8d490d34
Do you accept this certificate? [yes/nol: y
Trustpoint CA certificate accepted.

)

% Certificate successfully imported

T A RKA Y NOFEHEEZ FEICTRGET2MLERHLNE I ML, O R T AMKRA L FD
R ERFIZ enrollment terminal 2~ > R&2FEHAT 0 E I ko CTRED 97,

TDRITARNKA L MEFFDASA &L ET,

crypto caenrall trustpoint

1 -

ciscoasa(config)# crypto ca enroll Main

o

% Start certificate enrollment
% Include the device serial number in the subject name? [yes/nol: n

Display Certificate Request to terminal? [yes/nol: y
Certificate Request follows:

MIIBoDCCAQkCAQAWIzEhMB8GCSgGSIb3DQEJAhYSRmMVYYWxQaXgu¥21zY28uY29t
[ certificate request data omitted ]

JF4waw68e0xQxVmdgMWeQ+RbIOYmvt8g6hnBTrd0GdgjjVLt

---End - This line not part of the certificate request---

B 7osLianz
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ATvT3

ATy T4

ATy TH

ATvT6

ATy 17

socoanzons [

Redisplay enrollment request? [yes/nol: n

ZOavwy Rk, BAT X OFEAEEZAR L, FELLEF—DOX A T K> TUIKF LT —
2 OFEEG AR L ET, BA EREFICHI % O RSA ¥ —% AT 58%4A . cryptocaenroll
avy RIE2 OOFEHEER (F—ZL1212) 2R F-LET, BA LESLOmFITIAHD
RSA ¥—Z T 554, cryptocaenroll 2~ > R TIIREHEZRN 1 2FRINE T,

BEkAETT HITIE, 4T DT AMRA U R TREND CADD cryptocaenroll =< R
TEW%%E?NT®£%EEX CHRT HREAFE A IS L £, FEBIED base-64 XA TH D
ZEEMER LTSN,

FF A RKRA L FHBRCMP HIZHRTE SN TWHIGA. AEWMEM () F/23) 72X MNMIE4
#éﬁ%%%@@h?x]f4/%®%m(a)@8%%#%%*?%&#% WA fRET
HZEITTEEFR A, ASA LAZHEND A v — DS L AL HERT 572D D CA )
DT TR AT R FEEEET D0 &5 VIE CMP B ERE R D B4 HICLIRNC I TS iz
TNA ZGEAEEZ T A RRA U MOATNIRE LET, LAME B4 EDO S —
T— R, FTARRA L FEETT 3/l CMP ICRESN TV ABREICOMEH T £
7

crypto ca enroll trustpoint [regenerate] [shared-secret <value> | signing-certificate
<value>

BERELR AR DR, BT LWEERT AT &N E I &l L £,

crypto ca enroll trustpoint [regenerate] [shared-secret <value> | signing-certificate
<value>

CADOXRET DHRENEL A AR — b LT, FEWIE Z base-64 TZ AU Tl RIZHE Y A1 TV D Z
LR LET,

crypto caimport trustpoint certificate

51

ciscoasa (config)# crypto ca import Main certificate
% The fully-qualified domain name in the certificate will be: securityappliance.example.com

Enter the base 64 encoded certificate.

End with a blank line or the word “quit” on a line by itself
[ certificate data omitted ]

quit

INFO: Certificate successfully imported

ASA AT S NIZREBAEDOFEME R 7 A FARA » PO CAFEAELAZFE RL T, BE o AN
R L= L AR L ET,

show crypto ca certificate

51

ciscoasa(config)# show crypto ca certificate Main

Ffar T4 X¥al—va VERELET,
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write memory

&1

ciscoasa(config)# write memory

FEVBREARELIZ N T A MRS FTEIZ, ZNHOFIELED KL ET,

SCEP z#={#H L 1-5[FAZE ) BEFHEVSE

ATy

ATy T2

ZDIETIE, SCEP Zffi ] L CREM & 2 H BRI 2 TiEICO W TR L £7,

1R BRI
F T A RKRA L FTRENTUVND CA DD, base-64 encoded CA FIFFAEZ HfS L Tk < LN
HYFET,

FIE

RELIZ N T A MKRA L bO CAGEAEXRSE L T,
crypto ca authenticate trustpoint

1 -

ciscoasa/contexta (config)# crypto ca authenticate Main

FNTARKRA U FERETDEEIZ, enrollmenturl 2~ R2HAT5 &, SCEPZfERL T
SEHEZ BEWICES T AMNERD H0E D AR cE 7,

IDRTARNKA Y MEROASA Z8ELET, Z0a~vy N, B4LT —F OiEEZ
L, RELTEX—DOXA TIZL > TUIRE LT — % OFEEDL UG L £ 7, CADOEHEIL,
CA DSREMEZ AT 59 A RIS FE CREER ZFEE L 2T IE R D WIEERH L7, Z0
a<r R&EAJTT ARIC CA DFFREITHEME L T IEEN,

crypto caenroll trustpoint

1 -

ciscoasa/contexta (config)# crypto ca enroll Main

ASADGFHEERZEE L T 14 (F 74/ F) LNICCADSIFAELZZITER S 20>
73 a0E, AFAEERDSEEESNET, ASAICL > T, SEAERALZETIETIH T LICEE
BREFERNEE SNET,

RIARNRAL L NOZREM R A A L4705 ASA DELSBEM KA L4 L —F LT85
(REEH R AL VAP TFOHELET) | BERERINET, ZOREEZMHRT I
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ATvT3

ATy T4

scep ERnTnxs H— oz [

L, BT meAEKT L, BEREEZ{T->THD, cyptocaenroll =2~ REFANLE
D

(G¥)  cryptocaenroll =~ REFITL72%, GEEZZETDRNCASARY 77— &
7=8%a 1. cryptocaenroll =2 REZHATI LT, CAEBHEEITHEEL TSN,
ASAIZFATENTFEAEDFEME R 7 2 FARA » PO CAGEFEELZF R LT, BT mE AR
L7 Z &2t L ET,
show crypto ca certificate

1 -

ciscoasa/contexta (config)# show crypto ca certificate Main

EfFar 74 X2l —Ta A RELET,

write memory

1 -

ciscoasa/contexta (config)# write memory

SCEP ZXRD T AF¥L HR— FDEERE

ATy T

ATy T2

Y= =T A DCAZMEM LTIV E—FNT 78RO FARA 2 FEFFET 5 X 912 ASA
ARET DI, ROFIEZFEITLET,

FIE
cNoxv Zv—"7ipsec @by 7 4 ¥ab— g B— RERKLET,

tunnel-group name ipsec-attributes

&1

ciscoasa(config)# tunnel-group remotegrp ipsec-attributes

24T b REA X =TT LET,
crypto ikev2 enable outside client-services port portnumber

&1

ciscoasa(config-tunnel-ipsec)# crypto ikev2 enable outside client-services

T 7 x IV b OR— FFEIL 443 T,
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ATvT3

ATy T4

ATy TH

ATvT6

ATy FT17

GE) ZDa<wr R, IKEV2 VR — T A5EEICDOHNLETY,

ho g F—7 general B 7 4 X2l —var == REBBLET,
tunnel-group name gener al-attributes

1 -

ciscoasa(config)# tunnel-group 209.165.200.225 general-attributes

kv T)V—"T7"D SCEP Bk A 12— 7 /M LET,
scep-enroliment enable

1 -

ciscoasa(config-tunnel-general)# scep-enrollment enable

INFO: 'authentication aaa certificate' must be configured to complete setup of this
option.

IN—T R v—@lar 7 F¥ab—rar = FEBLET,

group-policy name attributes

1 -

ciscoasa(config)# group-policy FirstGroup attributes

IN—7RY =MD SCEPCA 2% LET, Zoa~vr NI, =K =T 4 DT VXL
AEAEEZ Y R— 70— R =TI 1 RIAALET,

scep-forwar ding-url value URL
11 -

ciscoasa (config-group-policy)# scep-forwarding-url value http://ca.example.com:80/

URL I% CA ® SCEP URL T,

ZEAAEAY SCEP 7' 1 3 @ WebLaunch O ¥R — MIfEH T ARWEAIL., motvh o5
NRAT— R&EfFEHLET,

secondary-pre-fill-user name clientless hide use-common-password password

1 -

ciscoasa(config)# tunnel-group remotegrp webvpn-attributes
ciscoasa(config-tunnel-webvpn)# secondary-pre-fill-username clientless hide
use-common-password secret

SCEP u ¥ % ¥R — 43121, hidex—UV— FREHEHTAZLERH Y £,
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proangs 1 Jozess |

=& 2E, FERAEE., FNEERTAIZ RARA P TIHMERATEEHA, TV RERA VU RS
FAERAENTEET 2 8E . AnyConnect 7 7 A 7 2 b X ASA ~D ke Wl L. & D% HHE L
THEAR Yy NT—=2 U Y —=Z2~DT 7B R E T 5 DAPAR Y O —IZHlET 5L HICLET,

AnyConnect 7 7 A4 7> N VPNt v a VOFEFIAN SN TWDLED VXY 2—W -4 %IEE
RICLET,

secondary-pre-fill-username ssl-client hide use-common-passwor d password

&1

ciscoasa (config-tunnel-webvpn)# secondary-pre-fill-username ssl-client hide
use-common-password secret

VRO Y U — 20 bk L7z ss-client % — U — RIZBMR7A < | IKEv2 £721L SSL 235
AnyConnect v ¥ g VA Y AR— M 510F, Zoa~vr Pl LET,

SCEP 7'm ¥ Z#KR— 422, hidex—UV— RZHT2ULERHY £7,
AEAEREH CE N E X IF e — A2 ELET,

secondary-user name-from-certificate {use-entire-name| use-script | {primary_attr [secondary-attr]} }
[no-certificate-fallback cisco-secure-desktop machine-unique-id]

1 -

ciscoasa (config-tunnel-webvpn)# secondary-username-from-certificate CN
no-certificate-fallback cisco-secure-desktop machine-unique-id

REDIRAER A TDREHE

B CXDHEAELRMESITDE, TAT T 4T 4 fEAEDRENL 72 EDERI I H A7 R0,
7 —h /)L CAFERESCa— FBLIEHEOMHN 2 EDO I BICEERREEITRZAD L OITRY
F9,

1R BRI

TYUANGEAEFRICHEZEL, BECEIEHEFELMLLET, MEXT —PHREIN TV
W CAREAEIZ, 9 XCTO VPN 71 k2L & webvpn THEA SN, T A MAA 2 M THEES
TATV MEAEEZRGET S L O ICRESNTWET, £z, FT A MFA k&I, HTTPS
P N7 e U S AT 8 2 MRGE L, smart-call-home FIEFA E A fREET 5. webvpn FERE
WL THH SN DEBRTE 2/EHEFEO LD Z & T,
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B sz
FIE
0—H)LCAEZRETDHE, VPN Z T4 T2 FH ASA O EA EHERETEX 5L 910k
DET, ZOFEERFZTEICEY, ASAIZCAICEHBINFE T, CAZRETHITIT. CAGH
F (B4—=) LTI,
RDZRY
SEHEOHERWIRICT 7 — FERET D0 T VAR EOEHER LT =4 — L
i‘a‘o

CA S[REAZE

ZDON—TT, CAFEAEZEHLET, KO ME Y7 TiE, FITTEDZ LIZHOWVWTHEAL
ij—o

CA H—/N\—EH

A—H—iIHENER
FFAEDO R T — X ZEEFETHI2IE, ROFNEEZFITLET,

FIE

AT w71 [Manage User Certificates] 31 C, 2 —H—L F7ILGEAEDO VY 7E B CTRIEDREAEZ
BIRL £,

AT T2 ROWTNIHDOL T g BFIR L £,
o 2—W—FERED T A4 T X A LMK T L725A. [Revoke] 27 UV v 7 L Ca—H—7
I AEHIBRLET, /-, =DV CAICLY, FEHET —Z X—2ANIZH D Z DFEH
EFBIZRO~—7 BT AL, HERASBBRICEF SN T, CRL 3HRITESNET,
o KEN UT-GEEA IR L C [Unrevoke] 27 UV v 7§25 &, ZOREHEICHOYT 7 AT
HEOCET, £, v—HILCAICKY ., FEAET — X _X—2ANITH D E DIEHE
\ZRENRBR O~ — 27 BT B, GERIZEOE R BB -k, B S 472 CRL
DEFITINET,

AT T3 BT LG [Applyl 227V v 7 LT, BHEERGFLET,

trustpool GEBAZE D EEN 1 U R— FDERE

A<—h 74 ATIL, SmartCallHome f > 7 7 A N7 7 F ¥y DNMEHEINET, ASAIT Ny
7 7'Z v > KC Smart Call Home E4 L AR — M &R ET D & 12, Call Home H—/N—GFHE %
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trustpool /K1) > —DRXT—4 AD KT .

AT LI CADFEFEA G N7 A MARA » A BEIICIER L E3, ASAIX, Y—/Y—FEH]
EORITHEENE L SNTHEIGEHEOREEZ YR — N5 X5 E LT, WAX~—
DAEEREOEFE 2T HLEIH Y A, CA YV —"—DHCBLEHENET SN
7285612, Smart Call Home 737 7 7 ¢ 7 724REEZHERF TE 5 K 512, EHIFZ trustpool /32
R oOFEFHZHEBETEET, ZOMEII~LT 20732 VEBTIIFR— SR EEA,

trustpool DFEMIE N KL A2 HENIIZA VAR — F 3 51001%, ASARARU RALOF T ra—RE
A VHR—= MIEMT 5 URL 2 ET 24 ERHY 3, ROa~vr FEANTH L, 77+
/U@ CiscoURL &7 7 4V N DR (22 Bifi]) ZEH LT, BH —EOMRTA v AR—
WEITSNET,

ciscoasa (config-ca-trustpool)# auto-import-url Default

Fl, Woa~xy FEfALT, #AZ LA URLICEDHE A VAR — FaAf R—T /LI TEE
D

ciscoasa(config-ca-trustpool) # auto-import url http://www.thawte.com

T 7 = BE I FEOMOEE D LV R A Y o r— RERETEDHLH1I2T 5
Wit oa~<r FEAN LT, BAZLERIICE DA v R— e A R2—7 VI LET,

ciscoasa (config-ca-trustpool)# auto-import time 23:23:23

B AH N URL & AKX AEM O FIZL D HEA VAR — FEFRET DL, kOoa<wr R
ERTA%ERH D £,

ciscoasa(config-ca-trustpool)# auto-import time 23:23:23 url http://www.thawte.com

trustpool AR VU 2 —D AT —H ADFKIR

trustpool N U > —DEUED AT —H A% RKRT HITIE, ROa~vy REFEHLET,

show crypto ca trustpool policy
ZOawy RIFKRO L) RiEREZELET,

0 trustpool certificates installed
Trustpool auto renewal statistics:
State: Not in progress
Last import result: Not attempted N/A
Current Jitter: O

Trustpool auto import statistics:
Last import result: N/A
Next schedule import at 22:00:00 Tues Jul 21 2015

Trustpool Policy

Trustpool revocation checking is disabled.

CRL cache time: 60 seconds

CRL next update field: required and enforced

Auto import of trustpool is enabled

Automatic import URL: http://www.cisco.com/security/pki/trs/ios core.p7b
Download time: 22:00:00

Policy Overrides:
None configured
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trustpool R U > —% T 7 /L MREBICY &y R T 5121, koa~vr REfHLET,

clear configure crypto ca trustpool

oA RAA L NEREO BB AR MEF 7 44 hTATIERDOT, RO a7 Rl
ML THKREEZT 4 E—7I2LE T,

SIPEDEMHRT 5— FDOBRE (D FIHEET= (3 CA

sEBAE F)

ASA T, FT A BFKRA L PO CAFFHER L OVID GEHEIC DWW TCAHSIHIR 224K T & 12 1
BT =7 LET, EAZEOFIHBRRE L RKETIDEHEE, syslogT 77— b & LTHRIT
SNFET,

V=AU ABLIOY IR LERARET H-DICCLIN SN ET, 7410 Tk, U~
A U FIIADWIRO 60 BRI SN, 7THZ IRV IEESNET, kKOoa~<wr REEAL
T, DT 77— bR EEEINIADHBRETOIELEZRE L., U ~A U IHREE I DM
EERELET,

[no] crypto ca alerts expiration [begin <days before expiration>] [repeat <days>]

7T — FOREICERRR L ARHMBROERIOBEITY ~ A B3R EE SN ET, KO show
avy Récdear 2~ FHEBEMENTWET,

clear conf crypto ca alerts
show run crypto ca alerts

FEH)~A ANz, a7 4 X a2 b—3 g VIHIBRNINZGEHENR Lo T 5E. £
DOFEAZELZFH T L0, FREFHIRTLIZLET, 2074 Fa2b—va UV 2EETLHEOIZ
syslog 238 H 1 [FIAERR S AVE T,

T & 20X, BRHHIRT 7 — 3 60 HIZBAS L, TDO% 6 HZ LIZH0 KT X9 ICERES
TWb ELET, ASANR 40 BIZHES SN E, 77— MNIZORIZERFESN, ROT 77—
MI36 HEIZEGESNET,

)

GE) HAHIEF o 27X, TR N P LOHEAETCIIETINEFA, B—HLCA T

A BRA 2 M ARHIRT = 7 DEHEDO N T A RRA > e LTHHbRLET,

TORIGEREDE=2) VYT

FUOHNGFRAEAT —ZAOF=FZY IOV TE, kOavwy REBRBL TN,
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« show crypto ca server

Toa<wyRE, a—HLCADIAL T 4 X2l —a b AT —HARHFHRLET,

show crypto ca server cert-db
Zoavwy RiE, B—AVCAILL > TRITEN 22—V —fEEL R R LET,
show crypto ca server certificate

Zoa<wr R, Y —/Lilbase 64 BT —H )L CAFEIAEALZFR L, fEHATRE:
e, T 3,4 A~ A iR — MRFIZH LW REAEORGEIZE > 72D — L4 —
NR—FEHEOY LT Y » " EEgGhra— LA — N—iEHEOEREFERLET,

show crypto ca server crl

Zoawr RNiE, CRLEZFRRLET,

show crypto ca server user-db

Zoavy NI, a—YP—Lba—HP—DAT—FRERRLET, ZOHRITKDOESH T
AL T, FRSINDVa—FEEHL T ENTEET,

s allowed : BIEBRENFFA SN TCND2—YF—7EF 2R R LET,

s enrolled : Bk I iL, AARANELFFOL—YF—EF 2 RRLET,

« expired : #[fi T2 > LREE L FFO2—F -7 2R R LET,

«on-hold : FERAE AR/ THBUERENTF AT SN TRV —HF =T 2 RRLET,

show crypto ca server user-db allowed

Zoavwy NiE, BERTEL2—Y—2ERRLET,

show crypto ca server user-db enrolled

Zoavwy ML, ARGEAE LR OREE A —F 2R R L ET,

show crypto ca server user-db expired

Zoa~y N, BT LR EE RO —F—2 KRR L ET,

show crypto ca server user-db on-hold

Zoavy R, GEREN R BEBFTFR IS T —F—%2 R R LET,
show crypto key name of key

Zoavy RiE, AL — RTEFRRLET,

show running-config

Zoa<wr Rt e—HV CAGEHE~ Y S L— L EFRLET,

51
wOFITIE, LA RSA F—%2F R LET,

Foanisz ]
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ciscoasa/contexta (config)# show crypto key mypubkey rsa
Key pair was generated at: 16:39:47 central Feb 10 2010
Key name: <Default-RSA-Key>

Usage: General Purpose Key

Modulus Size (bits): 2048

Storage: config

Key Data:

30820122 30040609 2a864886 £70d40101 01050003 82010£00 3082010a 02820101
00ea2c38 df9c606e ddb7b08a e8blala8 65592d85 071lcac5 fceddeel £fad494297
525fffc0 90daBadc e696edde 0646c661 48b3602a 960d7a3a 52daelda 5£983603
elf33e40 abce04f5 9a812894 b0fe0403 f8d7e05e aea79603 2dcd56cc 01261b3e
93bff98f df422fbl 2066bfad 2ff5d2a4 36b3bldb edaebfl6 973b2bd7 248e4dd2
071a978c 6e81£f073 0cd4cd57b db6d9f40 69dc2149 e755fb0f 590f2da8 b620efeb
da6e8fab5 411a841f e72bb8ea cfdbdb79 f4e57£f£f3 a%940ce3b 4a2c7052 56cldl7b
af8fe2e2 e58718c6 edldalf0 1c6f36eb 79eblaeb £098b5c4 79e07658 a52d8c7a
S5lceabfb £8ade096 7217cf2d 3728077e 89441d89 9bf5£875 c8d2db39 c858bb7a
7d020301 0001

Wiz, a—HI)L CACRL ZHE T 542 R~LET,

ciscoasa(config) # show crypto ca server crl
Certificate Revocation List:
Issuer: cn=xx5520-1-3-2007-1
This Update: 13:32:53 UTC Jan 4 2010
Next Update: 13:32:53 UTC Feb 3 2010
Number of CRL entries: 2
CRL size: 270 bytes
Revoked Certificates:
Serial Number: Ox6f
Revocation Date: 12:30:01 UTC Jan 4 2010
Serial Number: 0x47
Revocation Date: 13:32:48 UTC Jan 4 2010

Wz, 1 NORET D a—HF =2 RRZT L0257 LET,

ciscoasa(config) # show crypto ca server user-db on-hold
username: wilmalOl

email: <None>

dn: <None>

allowed: <not allowed>

notified: O

ciscoasa(config) #

RIZ. showrunning-config =~ ROl R LE9, ZOHNIZIE, = —A/VCA
AEAE~ 7 L= L RFIREN T E T,

crypto ca certificate map 1
issuer-name co asc
subject-name attr ou eq Engineering
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7.0(1)

TV HIVAEAE (CA FEAZE, 1D FEH
FE BLO=— FELAFEIEERY)
1. REEADOT 21D 2t L £
T, T UHINGEREICIE, £AEi. vV
TN, =t $, E72EP TR
VAR E =W —F i IT (M A%
WAT D EHRAEENE T, CAIL,
AR T4 ) L TEORGEE MRS
THIET, TS AEF2—FD
TAT T AT A &RGET D, [GHET
X DB TT, CAX., AfF—F7=
IIREX — OB LEER L CTEXa
V7 4 B RFET 5 PKI 2T F A b
T, TUZNGEHEELRITLET,

RIEW]EAE B

7.2(1)

WDa<wry Re8EALEL,

issuer-nameDN-string, revocation-check
crl none, revocation-check crl,
revocation-check none,

crl {required | optional | nocheck} ==~
VRPIEHERRIC 0 F LT,
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8.0(2)

Roa~vr FeHALE L,

cdp-url, cryptocaserver, cryptoca
server crlissue, cryptocaserver revoke
cert-serial-no, cryptocaserver unrevoke
cert-serial-no, crypto ca server user-db
add user [dn dn] [email e-mail-address].
crypto caserver user-db allow {username
| all-unenrolled | all-certholder s}
[display-otp] [email-otp] [replace-otp].
crypto ca server user-db email-otp
{username | all-unenrolled |

all-certholders}., crypto ca server

user-db remove username, crypto ca
server user-db show-otp {username |

all-certholders| all-unenrolled}. crypto
caserver user-db write, [no] database
path mount-name directory-path, debug
crypto caserver [level], lifetime
{ca-certificate| certificate| crl} time, no
shutdown, otp expiration timeout,
renewal-reminder time, show crypto ca
server, show crypto ca server cert-db
[user username | allowed | enrolled |
expired | on-hold] [serial
certificate-serial-number], show crypto
caserver certificate, show crypto ca
server crl, show crypto ca server
user-db [expired | allowed | on-hold |
enrolled]. show crypto key name of
key. show running-config, shutdown
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8.4(1)

P— K X—F  CANDDT 31 RFE
BEALZ IR TE DHEEZEAL
F L7,

Roa~r FeHALE L,

crypto ikev2 enable outside
client-services port portnumber
scep-enrollment enable,
scep-forwarding-url value URL .
secondary-pre-fill-username clientless
hide use-common-passwor d password,
secondary-pre-fill-username ssl-client
hide use-common-password password,
secondary-user name-from-certificate
{use-entire-name| use-script |
{primary_attr [secondary-attr]}}
[no-certificate-fallback

cisco-secur e-desktop
machine-unique-id],

Z 1D

9.6(2)

TLS 7 7 A 7 ¥ NMLERIX, RFC6125 D
v varellERINDLT——ID
DORGFENL— NV E R — T 5 X 9T/
D FE L7, IDHERILsyslog h—/N—&
A<w— bk T4V AP ——=~DTLS
BEfgi O PKIFERR T AT DN E T, #R
SNEIDBFEESNLY 77 LR
ID & —ELRWGHE, St i, T
FHA,

WD a~y RPBMELIFELEINE
L7z, crypto careference-identity,

logging host, call home profile
destination address

Foanisz ]



B ivzes=oRE

FoaLiEng |

IS5y rTr—LY -2

B

T —#H )L CA P —r3—

9.12(1)

ASA DR FQDN %3 5 1%
0 IZERE T RE 72 B dk F URL @ FQDN
ZAERT D720, BT LWCLLA 7Y =
UREAINE LT, ZOHLWATS
v 3 &, crypto caserver @ smpt E—
RZiBEMEnE7,

We deprecated Local CA Server and will
be removing in a later release—When ASA
is configured as local CA server, it is
enabled to issue digital certificates, publish
Certificate Revocation Lists (CRLs), and
securely revoke issued certificates. Z D1
EIZ I < 72> 72728, crypto ca server
avy RFBELESNTWET,

o —7% /L CA P —/3—

9.13(1)

2 —71 )L CA $— N —DH R — K3
EnELE, Lza->T, cyptoca
server aw 2 REZDOV T a<wr R
HIFrE I CWET,

cryptocaserver 2~ REZDFRT
DY T o< FRHIBRISNE L,

CRLSEIRA v b o~ ROEE

9.13(1)

AHXT 427 CDPURL 27 4 ¥ =
L—ya v a<wy RABHIFRE AL, match
certificate =~ NIZBITLF LT=,
FH/AERSNIza~vy R
crypto-ca-trustpoint crl & crl url 13%
DOftDOBRE = ¥ v 7 THIBR S 41,
match-certificate override-cdp 73 A &
nE Lz,

CRL ¥ % v =% A XDILIE

9.13(1)

KB CRL ¥ 7 > — RO KM%
<z, F v v v ath A A&tk
L. £72. f@%o CRLINOZ > kU
BOHRZT Y BrE £ L,

cNF AT HRARNT-FOY
A, arTXFA NI LEDOAECRL
X v ot XN 16 MBIZHEIN
LE L7,

TN AT HRARE— RO
&, BRI CRL ¥ v 2 A
AHY128 MBIZHIIN L & L 7=,
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