FRAERS T a—Fa 5

ZOETIE, ASADNTF TNy a—T 4 7 HEE BRSO T A N FIEIZOW TR L E
7
e A F—T ) NAT— K& Telnet X2 T — ROE[E (1 ~<—3)
e TRy T A=V DFR (T4—=)
«RTy h XY TTFy (8§—)
VT yva BUTDFER (15 8—)
a7 XTI DOFER (158—)
«CPUEHRLE LAR—F (15%—=)
cHEDT AL (20 X—)
cBEiDTE=H ) T (34 X—)
T ANBIRNN T TNy a—T 4 T OERE  (352—)

A F2—TILINAT— K & Telnet /SN XA J— KD [EIE

ASAv 5 L TOVISA 3000 EF LTI, £ R—TF N RAT— RE7-1E Telnet RA U — K& B
AlZEfETEET, FEIZX. TAARAEAL AL TR2YVE4, CLIZFEHALTEZ RV %
FITTHMLENDY 97,

)

Gx) FOMDT T v b7 A —LTIE, NATV— RFEENZHAICEETH Z S TEERA,
TG OT 7 4V MREIZRT Z EITFRET, NATY— &7 740 MZUky b
T& £, Firepower 4100/9300 M¥541%,  [FXOS configuration guidel] # &M L T 72 &
VY, Firepower 1000 35 002100 D& 1%,  [FXOS troubleshooting guide] # &ML TL 72
W,

ASA 5500-X TD/\RXJ— FD[EE

ZDOFNEIL. ASA 5525-X. 5545-X. 5555-X TIEITTXFE,
ASA D/XAY — REBIET HI21E, ROFIREZZEITLET,

TFAMERST TN a—TFaT .


https://www.cisco.com/c/en/us/support/security/firepower-9000-series/products-installation-and-configuration-guides-list.html
https://www.cisco.com/c/en/us/td/docs/security/asa/fxos/troubleshoot/asa-fxos-troubleshoot.html
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B ssassoxcoizo—romsE

&M
ATvT2
AFvT3

ATv74

ATy TH

2Ty T6
ATy T17

ATvT8

ATvT9
ATy 710

ATvINn

FIE

ASA D= Y —)L R— MTEE L 7,

ASA DERAZY)>THE, BOERELA I LET,

2B — T v 7%, ROMMONE— RIZAD L) Ic7 v 7 FdRRENTH, Escaped —%
L ET,

AT 4 X2 —vay VYRAEET v 7T — A, ROavw s REANLET,

rommon #1> confreg 0x41
Update Config Register (0x41) in NVRAM...

AZ—=R T v ar7Z 4 Xalb—a 2B ET5L9I12 ASA ZRET HITIE, kOa~v v
KEAJTTLET,

rommon #1> confreg

ASAICE S THED 2L 7 4 X2l —a DUV IPAXENRFRIN., FNEEETIHINEH
MRFRSNET,

Current Configuration Register: 0x00000041
Configuration Summary:

boot default image from Flash

ignore system configuration

Do you wish to change this configuration? y/n [n]: y

BCEETELLIIC, BEO a2 74 Fab—va O LV RAXEETLHLET,
EAEERETHHSIT. 7o ML TY 2AHLET,

ASAICE ST, BILWMED AN ZRD LT 7 IRERRENET,

[disable system configuration?| DIEZRE ., T X TOREIZDOWVWTT 7 4/V MEZZITANLE
—é—O

Tuar7 M LT, Y ZANLET,

WDa<wy REAHLT, ASAZVa—RLET,

rommon #2> boot

Launching BootLoader...

Boot configuration file contains 1 entry.

Loading disk0:/asa800-226-k8.bin... Booting...Loading...

ASAIE, AX— T w7 a7 4 FXal—arofbVIZTF 7+ hary7 4F¥al—i 3
\/%DP‘ ]\\‘[/gi—g_o

WDa<wr KE AL T, i EXECE— RIZT7 7 EBAXALET,

. TFAMERST TN a—TFaT
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AT T12

ATy 713

ATv 714

ATy T 15

ATy 716

ATV T

ASA5506-X, ASA5508-X. ASA5516-X. 35 UFISA3000 TM/YRXT— FDEE .

ciscoasa# enable
NRAT—=ROANZRO L=, Enter F—%2 L £,
INAT— RIZZEATY,

WDa<w FEANLT, AA— Ty Far7 s Fal—arczue—RFLET,

ciscoasa# copy startup-config running-config

WKDOa<w  REANLT, Fa—)L a7 4Xal— gy B—RNIT77E8ALET,

ciscoasa# configure terminal

WKDa<wy REAALT, 74NV a7 4FXFal—3 g r TREIIEUTRAT — RE2E
HLET,

ciscoasa (config) # password password
ciscoasa (config) # enable password password
ciscoasa(config) # username name password password

WKoa<wy REANLT, 740k ar74F¥al—var%un—RFLET,

ciscoasa(config) # no config-register

FTI7FN N AT 4 X2l =g DLV RAAEITOxI T, 2T 4 Fal—ar LY
ZHDEHMZONTIE, a2 RV 77 L Z2E2BRLTLIEEN,

WDa< FEASILT, HTLWRRAY—REAZ— T v 7 ary74Xalb—a URF
L/i‘g—o

ciscoasa(config) # copy running-config startup-config

ASA 5506-X. ASA5508-X. ASA5516-X. £ KU ISA3000 TOH/ART—

D [El1E

ASA 5506-X, ASA 5508-X, ASA 5516-X, 35X TFISA 3000 D/82 T — ROEIEICIE, ROF
N2 AT L £,

FRARERS TNV a—F Y .-


http://www.cisco.com/en/US/products/ps6120/prod_command_reference_list.html
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. ASA 5506-X. ASA5508-X. ASA5516-X. 35 & UFISA3000 TM/IRT— FDEIE

&M
ATvT2
AFvT3

ATv74

ATy Th

ATvT6

ATy T1

ATvT8

FIE

ASA D= Y —)L R— MTEE L 7,

ASA DERZG > THr 6, BOERE A ICLET,

2B — T v 7%, ROMMONE— RIZAD L) Ic7 v 7 FdRRENTH, Escaped —%
HLET,

AT 4K a2l —vay VORMEET v T T — N T AR, kOavr REANLET,

rommon #1> confreg 0x41

You must reset or power cycle for new config to take effect

ASATEIED Y 7 4 X2l —vay LYVRKEEHRA T a0 A NREREINET,
HBTHEIETEXA LI, BIfEDa Ly 7 4 X2l —2a DL AR ERXTRELET,

Configuration Register: 0x00000041

Configuration Summary

] password recovery

display break prompt

ignore system configuration

auto-boot image in disks

console baud: 9600

oot: ...... auto-boot index 1 image in disks

onf
[ O
[ 1]
[ 2]
[ 31
[ 1
b

WDa<wr KEANHLT, ASA2Vua—RNLET,

rommon #2> boot
Launching BootLoader...
Boot configuration file contains 1 entry.

Loading disk0:/asa932-226-k8.bin... Booting...Loading...

ASAlX, A=K7 v a7 4FXal—arofbicTF 7/ hary7 X2l — g
vET—RLET,

WDa<r RuE AN LT, ¥l EXECE— RIZT7 7B AL ET,

ciscoasa# enable

INRAT—RKDANZRD NS, Enter F—%2 L £,
INAY— RiZZEHTY,

WDa<vwy REANLT, AA— Ty F a7 Fal—arkzue—RFLET,

ciscoasa# copy startup-config running-config

. TFAMERST TN a—TFaT
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ATvT9

ATv 710

ATvIN

AT T12

AsAv /32 7— REflaA A —soEE [

WKDOa<w  REANLT, Fa—)L a7 4Xal—y gy B—RNIT7E8ALET,

ciscoasa# configure terminal

KDa<wy REAALT, 74NV a7 4FXal—3 g r TREIZEUTRAT— RE2E
HLET,

ciscoasa (config) # password password
ciscoasa (config) # enable password password
ciscoasa(config) # username name password password

Koa<wr REANLT, 740k a7 4 Xal—arvika—RLET,

ciscoasa(config) # no config-register

FTIFNE AT 4 K2l —a DU AZHEIZOXI T, a7 4 Fal— g LY
AL DFMZHONWTE, I~ RV 77 LR LTLEEN,

WDa<y REASILT, HTLWRRAY—REAZ— T v 7 ary7 4Xalb—a VRF
]\/iﬁ—o

ciscoasa(config) # copy running-config startup-config

ASAv D/NRX T — FFE=IZA4 A —DREIE

&

ATvT2

ATvT3

ASAV D/NAY — RETFIA A=V & EET5I21E, ROFIRZFETLET,

FIE

FATar 74X al—va B ASAVONRY I T v T Ty A Ml ab—LET,
copy running-config filename

1 -

ciscoasa# copy running-config backup.cfg

ASAv % FLE) L F 7,
reload

[GNUGRUB] A == —nb, FRAIZML, 32T FaL—2a3rxzA—FRLEWSTT V=
> C <filename> ##IN L, Enter ¥—ZH L ET, 77 A 41X, ASAV DT 7 4/ hDT —

FRARERS TNV a—F Y .“


http://www.cisco.com/en/US/products/ps6120/prod_command_reference_list.html
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B Asa =75 15A3000 A — K 2 7 052 T— FEEOEMIE

FARA—=DT 7 ANLTT, TIANV DT — kA A=, falback =2~ Rick>TH
T — FENDZ EIEHY FHA, FOHk, BIRLIZT—h A A=V —FLET,

GNU GRUB version 2.0(12)4
bootflash:/asal00123-20-smp-k8.bin
bootflash: /asal00123-20-smp-k8.bin with no configuration load

&1

GNU GRUB version 2.0(12)4
bootflash: /asal00123-20-smp-k8.bin with no configuration load

ATFYTE FfTar 74 Xal—va iy s 7y arg s Xal—ary 774 VEar—LE
D
copy filename running-config

1 -

ciscoasa (config)# copy backup.cfg running-config

RT9TE NRT—RDY & h,
enable passwor d password

1 -

ciscoasa(config)# enable password ciscol23

ATYT6 HLORELZRTFLET,
write memory

B -

ciscoasa(config)# write memory

ASA £7-(ZISA3000 /\— K9 T 7 D/NAJ— KEIEDEZHL
Y

(¥)  ASAv, Firepower E7 /L TC/HRAT—REEEZT 4 B—T7/WIZTHZ LiIFTEEHA,

MEFRD N — W —N 27— RAE A H = AL ZHH LT ASA ZfERICE 52 &R0
Lo, AU —FREEEZT 4 B—7 T BT, WOFEEFEITLET,

. TFAMERST TN a—TFaT
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Fivy rve—voxr |

1R BHHIIZ

ASA C. noservicepassword-recovery =~ > K& 9% & ROMMON E— RIZ A>T, 23
TAX 2L —va OEEEBSZENTEET, ROMMONE— RIZAS &, ASATIE, T
RCDTTvva T7AN VAT LAOWEEERDDL Ty 7 ERFRENET, ROICTHE
ZFITL7VE . ROMMON E— RZBBTEEHA, 77 vva 774V VAT AEEE
L7aWEgA, ASA XY rn— & Ed, /2 Y — KAl X ROMMON £ — ROff f & BEFED
AT A4 Falb—Ta VORFFIEFEL TS DT, ZOEEIZEL ST, NAY— RDEIEN
TERRVET, 72720, NRAT—=REZEETERTDH2LT, RERa—F—nar
T4 X2l —varEFRRLEY, JIONRRAT— REFALIZDTDHZ EnRR0ET, =
DA, VAT LEEMERRERRREIZEIE T 212F, FILWA A=V E Ry I T v T a7y
Xal—vary7ryA4L (ARTELHE) 2u—KLET,

servicepassword-recovery 2~ R, 2> 7 4 Falb—Taly 7AW@ E LTOH
FRENFT, CLIZur 7 MIxtLCTavr REANT S L FEFENVRAMIIZRITES N E
T, REAXLHETHME—DHEZ, CLIZn A Cavry FEANTH2ETEH, Zoaw
VROBRRAENR=Va o THHa 7 4 X2l —YarEun—RLTh, REFLEFEEINEE
ho (RAT— REEOHEFERET) AX— T v THRHIAX — T v 7 a7 4 Fab—
Va v EEGT L X0 ASARRESN TV EHAI AT = REEET 4 E—7 T 5D L,
WEEBVAEZ— Ty a7 Fal—ardzn—R1T5K910 ASA DRENLEHE S
NET, 7o— A —R_—ZFHL, A¥—F T v 7 ar74X¥al—var ZBHT5L9
\ZAH VN HEERRE SN TV DAL, noservicepassword-recovery 2 > K TA X L3
AHEBIER L2 X, 2074 F2b—ar LYAFICELEERNMZONET,

F|i§
NAT— RKEEZT 4 B—7 2 LET,

No service passwor d-recovery

&1

ciscoasa (config)# no service password-recovery

TINYG AyvE—DFRR

TNy THINECPU 7B ATER T ITA AV T 4 BNE DB THENTWDED, T3y 7
EITHDEVAT APMEATERLIRDZZENHVET, DD, FEOHKBED 7 7Ly a—
T4 T EITIEHERR, CiscoTAC LD T TNy a—T 407y arORIZRY debug
avy REFEALTLZIN, EBIT, Xy hT—7 8T 7 4 v 7 Ea—F R 72
\Zdebug 2~ REHEMTHZL2BEO LET, TRy 7220k ) REREICITY &

debug =2~ > RALEED A —/X—~y ROMENNZ X 0 2 2T 5O RN K S alREME A D 7

TFAMERST TN a—TFaT .
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. Nry b FvTFv

KBRVFET, TRV T Ave—VEANTHITIE, 2~ KU 77 L AD debug 2~
RESM LTI EE,

Ty b Xy TFv

Ry MX Y TF XL, BRORMED NI TN a—TF 4 VT ETRIIRERT VT AT 4 D
T X VT ETI) EENWRNDZERHVET, Xy h X F vy = REHHTS
WalE, CiscoTACIZHEHETHZ L 2B LET,

NTY XY TFNYOHAFSA4 Y

AVTXFRME—F

s AT RANNOY FALHIAY 7 TR T F R ERETEET, ZORE, DI T
ALY 7 TEEFEEND 2T FA MIBE#EMGTF O T0D Yy MEFRF v 7
Fr INET,

VLAN ZEICRETE DX ¥ 7 F ¥ 1 97213 TF, HA VLAN OO a7 2 |
THFY 7Ty 2RE LSRR, RERICRELLT Y 7 Fy ETBAERShET,

WBICRELT (T7T747) 27 F Y ZHIBRLESGEIL, Bloa 73 2 FTHAGZ
RELEF Y TF YN oTCh, 77T 47 WRDXIYTFXIEHVERFA, v 7T v
BT TT 47T AL, Fr 7T Fr2HBRLGEMUETYLERS Y £,

XY T TFYEHRELIA I =T oA RIEETHTXITCORN T T4 v I RF ¥ T TF ¥ S
NET, 2L, 34 VLAN Lo a s FF A h~D T 7 4 v 7 b EENET,

L7=RoT, BDHVLAND IV THFARNATOXY T T v oA X—T NI Lz & &IT,

ZOVLAN A2 T XA B CHHEAEINLIHEIE, 20T FAMA LIV THFALB
DWFDOANNT 7 4 v I R¥ry T FryIsnnEd,

HONT 742 DGEIE. 772747 %7 Fv0OH2aTXAND NI T 40077
FRF Y T F v SNFET, ME—OFISNE, ICMPHRAEZL A X —T7 M L7 (L7zid> T,
ICMP h7 7 4 w7 ODF vy a yREsd/ A Z2\0) HBAETT, ZO%A1E, 4 VLAN
DFTRTOaALrTHFARNTANEHADICMP " T 7 4 v 7 RFv TF ¥ ENET,

ZTOMDAA FS14 >
« ASA WARERTERD TCP ~v ¥ —% >34 v F %5 L. ASP 7?8 invalid-tcp-hdr-length
Thoren) Ry 7HBATEDO Ty N Ruey 7T 555, 07y NaesE Lk
A B —T A A LD showcapture 2~ > R DX, D7y hEFERLEEA,

*IP NI 74w 7Ry 7T XY TEET, ARPLREDIIP N7y MIF¥ 7T ¥ TX
FH A,

s A TAVSGT X Tfr&E Ry hOGE, ¥ 7 F ¥ E3NTry MZEENTWSIA
AMCMD ~v X —% . PCAP B a— T W8 LW 2 2 nb Y £9,

. TFAMERST TN a—TFaT
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Nry bOF v TFv .

cNT Y RXX T T I, VAT LAEETT L, A VAT T a DTS
FHAIND /7w b NAT, TCPOIERL, 737 v FONEZFEES 5 F DM OEREN G
FNET,

o T NRANIFASINTAAE N v OFEMO N L—R (X, T—F XA TOYE T v
DR Z FHEIZKM L TWERA, ZOEWI, Y7 b7 =T g 0, k., BIO
FHASNTAAE N FOZ A T L > TR 9, BEONE U DK & 72 5 FTREMED
HHER OB EE IR LET,
c[FAUARAMIKLT2OLLEDNAT 27— h A2 NBMEET 5,

cHEEIDIESF M E W HFmo 7 e —T7a ha LRy ® s (EHmO7 2 —3 UDP £7-
X TCP T, WiHMDO 72 —NICMP ThEEERE) .

e ICMP =5 —A VAR g UBNENC > T b,

INTY RDX N TF ¥
Ny My 7F v 3 5120%, ROFNEEZFEITLET,

FIE

ATYT1 Ry h A=y 74 TBLOR Yy NT—JBEOYY 3T D707y b % 7T v i
EEA FX—7 M LET,
capture capture_name [type {asp-drop [all | drop-code] | tIs-proxy | raw-data | isakmp [ikevl | ikev2]
|inline-tag [tag] | webvpn user webvpn-user } | [access-list access list_name] {interface {interface_name
| asa_dataplane| asa_mgmt_plane| cplane} } [buffer buf_size] [ethernet-type type] [reeinject-hide]
[packet-length bytes ] [circular-buffer] [trace [trace-count number]] [real-time [dump]
[detail]] [file-size ] [headers-only ] [match protocol {host source-ip | source-ip mask | any | any4lany6}
[operator src_port] {host dest_ip |dest_ip mask | any | any4|any6} [operator dest_port]]

B -

ciscoasa# capture captest interface inside

XX TFXTHTRTCONT Y bOA L E—T =2 A AEBRETHMLERH Y £4, EHOZA
TDRNTT 47 EF YT F T DI, HED capture A7 — kA b ClA U capture_name
EHERALET,

typeasp-dropF— U — RiL, @d#HEx a7 4 XA TRy SINH 37y Maedy 7F v L
FT, VTAZTIE, ey rEhlk, 2=y MUDIRET —% X7y b ¥ ¥ 7F vy IhE
T, vAF aArTHFARNET—RTEH, ZOF 7T a VBV RAT AFETAR—ATRITEND
L. I RTO Ry SN T =2 Ty MRy FFyanEkd, ZoF7varpnars
FRANCTRITEINZEXIE, Ry &Ny —% "7y bDOH5L, ZOarTxXA MIET
HAVE =T A ADNBASTLDTET Ry 7 F vy SNET,

FRARERS TNV a—F Y .“
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typeraw-datax—" — Ri%, EE 7y FERENT Y FEXFY 7T LET, 20O
T 7 H N ETT,

inlinetagtag DX — 7 — R EBIBOXT X, FFEDSGTED ¥ 7 2 4{E LET, HHE LW
Bl [EED SGTEAFSZ V& ry Vaedy 7F v LET,

buffer ¥—7U— Rix, 7y NERTFETHDIHATINy 77 A XeERLET, 20O
WA RNy T 7 BN EWNIR D, Xy N XY 7P FridgEbLET, 7T AXNTHEH
INBEEE, 2Tz =y FHETZV OV A XTYT (Bax=y FOEETIEH Y THA) .
circular-buffer ¥—U— RZEETH L. Ny 77BN olEWToz L XIT, Ny 775k
B DIEIC EEEX ENET,

ethernet-type¥ — 7V — Rix, ¥¥ 7 F v T54—HVFxy NATERELET, VHA—FEh
HA =Yy b XA T, 8021Q. ARP, IP, IP6, LACP, PPPOED, PPPOES, RARP, ¥
FOWVLAN 2 ERH 0 £9°, 802.1Q ¥ A 7 & VLAN # A 7 TIEBIN B FAEL 7, 802.1Q ¥
ZIXHBRICA X vy 7S, BEIZIEINHA —V Ry b ZATBEHESNET, IPIXT 7+
VDA =Y Ry NFATTT,

interface ¥—U—Rix, X7y N XX T T E2MHHTEHIA o F—T = ADLHIZRELE
7,

T2 T L= LDy NeX X 7 F ¥ 3 5HI21E, asa_dataplane ¥ — U%F%ﬁﬁbif
BMEY 22— ARyl P L—r ETCH Y 7T vy SNy a7 0 VE BT 51T
ﬁuﬂ@@mﬁfVaV%@mb\:ﬂ%@ﬁ%F?%Vﬁﬁ“iToVVyW%%FTﬁ
Ny 7 FL—HA Ty ME, TZEBZAVZA RESARNALTEF Y T F v SnET, vILF
AT HRALE— RTIE, ST Y SOBRBY AT LFEITAN—ATHR v FF ¥ SNET,
T—2 Xy ME, AV TXFAR TRy T Fy INET,

XY FF v 77 ANDY A XERET HITIT, filesizex—UV—FEHEHLES, 77 ALY
4 X% 32 — 10000 MB T,

TR EEERVT Yy PO L2, L3, BEIO U~y XL EXy 7 F v T 25451
headersonly =~ > R&#EH L FE9,

match ¥ —7U— Kix, =& 72578 halBIOEEILELEIP T RLA, BLOA T Vg
VOR—=bEXY T LET, TOF—U—RNE 1200a~v FTCIERETHEHATEET,
anyx—U—RiX, IPv4 N7 7 4 v/ T xRy T Fry LET, anyd B L Wany6 ¥ —7V— K
EHERLT, —HTH5PVABLRIPV6 *y T —2 8T 7 4 v 7 ZERICF Y 7 F ¥ TEE
9, operator (ZIZIROWNTNNEIBETE ET,

It: Koy
gt: KO REW»

seq: HELW

EE.

R

real-timex—7V— REEETHE, v 7T Loy MR U THZ A LA CHEfE L TERS
nEJ,

reinject-hide & — 17 — P%?’“ETZD L HEASNEAY Yy MIxd vy T F Y EhERA, IR
X, 7T AR Y U BEEICOREA SN ET,

. TFAMERST TN a—TFaT
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ATy T2

ATvT3

ATvT4

ATy Th

ATvT6

Nry bOF v TFv .

GE) ACL O {LNGRE I N TWD A, accesslist =2~ Nidsk v 7 F v CldfEA T
F A, accessgroup 2v 2 ROAREFATEET, ZOHA, accesslit 2~ REff
HALE2 T —NRRIINET,

I IALHMY) 7 N T T 4y 7 EFY T T LET,

capturecapture_name{ type lacp interfaceinterface id [ buffer buf_size] [ packet-length bytes]
[circular-buffer] [real-time [dump] [detail ]

capture capture_nameinterface cluster [ buffer buf_size] [cp-cluster] [ ethernet-type type] [
packet-length bytes] [circular-buffer] [trace[ trace-count number]] [real-time [dump] [detail]] [trace]
[ match protocol { host source-ip | source-ip mask | any | any4jany6} [operator src_port] { host dest_ip
|dest_ip mask | any | any4|any6} [operator dest_port]]

&1

ciscoasa# capture ccl type lacp interface GigabitEthernet0/0
ciscoasa# capture ccl interface cluster match udp any eq 49495 any
ciscoasa# capture ccl interface cluster match udp any any eq 49495

RO2ODFETT FZALZGIEHY) 7 DT T 4w 7 Xy T F ¥ TExET, 77 AXHIEY
YIDTRTDONTI T4 v 72X T F¥3HIT0E, A F—7 A A4 cluster ¥—7 —
REMHHLET, cLACP X7 v hDOZZ X v 7F ¥+ 5iidtypelacp ZHFEL, A F—7 =
A AL TEBRLSIYHA L F—T =AM AID ZFRELET, 77 AZHMY 7 LD~y MT
I, arv b= FL—r Xy heF = FL—r Ry FO2FEEIHY . EHHh,
Rk SNTET—X b T 74w 7 b7 TAFLURA =V REENTWHET, IPT FL A~y
X —D TTL 74—V RiZ, ZO2F Dy MaERBITE D L) I 5 b SvET, 5k
ENTET = Ry MRy T F Yy INDEET, TR T DD TAZY T FL—
THX XY T Fx Ty AN ESET,

F—U— Nep-cluster (37 7 2 ZHlf|Y 7 (BLOT =4 FL—2 37y Rel) T3 b
=)L L= Ny NDOBEX Y T TF XY TCELLIIIRVE L, ZOF T avid, =
NF A THFANE—ROVATAT, ACLEZFEHL TR 7 4 v/ #RETERWVWEAIC
T HET,

I TABEEDNT y NeXx T TF X LET,
cluster exec capture capture_name arguments
Ny b Fy T Ty EEIELET,

no capture capture_name

UTIWNEA LNy hFY T FYyE2ETTHI20E. Cirl+cz AN LET, Fv 7 Fv2ase
WICHIBRT D1I21E, Zoa~r RonERXEHEHLET, VT XA 47 a0d, raw-data
Fr 7 FyBLWap-drop ¥ v 7 FrIicoHEH S ET,

Ny 7o/ 7y PEHIBEFICFI TN v b vy 7 F v 2215546

capture name stop

BEX Y 7Sy 2 bT 5546

FRARERS TNV a—F Y .-
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. Nry bOF v TFx

no capture namestop

ATF9 Tl I ITAZ 2=y FTKEMZRST Yy B FL—2X&X ¥y T F ¥ LET,
cluster exec capture_test persist

ATYT8 KRy b FL—RA&EZ VT LET,
cluster exec clear packet-trace

ATy T HEEhizIPsec Ny baeFdy FF v LET,
cluster exec capture_test include-decrypted

ATFYTN0 Xy TFF¥EIIVTLET,
clear capture capture_name

451
arvkaA—J)L FL—2 "5y b

ayha—L L= BETAHZTRTONAr Y MITILN 255 ICRESNTEY .,
R hEB 49495 N7 T AX Y v arv ha—L FL—r U oA B MOl
NET, ROFITIL, 7F7AFZY U TEED LACP ¥ % 7F ¥ 2/EkT 5 HEEZ L
ESc

ciscoasa# capture lacp type lacp interface GigabitEthernet0/0

ROBITIE, 7T ALV T V7 TORHANA Ny bOF X T F v 2EKT 50
LEaRLET,

ciscoasa# capture cp interface cluster match udp any eq 49495 any
ciscoasa# capture cp interface cluster match udp any any eq 49495

T—R TL—2 7y b

T—2 Ny MR, 1202=y "L illoa=y § (ZOEROFTAER) (JHik
ENDH Ty hE, JTAXLU Ave—UNEGEhEd, @EDOZ 7 A% LU B
A ot—U0%, TTL 28 254 ISR E SN TE Y . TTL 25 253 IR E I 7-Fhl 72 LU %
Ty ERHYET, ZORHZR LU Ty MITCP DA T, T4 VI ERFH LT

O—OHAHEEFR LGS0 RELET, T4 V27 XX CLU FULLT v 7’5 —
kX e L HIZERANT y MBS D@Liﬁ“ LU/\/T/ MZIE, jta)/\/f/ k
D L3/L4 ~y X —nEZIAENET, Tl ZAGE N CEAE 72 i A IR B D 6
ETHOEFERECEET, HEINDLT —H /\/7/ M. TTL 2% 4 K7l _Eﬁfféﬂi
T ROBITIE, 7 TAZHIHY 7 TT—H XAy hOF v 7T ¥ 21587 T 5
FEERLET, 7T AXMT—4 7 L—20 [flow logical update] A vt — %7
RCEY TF I 5HI10%, A—F 4193 Z2H L £7,

ciscoasa# access-list ccl extended permit udp any any eq 4193
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ciscoasa# access-list ccl extended permit udp any eq 4193 any
ciscoasa# capture dp interface cluster access-list ccl

NTY b X TFNYDRT

&

CLITXY Yy &Yy 7 F ¥ 2T 70T RICERLEZY, EEOY—R—=IX v T F v XU
O—RL7ZDTHZENRTEET,

FIE

CLI CxX ¥ VT ¥ 2FRTHIZIE

[cluster exec] show capture [capture_name] [ access-list access list name] [ count number] [decode]
[detail] [dump] [ packet-number number]

&1

ciscoasa# show capture capin

8 packets captured

1: 03:24:35.526812 192.168.10.10 > 203.0.113.3: icmp: echo request
2: 03:24:35.527224 203.0.113.3 > 192.168.10.10: icmp: echo reply
3: 03:24:35.528247 192.168.10.10 > 203.0.113.3: icmp: echo request
4: 03:24:35.528582 203.0.113.3 > 192.168.10.10: icmp: echo reply
5: 03:24:35.529345 192.168.10.10 > 203.0.113.3: icmp: echo request
6: 03:24:35.529681 203.0.113.3 > 192.168.10.10: icmp: echo reply
7: 03:24:57.440162 192.168.10.10 > 203.0.113.3: icmp: echo request
8: 03:24:57.440757 203.0.113.3 > 192.168.10.10: icmp: echo reply

accesslist ¥F—U— Ri%, BEDOTV7EAVARNIDDIP 74—V REFIZLEVEMDT 4 —
NV RIZESNT, X7y MCBETAERER R LET,

cluster exec ¥ — UV — R&fliH+ 5L, 25=2=> FTshowcapture 2~ RZFE{TL, Lo
TRTCO2=y N TEDO A~ RERFICETTEET,

count ¥ — 7 — Rix, EELT =¥ DOy NMiaRRLET,

decode ¥ — U — R, isakmp # A 7 OX ¥ T F ¥ BNA X —7 = A RTHWH SN DHGEITHE
SEHLET, UHOA L F—T A AEEBET D ISAKMP ¥ —# 1X, HELDOBZICTITH ¥
TFxEN, 74—V RETa— RLERIZZOMOERE L IR RENET, Ty FD
Fa—RNHDE, Xy hoTda haritloTRRY £9, @, Zoa~< Kid, ICMP,
UDP, BLOTCP 71 FaADIPF a— R&EHFHE— b LET, A= a29100) 05, 20
2= RIZGREBLOIPinIP D IP 72— K HAKR—FLET,

detail ¥— 7 — R, & X7y FOBMOTa Fa EREFRLET,

dump ¥—U—RiE, 7—% Vo 7RBATEIEINTAT Yy bO 16X T HFRRLET,

packet-number ¥ —U— R, {5E L7/ v hEBCTERERBLET,

ARTF9T2 7790 TRy b ¥y 7 F v 2Er-T 5120
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ATvT3

https.//ip_of asa/admin/capture/capture_name/pcap

pcap F— VU — K&HME9 5 &, showcapturecapture name =2~ > KH FJITH 295 A D Fx )
TRINET,

~NVF arTHRARN ET— RTE, VAT LFE[TAR—ATDH copy capture =~ > Rz ffi
T&EET,

Nry M XY T TFryET—A"—ilat—LET, ZOHFITIEFTP Z L% T,

[cluster exec] copy /pcap captur e [context-name/]capture_nameftp://username: password@server_ip/path

pcap F— VU — K&ZHMT 5 &, showcapturecapture name =2~ > K JJIZH %95 N D 20
KRINET,

GE) Ty by 7T E2T 4 AZIZa—FTB58IE. S¥ T T 77 A NVEAD 63 X
FUFTHDLILEZWHERLTLIEEN, 77 ANVAN 63 LFEBRDBE. N7y
Fvy 7F XTI LETH, T4 AT ~DF ¥ TF ¥y Db —3RBLET,

451

WROHIL, asp-drop ¥ A 7 DX v FF v 2 LET,

ciscoasa# capture asp-drop type asp-drop acl-drop
ciscoasa# show capture asp-drop

2 packets captured

10.94.0.51.15868: S
Drop-reason: (acl-drop)

1: 04:12:10.428093 192.168.10.10.34327 >
2669456341:2669456341(0) win 4128 <mss 536>
Flow is denied by configured rule

2: 04:12:12.427330 192.168.10.10.34327 >
2669456341:2669456341(0) win 4128 <mss 536>
Flow is denied by configured rule

2 packets shown

10.94.0.51.15868: S
Drop-reason: (acl-drop)

ciscoasa# show capture asp-drop
2 packets captured

10.94.0.51.15868: S
Drop-reason: (acl-drop)

1: 04:12:10.428093 192.168.10.10.34327 >
2669456341:2669456341(0) win 4128 <mss 536>
Flow is denied by configured rule

2: 04:12:12.427330 192.168.10.10.34327 >
2669456341:2669456341(0) win 4128 <mss 536>
Flow is denied by configured rule

2 packets shown

10.94.0.51.15868: S
Drop-reason: (acl-drop)

ROHENX., ethernet ¥ A 7 DX ¥ I F ¥ 2R LET,

ciscoasa# capture arp ethernet-type arp interface inside
ciscoasa# show cap arp

22 packets captured

. TFAMERST TN a—TFaT



| FRFERSTLVaA—Fay
159y gvIngw |

1: 05:32:52.119485 arp who-has 10.10.3.13 tell 10.10.3.12

2: 05:32:52.481862 arp who-has 192.168.10.123 tell 192.168.100.100
3: 05:32:52.481878 arp who-has 192.168.10.50 tell 192.168.100.10
4: 05:32:53.409723 arp who-has 10.106.44.135 tell 10.106.44.244

5: 05:32:53.772085 arp who-has 10.106.44.108 tell 10.106.44.248

6: 05:32:54.782429 arp who-has 10.106.44.135 tell 10.106.44.244

7: 05:32:54.784695 arp who-has 10.106.44.1 tell 11.11.11.112:

HS5wa BUTDRR

ASAMASAVINY T o a LTEREIT., 77 v va Xy iReERrcaEsd, 79vva
BT ONEETRDGLENH HE1E. Cisco TAC IEKETH L2 HRLET, o~ R
U7 7 L AT show crashdump <> FEZBR LT ZEW,

a7 BUTORT

a7 XL, T T TEARREKRT (VT vva) L& D, ETHOTe ST LADRA
T Tay NCT, arv XrAiE, 2T —F2WERIIT ANy ST 5720, BIUOREEEZ%
MOF 7Y A NTHMTEDLLD, 7T vy azRETHOIMEHINET, ASA N ASAY
TOT IV = a v FREF VAT A Ty a2 "I TIN Y a—T 4 T THE0IL, 27
Z U THERREAINCT H LD Cisco TAC O EFE SN D HAENRH Y £3, a~v RV T7r L
VAT coredump 2w RESH LTI 7ZE0,

CPUERZR L LR—

CPUEAR LR — MIit, FBE SRR A 4172 CPU DOEIE OB B E RINET,
B, aATIIE— 7 BELSMIIZA R CPU A& DO 30 ~ 40% TEMEL . B— 7 B 3H 60 ~
70% DEETEEL 7,

@ vCPU {& FA3=ASAv

(PU%%4®%J%%T?6 IZ. ASAv T showcpuusage =~ > R&fiH L £7, ASAv D
VCPUEHHETIL, 7—% ~A | HlfHlA A b, BEXOSMET A THEA I LTS vCPU
@%%%ﬁbiﬁo

(VMware, Azure, OCI 2 ED) 757 R —E X Fa (X — k> THESH5 vCPU
AR, RENTWD ASAV ERRICIZ T, LFBAEEnET,

* ASAV DT A KIVEFH
o ASA VM |2 &7z %SYS A — 33—~ K

FRARERS TNV a—F Y .-_
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« vSwitch, VNICE X UpNIC DI Z B8 T 537 v ROF— =~y R, ZOF—/3—~y
RIFZIEFIZREL RDGEVRH Y £7,

CPU e RAZE D!

Wit S vCPU OFE SR KIRIZ 72 581 2 IRICR LE T,

« ASAV D LIR— |k 1 40%

«DP : 35%

TR 5%

s vSphere ® L' 7R — b : 95%

«ASA (ASAV LAR— R & LT) :40%

cASA T A R HR—U 7 1 10%

o = N—y R 45%
ANy Bl A 78— S PREREOFAT, 8 L O vSwitch Z ] L 72 NIC & vNIC O]
DTy FMEEEIHER S TWET,

ASAV D= DA —s3—~y K& LT, ESXi h—\BNBMOa s Ya—T 47 VI —A%
FERTLHEERNH D720, HEHFIT100% 2B25ZE0”HY £,

VMware @ CPU ERZED LK— b+

vSphere C [VM Performance] # 7 % 27 U v 7 L., [Advanced] %27 YV 2 § % & [Chart Options]

Ry 7Z A NPRERINET, TIITIEVMOE AT — K (%USER, %IDLE, %SYS
72 E) OVCPUMEHRPFIRSNET, ZOFHRIL. VMware DBLS25 CPU U Y — A3l
SN TWD 5T 2 BES 5 DI DB £ T,

ESXi — =D /b (RA F~DOFHIZ SSH Z AL Ty =/Lic7 78 A LE9) Tk,
esxtop & i T& £9°, Esxtop IZ Linux @ top =~ > R - BEN LM AR, RORNE
%G te vSphere D /N7 4 —< U AZBTH VM O AT — MEREZRA L E5,

«vCPU, AEV, Fv MU —7EHEOFEM
« % VM D A7 — h Z & @ vCPU fii Ji R

« XAEY (FTHHIC M) EAD) &3y FU—27 (FTHIC IN) EAD) Iz <, #
HIFHRE RX Fu v 7#

ASAv & vCenter D55 7

ASAv & vCenter ® CPU i IR OEEIZITEN R H VD £,
e vCenter D7 5 7 OIABEITHIZ ASAV OEME LV H REx <20 £,
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Amazon CloudWatch CPU {# & L R— k .

« vCenter TlL Z DfEIX %CPU usage & MEE4L, ASAv TiX Z OfiiX %CPU utilization & FEE
z/b\i ﬁ—o

FH5E [%CPU utilization] & [%CPU usage] (IBIDOHDZEHRL TV ET,
« CPU utilization IZ. #FL CPU O ERARA L £9°,

* CPU usage |5 CPU DA RX—=RA L w7 o U ZITESWIZFmEE CPU OFEHE M2 24t L £
T LML, 1 2O VvCPU ODABMEAEIN D7D, ~NANR—RA L vT 0V TITEEL F8
/\-/O

vCenter |% CPU % usage # KD X 9 I[ZFHR L7,

T 7T A TV SV ARAR CPU O, W REZ: CPU OB RHIXT 5EIG & L TIRES
£,

ZOFEIF, RAMPLRAZCPUMARTHY, AN IRXL—T 4T VAT AL R
CPUEHETIIH Y A, T2, ZIUIEE~ T THEHTEEZR T X TORIE CPU DY
CPU =Rz 0 77,

el 23 1EHONAR CPU 2458 L7 1 DDA~ 23, 4O CPU 258 L7 1 &
DFEANTIITENTEY ., 2O CPUMHAEN 100% D4, AR~ 1L, 1 EO%E CPU
I RCHERALTOET, KAE CPU OfEARIE,  TMHz HALOM R /A8 CPU 0% x 227
Bt L L CHESNET,

fF 3R % MHz Tl 35 &, vCenter & ASAv il J7 OFAEILZ—F L E£9, vCenter 77 775,
MHz % CPU fi F # 1% 60/(2499 x 1 vCPU) =24 LR BN E T,

Amazon CloudWatch CPU & L /R— k

ATy T

ATvT2

ATvT3

AR w72 AT —F %K RLT, 77X Fr 4T IV—REF=H—TXxFET, §
EDA LAY AD CPU AR 2T AT BI2E, WOFNEEFITLET,

FIE

[CloudWatch] 2> Y —/V&BH&, S/ —2 a0 XA U CT[A MY Z A (Metrics) | 23R L £
R

EC2A NV 7 ADLRFIZEMAERINL, [ AX AT EDA MY 7 A (Per-instance Metrics) ]
FAAarEBRIRLET,

gk 7 4 — L RIZ CPUUtilization & AJJ LT Enter Z# L £9°, MR A L AX L ADIT%®R
WL, TDOA A% AD CPUUtlIization A FU v 27 DJ T 7 %2FRLET,

IS O\ TIX, Amazon CloudWatch O R o A > 2SR LT &,

TFAMERST TN a—TFaT .
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ASAv & Amazon CloudWatch %' S5 7

Amazon CloudWatch ® 7" 7 O#fi X, CPU i =R DO FH5E 57513 ASAv & CloudWatch C# 72
L7, BEXID b REL ZoTVET,

A&wﬁf Vo 78— RTERITESNTWDEA, £ CPUIL, AENE— FRZOMOT A K
JVIREBICA A DV 2, BEa~ FOL—7%FTLET, ZHCED., A T AOEFRR
BILEsTH VAT 2YV BRIV 70y 72 LZ0TH50 TR, a7 BNEICT 7
T4 RN TN T —~ 2 ZANMEE L FET,

ASAVIN T, ZDOT7 27T 4T 4137 A4 R TEETH D Lk S, CPUMAERNIEL
<EHEENEd, 7277 L. Amazon CloudWatch TiZ, 9XT® CPU ¥ A 7 VIZFEITT 2%
NHDHT-H, T A RVIRHEE @@WE;*L%@CPU77T4ET4ODCt9 CRZFET, Tk
Y. CloudWatch TILEV CPU A (85 ~ 90%) MNERIINET,

Azure @ CPU {EFHZE L RK—

ATy T

ATy T2

ATvT1
ATvT2
ATvT3
ATvT4

Azure Monitor 7> VM Insights ZfH L T, EEFXSRO VM 3XTO CPUEHERLZ LR TT S
WZiE, ROFINAEZFEITLET,

FIE

Azure R—HZ VIZBEN L, [ (Monitor) | 23R LT 5 [V Y =2—3 =2 (Solutions) |&
7 v a v C AR~ (Virtual Machines) ] &38R L £,

[/37 —~< > A (Performance) | ¥ 7 %&i®&I L C [CPUEH = (CPU Utilization %) | 7 7 7 %
KRLET, 2O I 7%, T rty HMERENR LW IS SO~ T U RERRI
ij_o

B ED Azure VM 736 EHE CPUR R Y T 7 2Rk 2121, ROFIEEZFEITLET,

FIE

Azure IR—Z JWZREN L, [~ > (Virtual Machines) ] Z 32K L £,
VM DU A R5xbH VM Z IR L £,

[E=% U > (Monitoring) |&7 = > C, [Insights] Z&N L FE7,
[T+ —< R (Performance) | ¥ 7 IR L £,

FEAMZ OV TCIE,  THow to chart performance with VM insights] [#55E] 22 L T 72 &0

o
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ASAv & Azure DTS5 7 .

ASAv & Azure D5 S5 2

ASAv & Azure @ CPU iR OEAEIITE VNS W £, Azure (X, i ATHEZ: CPU D&
I HEEE LTHRESND, 777 4 ZITHEHAHENTHAEAE CUP @& L LT CPU A
REHET D720, Azure OV 7 7 OFAEIZHE I ASAV OFIE L D m< 720 £,

ZOFREIX, KA MPB R CPUHETHY . YA N AR —T 4 V7 VAT LB R
CPUEHFETIEH Y £HA, o, ZHITBIE~ > THAREER T X TORAE CPU D5
CPUfERHZIZ 0 £,

7o & 20, 1EORAE CPU 244k L7 1 DOfIE~ 8, 4 OB CPU 258 L7 1 &
DIFEANTEITINTEBY ., DO CPUMHEN 100% D4, (KB~ 0%, 1EHOWE CPU
I RCHERALTCOET, KAE CPU O ARIE,  [MHz HALOMEH/AME CPU O X 27
B & LUCEESNET,

Azure X, A P OSIZL > TEREND CPUDEICH L— MlBRAZEH LEJ, ASAv 2

40% O CPUEFHRZME L, NA X=X F2R90% O CPUMHEEZHREL WD U A
WZOWTEZTAHAEL LI, T I TASAY BELRDHUBRE) 2R84, CPU =M
80% ZHB X, /NA X=X A PR 95% 22 D CPUMHEEZRET D AREMERH Y 9, 21
LD, ASAV IR —1 7 E— R TREa~ LV ROAL—T%2FEITLTWAEITTTA KU v~
TEIWEZ R L T2 LTH, NA 78— NS HFIXASAVCPUE Ay N U 7§52 Liz7eD
7,

Hyper-V CPU  FHEE L 7R— b

FEHAREZR 7 T U R — =D CPU, RAM, BLT 4 A7 FEOHERIGEROERIIMNZ T,
TA4AZ 1O, BEORy hNT—JERLERTEET, ZOFEREZMEHL T, =— X2
L7277 RP—N"—%REL TSV, 2w K71 nova? 747 > h%E721% Cloud
Control Panel f > % —7 = A A% LT, HHAEER Y —R—%2FRTEFT,

AY RIA T, ROA~y REETLET,

nova flavor-list

EHTTREZR T RN TOF — =N E RSN ET, U R ML, ROERPEZENTOET,
«ID : Y—/3—HERL ID
« LR RAM A LT =< AL A T TTYLAT SN T4
* Memory MB : #§? RAM D &

T AR GBHMLOT 4 A7 P A X (WHZ T RY—=_"—D5E, VAT LT 4 A
DY A X)

CTT AT T AT A AT DA X
AT T ATy THEEOY A R

« VCPU : #ERRICEEERT T S =48 CPU D%k

FRARERS TNV a—F Y .“
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* RXTX Factor : #—/3—| :Tﬁﬁ z}’bt PublicNet 78— K| ServiceNet " — k| 3 L OV &
Nlexy hU—27 (777 Rxy bU—7) ([ZED B THA L EIRORE (Mbps HA7)

« Is_Public : A

ASA Virtual & Hyper-V D45 5 2

ASA Virtual & Hyper-V @ CPU f =R DEEIZITEV R H Y 77,
« Hyper-V O 7' 7 7 O¥fi i ASA Virtual DBIE L Y HEICRKE <20 £9,
* Hyper-V Tl& Z Offiix %CPU usage & FEIAL, ASA Virtual TlE Z Offi3 %CPU utilization
EREIENET,
FH5E [%CPU utilization| & [%CPU usage) [IBIDOHDEERL TV ET,
« CPU utilization X, #¥ CPU OHEFHEHR AU L £ 7,

* CPU usage |% CPU O/ A /X—RA L v T o » ZITHESWIZGmEE CPU O FHE % it
#oL#L\10@«}U®#ﬁ@%éhétw\A4A—xv/74/71@¢Liﬁ
Ao

Hyper-V TlE %CPU usage [FKD L 9 IZEHR SN ET,

T T 4 TIER EN T CPU O &, #ifR[EE7Z: CPU OAFHIXT2EIE& L LTHRESN
F7,

ZOFEZ, RANPBLREZCPUERARTHY, YA M ARL—TFT 4 7 VAT AL R
CPUMEHRTIIH Y TR A, F/o. ZIUIRE~ > THEAAREZR T T DA CPU D)
CPU fE =R/ £,

7= & 2IE, 1 HORAE CPU 28 L7- 1| DDA~ U2, 4 HOWP CPU Z##L7- 15
DARA P TIITENTEY ., £0O CPUMAEL 100% OHE, A~ 0%, 1 {Eo¥%E CPU
I ANTCHEALTWET, AR CPU O HRIE,  TMHz AL O /548 CPU 0%ix 27
A L LCRAESRET,

N

GE¥)  FHeZe CPUMEHERAZESHIZIT. ASA Virtual LAR— 2L L2 B0 LET,

:}'l.,l-'-l —
SXTEDT AR B
TITIE, VU A E—FRASAT IR EXR 2T 4 2T X R NOBEEMEDOT R N HE,

ASA A B —TxA A% ping T D5, BIORSHLA L FZ—T A XA EORAX M pbhoA
VB —=T 2 A A LDOKRA MIping TEDL LT LHHEZOWTHIILET,
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ERBEHEOTZ L 7 FLRAFO ping 0E5T ]

EXREHGEOTRA L : 7 FLRRITO ping DELT

pinglX, ¥FEDOT RUABNMEHREE T, I&ET 20 E I 0 EMHERTH-OOHMa~ T
T, RO MY 7 T, ZOa~r ROFEMEZNEM > TIEITAREZR T A MIHOWTRA L
i‘é‘o

ping TEITRIEEE TR k
FA R % ping TH L. EDF AL RIS MG S, F g ABEE AR L ET,
COTaEREHEALT, Ry NU—2 FAL T, MELICHRIN, B3, BEOT A B
LRTEET,

ping ZfEH LT, IRDOT A MEFATTEET,

$2ODA L HE—T A ADN—TNy 7 TAK AL ASA T—FHDA B —T A AD
bbb I —DA U H—T = A X ping ANV —T Ny 7 FTARELTEEITLHE, N
FiDA L E—=T oA ADFERR 17 v 7] AT —F AB L OEELBIECTE 97,

« ASA D ping : BIDO ASA DA Z—T = A A% ping L, DA X —T A ANT v 7L
TWURET D Z & H R TEET,

« ASA 10 ping : ASA DKM D T /A 2% ping 75 Z L12X - T, T/ ASA KT
ping THZEMTEET, Ny MI, ENENOHIIBEIT L & I, 2 DO HfH
ASADA U A —T 2 A A&WBBLET, ZOT 7 varit, Fllza=y hOA L Z—T <
A X, BE, BROIWERBOEART X MZ72 0 £,

e Xy NT—=7 THRAZDEED LWENEEZT A T 572D ping : ASA A H—T = A A
MNH, EFICERL W 2WEEDbNND Ry NU—2 TA R(Zping THIENTEE
T AE =T 2 A APELLBEESNTNDIC L2 L T a—RNZESNR2WES
X, TS AR S D EBZZDNET,

« FREEEEZT A T 520D ping : ASA A VX —T = A AND, IEFICHERET 5 Z LA
biroTNDRy T —2 TN, AlpingTHZ ENTEET, =a—%%fF LIHA.
RIS DT A ANT X TEFICEEL, BEAICIEL K #H SN TVD 2 L3R S
nizZ iz 9,

ICMP ping & TCP ping ;&R

ASAIZIE, ICMP = a—FR X7 v hEEE LT, Za—8E 7y N &EZET HUEHKD ping
DB L THWET, Ziuk, Y —L T, 3 XTOMNRy NV —2 T34 ZTICMP k7
T4y VBRI ESNDGEIT) E<HREL £ T, ICMPping ZfEH] L T, IPv4/IPv6 7 R L A %
TIEARA M &E ping THZ EMTEET,

72720, ICMP 28 ELCnWbHd xRy NU—2 b H D E79, THEHOXRY T =27 R Z I
T 555G, R VIZ, TCPping ZfEH L TRy MY —2 8w 7 A N T&XE 7, TCPping T
I%. ping 2>5H TCP SYN /37 v M 3EE(E S4L, S T SYN-ACK 73325 S 4V 7- BEfE T @ ping
BRI LTz & e ZivET, £72, TCPping TlE, IPv4 7 RL AL 2IEAR A ML ping TX
F9 0, IPv6 7 KL A% ping TE FH A,
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IEHF 72 ICMP £721X TCP ping & 1X, HINTWAT RLAREHTREDH A 7D hT
TAYZIINETHIEEER L TWAIZTEEHA, ZHITEAERPHEEL TWDHZ L%
BWLET, A A LETEETAMORY > —T, BEDHATDNT T 4 v T NT A A
BB TERNEICTEZENTEET,

TN ETE, B2V T 0 OEWA U EZ—T A ANLEX2 VT 0 DRWA X —T =
AA~Dping ZFATCTEET, V¥ —2 NI 74 v 7 Z@BRIEDLLIITICMP A o AXY
arEAX—TNMIT LI ERTNMETT, X2 T DR U F—T oA ZAbE
WA U H =T A A ping THITIE, N T T 4 v 7 EZFATH ACL ZEMTHMLENDH Y
R

ASA A B2 —T A A% ping T HHEIE, DA X2 —7 = A AZiH E&iviz ICMP L—)b
IZE-T, ma—8RNTy M a— &N Try RBRFASNDMLERH Y £3, ICMP/L—
JVTABEARETT, ZON— IV ERE LT A1E, A V2 —T = A ZA~DTXTHOICMP
T T4y IR ENET,

ZOFINETIE, ASA A v H—T A ADICMP ping & A F*—7 MIT 5720, £721F. ASA
B O ping HICHER T AMEDHHICMP 2 7 4 X2 L—2 a3 L OTRTUZHOWTHHAL £
D

FIE

ICMP b — /L Cxa—3R/ = a—GBENHFAEIND 2 2R LET,

ICMP /L—/UiE, BREA[RET, A v H— 7 = A AZEBEEEIND ICMP /N7 > M@ S
F£9, ICMP Lb— V%A L7eho28581E, T XTOICMP 77 B AR ENET, 20
WAL, T3 a U RETY,

7277 L. ICMPL— /L& EHET A5, D7 E BT O Tlinside] 2 ZHEHADOT A ZADA
VE—=T 2 A AZBITBEBZ T LONE A A =T 2 A ATEENTNDZ LR LET,

ciscoasa(config)# icmp permit 0.0.0.0 0.0.0.0 echo inside
ciscoasa(config)# icmp permit 0.0.0.0 0.0.0.0 echo-reply inside

T EBAJL—/LTICMP A S5 Z & &R LET,

ASA A THA b ping THHEAIE. 727 BA =)L TICMP b T 7 4 v 7 OEZAEHNRFFA]
SENDUMENDY T, TI7BAL—F, Dla b, 23 —3R/Ta—IZEICMP Y7 v
NEFFrTHo0ERH Y £F, ZNHOL— I a— UL b—LE LCGEINT 52 LR T
i‘ﬂ—o

TIRAN—=NANA B —T 2 AZHHAENTWD, £20%, Ze—LZEHENTWD
LEld, RO L 57— v &BE ACL \ZBINT 57217 T,

ciscoasa(config)# access-list outside_access_in extendedpermit icmp any
anyecho
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RX @ ping

"X~ D ping II

ciscoasa(config)# access-list outside_access_in extendedpermit icmp any
anyecho-reply

F2lX, TTOICMP ZFFr] 3 57217 T,

ciscoasa(config) # access-1list outside_access_in extendedpermit icmp any any

T I RHAN—NVEHHLROVGESEE, RERMOX A TDNT T 47 bFFRTHLERS
F, T A F—T 2 A AT 7B A NN—= 1V EEATD L. BEERD deny 2NBINEN D
2D, MOTXTONT 7 4 v I PESNDLTEDTT, ACLEZA X —7 oA AZHHT
L, FlE, Fe— VLT 5121, accessgroup v KA L E T,

BHIZT 2 NHBTL— L EBINT 5341%. accesslist =<2 KD no B A H LT ACL 7>
H—NLEHIRTE £7, ACL }JZ!K%TX N9 5721 OHA 1L, noaccess-group v K&
HHLTA v Z—7 A 205 ACL ZHIBR L £7,

ICMP A V AXRT g oA R—T7 M LET,

A B =T A AD ping EIIRFRAYIZ, ASA #H T ping T2551%, ICMP A > A7 2 =
yﬁ%£f¢o4yx&7yay%ﬁ%¢hi\)& I T7 4y (DFY, ma—iE
Ny ) Eping ZBRMALIZAA MIETZENTED9 2, X7y bHTZ0 1 DOIGED
FIENRIEESND T2, FFEDX A TORELZF LT HZ ENTEET,

ICMPA v AT a i, TIANMNDTa— S A L ART g RY—TA X —T /b
WZTEET,

ciscoasa (config) # policy-map global policy
ciscoasa(config-pmap) # class inspection_default
ciscoasa (config-pmap-c)# inspect icmp

T34 A% ping 35 I21E, ping 10.1.1.1 X° ping www.example.com O L 9 (2 IP 7 R L ACAHR A
N4 & —f%IZ ping # AJJ LE£7, TCP ping DA 1%, ping tcp www.example.com 80 @ X 5 (2
tep¥— 7 — R&SEEAR—FE2E0ET, @FIL, 3720 EOH LT A NOFFIZLET,

% L7z ping @ H 7141

Sending 5, 100-byte ICMP Echos to out-pc, timeout is 2 seconds:

Success rate is 100 percent (5/5), round-trip min/avg/max = 1/1/1 ms

ping N R L7285 81, REC L 7239723 2 TR S I, BN 100% Kiic 720 £9 (3T
Sl LT iw% IRV ET)

Sending 5, 100-byte ICMP Echos to 10.132.80.101, timeout is 2 seconds:
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Success rate is 0 percent (0/5)

7272 L. ping D—#ROMAE ZHHT DT A =X EBMT25Z b TEET, LLTFICHEARLT
varERLET,

» [CMP ping,
ping [if_name] host [ repeat count] [ timeout seconds] [ data pattern] [ size bytes] [validate]
ZTNENOFRPAITRO L FBY TT,

oif namelE. WA MIT 7B ATRERA L HZ—T = A ZADLHITT, LRz E
Bl N—T 4T T—=TNEFERALT, ERATAHS F—T oA ANPRESNE

o

N

chost (X, ping THKRA D IPvA 7 KL A, IPv6 7 KL A, F721dA A MM TT,
e repeat count (I, FET 5y MITT, 7740 MEI5SHTT,

« timeout seconds X, JEENRMDO 2B E A LT U T D58 2 EOMET
T, T 7L ME2 TT,

e datapattern |, EET 27y MEH SN D 16 O\ Z— T, 774/ b
1% Oxabed T,

s sizebytes (X, FEETHT Y FOREETY, 774 /b MAIX 100 XA R TH,
evalidate |%, J&&ET —Z ZRAET D MERHDH Z L ETRLET,
* TCP ping,
ping tcp [if_name] host [port] [repeat count] [timeout seconds] [sour ce host [ports]
ENENOMBIIIXRD LB TT,

«if_name (X, BHMEICHS ping ZEET DA L X —T = A A TT, LA GORNP>T-H
HBlX =TT T ABERIET,

* host (%, ping T 5H%05ED IPv4 7 KL AL /2IEAR A M4 TF, TCPping ILIPv6 7 KL
A L= TEEEA,

e port &, ping T 57K A D TCP &R— h TY,
s repeat & timeout |%, LFC &R CEK T,
« sourcehostport i, ping HOEEILARA MER— 2R LET, T H LR — FEH
HTHIiE, F—F0EFEHLET,
AU BT VT 47 ping,
ping
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/*’?7‘%5’72? ERTIT ping Z AN LTEGAIE, A v F—T oA A, 5%, BILOF—
— FELTHHTERWIEREANT A= 25 EOMD /T A —FRNERINET,
ping X7 M EMINLSHETAILERN D HGEIT. ZOFREHEALET,

ASA B DAERIILET R b
ASA B0 & BICIRRINART 2 2 FTT 2B AT, RO FIREHATE 7,

48 HHEIIZ

FIETHEA Lz syslog A v v — Y ZERT 25681, vX 724 x—7 2L E7 (logging
enable =~ > R 721X ASDM O [Configuration] > [Device Management] > [Logging] > [Logging
Setup]) .

Flo, MWAETIEH Y EEAN, ICMPT Ny Z A X —T W LT, FMBT /N1 A0 5 ASAA
VA — 7141%mwbtk%@%/ﬁ /%mm://—w %rf% EHTEETS

(ASA %85 ping (CRTHT Nw 7/ A v —VFERENERA) . ping A vkE—DL
TRy T RAye—VhAX—TNMITEDIXNT TN a—T 4 VITREFIZTHI L 2B
WLET, THHEDRA v e—VF T 43—~ ATEETHAREMENH Y £9, KIZ, ICMP
TNy T A F—T M LT, Telnet £721XSSHE v g NIIEET B syslog A v —T %%
EL, Thbiatyya i ELT, X e A 32— VT 502 LET, £20F
logging monitor debug =~ > KDt 0 12, loggingbuffer debug 2~ > REFHL TR A v
T —VE Ny 77 IZEE L, % Tshowloggingz~ > REHALTENLAEERTDHIELT
xFET,

ciscoasa(config)# debug icmp trace

#+ logging monitor debug
# terminal monitor
ciscoasa(config)# logging enable

ciscoasa(config

( )
( )
ciscoasa(configqg)
( )

ZOBRETIE, SNEAA N (209.165.201.2) 725 ASA DINEA > % —7 = A 2 (209.165.201.1)
~O ping BEIIT DL, WO I TR RESNET,

ciscoasa(config)# debug icmp trace

Inbound ICMP echo reply (len 32 id 1 seqg 256) 209.165.201.1 > 209.165.201.2
Outbound ICMP echo request (len 32 id 1 seqg 512) 209.165.201.2 > 209.165.201.1
Inbound ICMP echo reply (len 32 id 1 seqg 512) 209.165.201.1 > 209.165.201.2
Outbound ICMP echo request (len 32 id 1 seqg 768) 209.165.201.2 > 209.165.201.1
Inbound ICMP echo reply (len 32 id 1 seqg 768) 209.165.201.1 > 209.165.201.2
Outbound ICMP echo request (len 32 id 1 seqg 1024) 209.165.201.2 > 209.165.201.1
Inbound ICMP echo reply (len 32 id 1 seqg 1024) 209.165.201.1 > 209.165.201.2

ZOHSITIE, ICMP X7 v b (3234 F) | ICMP 237 RagBIl+ (1) . iLkUWCMP
U AER (ICMP o — 7 U AE BT 00 BMEE D, ERNEE IS SENE
1) BRENTWET,

FTAIBPKERTLED, TR T 2T 48— N LET, TOREXZFOEFIZLTEL &,
NI =< ALEX2 T DIV RINRGEEVET, TAMDEDEFIZOF U T E2 A R—
TN LTEGEE, FRbT o 8—T7 e,
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ciscoasa(config)# no debug icmp trace
config)# no logging monitor debug
config) # no terminal monitor
ciscoasa(config)# no logging enable

ciscoasa

ciscoasa

(
(
(
(
FIE

ATFYT1 A2 —T A RL, EX2)T 4 LL, BIORIPT RLAZRT T E— KD ASA
Fdtx2V T TR A MNOREER LET, K2, BEEERSINZTXTOL—
. BIOASA % ping THLV—F DRIHNZHDHRA B EODIMLERH Y 7,

1A V8—T1(4 R, V=8, BLVKRR EECHRY FT—IE

Host Host

Host
! 10.1.1.56 I:l! 209.265.200.230 I:l! 10138 |:|! 209.165.201.24
__?'\T. ?, _—|_;

e Router % Router % Router %F{uut&r
|

dmz1 oulside drnzﬂ)/ |
1921 209.165.201.1 gz q outside
65.1. securityd 68.3 securityd
- T ASA
ransp.
Routed ASA 10.1.0.3

. LT . ——

dmz2 inside drnz4 inside
192.168.2.1 192 168.0.1 192.168.4.1 sec.uritymn

se;u rity40 security100  SeCU rity80
I

A
% Router %Ho uter e Router e Router
- |

i1u.1.2.90 10.1.0.34 ! 10.1.4.67

— s
rE— r—— e ———

Host Host Host H

d

RATw T2 HEHH SNV — 2D DEASAA X —T =2 A A& ping LET, T AT LU b E—
RTiX, BVIIP7 KL A% ping LET, ZOTANTIE, ASAA > H—T = A ANRT 7T 4
TThirI b, BIUOA X T2 f A7 4 Xal—varPELWI EZ2EERLET,

ASAA L E =T 2 A ANRT I T 4 7T TIHRNGE, AV F—Tx2Af A a7 4Fal—s
VIMIELL WA, FTITASA EL—F DB TAAL v FNEZ T LTWAEE, ping 135k
T 2 AHEERH Y £7 ROKEZ) . ZOHAE, X7y RBASAICEFELARNOT,
TNy T A y—URsyslog A v E—VIFERREINETA,

. TFAMERST TN a—TFaT



| TRFERSTLVa—F 4y

Y e |

R 2:ASAA >R —2T 4 XA TO ping DK

Ezﬂm@ & ﬁé;i .

m, Router g
3:PT7ELY LT DRAEIZ & B ping DRI
Ping
R 19216812 19216811 ————
Bl Security
1a2.168.1.2 Appliance

1l 5
— 8
Host r

ping JIGEVBN—H IR ENBRWGEEIE, AA v T V—TFIINE P T RUANFIET HH]
MRS Y £ (ROKEZR) ,

ATV T3 UE—FFRAMNOHEASAA VX —T = A% ping LT, hTL AT LU K E—KT
¥, BVIIP 7 KL A% ping L9, ZOFT A hTiE, EEERINTL—ZBNHRA K E ASA
DT Try bael—T 4 7 TELNE I, BEWASA 3Ty M EIEMICV—T 1~
JLUTCHRANMIEEDLINE I DEMHELET,

HL— & &> TR A MRS V— RS ASA (272 W4, ping 1ZBT 2 alREME N B v F
T ROKESR) . ZOHEIE, T3y 7 A ve—Uidping Sk L2 & 2R LET8,
N—T 4 T ORI ERT syslog A vE— 110001 BERINET,

4:ASADRY JL— FREEFEICK B ping DK

Pin
= —

Router ASA E

ATYTE ASAA U —T 2 A AMBIERO Ry T —2 T3, A~ ping I1F1E L HEREL TV E T,

eping ZZAE LW AIE, K EN—RY =T FH3A v —T 2 ADaAL T 4 Fal—
va MR H D AREER S D £,

CASADA L H =T 2 A APIELLSEESNTWDICH b LT, [BEMOIERZR] T3
A ADDEA—EEEZFELRVEAEL, A V4 —7 24 A= F Y =7 OZIEHHIECH
BRHHEEXLNET, BEMOERL | ZEHRELZROBIOA LV F =T =4 2T, [
L TBERIOIER R 7754 AT LT ping &3KMF LT a—2RIETE S5 A, KO
AV B—=T 2 A ADNN—RU =T OZEHEEICHENH D LRI N2 IR £7,

ATFYTE RANERIIN—FNLRETA L E—T A AN LTHIOA v H—T =4 A EDORIDER A
FELIFIA—FIT ping LET, ERDPMLELRTXTOA o Z—T = A AXTITK LT, 20D
AT TEAEDIRLET, NAT ZEHT2561E, ZOT7 A ME1T795 & NAT N IEL<EEL
TWABZ ENRbmry £9,
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ping BT 5 &, —TFT v K E—ROT FLAZEH (305009 F7-1F 305011) & ICMP Hki
DL I NT-Z & (302020) % HERRT D syslog A vE—UNFREINET, showxlate 2~ >
RE/=iZshoweconns 2~ REZAN L CZ OB RAEETRTHZEHTEET,

NAT N IELRESNTWRWZ ENJRKT, ping lZRKTHZEbH0 ET, ZOHEA,
NAT 23 REX U722 & &R syslog A v B—UNFER I ET (305005 F 7213 305006) , ping
DINBR A RINLNEHR A hA~EE SN, AZT 4 v VEBPGFIELRWGAIL, AvyE—Y
106010 NFE RSN ET,

5:ASADT FLRAEHRDOREREIZ & 5 ping D KK

Ping
F]
S E & @i
“Hogt Router Security Router Host

Appliance

RARETHDIL— FDEHS

ATvT1

IP7 RLA~ND T 7 4 w7 DFETRIENEEL TWBEEIE., AA METO/L— b ZIBH
THZEIWLE TRy =7 RRCEEPRNNE ) D EERTE ET,

FIE

kL —Z )b— K kD ASA DFERr (28 X—) |

RAT9 T2 Ny b L—hOWRE B0S—Y) ZEALTEDCTLIZENTEET,

fL—X JL— kLD ASA DR

ATv I

TNV EIT, ASAIZT L —RAL—h FIZRy 7 LTHRREINETA, ZNEFERTIIC
1T, ASAZBIRT 537 v NOGFHARERME 25 LT, ICMPEEAREA vE—T DL — |
IR A LT LERH Y 7,

FE
L3/L4 7 T A<y TEIER LT, BHROREEDAI~A RATDENTT7 4 v 7 2B LET,

classs-map name

match parameter
i)

ciscoasa(config)# class-map CONNS
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ATy T2

ATvT3 7

ATy T4

ATy TH

rL—2z i—troasanzr [

ciscoasa(config-cmap)# match any

BASXOFEMZOWTIE, 77 A T VA —REHTA ROV —E AR —IClHTIEEL SR
LTL7Z&EW,

V52T NT T 4w I TETTHT I/ arvERETHRY —~ v FEBNE - IIRE
LT, Z7I7Ay 7T EEELET,

policy-map name class name

51

ciscoasa(config) # policy-map global policy
ciscoasa (config-pmap) # class CONNS

?7z‘/1/ N IE TIL, global policy RV > — < FITXTDOA LV F—T = A A|Z7 mB—r3)L
ZEI M THNET, global policy ZARET HHAIE. KU > —4 L LT global policy % A7)
Li¢0ﬁ727/7®%é\_@$@1?1 HERE L= 9 A &RFEELET,

I T AL —FT By FOFERETHERERE] (TTL) % 5 LE9,

set connection decrement-ttl

BEfFDOH—E 2 WY 2— (global_policy & WO AHIDOT 7 4 /L k Zm—rL R —7p L)
EREL TOVDEEIT. ZOAT v TR TEET, TRUANDHEE, 1 SDEIFEHD
A H— 7:4XTT)/—7/7%77747LLE?0

service-policy policymap name {global | interface interface name }

1 -

ciscoasa(config) # service-policy global policy global

global ¥—7— RiFARY o — v 7% T_XTCOA ¥ —7 =4 AZ#H L. interface (TR VU
V—E1ODAUE—T oA AZHEHALET, Fr— L ARY =IO LoEATE R
ho AVE—=T 2 A ADT =L RY U—F, ZOA L H—T =2 AP —ERAKRY >—
AT H I TCEEETEET, HFA VX —T 2 AT, RV v—~v 7% 12570 HA
T&EET,

FL—2Z b— FOHIIT ASA NFEREIND L 9T, ICMP BIIERFEA vE—T D L— MR
PR LET,

icmp unreachable rate-limit rate bur st-size size

51

ciscoasa(config)# icmp unreachable rate-limit 50 burst-size 1
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L— MHIFRIZ 1~ 100 DFEFACHETEET, 7 74/ ME1TY, /N—R b Yo XZEMEIZ
AL AN, 1~ 10 DHPFATRET HDLENH Y 7,

1

WOFITIE, T _XCTORT T 47O TTL &7 08— U5 LT, ICMP 2 AEE
iR 2 50 180 L £ 9,

ciscoasa(config)# class-map global-policy

ciscoasa (config-cmap) # match any

ciscoasa (config-cmap) # exit

ciscoasa (config) # policy-map global policy
ciscoasa(config-pmap)# class global-policy

ciscoasa (config-pmap-c)# set connection decrement-ttl
ciscoasa (config-pmap-c)# exit

ciscoasa(config)# icmp unreachable rate-limit 50 burst-size 6

INTY R IL— FDRE

traceroute Z fFH 34X, N7 v MPBFELICEIETHE TON— FEFFETE E7, traceroute
X, AR — R ED3ESIZ UDP N7y P ETZIZICMPY6 =3 —ZiX{5 925 2 & THREL %
T, A— EBEN TRV, 58~z 50— IXICMP & 721X ICMPv6 Time Exceeded
Message CTIHS&E L, £DOTT7—% ASA IZHE L ET,

traceroute L1518 SNT2EK 70 —T ORREE R LET, HOOEITN 12O TTLfEIZH G L
9 (FE) . koERIZ, HOGRFOMBHEZRLET,

HAiEs EBA

* B4 BT R OB B — T DS
ZELEHATL,

U SEHE~D L — FTFELEH A,

nn msec %) —FRT. BELEHOTa—T0T v
REY A ZhndEEm (2 U0) .

IN. ICMP % v b7 — 7 |ZRETE £ A, ICMPV6
TlE. 7 RL R iExtss ¢4,

'H ICMP ;R A MZB|ETE EHA,

P ICMP IZH|FETE £ A, ICMPV6 Tlid, H~—
N REIFERETT,

A ICMP W BLE I Lo T IE STV ET,

? JRIKRED ICMP — 5 — 03564 L ¥ LT-,

. TFAMERST TN a—TFaT



| FRFERSTLVaA—Fay
Ty b ILb— FDRE .

FIE

S E TON— M EBEBF L ET,

traceroute [destination_ip | hosthame} [source {source_ip | source-interface}] [numeric] [timeout
timeout_value] [probe probe_num] [ttl min_ttl max_ttl] [port port_value] [use-icmp]

&1

ciscoasa# traceroute 209.165.200.225

Type escape sequence to abort.
Tracing the route to 209.165.200.225

10.83.194.1 0 msec 10 msec 0 msec
10.83.193.65 0 msec 0 msec 0 msec
10.88.193.101 0 msec 10 msec 0 msec
10.88.193.97 0 msec 0 msec 10 msec
10.88.239.9 0 msec 10 msec 0 msec
10.88.238.65 10 msec 10 msec 0 msec
172.16.7.221 70 msec 70 msec 80 msec
209.165.200.225 70 msec 70 msec 70 msec

O ~J oy Uk wDN

ciscoasa# traceroute 2002::130

Type escape sequence to abort.
Tracing the route to 2002::130

1 5000::2 0 msec 0 msec 0 msec
2 2002::130 10 msec 0 msec 0 msec

HEIX, SEIP 7 FLRAEIIARAX MaEH 5 (traceroute www.examplecom 72 &) 7217
TY, 2L, REIISL T, FL—RAORMEZMETE £,

« source {source_ip|source-interface} : FL—ADEEITLE L THEHAT LA v X —T =4 A%
BELET, A ¥ —TxA AL, ARTETIXIP 7 RLATIECTX E7, IPv6 TiL,
RETA =T A AZRETETEE A, RETIPT FLALETZHEETEET, IPv6
T RLRIE, ASAA VX —T =2 A ATIPv6 Z AL CODEHAIZOAREHNTT, b
YANRT LN B RTIE, BET FLRAZERT2XLERH D £7,

enuMeic: IP7 RLADHZE FL—Z b— MNMIFERTAILIICHERLET, Z0OF—U—
REREE LR o758, DNSOAREINLTWIUE, FL—AJL— FT7 FL ZADDNS
HMEMRFEITEIN., DNS LB EhET,

- timeout timeout_value : % 1 A7 7 b5 £ TIGEEFH%ET 205, 774/ NI 3BT
7

« probeprobe num: % TTL L)L CEET 570 —7 0%, 7 74+/L MMI3 TT,

o ttl min_ttl max_ttl : 7' 2 —7 D /NS X OEKAFHETRERE ], 7 7 4 /L hOF/IMEIX 1 T
TN, ZOMEHESCLT, BEOKRy 7OFRREMHTHZ N TEET, 7741 5D
RARMEIZ30 T, bL—R— NI, N7y bBSEEICEET 20, ElidRRMEICE
THERTLET,

« port port_value : 3425 UDP i"— b, T 7 4/ b & 33434 T,
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suseiicmp : 7’2 —7 @ UDP /N7 > DDV IZICMP X7 v M EEE L ET,

N7y b FL—HZERLERYO—REDTA b

BEEITLLMEDT FLABLIORT e ha Lo ESW Ty y h2ET LT 52 L1
FoOTHRY V—BREETARNTEET, ML—RXF, RV V—BREFETLTT 7 A L—L
RCNAT 72 % T A ML, 2Ny NEFFAT50, HET20%MELET,

IOy bETAMTDHIEIZEST, RV V—DFfREREZMHER L., WEIISUT, 7F
A EIIERTD N T 74 v VDAL TR ENDINE I NET A FTEET, REDHHER
WA T, P—H2HHLTHAITRERF Y "B ES SN2 EOTHEREEEZ T /N
7ycEET,

FIE

AT TN oo~y RidERER=0, B0 T GRHLET, hL—2HOA v H—T =14 A
L7 FavEBRRT LI NGO ET,

packet-tracer input ifc_name [vlan-idvian_id] {icmp |tcp | udp | rawip | sctp} [ inline-tag tag] ...
FNENOHBITIKRD LB TT,
«inputifc name: b L—RAEZBAMATHA VX —T = A ADLRL, TV v Y T NA—TDLEE,
TV ITN—T R RN— f B —T 2 ADLFIEEELET,

evlan-idvian_id: (7> av) . Xy b hb—¥R (HETHTA X —T =1 AT

UEA LT NEND) BA L H—T A AT ADIELAN, VLANID I3, ASjA v % —
T2 A ANYTA L Z—T 2 A ATROGHEIZORMEFFRET T, AR2MEOHFMAIZ1 ~
4096 T,

«icmp, tcp. udp. rawip, sctp : AT 572 F a2, Trawip) ZRIMLO P, 2F D,
TCP/UDP LISt D IP /X KT,

sinlinetagtag: (A 7> =2>) ., LA ¥ 2CMD ~y X —{ZHOIAENT-ExXF 2T 4 7
=T ST D, AEHREOHIL 0 ~ 65533 T,
RATv T2 WZ, #ELT FrAaLym bariifEz A LET,
..{src_ip | user username| security-group {name name | tag tag} | fgdn fgdn-string}...
ETNENOFPNIRD LBV T,
escip: Ny b hL—ZAHOEFILIPvE 721X IPv6 7 R LA,

« user username : domain\user DX D L —HF— 1D, =—P—Zx L THEICY Y B TIE
N7 FL A (BEHDIHE) DL —XEHAINET,
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« security-group {namename | tagtag} : TrustSec @ IP-SGT BRI S EfFtEF 2 U T «
IN—T, BXa VT 4 INV—TOHMELILZ T FESERETEET,

« fqdn fgdn-string : {5 LA A R DFERERG KA A 4 IPv4 DFx,

ATFYwF3 Wi, Fa haLoEEE AT LET,

« [ICMP] : ICMP % A 7 (1 ~255) . ICMP =— K (0~255) . BLOA 7Y 3 > TICMP
AT AE AN LET, FEBCKHET 28T (ma—ZxhhT 5872 L) AT o ME
N FET,

type code... [ident]...

» TCP/UDP/SCTP : ##fF AR — FNEEZEZ AN LET,
...src_port ...

*[RawIP]: 71 h = L&F 5 (0~255) AN LET,
...protocaol ...

ATy T4 HBIT, 5T FL AR, TCP/UDP kL — A O5ikeR—h, BIXOA T s vroF—TU—
KZ A LT, Enter X—%#LFT,

...dmac {dst_ip| security-group { name name| tag tag} | fqdn fqdn-string} dst_port [detailed] [xml]
FTNENOFRBIIKRD LB TT,

sdstip: N7y b b U—AHDEN IPv4 /21X IPv6 7 R LA,

« security-group {namename|tagtag} : TrustSec ® IP-SGT ZfRIZH S st Fx 2 VT 4 7
N—"T, ¥x 2 VT4 IN—TOXAEITS 7 FETEEETEET,

- fqdn fadn-string : S8 5678 A N OSERES K A A 4, 1Pv4 DI,

« dst_port : TCP/UDP/SCTP k L — A D%i AR — b, ICMP 7213 RMIIP kL —ZADH;
Bl D ZEEGDRNTL TZE 0,

edmac: (FT7 AT Lk E£—F) %% MAC 7 KL A,
« detailed : FEHEH TN Z CREM7Z: b L— A FERIEMZIRILL £,
exml: FL—ZFERE XML TR LET,
RT9TE VI AX 2=y KTy NeT Ny 735121, X7y b hL—F O persst 7> =
CEANNLET,

stransmit 7> a v EFEHTLE, V2L — a7y R ASANLH LIS X
AT DHZENTEET,

*ACL, VPN 7 4 /L Z_ IPsec A7 —7 47  WRPF DX 2T 4 Fxv 7B A%y
74 5HIi. bypasschecks 47> a v AMH L £,

sdecrypted 47> a VEMEHAT L &, BE LI N7y RE VPN F U RVIZHEAL, &
HIZ, VPN bRV BB L CEET Ly a2 v Ialb— b T52 L TEET,
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B s=s0x=5u>9

ATV T6 FFEDO/Nry Vel T A% 2=y FTEHT5I21E, id & origin # A1 LET,
cid: FL—RAZBMET D=y MT Lo TEID B THNIZHINE S,
sorigin: NV —REBETAHI TAY 2=y FERLET,

1

RIZ, HTTP AR— | 10.100.10.10 2> 5 10.100.11.11 ~® TCP /37 > & |k L — 2 F 5 4
ZRLET, BBROEST 7 8ANL—MIZE>o Ty MR RaySid 2 LR
THRERDPEFRINET,

ciscoasa(config)# packet-tracer input outside tcp 10.100.10.10 80
10.100.11.11 80

Phase: 1

Type: ROUTE-LOOKUP

Subtype: Resolve Egress Interface

Result: ALLOW

Config:

Additional Information:

found next-hop 10.86.116.1 using egress ifc outside

Phase: 2

Type: ACCESS-LIST
Subtype:

Result: DROP

Config:

Implicit Rule
Additional Information:

Result:

input-interface: outside

input-status: up

input-line-status: up

output-interface: NP Identity Ifc

output-status: up

output-line-status: up

Action: drop

Drop-reason: (acl-drop) Flow is denied by configured rule

BimDE=21)>T

BEIT, %, 7 b an iy BT A1E#RE G TBAE O & Rk d 5121, show conn all
detail =~ > FaMHHLET,
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FRLBEUErSTLva—T4v70BE |

TFTAMBEV NS TN a—F 4T DERE

HaE

Y

Ty bhI4+—LYY)—X |FHA

traceroute® IPv6 PR — | 9.7(1) traceroute =~ RAZEHE X
L. IPv6 7 RL A B 517 A
LNABLOITHRDFELT,

WDa<y RREFEEINEL
7=, traceroute

TV T I N—T X N— A 19.(1) TV T T N—T A N— A
VE—=T A ADIN b VE—=T A ANy b b
FL—HDHR—F L—H 2 TE5 L 01c7%
nE L,

packet-tracer =< Ri{ZIRD
20ODF T a URNBINENE
L7z, vlan-id ¥ X 0¥ dmac

FENCL Dy b Fr 7 |97(1) Xy Iy EFEITEILEB X
F ¥ OBALE &5 1E QBHETCE B L H T F L
77

BIWEEIN-a<w R
capture stop
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B xrs50r570v2—F1vr0BE

KRS TSV bITH—L)I)—R SRER
sk sn= 7 v b FL—119.9(1) N bR L—ER ORRE
BLONNTY Yy b v 7T vk T kS E L7,

PN
AB

VAN TV =
=y MHZ BB & &
AV RN i1 A0
T,

e Ialb—hEINEN
7y RYASA ML H B
HEolZLET,

eIzl — &N
ryroX=2l T4
Fxv I BNANRALE
e

e I alb—hE7R
47 b % IPsec/SSL T 5
fbanf="r> r& LT
WNET,

Ry b F v IF v TR O
BECR{bENE LT,

Xy NEEE L LT
XYy 7 v LET,

s b —R%&F ¥ 7 Fx
L. ke A MotriFL
£7.

FRELIIEEINIca~y
} : cluster exec capturetest

traceinclude-decrypted.
cluster exec capturetest trace

persist. cluster exec clear
packet-tracer. cluster exec

show packet-tracer id, cluster
exec show packet-tracer

origin, packet-tracer persist.
packet-tracer transmit.,

packet-tracer decrypted.
packet-tracer bypass-checks
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FRLBEUErSTLva—T4v70BE |

iy

HaE

IS5y R TE—LYY—R

B

ACL {13 IPv6 ~ 7
T4 BRI EBDHD
Ry b Fy TFyDOIR—
S

9.10(1)

capture =~ > K™ match & —
U— REEHT 2546, any
F—U—RNIXIPv4 N T 7 1 v
I DOHBELET, IPv4 £7-
IZIPv6 N7 7 4 v T HF
F ¥ I H7HIC, anyd & any6
F—U—RZRETEL LD
WY ELRZ, anyFXF—U— R
TIE, 5l&HkiE IPv4 b7
T4 v DOHRBEINET,

B/ EE s lca~v s R
capture match

Forepower 9300/4100 31 L\
debugteemetry <>

9.14(1)

debug telemetry =1~ > R Z&{#
A+2nE, 7L AU ICEH
TOT Ny T Ay E—ViRE
RENET, ZOT N7
. 7V A RNY LAR— DAL
FRFIZ = Z — D UK & R E
LTI HET,

FRU/AET SN a~v R
no ] debug telemetry, show
debug telemetry
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B 7 =xrs50r570v2—F v v0RE
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TIKETAIPMDRF AV M ESELESZL,



