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ASA 73 Cisco Smart CallHome H—/N—|Z R L T A2 A vE— VU 2EETE 5 X HIZDNS
P N—Z E L ERETIVLENHYET, ASAEZTTAX—F Xy hT—ZIZREEL, 8
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2. BbEFXFaUT 4LV DEWA F—T x4 AT DHCPINFORM A vt —I % %EE L
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AT 4 X2l —a OBl BT A 7 A 7NV TREORE, BX2 U T ¢ #EM
B EliTe LET,

cfkRERE =2 =Y T UT NI A DOTFRRRT T — b, BLOEEMARBENIC LD M
kST Nt 93l R

o =B RBLRDBBANIL, T XTORZWT — Z D3RAF X 4172 Smart Call Home il %1 28 L
<. ﬁfféﬁfﬁﬁuﬁ%ﬁ%ﬁ“—% IS5,

» Cisco TAC DHMFICABRNCERET 7 B X925 2 &Ik v HRZRMEZ ORI R4
E)O

s NTTN Y a—T 4 U TICRE R R BT A EICLD, AX T VY —REYRL
AT 5,
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—é—O
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¢ T D Smart Call Home * v&—, 2ZWr. L OHEEIHE T CHeiR< 5,
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« T D Smart Call Home xf)&7 /34 AT D HFOA X MU EHRB I Oa> 7 o
Xzl —va U ERERRT D,
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TXEHHA, F72. Anonymous Reporting 7 4 Z—7 WM LIHE, FT AR HRA b
ITFDOFEFEHEY £9, Anonymous Reporting 287 4 E—T7 NVOHEIT, T AN KA b
ZHIFRCT&E £972%, Anonymous Reporting 7 1 E—7 /LI LTH b7 A h RA 2 MIHI
PR ER A,

e TF A TXANET—RFRELMHLTWDHEEIL, dns, interface, trustpoint =~
VRIFEHa T XA MISHY ., cll-homea~<r RIZTV AT AV THAMIBHY 7,

s CAYV—R_—DHCEBLIAENETE IN-HAEI1Z, Smart Call Home 237 7 7 1 7 720RHE
EHERFCE D X oz, BN trustpool N> RAVOEH 2 HEMLTE £, ZO T A B
T—)VHE R, v TF 2T XA MOEATEIVAR—-FENET A,

Smart Call Home D A4 K54 >

e vV F AT XA K F— FTIL, subscribe-to-alert-group snapshot periodic =~ > Fi, ¥
AT HhAarZ4Xalb—varypblfRefgyoa~vr e, 2—¥ a7F 2 bh
LEHMERGToa~vr RO 2 o0a~vwy RiZgElasnEd,
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TEFET,
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BERELZFFORWT 7— 8 7 —71288k9 5 & 9|2 Smart Call Home # 5% E L Th H45
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AT 71 [Configuration] > [Device Management] > [Smart Call Home] DJIEIZE4R L £ 5,

AT 72 [Enable Anonymous Reporting] = v 7 R v 7 A% 4 N2 LET,

AT v T3 [TestConnection] Z7 U v 27 LT, VAT ALATAyE—V%REETEH L 2R LET,
ASDM IS A v =V E i3I — A o=V 2B LT, 7 A MERZEHM L ET,

RTv T4 [Applyl %7 U v 7 L CEELIRT L. Anonymous Reporting % 1 x—7/LIZ LET,
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Smart CallHome V— YA, VAT ALy T v/, BIOTI7— M7 RA7 VS g 7Fn
T ANEFRET DL, KOFIEEZFITLET,

FIE

AT w71 [Configuration] > [Device Management] > [Smart Call Home] DJIEIZEIR L £,

RXTw 72 [Enable Registered Smart Call Home] = v 7 /R v 7 A% 4 /|2 L C, Smart Call Home % A & —
T L, ASA % Cisco TAC (28 Gk L £,

ATw 73 [Advanced System Setup] Z# X 7L 7 Vw7 LET, ZOMFEEIX, 3HEOA 2 THEEILTH
FT, EXAUE XA MUTEXTA I Y v 735 ERBEE I TEET,

a) [Mail Servers] X1 *"C, SmartCallHome A v E—Y &2 EF A —/LDOYT 27 T A NZEUE
THBRICHEBT D A =L P —R—ZFETEET,

b) ASA ® [Contact Information] ~2- > "C, Smart Call Home A v & —IZERINHHYED
EAFREANTEET, 2O, AL, ROFERPEENET,
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o HAR L D EREE T
o HLE AR Y H OIERT,
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+ Smart Call Home & - A —/V® [reply-to] T A—/ T KL A,
e I AKX ~—1ID,
« %4 k1D,
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¢) [Alert Control] ~A > T, 77— FDOHIEINRT A= ZFETEET, ZDOA T,

[Alert Group Status] XA ' NEEIL, T IIWIIKRDT TF— K IN—TDAT—H A (f F—
TNEFRIEFT 4 E2—TN) BRI ANINET,

W7 T —F I —7,
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CBREET T — kN I —T,
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cAFyTFvay hTIT—F T—T,
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T VARNY TT—hKITN—,

T T— N T—T,

o 1 3 RENCALEE S 5 Smart Call Home A 2 — Y O KK,

« Smart Call Home &+ A —/L® [from] B+ A—/V T FL A,

AT 74 [AlertSubscription Profiles] # 7/ 7 V w7 LET, HMELEEY T A7V Tvar a7y
AMIEST, B TRITFANRNBRIORG LT LT 77— JA—TPREINET,
a) [Add] £/ [Edit] 227 Vv 27 LT, $TRH YT a0 FOT7AIL IT4 B %52FRL
FT, 2T BT A2V T v ar a7 s A VEERLEZY BEOST A2 Y
TvarTu7 A NVERELLY TEET,
b) [Delete] #7 U > 27 LT, BRLET 7 7 A VEHIBRLET,
©) [Active] F= vV Ry 7 RAEFNTLT, BREINTZHTAZ YV Fvary a7y 400
Smart Call Home A vt —Y %727 74 NIZEEFELET,
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a) [Name] 7 4 —/L NIZ@ARY HHTHY | wRETEEE A,
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AF—=TNVELTT =TT LET,
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c) [Alert Delivery Method] % C, [HTTP] £721% [Email] 7> a > RZ OWT g s
Uy LET,

d) [Subscribers] 7 4 —/L RICETFA—/NV T RVAEZITWeb 7 NLAZ AN LET,

e) [Referenceldentity] 1=, syslog ¥ — 3= 63(5 L7GEAEIZx3 5 RFC6125 2 ID F = »
I A X =TT HBRID AT V=7 NEARITHRELET,
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[Alert Dispatch] fEUIE Cix, HELE N, V7 A7 T A /NIZE(ET % Smart Call Home 1 # D FlJH
EEEORMEZRBETEET, FHN—R LA XU NR=ZXD2FHDOT 7 — MRHY, 7
F—=FrD MY H=FHEDISCTERLETS, a7 Falb—val AU Xy
Tvav b, BEOT LA NIOET T— b Z—T IR — 2T, M. BB, Syslog.
BLOBBEOET F— b I NV—T13A X P _R—RA T,

[Message Parameters] FEI ClL, BLEIND A v —VEASKKA vE—0 A X B
TATTANCEEINDA v —V%HT 2T A =2 i TEET,

REfEI_—R2 DT 7 — hO4, [Alert Dispatch] fEI C [Add] 71X [Edit]) 2 U v~ LT, [Add
Configuration Alert Dispatch Condition] & 7= /% [Edit Configuration Alert Dispatch Condition] %1 7
BRI AR RLET,

a) [Alert Dispatch Frequency] fHIK T, V7 27 7 A4 NTHEREXETL2HELBELET,

cHBADOY T A2 Y Frarobofle LT, #MEH, HMAZBELET, Z0F
TEMNT2 WAL, ASA 23U 7 E 2 IR L 7,

cHFHEADOY T A7) T arDodfFERE LT, BER., BAZEELET, 208
ENIRVEAIEL, ASA N2l 23R L £,

cHBHDOY T AT YTy a s ilid, BMERETIHLZEE LT, ZORERR
AT, ASA DU MEE RN L £,

s FERHNLOY T A7 U 7y g iR, TERERETHRE (DAL ZHELET,
ZOWRENRWIGETE. ASADEYREEZSR L E7, KRB0V T A7) g
UHAHEIZRDIE, A F v T ay hBIOTF LA RN 75—k SA—TDOHTT,

b) [Basic] £721% [Detailed] 7> a > A2 %27 U w27 LT, 7T RA7 T A NTHLERIER
DUV EfRELET,

) [OK]#7 Vw7 LCar7Z s Xal—ra a2 RFELET,

ARy bR—Z2DW, B, BLOEERT 7 — DA [Alert Dispatch] I T [Add] F 7=

IX[Edit] 2 U v 27 LT, [Create Diagnostic Alert Dispatch Condition] ¥ 7213 [Edit Diagnostic Alert

Dispatch Condition] # A4 72 /AR v 7 A%k Fr LET,

[EventSeverity] K2 v 7'X 7 YA RNT, ¥ T AT TAN~DT F7— DT 4 AXvF &

H=F A POEBRELIFEL, [OK] 227 U v 7 LET,

RS — A DA Ny k) 75— RO [Alert Dispatch] # G [Add] % 77 13 [Edit] 27 U

27 L, [Create Inventory Alert Dispatch Condition] & 7z 1% [Edit Inventory Alert Dispatch Condition]

HATaTRy 7 ARRLET,

[Alert Dispatch Frequency] K2 v 7 X > UARNT, YT AT FANZT T— aeT 4 ARy

FTTHMELZEEL, [OK] 27 Vv 27 LET,
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FEfIR—AD R F > 7 vg v b 7T — hOEE . [Alert Dispatch] #Eik T [Add] % 721% [Edit] &
27U w27 LT, [Create Snapshot Alert Dispatch Condition] & 723 [Edit Snapshot Alert Dispatch
Condition] ¥4 70 /Ry 7 AR RLET,
a) [Alert Dispatch Frequency] S C, H7 X7 T A4 NI HRAEETHHELRHRELET,

H

cBHADY TR VT arDdOEFERE LT, BER. BEEREELET, Z0E
ERLWIEAIT. ASA S HUIEA RN L £4,

cHROYT A7 YT a Db ORE LT, RER, MHEZEELET, Zof
EMTRVEE L, ASA Vi )72 A BRI L £,

cHBHOYT A7 YTy a3, HREEETOIRAZHEELET, JOEENLY
ald. ASA MY ZMEZ BRI £,

R BLLOY T A7 V7o a i ilid, BFHmEEETLIRME (HA) ZHELET,
ZORENRWGAETE, ASADEY)EEZER L ET, RBEBMOYT A7) g
UG DIX, AF v vay PBIXOT LA RNY T — K INA—TDHTT,

cMRY T2 g Ds. T AT T A NITIEREIRET DB A4 HAL T
ELET, ZOBEHF, AF v Fvay b TI—F IIN—ICOHEHINET,

b) [OK]227 Vw7 L Tar7 s Xal—a R EFELET,

A Xy hR—RAD syslog 77— ~ DA, [Alert Dispatch] fEI% T [Add] 721X [Edit] 27 U v

7 LT, [Create Syslog Alert Dispatch Condition] ¥ 7= | X [Edit Syslog Alert Dispatch Condition] 4

TRIRY I AR RLUET,

a) [Specify the event severity which triggers the dispatch of alert to subscribers] = =~ 7 R v 7 A %
FUNZLT, Ray X0y JARRLA XY FOBERELERLET,

b) [Specify the message IDs of syslogs which trigger the dispatch of alert to subscribers] = v 7 7R v
g A A AT LET,

¢) HBHEDIERIZNEST, v TRITFANSDT T — DT 4 ARy F % MY T—7 5 syslog
AyE—VIDHEELET,

d) [OK]Z#7 Vv 7L Car7Z s Xal—ra a2 RFELET,

AR IR=2Z2DT LA M 77— DA, [Alert Dispatch] #H1k T [Add] 7213 [Edit] % 7

Y > 7 LT, [Create Telemetry Alert Dispatch Condition] ¥ 72 1% [Edit Telemetry Alert Dispatch
Condition] ¥4 70 /Ry 7 A%FRRLET,

a) [Alert Dispatch Frequency] fEI C, #7227 T A4 NI R EEETHHELRELET,
CHHAOYT AL )Ty a v OlHORE LT, BEH, MAZEELET, 2o
,_-/:E_,Z,)S\fccl/\iﬁEl/El\bi\ ASA Z]S‘i@@]féf,fﬁ%i%*ﬂ L/iﬁ‘o
CHHOYT ALY Ty a rORHOMRE LT, BEH, BAZEELET, o
H/Eﬂz)\;fccl/\iﬁa/lfl\bi\ ASA 7‘7]‘)\5@@]7;}?1@%5&_%*)_\] ]\/i‘g‘o

cHEHOYT AT YT a3 iF, BWRERETOMAEZHEELE T, ZOHBER LW
BaE. ASA DN EA IR L £,
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trustpool AEFED BE) A »R— FDERTE .

s FEHALOY 7 27 U 7y 3 ik, TEREEGETHRE (AL ZHELET,
ZORENRWNGE X, ASAEYI2EA SR L9, KEMNOY T 27 ) 7 g
UBATEIRDIE, A F v T ay hBIXOT LA RN 75—k FA—TDOHTT,

b) [OK]227 Vw27 L Tar7 4 Xal—a  #REFELET,
ATYT16 [Test| 227V v 7 LT, ZRELET 77— MBRELLEELTHDENE I EHBILET,

trustpool FEFAZE D BEIA > 7R— FDERTE

A<w—h T4 ATIL, SmartCallHome A > 7T A T 7 F ¥ NMEHINET, ASAIT NNy
7 277 7 > KT Smart Call Home [E4 LR — 2 ET 5 & 12, CallHome % —/N—FEHE %
AT LIZCADFEHEZ G T A MRA » M2 BEIRIT/ER L3, ASAIR, ¥ —/ —FEH
EORITHEBNEE SNIZGAIGERHEORTFEZ VR — 5L 9ICRDE Lz, BAX~—
DAL EMEEOE T 2T 208 IH 0 FH A, CAV—"—0OHABLAEHENET I
72% &1, Smart Call Home 237 7 7 4 77 RIEZHERFC X 5 KL 512, B2 trustpool /3

RAVOEFZHEMETE £, ZoMEIE~ LT a0 T2 MNEBTIEIVR— ST,

trustpool DFEAE N RV A HBIRIIZ A VAR — T 25121F, ASARNY RLOF 7o —RE
A v H— MM T D URL 2HRET 2 BEA DY T, KOI~Y FEANTHE, 774
JL k@ Cisco URL &7 7 4L b OFEf] (22 K¢f]) ZEH LT, BH —EDORRETA A — K

MFETINET,

ciscoasa(config-ca-trustpool)# auto-import-url Default

Fio, kOa~vy REFEHLT, WAXLAURLICEDHEN S VAR — Mo A X—T M TEE
D

ciscoasa(config-ca-trustpool) # auto-import url http://www.thawte.com

F 7 = BEE T OMOIE D LD KR A U o n— RERETE S L )17 5
Wik, o a<y REAA LT, BAX AL AL v BR— oA F—T NI LET,

ciscoasa (config-ca-trustpool)# auto-import time 23:23:23

B AH L URL & DAY AERORFIZLDHEA VR — FEFRET DL, koa<vr R
ERAT2XLERHD F5,

ciscoasa(config-ca-trustpool) # auto-import time 23:23:23 url http://www.thawte.com

Anonymous Reporting & & U Smart Call Home D E=%2—1)
sl
Anonymous Reporting 33 & T8 Smart Call Home 4 —EADE=F— 1  JIZHOWTiL, RO~

Y REZBLTL7ZEV, [Tools] > [Command LineInterfacel # i L CZda~<w> K& AN
TEET,

« show call-home detail
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. Anonymous Reporting & & U Smart Call Home 0 /& &

ZDa< R, HBFED Smart Call Home ORFAIEREEF R LET,
» show call-home mail-server status

Zoavy R, BHEDA =L = N—DRAT —H 2 & KRLET,
» show call-home profile {profile name | all}

ZOa<wy KL, SmartCallHome 72 7 7 A /LD T 4 Fal— g BFRLET,
+ show call-homeregistered-module status [all]

Zoawr RiE, BERENTWDIEY 2= VDAT—H AEFRLET,
» show call-home statistics

o=z~ i, CallHome DFfMIAT —# AR LET,
+ show call-home

Zoa~wy RiE, BIED Smart CallHome D227 4 ¥ o b—v g U E2FRLET,
« show running-config call-home

Zoa~y N, BUIED Smart Call Home DFEITa L 7 4 Fab—a U ERRLET,
» show smart-call-home alert-group

ZD 3= i, Smart CallHome 77—k ZV—T DBIED AT —Z A% FKRLET,
+ show running-config all

Z®» =z~ KX, AnonymousReporting = —%— 717 » A )VICEET HiElE R R LET,

Anonymous Reporting # & U Smart Call Home O & &

%= 1: Anonymous Reporting 35 & U\ Smart Call Home 0 F& FE

HeE

Smart Call Home 8.2(2) Smart Call Home H—t X%, ASA T
BT o7a7 74 72BN 7
WEA LT 77— ERfEL, X b
U — 7 O ML ERSE AN S
*9,

ROBEPFEASIE LT,

[Configuration] > [Device Management] >
[Smart Call Home],

N

TS5 v b Tr—L)Y—R BL)]
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Anonymous Reporting & & U Smart Call Home O /& .

L TI3vbT7r—L))—R BL)]

Anonymous Reporting 9.0(1) Anonymous Reporting % 1 F—7 /L2 L
T, ASAT' T v 7 —L%5fbd 2%
Z &M TEET, Anonymous Reporting
LD, =27 —BXO~VRIZET S
HNROIERZ T A A b A Al
LEICKETEET,
ROBHENPELSNE LT,
[Configuration] > [Device Monitoring] >
[Smart Call Home],

Smart Call Home 9.1(2) TLARNY TI—h TN —7 LiR—
s D7=8®® show local-host =~ > K
1%, show local-host | includeinterface
av U RICEEIZRY E LT,

Smart Call Home 9.1(3) SmartCallHome A vt —1%, 7 7 &
AV T A RX—=T NI LTEBY, 7
UT 4 DNVIREREZFOSHT 7 —
kN 7= T D K D I Smart
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