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R—=F Fr¥xNVET =T NMITHITE, [Enable) T = v 7Ry 7 A A7 LET,

ATFYTES AL H—T A AD[ZAT (Type) | ZRIN L ET,

A B =T 2 A AZA TOFERTFTEOTFMZONWTL, A F—T A AZAT (23—
V) ABRLTLLTEE N,

.
« E18
cUSRE
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B =710 zo8x

ATvT6

ATy T1

ATvT8

ATvT9

ATy 710

ATy 7N

$WIZT /31 R Firepower 4100/9300 |

Ry T Z G YA RTAUN—A o F—T = A AT LTz [EBEE (Admin Speed) ] A 7%
ELET,

FRELICHETIIRWA U AN—A U F =T = AZBINT 5L, R— b F ¥ F/UEFIISM
TEEHEA,

T A B —T A ZZH LT, LACP R— K F¥ F/L [Mode], [Active] %713 [On] %13
WLET,

A B =T oA ADYA, BE— NEXEICT VT 4 7T,

AUVNR— A A =T 2 A AT LT [EHET 27 v 7 A (AdminDuplex) |2 E L9 (&
TF (Full Duplex) ] £72i% [ _HE (HalfDuplex) ]) ,

WELET 27 v I ADA LU NN—A U H—=T oA ZAZBIMNTHE, R—FF ¥ RVICEFICS
mEnEd,

W=~ F Y XA 2 —T = A Z%BINT 5I21%, [AvailableInterface] Y 2 hTA v & —
Tz A A%ERN L, [Add Interfacel %7 Y » 7 LTEDA ¥ —7 = A A% [Member ID] U A
MIBEIL £,

FCAT A TEA T EXRY R T 4 THRRI6DA v HZ—T 2 ZABBIMTEET, AL —
A B =T AL, RUEELT 27 Ly 7 ATRETHLENRHY ., ZOR—KFF ¥ RL
WCHELTEHELT 27 Ly 7 AL —HIBELIMERDY T, AT 4T XA T 1ERI45 F7=
IXSFP OWTNNTT, BURDZAT EHEHKT 7 A4/) OSFP ZIRBIESHDLI ENTEE
f BEORENWA U H—T oA ATHELRSBRET DI EILL S TA U I —T = ADFE

B (IGBA v F—T7xA AL 10GBA v 2 —T A ARYE) ZIEESHELZLITTEXERA,

Evh BEOA L H—T oA A —EIBMTEET, HEOERA & — 7:4’X%:JR
THIZE, Crl F—Z LR HOA 2 —T = A A%V v 7 LET,
AUH—T oA ABBIRT D21, TOFPHDKRAI DA v X — 7:4%%%wb
Shift ¥ =% LN SHREDA v X —T oA A% 7V v 7 L CEIRLET,

K= F¥RNVINoA L FZ—T = A ZAZHIRT 512X, [MemberID]Y A h TEDA L F—T =
A ADLEWNCH H[Delete] R ¥ v %227 U v 7 LET,

[OK]1%Z7 VU v 7 L%,

REBETINA ADHRTE

Firepower 4100/9300 > ¥ — 12, AX ¥ R7 0 Vi@ T NA AL/ id3nAg T4 )T«
RT7ERBEMLET,

7T ALY TITHOWTIL, #unique 2832 S L TS 72 &0,
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25y rrovasanen |

AR F70Oy ASA MENM

&
ATFw T2

AH U RT By OBET AN AL, BIE 3N 7M7) T ¢ T TEELET, #&
ot X=2 T 4V 2—/VERHEHT S Firepower 9300 TlX, 7 T AX EFAX L KT r v
TNRAZADNWTINNERBTEET, 7 7AXFITRTCOEY 22—V EFHTILERDH DT
O, 22X 2FVa— NI TRAALEE-DRAZ L RT TR, 2% ) L MBEDED
ZEiITEEEA,

Firepower4100/9300 & ¥ — 03B/ —7 v RERIE TV AXRT LY R 77 A T U4 —/bE—
N ASA Z R CTE £,

~NTF AT HRANE— ROGE, BONGGHET S ZAZREA L ThE, ASAT U r—g
YCINANT arTHRAN T— REANCTOLERH Y 7,

JR 8O HHEIIZ

BT N, AERAT DT T r—v a4 A—T% Ciscocom /N H X 72— LT,
Z DA A— % Firepower 4100/9300 > v — (27 v 77— KL%,

A\

B Firepower9300 D355, BZx b7 7V r—v a2 AT
(ASAB L O'FTD) 2 v —Y WOl ~x DEY 2—)L
WA VA =L TEET, FIEOEY 2— LTk, £
RHENR=a D7 TNV r—val A VAR AL A
THEITTEET,

BT AN ZACHEATDEHA L — T oA ZAERELET, BHA L H—T oA AHUW
EHCY, ZOBFEA L H—T = AL, V¥V OBFBROLMERAESND Vv — L EH
K= PLRLTIRH Y EHA (F, [ ¥ —T7 =A% (Interfaces) | ¥ 7 D T
[MGMT] & L TEFRSNET) .

s ROEREHABE LET,
c IDTNAADA VH—T A A1d

EH AL HE—T A AIPT RLRAERYy NU—I =R
e S —hUxAIPT7T KL R

FIE

BT /31 A (Logical Devices) | Z# &N L £,
B (Add) 1>[R4 Y F7OY (Standalone) 1227 U w27 L, IRONTA—ZEHELE
—éqo
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B <5 r70oasamem

ATvT3

ATvT4

ATy TH

ATvT6

Add Standalone 2%
Device Name: ASA_1
Template: Cisco: Adaptive Security Appliance =
Image Version: 9.13.0.6 b
Instance Type: Native A4

QK Cancel

a) TNARBHEATILET,

ZOAHNE, ¥ =Y A== YPPEFRRELT > TA =T = AR LTS
TOIEHLET, ZET 7V r—va VBRETHERIND T A ZAATHEH Y 8
/UO

b) [Template] Tik, [Cisco Adaptive Security Appliance] Z R L £7,
¢) [Image Version] Z 3R L 9,
d [OK]%27VUvyZ7 LET,

[Provisioning - devicename] ¥ .t > RUBRERINE T,

[7—# "— b (DataPorts) |fEKZEBL., 71 RZHD Y THHER— 227 ) v/ LE

R

LARIZ [Interfaces] X— Y CHMMI LIcT —F A L H—T 2 A ADHEFEI VY TH LN TEE

T, T, ASATINHEDA U F—T oA AZFHMILTRELET, ZHZiE, IPT FL

ADRESEHENET,

B TRDOTNA AT A w27 )y LET,

ATl Ry 7 ANERIN, IIMOT— AN v TREETH>ZENTEET, Zd

DORFEL. WHEAFEH, 37 42X F% VAN HTY, @EOEH T, T7r 7Y

r—vay CCLIREDIFE AN EDHEEETTEET,

[—#1EH (General Information) ]~<—C, IROTFNEZEITLE T,

a)  (Firepower 9300 DHA) [EXx = VU7 4 EFY = —/LOEIRN (Security Module Selection) ] D
TC, ZOMBT AL AMFEHT 28X 2V T V22— N2y LET,

b) [Management Interface] % &R L £ 9,

DA UE—T oA A, WRBET N RAEEHT LD INET, Z0A U H—
T A AT, V¥ —UEHR— N EIFRDO LD TT,

¢) BWHALH—T A AEBIRLET, [T FLAZ AT (AddressType) | : [IPv4D 7 (IPv4
only) 1. [IPv6DZ (IPv6only) ]. FE7=iZ [[Pv4FS L OMPv6 (IPv4 and IPv6) 1.
d) [ManagementIP] 7 KL AZFRE L F7,

DA E =T 2 AZ—BDIPT RLVAEZRELET,

€) [Network Mask] % 7z 1% [Prefix Length] (ZAJ) L9,
) RYMI—=HO H—broxA T RLAEZANLET,

[FXE (Settings) | ¥ 7 %7 Vw7 LET,
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z2avr7ovasanen [

Cisco: Adaptive Security Appliance - Bootstrap
Configuration

General Information Settings

Firewall Mode: Transparent &7

Password:

Confirm Password:

AT wF1 [Firewall Mode] % [Routed] % 7=1% [Transparent] (Zf8E L £7°,

N—TFT v RE—=RTHE, ASAL, Xy "= DN—F Ky T LREnNEd, v—7 1
TEATOGA L E—T 2 A AFRR Y73y VREZHVES, —FH, T AXT LUk
T77 A7 U4+ =L, [BumpInThe Wire] £720% (AT VA 77 AT U4 —/L] OLIITH
BTA2LAV2T7 747U+ —NTh, BINieT A A~DN—F Ky 7L LTI
SnEHEA,

T7 AT U —)VE— NIIWHARBRFCOAZRELET, 77— MR NI v 7ORELFHEAT
DA, ZORTIIMEHEINEEA,

ATy T8 EHHEFEZ—YO [Password] Z AJ L THER L, /NAT— REHHZLET,
HARESNTVWAASABHE L —PF/I AT — RBI O, F—T A NAT— RE, /SAT—
ROEEICENL B £ T, FXOS 77 B ANARERiGA, BHE 22— XA T — R/f x—T L
NRAT— Rz &Eic vy hTEET,

ATYF9 [OK]| %227 Vv7 LT, BEXATul Ry 7 A%HALET,

ATy T [fR1FE (Save) 1227 U v 27 LET,

Ty —it BBELEY 7 b T R=VarEFyru—RNL, TV = a A VAKX
VAT = FAN T TRELEBA VAT A AREET v aTHI LT, BT A
AHBEANLET, [#RET/NM4 X (Logical Devices) 13—V T, HLWIRHET /A ADAT —

X AZTER L ET, BT /XA A [Status] 75 [online] & FREN=H, 77V r— a2 T
X2 VT4 R —DORELZHBETE E7,

System Tools Help

& Refresh | | () Add Device

B7% (40 of 46) Cores Available

Status
@ online (4@ .*g &l

AT IN X2V T7 40 R —DOFRELERBET LI, TASABRESA R 22 LT 7EE0,
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B 7r15EU5 1 x70EM

INA TRAZE) T4 R7DEN

ASANA TRATGEYT 4 (T x2—)vA— =L IR ET) 1L, FXOS TR 77
=y alNTRESNET, 2L, M TA T )T 4 DY Y—V EHFET DI, KR
DFIEAZSBRLTLIEEW,

1R BHIIZ
Tz )V F == DV AT LB ESBIRL T &N,

FIE

AT TN ZBimBT N R[] —DA v F—T = A ZAZENY Y TET,

ARTYT2 Tx— VA —N=Y 2 J 27—~ V721 DFRE200T —% A ¥ —T A A%E|
DYTET,
INHDA L E—T 2 AL, 20D —L DTN, TRATEYT 4 hT T4 v T HR
DEY LET, sz 7=— A==V o7 27 —hK V721X, 10GB DT —#
AV =T oA REERTHZ LWL ET, BHARERA VX —T = A ARHL5GE. Bl
D7 2= A==V 7 AT —F VI aEHTEET, A7 —F U7 BEIEOK
YerPEELET, T A== YT EEIAT— b VI ZEBIA T DA F—
T2 A AEFHTH LT TEERA, RICEAY NI—2 BT A N ETHOT A A% 7 =2 —
NWH—=N—f U BZ =T oA AL LTHEHAETIZ, v — TR v TE2HHTHZ L2568
DLET,

ATV T3 BTN AT, TRATEVTEHNNILET, " TXATEVT A DIZODT = —
W —NR—% B LTI,

ATFYTE NATRATEYT A EZFINCLTZ BT, v B —T 2 AEEETHVEND HHEEE. &)
WCAS U NAEBCEREZFITLOND, T/ T4 7TEBTERZFEITLET,

GE)  ASA DA, FXOS TA v A —T =A A%ZHIBT5 & (&2 *vy hU—2 %
¥ a2 —/)LOHIEE, EtherChannel ®HIBR, F 7213 EtherChannel ~DA > X —7 = A AD
FED Y TARY) | BERFHEZIT) ZENTEDL LT, ASARETIZTD I~
FOMERFSNET, BELDA VX —T oA ZAZHIRT 5 & TERWVEEINH 5 A6
PHERHY £9, ASAOS D WA U Z—T7 = A4 ARTITFEHTHIRTE £,

ASARIEBTNAADA VA —T A ADER

ASAGRBEFT N AT, BRA L EZ—T oA ZADOE VYT Bl Y TR, FHIIEXIHR:E
1TH2EMNTEET, ASDM T, HLWA v Z—T = A ZZHEICHRE L E T,

HLWA v EZ—T oA A&BNMLTEY  REHADOA 2 —T A4 ZZHIBEL7ZY LTH, ASA
DFREINCEH 2 DBIE/NE T, 7277 L, FXOS TEID Y ToniAf & —7 =4 A &Yl
TAHEE (Ry FU—7 Y 2 —/)LOHI[E. EtherChannel DHIfE., Bl ¥ oA X —
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\}

ASARET A 21 v —T 14 20EE [

7 = A A® EtherChannel ~DFE| Y Y T/E) | TOA L E—T A ANREX2 VT 4R

YT END & HIBRIT ASA OREICHEEZGAET, ZOHG. ASABRETIIILO =

VU RPREFSND T, MERFEEITO) ZENTEET, ASAOSOEHE WA F—T = A
AREILTE CHIFRTE £,

GE)

ATy T
ATy T2
ATvT3

ATv74

ATy TH

FRERT N AT A 5 2 9, BV 24T 57z EtherChannel D A L X— y P AFRETE £
j‘o

1R BRI
B L H—T oA ADRE (9 =) ibJ:U\EtherChannel (F— K Fy¥xL) OB
om0 R—=) 1> T, £ v Z—T7 = A A% &E L. EtherChannel Z BN L £,

e T TICEY Y THNTWS A ¥ —7 = A A% EtherChannel |Z3B N4 5121 (7= & 213

T TN R TTRTCOA U E—T oA AR TAXIZEHD LY TONET) . £ ﬁT”
AAMBA =T = A ADEIY B TEMEER L, KIZ EtherChannel I A ¥ —7 = A A%
BINT 30BN H Y £9°, # L EtherChannel D54, & D% TT /34 AT EtherChannel
EEINDYBTHIENTEET,

A A —T = A A% E P EtherChannel (ZE &#i2 H121%, REIV Y COT—X A
Ne— A B —T 2 A ARD72< & B 195 5 EtherChannel 2 1Bk L, BAEDERA X —
7 = A A% % O EtherChannel |CE 2 2 M E N H Y £9, ASANYr— L (FHA
F—T A REEFETHLIr—RFLEY) | FEEREIDYTO) BHA L F—T =
A % EtherChannel (BT TE £9,

JITAE VU TERIXT == VA —"—%BINT 5, T_XTDOx2=y h kDA Z—
72 A ADHIBREKERLET, RN T —H/AZ AL 2=y N CA VA —T oA A%
ERLThrb, G/ 77747 a2=y NCERTLHZLZ2BEIOLET, LA ¥ —
T AFEBREX T LTREETEMNENS T2, A X —T oA AE=H Y 7
BERIEFLERA,

FIE

Firepower Chassis Manager C, [#@#l7 /34 X (Logical Devices) ] Z &R L 7,
fikichs [tk (Bdi) 174222 v 7 LT, ZOMAT A A &L LET,

TR A B =T oA AQEIN Y TEMRT HI121X, [7—% A— b (DataPorts) ] fHIT%
DA v E—T oA ZADOBIREIERELE T,

[T —#% A~— b (DataPorts) |FEILCH LWT —Z A L A —T =2 ABEIRL T, FTDOA X —
T A AZEY Y TET,

WKOXH iz, BB X —T oA AEBEEXWHL T,
ZDEALTDA B —T 2 ZATE, BEERFETDHET AL AN B—FLET,
a) N—VHROTASRA AT arEr7 Vv LET,

$I2T /31 X Firepower 4100/9300 [}
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B 77— avoavy—n~ons

ATvT6

b) [/ 7 A X1 (General/Cluster Information) ] # 7 C, Krv 77X UASMLH
LW [EH A ¥ —7 =4 A (Management Interface) ] Z 38R L £ 7,
) [OK]%27YUvZ7 LET,

[*7F (Save) 127V v LET,

TIUHr—<3o0ary)—ILADERE

ATy T

ATy T2

ATvT3

TV r—varoayy — Il T 5. WOFEEFEHALET,

FIE

a2 — VG E 7213 Telnet #5Fi 2 LT, £ 2 —/ /L CLIIZER L £7,
connect module slot_number {console | telnet}

BEOEX 2T 4 TV a—NVEY RN LR2WT AN, ADEFa2 T 4 TV NIEERT
AHIZi%, dot_number & LT 1&2MEHLET,

Telnet ##5t & 9 2F50E, Y 2 — /VICRBHIEEO® v v 3 U 2RIETE, SEodEN
WL B2 & T,

51 -

Firepower# connect module 1 console
Telnet escape character is '~'.
Trying 127.5.1.1...

Connected to 127.5.1.1.

Escape character is '~'.

CISCO Serial Over LAN:
Close Network Connection to Exit

Firepower-modulel>

TV r—arpayy — VR LET,

connect asa name

A VAR ARG B RKRT BHITIE, AT TIicavr ReE A LET,
1 -

Firepower-modulel> connect asa asal
Connecting to asa(asal) console... hit Ctrl + A + D to return to bootCLI

[...]

asa>

TV r—vary aryy—nu KT LTFX0S EY=2—/L CLIIZBEI LT,
« ASA : Ctrl-a,d & AT LFET,
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RTw T4 FXOS CLI DA — /35 H LoULIZ Y 9,

aAVY—ILERTLEY,
a) ~&AT)

Telnet 77V 7r—3 g 280 Hb by £,

we7r 1 20BE [

b) Telnet 7 7V r—3a V&K TTHITIE, REATLET,

telnet>quit

Telnet 2y a &8 TLET,

a) Ctrl-],. & AN

il

WIZ, X2 UT 4 B a—/L 1D ASA IZHH
LAVIZR D B2~ LET,

Firepower# connect module 1 console
Telnet escape character is

Trying 127.5.1.1...
Connected to 127.5.1.1.
Escape character is '~'.

CISCO Serial Over LAN:

Close Network Connection to Exit

Firepower-modulel>connect asa asal

asa> ~

telnet> quit
Connection closed.
Firepower#

RIBET N ADERE

L T2 6, FXOS CLI D A — /331 3

Hehe N—3v Ee2
Firepower 4112 FH® ASA 9.14(1) Firepower 4112 238 AL E L7,
(G¥)  FXO0S28.1 BNHETT,
Firepower 9300 SM-56 D # 7— K 9.12.2 SM-56 %= U7 Y a— /8N
SNE L,
(GE)  FX0S2.6.1.157 BB TT,

$I2T /31 X Firepower 4100/9300 [}



B #=7 11 zx0mE

$WIZT /31 R Firepower 4100/9300 |

HaE

N—o3ay

Ed 0]

Firepower 4115, 4125, 3 X1 4145 [A)
i} ASA

9.12(1)

Firepower 4115, 4125, XU 4145 73
BAINE LT

(GE)  FXOS2.6.1 NLBETY,

Firepower 9300 SM-40 35 J. O SM-48 @
Al

9.12.1

X2V T 4 BT 2—LD SM-40 &
SM-48 NEA S juE LTz,

GX)  FXO0S2.6.1 BDETT,

ASA 3 X OFTD % [A] U Firepower 9300
DORUDE D 2 — L THAHE— |

9.12.1

ASA B X OVFTD faBl7 /34 A %[ U
Firepower 9300 FL TR TE 2 L 51
0 FE L,

(GE)  FXOS2.6.1 NAFETY,

Firepower 4100/9300 0> 2 & A 4 il {#l U
VI DA A XAERIPT R LA

9.10.1

IIABENEY T DT T xR TIE
1272.0.0/16 x v hU—Z7 REHINE
4, ZHNTFXOS T/ 7 A X &R
HEXIIRY NTI—J BRETEE
T, Yry—UE, Yry—rIDEBLY
Zu v hID (127.2.chassis_id.slot_id)
ICEESWT, =y D7 T AKX
WYy A B —T =24 AIPT FL
AEABERLET, 7L, —Ho
v bU—7 JBEITIE, 127.2.0.0/16 k
T4 IIFINRATEERA, FD7=
B, A—T7 3y 7 (127.0.0.0/8) I &
O~ LFF ¥ A K (224.0.0.04) 7 K
L AZERE, FXOS 27 7 AXZHIEY
YT DHAL L6 VT Ry b EAERK
TEAH X910 FE L,

(GE)  FXOS24.1 NLBETY,

HTIR/ZE T I 7= [Firepower Chassis
Manager] B[ :

[T /314 R (Logical Devices) ] >
[T/34 ZM3EM (Add Device) 1>[2
S X2 1E# (Cluster Information) ]>
[CCL Subnet IP] 7 4 —/L K
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we7r 1 20BE [

N—o3ay

Ed 0]

A v F— R TOF —# EtherChannel O
PR — bk

9.10.1

7 — 4 1 L7 — # $:5 EtherChannel
%7 77 47 LACPE— REizldA4
F—FIIRETELEOITRVEL
7=, Etherchannel DD % A 7137 7
TATEF—RFOHBEYR—FLET,

(GE)  FXOS24.1 NLBETY,

FBl/Z8 B S 37z [Firepower Chassis
Manager] E|if] :

[4>58—7 4R (Interfaces) 1>[9

RTODAF3—T (4R (Al
Interfaces) 1>[R— b F v RILDIRE
(Edit Port Channel) ]>[E—F
(Mode) ]

Firepower 4100/9300 > ¥ — 3 [ ASA
DY A I TAZY T ORE

9.7(1)

ASA 7 T AZZRBIRT L L, ENEN
O Firepower 4100/9300 > ¥ — > D H A
NID ZFXETEET, LIRILASA T
TV lr—a NTHA NID ZRE
THILENRHY E LT, ZOH LV
AEIX. PIHPEAZ @ HIC L E9, ASA
RN TY A FIDEZRETE /272>
LZEIZERLTLER Y, £, &
A M7 T AZY T O E G
OLHTDIT, BEMEENRT f—v R
BT 2B OUEN T £ D ASA
9.7(1) BLOVFX0S 2.1.1 IZT7 v 7/
L—R35Z L AHERLET,

WOBEMEAZEE SIE LT,
[Configuration] > [Device
Management] > [High Availability and
Scalability] > [ASA Cluster] > [Cluster
Configuration]

Firepower 4100 U — X O ¥R — k

9.6(1)

FXOS1.14 TiX, ASAV ZAZ Y T
/. Firepower 4100 > U —X DL ¥ —
V7 AR T Y R— N LE
‘a‘o

ARSNICHEEIZH Y £ A,

$I2T /31 X Firepower 4100/9300 [}
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$WIZT /31 R Firepower 4100/9300 |

N—o3ay

Ed 0]

6 DODEY 22— LDy —[M T T A
2V 7 ¥ IO FirePOWER 9300
ASAT 7V r—ra oA NI 2
ABY T

9.5(2.1)

FXOS1.1.3 Tix, ¥ ¥ —T /. &bIC
YA NI TAR Y T EHPTE
FT, MRK6ODY ¥ —INTHK 6D
DEV2—)VEEDODHI LNTEE
S

AR SNHEEITH D £ A,

Firepower 9300 i~ ¥ — N ASA 7 5
2B T

9.4 (1.150)

FirePOWER 9300 > v — N Tld, #
R3IODEX2 VT 4 EV2—VEY
TALETEES, ¥ —vHNOTX
TOEY2—/UE, 7IFAXIZBELT
WAHMENRH Y 7,

WOEmEZZEANLE L7,
[Configuration] > [Device
Management] > [High Availability and
Scalability] > [ASA Cluster Replication]
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