kS0 wo J—2

N7 40— DA F—T 2 A AEEID YR TCH RN TEET, ik, B
BFEOT7a—=D T T 4w 7S =2 NOA L Z—T =2 ZATASAICHAD TES L H1ThY
F9, ZOMEEICL Y, ASA ETOZEa X N = /LF XX (ECMP) D/L—T7 4 7R, ASA
~DKNTT 4T OBEDA L H—T oA ATl — KT o ZRalRRIC e D &
R

s v T T 4w = OE (1 3—)

« NFT 4w S — L DRHESME (8 X—)

s NTT 4T = DA RTA L (10 8—=)

s v T T 4w V= DEE (11 =)

e "I T 4wy = DE=E—Y T (12%—2)

s v T T 4w =D (14 2—2)

s NI T 4wy = DERE (17 =)

kS J4v 0 I—2DE

ZOHETIH, Xy NI—=IThI7 747 V=V aMATLHECONTHIILET,

V—rR8SnTOEWEE

TETT AT X2 VT 4 TNAITVANE, VT 7 4 v 7 OFEITHEREZRET BRI,
Ny NOREEZZBELET, 7 —ll@HINTNRNTA—=ZD12F, FT7 74 v 7 RRELT
AV B =T A RIHANTHZETT, Bipb A0 H—T 2 AABREFOT7 R —D N7
T4 w7l ASAIZE TRy TEnNET,

KNS T7 497 =2k, BEOA L Z—T oA A% 1 DICFELHEIENTEBHD,
=V NOEEDA v H—T 2 A AHBAVTERNT T4 IRTES T 47 X2 T o
TNIAYZLOEX2 )T 4 Fov 7 &Mzt I ENTERLIICRY FT,
EErEYY

AF— KNI AV ANRT g v ORFE

cS2499 =2 .


asdm-714-general-config_chapter1.pdf#nameddest=unique_33

FS524v9 V= |
B - zemyamn

V—UZEERT HER

S EERLT, HEON—T 4 7OV F Y FITInT A N TEET,

ERHIL—T 4 24

WD F VA TiE, Outsidel £ > F—7 A ADISP 1 #FRATANIARA RN ESAEHHRA RO
RUNCHERE NS SN TWET, sadex v MU — 27 OIERFRIL—T ¢ 7 DNEK T, Outside2 A
VHA—=T 2 A ADISP2 MBIV Z—2 NI T7 4w I RBEL TWET,

Outside
Host

= = = = Qutbaund Traffic Inside
Return Traffic Host

araga2

J=URBISNTWRWMEEDME : ASAIL, (¥ —T oA AT LITERT — 7 /VERRFL
£9. VA= T T4 v 7P Outside2 ICBIEST DL, DT T 4 v 7iE #EhiT —7 v
=B LWz, Fry7SiEd, ASAZ ZAZICEL T, 77 AZ0E—/—ZIZx)
L THEEOBERG (7 Pyt o—) 2RO5G, HL—T 1 73R TERV LT
T4 v I RORRERD ZEBHY ET,

J—UBElEnt=Y ) a—3y ASAIT. V—r Tl T — 7 VAR LE T, Outsidel
L Outside2 2 1 2D — N7 N—T{L LT=GE, VX —2 N7 7 4 v 73 Outside2 | ZFI2E
FThHE, = T OERT — TN T A, BTSN E T,

HmEL=IL— b

WD F VU FTIE, Outsidel £ > F—7 A ADISP 1 #ATANEAR A N ESAEARA RO
RN HESL STV E T, Outsidel & ISP 1 [ Cl— bR E R IIBE L7272, bT
74w 71T ISP2 T ARIDON— N EBBDHMLENDH Y 9,

B t571v5 V-



| 57495 v—>
n—rnsvovy |

Dutside
Host

=l

*

= === Routel Traffic nalde
Route? Traffic Host

373593

V—URESNTWEMEEORIE : NEAR A~ EAMTHR 2 MO NEIR SN D720, B
LWREDONL— 2R LTIl LW AN T 20483 H Y £9°, UDP O%E, 1 DO
Ty RN RayFET B EEH LVvL— FMER &, UDP B2 WEAIE. B LWk %
FELTHMLERH D 97,
V—oRBlEnf=V)a1—3 2 ASAIE, kLA —hEREL, 7u2—% ISP2HEAD
FLWARRAYINERZET, N T 7400713, Ny "R Ry 52 L7 r—A VA
Rk IhE T,
O— KNSy
WD F VA TiE, Outsidel £ > F—7 A ADISP 1 #FBHTANIARA N ESAEARA RO

RUNCHERE P HEN. SN TWET, 2 B H OEEHED Outside2 D ISP2 T 5% A F L— b &
ML THESLE N TWET,

| rS5240v0 -2 IR



FS524vo =2 |
B ceopgr—onsron—54055—o0

Dutside
Host

=

o

ISP1 ) ( IsP2

= === Routel Traffic nalde
Route? Traffic Host

Arasa4

J—URBENTUWEMEEDRE: (v 22— T 2 A A TR — RS U T H2(TH N
TEFEHA, ARERADIE, 1ODA v F—T =2 ADEaAML—MNokba— KT 272
aj’ ‘(‘\‘é—o

J—oRB IV ) a—32 ASAIE. V= ADOTRTDOA v B —T = A ATHRKED
DEIAZ N — NEOBSEED— RRNT LU RTAHZERTEXET,

» — + - N N > — N — N

V= ZEDERT—ILEEVIL—T T T—TIL
ASAIZ. NI T4 v IS —0 DAL E—T oA ADNTNNIBETXA LS — T
DT — TNV LET, £7/-. ASAIL, ECMPHR— MRS —> T —F 407
T—TNHREFLET,

ECMP L—F 1 >4

ASA TlZ, &2 A N wLF /X (ECMP) V—F 4 v T 5B R —KrLTWET,

V—UREENTULEL ECMP H7R— b

S MWW, A E—T 2 AT LICRREODEI R NDAET 4 T — NEF
FFIZFAFT I v I V—FE2RETEET, 2203, ORI — U= A ZET

Sin==d

BHEA v Z—T 2 A A3 ODT 7/ b — FERETEET,

route outside 0 0 10.1.1.2
route outside 0 0 10.1.1.3

B +5ovsJ—>



| 57495 v—>

y—ruaisnt-eemp ox—+ [l

route outside 0 0 10.1.1.4

ZO%E. 77 4 v 7%, 10.1.1.2, 10.1.1.3 & 10.1.14 HDOHNEA v A —T = AT — K
NRGUZAENET, FF 749 21F, FRETIPT FLABLOSEEIP 7 FL2E2 Ay ad
BTN ALIFESNT, BELEY— by oA BIChBL SN ET,

ECMPITBEE DA v Z—T = A AW TIIHR— FEaNnizd, Bipb A F—T oA AT
s ~DN— N2 EFRTHI LT TEERA, ERROL—FOWTNNERETDH L, RO
N— MIESSNET,

route outside2 0 0 10.2.1.1

J—UREE Ntz ECMP H7R— b

V= BNHDHHERNE. S NDOEBRKRKEODA v H—T 2 A AWK ODDHEI A NDAX
TA I = R ERESAF Iy - FERETEET, 2L ROLIICY—VH
D3ODA L E—T o AIZ3 ODF 7+ R L— "NEBRETEFET,

route outsidel 0 0 10.1
route outside2 0 0 10.2
route outside3 0 0 10.3

1.2

1.2

1.2

FEEIZ, FA T I v I Vv—FT 407 Fa baiid, HEOIZE A M L— hE2RETE X,
ASA TlE, LVEBERo— RN ARG U T A=A LEZHEA LA v E—T = A ZARKT I
FT74 v —RKNTURALET,

J— MR L72E . ASA X7 a—%2 3 — AL R IIHD/L— MBI S £,

gEHmoo—k NS URAE

ASA TlE, "y "6 X7 GEEILIPT RLA, S8 1P 7 R A S5 — b, %85
R—=h, 7B har, AN H—TxAR) DOERSNI NNy Y2 2fHLT, Hax b
No— NME O AT — R AT A LET, — R LVERY | B iimh, 1>
H—T A A TS ET,

BNy I, — TR — RART U RAEINFRA, #FEFE T, TDL— FBERL
VR B—— hEEALET,

ASA T, B — R AT UV THRICA VB —T = A ZABIGERZF DM DT A —Z ZEE L
Fii, FULY—rHNOTRTOAL X —T A AN MTU, #I5E7 & OR Uit a2 > =
LEMRLET,

=R NZ o7 T ANE, 22—V —REMRETIIH Y THA,

MDY —=2DIL—EANDTA—IL NV

N— WA E—T A ZATHE LI E XIS — N T RTRE R D L — k2372 WA
ASA TiX, B4 08 =T AR/ =0 NoDONL— b EfHLEST, 2Oy I T v

cS2499 =2 .



FS5T4vs U=y |

B s oz121—20t%205 1 KUs—0BE

= FafH LG E. Y= RSN TORWL—T 4 7 OYR— F LRRRIZ AT v bO
Rey 7RRETHZERbY £,

AR —DT A AR—ADEFX1Y T4 R)—DHETF

AV EVRs

SV EMERTHE, NI T4 T IE S NDTRCOA U H—T oA ATHAD 23 &
NEITN, EX2VT7 40 R —HIK (T7E2A L—)L, NAT 72 Y) X, V' — VB TlEZR
S AVE—T oA ZABMNTHEASNET, Y—CHNOTXTOAS L F—T =4 AZFRLE
X274 RV V—%RETDHE, TONT T4 v Z7ODECMPBLUNE— K ANF T %
WEUNCRETEET, BHADNRT LA E—T 2 A AREDFMZONTIE, b T 7 47
V=V DRHESMS 8 =) SR LTLIZEN,

V—2THHR—brEhdH—EXR
RDOY—E RN = THR—FENTNET,
« T UL L—IV
* NAT
*QoS FT7 7 4w RV THERES—ER L—)L,
« Routing
TR —rayRlEhc AR — MIFHTE £ AL, To-the-Box 35 J U From-the-Box k7

747 (72—) T8 LT= to-the-box ¥—E 2B L O from-the-box V' —E A ZHETH
EHTEET,

NST7 4wy =0 DA H—T A RO —E X (VPN., Ry FRXv N 574 v
TANHEIRE) BERELRNTLEEN, b0V —E R L, BEEB Y ITHEE S 7-I13PRE
LWZ ERHD ET,

GE)

X7«

X2 T4 R —DOREFEDTFMIOVWTIEL, VT 74 v F V= ORIHRSMS (8
N=) EBZRLTLEEN,

LA~

= NIERINGBMT DA v =T 2 A AL ST =0 DX T 4 LT F
T, BIMOA L H—T oA AL, T_XCRLEXF2V T 4 LNV THXRERHY 3, V—
VIRNDA B =T 2 A ADEF 2T 4 LYULEZEET DI, 10D, F—T = A A%
TRTCDOA Vv H—T =24 AZHIBRELTHhHEX2 T4 L-LEERL, /X —T (A
EEEBEMLET,

B +5ovsJ—>



| +52499 y—>
J0-07513ssvRENIv5—7x42 |

JO0—DT7534X)BELUVBREDA V3 —T (4R

B 7 o —1E, BRVIDODAE A v Z—T 2 A RATHESWTHEREINE T, ZhbDA ¥ —
TxA AT, FIA~) A F—T = A ZATT,

N— NEREEIZIERNN—T 4 T2 H0, FHLWHA v F—T oA ABRFEHEINTND
BRI, LA v H—T o ANBEDA X —T = A A2 F9,

J— U DEMFE =LA

S NIAE =T oA AEEY Y THRGE, EDA U H—T 2 A ADT T ORI R S
NET, EEABEHLTALERS D £77,

S =AU B—T 2 A ZAXHIRT DHGE, DA E—T A AT T4~ L F—
T2 A AL LTWDTRTCOBFNHIBRSNE T, SE LT 20ER’H £9, 204
V=T 2 A ANBUEDA v Z—T 2 A ADEE ASA TR E T T4~ ) A o F—T A
AWRLET, Y—rOi—bh T—=7 A b EHEINET,

J—VREZT7499

NITA4 I WRDHA L E =T A AZAD, ALY = DRDOA o F—=T =4 ANBHDZ
LN TE L X919 5I1TiE. [Configuration] > [Device Setup] > [Interface Settings] > [Interfaces] >
[Enable traffic between two or more hosts connected to the same interface]& 1 x— 7 /MIZ LT kT
T4 INBRECA L E—T oA A MAD TEHEHIZL, EHIT, [Configuration] > [Device
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BoON—FERETHZIELTEET,

S =UNIA VB =T A RGBT DHE, ZNODA U F =T 2 A ADFTXTDARALT
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FIE

RTv 71 [’®E (Configuration) 1>[T /31 ADEEE (Device Setup) | >[4 2 —T 4 ADERE
(Interface Settings) 1>[V—> (Zones) | DIEIZEIR L, B (Add) 1527V v 7 LET,

F 721, [Configuration] > [Device Setup] > [Interface Settings] > [Interfaces] > [Add Interface] 4
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RFYT2 V=K 48 RN AT £
AT YT 1 OPEDA v 5 —T = f R (A3 (Member) | FURIZIN LET, T 25—
T2 A ADEF 2T 4 LANFELTHD I LR LET,

ATy T4 [EH (Apply) 1227V v 27 LET,

kS TJ4vd JV—2DEZR—)Y

COHETIX, NI T4y S R EF= A —TAHHEICOWTHHLET,

v — 1R
« show zone [name]
Y—=ID, ATHRALM X2 VT 4 LUL, BROAUAN—ZFRRLET,
show zone == & RIZHOWTIE, RO HZZHRL T 2S00,

ciscoasa# show zone outside-zone

Zone: zone-outside id: 2
Security-level: 0
Context: test-ctx

Zone Member(s) : 2
outsidel GigabitEthernet0/0
outside2 GigabitEthernet0/1

show nameif zone
A B =T x2A AZLBIONY - A 52FRLET,
show nameif zone =~ > RiZHOWTIL, ROHENEZZHBL T 7ZE0,

ciscoasa# show nameif zone

Interface Name zone-name Security
GigabitEthernet0/0 inside-1 inside-zone 100
GigabitEthernet0/1.21 inside inside-zone 100
GigabitEthernet0/1.31 4 0
GigabitEthernet0/2 outside outside-zone 0
Management0/0 lan 0

Y — Utk

show conn [long | detail] [zone zone_name [zone zone_name] [...]]

show conn zone =~ > RiZ, Y —rO#kia &R LET, longF—7U— & detail F—
J— RiE, RSN T IA~ VA LA —T A RE bT T 4 v 7 OEEEITfH
SNDBAEDA B —T = A AR RLET,
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show conn long zone =2~ KOO &S L T 7Z S0,

ciscoasa# show conn long zone zone-inside zone zone-outside

TCP outside-zone:outsidel (outside2): 10.122.122.1:1080
inside-zone:insidel (inside2): 10.121.121.1:34254, idle 0:00:02, bytes 10, flags UO

show asp table zone
TRy ZTHWTEEEX 2V T 4 RAT—T N ERRLET,

show local-host [zone zone_name [zone zone_nameg] [...]]
V= NOB—T RA DRy U= REEFRRLE T,

showlocal-host zone =~ > RIZHOWTIX, RO ESHRLTLEEN, 794~V A~
B—T 2 APRHNCEREN, BAEDA L F—T = A ANH v 2l ENTWET,

ciscoasa# show local-host zone outside-zone

Zone:outside-zone: 4 active, 5 maximum active, 0 denied
local host: <10.122.122.1>,

TCP flow count/limit = 3/unlimited

TCP embryonic count to host = 0

TCP intercept watermark = unlimited

UDP flow count/limit = 0/unlimited

Conn:
TCP outside-zone:outsidel (outside2): 10.122.122.1:1080
inside-zone:insidel (inside2): 10.121.121.1:34254, idle 0:00:02, bytes 10, flags UO

=V —T429
« show route zone
S A B =T 2 ADN— N EFERLET,
show routezone =~ & RIZHOWTIE, ROHNESRL T IZI0,

ciscoasa# show route zone

Codes: C - connected, S - static, I - IGRP, R - RIP, M - mobile, B - BGP
D - EIGRP, EX - EIGRP external, O - OSPF, IA - OSPF inter area
N1 - OSPF NSSA external type 1, N2 - OSPF NSSA external type 2
El - OSPF external type 1, E2 - OSPF external type 2, E - EGP
i - IsS-IS, L1 - IS-IS level-1l, L2 - IS-IS level-2, ia - IS-IS inter area
* - candidate default, U - per-user static route, o - ODR
P - periodic downloaded static route

Gateway of last resort is not set

192.168.105.1 255.255.255.255 [1/0] wvia 172.16.1.1, outside-zone:outsidel
192.168.212.0 255.255.255.0 is directly connected, lan-zone:inside,
172.16.1.0 255.255.255.0 is directly connected, wan-zone:outside2

10.5.5.0 255.255.255.0 [1/0] wvia 172.16.1.1, wan-zone:outside?2

10.2.2.1 255.255.255.255 [110/11] via 192.168.212.3, 2:09:24, lan-zone:inside

OmnmOwn
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0 10.1.1.1 255.255.255.255 [110/11] via 192.168.212.2, 2:09:24, lan-zone:inside

- show asp tablerouting

TRy ZTHTEEEX 2 ) T 4 XA T =T NV E2FERL, Fb— MIBEEMT N —
VEFRRLET,

show asp tablerouting =~ > RIZOWTIHFROH N EZSML TS 7Z 30,

ciscoasa# show asp table routing

route table timestamp: 60

in 255.255.255.255 255.255.255.255 identity
in 10.1.0.1
in 10.2.0.1
in 10.6.6.4
in 10.4.4.4

in 172
in 172

.0.0.67
.0.0.0

in 10.85.43.0
in 10.85.45.0

in 192
in 192
out 255
out 172
out 172

.168.0.0
.168.1.0

255.255.255.255 identity
255.255.255.255 identity

255.255.255.255 identity
255.255.255.255 via 10.4.0.10 (unresolved, timestamp: 49)
255.255.255.255 identity
255.255.255.0 wan-zone:outside2
255.255.255.0 via 10.4.0.3 (unresolved, timestamp: 50)
255.255.255.0 via 10.4.0.20 (unresolved, timestamp: 51)
255.255.255.0 mgmt
255.255.0.0 lan-zone:inside

.255.255.255 255.255.255.255 mgmt

.0.0.67
.0.0.0

out 10.4.0.0
out 255.255.255.255 255.255.255.255 lan-zone:inside
out 10.1.0.1
out 10.2.0.0
out 10.4.0.0

255.255.255.255 mgmt
255.255.255.0 mgmt

240.0.0.0 mgmt

255.255.255.255 lan-zone:inside
255.255.0.0 lan-zone:inside
240.0.0.0 lan-zone:inside
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192.168.9.6 10.3.59

interface gigabitethernet0/0
no shutdown
description outside switch 1
interface gigabitethernet0/1
no shutdown
description outside switch 2

interface gigabitethernet0/2
no shutdown
description inside switch

zone outside

interface gigabitethernet0/0.101
vlan 101
nameif outsidel
security-level O
ip address 209.165.200.225 255.255.255.224
zone-member outside
no shutdown

interface gigabitethernet0/0.102
vlan 102
nameif outside2
security-level O
ip address 209.165.201.1 255.255.255.224
zone-member outside
no shutdown

interface gigabitethernet0/1.201
vlan 201
nameif outside3
security-level O
ip address 198.51.100.1 255.255.255.0
zone-member outside
no shutdown
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interface gigabitethernet0/1.202
vlan 202
nameif outside4
security-level O
ip address 203.0.113.1 255.255.255.0
zone-member outside
no shutdown

interface gigabitethernet0/2.301
vlan 301
nameif inside
security-level 100
ip address 192.168.9.1 255.255.255.0
no shutdown

interface gigabitethernet0/2.302
vlan 302
nameif dmz
security-level 50
ip address 10.3.5.1 255.255.255.0
no shutdown

# Static NAT for DMZ web server on any destination interface
object network WEBSERVER

host 10.3.5.9 255.255.255.255

nat (dmz,any) static 209.165.202.129 dns

# Dynamic PAT for inside network on any destination interface
object network INSIDE

subnet 192.168.9.0 255.255.255.0

nat (inside,any) dynamic 209.165.202.130

# Global access rule for DMZ web server
access-list WEB-SERVER extended permit tcp any host WEBSERVER eqg 80
access—-group WEB-SERVER global

# 4 equal cost default routes for outside interfaces

route outsidel 0 0 209.165.200.230

route outside2 0 0 209.165.201.10

route outside3 0 0 198.51.100.99

route outside4 0 0 203.0.113.87

# Static routes for NAT addresses - see redistribute static command
route dmz 209.165.202.129 255.255.255.255 10.3.5.99

route inside 209.165.202.130 255.255.255.255 192.168.9.99

# The global service policy
class-map inspection default
match default-inspection-traffic
policy-map type inspect dns preset dns_map
parameters
message-length maximum client auto
message-length maximum 512
dns-guard
protocol-enforcement
nat-rewrite
policy-map global policy
class inspection default
inspect dns preset_dns_map
inspect ftp
inspect h323 h225 default h323 map
inspect h323 ras _default h323 map
inspect ip-options _default ip options map
inspect netbios
inspect rsh
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inspect rtsp
inspect skinny
inspect esmtp default esmtp map
inspect sglnet
inspect sunrpc
inspect tftp
inspect sip
inspect xdmcp
service-policy global policy global
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[Configuration] > [Device Setup] >
[Interface Parameters] > [Zones]

[Configuration] > [Device Setup] >
[Interface Parameters] >[I nterfaces],

clear local-host =~ > K 9.14(1)

clear local-host 2~ REB L REDT
NRTOREMEEF—T— FRFEIEINE
L7 5% DV ) —ZXTHIRENS T
ETT,
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