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CIITEERA, AF VNS, 2=y NTET 7T 4 7 VPN F o AR 72, NMSIZ
MIFoNTZ b7 70y 7 E ey 7anEd, DV ICKZbfE SNMPv3 Zffi 341
IE. IPsec b RN AREIZARD £9,

TITA4TITIT 4T 72—V A—_"—TlX, AILarTHFANND2ODA L H—T =
A A%F LT ASR ZNV—7HNTHRETDHZ LIZTEERA,

TITATITIT 4T T2 VA —_"—T{E, RK2ODT =2— A —"— J)L—T%
ERTEET,

TITATIT VT AT T o=V —"—TT =— )L —_— T )—TZHIRT 556
X, 72— A== 7 —T7 1 ZEBICHIRT OLERNH Y £5, 7z — L ——
TN—TNEFICEEa L TXRA MR EENE T, 72— A== T —T12E Y Y
THNTWVWARVWILTHRANMITRT, T7H/NLFTT =LA — =T —F 127D
F9, AT XA IBIRMIZEY L TOENTND 7 = — /LA —— F)L—T TR T &
FH A,

T = —)LA—/N—DHERKIZ, syslog A v E—TVDRETLT RVABREMM 7 = — A —
N—e f B —T 2 A AT RLAZRY ET,

FHIE— RCTHA 7 = — A — =5 b &%k ET 5 & VAT LIHRE5{LIZ DES &4l
ALET, mVAKR—FET DT ML TT A, AERERT D E, T35 ALY
T— M MEIZABS ZEHALET, LR -T, Ty 7 7 L—RKDA A M—L#h7e & fi]
LMOIHTY AT LANY T — 5L, ETIREETERLLRY, o=y v T
JT 4T 2=y MR ET, T, AEXBETHE T, B bE2%E L2 & A
LET, fHit— FCTHR S LZRET LA, 7351 A28 DRk S b2 HIbR7
HTEEHERELET,

N FRLSEYTADFE=HDT T —ILA—/\— .



N TRASEYTFADE=dDT —LA—n— |
B o-—r—r—oF710r

« 72— VA —/N—=TSNMPV3 2T 256, 72— A A —N"—a=y FEZHT 5 L,
SNMPV3 22— I L=y ML 7V r—hanFEti, 2—FE2fHLina=y b
BRI L7 Y — F 3 512iE, SNMPV3—% %27 77 ¢ 7=y MIFEBINT 2%
ERHY ET, £, L=y Na—VFEEEENTEET, 77747 2=y
I G snmp-server user username group-namev3 =~ > K& A 19570, Kb ST/
WA D priv-password 47> 3 v L auth-password 47 > 3 VEER L TAZ N, =
MIE#EANTLHZLICEY, HFa2—VEHRELET,

cASAIZ. SNMP VS5 AT v hOZ LU F— 25T EIFLERA,

cEFICZEDOT /e Ay hr— L L— L ENAT V=AW D56, REOY A RZL -
TERRBREDO LT ) r—a URIT oD RN H D . ZORER, AZ (2
=y MIRAZ A HEiFFE TIREBIZET 2 EF TCORMANES R E4, i, =2V —
NELIESSHE Yy v a v E N LIV T U r—ya VHIZAZ U3 2=y NIRRT D
BEBIC OB L B DFREMNHV £, REDOLV TV r—3 3 VO T 3 —~x 2 A%
b &¥ 51213, asp rule-engine transactional-commit access-group 3 X OF asp rule-engine

transactional-commit nat =~ > R&ZHEH LT, 77 EA/L—/L & NAT Ofi 5T k7 %
svavaly NI LET,

TJx—)LA—/IN\—DTFIT+I +

T 74N M T, 7z —A— = R U RO FENG ENE T,
« A7 — N7V T 2 —)LA—"—TO HITP HEII T A,
cHDA U H =T 2 AEETT = — A — =TT,
cAUH =T 2 A ADKR—Y THERIZ S T,
e A UH—T 2 A ADK—/L RFHENIL 25 BT,
AEEDOR—Y RERIT 1T,
« BHE O AR —/V RRFEIL 15 B TT,
A MAC 7 RL A=A F a7 A ME— RTEMLINTOETHR,
T RTOYHEA L X —T = AE=H—Y T LET,

—_— S N » NS =JL ==
TOT4TIREIN,L TT—I)LA—I\—DETFE
TIT A TIAR N, T 2= V== ET DI, 774~ VEEE DTV #EE
DWEJT CREANIRT 2 — VA= —REEML L £T, TOMTSTORELT 7 A~ VEE
TOBTo, BT VEEBICREZRYSEET,
High Availability and Scalability Wizard % L C. FMEXEEALTT 27T 4 TIAZ L, T = —
W —N— T 4 FXalb—va VB ERT D ENRTEET,

. N FRLASEYTADF=HDT T—I)LA—/\—
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FIE

ZF w71 [Wizardg > [High Availability and Scalability] 2R L &3, KO FIETZ DY ¢ Fe FOH A
RIA4 R LTS EENY,

AT 72 [Failover Peer Connectivity and Compatibility] Hijfi C, E7HEEDIP 7 RLAZ AN LET, =
DT KL AL, ASDMT 7 B ANA X—=T Mo TWAHA v Z—T oA A THIHLENRDH
£

TV MTlE, BT T RLVAIZASDMEHA U H—T oA ADAHF 34 T KL R|TEY
VToHNET,

AT w73 [LAN Link Configuration] i CRD L 9 [T E L £,

o[ H—T7 AR (Interface) |: WEEA L X —T A AID, V7T A ¥ —7 A AID,
TNEA V¥ —7 A AID, F7-1% EtherChannel f > ¥ —7 = A XA ID Z#HETEET,
Firepower 1010 TiX, 4 VX —T7 = A AIT7 7 A T V4=V AV H—T A AID T,
AA v F R—HFID £72I1L VLANID Z45ET 5 Z LIXTEEH A, ASA 5506H-X D5E
WZIRY . BN A v Z—T oA A T o= A —_"— 1 o7 L LTHRETXET, 20O
BEE, REERTFELTODLT AN A2V a— RT3 ERHD 3, T34 A% a—
RL72%&1E, ZDOA ¥ —7 x4 AL ASAFirePOWER € = —/ VO % 7 = — /L4 —
NI T&22< 720 £, ASA FirePOWER £ = —/LIIZEBH A v 4 —T =1
DUETHY, DA B —T oA AL OOEREICOAEH T £9°, Firepower4100/9300
T, EBEOT—HHA T A v =T =2 AR TEET,

[Active IP Address] : 2D IP 7 FL A&, REHDOH 7Ty b RIZHLIMERH Y £,
OV TRy MIIPT RLUAR 227D 31 By b (255.255.255.254) (29252 &N T
T EJ, 169.254.0.0/16 & £d00:0:0:*::/64 [ZNFHHIAEH SN LT Xy FTHY, 7=—
NF == T RORT— N 7 IZEHATHZ X TEERA,

[Standby IP Address] : ZDIP 7 KLV AL, 77747 IPT7 KL ALFE LRy hU—7 |
WZHDHVERDY FT,

(47> 3 >) [Communications Encryption] : 7 = —/LA—/3— U > 7 OiffFE #0551k L
F9, EWMEF—ORDVIC, IPsec FATHAF—Z2EMT 2RO LES, 2
I AP —FRERTLERICRETEET (o= A —N"—DRELE (43—)
*Z M)

ATV T4 AT — b TN T x2— N F—_—HIZHIDA 52— T = A4 A% RIRT D515, [State Link
Configuration] H [ TR D E #ITWVVE T,

« [Active IP Address] : 2D IP 7 KL A%, 7 =—/LA—_"— U7 L3R5 RKEHOY
T3y b EIZHDZVERSHY T, 2OV T Xy MIIPT RLAR2OEIFO3IE Y b
(255.255.255.254) 123 B2 LR TEET, 169.254.0.0/16 & £d00:0:0:*::/64 [T HFRAIAE
HENDZV TRy FTHY, 72— NA—N"—J U IRRAT— ) U7 AT 2 LT
TEEHA,

* [Standby IP Address] : ZDIP 7 KLV AL, 777 47 1IPT7T RLALREURY hU—7 |
WZHDHVERDY FT,

N FRLSEYTADFE=HDT T —ILA—/\— .
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ATw 5 [Finish) 27 U v 735 &, 4% — KiE [Waiting for Config Sync] Hijfi & &R~ L £,
FEE SN RE L2tk v P—RiZe o T VEEICT = — A — N —FE & 5
L., 72— VA —R_—ENE T LIz Z & a2 Rm T EREEN T RS NET,
o Tx— VA= N3 BT VEETA X—T MR >TWNENE I DD L RWGE
X, FBE LERRZZ R £,
o 7z — )V — /=3P TIA F—T NI T ERDo T DH451E, [Skip configuring peer]
=7V w7 LET,
BN HVIEETT 2 — LA — =3 XTI TRV ENDo TV AHEEIEL, [Stop
waiting Xx more seconds] &7 U v 745 L, Tx— A —N"—DT— A T v TRET
T oV EBIZEFE SNET

il

— N — N -~ E —|
TOT4I70 T4 TZx—ILA—/I\—DEXKZE
IITE TIT A TIT T 4T T2 — N — DB/ EFIEICHOWTEHA L ET,

High Availability and ScalabilityWizard Z il L C., FNEEYATT 7T 4TI T 0T 4T 7 =—
WA —NR— a7 X2l —ar2ERTHIENTEET,

FIE

AT w71 [Wizards] > [High Availability and Scalability] ##R L 3, kOFIETZOU 4 F—FKDHA
RIA 2R LT IZEN,

AT w 72 [Failover Peer Connectivity and Compatibility Check] i TiZ, ©7 D IP 7 KL A{X, ASDM 7
IRAPDHEN > TN, B =T =2 A ATHLILENRDHY £7,

T 74N NTIE, BT 7 KL AL, ASDM Ol A v X —T7 2 A ADAK N T KL A
WZEY Y ThHhE T,

AT 73 [Security Context Configuration] Hjffi Cl¥, U 4 #— FNTv/LF a7 F A b E— FIIEHRL
e, BHaTXARNOBREREINET, UV P—RFE& T LERICMmOa T HF 2 B
ZEMTEET,

AT 74 [LAN Link Configuration] B TR D L 9 IZEXE L £7°,

* [Interface] : YA > X —T A XD, 7 A H—T A AID, JLRA LV F—T A A
ID, F721% EtherChannel 4 > % —7 = A AID Z$5E CTX £9, ASA 5506H-X DFAEIZIR
D, BHINA L H—T2A AT z2— VA== 7 L LTHEETEET, TOHEAE
X, REZRGFLTOLT A 22— RTH0LERHDET, T/ A% Ur—FL
7213, ZDOA ¥ —7 A AL ASAFirePOWER &Y =2 —/VDlj % 7 = — /LA —/3—
WA & 72 < 72 £9, ASA FirePOWER £ ¥ = — /VIZIZEHHA v X —7 = A AR

. N FRLASEYTADF=HDT T—I)LA—/\—
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BETHY, ZOA L H—T x4 AL 1 DOREIZOAFEHTE £J, Firepower 4100/9300
Tl BBEDT —FAA T A F—T = AEMHTEET,

* [Active IP Address] : 2D IP 7 KL AL, REHOF T Xy N EICHHILERHY £,
IOV TRy MIIPT RLAN27E1F 031 By b (255.255.255.254) I[29 52 &EMT
X FEJ, 169.254.0.0/16 & £d00:0:0:*::/64 IZNHHIHEH SN AT T Xy N THY, 7=—
NF—N—= o IRAT— R N) U 7R THZ LT TEERA,

* [Standby IP Address] : ZDIP T RLAX, 727747 IP7 RLALFE LRy hU—7 |
WZHDHMERDH Y FT,

+ (F7v = ) [Communications Encryption] : 7 =—/LA—/N— 1 > 7 OEFZK 5L L
FT, F  REF—ORDYIZ, Psec FATHEAF—ZMEHNTLIZL2BBOLET, =
NI T AP —FERTLERICRETEET (Vo= d—"—DREEH (43~—)
*ZH)

RTYTE AT — R I 72— LA —_—FZBIDA » H—T = A ZA%INT H85A 1, [State Link
Configuration] [ CIR DR E LTV ET,

* [Active IP Address] : 2D IP 7 KL AL, 7 =—/LAd—_— U7 L3R5 REHOY
Txy N ECHDIMERHY ET, OV TRy MIIPT RLAR2OEFD31 Ey b
(255.255.255.254) (2 HZ ENTEET, 169.254.0.0/16 & £d00:0:0:%::/64 |XPNEBHI A
HEN2YV 732y FTHY, 72— NA ==Y IRAT— N U7 IEATHZ Lk
T EHA,

* [Standby IP Address] : ZDIP T RLAX, 727747 IP7 RLALFE LRy hU—72 |
WZHDHVENRH Y £7,
AT w76 [Finish) 227 U v 7 45L, 7% — KX [Waiting for Config Sync] i % £~ L 9,

FEE SAUIZIERI R L7212, U4 F— RiZe T VEBICT = — VA —N—RELXEE
L, 72— VA—"—RENTT LI & 2rmTIERBEmENARRINET,

o T x— )L F—N—=RNh T VIETA X—T NI TWNENE I Db L7 WGE
WL, FBE LR b £,

o 7z VA — NN T TICA F—T NI T LR Do TV D6 1E, [Skip configuring peer]
27 Vw7 LET,

s BN A VIEETT 2 — V= N—=B A Z—=T VTRV ERDIP>TWVDBEEIL, [Stop
waiting XX more seconds] #7 U v 745 L, Tx— /LA —N"—DT—hRA T v TERET
TN XV EBBITEESNET,

AT aoDIT =LA —IN—INFTA—FDEFE

VBB LT == N A= N—RELNDAZ~A X TEET,

N FRLSEYTADFE=HDT T —ILA—/\— .
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T —I)LA—/N\—HELZDMDIRTEDIERK

ATy T

ATvT2

ATvT3

2ATFvT4
ATy TH

COHETEEARERELL DNRFGA—FZDF 7 4V FREIZOWTIE, 7z — LA ——DF
TH bk 32R—=) EEBRLTLKEI, TITATITI7T 47 F—RTIL, 1ZEAED
SMrE T 2= =R = TN =T TLICHRELES, 2T, T T4 TIT T 4T
RTHDT x2—NF—_—= T N—TTL ODHTTPEBO A 2 —T MLIZOWTHALES, 77
T A TIAR N, = RCHTTP B EZHRET H2HE1X,. 7= — A —"—ORELL (43
N=) AL TIEEN,

1R BRI
cYNF AT HFARN BT ROV AT LEITAN— A TROBEEITOET,
o = RO~V A E=H— 1 7 @ Bidirectional Forwarding Detection (BFD) {22\ TlX
ROMKIREZSZRL T ZE 0,
* FirePOWER 9300 35 J TF 4100 D 7~
T I T A4 TIAR L INA DI

e L—FT v K E— RDH

FIE

[Configuration] > [Device M anagement] > [High Availability and Scalability] > [Failover] DJIHIZ
BIRLET,

AZ NGB E T THRA DAL T 4 F 2 b= a VEEFEEAETERNE ST
\Z1X, [Setup] # 7% 7 U 7 L. [Disable configuration changes on the standby unit] 7= » 7 7~ »
I A%F NI LET,

FTITHINVERTIE, AZ U, 2=y NEFRIFIAZ N, aVTHANMNIKTHary7 4%
L—g d, BE Ay — DX CHASNET,

[BFD Health Check] C, [Manage] %7 VU v 27 LT, 7 x=— /b A— =D~ VARHIZHEHT D
BFD 7 7L — b2 EFR LET, CPUDHEHAERNEHWGE, BFO2=y FOE=F—1
TIZEVRBOTT T—2NBETHREENSHY £9, BFD A YV v RidgBEnTnWTsz
B, CPU DEHENREWGE THLEMEIEEITIS Y £ A,

[Configuration] > [Device Setup] > [Routing] > [BFD] > [Template] ~<— Y23 & £§°, [Add] &
7V w7 LT, YUKy T T U= EERLET, v AT Ry FITR— ST
FH A, BROREITIE, IVRERETEET, A7 2PV A—FENTHWERTA, T
T L — b OFEIZOWTIE, BFD 7 7 L— hOER 2B LT E &0,

[Criteria]l # 7% 27 U v 7 LET,

EEOR—Y IR ZRELET,

[Failover Poll Times] 8 T, A E L £7,

. N FRLASEYTADF=HDT T—I)LA—/\—
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» [Unit Failover] : 2£@& ] Hello A v t&— Y O OFER], &L 1~ 158 F£ 7213 200 ~ 999
TIMTT,

« [Unit Hold Time] : 3E@EN 7 = — /LA —/3— U > 7 ETHello A v — V% %(ET 5 LN
oL (ZORMICZIE Lieho 1o a8, BEN T OREDOT A N 7'at X &
T5) ERELET, ®HIX1 ~45HE721E800~999 2 UM TY, KN—U L FHHD
3LV DRVEIIADN TEEHA,

GE) ZOXALOMOBEIIT 7T 4 TIAZ A, F— RICORBMHAENEST, 777+
TIT VT 47 E—RTlE, 72— AT —_— T —T T L) DIRT A —Z 53k
ETHHLENHY 77,

ATy 76 (TITATIT 7T 47 F—RDH) [Active/Activel] ¥ 75227V w7 L, 7 =— /LA —/3—
ITN—T%ERLTI[Et) 227 Vv 7 LET,

ATvIT1 (TO2T47I7 7747 F—RKDH) V2T a  TOERARICT 2 — A —"— 7
N—T DB T 5 — )V EEE T HI21E, [Primary] F 721X [Secondary] 27 V v 7 LET,

VAV —REBH LSS, 72— A== V=T NIT T A~ VEBEICH D Y THR,
Tz VA== T—TF 23 D XV EEICEID S THENE T, RELSNORESLEE
B, BOEEAZELETLILIIHEETEET, IROOREF, TV =7 Y a VILEO
HWELHHLCORMERSNE T, Z/L—7 O primary % 72 1% secondary D% EZ 303 57,
WHFDT7 2= VA== TN —TPNRINZT — b LTez=y NTT 7T 4 7RV T (£
ORFFFICEE L2 L2 IR D2HEAETH, — D=y ERRINZT 77 4 7120 ET) |

ATvT8 (TIF4TIT T 4T E—RDOR) 72— NF—N—= T N—F F VT g ERET
5HIZIX, [Preempt after booting with optional delay of] = > 7 Ry 7 A& A NZ L ET,

7 )V—"7"D primary ¥ 721 secondary D% EIZNNO BT, MDD T = — NV F—/"— T —TF

NN T — L=y R TT 77 4 720 F3 (FNONRREFFCEESLZL IR A5

BAETH, —HFDa2=y NRRYINZT 7T 4 7120 ET)

F7 a D delay [EICHE A AN LT, ZORM T = — /LA —"— Z— T RHAEDEE T

TIT 4 TIRRBICHERF S, TORIIEESN-EE CHEMICT 77 4 712785 X HICTX

F9, A7EIX 1 ~ 1200 TT,

FETT == A —NRN—F 2L PV T g ABOF T g U RERINET,

GE) AF— RN II T 2= F— =R X —TNVDORE, Vo TFarif, 7=—)b
F—R— T IV—TVREIET 7T 4 77> TWAEEN LR ER XN A £ Tt
SnET,

AT w79 [Interface Policy] Z7%E L £,

* [Number of failed interfaces that triggers failover] : 7 = —/LA—/3—% K U W —F 5 72|
B ENRAE LA o F—T = A AD BRI 72 8% 1 ~250 TiEFRZ L £ T, EEFEAE
LICE=I—RBA U F =T 2 A ZAOEBIRE LTz A D & ASAIRY =— A —
N—LFET,

N FRLSEYTADFE=HDT T —ILA—/\— .



N TRASEYTFADE=dDT —LA—n— |
B o s zomomEomR

* [Percentage of failed interfaces that triggers failover] : 7 =— V4 —/"—% h U T —3 5 72DIT
VR ENBE LR ERT A F—T oA AOEEGEERLET, MENBELZE
SR MG S —T oA ADEDRE LTEHEEBAD L ASAILT = — /LA —N—L
\i—a—(}

(GE)  [Use system failover interface policy] 47" > = U IIEH L72TL 72 &V, BFES Tl
TN—T L DR —DHPERETEET,

ATY9TN (TIT4TIAZ N, =) f ¥ =T A ADKR—Y) TR ERELET,
[Failover Poll Time] 6k C, KZHEL £7,

« Monitored Interfaces: f > Z—7 = A ADR—V 7 ZfEE LET, B 7T hello /%
7y NERET D E TS T AR, FPHIE 1 ~ 15 EIE500~999 2 UVRTY, T
74V NI S BTT,

o [Link State] : &7 #/L F TlZ, 72— F—"—DXT D ASA Tlx, A v FZ—T =4 X
DY A7 —EN500 VBT EICHRINET, polltime |IHAX~A XA TEET,
7o & 21X, polltime % 300 X URMICFRET H &, ASA TlEA U X —T = ADREHESL MY
H—=D7 =)A= "= L) BIHTED X )17 £9, &@FEIZ300~79 IV
<7,

s InterfaceHold Time: ©7 = E b OHKEBZIZZ(E Lizhello A vE—V A F—T =
A AT A NOBELEOBOFE FHREE LT ZRELT, /¥ —7 A ADE2ME
M LET, Flho, A X —T =2 A A T A FOHIE% holdtime/l6 & L TERELET,
BRN72AEIX 5 ~ 75 CTT, 7 7 4/L M, polltime D5f%TF, polltime D 5% LD HF
holdtime fEIZ A I TE £/ A,

A B =T 2 A AT A NEBAT 5 ETORR (y) Z23HTHIE, KOXIICLET,

1. x=(holdtime/polltime)/2, fHITWEEICHO HILET, (4LIFIEEIY FiF, Sk
TE0 B, )

2. y=x*polltime

7o & 21X, 7 7 4 /v b ® holdtime 1% 25 T, polltime 2% 5 DAL y 1T 15 TT,
TIT 4 TIT 7T 47— ROYA. [Add/EditFailover Group] # 4 7 2 7R v 7 ATA X —
T A AR—Y TR ERELE T,

ARTFYIN (TIT 4770747 F—RKDH) HTTP HHl% A x—7 /W29 HIZ1E, [Enable HTTP

Replication] = v 7 Ry 7 A% A NI LET,

Tyl aroffL— R MIoOWTIE, [Tz — A F—N"—0RELE U3 —) | OHE%E

ZHLTLZEN,

GE) Tx2— NV F—=N—ZEH L TN L&D, AX U RAIEENSHTTP 7 2 — %2 {9
BERENELTFET, 2D showconncount B ZIEZ, 7275 4 THEE AR
INAECTRRDIBENERINDZENHY 9, BEPff-oTCa~vr REHEREITTS
LM OEETHEUIY Y FRFERENET,
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AT T12

ATy 713

4v8—Tx42E=4—) vi0RESLVRE V1 7 ELROBE [

RAEMAC T RL2AEZELET,

T IT A4 T/AK N, F—F : [MAC Addresses] ¥ 7% 27 Vw7 L, [Add]#27 U v L
£7

[Add/Edit Interface MAC Address] % A 7 12 778 v 7 ANEKRSIET,
T IT 4 TIT VT 47 F— K : [Active/Active] [¥ 7 D FEIICKEI L £,

MOFFEEEALTMACT RLAZRETHIELTEETN, 1 DOFERTEHEHAT S
TEEHRLET, BEROFEZFEHLTMACT FLAZHRTLEESIE., CEOMACT R
VAMER SN DL OREBERIZL>TRESLT-D, TPRITEXARNZ R 7,

a) [Physical Interface] K2 7% 7 U X MpbA U H—T7 2 AZRINLET,

b) [Active MAC Address] 7 4 —/L RIZ, T2 F 47 A v 2 —7 = A ZADH LLVMAC 7 FL
AEANTTLET,

¢) [Standby MAC Address] 7 4 —/V RiZ, AZ U NA LB —T A ADF LWMACT KL
AHEANTTLET,

d) [OK] %227 Vw27 LEY, (TI/T4T7IT77T7 47 F—RDOHK) HE[OK| 27V v L
£7,

[Applyl 27 U v 27 LET,

AB—TIAREFZRA—=YVIDEESELVREIUNA TRLR

=S

A

ax JE

T 74N R TIE, TRTOWEA % —7 = A A, F721% Firepower 1010 D5, §XTO
VLAN f VX —T 2 A A, BEWASAIZA VA =N ENLTRTON— KT =T E72TY
7 M7 x2T7EYa—/L (ASAFirePOWER £V 2 — /72 ) TE=X U L IRFHIT/R> T
FI, A F—T A X E=FY T DA Firepower 1010 A1 > F AR — R A3KIG T,

FEEOMKNR Y NT—J IR SN TWAL v X —T oA ANT =— L F— " — R L —|T
o TN AN AN N el 177 N Gl 3= S IS

B LICERI1025 DA v 2 —T 2 A AT —TXFET (AL F I FFANE—RD
TRTOALTHFANMNIDEST) .

TAYP—RTRXUNAIPT RLARAEFRE LR THGEIL. FTHTHRECTEET,

IR B
PNF ATFEANE—RT, £ TFAMNNDOA v X —T oA ZAERELET,

N FRLSEYTADFE=HDT T —ILA—/\— .
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ATy 1

ATvT2

ATy T3

ATvT4

ATy TH

FIE

7V E— RTlE, [Configuration] > [Device Management] > [High Availability] > [Failover] >
[Interfaces] DIEIZEIR L £,

v NF ar7Tx AN E— RNTIE, 227 %A M T [Configuration] > [Device Management] >
[Failover] > [Interfaces] Z &R L £,

' Configuration > Device Management > High Availability and Scalability > Failowver
| Setup PLTSET=tW Criteria | MAC Addresses

Define interface standby IP addresses and monitoring status. Double-click on a standby address or
click on a monitoring checkbox to edit it. Press the Tab or Enter key after editing an address.

Interface Name Name Active IP Address Subret Mask/

2 Standby IP Address  Monitored
Prefix Length
GigabitEthernetd /0 £ 10.86.118.12

255.255.252.0 (LECHETRE RN
GigabitEthernet0/4 ccl
Managementd /0 mgmt @

3101048

RESNTWDEA v H—T = ADY A 3, ASA FirePOWER £ ¥ 2 — /L7 ED+_RTDA
VA R=IVEHBDN—= R T 2T/ T M 2T R a—LE L HICERENET, [Monitored]
HT BT, T VA= RO LA H—T 2 A ARE=H—ZINTNDINED
MINFREINET, E=F—INTWDHHEX, [Monitored] = v 7 7Ry 7 ANRA NI/
TWET,

BEDN— R 2T/ T "7 T a—LDBECLL T T z—F——% F H—F
HZENEELLBWVWEAIT, EVa2a—LDE=F— U R EGLTEET,

KA LH—=T A ADIPT L AN [Active IP Address] 7 7 LAMZFREINET, /{1 F—T =
AADAR L INA TP T RUARERE SN TWDHEE X, [Standby IP address] 77 7 AIFE R I 1

F9, 72— NF—NR—= U IBLOAT—F VU ZIZOWTEIP T FLARFERENER
o TNHDT RLRAZZDZTNOLEERETEXER A,

FRINTWDA U H—T 2 A ADE=H =V U T oT 42— NMITDHIEFH, A ¥ —T=x
A A® [Monitored] = v 7Ry 7 A% A 7IZLET,

FBRENTWBAL L E—T 2 A ADE=H = T oA F—T VT BTN, A F—T = A
A®D [Monitored] = v 7Ry 7 AeA 2 LET,

ABUINAIPT R R &R TWRWEA V2 —7 = A ATk LT, [Standby IP Address] 7 1 —
NREZTNVIZ Y v 7 LTI 4=V RIZIPT RLAZ AN LET,

RA Y MY —RA v MERIZ3I Ey b TRy N RV AT 85E6, AX A 1PT
RLAZFRELBRNTLIEE N,

[Applyl 27 U v 7 LET,

. N FRLASEYTADF=HDT T—I)LA—/\—



| M 7RASEYTFADEODT T —ILF—1—
ERHICL—T 1 VT SNty b KR— +DEE (Fo74 970747 E—F) ||

ERFRIZI—T a2 INT=/\ry bOYR—FDERTE (7O T4 2/
TOT47 E—F)
TITATITIT 47 7= LA —_"—TOEITHIZ, E7HEE LA L CRRMA Ik
W DIEE Ry b, HWERZETIHERGVET, FOXry bEZETDH ASA I
WTFORT y FOBEBERN 20012, Xy MIRkey7aEnEd, 2O e v 7134<
RIETBEDIT, TITATITIT 4T To—F— "= T D2EDASA BRI A —

A TN FIHER SN TEBY . 77 AT FEIZ NAT 7 R L AMEHA STV 0
a&TT,

WENT sy RO Ray AL, FERFRCV—T 0 T &Ny NEFATHZ EICL - TR
ST ENTEET, ZOEDITIE. ZNFND ASA DFRIKEDA 2 —T = A ZA%[F L ASR 7
N—AIZEY B TET, =& 2E, WD ASA B, NEA o F—7 = A A TIEIFE CNER »
N —Z 128 LD —J5, SMEA v F—T = A ATIIBIOISPICHEE L T D & LET,
TIASVEET, 77747 aVTHRARNOINEA L F—T = A A% ASR 7 /V—7 1 12|
DYC, BHHVEETH, 77747 aTXA MDA v X —7 =4 ZA%[F T ASR
TN—TUIEID S TES, T7IA~VVEBEDIA LV F—T A Aty v a SERERT
Ry NeZfETHE RUIZA—7 (ZO5E ASR ZV—71) NORZ 3L a3
TXANOMDA 2 —T 2 A ZADEy v a R ETF =y 7 LET, —ETHERNB LS
WA, Ny Mk y 7 EnET, BT HERBAO0D E ROBED S BT
NHBAsE L £ 7,

EE NI 74 v I RETHEERIZEEIND L, LA V2Ay X —O—EZITTITHE

THEIN, Ty MILOEEICV XA LI NERET, ZOUXAL VLT NI, By

VINT VT 4 T THDHRYFATSNET,

cHEE N T 74 v I BREILEEONDOA X —T = f ATHFEENDE, LAY 2~y ¥ —
D—EITTATHRFEZEIN, Ty MEA M) —AICHEASNET,

GE) Zore., FERALV—T 4 T ERIELER A, ARV —T 4 T ENTZ Ty FETE
LWA B2 —T x4 AR LET,

ROBNZ, RPN —T 4 TSN T Y FOBlZRLET,

N FRLSEYTADFE=HDT T —ILA—/\— .
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B o ic—5 1o oshtnry h OB R— FORE (FUF4IITHF47 E—F)

8: ASR D

ISPA ) "ISF’ B
S L
iR =g

192.155.1.1: 192.168.2.2

1Ll 19216821 192.188.1.2 =
i =
SecAppA ﬂl‘iz

1 S Failover/State link

-~

\'Ii'

1]
== == Outhound Traffic ks

Retur Tratfic A i
network |

SecAppB

- -
500E3

1. 7ML REYya v, 777 4772 SecAppA 2> 7 F A M & FFD ASA Zifila L
T4, ZORT Y ME, A FZ—T = A ZAFDISP-A (192.168.1.1) MHEEINET,

2. RN —TFT A LI NT v T AN —ADE N TREESNTWNAED, UX—2 FT
T4 VL, T 7T 4772 SecAppB 2T ¥ A M EFFO ASA DA U H—T = A ZAIERD
ISP-B (192.1682.2) #H TRV £7,

3. @, VH—2 b T T 4w IE, FDOA L H—T A A 19216822 LI HX—2 R
T4 ZIlBlT Dy va UEBRBRNOT, FryZInET, LrLl, 2OA U F—
TxAAX, ASRZNA—T 1O E L THESNTHET, HEEX, AL ASR 71—
ZID TRESNIAMhDA v Z—T 24 2 DBy a v EZFELET,

4. ZoOkya UERIE. SecAppB A FFOUE LD A Z UM REDA X —T = A A
outsideISP-A (192.168.1.2) IZHV EF, AT — 7V 7= —/LA— 3—[X, SecAppA 7>
5 SecAppB I v v a UEHREBER L E T,

5 Rey7IisR00VIZ, LAT2ay X —d3A ¥ —T 2 A A192.168.1.1 DfFHR THEX
BHEN, hTF 74973408 =724 A192.1681206 VXA L7 bEaNET, £
b, BETOEEOA X —T A A%KHELTRY £7 (SecAppA ™ 192.168.1.1) , =
OFEEIE, BBEWIGU T, By va B TT2ETHRITSNET,

. N FRLASEYTADF=HDT T—I)LA—/\—



| M 7RASEYTFADEODT T —ILF—1—
sr—nr—ri—ogE |

1R BHIIZ
AT — "IN T z— )L F—R— T IT 4T Tx— )V —R_— T )—FIHBHA L FX—
T2 ADEYaryDATF— MERE, AX LN, Tx— )b F—N— T —F|ZEL
i‘j‘o
e replicationhttp : HTTP & v 3 5 D AT — MEWRIT, AF A T = — LA —/— T )L—
TIIESNIRNTZD, AZ N, A H—T 2 A AFELE T . ASADIESIRITL—
T AT ENTHTITP XNy N —T 4 7 T& 5L 912, HTTP A7 — MEHREHE
2 VNBENH Y F9,
e IV EERBION I A VEEODR T VT 47 aTXAMTIOFIEELFEITL
i‘j‘o
s AT HXARMNIZASR I N—T L N T T 4w V=Dl FERETHI LI TEFER

oo AVTERA NI =L 2BELEES. POy TFAMA X —T x4 A ASR
TN—TIZEDDHZ LILTTEEE A,

FIE

RT9TN 774~ VEBOT 7T 7 27 F A hT, [Configuration] > [Device Setup] > [Routing] >
[ASR Groups] DJFRIZEIR L E T,

ATV T2 FEHRN—T 4 v T INTATry NeZEGT 54 02 —T7 A AZONWT, RayTFyy
UA RN ASRTIL—TID &R L ET,

ATV T3 [Applyl 227 Vw7 L, BENEZRITa 74 F 2L —va IR EFELET,

ATY T4 ASDM 2 h o XV EHEEICHER L, 7794~V EBEOa L TXANEREOT 7T 47 3
TXANEERLET,

AT w75 [Configuration] > [Device Setup] > [Routing] > [ASR Groups] DJEIZERN L F 9,
RTYT6 ZOEBOFRBEDOA L H—T oA AZONWT, RLASRYIL—TID Zi@R L 7,
ATvTT [Applyl 227 Vv L, BEAREFE T 74 Fab—ra NRFELET,

Jrx—J)LA—/\—DNEIHE

ZOHETIE, 72—V A== DREEETTDHHIE, bIEENOGHOEEICT = —/L 4 —
N—Z B FITT B HERE, 72— Fd—R_— ZHEMELT-HBIC 7 = — L — R — EE %
IR A HFIEICOWTEHB LET,

J—I)LA—N\—DHRTEELEHE

T AV —=REEHL2WEES, REZLFTIH/IC. FHTT2— L —R"—52RETE
i#c::fﬁ\v4$%PKaiﬂfw&wt@$%T RETDHDMNENSHDROA TV a v
IZOWTHEBH L £,

N FRLSEYTADFE=HDT T —ILA—/\— .



B o r—rn-onz

ATy T

ATy T2

ATvT3

NA TRLASEYTADI=HDT z—)LA—/"— |
Ead

o T VA —R— "TT 4 v I BT DD D IPsec FRIHLA F—
« HTTP #l L — b

HTTP HEH (777 4 T/AHX 34 £—K)

IR HEIIZ
2 NNF AT XFARN T—FTIE, VAT AETAR—ACIOFIEEZEITLET,

FIE

> 7 VE— RTCiX, [Configuration] > [Device M anagement] > [High Availability and Scalability] >
[Failover] > [Setup] DJIEIZIER L £,

~NF arTHxF AR E—RTHE, VAT LFETA—Z T [Configuration] > [Device Management]
> [Failover] > [Setup] Z 3R L £,

[Enable Failover] = v 7 R v 7 A& A4 N2 LET,

GE)  THAASREEZFEMNTHET, 72— A — = TEEREIFTA =T TR0 £
/‘-/O

Tz NG ==V I BIRAT—F V7 OBEEHESALTDHITE. RO T aro
W EFERLET,

* [IPsec Preshared Key] (fB4¢) : 7 = — /LA — _—3E@EM O 7 = — /L4 —/— 1 7 T IPsec
LAN-to-LAN k> RV &ML T H 721, IKEV2 IZ X » T S5 SRt 5 — TT

7 = —/b A4 —/,3—LAN-to-LAN k> 3/LiE, IPsec (fthod VPN) Z A & AL H
SNEHA,

* [SecretKey] : 7 = — /LA — N"—@E O SLICHEA SN IWEXF—Z AN LET, 2O
T4V REZAOFE I LIEHEAIT, avr FERPICREENI a7 4 Fa b —
va rNONRAT— REF-EF— 75:;2.&)\ T 2= VA= R—@BENT VT TFAMIRY
\i‘g—c

[Use 32 hexadecimal character key] : A % —I1Z 32 SLFD 16 X —2FHT 51T 7))
Frv s Ry A%F N LET,

AT w74 [LAN Failover] fEI{ C., 7 = — /LA —"— U I DRD/INT A= B ELET,

* [Interface] : 7 =— /A== VUV IERAT LA 0 —T7 =2 Z@RLES, 7 =—
NA— ST A 8 —T = APSBIECTIS, RF— TN T 2 oS b f
VHE—T A RAEHATEET,

ZDOYANMIE, REEDA L H—T 2 A ZAETNIT T A F—T 24 ADHDPERS
N, 72— WA —=n"=U 7 L LTERTEET, /I —T =2 AT =— /LA —/3—
V7 ET D E. DA ¥ —7 = A A [Configuration] > [Interfaces] 21 > Tl
L£TEXERA,

. N FRLASEYTADF=HDT T—I)LA—/\—



| M 7RASEYTFADEODT T —ILF—1—
Jr—nt—n—ozzezE ]

* [Logical Name] : [failover] 72 XD 7 = — A —N"—@EIMEHTEA X —T =2 A AD
ML ERRELE T, ZOARNIEREZEET 57200 DTT,

s[ActiveIP] : f > X —T =2 A ADT 7T 47 IPT7T RVAZRELE T, IPT KL AIX,
IPvd F721XIPV6 7 L ADEBLBIZTAHZEHLTEET, ZOIPT RLVAIRFEHDY
T2 v b IR NER Y A,

*[Standby IP] : £ ' F—T 2 A ADAZ L NAPT RLAZEELET, 77747 P7T
RLALRUEY TRy b EOT7T FLRAEZRELET,

* [Subnet Mask] : 7R v b v A7 ZIEE L ET,

o [Preferred Role] : = D ASA DIESE SN D0 — AN T I3 < VEBTH LB &) HiE
THDHIPERET H7-9IZ, [Primary] F 721 [Secondary] % &R L £ 7,

AT Ts (AT vay) WOFETAT—F Vo7 aFELET,

s [Interface] : A7 — K~ UV 7T HA 2 —T oA ZAZBINLET, BIRTE LD,
RKREDA VB —T 2 A RAERFVTA L F—T A A, To— VA==V 7 Fi
IZ [--Use Named--] 47"+ 3 > T3,

G¥) Tx—nA—R— Vo IHEAA =T A RERT—F VU IHFA L Z—
T2 A AD2ODA LV E—T oA AZPEIHEHAT 2 &2 HE L F9,

RKBEEDA LV E—T oA AFETNIT TA v —T 2 A ABER LTS, #0400 F—
T2 ADTIT4TIP, TRV EIRY, HEBA. BLIOREZUNALIPEATTS
VR 77,

Tz NFE ==Y 7 BBR LG EE. 7O T47IP TRy bIRY | REA,
BLOREUNA IPOEEZRET D2LETHY FHA, 72— A —— U 7ITHEE
SNTWDHEAEA S ET,

[--Use Named--] 47> a3 > #8IR L7254, [Logical Name] 7 « —/V RiX, AHID DW=
AE=T A AD KRy THE T YANMIBRYVET, ZOVRAMNBA L Z—T =R
FERLET, POTA4TIP, TRV CIRAIITLIAVIRADES, RE2 NS IP
DEZRETHLEETHY FHA, TOAL L F—T =2 RTHRESNTENMERINE
7T

* [Logical Name] : [state] 72 EDAT — MBEIHEHT LA 7 —7 = A4 ZDOFmE4 16 7E
LET, ZOAFNIFEREZRUEST D200 6D TY,

s [ActiveIP] : f VX —T =2 A ADT 7T 47 IPT RLAZEELET, IPT FL AL,
IPv4 £721XIPV6 7 L ADEBLBIZT A2 TEET, ZOIPT RLAL, 72—V
=X D 7 LIFRRDREROV T 2y b EIZRT IR0 A,

* [Standby IP] : A > X —T = A ADAX L NAIPT KVAZERELEY, 77747 1P 7T
RLVALRILY 7Ry hEOT RLAZBEELET,

* [Subnet Mask] : 7 %> b v R ZHEELET,

N FRLSEYTADFE=HDT T —ILA—/\— .



NA TRLASEYTADI=HDT z—)LA—/"— |
B - vr—r—onmes

s (ATvarv, TUT 4 TIAK L NA D) [Enable HTTP Replication] : Z DA 7T 3
WXV, 7757 4 7HTTP Y a VB AZ LR, T AT I3 —UIlat—F AT —
F TV T 2= VA —R—3 A 2 =TI ) £, HTTP ERA AT LW 4. HTTP
B L 7 = — VA — N—ORERZOIW SNE T, 77T 4717 7T 47 F— RTIE,
T =)V A== J)—TF T L ICHTTP R AR E L £,

() Tz A —N"—ZfHLTWDEEIT, AZ U NALEEND HTTP 7 v —ZHl
brd 2 LBIENE U E9, Z D7z showconn count 2L, 77 7 4 7 HEE
EAFUNRAIEBEB TR DPNEREINDZERHY T, BERfF->Ta~vr
EHETTHE, MFOEETR U Y FBEREINET,

AT v 76 [Replication] fEIKC, v a HHUL— 2 1 bl ERCTRELE T, /B LUK
RKU—MIET ML TREVET, T 74NV MIKKL—FTT, 774V NEHTS
IZ1%. [Use Default] F= v 7R > 7 A& F AT LET,

RTY T [Applyl 227 VU v 7 LET,
AT AKX 2 L= a VBT AL RARIEENE T,

ATFYT8 T2l — R f F—TNITDHE, TNV A—NR—ETERETDHOOEA TS

Ry 7 ANRFEREINET,
s TT = — A — = TR L CTFICRROEREZITHOHAIE. Nol 22 U v
]\/ij—o

«ASDM IC X > THEIMIC 7 = — VA —_— 7 FOBEET S 7 = — LA — R—EN]T
DB LT BT, [Yes]Z27 U 27 LET, [PeerIP Address] 7 « —/v RIZET @ IP
T RLRABRELET,

J 1 —)LA—/N\—DEIET

AL N, B EBEINCT 7T 4 7T DI ROFIEZFATLET,

1R BHEIIC
“NVF aLTHRANET—=RTHE, VAT LAETAN—ATCZOFIEEZETLET,

FIE

ATV TN Tz A — "= E L~ TR D IR 2TV E T,
a) T F AN E— RIOG U CHEifEERR L ET,

s IV AT H A N E— RTIL, [Monitoring] > [Properties] > [Failover] > [Status] %
HEIRL £,

. N FRLASEYTADF=HDT T—I)LA—/\—



| M 7RASEYTFADEODT T —ILF—1—
Jr—nt—n—-o7Fs =Tt ||

e v )LF 2T XA K E— FTIX, A7 AT [Monitoring] > [Failover] > [System] % i3
RLUET,

b) ROWTNLDORZ %7V v LET,
« [Make Active] 7 U v 75 L. ZOMEENT 7T 4 THBIZ/RD £77,
* [Make Standby] 27 V v 7§25 & tHHFEENRT 77 1 7HEEIZRD £7,

RT9T2 (TIT47I70T 47 F—RKROR) Tx— A —N"—%T7 x2—)LF—"— T )—7 L~L
THRHIT D ITITREZITVE T,
a) A7 AT, [Monitoring] > [Failover] > [Failover Group #] Z# B & £ 37, #iX, #5257 =—
WA == TN—T DFZTT,
b) ROWTNNHORE %7 ) v LET,

« [MakeActive] 7 UV v 745 L, ZOEETT 2—NVF—R—=T)V—TNT 7T 47
2720 F9,

[Make Standby] 27 UV v 7325 L, fTFEETT =— A== T IL—TNRT 7T 4
2720 E£7,

Jx—J)LA—1N—DTF 1 t—TI)Lit

| DFEFIEH T DOEETT = — VA —NR"—%T =TT HE, Vr— RTHETEE
DT IT 4 TBIOPRAZ U ANAREPHERFSILET, 77747W77477:—w¢~ﬂ—
X7 OEE, EOREERELETHILIICRESNTNEY &, To— A== TN —T1IT
IT AT THLITRXTOEETT 77 4 7IREO E EHERF SN ET,

T2 NVH—N—%T 4 =TI HEE ROFEEZSRLTIES N,

-x&yﬂ4%%my?%xbﬁx&yﬂ4% FOFEFHFF SN D DT, BHOEET
N7 7 4w DfREERBLEEAL (2 B A Z XA ARRE L FEIENE )

c AFUNRAMEE/aA T XA NI, T T4 THEEBE/ 2T XA MEEREINTWRWES
THEDAF U NAIPT RL ARG &EFaEHLET,

c AZUNAEEBE /AT RAMILD, V2= A== FICBIT A HRICHT DY v R
ViR S NE T, T2 AR T T 4 TEE/a TR A N THEAS X—T L
T DE, ZOar 74X a2 b— a0k NFERBIEINZRIC, AX g EEE/
T XA RNDPEEDAX NAIRREICED £,

e AR UNAIEETCFH T 2 — VA — N2 A X =T ML TT 7T 4 7L L2 T2
S0, bz, 72— F—"—DMifl|FAT 46 ~—) ZZRLTLLEIN, X4
UNABEBTT 2= V=R F—=T /I T DL, MACT KL RADBEENRFEAEL.
IPv6 N T 7 4 v 73l SnDREMERH D 5,

N FRLSEYTADFE=HDT T —ILA—/\— .



NA TRLASEYTADI=HDT z—)LA—/"— |

B s=vnsirzgroes

ATy T

ATy T2
ATvT3

ATy T4 %4

¢« BRI T 2 — )V —N—%F =TT HIZE, nofailover 27 4 F a2l — g
EAR— R Ty F ar7 4 ¥ al—ya REELTAS Y r—RLET,

IR B I
N F AL TFHRARNT—RTIE, VAT LAE[TAR—ZATCZOFEEEITLET,

FIE

v 7 VE— RCiL, [Configuration] > [Device M anagement] > [High Availability and Scalability] >
[Failover] > [Setup] PNEIZER L F 9,

~VNTF AT HFANET—RTIEL, AT L5FTA— A T [Configuration] > [Device Management]
> [Failover] > [Setup] ZE&R L £,

[Enable Failover] = v 7 R v 7 A& F 712 LET,

[Applyl &7 U v 7 LET,

W7 2= N F—R—%F =TT HITE, a7 Fal—a U ERELTEY
o— RKLET,

a) [Savel] h¥ %27 Vv 7 LET,

b) [Tools] > [System Reload] Z# &R LT, ASA %V r—RKLET,

[EENREL-EEDET

ATy

B AR L B A R O 72\ RIBIC T B 11, RO FIEE ETLET,

1R BHIIC
~“NVF aLTHRANET—=RTHE, VAT LAETAN—ATCZOFEEZETLET,

FIE

72— AN =R E LAV TR IT T DR ATV E T
a) AUTFHFANE— NG U CHEZRRLET,

s IV AT H A N E— RTIL, [Monitoring] > [Properties] > [Failover] > [Status] %
FEIRL £,

e w)LF 2T FA N E— RFTIL, A7 AT [Monitoring] > [Failover] > [System] % 3%
RLUET,

b) [Reset Failover] #7 U v 7 L%,
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| M 7RASEYTFADEODT T —ILF—1—
avrsxar—varorRg [

ART9FT2 (TIT47I 77T 47 F—RDHR) Tz— VA —n_"—% T z— LA —"— T L—T L~L
THEITT DITIFREZITOET,
a) A7 AT, [Monitoring] > [Failover] > [Failover Group #] Z B & £ 37, #iX, #4257 =—
N == TN —T DFFTT,
b) [Reset Failover] 27 U v 7 L£79,

a4 xXal— a3 OERER

Bllsnza~ry N, #rar7 o Xal—ra VIRFEESRET, #filaniza~r Fe
ABUNAYEEDT T v 2 A VIRTGET HI2IX, [File] > [Save Running Configuration to
Flash] DJIRIZEIR L £ 7,

J1—)LA—NN—DE=ZA—1 Y

ORI aryOFBEICHSI LT, To— NI —N"—DATFT— R AT —TXF7,

TJx—)LA—/IN\— A wyt&—

T LA RN R AT A L D ASA N AT A A v —UEREELET,

Jx—I)LA—/N\—®D syslog A v t—

ASA 1E, TRAVRERT T IA AV T 4 L2 DT = — A —3—=IZHON T, EHED
syslog A v —VERITLET, ZNDHDRA v E—T%FRTDHITIL, syslog A vE— B A
REZMLTIEEY, 72— A —"—CBEMT bR TND A vt — ID OFPHIZRD
B TI : 10Ixxx, 102xxx, 103xxx, 104xxx. 105xxx. 210xxx, 311xxx. 709xxx. 727XXX,
7=& 2 0E, 105032 BLUN 105043 137 = —)vA—"— J o7 L OMEE R L TWET,

\}

GE)  Txz— g — =PI, ASAITHRPIMIZ vy T LT, A v X —T oA ALE)
L. syslog A vE&— 411001 3L U411002 K LET, ZHIXEEOT /T4 ET 4T
-gAO

TJx—ILA—nN—TFN\vHG Avyt—

TRy T A= EFRT HITIE, debugfover 2~ REASNLET, sEHICOWTIL,
av U R U7 7 LR EZRLTLIEIN,
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B ssweooz—nt—rn—r597

\}

(X)) CPUTBLBARATIET ANy ZTHNIE T TAF VT 4 NE DB TERTWDED, Ty T H
EATO EVAT ANT =V AIRELEETHZ LDV ¥, 20D, FEORBED
NI TN a—TF 4 T ERITIEHER, CiscoTAC ED T TNy a—T 4T vyiard
MIZBR Y debugfover 22~ RZMHEH LTS 7ZE0,

SNMPD 7 x— /LA —/N\— Sy T

7 = — VA —3—Zx 3% SNMPsyslog N 7 v 7 & %Z[EF 521X, SNMP K7 > 7% SNMP &
AT —va VB ETDHEOICSNMP =—2 = h&RE L, sysloghA FZEFRL, B
VD SNMP FBLA 7 — 3 = T Cisco syslog MIB % =2 > /34 )L L E T,

TJ1—IVA—N\—RT—FADE=Z—1) Y
A\

GE) T2V F =R A R IR E LT, T ADT=Z— ) 7 BT 51213, ASDM
ZHREIT 570, F721E [Devices] A NIERINDBNOT SA AZHI D EZ T, JLD ASA
R D FIRE FATT 2 MERH Y £, ZOBIENRLERDIL, ASDMABT /A A6 Gl &
NWTHEER SN A, #iOT=42—) VI RHMNL SN2 TT,

[Monitoring] > [Properties] > [Failover] Z®IR LT, 777 4 T/ AZ A Tz — )L A —/—
E=HZ—LET,

[Monitoring] > [Properties] > [Failover] FE CIROBEHZFEH LT, 72774 7/ 77T 47 7= —
N —=NR—T = —LET,
System

[System] ™A NZIE, VAT LD T = — LA —R—RENFTRENET, £/2. VAT LD
7 =)A= N =IREB R RO T IETHIEICE £77,

cTFNRARADT VT 4 TIAZ U IRAREZE D EZ D,
FEENEE LT A 22 )y NI 5,
s AR UNAEEERE Y v — KT 5,

J4—ILF

[Failover state of the system] : F/RELH, ASA D7 = — LA — "—REEEZFRLET, #RIN
L 1EHIE, showfailover =~ F T2 L LR T, KRHDIZET LFEMICHONT
I, I~ R UV 77 L0 A5 RLTLEIN,

[System] A > TliX, ROT 7 v a v &HTEET,
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« [Make Active] : 77 7 4 T/ AX LN, 2T 4 FXal—rar T, ZORIEZT )
TFTBE ASANT VT 4 THEEBIZRVET, 72747179747 a7 4Falb—
arT, ZOREEI Y7 TBHE, ASATHED T 2 — VA —_— J)L—T N7
TT 4 TR0 ET,

« [MakeStandby] : 77 T 4 T/AZ LA XT T, TORA %7 Vw7 FT5HE ASAINA
HUNRAIEEIZIRVES, TITATIT VT 47 27 4FX2lb—a3 T, ZORL
VEIZY T AHE, ASA THHD T = — LA —/N— Z)—T N AR S AIREEIZT2 D
i‘j‘o

* [Reset Failover] : ZORZ &7 Y v 7 LT, VAT AEEERIEND A Z 31 IREEIC
Uty hLET, VAT LET 77T 4 7RIy hTEERHA, 7774 7THEET
CORE BTV ITHE AZURAEER Y NENET,

* [Reload Standby] : ZDHRZ %27 Vw7 LT, AZ U \AIEEEZREIFIICY va— R LE
—a_o

s [Refresh] : 2R %27 U w7 LT, [system] 7 4 —/b KD T =— /LA — "—IREEIZH
HAT—HAEREY 7Ly a2 LET,

TJx—LA—N=TL—T1ELVTz—IF—N—TIL—T2
[Failover Group 1] X+ >3 & O\ [Failover Group 2] A1 2%, IR L7V —TF D7 = —)1
= N—RENRFREINET, T, IN—TOT 7T 4 T/AX U SAIREEEYI 0 FEZ D h,
FIFREENBEL LN —T 2y LT, JA—T D7 =— LA —"—RELHIET S
ZEHTEET,

J4—IJLEF

[Failover state of Group[X]] : F#/REH, BIR L= 7 = — LA — "~ T —T DT = — )L A —/3—
RieRFoR LET, HRENHHHRIL. showfailover group =~ RTZITERAH A LFE LT
D
ZORLA U TROT 7 v a v EFITTEET,
* [MakeActive] : ZORF %7 Vw7 LT, Tx— VA== N—T%ASADT 77T 4
7 a=y MILET,

« [Make Standby] : ZDRF %27V v LT, 7 =—/bA— 3= )L—7% ASA Tl
IZAZ L RAARBBIZLE T,

* [Reset Failover] : ZDORZ &7 Y v 7 LT, VAT LEEFRIENDG A Z A IREEIC
Uty NLET, VAT LET 774 7REBIZIXY £y FTEERA, 77T 1 7THEET
COREZET VT DHE, AFZUNLEEN Y FERET,

* [Refresh] : ZOARF %27 U w7 LT, [system] 7 4 —/L RD T = — /LA — —KEIZH
HAT—HAEREY 7Ly a LET,
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71— LA —N—DEE

NA TRLASEYTADI=HDT z—)LA—/"— |

HaE

Y

J1y—2x

HEEEHR

TIT A TIAR N, T 2—)LF—

IN\—

7.0(1)

ZOMEENEASINE LT,

TITATITIT 4T 7 x—)VA—

IN—

7.0(1)

ZOMRENEASHE LT,

7 = — )L F— N — F—D 16 L
A=k

7.0(4)

7z — )V A — =1 7 O EIC
16 EBMENEECE A LI FEL
7=,

WOBEENETIZ/R Y F LT,
[Configuration] > [Device Management] >
[High Availability] > [Failover] > [Setup],

T =)V — /N — F— D A K — I
AT L —RADYR— |k

8.3(1)

A e /AN~ =1
TA4F¥al—valrbRAZ— T v
ar 74 F¥al—varoiFx—%
WAL T D~ RS — XA T L—X%H
R—=brTDHLOZRVELI, —HD
ASAN DG IA R 2 2 v —T %
Ba. T2& x1X, more
system:running-config =~ > K% ff]
LT, EFCHE g —%2ar—
LTS Z &R TEET,
G¥)  failover key D HLH I 1L,
show running-config ® Hi711c
Rk LIRORSINET, ZOD
VA INEF—Fa e —T
TEHA,

ASDM OZEFEIH Y FHATL,

7 = — )L — X—|ZIPv6 DY R — S
SENII

8.2(2)

WOBEENAEE SLE LT,
[Configuration] > [Device Management] >
High Availability] > [Failover] > [Setup]s
Configuration] > [Device Management] >
High Availability] > [Failover] >
Interfaces],

— e

. N FRLASEYTADF=HDT T—I)LA—/\—



| M 7RASEYTFADEODT T —ILF—1—

Jr—nt—ri—oBE |

)=

(R 7 — 7 v PO 7 =—)L
F == )N—T D= FOFED
A

9.0(1)

VURIONN—T 3 0D Y7 ho =7 Tk
MRIRE) 7 — R 7 v TBRFFRI ST
T, 72—V A—R_—= T N—T%
By NTT 7T 47T 5
preempt =< NiFZHEH Y FHEAT
L7 L L. ZOEEIX. WD
7 xR T— T PRI
T EHL=y NCT 7T 4725 &
INCEFEINE LT,

T x— )L —R_R—J I BINRAT—
N U OEE &R LT 5 IPsec
LAN-to-LAN k> %)L DY R — |k

9.1Q2)

Tz V== T T E OBl
PHEATAHRDYIC, T2—A—
NR—= VI BIORT—K VI D
21 IPsec LAN-to-LAN k> % /L
DEHATEXZXLHICR0E L,

GE) 7 x— )L A — N —
LAN-to-LAN b > /Ui,
IPsec (ZDftho> VPN) 7 A
wrRZFEHA S NER A,

WOBEENEE SLE LT,
[Configuration] > [Device Management] >
[High Availability] > [Failover] > [Setup],

IN—=RT 2T TV a— )LD~ A E
=% =1 7Ot

9.3(1)

ASAIZT 7 4V T, A VA =)L
HN—R7 =T 32—/ (ASA
FirePOWER ¥ = — /L 72 &) D~JL A
E=H =V T ETOET, FFED
N—R 2T a2 —)LOEEIZL -
TCT7z2—I)VEF—N—% N H—F3Z
ENEFELLBRWGEEIE, EVa2—b
DE=H—V T hT 4 B—TWZT
xFET,

WOMHEPEL INE LT,
[Configuration] > [Device Management] >
[High Availability and Scalability] >
[Failover] > [Interfaces]
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NA TRLASEYTADI=HDT z—)LA—/"— |

HaE

iy

y1y—2

HEEEHR

T xR T D AR LS U
EELIIAZ N, A THFA D
V74 X2 b=y EEOR Y Y

9.3(2)

WEOaA T 4 X2 lb—a ORI
ZERWTAZ S A 458 FCERNT
XRNEDIT, AF U RAE (T
T A TIABR IR, T =)L F—3—)
FlIARFE R, a TR (T
TATIT 7T 4T 7 z—)LF—r3—)
DAL T 4 Xal—arEHEay
JTCEDLEIITRVELT,

WOBHEPEL INE LT,
[Configuration] > [Device Management] >
[High Availability and Scalability] >
[Failover] > [Setup]

ASA 5506H D7 = — LA —,"— 1 o
J7ELT, BHINALVE—T A A
% AT HE

9.5(1)

B A2 —T = A AL, ASA

5506HICPRY 7 = — /L F—_"— Y
ELTRETEDL TRV EL,
ZOERRIZE D . TS A A
H—T A AT —H A F—T A
AL LTHHTEET, ZofiEE
I L7-%4. ASAFirePOWER £ ¥ = —
MIEATE XA, ZOFEY2—/L
TIHEH 1A F—T oA A&l
DEFA LB —T A AL U TCHERT
5 ENRMEATT,

WOWHPEE INE LT,
[Configuration] > [Device Management] >
[High Availability and Scalability] >
[Failover] > [Setup]

X U7 7 L— K NAT Ok
Tx— )V —N"—FBILNASA 7 T A
2V ST R— B

9.5(2)

Xy U7 7 L— REITRB PAT
TIE, NATIZ1EIT 1 DDR— FEH#
ZEID L TEELIDOTEHARL, HHRA
MIFR—btDT7 vy 7 %2H Y THZ
ENTEET (RFC6888 &ML T<
TEWV) . ZOBEREIX, 7= — A —
N—BLWASA 7 7 AX DENTH
R—hEnEd,

RSN HEEITH Y EH A,
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| M 7RASEYTFADEODT T —ILF—1—

Jr—nt—ri—oBE |

HEES Jj1)y—= B EETEER

TIT A4 TIAF R, T xz—) LA — |9.6(2) 7 = — )V F—/3— X7 T AnyConnect

N—ZAfi 7% & & D AnyConnect 7> PEHAT L&, BEffIT o TVnD

SDOXAF I w7 ACL ORI #AF w7 ACL (dACL) DA X

UE NA 2=y h~ORIRFR N SGE S
F L7z, DARNIE, K7 dACL 05
B, AZ NS 2=y BR[OS
Wy 77w T ERRMT D50 TR L
FEIHIVERETIC LWL, RSB E
Rz S e nd D F L,
BERINZEEIIHY A,

~IF arTFEARE—RD 9.6(2) ~IF arFEFA L E—KRT

AnyConnect At D AT — N 7 )b 7 = — AnyConnect #§t D AT — K 7 )L 7 = —

/]/j——-/{»—- /1/7]‘_/\\~73§‘5'7ﬁ_ I\ éhi sz.o
ERINTEEILIH 0 FHA,

FOREIHEEIT O b oA &2 —|9.7(1) FI AN RNTIE, 72— A —_— 2

T2 ADY Yy AF— b E=H Y
vV B RIETHE

TOASA X, 500 S VR EITA v
B—=T A ADY T AT — %
Fxv 7 LET, K=V TOMEE
300 2 UMD 799 U oM TR E
TEDE91c720FE L, &2
A=V 7% 300 X U RICERET
He ASAITA v HF—T = A AEE
FNIH—=DT = — A —"—% L 0 iH
HIcmHTEET,

WOBEHENAEE SLE LT,
[Configuration] > [Device

M anagement] > [High Availability and
Scalability] > [Failover] > [Criteria]
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HaE

iy
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HEEEHR

FirePOWER 9300 5 X 1U'4100 TO 7 7
T A TIAR S INA T 2= )L —r3—
ANVAFT=R— T BIFIMT F
U—7 4 7 (BFD) AAHAR— b
SNE LT,

9.7(1)

FirePOWER 9300 5 X 184100 L7 7
T A TIAL N RTD2ODL=
FEDOT = — N F—R— LA F v
JIZR LT, W7 U —F 47
iy (BFD) A TE5 L Hick
WEL/, ~VA F =y Z7|ZBFD %
EHTHE, T 74N FDO~LR

F v/ LVEEESEEY, CPUD
EREMzbZ N TEET,

WOBEHENAZEE SLE LT,
[Configuration] > [Device

M anagement] > [High Availability and
Scalability] > [Failover] > [Setup]
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