B

TOTETII, ASA L Tar 7 4 X alb—2 g UEABSRES A OIEFELEREARREEZITO
FFEICHOWTHBA L £,

JU r=t
X E

jull]]

e IRA NG, RAAL %, BEOA F—T N XA T— K& Telnet SA T — FOFHRE (1
D)

« HEEFOFRE (3 —)

e VAR —NAT L —ADHKIE (8 X—)

e DNS #r——DFE (11 <—)

e N— R =T NANRABLOT =2 7/VER (Cisco ISA 3000) DOF%E (13 ~<—)

«ASP (FEEX 2V T 4 NR) ONTF—< ALEEOFE (15 —)

*DNS ¥ ¥ v aDE=HF—V 7 (18X—)

« EARRTEORERE (18 X—)

KRR MR, FAAM A, BEUVAMR—TILINRT—FK &
Telnet /XX 7 — FDHKRTF

WAL, RAAL %, A FX—T N NAT— R, Telnet’SA T — RERET AT, ROFIE

FEITLET,

1R BHEIIZ

RA NG, RAAL L, A F—T N AT — K Telnet /XA U — REFRETHENT, IROE{:
R L ET,

s VINTF ATHFARNE—FRTIE, I TFHFRAPNFETAR—RL VAT LFEITAR—ZAD
WHDHEA NG E RAAL VA ERETEET,

o A X —T ) NXAT— K& Telnet ’RAT— RNiE, £ TFAMNCTRELET, VAT A
TIIfEATEEFEA,

2xzE B
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B otxra. FACUR BEUAR—TLKRT— FE Telnet /X T — KORE

&M
ATy T2

ATvT3

ATvT4

ATvTH

| EEE

VAT A AT A K2l —2arnbaryTXR AR ar7 4 X2 l—3 g U0 X
5121, [Configuration] > [Device List] XA > C, 777 4 TT /A ADIPT KL AD T
WCHDarvTXARNGEL TN ) v LET,

FIE

[Configuration] > [Device Setup] > [Device Name/Password] %8R L ¥ 77,
RANGEANNILET, T 74N FOK AR N41T Tciscoasal T,

RAMGITAST Y RIA DT a7 MIRRSNET, ZOKRA MIZE->T, BEROTAN
AALDE Yy a v EWNLT DA, 2~ REANTHEIAEICERTEEYT, FA b
Z0% syslog A v E—V CTHHINET,

wNTF ATHARNET—RTH, VAT LAETAR—RIZEE LR A MR TRTHOa
T A ]\0):7/]\74’/711/7]\ IERENET, aVTHRANTRELIZAAR MM %,
gy RTA4 NCFERET, N — %T#éj7/3/%}&)@ij‘o

RAAL L HEZATILET, T 74 KAA 41T default.domain.invalid T3,

ASAE, BEiF AR RWARIOY 7 4 v 7 2L LT, FAS A ZBMLET, 2Lz,
NAA %% Texample.com) (ZF%E L, syslog h—/3— & U CIER4 upiter) ZFEE L7
Bl ASA I L > TAHIZMER 4T [jupiter.example.com| & 720 F97,

BHEE—F ([ 3x—T) NAU—FREZEBELET, T 74/ FO/RAT— REZEH TT A,
CLI Tenable 2~ REFRIICATN LI E ZIERTTH L HITROENET,

enable FREE AR E LR WA, A 32— N N2 T — RIC X > CHEHEEXECE— R ENE
9, HTTP &FE% % Ebﬁw%é A X =TI RAT — RIZL > TLED2—%—4 T ASDM
a4 T&EFET, ASDM TiE. CLITZ7EBAD LT, A RX—T I XA T — ROEFIL
HHENEEA,

a) [Change the privileged mode password] &= > 7 7R v 7 A% F T LET,

b) HLWRAT—KRKEZANL, HLWWSAT—REMBELET, 305 127 LFDO/RAT —
REBRELET, RXFENLFREBIENET, AN—R & BRI 2 B < EE D ASCI
FIRIAIRESC T (U — R 32~ 126) AMABDEDL ZENRTEET,

NAT—=RZZZAOMEIC) Yy P52 LIXTEEEA,

Telnet 7 7 Z AD7=bD0 7 A L AT —RERELET, T 74V ORRATU—RIHY £
A,

Telnet FRFEZ R E LRWGE, 77 A /XA T — KL Telnet 7 7 B A IfEHA I VE T,

a) [Change the password to access the console of the security appliance | 7= v 7 7N v 7 A% 4 /12
LET,

b) HWARRAT—=F GFLWASADEAIZZDOT7 4= FEZEHICLTEBEET) . #iLwy
NAT—=REANL, FILOARY—FE2ER LET, NAT— FZIEK 16 XFOR
SEMEMTEET, A=A LM 2R AEEO ASCI HIRIATReCF (O =— 1 32
~126) ZMHAEDOELZENTEET,



| #2x3%
oz [

AT9T6 [Applyl #7 U v 7 LTEENRERTLET,

HEF DR TE
~

GE)  Firepower2100 (77 v h7 4 —ALF—F) | 4100, £721L9300 D HEFZFRELRNTLES
VD, ASA XY Y — U b HFOREEZZEL £,

NTP —N\—ZERA L =B ERFLDERE

NTP ZfEH L THRBEH R — R VAT LAZFEBL, Xy NT—7 VAT A O % IEfEIC
R LET, 20X RKEEIX, CRL ORGE/R EIEMER X A b AX T a7 L, I
GINEELEETCHENZ R £, BEHONTP —N—ZHETEXET, ASAIL. T—%(E
FEHEDORNE LD —FBTDA N T X LD —"—%FRLET,

FEICRE LT-HFLNIT_TC, NTP —"— LA SN LI > T EEX X ET,

ASA I NTPv4 Z VR —F LE9,

1R BHEIIZ

YN TF aTFFXFANET—RFTIE, BENI AT A a7 X2 b —2a 2k LTEITERE
TEFET,

FE

AT w71 [Configuration] > [Device Setup] > [System Time] > [NTP] Z#4R L £,

BERRE
|
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B vy —zpmLEAMEBENORE

ATFwT2
ATvT3

ATy T4

ATy TH

ATvT6

| EEE

- Configuration > Device Setup > System Time > NTP

Configure NTP servers and define authentication keys and values.

IP Address Interface Preferred? Key Number Trusted Key? Authentication Add
Edit
. = Delete
@08 Add NTP Server Configuration
IP Version: O 1pv4 IPV6
IP Address: 209.165.201.1 Preferred
Interface: outside a

Authentication Key

Key Number: 1 < Trusted

Key Value: sssssssnssasse

Re-enter Key Value: eeeessescscsce

Authentication Key Algorithm
Key Algorithm: sha512 ﬁ

Help Cancel N

Enable NTP authentication

[Add] #7 U » 7 LC, [Add NTP Server Configuration] ¥ A 7 12 7R v 7 A% F/RLET,
NTP —/3—®D IPv4 £721X IPV6IP 7 FLRZ AT LET,

Y= R—DRA N EATTTLHZ EITTEEE A, ASAIZ. NTP 9 —X—DDNS/L v 7 T v
TEY A= L TWER A,

({EE) [Preferred| T = v 7R v 7 A& AN LT, 2OV — =B —_R—ZE&ELE
D

NTP TiE., FDOV——DREENE L EmWOLZHE T 272007 V3 XL EHL, Z0
PN ICF L E T, KR URE ThiuE, BT — MR L ET, 2L, Bk
P N— 1) HEREEDKIBIZE N — =05 556, ASAITHEE D EWZE DV — —%{F
L/i‘g—o

EE) Fury 7 X oo U R NnD [Interface] 3R L E 97,

ZORETIE. NTPXT y hORIEA v F—T 2 A AWNEEENET, £ F—T = A AN%E
HOBEE. ASABERATAT 74 L FOBEHa L TXFA N,V E—T oA AT, BEHAL—T 4
VT —=T ks TIREY 9,

(fEE) NTP #EGEZ R E L E T,

a) 1 ~4294967295 DOF—FEE AT 50, Fi2id, BFRHT 50O NTP H— ~—D
F—ZLENCER LT2G a0, Fey 720 U A R LBEFOF—F S RIRLE 7,
ZORETIE, ZORFEF—DOF—ID ZfELET, Tk b . #EEEEH L TNTP
P—=NR—=LBETEET, NTP ==y b FHIZZOF—ID 2 H+ 20
B ET,



| A

ATy 17
ATv78

zocoasozz |

b) [Trusted] = v 7 Hh v 7 AEA NI LET,

c) [Key Value] # AJLET, ZiUL, K32 LFOXFHNITT, 0%, F—EEZHAT
LET,

d) Fey7Hor U5 [Key Algorithm] Z 841 L £ 7,

o) [OK] %27V w7 LET,

[Enable NTP authentication] = v 7 7R v 7 A& 42 LT, NTP @ik Azhic L £,
[Apply] 7 U » 7 LTERENEZRFLET,

F}TOHRKDEKTE

ATy
ATvT2

ATvT3

RTvT4

AT A2 FEYTRET D I121E, ROFIHZETLET,

1R BHHIIZ

TEET,

FIE

[Configuration] > [Device Setup] > [System Time] > [Clock] Zi®&R L £ 7,

Ry FZT VA RN EA LY = ERIRLET, ZORETIE., EHRREAEZ GMTIC
Mz 7= (£ GMT B ELGIWE) XA A V' — 2 %$RE L £9, [Eastern Time], [Central

Time]. [Mountain Time], F 721X [Pacific Time] ¥ — > ZRT 25 & 3 A D 2 HIEH DA

26 11 HOB 1 B R O 2 K T ORFHE 2 B BiAIC R I S E 7,

GE)  ASA OEFIHZZE T L. AT VT2 b SSM & DN Fa v 7E3N55E
N0 £9,

[Date] R v 77X UA 27 ) w7 LTCHLVU A —%2FRLET, T, ROFGFIEEE

ALTELWAEMZBRELET,

c AR 7 V7 L, AUV A MEFERL, WICBWORZ 27V v 7 LET, HL v
H—MMNEDHIZEDLY £,

xR Yy LTHEEZEFELET, ERATE TREIZEN L TERFEEZ A7 n—1$5 2
Eb, A7 4=V RIZFEZANTHZELTEET,

EADERICHDIRENE Y v I +DHE, HLU =R —EIZ10ATORMEICA 7 n—
ILLFET,

AV UA—DHRIZBLEZ Y v LTHERELET,

Wizl (B, 70, BLOW) 2 FEBTANLET,

2xzE B
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. Precision Time Protocol D% (ISA 3000)

AT w75 [Update Display Time] 27 U v 27 LT, ASDM XA > DA FICERINDHL 2 EH LT,

BUERFZNZ 10 B T & ICHB B S ET,

Precision Time Protocol D% (ISA 3000)

EREER 7' 2 v (PTP) 1%, N7y =2 Xy NU—J NOIEIERT A ADY
0y 7 ZET 272D SRR 7 2 ha LT, TR0 T A R 7wy 7%,
—IRENTHERE L ZEMN R £, 2o a Fanid, EERAORy hU—2{bEnlE
B LUK > 2T AN ICREBNCER G S TR Y | R/ NROTHRIE & O 03 e LB A — N —
Ny RULOWEE LW, s 27 Ao AICRE T,

PTP > AT LlE, PTP T A 2 EFEPTP T A ZDMAEDLEIC LD, HFEORy hT—7
VAT ATT, PIPT A RE, A—T 4TV 7uvr, ERr/nvyr, BIORKFT AR
TLrryhruavngERET, EPTP T /31 R, Xy NU—7 A v TFON—H72 Y
DAYV TTANT I F % TNAANREENET,

ASAT A AL, T UART LU M uy 7 L LTERETEET, ASAT N1 AT, HY
DIy &EPTP7ay 7 LEBLERA, ASA T3 AX, PTP 7 12 v 7 TEHZSN TV
ABPTPOF 74NV a7 7 A NVEERLET,

PTP T A A &ERET DA, BHESELIT A AD AL U FFEERLET, Lo
T, BEDOPTP RAA VEBREL, BED 1 OO RAALIZPTP 7 u v 2 2EATBLHIC
PTP S DE TN, AR ETE £ T,

GE)

| EEE

PTP T 7 4 v 7 DBIBEDT=-81Z ASA FirePOWER ¥ =2 — /LIZEE SN WL HIZT57-0
2. ASADT 7 )V FREICUUTOa~<y RBRBMENTWET, BEEOEANRD HHE1T.
WD a~<y REFECTEMTA20LERNHY £9,

object-group service bypass_sfr inspect
service-object udp destination range 319 320
access-list sfrAccessList extended deny object-group bypass_sfr inspect any any

3R BRI
o ZOREIX, ISA 3000 DA THEMATE E9,
«PTP O HIZ, 7 NarTHFARE—RTORYR—FENET,
« CiscoPTP |, ¥/ FF ¥ A K PTP A v —YDHEVR—FLTVET,

e T 74N ITIE, FTUVART LY M E—RFROTXTDISA3000A > X —7 = A ATPTP
WA X—=T N7 > TWET, L—T v FE— RTX, PTP/ N7y "R T /A A& @Il T
EDEVNCT DD ERBRELENTAILENRDHY £7°,

ePTPIXIPV6 X U —27 TlEp<  IPVA Xy NU—F7 TOREHTX £,
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ATv T
ATy T2

ATvT3

ATvT4

Precision Time Protocol D% (ISA 3000) .

*PTPEEIX. AZ L KT a7 U vl T—F A R_R=0n%[bt, YA —P %y
AE—Tz2AATHFR—FENET, RKOLOTIFETFR—FENEFA,

cEHHA L H—T AR,

o« %7 A ¥ —7 A A, EtherChannel, BVI, =DM DA X —T7 = A A,

eVLAN V7 A v Z—T = A4 ATOPTP 72—, #HWYIRPTPERENH A L Z—T = A X
LI ET AEEICR— R ENET,

*PTP Y v FMEEICT A AZBBTEL LT HLERDHY £F, FTr AT L

VRI77AT A= IVE—RTIEH, PTP NI 7 4 v I B THT VAV A RNRNT 7 4
VR TRESINTWET, PTP N7 7 4 v 77X UDP A — bk 319 & 320, BLUFELIP T
KL & 22401129 (12X »THBlENnET, TODNL—T v KR 77 A4 T 74—V E— K
T, TONTF 74y 7 ZFFA[T 5T _XTO ACL BZiF ANLIET,

c XDIN—T v R T7AT U4 —/)LE—RFTiL, PTPvVF X+ A N L—THDO~< /L
FHXXY A =T A TERDODLINCAFZ—TNITEHEXLELH Y 7,

e /= VYL ar 7 4 F¥al— 3 EF— RKOa~r K multicag-routing Z A1 L&
R

cFE o, TV T IN—T A N—=TERL, PTPREIC/>TNDA v F—T = A
AL, AVE—T oA A AT 4 Falb— 3 3~ KNigmpjoin-group
22401129 % AL T, PTP v /FF ¥ A b ZN—T AN —2 T2 HHINIA D
WLET, Zoavwr R, Vo0 —FRA 0 R_R— i LTI R—FENRTE
O, BELHY A,

FIE

[Configuration] > [Device Management > PTP] Z &R L £7°,

Domain value # A7 L £,

NI, T ADTRTOR—= D RAAL FESTT, BIRD AL L TRIEENTZ Ay
MI, @BFEOALFXy A MXTy RO XS IZfbh b=, PTPARIIITOIVEREA, ZD
EOHRPIL0~255. T 74 /V MEIZ0TYT, *v FT—ZHNDPTP 7 /31 ATFHE ST
DHRALEFEANTLET,

(47> a ) EnableEnd-to-End Transparent Clock Mode Z8&4R L, PTP 23 A R — 7 LiZ72 >
TWATRTDA LV Z—T 2 A AT RY—Z L R FFUARXT LY hEB— REA 32—
MZLET,

]‘ 5 VAR L }\ 7 a b4 7 Gi\ (%%E#FHEJ%(E”E L/\ PTP /\0/7 b4 ]\ P“]@ correctionField ff%
HTHEICL - TGRERELET D2y 7 TY,

A B —T = A ZA%&FIN L, [Enable] £7-1% [Disable] 227 U v 27 LT, 1 DLLEDT /A 2 A
v H—T A ATPTP ZHMLE7,

2xzE B



B <x5s—rzxoL—=z0

ATy TH

zxzE |
E—)

X JE

VAT ABEERAAL HNOPTP Y v VI CE DK A ¥ —T = A AT, PTPEHNIZ
L/ji‘g_o

[Applyl 27 U v 7 LET,

RDBERY

[Monitoring] > [Properties] > [PTP] Z3#&{R L, PTP 7 2 v 7 L A X —T = A A/7R— ME#RE
FRLET,

TAA— IR T L—XDEE

TARA— IR

Y ABE— NRATL—XEFATHE, T L—r TFANDNRAT — RRERIT, BE{bER
TRIFEN, 1 OOF—ZHHA L TTRTONRAY — FE RIS T~ AF L /T
X010 ET, T TH, BT UEEINEFA, YAX—RAT L —X%
T 2EL LTE, ROLORHY £,

* OSPF

* EIGRP

VPN B — R RT3
sVPN(UE— K 77 EBABLY A Y —H A1 1)
o« 7 — )L A —/ N—

* AAA Y—r3—

* Logging

HHETAER

JL—XMDEMFEIFER

YAL = NAT =R BMETCIEETHI2E, ROFIEZETLET,

1R BHHEIIZ

c ZOFNEEZFEITTEBDIE, 2/ —/L, SSH, HTTPS B D ASDM 2 Xic k5% =
Ty a Al BWTORTT,

« Tx2— VF = NP, Z—=T N TH>TH, 7 x— /LA —_"—HE—RNRE I TR
WIEIL, YAX— RRATVLV—RXEEETIHE, =T — Avb—URFRINET, Z
DAY=V, AX—=RRATL—=ADEER T L —r THFARLE L THEEEINR
WL, T2 AN HEX—F ANTOILERLD Z LRI NET,

B =%x%%
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ATy T

ATy T2

ATvT3

v28— k27 L—20emErEzE [

[Configuration] > [Device Management] > [High Availability] > [Failover] DNE|Z3&R L, [Shared
Key] 7 4 —/V RIEBEDOXLFH2 AT T 50, F37 = — A — " — 16 HEF— AL
TWAEAII N Y 7 AR—Z2 %L 320 16 5 (0-9A-Fa-f) # A LE9, KIZ. [Apply]
7V vy LET,

T DT 4 TIAR NS, T 2= F—R—=TRATU— RO b2 HIML E - 13EET D
&L writestandby BWEATSNE T, ZAUL, T T 4 TIERAE A X N, 2= NT
BRLUET, ZOE-MTONRWES, AZ U, 2=y O FLIN/ AT — R
X, FCAATZ =&AL TOWDHATHLRRDZbOICRY £4, HRaER+5 2
LT BEBFRICTHDL ZENMRFESNET, TV T AT/ 70T 47 7 x— ) F—r3—
DAL, FEITCwritestandby # AT 204N H Y £9, writestandby X, 777 «
TITIT 4T E—RTCRT 747 OFMiEGIESEZTHAENH Y 79, i, #HL
VR R S D RIIC, EA XY 2=y P THRDSEESN S -9 TT, failover
activegroup 1 35 X (" failover activegroup2 =2~ > K& L T7 74 ~1U ASA T3 T
DaArTXANET 7T 4712 L., writestandby & AJJ L C#>%., nofailover activegroup
2a< L REHALTCED LY 2=y M A—F2arTF A M2 ETTHILERD
nET,

FIE

WKDONTNLDOF TS a3 o ZERLET,

s U AT XA K E— KT, [Configuration] > [Device Management] > [Advanced] >
[Master Passphrase] Z 38R L &7,

e w)VF T F X B E— T, [Configuration] > [Device Management] > [Device Administration]
> [Master Passphrase] % 3#4R L £ 97,

[Advanced Encryption Standard (AES) password encryption] = v 7 AR v 7 2% A NI L ET,
HNIp~w AL — INAT L—=ZARR2WGEIE, [Applyl 227V v 7 325 LHE A = UNRER
N9, [OK] £/-iE [Cancel] 27 Y v 7 LTHfTCE £,

BNONRT = RO ST 4 =TT 5 &0 Wb SNTZBFEO/NRAT — Fidndin
BEFINT, vAF = NRAT LV —=ARFET LR, Bk IN/e AT — NIT7 7Y r—
va Nl K o TREIR U TE SIS ET,

[Change the encryption master passphrase] = > 7 7R v 7 A& F A2 LT, FHrLWO AL — /3R
TV =X ANNBLOHRTELLICLET, 774V T, ZnbFT =74 T
¥

HLWTRAZ— N2 T L —XDEEIT8 ~ 128 LFIZTALENRH Y £,

BEFDONRA T L — X BRI HEAIL. LW RA T L—X% AT DRI, HVWIAT L —
R NTTHUENH Y 9,

VAL — NAT L — R EHIERT 5 1Z1E [New] 3 £ O [Confirm master passphrase] 7 « —/L K%
ZEHDOEERIZLET,

2xzE B
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B <=x5—x7L—xommi

ATvT4

A (Apply) 1227V >27 LET,

TAA— IR T L—XNDEM

ATy T

ATy T2

ATFvT3
ATvT4

ATy TH

ATvT6

VAL = RAT L —ReT 4 8—TNMITD L, B LESNTZ AT —=RBRTL—2 TF R
FXAT—=RIZED £9, k&N A T —FE PR —FLTWARWRIOY 7 by =7
N g AT T L— RT5881%. SR 7 L—X5HIR L TEH L &R T,

458 SRS

e T 4B =T NICTREBEDY AL — RAT L —ARNbO0no TWRITIUER D T8 A,

o« ZDOFIEIEET B DI, HTTPS 41 L7z Telnet, SSH, F72I1XASDM 2k 5 tF =T
tyva I,

VAR = RAT L —R&ET 4 =TT 51, ROFIEEZFETLET,

FIE

KONWTNDDOA TV a VEBIRLET,
e I AT HFA N E— T, [Configuration] > [Device Management] > [Advanced] >
[Master Passphrase] %% L %9,

e w)VF T T F A K E— RT, [Configuration] > [Device Management] > [Device Administration]
> [Master Passphrase] Z 3R L £ 77,

[Advanced Encryption Standard (AES) password encryption] &= v 7 R v 7 A& A 2 LET,

BHRNip~ AR —NAT L—ANRWESIE. [Apply]l 27 V) v 7§ 5 L EEIAFRENET,
[OK] F7=1% [Cancel] 7 V v 7 L CHifT L E T,

[Change the encryption master passphrase] & = > 7 7R v 7 A& F I L E T,

[Old masterpassphrase] 7 4 —/L FIZ, HHWVFAX— AT L —XE AJLET, T4 E—T L
T2 WS AL = R2AT L —=X%fRET HHERH Y 7,

[Newmaster master passphrase] 7 - —/L ' & [Confirm master passphrase] 7 # —/\ K& ZEH D F F
WZLET,

[Applyl #7 U v 7 LET,

B =%x%%
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ons 4—i—oiz [

DNS H—/\—DEF

\}

DNS H—_—ZREL T, ASANKA MEIPT FLAIZMIETED LT HLERHD
F9, T, TV BANV—IVIZEBEM R AA 4 (FQDN) Xy NU—7 7V =7 Ml
AT25L912, DNSH—R—%2RETEILERNDH Y 7,

—HBD ASABERETIE, R AA A THE Y — 8T 7B AT 572 0DICDNS — 2 fEHT 5
MERH Y F£F, oOBEE (ping 2~ KR traceroute =~ > K72 &) TlE, ping <° traceroute
HIFATT DA AT TE 5728, ASAIIDNS — "= LififEd 5 2 & CHARIEfILTE £
9, 4N, %< O SSL VPN 22~ RE X certificate 2~ > R THHAR— F I FEd,

GE)

ATy T
ATy T2

ATvT3

ASA TiZ, HEHEIZIS U T DNS r— _R— AR EMICY R— N ENET,

1R HHEIIZ

DNS RAAL U N I T v T oA R—TMIT DT XTDOAL U H—T = A ATx LTl —
TFTAVITBLIOT 7 A NL— L EHREL, DNS B —R—|[ZHFETEXDLLIICLTLIFEE N,

FIE

[Configuration] > [Device Management] > [DNS] > [DNS Client] ®JIEIZER L £ 7,
[DNS Setup] fEIk T, IROWT DA T > a3 U ZBIRL T,

+ Configure one DNS server group : = P47 3 1% DefaultDNS 7 V— 2% — \— % EFHE
LET,

« Configure multiple DNS server groups : Z D74 7L 3 > C%, DefaultDNS 7 /L— 7 (X ET
HNLENRHY £, FQDN Ry T —2 F 7Y =7 hOARFMRRIAEH éﬂé@
DefaultDNS 27 /L —7 D #HCY, DefaultDNS (£7 77 4 7 JV—T7DOEFIZLET, 7272
L. UE—F 727 EASSLVPN 7L —7 KU =TT 2BMD 7 N—T 25T 5
Z LB TEEY, DefaultDNS /b =7 DA EFE LTI E LTH, ZA—7THMT L4 A
LT U FRZEOMOREEZEE T D5E1T. ZOF T a U EEIRT L08R H Y £,

[Configure one DNS server group] % #4R L 7235413, DefaultDNS 7' /L— 1% — R —ZFRE L

e

a) [Primary DNS Server] (T, FIREZRFR O 3 2480358 5 DNS h— =D P 7 RL A% A
HLET, BE FBLT\ ZOY—=R=Zvh o HY = N—Zx L, ASADBY—/3—
& ORRCE T % interface name ZHEE L £, A v H —T = A AERE LR 728
BASAFTT —Z V=T 4 7 T NVEMHER L., —BTHHLONRE0LRRTFIUR,
EHERANL—T 4 7 TN BB LET,

b) [Add]ZZ7 VU v 27 LT, A% VU DNSb——%ZBIMLET,

2xzE B



B onss——oxx

ATv74

B =2x=

zxzE |

K 6fHD DNS #r— _"—ZBIITE £F, ASA TiE, IEELZ%Z(E5T 5 F THKDNS H—~
ZNEIZF L E 9, [Move Upl/[Move Down] R & > & H LT, W — —ZEEDEIZT
/\\‘\i‘é—c

¢) AADNZITENMT S DNS FAA 4% AN LET (BREMSTORVWES) |

[Configure multiple DNS server groups] Zi®R L 723551, h—— 71— D7 a7 4 2 E
% l—/\ij—o
a) [Add]Z 27 U7 LTH LW A—T2ERT 20, 70— %8R LTC[Bdit] 7 U >~
7 LET,
DefaultDNS 27 /L —FIXHIZ Y X MZRR SN E T,
by IN—F TaT A EaRELET,

» [Server IP Address to Add]. [Source Interface] : DNS ¥—/X—D P 7 KL A& AL,
[Add>>1% 7V v 7 LET, I —"—=ZoON T, KBS L TASARY—1R"—L 0D
BEIZHEHT 2 interface name ZHE L E T, A > ¥ —7 = A ZAZHEEL2WEGE,
ASA IFEBEHONV—T 47 T—TN%F v 7 LET, ZITHEHRAOINDL
BWGRIET — 2 ON—T 4 T T—TNeTF v LET,

XK 6 0> DNS #—/—Z B TE £9, ASA Tid, I&EZ%(E7 % £ T4 DNS
P —RENEIZFA L E 9, [Move Upl/[Move Down] AR ¥ & LT, H— —%EN
FEDNEIZAE~RFE T,

«[#A4 L7 7 (Timeout) ]: K DNS P —/—Z 3 IT7T 2 ENCAHEST 2% (1 ~
30) o T 7 AV MEIZ2HTT, ASARY— =D U X NEFFRITT LT, 20D
A LT U MIFHELET,

* [Retries] : ASA DNSE A5 L7 & &2, DNS — =D U 2 M & 79 2 [E%K
(0~10) ,

* [Expire Entry Timer] (DefaultDNS £721%7 277 4 7 Z/—7Dx&) :DNS=> hU D

RSN (TTL AREE L72) %, 2O FUMNRDNS Vv 7T v T—T M
DHIFRSNAETOHE, = M ZHIBRT D LT —TNOF I /A LRI
DET, ZOD, HEICHIFRT D LT A ZAONBAR N RKE 2D AREMERH
%9, DNST U h VI K> TIHXTTL Sz vy GRERE) BAaRbo57H, Z0
HEXEH L TCTIL ZFEMIIEETEET, 774V MI15TT (9F0, TTL
DEGE L THE 1 oklic=> MU DHIBRSNET) , FEETE 26T 1 ~ 65535 %)
TYT, ZOA T a4, FQDNR Y NU—27 7V =7 FORIREHIOREH S
7,

[Poll Timer] (DefaultDNS £7-1%7 27 7 47 7 /Vv—7D#) :FQDN > kU —727 /K
ANATV2l bEIPT RVAIZRRT HT-DIERHINLEF—V 7 A 7LD
el (0HANL) . FQDNA 7 V=2 MIT7 7 A4 T U4 — KR Y —THH SN GAE
ORI SINET, A ~v—IC Lo TIRRMRORKRIFRIAREY £9, IPT KL
AR LT 52 A 2 2 7 OPEICIEDNS =2 kU OFFfe vl RelRefd  (TTL)
EHHEHINDT2D, Hlx ODFQDNMNAR—Y 7 A 7 VL0 S HBITRI-S D8
BRHVET, T 744 NI 240 (4 B5fE]) TF, FEETE HHEPAIX 1 ~ 655354 T
7T



| 2xae
N—RH LT N RRBEUF 217 LER (CiscolsAs0) oz [

* [Domain Name] : 78 A NGITIBINT 5 R A A 4 GEREM SN TORVNES) |

) [OK]%27VUvZ7 LET,

d) BEOITN—T05 51X, DNS BRICHEHT 2 71— 7 %8R L T [Set Active] & 7
Uy 7 TIUFERTEET,

RAT9TE DNSIy 7T v T Rhial L 12O H—T 24 ATA F—T W IhoTND I & ZER
L%9, DNS #—— Z)L—FDED FIZH D [DNS lookup] A > X —7 = A A J A KT,
[DNS Enabled] # 7 5% 7 U v 27 LT [True] Zi&RL, A1 2 F—T 2 A ATONY I T v T %
AL E7,

AU H—=T 2 A ATDNSIVY 77 v 7 HZHIMT LR E | DNS H—,3—0 [Source Interface]
FFN—T 4 7 TN EHEH L TR LA v F—T = ZAZEHTE L A,

ATv 76 ((EE) 7= U —TLIiZ 120 DNS I &E % Hif 3 %121%, [Enable DNS Guard on all interfaces]
Frxv IRy I AEF N LET,

DNS A VAR v a v ERETDHEXIZ, DNSHT—FLRETEET, FFEDA ¥ —T =
A ATIL, DNS A VAT g UV THREIINLTWSDNS H— RORENZ D7 v — ViR E
k@R ENnEd, T 74/ FTIE, DNSA A2 2 5 EDNS ' — R A X—T LT -
TWARTRTDOA U H—T =2 ATA F—T NI TNET,

AT97T [Applyl 27 U v 7 LTEENRERITFELET,

IN—FD9xT7 N NRRAELVTa1T7ILE]IR (Cisco ISA
3000) DRTE

N= R 2T NANRREHEHE LT, BFERICHLA L H—T 2 A AXTHONT T 47D
Ta—kET A ENTEET, PR REINTWDA ¥ —T = 2 XTUE, iR
GigabitEthernet 1/1 & 1/2 3 J O GigabitEthernet 1/3 & 1/4 TF, N— R =T NSARART 7
TATIRGRTT 7 AT U+ — VRN RESNTWERA, LIeR>T, I 74 v 7 Dil
WEFAILTCNWDVAZZZHEBRHRE L TWD 2R L TLLEEN, RON—KRT7 =T
INARADTHA RTA BB LTLLTEEN,

o Z DOHEREIT. CiscoISA3000 7 I A T v ADHTHEHTE £9,

T AN =Y Ry N ETARDLGEIE. B —V 1 v b X7 (GigabitEthernet
N BEIW®R2) OHRBAN—=RT =T NANRREYR— N LET,

« ISA 3000 ~DEAEIMWT Sd, N— R =T NARRE—RIIBITTH L, BRETED
DIEFVHR—=FEINTNDEA U F =T 2 A AXTIEFIZRDET, 2F0D, T 74/ O
EEHEH L TWBEA., insidel & inside2 3 L O outsidel & outside2 [EITiEE T& 72 <
RVET, INHDA U E—T = A A OBAFEOEEREN T X TRDIVET,

e AATIL, TCPY— LV ADT o X MBI T B L2 HRELTHET (FReOF
EZZR) , T ZDMENEMEENTWEEE (7410 F) ( AN— KU xT /NAX2R

| 2xzE B
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B 927 A RRBETF 27 LER (CiscolSA3000) D

ATy T

ATy T2

ATvT3

| EEE

EHOMET DL EICTCPE vy v a VAL T 20BN H Y £, 774/ T, ISA
3000 ZiEiE T % TCP # DRI DO > —7 v AFKHE (ISN) DELEICEZ B N ET,

IN= R =T N RAREIMLEND & ISA3000(FT — & NRAICFE LR R, v—
FUARFEERLERA, ZETDI 74T MITFH LAWY~ o AT E%Z(E
L. 2 ey 7 LET, TCPY—4 v AZADT X IMEREDZ 2> TNThH, AL v
F A= R—=DIC I E T LTz ) 7 D=0z, —HB0 TCP Bt X ML S5
VERH D FT,

e N—KRT 2T DNRAIRA A H— 7‘::/(%“((7) Cisco TrustSec DEEFilL, N— KU 7D
INANRAVREIMEESN TN D EEIZiE Rey 7EE T, ISA3000 DEJENA T80 |
A—P¢17@A4Nxﬁ#77747méhfwé%é\%Miﬁz:/m—béhi
7,

e N—= R T NANRREET 77 474k, 774> 7 DBISA3000 DT —H /SR %%
M52 L2HBHLIEEE. A v TFA—N—FRI—KNICE T LT I RS DT
W2, BEFO TCP 2y v a v O—H = HMLT H0ERH Y £77,

N R T NARRET 7T 47T 5 E, £—F x> s PHY DU S, ASA A
VHE—T 2 A ADAT —H AEHIWCE RV ET, A X —T oA AIX T IREET
HENPD LD ICFERRINET,

ISA 3000 DF 2 7 /VEIRTIZ. ASAOSICEFE LW E LT 27 VERAHRETEET,
1 > OEFRICIE #%é#éklwAi77 LEFRLET, T 740 FTH, ASAITE—E
BEHEELTHETN, ERIND2EEFROWVTNDOPEEL TVWENET DT I — L5 LER
Ao

B8 HHEIIZ

cN—=RT 2T RARAA L H =T 2 RFAL v FOT 7 & A B MEGET 5 LA
HVET, bTU T A= MTIEFE LRV TLEE N,

FIE

N R =T A RREFHET HIZIL, [Configuration] > [Device Management] > [Hardware
Bypass] DJIEIZEIR L E 5,

[Enable Bypass during Power Down] F— > 7 R > 7 A% AN LT, HA X —T = A A XT
DN—=FT =7 NANRZAEHGMET DL ITREL X,

(L&) [Stay in Bypassafter Power Up] = v 7 Ry 7 2% 412 ——ﬁyjs‘@qg LT
TIAT UANRE LTRICN— R =T S R E— ROWREE n’*’éﬁéﬂé I, KA
VE—=T 2 A AT ERELET,

N=RT =T NANRREIET 7T 4 7T D &0 ASA N T u—25| SHEST2D, Bl 2SRy
FhWr s g4, ZOHE. BEPIESTRETA— Ry =7 N NREFEHTE 7T 24
BNRHY ET, ZOFT v a v efiT DL FERER O IABPNNORAET LI TE
i‘a_o
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ATvT4

ATy TH

ATvT6
ATy 17

ATvT8

ATvT9

ASP (BEtFaUT4 K2) OTr—voRenonE [

A H—T 2 A A XXTIIx L TIE, [Bypass Immediately] = v 7 R v 7 A& 4 /47 LT,
FETN— R =7 NARREHMEETITIET 77 0 TR L E T,

(f£&) [Stay in Bypass Mode until after the ASA Firepower Module BootsUp] =~ 7 "R~ 7

A% A 2 LT, ASA Firepower &Y 2 — /LB E TN R T =7 NANANT 7T 47
ThOET2 L OITRELET,
7 — NEBIEARENET S IZIL, [Stay in Bypass after Power Up] 47> a A EHETIC N~ KU =
T SANREAMET DRENR DY £F, ZOF T a a2 LRy E | ASA FirePOWER
BV 2= ANEENEZE T T DN N R T =T NARANRIET 77 4 T D /RN H 0 £
To L XE BV 2 ET 2 7 u—RIRE L TOGE, ZOL R T, b
T4 v N Ry 7 EINHARENRH D £,

[Applyl #7 U v 7 LET,

TCPD T X 2MMuEmIML LET, ZOBITIX, 774/ MREICHREZBINTHZ EIZL -

T, TRTONT T 4 v I DT MMez b d 5 ikE R LET,

a) [Configuration] > [Firewall] > [Service Policy] # R L £,

b) sfrclass/L—/V&EIR L C[Edit) 227 Vv 7 LET,

c) [Rule Actions] (Z#¢V T, [Connection Settings] 27 U v 7 L£7,

d) [Randomize Sequence Number] = v 7 Ry 7 A% A 7IZLET,

e) [OK]. #E\WT[Apply]l 227 U v 27 LET,

FHIT DR E L CT 2 7 AVEREZRET 5121, [Configuration] > [Device M anagement] >
[Power Supply] DNIEIZE4R L, [Enable Redundant Power Supply] =7 Ry 7 A%&AF 2L
'C[Mmﬂ%yvyabiﬁo

HEAH PTRE R EIR b R L £

[fR7F (Save) |27 U w7 LET,

AT ENF T A AN DN— R 2 TR RZAOENEIL, A — T v a7 g
XFal—YarOREICI-TIRESNDIEZD, EfTar 74X al—va raRETILE
N FET,

ASP (B B2tXxa1YUT 4 /8R) DINTH+F—I 2R EFHE
DERE

ASP IRV v —B IO EEFIHAFERIZT D54 L A 7T, Cisco Technical Assistance Center
EDRNTTITNY a—T 4 VTREUAMNIEREET L Lidb 0 EHA, L, X7 p—~v
A LEHEMEICEET 20V O00EEEAREI T A Z ENTEET,
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B rzovvorsoysvarasyr 27 L0ER

IL—IL T

N

DD RSO3y b ETILOER

?7fwa NN R—=ZADRY — (T EBAN— L7 P) ZEE LA, BFIL-

WZAB NI ﬁ@i? 72720, ZORREIC L D RT g —< U A ZOT R AN F
#oﬂ7f~V/xsz X 1BHT ) OEHREBNR L WERE TREDOL—LV Y A NRH LY
AICHETT, =& 201E. ASANR 1R S 720 18,000 E D BEGE 2 LR L2223 5, 25,000 & > /L —
NRBHLHRY v—5ER/T L5578 TT,

NI == P RTBET L0, V- RFEEEE(ET 57201 — L VU PR — v 3
VORANT BT TT, T 74N N T, VAT AIEEHERATORMERFIC 2 A L E T
RUVVL— L H B LT, FTLVIL—AREASIND L2 LET, — AR A LENT
WRWZ D FRERICIKERRI 000 F97,

COFEEER LT, =V PN NI U ary BTV EGH L COL—ILOEE %
AL, HLWL— A a3 XA L ST ATRE RIS 22 5 £ Tl vwLb— L & 5| S & il
HAToEoicTc&Ed, NI 7 va w7 A2EHATH5I LT, —LDa A
NI =<V ANELLHZ EIEH Y FHA, WOKRIL, ZOENEOENEZIEIZLET,

ETIL a8 A JLET a4 )L = RIVAC G 73
F7 )Lk HuL— U c—8 LFE | FHLuvI—Lic—8 L | FT LV Lb— Lz —E L
9, ESch *£9,

(RO L— I
B LET) .

A A IV HOL— I — LE | DA — M —E L E [ HLv— i —# L
7, 9 F7,

(b D L— b
WREZTEEA)

b7/%7/a/%7»@%@@@%)/k T, A v Z—T7 A A LD ACL 245 &
2. HWACL ZHIBRL CTH LWARY —% @A T 5 £ TITHBZEN 2N Z EBH D F77,
:0)1‘%’%ﬁ§6:42 D Z T ARVATREZR BEGe MR ETR IS R v 7 S5 ATREME DS S L 9,

N—=V BATDRNT W I ay FTNEAFX—T VT D5H, a0 A VO E KR
Z~—27 3 5 Syslog WA IILET, Z4LH D Syslog 121 780001 ~ 780004 F TDFH 13+
FHonET,

W= DT gy a3y N EBFAEENCT AT, ROFIEEAZFEHLE
—g—o
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ASP O— K /N

aspo—k sy vroamt [

FIE

[Configuration] > [Device Management] > [Advanced] > [Rule Engine] DJEIZEIR L, BERIDO A7
Tara@ERLET,

« Accessgroup : 7 — NI E A VX —T A AT ESNDT 7R L—)L,
*NAT : X FU—27 7T KL RAZEHL—)L,

5L v DEME

ASP D — R NRT v U THERBIZ L » T, RORBEZEERRE LT 20 9,
s 70— ETOERNRNT 7 4 v 7 OEIMIL > TRAET DA —1R—F
HEEDA VA =T 2 A AZE) VT o d—R—=YV TR T4 TFTH L7 7n—i2k?
F—=RN=T

o WIHIENR AT DA v H—T 2 A AZEV VI DA —R"—=F 2 (7 aF7 Tida
AR TE X A)

ASPI—RNRFG Ui, 1290 v H—T oA AZEV I OZE LTy b
BEOaT7TPRRFIAIETEE T, VATAR Yy a2 Ray 7 L, showcpu 2~ RO
T1H3100% 7= K=< FlEID%5E. BWVICEED R WS OB 7y BB LTWAHDTH
iE, COBREICE>TAL—Ty bR\ ETHZERNHY £7,

GE)

ATy I

ATy T2

ASP 1 — R NZ v 713, ASAv TEMIZ/e>TCWET, DPDK (5F—# 7L —B%F v
) % ASAv OFEEEX =2 T ¢ XA (ASP) IZHBETH & ASAv TZ OREREE S LT=
LEDONRT A —< o ANRELET,

FIE

ASP o — R RZ v U TOHBUI B2 2 A R—TNVETIET 4 =7 M DI,
[Configuration] > [Device Management] > [Advanced] > [ASP L oad Balancing] ®JIEIZEER L T,

[Dynamically enable or disable ASP load balancing based on traffic monitoring] & = > 7 78 v 7 A %
AT LET,

FEITASP B— R NRXT v T oA 3—TNETXT 4 B—7/WZT 521X, [Enable ASP
load balancing] = v 7 Ry 7 A& A 34712 LET,

FEHTASPE— R NRNFT U T RARX—TNICTEHE, BINA T v a A 2—T LT
BAETH, FEICT A= MCTHETIEHAR—TVREL 720 9, FEITASPR— R
NRTG T A X =T N LTEHERICDHR, ASPa— K TV TOFET 4 B—T L

2xzE B
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bR EINET, BIA 7T arbEAR—TNCTDHE, VAT AILZASP — K NZ
VU T OBEEA =TT 4 =T RICEREY £,

DNS ¥v v aDE=ZZ2—12Y

ASA TlE, $¥ED 7 7 A 7> b LA SSLVPN B L Wcertificate 2~ > RIZiE(F X 72405 DNS
7Y —@ DNSIHFHROE—/V ¥ vazigfil 9, £ DNSEH|ERIT, v —hv

Fyv v a TRIICRBINET, B—D L v v o lZEFEBRPHHLEE, BROPT KL
AMVRINET, =B Fx v a CEREMIETERWVEGEE, RESNTVWDLEIEIER
DNS #—/3—|[ZDNS 7 = U — N F (5 SAVE T, S DNS $h— 3—|Z L o TERDRR S iz
A, fMROIPT RUAR, ST HHRA M EEBIZa—h X v v v TR ESET,

DNS X ¥ v a®DE=F—U L ZIZoNTIE, kDavy RESBLTIEEN,
 show dns-hosts
DNS ¥ v aZFfRrLET, 2L, DNSV—_—nbEF 4 F I v 7 ICEE LT
R U b name a<wr REFEHA L CFETANINZLBIBICIP 7 RLAREGENE
7,

EAREREDERE

HHe4 TSy | EtHA
~
TA—
L)

) —2

NTPv4 OHR— |k 9.14(1) | ASA 2" NTPv4 V9 R— 325 L9120 £ LT,
EHEINZEETIH Y FHE A,

B =%x%%
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3
3
R

BE

T3
S
T4 —
L)
IJ—Z

B

EHND NTP ZHEE 7T L
TY XA

9.13(1)

VIRTIE. NTPZRGETIZIMDS 72 3 AR — &N TWE L7z, ASA X, kT3 Y
ALY R—=F T2 F LT,

* MD5

* SHA-1

* SHA-256

* SHA-512

*« AES-CMAC

H LR X7

[#8mk (Configuration) 1>[T/34 RE&TE (Device Setup) 1> [P R T LR (System
Time) ]>[NTP]>[&M (Add) /R #% > > [NTPH— DB (Add NTP Server
Configuration) | ¥ A 707 ARy 7 A>[F—7 /L3 Y XL (KeyAlgorithm) ] K& >~
2y A b

[Pv6 T NTP H7AR—
K

9.12(1)

NTP ¥ —/X—|ZIPv6 7 RV AZFEECEDH LR F L=,
HLVWEE S -

[Configuration] > [Device Setup] > [System Time] > [NTP] > [Add] 7~ % >~ > [Add NTP
Server Configuration] %A 7 2 778 v 7 A

enabler 7 A U HED IR
AT — RO FINVIE

iz

9.12(1)

7 7 4V b O enable D/XA T — RIZ2EHTY, ASA THiHE EXEC E— K~D7 7 &
ABATTDEAIC, RAT—=RE3~ 27T LFEOMBICEETDHZ ENNEERD F
L7z, ZEHDEEICTHZ LIETE £ A, noenablepassword =< > FIFEHAEH 48—
FENTWERA,

CLI T aaa authorization exec auto-enable # A %#hlZ 79 % &, enable 2~ K| login =
<~ K (FEL L2 Pl b —H—) | F 721X SSH/Telnet & v v = > & ] L Chr
MEEXECE— RIZT 7 BEATE XY, ZNHDOHETIETT T, A RF—T I /RAT—
REZRET HRENH Y 7,

ZONRAT— REFEOFET, ASDM Oa 7 A ZiEA I EH A, ASDM OF
74V F TR, a— P4 E M AT Tenable SATV— REFHLTr A 352 &
NTEFET,

AR SNZHEEITH D £ A,

ASPo— R RZ v
71X, ASAv THEZhIC
o TWET,

9.10(1)

DPDK (F—& 7L —r%Fx > ) O ASAv DEHEF =2 UF 1 3% (ASP) ~D
FIEOMEIZ LD, ASAY TZOHEREEINC LIz 2D\ T+ —<v 2 ABMELE
ﬁ‘o
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grxuE |

3
3
Iy

BE

T35

T+—
L)
IJ—Z

B

H#Eh ASP 21— R "5
Vv 7N ASAY THF
K—hanzdkoicn
DE L,

9.8(1)

PIRTIE, ASP o — R XTI FETOREFE I3 Ec Tt L,

WO ENAETE S4E L7z, [Configuration] > [Device Management] > [Advanced] > [ASP
Load Balancing],

T _ToOr—HL
username 5 L
enable/ N A U — RN|ZX%f
9% PBKDF2 /N ¥ =

9.7(1)

£ SHIBRBN O _Tor—A /L username 3 X N enable /S 2 U — Ri%, SHA-512 % fifi
3% PBKDF2 (/XA T — RAR—Z2 X —JRAEBRE2) Oy 2 Z L TEREICHK
FENET, LA, 32 LFUTDONRAT— RN MDS R—AD Ny 2 AV v R
EHLTCWE L, BEFO/RAT— RTIE, 2—F =R LW AT—REZ A L7
WERY | MDSR—AD Ny v aPg|EfEfHInES, ¥ 7L —FKOhA K7
A NCONWTIE, [ EBIERER T A F] o Ty 7 b =27BIRary 7 X2 1 —
varv] OEEZSZMLTIEZN,

WOBEHEAZEE SVE LT,
[Configuration] > [Device Setup] > [Device Name/Passwor d] > [Enable Passwor d]

[Configuration] > [Device Management] > [User AAA] > [User Accounts] > [Add/Edit
User Account] > [Identity]

ISA3000 D7 =7 /LE&
TRHAR— b

9.6(1)

ISA 3000 DF = 7 /LER TlL, ASAOSICHEE LuMERR L LTF 2 7 LVERERET
EET, | OOBEFRICEENEETDHE, ASAIZT IT—2%2 R LET, 774/ T
1. ASAIFH—ERAIAE L THETR, #EESNDEREONT U OABHEREL TV 5D
MEVT T—LERLETA,

WO E DV EA SE LTz, [Configuration] > [Device M anagement] > [Power Supply]

7 — %)L @ username
B L Wenable/RA T —
FTEORWAART —
R (127 3XFET) 2
PR—hSNET,

9.6(1)

127 XFF CThOr—H /)L username 15 L N enable /XA T — RZ{ERRCTE £3 (LLRTD
HIFRIE32 CFC L) o 32 CFBL ED SR Y — R&VERT % & PBKDF2 (/XA 17—
R _R—2 2 —JRAERE2) Oy T2 Z2H L TRECRESNET, 280 b5
WA T — R3H| & & MD5S _R—AD Ny Va2 AL ET,
WROBEMAZEE S E LT,

[Configuration] > [Device Setup] > [Device Name/Passwor d] > [Enable Passwor d]

[Configuration] > [Device Management] > [User SAAA] > [User Accounts] > [Add/Edit
User Account] > [Identity]

ISA3000/N»— R =7
INA INA

94(1229)

ISA3000(%, b7 7 4 v 7 WNERMERIFICT 7T A4 7 A& @im LT sk oicd 5
W= R =T N SRR AR AR — b LET,

WO HEAEA I E LTz, [Configuration] >[DeviceM anagement] > [Har dwar e Bypass]
ZOREREIX, N—T 3 95(1) T TE AL

B =%x%%
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R

BE

T35

T+—
L)
IJ—Z

B

H#Eh ASP 21— R "5
N/

9.32)

ASPE— RANTZ U U THREO BB A B E I3 R ETE A L 01cen £

L7z,

GE) HEMEREIZASAY TIZVR— &N EtA, FENC X 2HEMEE 7213 801E
DIHPYR—FINET,

WOE 23 H ZjuE L7z, [Configuration] > [Device Management] > [Advanced] > [ASP
Load Balancing],

5 7 %)L kD Telnet /¥
AT — KDY

9.0Q).
9.12)

ASA ~DEBT 78 AD®X 2 T 4 M EDO=DIZ, Telnet DT 7 3V~ a7 A

INAT — RPHIBRENE LT, Tenet A LCa /A T30, /SAT—RK&EF

FCHRTETIMLENDY 9,

(;I) = 7\/]) ://\QX 7"— ]‘ﬁ‘fﬁﬁﬁ éﬂé @bi\ Teh’let:L"—']jj"_wu uIE;& ﬁbfﬁb\ia
E D Telnet IZ%F L THATT,

PANFE AT —=F&2 27 U 745E, ASART 74V bk Teiscol 2t L CWE LT,
AHSTIINRNRAT—RE2 7Y T74HL, RAU—RIHIBREINL LR FE L,

0 JA L NAT—RiE, AL vF 5 ASASM ~D Telnet T v > g U THERAESNE
T (sessionz~ > R25M) . HAASASMDOT VB AT, v/ A v XA TU— K%
F|ETDHE T, servicemodulesession =< R&EfEHA L E9,

B 7 ASDM HEfHILH Y 8 A

XA T — RIS HE]
R

8.4(1)

show password encryption =~ > RBEHE I uE LTz,

VAL —NAT L —X

- 18.3(1)

COMEENEAINE LT, vAX— RRATL—XEHTALE, SL—r FFX
FDIRAT — Fﬂﬂéu\ﬁ BB CHEESN, 1 DOF—ZEH L TTFRToR
AT — R —RICE B L ETRII~AF U I TED RO ET, ZDXHICLT
b, BRI —UEFE I NERA,

WOBEHAEANSIE LT,
[Configuration] > [Device Management] > [Advanced] > [Master Passphrase],

[Configuration] > [Device M anagement] >[Device Administration] > [Master Passphrase],

2xzE B



gAxgE |
B zszzomE

B =%x%%



	基本設定
	ホスト名、ドメイン名、およびイネーブル パスワードと Telnet パスワードの設定
	日時の設定
	NTP サーバーを使用した日付と時刻の設定
	手動での日時の設定
	Precision Time Protocol の設定（ISA 3000)

	マスター パスフレーズの設定
	マスター パスフレーズの追加または変更
	マスター パスフレーズの無効化

	DNS サーバーの設定
	ハードウェア バイパスおよびデュアル電源（Cisco ISA 3000）の設定
	ASP（高速セキュリティ パス）のパフォーマンスと動作の調整
	ルール エンジンのトランザクション コミット モデルの選択
	ASP ロード バランシングの有効化

	DNS キャッシュのモニターリング
	基本設定の履歴


