ARP f VAR I UEELUMACT KL
A T—T)

ZOETIE, MACT RLAT—=TNVDAALZ~A XKL, BEIORTY v 7 /L—70 ARP A
VAR Va3 Y ORETFETONTHBHLET,
*ARP A VA7 a2 MACT RLA T—7Z20T (1 3—)
T T AN IRE 3—)
CARP A L AT L a v MACT RLATF—TLDHA KT (33—)
*ARP A VAT g v EZ DD ARP /XT A—Z DFRE (3 —)
s hTLUAXRT LU N E—RDOT Y vV N—TIZEBITFTDHMACT RLAT—71D (6
D)

cARP A VAT 53 MACT RL A T—7LDERE (8 2—)

ARP f VARG 3V EMACT FLAR T—TILIZDLY
LS

TV ITNN—TDA B —T 2 A ZATIL, ARP A VA7 g 0% [ BeErbhik
LET, LD ARP DERTEE I AX VA AT HIEHARETT, 7 U v J—70O MAC T

RLRAT—=TNDHAF< A ARTEET, TIZiE, MAC AT —7 ¢ JIZxk3 B85 &
LTCOAZT 47 ARP=> N OBINNEENE T,

TNV N—T FrS T4 YI9DARP A VARG 3y

FIFNITIE, TV T N—FDRA L NR—DFTTRTDARP N v RIS NET,
ARP X7 v FO 7 a—ZHIET 5121%. ARP A VAT Vg U EAENCLET,

ARPA VAR v a Nl o> T, BEOHDLZ—FRMOFA hoL—21272 0 FFF (ARP
AT =T 4 T EWTND) OEFIETEET, ARP A =T 4 VI DNFFAI STV D &
(HPRE ) WBEEZTHZEnbY £3, 2L 21X, FA NN ARP ERE 7 —h T = A L—
ZICEETDE, F— b2 A N—F I~ V=2 V—HDMACT RLATIEELET,
72120, WEBEIL, =X DMACT KLU AT BWEE DO MAC T KL A THID ARP IHE

ARP £ VARG L3I VUBELUMACT FLRA T—TL .



B vcrrizxs—on

ARP A YARY L3 vBEEUMACT FLR T—T |

EHRAMIEELET, 2T, WEHFLX, TXTORANNT 7 4 v 7 2RITZELTL—
HITHRIETE L L9170 £97,
ARP A VAU g wfAT 5L, ELWVWMAC 7 RLAEZNICEEMNITONZIP T R
VANASRT 427 ARPT—T7 NVRNIZHDHRY , WEFIIHEE D MAC 7 KL AT ARP i
BraXETERLIRYET,
ARP A VU ART g A 32 —T 2T 5 L, Secure Firewall ASAIL, T ARP X7 v K
WOMACT RLUA, IP T RL A, BRI EILA VX —T A A% ARP 7 —7 VD A X
TAy T Z N EHERL, ROT 7 a rEFEITLET,
cIP7 KL A, MACT FL A, BIOEETA LV F—T A ABARP= M) L —FT 3
BaE. Ny hEmaEEEd,
*MACT7 FLA IPT RV A, i3 A 2 —7 = A AWM TR0 H 556, Secure
Firewall ASAIZ/ X7 v &2 Fa vy 7 LET,
cARP X7 v RS AZT 4 v 7 ARPT—TNLHNOEDZ L R L —F LR WEES, 7y
FNed XRTOA L H—T =2 AZHEE (TT7 T 4> 7) T, FliiFaey 745K
9 |ZSecure Firewall ASAZ R ETX£7,

A\

B HH O Management{ X —7 = A AL, TD/NT A—
2 3 flood ICRE SN TV OHATHNNT Yy bE2T Ty
T4 LERA,

MAC7 FLRX 7—TJ L

TV oY IN—TEMHT D56, ASAX, BHFEOT Y v UEITAA v TF LRI, MAC
T RLAZFBELTMACT FLRA T—TLEERLET, TA ANT Y v 2 Z—7 %
HCR7y hEEETDHE, ASARMACT RLAET RLA =7V BIMLET, 77—
TILTMAC T RL A ERIETA v 2 —T = A APREESTT SN TWAZH, ASAIL, 737
FBIELWA v H—T 2 A ANMBTNA AT RLAREINTWDHZ ENbrn 4, 7
oD IN—F AR_R—MD T 7 4 v 72T ASA X2V T 0 R —NEH SN 572
O, X7y FOSHEMAC T RLANRT =T UIZEENTWARLITH, BHO7Y v D L)
W2, TRXRTOA U H =T 2 A RGOy Ve ASAN T T v T 4752 81EH0 £4
Ao ROVIZ, BEEFINZT AL ALY T— b T3 AZH L TRDO/Nr » b &R
LT,

c HBHEG ST TN ADN b ASAITSESE IP 7 R L A2kt LT ARP Bk 2 A= Bk
L. ARPISEZSZELIA X —T oA AEFEHLET,

c VE— b TNA ZAAD/T b ASAIISESEIP 7 R L A~D ping Z R L. ping & &
SZRELIEA VI —T oA A%FELET,

DOy MEIRey 7EnET,

. ARP £ VARG LI VUBEUMACT FLRA T—TL



| ARPAURRYLaVEEUMACT KLR F—TL
FTIAILEE .

N—F v RE—RTIE, TRTDOA L F—T A ATHIP Iy NOTSvF 4 v T 5FTS
TaryTHEIMITEET,

— =1L =

T4 I) FEXTE
*ARPA V AXRT 2 a VEHMI LSS, T 740 FiRETHE, & LWy hMi7
FyTF 4T LET,

A FIVvIMACT RLAT—T L = NYDT T4V DEA LT MEIZS5HSHT
j‘o

T T7HANDETIE, FAVF—T=2A AXNT 7 4 v 7IZADMAC 7 R L A% HERIZH:
¥ L. Secure Firewall ASAITZX T D= F U %A MACT RL A T7T—7 /W ZBEMLET,

\

8  Secure Firewall ASA 1TV & "%y REAERKL, A
F— N IABEBET L AL o TG SN ki x U
Yy FLET, VEY 8Ty T, 7y FD%E
HMACT RUARNBNARP T —T VDIV 7T v 75k
DWTIRESINDDO TR, EEShD 3y b (B2
ft) OEERGSNET,

ARP f VARG aVEMACT FLR T—TJILDAHA
N2

cARP A VAT Vg id, 7V oy IN—TTOLYFR—sINET,

*MAC 7 RV A T—TNMMERIL, 7V vY I NA—TTOHRYFR—FEINFET,

ARP £ VAR 3 EZDd ARP /NS A —2 DERTE
TV oY TA—FTIE, ARPA VAT L a v i AR—TNITBILRTEXET, F0ih
DARPRF A=K, TV o I N—FN—F v RE—RDA L Z—T = A ZADW ST TH
ETEET,

FIE

ATV TN AXZT 47 ARP= U FUDBME, D ARP RXT A—H DI AKX~ A X (4X—) (T
fEoT, AX¥T v 7 ARPZ L MU EBIMLET, ARPA L ART g VITARP Ny &

ARP £ VARG L3I VUBELUMACT FLRA T—TL .



ARP A YARY L3 vBEEUMACT FLR T—T |

B <57 vompIorynEmE. 1O ARP S A—SDHRETAR

ATy T2

ARPT—TNVDAZT 7 ARPZ U LT 2D T, ZOMREIZIZIAZ T 4 v 7 ARP
= N BKETT, FOMD ARP RF A —F LHETEE T,

ARP £ L AT v a v DFME (53—) IZE>TARP A VAT Vg VBRI LE
7,

Z’Slvwfu’]ARPI KJ)DEME., MDARP/INT A —BDHARAET

1R

ATy I

ATy T2

TV ITN—=TDF 7NV ETlE, TV ITN—=T A= H—T = A AW D ARP
Ry METRTHAENET, ARP XYy b7 n—%HldHI121%, ARPA VAT g
VEAF—=TNMILET, ARPA VAT g id, ARP/ X7y %2 ARP T — 7 /LD AH
T4 v ARP T hU LU E,

N—Ty RAUE =T ADYH, AF7T 4 v 7 ARP = M) Z AN TEETH, @FIX
AAFIv 7 = YTy T*f N—F v R A B —T A AOPA, BEERINL-K
A My FEEETAHEDICARP T — 7 ANMEHENE T, FEZHIZIP T FL AT
7y N OFEAEEFRBI L E T, 4’ Xy MZBITAEBEO Ty MEUEIX, A —Fx v b
MAC 7 RV RIHRAF L E T, A—F 7T A NI, BEEEGRINT Ry NT—27 Ty
NEBUE T HMENH H5E . 1P 7 KL RAIZHEEAMIT 57z MAC 7 KL A% H3k7 % ARP
FRAZEE L. ARPIGEICHES TNy hEMACT RLAIZEE L E T, AA MEIEIL—
HIZIZARP 7 — T VINMREE END 72D, BIENMNER/Nr v T L1 ARP Eﬁ%%ﬁﬁ“éz
%i%@iﬁh ARPT —7/Vid, ARPJGEDNR R v hU—7 ETCHEEINDZT-RNTH A F I v

WCHEHESNET, —EBRER SN2 UL, A LT 7 FLET, = FUN
Eb<ﬁw%é(t&z E. FIEDIPT RLADMACT RUANERSNIZEARE) | #r
LWEHRCTEH SNARNZZ DO NYURFA LT T N TEHERLERHY 7,

RS ANXT LU N E—FROBES. BN 74w 7R EDASA LDORIDO T 7 4 v 712,
ASAIZARP T—TNVDEAFT Iy 7 ARP= L N DB EFEALET,

ARP ¥ A L7 U h7a XD ARPEMERRET HZ & HTEET,

FIE

[Configuration] > [Device Management] > [Advanced] > [ARP] > [ARP Static Table] DJIH|Z %

RLET,

[Add] %27V v 27 LT, A¥T 4 v 27 ARP=> U ZEMLET,

[Add ARP Static Configuration] % 1 7 12 7R v 7 ANMFRINET,

a) [Interface] K2 v 77X 7 U A b, ARA Ry NU—JIZERESNLTWHA U F—T =
A X FEIRL £,

b) [IP Address] 7 4 —/V RIZARA D IP T RLAZ AT LET,
¢) [MACAddress] 7 4 —/L RIZARA FOMACT R A& ASLET (00e0.1ede.3d8b 72 &)

. ARP £ VARG LI VUBEUMACT FLRA T—TL
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ATvT3

ATy T4

ATy TH

ATvT6

AR 1 w24 avoant [

d) ZO7 FLATF XU ARP ZFATT HI2IE, [ProxyARP] F = vV Ry 7 A% AL
ij—o

ASA ., FEEESNZIP 7T RLAD ARP EXREZZETH L, HEESNIZMACT RLAT
ELET,

e) [OK]%27VUvZ LET,

AT Iv 7 ARPZ F YD ARP ¥ A LT U M &FRET HIZIEL. [ARP Timeout] 7 4 —/L K
WZEE AT LET,

ZDT7 4=/ RTIiX, ASA N ARP 7 — 7 VA FHEEET 5 £ TOREEZ | 60 ~ 4294967 7 D
PHCRRELET, T 7 4/L ME1440080T9, ARPT—7 /L2 FMHE T 5 L. HEIZH LW
RA MERPEH S, HTOFRA MERNHIBRSINET, AR MERITHEBICEEIND -
O, AALT U MeELSTHIENKLBEILRDGERH Y F7,

PG 7 % v b &HEHT 521X, [Allow non-connected subnets] = v 7 R v 7 A& A AL
F9, ASAARP ¥ v v = |lid, BEEERINTZY T2y L0 N ETRT 7 4V
FCEHEENTVWET, ARPF ¥ v ok A F—7 /LT, ME#EERINEY T3y F2ED
HZELTEET, BEXa VT 4 VRAZZFEHE L TORWEGAIX, ZOWEEZ A r—7 2T
LT EIFHERE L EE A, ZOMEEIL, ASAICKT 2 —E XS (DoS) HBZBET 245G
NV ET, FEOA A —T 2 AD2—PNKED ARP INEEZEFE LT, B MU T
ASA ARP 7—7 VRSN D AEEMENRH D 77,

WOWREZ T 23581L, ZOWREHEHT L2 U0ENH D/ RetERH Y £,
BN T U TRy b,
« NI T 4 v VEREDBEL— F DT ¥k ARP,
FTRTCDOA LV H =T =2A AD 1 HHT=0 D ARP /37 v M AEHIE$ %1215, [ARP Rate-Limit]
T4V RIEE A LET,

10 ~ 32768 OFIPHCTHEAEZAIILET, T 740 MEIZ ASA ET UL > TRV ET, ZD
fEIZ ARP A b — L HEEZiT-DICh AL~ A A TEET,

[Applyl 27 U v 7 LET,

ARP £ VAR L 3 DEMIE

ATy T

COWETIE., TV Y IA—TFHIZARP A VAT Vg A R — T T A HFEICHONT
P L £,

FIE

[Configuration] > [Device Management] > [Advanced] > [ARP] > [ARP Inspection] A1 > DJIHIZ
EIRLET,

ARP £ VARG L3I VUBELUMACT FLRA T—TL .



B rsoxx7ior=—

ATy T2

ATvT3

RTvT4

ATy TH

ARP A YARY L3 vBEEUMACT FLR T—T |
FDOTY v STL—TITHEFEHMACT FLR F—T LD

ARP A VAR v a Ve A F—T NG EHA X —T = A AFTEERL, [Edit) 227 V) v 7 L
‘ij‘o

[Edit ARP Inspection] % 1A 7 2 7R v 7 AMFRINET,

ARPA VARY g VA X —T MIT HIZiE, [Enable ARP Inspection] = > 7 Ry 7 A%
ZLEJ,

(EE) % LRWARP X7y &7 T v T 4 79 5I21%, [Flood ARP Packets] T = v 7

Ry 7 At LET,

FTITFNVEITIE, A¥T 47 ARPT U NI DEDERICHL—H LWy WA, HET
DA HE =T 2 A AT RTOA LA —T 2 A ANBT Ty RENET, MACT RL A,
IP7 RLVA, 3 A =T =24 A TR—ENH D56, ASAII Xy a2 Ry 7L
F7,

COF v IR I AT TI2T5E, —H LAWYy MITR_RTCFRey7EhEd, 2h
WZED, AFT v 7 = b UIZHD ARP 721778 ASA Zi@ilad 2 L 5 IR EnE9,

G¥)  Management 0/0 £721X0/1 f >V H—T =24 ZAHLNNEVTA L X —T =4 ANRDH DY
B INBEDA L E =T = AL, TONRTA—=ERT Ty RIZRESN TN THN
Ty b eT7T7y FLEYA,

[OK], e\ T [Applyl #27 U v 7 LET,

FSOUZRARFZLUME—KOITY o HTIL—TI2HBIT5
MAC7 FLR T—TILD

ZITE, TV IN—TDOMACT RLARATF—T I E AR A T B FEIC O TN
| =

Ty OIL—TDAET14v%9 MACT7 KL XDIENM

Wi, MACT RL 2L, BEDMACT RLAMWSLD N T T 4 v I, B —T =2 A AT A>
7L &IZ, MACT RLVA T—T7VZEIMICBMENE T, AZT 4 v 27 MACT KL XX
MAC 7 RL A T —7 )BT EET, A¥ T 4 v 7 =2 M) ZBINTHHED 1212,
MAC A7 —T 4 V TIZHLTEDL 2 ENDHVET, AT v 27 = M) ERLEMAC T K
VABFFOV TA TV MB, FOAZT 47 = ML WA X —T =2 AT
TAv I HEFFLEDELEGE, ASAIXN T 74 v 7% Ry 7L, VAT A AvkE—U
BERLET, AFT 47 ARP=V NI ZBNTAHLEIZ (A¥T 427 ARPZ=V N D
BIE, D ARP NT A—HDHAL <A KX (4X—=V) BBW) | A¥T 427 MACT
KL A =2 FUIEMACT RLURA T—7 W ZHEIIGEBNSNE T,

MAC7 KL AT —TNNZAFT (w7 MACT RLAZBINTAI121%, kOFNEEZEITLE
‘é‘o
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ATy
ATvT2

ATvT3

ATvT4

ATy TH
ATvT6

MAC7 LR

&
ATy T2
ATvT3

RTv74

ATy TH

mac 7 kLzs—=vs0%z [

FIE

[Configuration] > [Device Setup] > [Bridging] > [MAC Address Table] <1 > =N L 7,
(A7Fvar) MACT RLA U FURZA LT U FTHETMACT FLX T —7VHIZ
¥ pHE 23 E9 521X, [Dynamic Entry Timeout] 7 4 —/L NIZfEZE AT LE T,

ZOfEIE, 5 ~720% (12fH) OHFEPHATEELET, 50037 741 FTT,

[Ad] 7 VU w7 LET,
[Add MAC Address Entry] # 4 7 a2 778 v 7 ANRERINET,

[Interface Name] K2 > X 7 A kv, MAC 7 R U A ZBEHEMT 5TV EEETLA v
A —T oA AR ET,

[MAC Address] 7 4 —/L FIZCMAC 7 KL A& AL E T,
[OK]. #\W T [Apply] 227 V7 LET,

— — g En'l_l_l

T—ZTDERTE

TNV T, HEA LV E—T A AFERBINT 740 v 7D MAC T FL A& HEBIIZEE L,
ASAITRISET A FUEZMACT RLA T—7/WZEBMLET, HEISCTMACT KL
ATG—= T T =T MITEETR, ZOHE, MACT RLAEZT—TIVIAZT 4 v
TIWGEBIMLU7ZenWE, T 7 40w 7N ASA ZiRRC&72< 720 ¥4, L—7F v KE— KTIZL,
TRTCOA L Z—T 2 A ATIHIP Ty NDOT T T 4 T EHIMITEET,

MAC 7 RL AT —=0 7 REREIZTHIZE,. WOTFNEEZFZEITLET,

FIE

[#m (Configuration) ]>[T/34 REHE (Device Management) ] > [F£#Z%FE (Advanced) >
[FV w2y (Bridging) 1>[MACS—=2% (MAC Learning) [DJIEIZER L E7,

MAC 7 —= 7 %7 4 B—=T7 VT DI, A v ¥ —7 = A AMTEER L T, [Disable] & 7
Vw7 LET,

MAC 7 —=2 7 % WEA F—7 NMIZT 5T, [Enable] #7 VU v 7 LET,

FWP ARy NOT T T 4 T BT HITIE, [FEIPVA-IPV6 37 v R D ARB/eMACT KL
ADT T T 4T EANTT D (Enable flooding for unknown MAC address for non IPv4-IPv6
packets) | & A 2 LET,

[Applyl 27 U v 7 LET,
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B owrerozxxsavemac7 LR F—TL0BE

ARP f VARG 3 EMACT FLR T—TJILDERE

HaE

Y

TSV b ITAH—LN)I)—R B EETEER

ARP A v A v g v 7.0(1) ARP A VA7 g L, TTD
ARP /X7 ROMACT KL A, IPT
RLA, BROEETLA v F—T =4
A%, ARPT—TNVDAXT 4 v
TR L LET, Z ORI,
NTZVART VLV N T 7 AT U —)b
E—F, BXO97(1) ThED b T~
AT LYy hE—REL—TFT v RE—
RDOT YV T N—=T DA H—T =
A ATHHATEET,

arp, arp-inspection, ¥ J U show

arp-inspection 2= RO EAINE L
7o

MAC 7 FL A 5—7 )L 7.0(1) KU ARXT LY b E—F, BIO
91 THED T AT L hE—
Ken—7y RE—RDT Y v
N—T DA H—T A AD MAC 7
RVATF—TNe AR~ A XTHT
EHTEET,

mac-address-table static,

mac-addr ess-table aging-time,
mac-learn disable, I J O show
mac-addresstable =~ > RVE A X1
F L7,
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ARP 22 <5 aveMACT KLR T—ILoRE [

HaE

iy

IS5y rTr—LY -2

HEEEHR

M Sz 7 %~ b D ARP
X v v DB

8.4(5)/9.1(2)

ASA ARP ¥ ¥ v o = 21X, B
SN TRy b0 MY ET
DT 7NV R TEENTHET, £

7-. ARP ¥ ¥ v o = |CREEHG S -
TRy heEOLIENTEDH LD
WD ELE, EX=20T 40 VAT %
Ak L CWRWIGRIL, ZOMEEZE 1
F—TMITHZ TR L E A,
T OREREIL. ASAICKIT B —E RIE
4 (DoS) WBAZHET2HE1H Y
9, [FBEOA X —T 2 A ADL—
FHRKED ARP INEZEE LT, 14
T U TASAARP T—7 L35
NOHAHREMERH Y £,

ROBREZ M+ 25613, ZOEE
AT 2N D D ATREMED & U £
B

BTV TRy b,

e NT T 4 v VEREDOBEEL— D
7’1 %3 ARP,

ROBHENPELESNE LT,
[Configuration] > [Device Management] >
[Advanced]> [ARP] > [ARP Static

Table],

B AR~ A RA[RET: ARP L — IR

9.6(2)

IBWHIZVFFAIESND ARP /YT v b D
BABERECEET, T 74/ ME
1L ASA ET /WL » TR 97,

Z OfEIX ARP A b— LB AL T
DICHAS A A TEET,

WOBEMFEAEE SIVE LT,
[Configuration] > [Device
Management] > [Advanced] > [ARP] >
[ARP Static Table]
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HRES TI3vbT7r—L))—R HRETEER

Integrated Routing and Bridging (IRB) |9.7(1)
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ARP 22 <5 aveMACT KLR T—ILoRE [

3
3
R

HE TI3vbT7r—L))—R LA

Integrated Routing and Bridging (§i4
N—T 4 TBIOTY vy 7)
X, TV P IN—T =Ty KA
VHE—=T 2 A AMEN—T 4 T D
BREEZRELES, 7V v —7
Eld. ASADIL— RO YVIZTY v
CFAHAL =T 2 A AD T IN—TD
ZETY, ASAIL, ASADBI T 7 AT
74— & UTHERE LT 5 R TACK
D7V VTR ES, OFED,
A VB =T A AMDOT 7 & ZHIEH
FETSh, BEDOT 74T U4 — B
HEHLTXTEITINET, BAnE, b
FUART LN Ty AT U g —)b
E— RTORT Y v T N—TDFHE
WA[EETE o Teled, 7V v I —7
fCONL—T 4 TIETEERFATL
oo ZOWBEZEHATLE, L—T v
K774 T7 74—V E—FKDTY v
CIN—TDOFREE, TV T N—
THBLOT ) v —TE—
Ty RA LB —T A ZAWON—F 4
VI ERFATTCEET, TV T I—
T TV v URIBA =T 2 A A
(BVD) #fHLT, 7V vy Z—
TDF— b U A L LTHREET S L
WZEoTh—FT 4 72BN ET,
ZDT Y v VT N—TFIERET D ASA
FiZBloA v B —T7 =4 APFET D
%54 . Integrated Routing and Bridging
(IRB) 1FAMBLA ¥ 2 A4 v T Off
MAicfRbs FEREZREIELET, L—
7 v FE— RTlEL, BVIIZAHIfFE A
VEHE—=T A ARERY T RA)L—
JLR° DHCP H— /3 —72 & O — i DO FHE
(e AUN—A U H—T = A AL IHH
BNZBIMTE 9,

N ART L hEB— R THAR— b
ENBVILF aLrTHFARNET— R
ASA 7 T AZ Y v 7 DEEERIL, L—
7 v FE—RFRTIEVR—FrEINEE
oo SAFXXARNAL—F 4T X
AFI T N—T 4 T DOHEED .

ARP £ VARG L3I VUBELUMACT FLRA T—TL .



ARP A YARY L3 vBEEUMACT FLR T—T |
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HHed I3y bTF—L)Y—R HEETR R
BVI TlI#R—hrSnEE A,
ROBEALERSNE LI,

[Configuration] > [Device Setup] >
[Interface Settings] > [Interfaces]

[Configuration] > [Device Setup] >
[Routing] > [Static Routes]

[Configuration] > [Device
Management] > [DHCP] > [DHCP
Server]

[Configuration] > [Firewall] > [Access
Rules]

[Configuration] > [Firewall] >
[Ether Type Rules]
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