BEB7ItX

ZOFETIE, Telnet, SSH, 35K U'HTTPS (ASDM %) #&H T 2T LEBEZ1T 9 729IC
CiscOASA LT 7B AT D hiEE, 2—V—%BAEB X OFFAI T2 05715, a /A v "\ —%1E
T B HEICHOWNTEHB LET,

EBUE— L T RBADORE (12—)

« VAT LEBEH AAA OFRTE (19 X—)

cTFNRARAT I RHADE=L—I 7 (39 2—2)

EHT 7 AOEE (40 <—)

BEHYE—FT7IVECRADEE

ZZTliZ. ASDM I®D ASA 77 & A, Telnet £721LSSH, BL a7 A v RF—REDED
DT A =2 DFREFEITOWNTHIALET,

HTTPS. Telnet., E£7-IXSSHMD ASA 7V XA DKTE

ZDIETIE, ASDM B L TICSM, Telnet, £721L SSH 72 &, HTITPSIZ ASA 7 7 ¥ A Z & ET
DHFEZOWTHBHALET, ROTA RTA 02 LTLIEIN,

CASA A X —T 2 A AEBRT VR AOHITT 78 AT HI21F, FARNIPT L A%
TR 57 7B A= VIZMEH D FHA, LEROIX, ZOEOKEOTIIHE > TE
H7 78 AZRETHZLET T, 72720, HTTP U ¥4 L7 b &% & LT HTTP ##it
Z HTTPS ICHEIZ Y XA L7 hF5I2iL, HTTP 23R 9 57 7 B A L— L Z G50k
THULENOVET, £HILRWNWE, S X —T A ANHTITPHR— %2 U v AL TEFE
A,

e ASA~DEENL— N ERDBAH =T 2 A ALSDA L H—T =2 f A~DEHT 7 AL
PR—FINFERA, 2R, BEHERA IS L F—T oA AHDGE. IEA
VH—T oA ANOHEHEEBREH ORI TE T, ZOL—LOFISNT, VPN Z T
LT EDHTT, VPN bR LICERT 7B AORE (11 X—) 2B T
<&,

* ASA CIELL F OGN RIS NET,

EETIEX
I



gE7tx |

B rsom. zotos 547 roHTIPS 75 £ 2 DERE

c AVTHR AR TEITRA S DO RIFF Telnet #2777 L, WREZRGEIE, HK 100 D
HFERN TN TOar T X2 bOFTHEFISNET,

c LT FARTEITRA S SO SSH Hifi 2 FF el L, ATREZR Y B, SR 100 O
ERENT XTOarTHZX ORI THRIENET,

e ITNATHRARE—RTIE, &K30DASDM [l v g, v L Far T
FAPNE—RTIE, 20 TFHFAPNTEITHRRS ODORKEASDM v g U &2EHAT
X A2arT XA MITHRKN32 D ASDM A A X o AOFERNARETT,

ASDM t v 3 Tid, 2 OO HTTPS #f M H S E T, —HIXHEITFAET HE
=HAT, b~ HIIEFEETo- S TFETIRELEEH T, =L 2.
YNF AT HRARNE—R VAT LADASDM T v g OHIBRA 32 DF4E . HTTPS
tyva L ed ITHIBRENET,

U NALTHARNE—RELIZIUTF AT EITRK 6 ODIE ASDM HTTPS
FfE >y g ERAFRERES) . X3 T0aryTF 2 MY TRAKEZIT 100 D
HTTPS v 3>,

ASDM. ZDMDI SA T2 O HTTPS 70 L ADHTE

ATy

ATy T2
ATvT3

ZOWETIE., ASDM R CSM 72 ¥, HTTPS IZ ASA 77 B A& ET D HIEICHOWTIHH L E
—é‘o

15D B HIIC
cXNTF AT HFARNE-RTIE, 20T HFAPNETAR—ZATROFIEZETLET,
VAT A AT 4K al—arnbalryTFANaryZ 4 Fab— g DBz
51Z1%. [Configuration]>[Device List] ™A > C, 7277 4 T 72T XA ADIPT KLADTF
WhHDarTxXRANEL TN Y v 7 LET,

FIE

[Configuration] > [Device M anagement] > [Management Access] > [ASDM/HTTPS/Telnet/SSH] &
JEIZZEIRN L, [Add] 227 U v 27 LET,

[Add Device Access Configuration] %A 7 B 77K v 7 ANKRINET,

[ASDM/HTTPS] ##IR L £ 7,

WA LA —T oA AR, FATAHRARNPT FLARELT, [OK] 22 Vv 27 LE
j‘o

LR EA L H =T 2 A RABRELEST, 7V oY IN—T0845, 7)oy F—F A
NRAVH =T 2 A AXEBELET, VPNEHET 7 ADH (VPN h v RN LIEHT 7
TAOHRE (11X—) 2L TLTEEIWN) DS, ARiftE BVIA V¥ —7 =1 A%¥E
ELET,

. EETIEX
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ATvT4

ATy TH

ATvT6
ATy T17

ASDM, z0tns 517> rouTPs 7o+ 20%E [

AIEBAEFRGE A B2 D 121E, [Specify the interface requires client certificate to access ASDM] 18
WCTIAAA| 227 Vw7 L, A v H—T A AL ATV a v TiEAE~Y y 72RELET, kA
Ev v TERETIHE. TOMHEY y T B LT uE, BREERY L EEA, FEE
~ v 7 & ERT 5121, [Configuration] > [Remote Access VPN] > [Network (Client) Access] >
[Advanced] >[I PSec] > [Certificate to Connection Map] > [Rules] # £/~ L £9, FEflc oW T
IX. ASDM GEFAERGEOE (23 X—) #ZBL T ZEW,
[HTTP Settings] # 5% E L £7,

* [Enable HTTP Server] : HTTPS ¥ — X—Z A%z L £,

* [Port Number] : R— FNESZEZRELET, 7 74/ ~ME 443 TT,

* [Idle Timeout] : ASDM #Z(iD 7T A R/Z A LT 7 N 1 ~ 1440 53 OFIPA CTRE L £ 77,
T 74V MiE 203 TT, ASA X, RE LM T A RAIRED ASDM $###i & YT L £
R

* [Session Timeout] : ASDM v a Dy g ZA LT 7 h 1~ 1440 5> O#iFI TR
ELET, TOXALT T MEIT 74/ N THEDZ/R>TWET, ASAIX, 2E LW
8 %2 7- ASDM it 2 BT L £ 9,

+ [Connection Session Timeout] : ASDM, WebVPN, B3I OMhD 7 T4 7> FNEELrTXTD
HTTPS #ft D7 A KX A LT T b % 10 ~ 86400 P OFH THRELET, ZOXA LT
T MET 7 4V hTTEMIC I TOET, ASAE, RE LM T A KVIREED B 2 1)
Wr L %9, [Idle Timeout] & [Connection Session Timeout] i 5 % 5% & L 72354 1%, [Connection
Session Timeout] 2MESE SV E T,

[Applyl #7 V v 7 LET,

EE) T TP R—ZDHTTPS 7 74 7> hH ASA LD HTTPS —E AT 7 AT
EHEDCTHZENTEET, T 740 FTiX, ASDM, CSM. 3 K TVREST API 3 #F A &
nTWnET,

2L DHEMZ ZA4T7 b (python 74 77 V| curl, wget72 &) 1%, 77 AV A MEROBE
(CSRF) h—7 v R—=ADPFEE VR —F L TWRWTZD, ZNHDT T4 7T MR ASA K

KBS N2 2 L 2SS 208N H Y £3, BEX 2 VT 4 LOBEBENS, &%

BRI TAT V MDH BT T HMERDH Y £,

a) [Configuration] > [Device M anagement] >[Management Access] >[HTTP Non-Browser Client
Support] ZER L, [Add]Z27 Y v 7 LET,

b) [User-Agent String from the HTTP Header] 7 « —/V RiZ, HTTP EXR® HTTP ~v ¥ —IZH
527 74T h® User-Agent LFHN T L £,

SERIRLTHNE T IFH 0 X THN 2R ETE ET, O XTFHNTOWTIX, User-Agent L7
FIDOFIHE B L TWARERH Y £F, BEX = U7 ¢ 2L T 57 DICERR LTI %
BEIDLUET, CFHNTIIRILFE/NLFRREIMNIND Z LIZERELTLIEIN,

72 & 2%, curl (XKD User-Agent L4 & —F L £,

curl/7.19.7 (x86_64-redhat-linux-gnu) libcurl/7.19.7 NSS/3.19.1 Basic
ECC zlib/1.2.3 1libidn/1.18 libssh2/1.4.2

EETIEX .



gE7tx |
B ssi7oczozE

curl |, RO User-Agent XFH| & 1F—FH L EH A,

abed curl/7.19.7 (x86_64-redhat-linux-gnu) libcurl/7.19.7 NSS/3.19.1
Basic ECC zlib/1.2.3 libidn/1.18 libssh2/1.4.2

CURL [X, K® User-Agent L7 & 1E—E L E£H A,

curl/7.19.7 (x86_64-redhat-linux-gnu) libcurl/7.19.7 NSS/3.19.1 Basic
ECC zlib/1.2.3 1libidn/1.18 libssh2/1.4.2

SSH7 YVt ADEERE

ZDOIETIX, SSHICASA 7 7B AERET D HIECOWTHMBHALET, ROFA RIA4 0%
ZHLTLZEN,

CASAA VA —T 2 A RIZSSHT 7 EAOBWTT 7 BATHDIZ, RAMIPT KLA
BHATAT VB A N—UINEHY EFEA, 2O a OFEICHKE ST, SSHT
TR AEZRETHHLEND HIZTTT,

e ASA ~DIEBN— N EMRDBA L H—T 2 A ALSDA L H—T x4 A~D SSH T 7 & A
I R—FENFETA, 72&2IE SSHEAR MPBIERA v X —T7 = A ZH DA, I
AUE—T 2 A A~OEBEEBEOAFGTEET, ZO— L OFIFMNEL, VPN EEE
NG AEDOHRTT, VPN R R LA LTEEET 72 AORE (11 =) 2L
TL &,

ASA X, 2T FANBE—OF— RbIVHEKS SOFK SSHER L, T XTharT
XA PMIELNY G SNTZHRK100 DEREZTAE LET, 72720, FEa~v Y NIEE
SNV Y—REuy 7 THAREMEND DD, TRTOLEENELLEHAENS LD
I, —FEIC1 OO SSHE Y v a v TEHEAITHIMLENH Y 77,

SSH X— g 2 BN HR—FENET,

(84 LIFE) SSHT 7 4 /L b 22— —£FV KR — S L7, pix £/-idasa
a—YP—Hlu A NAT— R TSSHAZMM L TASAICHRT 52 L3 T& <2 Y
F L7, SSHAMMT 5I21E, AAAFEREZE L ([Configuration] >[DeviceM anagement] >
[UserSAAA] > [AAA Access] > [Authentication] DJIEIZEIR) | L T —hla—HF —%
EFRTHLENH Y £ ([Configuration] > [Device Management] > [User JAAA] DIJIAIZ %
) o =N T —=EX=2D0RDYIZAAA T —"—ZRFEEAT 256, v —L
HWREB Ny 7T v T OFEE L THRELTB ZEaBRIO LET,

18 BRI

YNAF ArTEFARNE-RTE, a0 7THFAPFTAN—ATROFIEELETLES, “A
Th AT 4 Xal—varPbaryT¥Ahary7 s ¥al—va UL 5T,
[Configuration] > [Device List] XA > C, 7277 4 TR T A ADIPT RLADTIZHDH A
TXARNGEX TN v LET,

. EETIEX
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ATy

ATy T2
ATvT3

ATvT4

ATy TH
ATvT6

ssi7o20%z |

FIE

[Configuration] > [Device M anagement] > [M anagement Access] > [ASDM/HTTPS/Telnet/SSH] &
JEIZZEIRN L, [Add] 227 U v 27 LET,

[Add Device Access Configuration] %A 7 B 77K v 7 ANRKRINET,

[SSH] Z &R L £ 97,

BEA LA —T oA AERBIRL, FATLHRANIPT RLRARELT, [OK] %227 Vv 7 LE
K

LHiftEA A =T oA RERELET, 7V vV INN—TOHE, TV Y I—T X
NAH =T 2 A ZAEEELET, VPNEHT 7 ADH (VPN b a0 LTEEET 7
2O E (11 ~—) ZZRLTEIW) OEE, A4Hift& BVIA 2 —7 =1 X %15
ELET,

(fE#) [SSH Settings] Z#% & L £,
« [Allowed SSH Versions] : 7R — K SN TWNWLHDEFNN—T 32 2 DR TT,

* [SSH Timeout] : 1 ~ 60 /32X A L7 U MR ELET, T 74NV MEISHTT, 774
OB TIETRICETESD T, EFRTOTANE VT TN a—T 4 TN RT
SETT5FETIE, EOICRELTEBWNTL I,

« [DH¥—7%c#2 (DH Key Exchange) | (BEla T XA hDORK) &4 T H4T v a R ¥

“% 2 Y v 7 L7, Diffie-Hellman (DH) F—7%Z#/ L —7 %8R L £9, DHZ L—7
X —AZH S R AFEE L&, DH 7 /L—7 14 SHA256 O — A3 5 M S E 4,
DH 2 — SO F B DOFAMZ OV TIE, RFC4253 2R L TL 2 &V, F—3Ha3%
Ha 72N CTOAHRETEET, ZOMEITTAATOarTFXFANTHEHAINET,

[Applyl 227 U v 7 LET,

SSH = — W —iRGE & 7% RELET,

a) (IRTU—RKT77&AxH) [Configuration] > [Device Management] > [User SAAA] > [AAA
Access] > [Authentication] DNEIZEIR L F 7,
AAA 75 [Public Key Using PKF] 47> a U iMEE SNV c 2 —F—4IxtT 52 —h
/V/\F;ﬂi'\’_;fn WITE L8 A, ASATIE, AFF—FGEIxIL, B —I L5 —F_—
A % BRIV ﬁ%bi# SSHERGEIX, /SA T — R&EFfOa2—HF—ZIZDH %@Li#
72— 2= = NARF—BREE TSR T — REFHATE L X527 21E, ZoF
MEZAEH L Cr— I AGREEPRIICRE L, AU =R T 7B RAZFFAT 20N H Y
£,

b) [SSH] F = v/ Ry A%d A LET,

¢) [ServerGroup] K w7’ # 7 U A MG [LOCAL] T — & _X—A (F72IZAAA P —/3—)
Vi N D= S I

d) [Applyl %7 U v 7 LET,

EETIEX .
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ATy F1

2

h)

gE7tx |

n—N a—F—2BNLET, 2= =T 7 ERZAAA P —"—ZHTH52 LT
TETN, v—H 2—F L OMHEZHLEL £7°, [Configuration] > [Device
M anagement] > [User JAAA] > [User Accounts] DIIEIZEIR L, [Add| 27V v 7 LET,

[Add User Account-Identity] %A 7 1 7' 7R v 7 ANFR I ET,

A= L NRAT—REAN L, RATV—REERLET, 22— — |2 AT — R&FE
T2 < ABF —§AEZ T 55 61F, "AU— R L Ca—W—%ElkT5 Z & &4
TLET, ARF—REBLONRRAY— ROW T E2RE LZHE., 22— —iZunFhol
%%?%m&4/f%i#(_®$MTAAAM£%%Tm_mELt ) .

('EEJZ) ﬂﬁl/‘? @J“—qj‘“—fkﬁ’\ /£X]7 ] mL‘uEVC if£</ﬁg‘ﬁﬂ?’—‘muuﬁ®yf if_ i 2/1/
Ol ORFEZ AT DI2IE, ROWTNNOSNA 2R ET,

* [Public Key Authentication] : Base64 C=> 21— R IL72ABF—IZ85 Y fHF £ 7, ssh-rsa
raw ¥ — GEAEZR L) ZAERMATREREE O SSH ¥ —4pkY 7 b7 =7 (ssh keygen
E) BEHLT, ¥F—24AKTEET, BBFEOXF—2RRT H5E81L. ¥—
SHA-256 Ny v azfifl L T sfbs g4, nyvaF—2at— LT 205
Y& lx, [Keyishashed)| F= v 7Ry 7 A% AN LET,

FRREX—ZHIFRT 51 [DeleteKey]%? Uy LT, R 54’7371‘/727%2%
ALET, RREF— %ﬁ”@?é i[Y@S] Vw7 L, BiEX—%2RFET 55
ITNo]Z27 VU2 LET,

[Public Key Using PKF] : [Specify anew PKFkey] = v 7 Ry 7 A% 7 U w7 LT, XA
%#~774w(mw)T?ﬁ~7ykéht%~(%%e/%if>%%Do&é
A UAR—FLET, Base6d X THE D FIT DICIIRETELF =TT DT +—
~y FEERALET, tkz\sm@m%m%ﬁﬁLTM%t/%% AL,
PKFIZEHL T, ZOXA TA R —FLET, BBFEOF—E2RKTRTH561X
SHA-256 Ny v a il L T sS4, ~NyvaFdF—2ab— LTV IT2
VBN G DA 1%, [Public Key Athentication] <A > 75 2 E'— L, [Key is hashed]
Frxv IRy I A% F AT LT LU ASA DA AZRED T £

FOREF— & HIBRT 5121, [DeleteKey] %27 U v 7 LT, WERAAT O HRy I Ak
Tbijﬂ FOREX — %ﬁjﬁ?#%iﬂ/\ [YCS] 7V v 7 L, nuulT:""? %‘f'f%ﬁjﬂéia/\
IMNol &2 Vv LET,

[OK]ZZ7 Vw7 L, T [Applyl 227 U v 7 LET,

F—_TEARLET WELASA DFEOH) ,

ASAv DA, F—_XTIZTBEAZICHEMICIER SN E T, ASAv Z RSA F—0DHEHFKR— |k
L/iﬁ‘o

a)

b)

<)
d)

[#/ (Configuration) 1>[T/31 A& (DeviceManagement) ]>[SEBAEZEIE (Certificate
Management) | > [IDEEBAZ (ldentity Certificates) | DJAIZEIN L £ 7,

[Add] #7 U > 7 L. [Add anew identity certificate] 7' a > "¥Z %7V v 7 LET,
New| &2 Vw27 LET,

[F—~<T7%BM (AddKeyPair) | ZA TRy 7 AT, A4 T7LH A RXEHELT[S
I <AL (Generate Now) [ %7 U 27 LET,

. EETIEX
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FHENDT 7 4V bDOF—XT I, RSA.

F—_TEZERT DT THLD, GEAFEDI A TR IRy 7 XA eFd ¥y L TEE
ﬁ—o

RATYyT8 ({EE) SSHEES DR SALT VT Y XL AT L) AL EFELET,

a) [Configuration] > [Device Management] > [Advanced] > [SSH Ciphers] OJEIZ®EIN L £,

b) [Encryption] Zi®#R L, [Edit] #27 V v 7 LET,

c) [SSH cipher security level] K2 v X7 U X Rvh IROWT IO L)L A3 IR L F
7
s i, VA PSR S ET, FanERShZ) X FTiE 550
LEWVWOIET, RbENEF 2 71 IZEH VY THERTWET,

s [TXT (Al ]: T XTS5 (3des-cbe aes128-cbe aes192-cbe aes256-cbe aes128-ctr
aes192-ctr aes256-ctr) ZMEHT 25 G1L. ZOF 7 a VEARIRLET

e [Custom] : 7 AKX LEHA MY V7 HFET DGAEIXZOA T a 2B L, [Cipher
algorithms/custom string] 7 4 —/L RIZEBEHSA Y v 72 an  TRY>TADLE
j—o

* [Fips] : FIPS %t DKF 552 (aes128-cbe aes256-cbec) D A& H5E81%., Z DA
Ta e LET

o [F (High) ]: 58N EOK S DA (aes256-cbe aes256-ctr) A 3 55614,
IOFTva v ERIRLET

o [Low] : BREEDME, 1, EDREE 5 (3des-cbe aes128-cbe aes192-cbe aes256-cbe aes128-ctr
aes192-ctr aes256-ctr) T 25 81L, ZOF T a v 2@RIRL £,

* [Medium] : 58I L OV ORE 557 (3des-cbe aes128-cbe aes192-cbe aes256-cbe
aes128-ctr aes192-ctr aes256-ctr) T H551L. ZOF T a Vv EBBRLET (7
THIVR)

d) [Integrity] Z 4R L, [Edit] 227 UV v 7 LE7,
€) [SSH cipher security level] K2 v X7 U A Kb IROWTAND L2 ERIR L E
‘d‘o

o [All] : T_XTORFE 5 (hmac-shal hmac-shal-96 hmac-sha2-256 hmac-md5
hmac-md5-96) ZfEHT 252 a4 EL £,

e [Custom] : HAZ LHEHA N U T H2RETDHHAEIXIOA T a &R L, [Cipher
algorithms/custom string] 7 4 —/L RIZEMEHA Y v 72 an  TRY>TANLE
‘a‘o

s [Fips] : FIPS xfit~Dk; B 5D #H  (hmac-shal hmac-sha2-256 ) ZfE L E7,
« [High] : 38E 0N E O 55D Z  (hmac-sha2-256) #fREL £ (F 74/ b)

o [Low] : BREEAMK, o, D5 520 (hmac-shal hmac-shal-96 hmac-mdS hmac-md5-96)
HERT 28813, CoF TV a U ERIRLET,

EETIEX
I
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* [Medium] :

gE7tx |

FRENT R L OFEORE 7 (hmac-shal hmac-shal-96) Z#E L £,

& OFITIE, Linux F 72 1% Macintosh > 25 A D SSH OILAF F—% A% LT, ASA IZ

AR —=FLET,

1. B =2—HT409 By h®D RSA AHF—BLUOWBEF—24RLET,

jcrichton-mac:~ john$ ssh-keygen -b 4096

Generating public/private rsa key pair.

Enter file in which to save the key (/Users/john/.ssh/id rsa):
/Users/john/.ssh/id rsa already exists.

erwrite (y/n)? y

Enter passphrase (empty for no passphrase): pa$$phrase

Enter same passphrase again: pa$$phrase

Your identification has been saved in /Users/john/.ssh/id rsa.
Your public key has been saved in /Users/john/.ssh/id rsa.pub.
The key fingerprint is:
c0:0a:a2:3¢c:99:£fc:00:62:fl:ee:fa:£f8:ef:70:cl:£f9 john@jcrichton-mac
The key's randomart image is:

Oov

+--[ RSA 4096]----+
| |
| o . |
|[+... © |
IBot..o... |
|.B ..+ S |
| = o |
| + E |
| oo |
| ocoooo |
fom - +

2. PKEERICHF—Z2EHL £,

jcrichton-mac:~ john$ cd .ssh

jcrichton-mac:.ssh john$ ssh-keygen -e -f id rsa.pub

--—- BEGIN SSH2 PUBLIC KEY ----

mment: "4096-bit RSA, converted by john@jcrichton-mac from OpenSSH"
AAAAB3NzaClyc2EAAAADAQABAAACAQDNUvkgza371B/Q/f1jpLAv1BbyAd5PJICIXh/U4L0O
hleR/gqgIROjpnDaS7Az8/+sjHmgOgXC5TXkzWihvRZbhefyPhPHCiO0hIt40UF2ZbXESA/ 8
JUT4ehXIUE7FrChffBBtbD4d9FkV8A2gwZCDIBXEM260chbZCSTx90QC/ /wt6E/zRcdogiJG
P4ECEdDaM+561+yf73NUigO7wYkgcrzjmI1lrZRDLVcgtj8Q9gD3MgsV+PkIGSGigZwny Il
ObfYxXHU9WLAWxhUbA/x0jJuZl5TOMa7KLs2u+RtrpQgeTGTf£Ih60+xKh93gwTgzaZTK4
CQlkuMrRdNRzza0ObyLeYPtS1veLveF6dGtwlgrXSa+w/tV/aw9WUg/rapekKloz3tsPTDe
P866AFzU+Z7pVR1389iNuNJHQS7IUA2mOcciTuCM2we/tVgMPYJ1l+xgKAkuHDkB1MS418b
Wzyd+4EUMDGGZVeO+corKTLWFOlwIUieRkrUaCzjComGYZdzrQT2mXBcSKQONW1SCBpCHsk
/r5uTGnKpCNWEL7vd/sRCHyHKsxjsXR15C/5zgHmCTAaGOuUIqORjo34+61+70PCtYXebxM
Wwml9e3eH2Pudzd+rjldedfr2/IrislEBRIWGLOR/N+xsvwVVM1QqwluL4r99CbZFINghY
NRxCQOY/7K77IQ==

--—- END SSH2 PUBLIC KEY ----

jcrichton-mac:.ssh john$

Co

3. ¥—%7VvFR—-Ricar—LET,

B gE7s+tx
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4. ASDM T, [Configuration] >[Device Management] > [User JAAA] > [User Accounts]
DIEIZRIN L, 22—V —4 28N LT/ 5 [Edit] #27 U v 27 LEJ, [Public Key
UsingPKF] Z#27 Vv 7 LT, V4 ¥ RUIZF—ZUE0 T £,

8no Edit User Account

Identity Enter the PKF-formatted authentication key for a user.
Public Key Authentic
Public Key Using PKI

> VPN Rolicy Current hashed key: 04:b9:47:3:60:67:72:93:87:60:c2:00:0f b:a8:25:63:4e:ad:04:6a:5d:98:70:2f: 3d: 5£:32:24: 1c:e 7:6c
(¥ Specify a new PKF Key

This panel is similar to the Public Key Authentication panel above, but you can enter the key in the PKF format.

I File to import from: Browse.

(=) Paste key data in PKF format:

p4ECEdDaM+561+yf7INUigD7wYkgorzjml LrZRDLVeqrj8Q9g D 3MgsV+Pk)C5Cig
QbFYxXHUSWLdWxhUbA /xOfuZ 15TOMa7KLs 2u+RtrpQgeTCThG0+xKh93gw
CO1kuMrRdNRzzalbyLeYPtSIvELVEFEACtwlgr¥Sa+w/tV] awIWlUg  rapekKloz3ts
pBEBEAF2U +27pVR13B9INUNIHOSTIUAZmOcciluCM2we  tVgMPY)l +xgKAkuHDkE
Wayd +4EUMDCCZVeO+corKTLWFO 1wilieRk iUaCzjComCYZdzrQT2mXBcSKONV
JrauTCnKpCHNWILYvd/sRCHyH KsxjsXR15C/5zgHmCTAaCOulgORjo34+61+70P
Wwml9e3eH2PudZd+rjldedfr2 [IrislEBRJWCLoR /N +xsvw VM 1Ogwlul4r99ChZ
NRxCQOY/ 7K7710==

-=-= END S5H2 PUBLIC KEY ----

Delete Key

304009

5. Z—WNASAICSSHTE D Z L aMERLET, NAT— RITIE, F—37 DIER
BRCHEE L7 SSHF— 27— R&Z AHLET,

jcrichton-mac:.ssh john$ ssh test@10.86.118.5

The authenticity of host '10.86.118.5 (10.86.118.5)"' can't be established.
RSA key fingerprint is 39:ca:ed:aB8:75:5b:cc:8e:e2:1d:96:2b:93:05:69:94.
Are you sure you want to continue connecting (yes/no)? yes

WOEAT ARy I AN, NATL—Xe AT HEDICFERSNET,

7~ Enter your password for the S5H key "id_rsa”.

Password: }

| Show password

_ | Remember password in my keychain

‘and010

—F., ARty a T, LDTFREREINET,

Warning: Permanently added '10.86.118.5"'" (RSA) to the list of known hosts.
Identity added: /Users/john/.ssh/id rsa (/Users/john/.ssh/id rsa)

Type help or '?' for a list of available commands.

asa>

EET7 IR
I
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. Telnet 7 ¥ £ R DR E

Telnet 7V L XA DETE

ZDIETI, Telnet IZ ASA 77 B AZRTT D HIEIZOWTHHALET, VPN F o RLNT
Telnet Z AT 2 A2 EE . HHLEOVEF 2T 4 4 X —7 = A A2%F LT Telnet 134 H
TXEHA,

1R BHEIIZ
cwNF AT HRARNET—FRTIE, 2T FHFANEFTARLR=ZATROFHEEFEITLET,
VATA AT A FXal—TarhbaryTXR AR ar7 40X al—3 g U0
5121, [Configuration]>[Device List] XA > C, 777 4 72T /XA ADIPT KL ADT
WCHDavTXANGEL TN ) v LET,
e ASACLIIZC Telnet L TT7 7 B A4 A%, vJ A /"R T—RK&ZAJTLFET, Telnet
AT ARNCFBH TRV — RERETHLEND D 17,

FIE

A7 w71 [Configuration] > [Device Management] > [Management Access] > [ASDM/HTTPS/Telnet/SSH] &
JIBIZEIR L, [Add]Z27 Y v 7 LET,

[Add Device Access Configuration] %A 7 0 7 7R v 7 ANERINET,

AT w72 [Telnet] IR L £,

AT T3 EFHALUF—T oA AZBIRL, FA[TEHHRARNIPT RLAFELT, [OK] 227 U7 LE
—g—o
ZHIfTEA V=T 2 A ZAEELET, TV P IN—TDHEE, TV ITNN—F A
NAUVH =T 2 A ABFEELET, VPNEHT 7 ADH (VPN h L LIZEHT 7
TADOFZE (11 X—2) 2Z2BLTLEIWN) OGS, 4RiftE BVIA V¥ —7 =4 A%f5
L,:._E’ Li‘g‘o

ATy 74 ({EE) [Telnet Timeout] Z#a%ELET, T 74NV DX A LT 7 MEIXS 53 TT,
RATv 75 [Applyl 27 U v 7 LET,
ATY T 6 Telnet CHfET HHNT, BT AV NAT—RERELET, 774V bORAT—RiEHY £
A,
a) [Configuration] > [Device Setup] > [Device Name/Password] DJEIZER L £ 77,
b) [Telnet Password] i}k C [Change the password to access the console of the security appliance]
Fry IRy 7 A%F T LET,
) HWARART—=KZADNLT FHLWASADEARIZZDT 4 —V REZEHIZT D) . HL
VAT —REANL TG, ERELTHLWANAT—REFANLET,
d) [Applyl %7 U v 7 LET,

. EETIEX
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ASDM 75 £ R %1135 547> kLR SSLVWPN 00 HTTP U 51 Lo toiE [

ASDM 7 7 2R ET=EU2 547> L X SSLVPN Df=6bD HTTP ) &
1LY FDERTE

ATy T

ASDM 721327 74 7> h LA SSL VPN %4 | L T ASA [ZH5t 9 5 (2%, HTTPS {4 3
HMLENRH Y F3, FEMED I, HTTP EEH A2 HTTPS IZU XA L7 452 LR T
XFEJT, LExE HTTPZ U XA L7 b9 52 LICL 5T, http://10.1.8.4/admin/ F 721X

https://10.1.8.4/admin/ & A7) L. ASDM f#)X— THTTPS 7 KL RAIZT 7 EAT&E £,

IPvd L IPV6 DS D N T 7 4 v 7BV XA LT RN TEET,

1R BHHIIZ

BE. RARNIPT RLABRHFATEIT VA A— WINEHY %A, 7277 L, HTTP U &
A V7 NOEDIZIE, HITP 2R T AT 7 A A— L E LT AMLERL D ET, 95 L
BNE, AV E—T oA ANHTITP AR— b2 ) v AU TEEH A,

FIE

[Configuration] > [Device Management] > [HTTP Redirect] DJIHIZEIRN L F 5,

FIE, BAEREINTWAAS v H—T 2 AL, VEA LT IBRA X —T A ATHMDE
INTWVENE I ERLTWET,

ATw T2 ASDMIIZHEHTHA v 2 —T = A 2 &R L, [Edit] 227V v 7 LET,
AT w73 [Edit HTTP/HTTPS Settings] ¥ A 7 2 73R v 7 ATROA T v a v EZFRELET,

* [Redirect HTTP to HTTPS] : HTTP %K% HTTPS IZU ¥ A L7 FLET,

« [HTTPPort] : 4 ' Z—7 = A ARHTTPHEHED U XA L7 MIENT 5K — M afE L %
I, F 74V I8 TT,

ATvT4 [OK] %7V w7 LET,

VPN o RIILEZN LIE=-BET7T I LADEE

HHAH—T 2 A ATVPN ARG L TOWDEA, BlOA v H—T =2 AT 7k
ALTASA ZEHTHIZE, TOA L E—T oA AEERT 7 8A A H—T A AL LT
BETHHLENRDHY £9, 72L& 21X, outside 1 ¥ —7 = A A0 ASAIZADLEAIF, 20
HEREZ [ LC. ASDM, SSH, Telnet, & 7-(% SNMP #% T Inside A > ¥ — 7 = A AITHEHE
T 570, outside 1 F—T A ANHADHE X Inside £ ¥ —7 = A AT ping & FEITTE
£7

EETIEX .
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B rreponer2100 759 F I A —L E—F F—5 428 —T T4 RTH KOS DEET & £ RDRE

A\

GE) YA FEVPNREOEXF 277 SNMP R—VU 7 OH4A. VPNRED—EE LTHTA o~
H =T 2 A ADIPT RLAZES~ YT T 72 AT A NMIEGDET, KRIZ, A X —T =
A AZER—=V 7 LT, SNMP RNERESINTWDINEA > F—T7 =4 ADLIFEHREZ IS L E
—é‘o

ASA ~DigIEN— DA B =T = A4 ALNDA L F—T 2 A A~D VPN T 7 2R |TH
R—hE&NFEHEA, 2L 2. VPN T I BADNINRA LV H—T = A ATH DA, FMNA v
=T 2 A A~OEHEBROAFBETEET, HEOT RUAZTZ HDULENRRNE I T,
ASADEHET 7B AFHREA L F—T = A4 ADOVPNEZANZ L, ARIRERZHH LT ZE0,
HET 72 RIL, IPsec 7 74T > b, IPsec A K#], Easy VPN, AnyConnect SSL VPN 7 7
AT FDVPN h Vv A FRETITAET,

1R BHHEIIZ

BE OB/ T — % V—F 4 v T —T NV TON—TF 4 v T HERTH L. VPN Ok~ >~
H—=T 2 A RALEHT IR Z—T o4 AR CEETHD (DFVWGFEHEFHEHA
VE—T 2 A ZATHHN, BEDT—F AL B —T A ATHD) LERHY £,

FIE

AT w71 [Configuration] > [Device Management] > [Management Access] > [Management | nterface] D JIE
(IR L £,

AT w72 [Management Access Interface] K2 v 7 X7 VA MNOHEXF2 U T o Bicb@ENA V¥ —7 =
AA (NEA v F—T A R) BRIRLET,

Easy VPN 3 LUV A MM b L TiX, 4RI EBVIZEETCEET (b—FT v RE—NR)
RATY T3 [Applyl 227 U v/ LET,

BHA LA —T oA ADREN Y THN, BRNENFETa 74X ab—raikFsnE
7,

Firepower2100 75 b 94 —L E—FKFT—2 A VA —T A ATD
FX0S DEET UV ADHRE

F=H A B =T 2 A ANST T v N7 F— 2T — KO Firepower 2100 O FXO0S % & Hl4 55
A+ SSH, HTTPS, BLUSNMP 7 7 ERZFRETEET, ZOMREIX, 741 X% U E— |
TEHEHL->D, BH 1/ ZRES DRy bU— 27 ICHERT 2 8BA IR b£4, 2k, &
Bty NU—2 EOFXOSIZT 7 BATHT20DFRAT 4 T2 HIETYT, ZOWEEZH
NeT DL, a—HINNT 7RI L TORER I 2L tnTExEd, =27

L. ZOMEZETALARNS FXOS DEH /1 b0 E— M7 7R IHATHZ LT TE

. EETIEX
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ATvT1

ATy T2

Firepower 2100 75y k 74 —L E— K 7—% 4 2 8—T 14 ATO XS DEET ¥ £20%E [

FA, TOBBEIZIE. AEASR (T 740 8) BHHALIZASAT —H A ¥ —T = A A~
DIT7 47 OWEERLET, FXOSEHS— U =2Af % 1 OFTFHRETEET,

ASA IX, FXOS 77 B AZHEHER— R 2 L4, EER— NMIFRCA ¥ 72—AT
ASA WMERT 72D THRENTWET, ASANFXOSIZ M T 7 4 v 7 Zlakd 5 & X2, I
BEAEDSE AR — NI 71 b 2L 2 &2 FXOS AR— ME# S £9 (FXOS @ HTTPS AR— b
TEBLERA) o Xy MEEIPT R A (ASAA X2 —T7 A AIP7 KL X) &, FXOS
THEATLINET RLRAICEBRINET, #HELT RLARERIhERA, NT 710w %
EIEE, ASAIZEEDOT—X V=T 47 T—TNEFHLTELWHNA Vv H—T7 =4
AEPELET, BT 75— a VODASAT—HIPT FLRIZT 7 AT 584, FXOS
=P —ZEFEALCa /A o THXLERHY £, ASA 2 —F—LZITASAEHT 7 RAD
T SN ET,

ASAT—H AV H—T 2 A ATFXOSEBH N7 7 4 v VBBEANCT DL TEET,
ZhiE, =& z1E. SNMP k7 v NTP & DNS OV —_"— 7 7 v AR LICHETY, T
7 4V hTliE, FXOS EH ~ 7 7 1 v 7 BAtAlZ. DNS B L OINTP O — —i@fE (A~— |
VI NI 2T TAB VU TRETHE) AO ASANTA v H—T = A4 ATHDIZ/R > TV
£7,

bR BRI
TN AT HRARNE— RDH,
« ASA FHEFA VX —7 oA AT LET,
cASAT—H A B —T A AZVPN F RV EEH LT, FXOSIZEEET 7232 2
LI TEEHA, SSHDOEIMER E LT, ASAIZ VPNt L, ASACLIICT 7 &AL,

connect fxos =< > R&ZEH LT FXOSCLLIZ7 7 A L%, SSH., HTTPS., BL W
SNMPV3 (MR TEX B0, T—& 4 B —T 2 4 A~DEFEEGITEETT,

cFXOS 7 — FI 2 ADASAT—Z A EZ—T A A (FTTHIVK) IZNT T4 v 7 &R
ETHEIICERESNTWDZ 2R LET, F'—F T oA OREDFEMIZHOWTIE,
[getting started guide] ZZH L T 7ZE W,

FIE

ASDM T, [Configuration] > [Firewall] > [Advanced] > [FXOS Remote M anagement] % 3R L

ﬁ—O

FXOS U E— MNMEEZHAMI LET,

a) FEHF— 3 v YT, [HTTPS]. [SNMP]. F7-i% [SSH] #3&R L £,

b) [Add] 27V v 7 L, EHZFF T 5 [Interface] Zi% & L. ##Hi 4 iF 74 5 [IP Address] %
REL, [OK] 227 V7 LET,
Tu b an g AT TEIEEOT S M) ZERTEE T, UFDOT 7 40 MEEER L 72
WA, [Port] ZRE L E T

«HTTPS ¥ 7 4/ |k AR— b : 3443

EETIEX .


https://www.cisco.com/c/en/us/td/docs/security/firepower/quick_start/fp2100/firepower-2100-gsg/asa-platform.html
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B -2v-rstn7orozs

ATvT3

ATvT4
ATy

ATvT6

ATy 717

*« SNMP 5 7 /L k 7/h— b : 3061

«SSH 7 7 4/ k AR— K : 3022

FXOS M ASA A VX2 — T = A AL EHBE ARG TEL L2 LET,

a) FE&— 3 v KT [FXOS Traffic Initiation] % 3&R L £ 7,

b) [Add] %27 Vv 7 L, FXOSEE NI 7 4 v 7 kG T OMENHD ASAAL v F—T x4
AEBAMMILET, T 74V BT, INBA o F—T oA RAFEIT2 > TOVET,

[Applyl #7 V v 7 LET,

H P 1/1 L= Firepower Chassis Manager [Z#2#t L £3° (7 7 4/ b Tid, https://192.168.45.45,

o—H—4 : admin, /X2 U — K : Admin123) .

[Platform Settings] %# 7% 27 U v 7 L, [SSH]. [HTTPS]. F72I%L[SNMP] #H L £7,

SSH & HTTPS 1357 7 # /L F THINZ 2> TWET,
[Platform Settings] % 7 C, #HHT 7 ¥ A& FF w5 & 5T [Access List] i EL £, 77+

Jb ki, SSH B X OYHTTPS i3EH 1/1192.168.45.0 % v b U —27 OB AEFHAI LEJ, ASA D
[FXOS Remote Management] iX & CIEE L7727 RV AEZFH AT HLENH Y £,

aAVY—ILAA LT O FDER

ATy I

ATy T2

ATvT3

A=)V BA LT T NTIE, ERARBHEEXEC T— FEiIary 74 Fal—vay £—
RIZLTBLL ZENTEHR/ERTELET, YA LTV NMIETDHE, Byiaiia—
P—EXECE— RIZRVET, 774V FTIE, By arid4 A L7 MLEFA, ZOK
Elx, 22—V R— bR ERFFCX DRI B L ¥ A, BN YA LT T T
HZLiFHYEHA,

FIE

[Configuration] > [Device M anagement] > [M anagement Access] >[Command Line(CL1)] >[Console
Timeout] DJAIZIEIR L E

HLWIA LT Y MEZSHEMTERLET, EHIROFRZIEET 2561, 100 AT
LET, 774/ MEIZ0TYE

[Applyl 27 U v 7 LET,
ZA LT Y MEOEENFETA L7 4 Fab—a NIRfFSNET,

. EETIEX
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CLIZA> T rDARETA R

a7 MIEREZ BT HOEEICE Y, BHOEY 2 — AR FEETIHEICe /4 LT
%5 ASA & —H THERTAHZ ENTEET, O, 72— A — —FFC, WD ASA
WA CAR A MAADERE SIVTWAEEITERI T,

VNTF AT HARN T RTE, VAT LAFTAR—RELFIEHRa L TIFA NI A~
THEEI, MR n T NERRTEET, FEE TR INNTIE, 7740 0T m
Y (FAMEBLORa U TXA M) OARERINET,

T7H/NNTEH, 7T MIASADKRA MERFERENET, VT arT7TF R M E—FR
T, 7y Mar TR A MLERINET, CLIZ a7 ML, ROBEBHZFERT

=FET,

cluster-unit IR 2=y MhERRLET, JTARK
D=y MI—BOLREF > LN TX
F9,

AVTHRRAEL (FVF ET—FDH) BHEOILTHFAX O
AEiERTLET,

domain RAAL U EBRRLET,

hosthame RA NG ERRILET,

priority T —VE—=N—=TTAF VT 1% [pri] (7
FA4=V) Flld[sec] (BB &VU) LT
FRLET,

EETIEX .
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B oo sronze<axz

state 2=y N NI T 4 v JBIEREEE 21T r—
NEFRRLET,
7z —)LA—R—DIFE . state F—U— N|Z
kL TCIROERRRENET,
ofact] : 7 = — VA —N=DBHEHTHY
BETIEINT T4 w0 BT 7T 471008
WEETVET,

[stby] : 7 =— /A — =T A F—T LT
T, 2=y MINT T4 v BB SE
TWEHA, AZ A R £700%
fDIET 77 4 TIRRETT,

[actNoFailover] : 7 — — /L A — /3 — |3 M%)
ThHY, EETIEN T T4 v 2 %T VT4
Tl S TWET,

[stbyNoFailover] : 7 = — /L A4 —/3— |3
WHTHY, EETIENT 7 4 v 7 EiEiR
IETWETA, ZHUE, AF A 2
=y FTLEWEE RIS A 7 —T =
A ABEENBE L EXITELDZ EN
HFET,

I A T DEGE, WL T — X OED
RREINET,

FIE

AT w71 [Configuration] > [Device Management] > [Management Access| > [Command Line (CLI)] >[CLI
Prompt] ONRIZEIN L £ 9,

ATV T2 RONVTNIEEITLCTa Ly P a2 A2~ A4 XA LET,

s [Available Prompts] U A h CREMZ 7V v 7 LTH6, [Add| 227 Vv 7 LET, a7
MIIFEH DR AZ BN TX 9, BIMED [Available Prompts] U A k7> [Selected Prompts]
UZAMIBELET,

s [Selected Prompts] U A h TEMEA 27 UV v 7 LThr5, [Delete] 7 Vv 7 LET, BMER
[Selected Prompts] U A k725 [Available Prompts] U A MMZBEI L £7,

* [Selected Prompts] U A s CTEMEEZ 27 U v 7 L. [Move Up] £721% [Move Down] %7 U v
7 L CRMEORRFIEFEZEELET,

7u 7 NHBEAL LT, [CLI Prompt Preview] 7 4 —/L RIZEK RS NLE T,

ATY7T3 Apply 227V v LET,

. EETIEX
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nvqvrir—osE ||

BEINETa Ly IR, ETar 74Xz b—a SR FEESNET,

N \\ E |-._|
A4 2 INF—DEERTE
=W =N ASA IZHEi T D & &, vl A T DA, FoI3RHHE EXEC £ — RIZADRNZER
ENAHAYE—VEBRETXET,
IR HEIIC

et X2 VT 4 OBLENL, NF—TCRET 7 ERAZBILT A ENEETT, [Toih
L] R0 TBEWLET)] REORBUIBAZEZBEANTWD LS REISRE 525D T
FALRWTL &, UFDONRF—TlE, RET7 7B AICH L TELWERZREL T
9,

You have logged in to a secure device.
If you are not authorized to access this device,
log out immediately or risk possible criminal consequences.

o NF—PEIESNTEE, ROBGEIZ ASA KT 5 Telnet £721X SSHE v v 3 V& T
LAt d Y £,
N = Ry BV BRI T D OD VAT A AEYRRRELTWVDLEHA,
c NF— Ay —VOFRRERAT & XD, TCP EXIART T —BRELIHA,

e RNF— A= DHA KT A 2O TIE, RFC2196 25 L T 72X,

FIE

AT w71 [Configuration] > [Device M anagement] > [M anagement Access] > [Command Line(CL1)] > [Banner]
DIEIZEIR L £ T,
ATY 72 CLLAIHER T 23— 2 A THDOZ 4 — L RIZ AT — FF 2 MBI LET,

« [session (exec)] /N —(%, —H—7% CLI THtE EXEC E— NIZT 7 B R LIzAICETR
ShET,

e [login] N F—{F, —PRCLIICE VA v LEHAICERENET,

* [message-of-the-day (motd)] /N7 —1%, L—H —3 CLIIZHID TR T DL Ic RS hvE
‘é‘o

* [ASDM] /" F—(F, 22— —WNFBFE%E 5T 72% ASDM ([Z#Eke L= A lcFoRsivE 7,
2—F—lL, WOWTNNOF T a v EEHLT, #RINEAT—2HETEET,

s [Continue] : N F—%ZHELT, /A &5 T LET,

EETIEX
I
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B s=tooavor—s0mE

* [Disconnect] : NF—ZHEL T, #Hia&T LET,
EATEDD, ST (Bnter ¥—) HEHTASCIH XF2F T, 2720, sfrXsit
2 3CFITHY LET,

s Flo, X TLFE, CLINN—V 3 U CIRIEBRIND -0, N —ZEEHA LT EE
Uy,

*RAMBLUO7 T vva AEVIZETLHOLUN, AT —IZRSHIRIZH D TH A,

« ASA DR A ML FE 721X KA A U 41%. $(hosthame) SCF51 & $(domain) L4 2 kA AT e
ZrizkoCEMICEMTE £,

VAT AT 4 X 2=y a VTN ERETDIHERIE, 2T XA arT X
L= 3 T $(gystem) &0 IFHNEHHT A LICED, 2T HFA RMNTAF— T
FARMEHEHTEES,

ATY T3 [Applyl 227 U v LET,
LT =0, FfTarysFalb—rva HRFESNET,

EHEYY IV I F—FDETE

ASA T#A[9 2% ASDM, SSH., B X Telnet DEIFHR KT v a v BEHRETEET, 2D
RAMBEIZET D &, ENLBEOE v > a AFFFRT ST, syslog A v B—IV B ERSNET,
VAT Ay Ty MRS, By v a VED Y TEOA D= AATIEa S
V—ibkyviarETay s TEERA,

GE) ~NLFarTFXFARE—RTIZASDME Y > g v OBEAHRETHZLITTEP, By =
VEIE S CRIESNTWET,

GE) F/. BXREHEtyYay SSHAY) OarTFxAMhEVDU Y —REEE2HRTE LSS
I, NSO OMENMER S ET,

15 H B HIIC

LT AUTXANE—RTIE, 2T FA MNETAN—ZATROFIEEZETLET, VA
ThALT 4 F2l—varpbarTXARN ar7 o ¥ab—ra LIEVEZ HITE,
[Configuration] > [DeviceList] XA > C, 7277 A TRT A ADIPT KLAD D2 TF
ANLEZR TN v LET,

. EETIEX
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varrgmamamaonE ]

FIE

AT w71 [Configuration] > [Device Management] > [M anagement Access] > [Management Session Quota]
DIEIZEIR L £7,

ATFwT2 Aty a3y ORKEEATLET,
«Aggregate: 1 ~ 15 D v v a VOERNEERTELET, T 740 MEL 15 TT,

¢« HTTP Sessions: 1 ~ 5 @ HTTPS (ASDM) v > a DR REEZRELET, F74+/L
ME 54T,

*SSH Sessions: 1 ~5DSSHE v a v DRAKBEERELET, T 74V MI5HTT,

e Telnet Sessions: 1 ~5 D Telnet B> a v ORREEHRELET, T 74/ MNME5SHT
j—O

eUser Sessions: 1 ~5Da—HF—TL Dty a O REEHRELET, 74/ MNT
T,

ATY7T3 [Applyl 227 UV v 7 LT, HREODEFEERFELET,

VAT LEEER AAA DEE

ZOETE, VAT LEHE ORI, FHEFA], o< NHFAERTET D HIEIZOWTHEAL
£7,

#E: EE At I:IIE 0) ;&I:I—E

CLIB L ONASDM 7 7 £ ZADFIFEEHE L F T,

ST DNT
ASA ~Du J A4 U FIER, BREEAEDCLTWHENE I DL TRRY 5,
SSH D=
FAEH Y FIFFEEEAR L TO SSH 7 7 B AIZHOWTE, IROEEEZS L T Z &V,
° ?E?Eiﬁ L : SSH lj:um FLEEfoC LT i{%ﬁﬁ(% jz‘@_-/\/

«BFEH Y SSHRBGEEZ AN LT2H AL, AAA P—R—F /- idn—bra—HF—5F—%
R—AZEFZRSIN TN D —H— %&Axv—b%ﬂﬁbi¢ INBH S — DFREE T,
ASA (Fr—H )V T —H RXR—=2ADH%E VKR —FLFET, SSH ABF—Bilz2RE L%
B ASA TlEr—IL T = R—=ZAZFEBRAIHERA LE T, nraqvica—9—4 &%
AT — REMHERAT 2580 E RO, SSHRGEZ H/RIICRET S 2 L DA T, 2—
P—EXEC E— FIZT7 7R LET,

EETIEX .
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. Telnet FRFE D E

Telnet Z2FEDHEE
FAFOF I BT, Telnet 77 B RICHOWTIE, KROEEEZSHL T &V,

o FEF/R L : Telnet OFFFEZ BN L TWAWESIZ, 22—V —LZZ AN LEHA, 274
VORATU—REANLET, T4 FONRNZRY— NI A, L7225 T, ASA
~Telnet##5i 92 121%, NATV—RERETLHIMLERDH Y 9, =—H —EXECE— KIiZ
TIEvALET,
FAEH Y : Telnet WEEZ AN LIZHAIE, A A AV —A_R—F - iin—hla—PF—5—X
NR—2EZINTWEa2—YP—Z LA TU— K2 AN LET, =2—P —EXECE— KiZ
TIEvALET,

ASDM 2EE DO E

SEEH D FIFERE e L TOASDM T 7 A IZEE LTl ROBHEZ S L T XV, AAA
PRREDOHIEIZ b 53, FEERREZ X ET HZ & HAEE T,

RAEZe L 1 T 7 AN R TIER, 7T Da——4 L enablepassword = > KA L
TASDMIZR 7 A > C&EET, ZAOEFFIZLRNEIIZ, TELRETREIAR—T
NAT—REERETLHZ 2RO LET, "A N, RAAL V4, BLXOS 2—T %
AT — R & Telnet SATU— ROFREEZIRL T Z&EV, CLI Cenable 2~ K&K
ALz EZ, mMAU—REEHETLHLIIROLNET, ASDMIZRZ A o LizL &
Km\:®%¢ﬁﬁ%éMiﬁm 0y A VEET (22— =R 2T TV DEEIC LA
W) 2= —H AT —REANLTEGAIE, ASDMIZE->Tr—IL T —HF_—
ATC—ENT =y 7 ENbHI L &Ebf<téwo

nﬁfﬁamuu (‘\/:/7‘/]/\ JL—T FE— }‘ODA) : :L“—*j‘“—ﬂlﬁiﬁfﬁéﬁﬁ)ﬂ%%gkf’éi
9, EAEOZ—Y—Z L RXRT—REANTDHE, ASADPKL F T X hiRA > Mkt
L CREBAEZRFEL 7,

AAA ZE3F . ASDM (HTTPS) FREEZHC LI-8 iz%AﬁﬁNwikﬁDWﬁw
n~%w7~&m~2:E%énfwén—%~%kﬂzv FEAJILET, T,
TG Da—W =l X —T I RAT— R TASDM 2T 20 F LT,

o AAA BREF L AFEBA O (v, —F v R E—KRKD#A) : ASDM (HTTPS)
PRREE AN LT E1E. AA AV —AN"—F g —I ) 2—H— F—H X=X TEHE S
nfmén~#—%kAxv FEANLET, AEAERIEHO 22— —4 L X2 U — |
NRRDGET, OB ANTIHE ko ET, 2=V —LZiEAENLIEL
THLNPUOANLTEL LIy @BRTEET,

DT ILVERREDHE

PAEH D FFFRFER L TOY Y T a2y ) —)L R— b ~D7T 7 A B LT, ROEE
EZMLTLTEEN,

* nuuftfﬁ L/ /) 7/1/77“1220)%&%7593 [/Tl/\fﬁl/\%é\li\ :L*‘"j‘*‘%\ /\Ox J— ]\
EANLFERHA, 2=V —EXECE—RIZT7 7 ALET,

. EETIEX
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| gE7 +Z
enable FRFEDHEE .

i nL‘nLT:ZS’?)V) )| 77/1/77'{Zx®muuﬁ%;ﬁ‘)‘ﬁ L7=% j: AAA r—_—F - T —H v
AP T N A TEREINL TS 2 —H—4, é:/\}<17 KEANTLET, 2—HF—
EXEC E— RNIZT7 27 EAL%7,

enable F2EE D E

a7 A BRI EXECE— RICADIZIX, enablea~2 FEZAALET, ZDa~r ROHE)
YEIX. BREENA 2 —TNAME I M L > THER D F9°,

RFE72 L ¢ enable iiEZ B E L TWR WA, enablea~> REAJITH LIV AT
A AFX—T NIRRT —RKEANLET, T 74/ MIZEETY, enable 2~ Fa i)
WAL XL, ZENEELTTHL RO OINET, 7272 L, enable iBaE & L7
wﬁA\mmmﬂva%lﬁbt%i BEOZ—YF—LLTrl/ A LTHERA,
Zhic \:vvlmﬁﬁknw%wwa®%% NEBEEZTFTHZENHY T,
:’-“—‘U:“—Zu ZHERFT HI1Z1E, enable FEREEMFH L TS &0,

FRAEDH U : enable FRAEZ R E L72H A1, ASA X7 B 7 MZ XY AAA B ——F 721
0= 2= —F—ZR=ATEZIN TN =P —F L XA T— FEER L £,
ZORRIL, 2 —BANTE D avy REHRIT L0l —Y —A N EE 2 &E %

RlcTa~r R 23473 258 RIS B £ 7,

0— )7 —2_X—2 % % enable iREDOH A1, enable =< ROV IZ login =2~
Y REMFHTEET, login 2~ RIZE Y 2—WF =AM S E T2, Bitad 41275
TDDOREITNED Y £ A,

FE CLIICT 7B ATEHa—H— %ﬁ%Eﬁﬁ%w°%%%T%ﬁwiﬁ’¢én~% Zra—
TN T —HZN—=AEBMT 5581, 2~ NRBAIZRET HILENRHY £, 2~ Fign
#ﬁw%é\%%v~w#2ui(2#r7ﬁwb)®n~% X, CLI THZO/NAT— K
AL THEEXECE—F (BXOIT_XRTHavw s R) 778 ATEET, HHWT, &
AELEE TR — T —H RX—ATIER AA A —R"—ZFH L Te /(v a~ R&REEd
A FEETRTOE—HNL 2—F—% LUV 1 IZRET DI LICEY . VAT A A F—
TN RAT — REFH L CRilE EXEC E— RIZT7 7 8 A T& pa—V—aHlHTEx £,

RRARARL—=—FT AT VRTLNGASAAND LY a Y

—EBDOT T N T A —ATIE, ASADFEITEROT 7V r—va L LTHR—RFLTOET
(f31] : Firepower 4100/9300 ® ASA) , IRA N ARVL—F 4 7 VAT LD ASA ~DE& >

Ta DA, PR A IS LTy U 7B X0 Telnet BiF2 R ETEET, 72203

77 v N7 4 — 2% — RO Firepower 2100 TiX, connectasa =~ > RiL U 7 L85k % L

£75

<NVF arTHFA L ET— RTIL, VZ?A2V74¥;V~V3VTMMZVVF%&E

TEFEHA, 72720, Telnet F/213v ) TAREEZEH T A N TRE LZSGA. RGET
IhbDtyvailbEAISNET, ZOBE, BHaLUTXF A MDD AAA —"—F 20T
2—H) a—W— F = _X—2ARFEH I ET,

EETIEX
I
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B cu. asom. BxGenable a7 K 7o wRBIEORE

CLI.

ASDM. 5 & Wenable a7 > F 79 REZBIIDERE

ATy T

ATy T2

1R BHEIIZ
e Telnet, SSH, F/-IXHTTP 77 B AZXKELEFT,

ﬂ‘nﬁmun %Aéi AAA —N— T )—T % F Ebiﬁ‘ = — 71 LR O)b}%/ﬁ\bi\ H—
NN T —=H_R=A | Za—F—ZBMLET,

« HTTP EHFEAETIX, AAAY— =27 L —7OSDI /' e haltzPhR—FLTWERA,

Z OFEBEIX. sshauthentication 2~ > RNIZ XD v — /b 22— —Z(ZBF 5 SSHARH &+ —
REICITEE L EE A, ASA Tid, AT —FRREI L, v—H/L F—Z X— 2 ZIEER
MBI LET, ZOEX, 2— V- L XRAT—-ROAEELET, v —h/L 22—
P—DABF—FRREE ISR — REFEATEX X227 21213, ZOFIEEZHEHLT

0 — A VERFF R BRIICERE L, AT — R 77 v R EHATHLEND D 77,

FIE

enable =~ > R&EMEHT 22— —%§RGET 285G 1%, [Configuration] > [DeviceM anagement] >

[User’AAA] > [AAA Access] > [Authentication] DIEIZER L, ROBREEITWVET,

a) [Enable] = v 7 Ry 7 AZEINLET,

b) Y= T N—THFETIXLOCAL T —F RX— R &I L E 7,

o) (A7 ar) AAA Y —N—ZBRTE5A1E, AAA F— = MERARTIZ 22> 72855
D7 =Ny 7 HFRELTR—=TL T — ﬁm~xﬁﬁméhéi9L%A%§ET%
%9, [Use LOCAL whenserver group fails] &= v 7 R v 7 A% AN LET, a—HL T —
HR—=ATITAAA P —R_—L[E L —HF - BLORAT— REFHT L L2 HELEL
F9, ZHUE, ASADOT a7 RTiIEE, EFOFRABEH SN TR ENR2NTZDT
R

CLI £721X ASDM (27 7 B A 5 2 —H —%GRAET 5454 1%, [Configuration] > [Device
Management] > [User SAAA] > [AAA Access] > [Authentlcanon] DNEIZEINL . RORE ZITV
£
a) WOF vl Ry 7 AuF A LET () .
« [HTTP/ASDM] : HTTPS Z{#ifl L C ASA IC7 2 & 24 % ASDM 2 54 7> k% i
Liﬁ‘o

*[Serial] : =Y — /L AR— b &AL TASAILT 7 BA T 52—V —%3EL 7,
7T v N7 #—2I F— KO Firepower 2100 D45, Z O F— T — KX connect asa =
<~ FZ2fHEHLTFXOS T 7B AT HREa ) — VT EB L FT,

¢SSH : SSHAEMEA L TASAIZT VR TA2—VF—FFHIELET (XA TU— D&,
ABF—FREE TR I blcr—h )L F—EZ_X—2MEHENET) .

* [Telnet] : Telnet Z i L CASAIZT 7 ¥ AT 52—V —%2FFEL £,

. EETIEX



| #B7/+%
asomzimEziose

by Fxv IRy A&F AL —ERATEIC, == TN —T 4 FTZITLOCAL 7 —
FR—AEBRLET,

o) (FFvar) AAA T —"—%IRT 25515, AAA b—"—REHRAIZ > 725
D7 =Ny 7 FRELTa—hL 75— &A%xﬁ FERESND X OIZ ASA R ETE
F 9, [Use LOCAL whenserver group fails] = v 7 R v 7 A& 4N LET, v—h /LT —
HR—=ATILAAA ==L L= BLOSAT = REHHT 52 L2 HLEL
FT, JHUL ASADT T R T, EOFRBEH I TNDE0RRINRNTZHT
R

ATY T3 [Applyl 227 U v LET,

ASDM FEBAEEERE DR TE

AAA FBREOF ) )b B RFIAEEAEAZ VEICTE 9, ASA IZFEAEAL PKI FJ A bR
/]):/l\ \—Hﬁ/\bf*ﬁﬂﬂzbij—o

1R BRI
ZOMEEIX, v —TFT v R E— RTOLYR—FEINET,

FIE

A7 w71 [Configuration] > [Device Management] > [M anagement Access] > [ASDM/HTTPS/Telnet/SSH] &
JIELZ IR L £

AT 72 [Specify the interface requires client certificate to access ASDM] fEIk C[Add] 27 V v 7 L, A~
B =T A AT T a CitAE~Y y 72EELE T, REEREEIT 51213, £ DiEFH
vy =B L TWALERH Y £7°,

AEHEREREISA v A — T 2 A AT LICRETE £ T, ZORR, FHTEL/ X —T = A A
FETINEA F— 7 = A A EOEHICOW TUTREAEORR N AREIZ e 0 £9, fEE~ >
7 &ER T % 121%, [Configuration] > [Site-to-Site VPN] > [Advanced] > [I PSec] > [Certificate to
Connection Map] > [Rules] # £~ L £,

ATv 73 ({LE) ASDM TitHlEN L —H—4 2T 2BICERT 2 BEEARET 51
[Configuration] > [Device Management] > [M anagement Access] > [HTTP Certificate Rule] DA
IR L £,

WDFEDHENS 1 SEFBIRLTLFEW,

» [Specify the Certificate Fields to be used] : [Primary Field] Kv » 7% 7> U & | & [Secondary
Field]| Kr vy "X 0 U A MMOEZEIR L 7,

* [Usethe entire DN asthe username]

« [Use script to select username] : [Add] %7 U v 27 L, A2 V7 NORAFZBEIMLET,

EETIEX
I
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B e=sacs s cuBL0ASIM 7 & £ ROHR

WREZ RO H T r o Mo —F =LA EFEFI AT DHITIEL, [Prefill Username] F = > 7 R v 7
A%F N LET, ZO2—TF—LNREYNIATI LI D ERR D56, FAIDOT—H —4 )3
FAIAN SN L WWE AT a Ry 7 AR RINET, 222, BGEHONA T — & A
hTcEET,

F7 4 FTliX, ASDM X CNOU gt a A L1,

AT 74 [Applyl 27 Vv 27 LET,

EEIHFAIZKBCLU B XU ASDM 7 £ X DHIRE

ASA Tl —H —OFEFFICER T /v A a2a—HPF—LVE— N T 7B A 22— —%2XB|TX
HEITRoTVET, 2—HF—m—NEXHFTHILT, VE—K T EAVPNZ—F—
RF Yy NI =7 TR 22—V =8 ASA [CEIEG A ML T DD &S Z E N TEET,
1R B

RADIUS £7=IZ LDAP (v EVTFH) 1—H—

2 —H—N LDAPfRH CTFEAES LD &, A 7 1 7 LDAP B L OV Ol A Cisco ASA &%
WZv B 7 &, FREDFFAIHRE PR S v E 9, Cisco VSA CVPN3000-Privilege-Level DA
Z 0~ 15 OFIPFTEIE L7=%. LDAP JEE% Cisco VAS CVPN3000-Privilege-Level |2+ v £ 2
7\‘ l/ i —éAo

RADIUS IETF @ servicetype J&:73, RADIUS F8aEF L OFF AT ZE R OFE R & L T access-accept
A=V TEFEEINDIEGAE, ZOBKITRIESN 22— —ICEDX A TOV—E R %5
TOHODERET DDA EINET,

RADIUS Cisco VSA privilege-level @ (24— 1D 3076, 7 1D 220) 7% access-accept A
=V TREEINLIGEIEL, 2= —OHRL NV ERET DD s E T,

TACACS+ 1—H—
Iservice=shell] TFFAIATER &4, P— 23— X PASS F£721F FAIL TIo&E L 9,
A—H)L 1 —H—

FBE L7z —H—4 @ [Access Restriction] 47> a U AHELE T, 727 BAFIBROT 7 41
MEVE [Full Access] TF, Z D%A . [Authentication] ¥ 7 DA 7L a V TIREINTZTXTO
PF—BRIZK LT, 7T 7 EABRFAISNET,

EEFAIDOREMS

BELFFA D AAA V—"— H A4 TBXOHEHRMEIZON T, ROFEZSML T EI,
ASA TIZZNODOEZERN L CEHT 7 A L-ULZRELET,

. EETIEX
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wEHAICL S cUsLUASIM 7 5 £ 204 [

Management Level

RADIUS/LDAP 0D
(RyEVTEh
=) B

TACACS+ Bt

O—AIL T—ER—XDE
%

[Full Access] : [Authentication] % 7 DA 7
Ya Y THRESNIZT NTOY—E Tk
LTIV T 7 RBARTFAESNET,

Service-Type 6 (7 K
R=AL—T4
) . Privilege-Level
1

PASS. ##EL L 1 |admin

[Partial Access] : [Authentication] % 7 D
Tva s TRET H &, CLI £7213 ASDM
W 5T 7 BANFFRISNET, 7L
[Enable] 47"+ = > & L T enable il
ERET DA, CLI y = —%—(% enable
A~ Fzfdi ] L CHiME EXEC £— RIZT
JEATHZLIITEERA,

Service-Type 7 (NAS
FA=A SRR
Privilege-Level 2 LA 1=
Framed 2) B L O}
Login (1) y—t' 2 #
A TRk DI
EJ5ae

PASS. HEi#E 1)L 2 |nas-prompt

[NoAccess] : BET 7 AN ERINET,
=Z— W —|Z [Authentication] ¥ 7 DA 7L =
YTHRESNTEODTAOY —E R BT
XFEHA ([Serial] 47> a3 IFRE £,
SFD, VIUTNAT I ERTHFATINE
T) ., UE—F 7TZ7EA (IPsec BLO
SSL) =—#—i3, SlEchiEcHHD U £—
N7 7 A®y v a rEBIEBLOW T T
TET, hoFTRTOP— R F AT (R
AR, Ty 7 AeE) bRERICLHE S E
R

Service-Type 5 (7
rRT U R)

remote-access

FOMOHA FSA4 >
L UTIN Ay Y=L T AIEETFICEENEEA,

« ZOMREEMENT DI, FEY 7 ® R

AAA FRGIE

LRETHMLENRH Y F9, CLI,

ASDM, L Wenable 2~ N 77 EAFRFEORE (22 X—) 2R LTLIEIN,

« SMETRBREZ T 2 A

%E’yﬁﬁébfiﬁﬂ%#é@@i#o
sHTTPFFH[iX, v 7N V—F v FRE—RTOLYFR—FEZNFET,

FIE

ATFYF1 HTTP & v ¥ g » OEEFH 2 A F—
[AAA Access] >

[User JAAA] >

. ZORREE A R

TMZTDIT
[Authorization] @

— 7T BRENT. AAA —_— T )L—7F

. [Configuration] >[Device M anagement] >
llﬁ Iz EE?R L. [Enable Authorization for ASA

Command Access] fEI D [HTTP] F = v 7 Ry 7 A& A2 LET,

EETIEX .
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B -~ rzaoss

GE) ASAa~Y RTI7RAZHRETHITIL, v—hLa~<y RFAOBRE (283—)
EZML TS,

RT9 T2 Telnet BELUSSH & v a v OFBFFA[ 4 A X —7 /W23 5H1Z1%, [Configuration] > [Device
Management] > [User SAAA] > [AAA Access| > [Authorization] DJIAIZE R L, [Perform authorization
for exec shell access] fEIR D [Enable] F= v 7V Ry 7 A% AN LET,

AT w73 [Remote] £7-1% [Local] 7> a v RZ L ZEINL T, EXEC ¥ =/V 7 7 ¥ ADFFr I 4
LY —_—iEELET,

ATy T4 EHEWE A F—T7 /2T DL, [Allow privileged users to enter into EXEC mode on login] 7 =
IRy I AT AT LET,

[auto-enable] 47T a L ERINT B L, TN T U2 AR Sz — W — DN E R EXEC
— RZBTEES, ZRLSTIE, 2 —F—F2—H%— EXEC E— FIZ2 Y £7,

O 2 FERRDERTE
O RADT 7 AZHHET 5HE. ASATIEa~y FFAIZ2RETE, 22— =20 FHT
EHavw s REPRECTEET, T 74V TlH, v A 045 a2——EXECE— RIZT 7
T ATE, HEROa~ > REZFNRMESINET, enablea~ > K (F/2iE, v— 5—
ER—=2%HTHE EFlogin 2~ R) Z AT 5L, FiE EXEC E— FBX O =7 ¢
Xal—Yaryavry NeghEElav RICT 7 EATEET,

WRD2HoDa~vy RFJFXOWT N hEFHTEET,
o T — 1 JVERME L ~L

* TACACS+ H— N—H5E L~

a7 REERIIZDONT

avy FRAZANIL, KBFEHADA—F —IZOHh A~ FANECHETHIENTEE
ﬁ‘o

-U-;ﬁ_ Féhé:?) I"nl..\_.llﬁ_t
WD 2 oD a<y RHEAFROWNTNHEZHEHA T £,

e —HVEEHEL ~UL  ASA Ta~<y REMEL~LEZHRELET, o—hL 2 —HF—,
RADIUS == —#—_ F72I1XLDAP = —#— (LDAP J&!t:% RADIUS @i~y B> 745
BA) ZCLIT 7B AZOWTHEIET A HE. ASAIZFDa—Y —Z2n—h /L F—F_X—
A, RADIUS, F721ZLDAP H— "—TERIN TV DFHE L VTR S E T, =—
=X, VL TOHNTRHEL AU TOavy RIZT7 7 EATEEST, 7 3CTHD2—

—lI. T s A5 EEIC, 2—P—EXECE—F (LL0FEiFloa<wy
F)m77txbi¢ Z—HP—F, FHEEXECE—F (L~ 12l bkma<R) (&7
AT LI N enable 2~ > R CRFET 52>, login a~> RTrZ A v (B—7h
T = R—=RZ[RD) TEET,

. EETIEX
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a7 avrxzreavy e

A\

B o—bF—HR_R—=ANZ2—P—=NFELRL T
1, F72 CLIGEFER enablefBFEN 2 WA TH, 17—
v awy Rzt £9, R VIZ, enable
aw L REANTDBEXIZVAT A A F—T /L XA
J—R&2ANTHE, ASAICL > TL~UL 15 ITED
NWET, WIZ, TRTOLLDA F—T )L /N2 T —
REERLET, 22k, enablen 2~15) %A
ST, ASAIZE > TLUbniZi@Einsd Lo
WZARDET, 2NHDL-ULE, ve—Hh L avwy R
AT ETHEASEYA,

* TACACS+ H#—/S—FfHE L ~L . TACACS+ $—/3—T, o —HF—F72|L 7L — 7 CLI
T RAZOWTCERIE L2 CHEATE 2 a~vy RERELET, CLIT2—F—2NAT)
THTRTOa~r KL, TACACS+ — _"—THAESNE 7,

t¥a) T4 a0TFAMETT Y REHH

N

AAARET I THF AP EICEBITHY, 2 TF A M THREESNETA,

g~y RFAERETIHAIE. X2V T 4 arTX A MERIAICRET HILENRH Y F
T, TORTICEY, BR5Fa2 VT 4 arTFA MK LTER L a~vy RHENE2FILTT
E7,

X2 VT 4 a TRV EZL5EG, FHEIL, e /A VRICHEE L2 —F—4T
SN a~y FRHLWar7xF 2 bty g U TIRERRD AR HH Z L0, HrLw
AT RARNTEHAYY FFARE TS RESIVTWRWAREEN H D Z & 2 SEHIZEN T
LIEEW, avw U RFFaRtEX2 )T 0 av T A ML TRRDGAEND D Z L #E 8
NEE L TR E | RELAEC D aTREER H 0 £,

GE)

av Y FERLAL

VAT DFETANR=ATITAAA 2~ RRYR—FENRWED, VAT LFETAN—ZT
Fa~y Rl TE £ A,

F7 4N T, RO~ RONEHEL~L0ICED S THENET, TOMOTXTHa~v
RITEFHE L~V 15 2B 4 THNET,

« show checksum

« show curpriv

A4 Rx—T Lt
* help
+ show history

EETIEX .
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* login

» logout

* pager

« show pager
« clear pager
* quit

« show version

a7 4 Fal—raryE—Ravy RE15 L0IRNL-LZBEIT 5556 1%. configure =
<Y FHRICL-VUIBEIL T EEY, Zokrcliang, 22— —Fdar7 4 Xalb—
YarE—RIALZZENTEEYA,

A—AJ)L a7 FEFRIDERE

a— avy RFaEZFEH LT, a2 RE 16 DFFHEL~L (0~ 15) O 1 DI12E) 24T
HZEMTEET, T74ANMDPTIE, Ka~vr RIZEHEL-L0 E23 151280 ToHNnE
T H—F—ZREOFHEL ~NIERTE, F—P—1THV Y TONIFHEL VLT
Dawy REAJTEET, ASAX, v—H)L 7T —H~—AZ_ RADIUS %— —_ F7=iX
LDAP #—/3— (LDAP J&M£:% RADIUS JBMEIC~ v B 7T 5848) [CEEShT\nH2—
P—RFHEL LY R —FLTNET,

FIE

AT w71 [Configuration] > [Device Management] > [User SAAA] > [AAA Access] > [Authorization] DJIEIZ
B FE T,

AT 72 [Enableauthorization for ASA command access] > [Enable] = v 7 Ry 7 A% AN LET,

AT w73 [Server Group] Kr v 7 X7 U A Rpb [LOCAL] ZiEIR L FE 7,

ATYT4 o= avy NiFuaA X—T7MIT &, A7 a T, FlEL~ L alxDa~ s FE
eixa~wy R A—ICFBHTHY BTy | FATERKHA2—F—T W0 MNekEL A 1 —
T LY TEET,

s FRIEFROZ—W— T h U MNEZEH T 2121%. [Set ASDM Defined User Roles] % 7
Uy LET,

[ASDM Defined User Roles Setup] # A 7 2 77K v 7 ANEREINET, [Yes] 227 U v 7§

L&, FMEREHAL—F =T A0 MHEZENTEL L9122 3, FAERFH

a—H— T h v MREICIE, [Admin] EFHEL L 15, §_RTOCLIa~ > R~D 7 )L

7 7 & AHE) | [Read Only] (FFHEL -~V 5, FiAHD BEH T 7 & A#E) . [Monitor Only]
(Fp#E L~V 3, [Monitoring] B 7 > a > ~DT 7B AMEDHR) BHY £7,

e v R LeUL%E FE)TEHRIET H121E, [Configure Command Privileges] 7 U v 7 L &
j—O

. EETIEX
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ATy TH

TAcACSs H—i—cnavy kosz [

[Command Privileges Setup] % 1 7 2 7' 7R v 7 ANF R I E T, [Command Mode] K7 > 7
2 YA NG [All Modes] 38 IRT 5 &, X Toavy RERR-TEET, RbD
W2, a7 4 F¥ab—varyE—RE®RIRL, ZOE— RCHEHTERa~YY REERRT
HZEHTEET, L 2L, [context] ZIBIRTHE, avTFANary T 4 Fal—
vary ®— RCHHMERTXTOa~vy REFRTEET, 3074 X2l — g
E— RZTF T, =2—%— EXEC & — R EXEC E— R CTH ANNAHET, o
ET—RTEIWCBR DT 7 arNIETEIND L) ea~vry REFERTL2HEAIZ. b0
E— FIZxF U CREICERE L NV E R TETE £7,

[Variant] 7 7 A 21X, [show], [clear], 72X [cmd] BERSINET, FRHEIX, a~2 RO
show =, clear IX2., 7213 configure EHUZH L TOARETE LT, 2~v2 RO
configure FE=I%, BH ., RIEFE=Z~2 K (show £7cid clear 7L 7 4 v 7 A/ LT) iz
FnoBXE LT, av 74 FXal—va oLzl EATT,

A ROV EEETHGAEE, a~vr REX TV 7 U v 7350, [Edit) 227V v
JLET, LoULMT 0~ 15 DFPFATRETEET, RETEXDHDIE, main 2~ RO
LT T, e xE, ¥ XTwhaaaza~y RO L~ULEHRETE 408,

aaa authentication =~ > K & aaaauthorization =~ > RO L~ULZHRBICHRETX 4
Ao

RINTWNWELETRTOav Ly RO LV EEET H551%, [SelectAlll] 227 U > 27 LTz
%Iz, [Bdit] #27 Vv 7 LET,

[OK] %27 U w7 LTERNEEHELET,

(f:E) [Perform authorization for exec shell access] > [Enable] = v 7 Ry 7 A& A 2L

T, ARV FRADIZDDAAAZ—F =2 F{CLET, ZOFT v a2z A LR0GH,
ASA X, B—N T —H X=X 2 —HFDORHELXNLEZ T2 R— L, OX A T D=2—F
ZTRTCF 74/ FTLUL 15 I8 Y TET,

EHIT, Zoawy NIZEHEREEAANC LET, EFHFAICL D CLIBLXOASDM 77 &
ZDOHIRE (24 =) ZBBLTLIIEE,

ATv 76 [Applyl 27 U v LET,

FARRENED Y THN, TOEFNENRFETa L 74 X2l —a VIREESNET,

TACACS+ H—/N—TD AT > FDERE

ITN—TFEIHEx Da—YF—ndeF a7 7 4L a s R—32 k& LTO Cisco Secure Access
Control Server (ACS) TACACS+ H—/"—Ta~vy REHRETEET, =K =7 4D
TACACS+ ¥ —_—DA1E, 2~ R[4 AR — hOFEMIZ O W T, THEHOY——0
V=2 T NV EZRLTIIEE N,

Cisco Secure ACS /N— g 3.1 Ta~wy RERETHIHEIL. ROTA RIA4 251U T
<TEE Y,

EETIEX .
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B mcacsi v—i—cnavy romE

cASAIL, Yzl awr RELTHNTIRa~vr REEE L. TACACS+H— _R—Tv =)L
aw L RELTavwr FERELET,

A\

B Cisco Secure ACS (2%, [pix-shell] EFEEND a2~
REATNEENTWDLEERHDET, ZOXAT
X ASA =~ FFFAICAEM LanT< 7280y,

o a2 RORYIDU—RF, A avwr RERRINET, ZOMDOU— NF3TH|
Bl RzpsnEd, Ziuud, pemit £72iF deny DRICELS LERZH Y T,
7= & 21X, showrunning-configurationaga-server =~ > R&FFa[ 351213, a~v2 R 71—
JV RIZ show running-configuration Z38A0 L. 5|#~7 1 —/L FIZ permit aaa-server # A7/
Liﬁ‘o

s [Permit Unmatched Args] F— v 7 R 7 A& A 12T 5 & BRIICHES L CnZeng
ThOa~y FlEFATTEET,
el 21, FFED show 22~ > REFRET HIET T, TXTD show 2~ > RBFFAI S
F9, CLIOMAEZ RTEREFCAIEE /R Y, a2~y ROEREZTXTTPHETLH0ERN
LI BHDOT, ZOHEEERTLZ 2B LET RORESR) |
1:BETZIRXTHOITY FOEFA

¥ Permit Unmatched Args

114412

AddiCommand | Remowe Command |

senableC help 72 &, H—TU — KD a~r RiZHoWTiE, 20O a~y RICHER WA
Th, ~HLARVSIEREFATILERHY T ROKESR)

. EETIEX



| #B7/+%
TAcACSs H—i—cnavy kosz [

B2:BE—TJ—RFDav > FOFA

[ Permit Unmatohed Args

114411

Add Command | Remove Command |

« SIBEHELT 51T ZO5IEOHENT deny A LET,

72 & ZI1X, enable =~ > RZFA[ L, enablepassword =2~ > RZF A L7aWGEI121,
av N7 44—/ RiZenablex AJJL., 5137 +—/v FiZ denypassword = A/ L £7°,
enable 7213 RFFR & D K 912, 47, [Permit Unmatched Args] F= v 7 R v 7 A% 4
IZLTLZSn (ROKESR) |

X 3:51%0EE

[ Pemit Unmatehed Args

deny pasanard

Add Command Remowve Command |

114410

AR RIA L Tavy FEEBETANILIZSGE, ASAIZT V7 4y 7 AL AL 2
~ VU REZERRTXAMIEBRLETN, TOMOSIHBITIATI Lz LBV IZ TACACS+
P R—ZEFELET,

7o & 21X, shlog & AJ)¥ 2% & ASA 158472 =2~ K show logging % TACACS+ H—
N—lTHELET, —J7, shlogmess & AJJT 5 & ASAITER &7z~ K show
logging message Cl&72 < . show loggingmess z TACACS+ #— "—ITi%E L7, A
ZTRLUCHEUBIEOERED A~V EHETEET ROKESR) |

EETIEX
I



gE7tx |
B rrcacs: o< rEEoRE

4: BT OIEE

[T Permit Unmatehed Args

permit logging
permit logging message
permit logging mess

114414

Add Command | Remowve Command |

T ARTO—P =T L TROERT~ U FEFAITLZ L2880 LET,
+ show checksum
« show curpriv
A=t
* help
« show history
* login
* logout
* pager
* show pager
« clear pager
* quit

» show version

TACACS+ O <7 > FEFRIDEXTE

TACACS+ 22~ RiRa[# A4 X2 —T7 WL, 2—H—MWNCLITa~r FEANTH L, ASA X

ZTDa<wy Fea—PF—4% TACACS+ P — R—IZXEFE L., 2~ RREBEAINTWENE D
MEHBILET,

TACACS+ 22~ Rl & A X —7 MZT HHIC, TACACS+ — "\—TEFZI NIz —H—
ELTASAIZRTZ A LTNDI L, BEWASA OBREEKT HT-DICM T a~ 2 RFFA]
NHDHZEEERL TSN, &2, T CoOa~vy BRI SN EFHla—F—& L
T A VTHVERSGDET, ZOL2C LVt BRET v 77U FEI5 RN
HoEF,

. EETIEX
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ATy I
ATy T2

ATFvT3
ATvT4

ATy TH

A—AlL T—

B—hL F—a_R—2 1—F—0 27— K Ky v—oBE |

BRL7ZEBVITHEET D Z EMER CTEDE T, REZHRFLARNVWTLSZE VY, FEWIZ X
Ve vy 7 7T NENTEHE, BEIZASAZEHREITHZ LICL - TCT 7 AZRIETEET,

TACACS+ VAT ANFERIZLZE L TEETE LI 4R LET, LEREREEL LIS
W, WEIE. SBARITE TACACSt H— 38— ¥ 2T A L ASA ~D R TLEFER N ILETT,
7 & 21E, TACACS+ Hr— 38— F—)LC, A v B —T = A X VI SN 1 DD —R—L
A B =T oA A 2IZHEH SN ROV —_"—%EFDFE T, TACACS+ hr— =i TE
WIRBIZ 7+ — RNy 7 FRE L Tr—B) a~vy R 2R ETH L L TXET,

TACACS+ —N"—%fH L7za~y RFRIZHET AL, ROFIRZFEITLET,

FIE

[Configuration] > [Device Management] > [User SAAA] > [AAA Access] > [Authorization] DJIEIZ
WIRNLFET,

[Enable authorization for command access] > [Enable] =~ 7 Ry 7 XA &4 12 LET,
[Server Group] Kz v 7 & 7 U A Rivh AAA —N— T —TZ 53R LE T,

(A7 a ) AAA T —_"—=MERARTIZ RST80T +—nNy 7 FAE L Tr—Tb
T—HR=ANRFEHIND L HIZASA ZHETEET, &ET SHITIEL, [Use LOCAL when
servergroup fails] 7= v 7 AR > 7/ A% A4 A LET, —B—H T —H X=X TILAAA T — 3 —
ERICLZ—HF—HBLONRNRT— REFEHT L EAHELET, ZHUd, ASADT BT |
TlE, EOHRBER SN TOD PR REINRNZHTT, bTa—hINLTF—FX—2ADL—
P—ba~w FEEL~LEREL T EE0,

[Applyl] &7 U v 7 LET,

g REFARENE D B THN, TOEENENFEITa L 74X ab—ra VIRESNE
—g‘o

BR—Z 1—H—DRRT— K K S —DRE

O—H )N F—R_X—2%H LT CLI £7-1Z ASDM 7 7 £ 2D L HET HEEITL. IFE
WRZEES L a2—P— IR - ROLFELZTER L, AT — FOKER & &R E T
REDNAY — NEHIIHEH) Z L B ERTDHRAU—R R V—E2RHETEET,

NRAT—= KRR v—Fan—hL T —=F_R= 2T E L —F —126 L OB S
FT, BN T—HRX=RAEMEHTHZOMDIATDRNT 7 47 (VPNRAAAIZL D
Xy FT—27 T RBRRE) R0, AAA P —R_— 2k o TRt &SN —F—IZi3@EH s n s
A,

NAT— KRRV —OREZIL, BOERIINOZ—F—DRAT— REEETLH L, HLW
INAT—= R LTARRAT— RARY =Nl S Ed, BEFEO/RZAT — RiZonTid, BT
DORY —NEAINET, FHLWAY > —F, [User Accounts] ~<4 >3 L O} [Change My
Password] XA V&ZfEH L7z XA — ROEF A S NET,

EETIEX .



gE7tx |
H—A)L T—ER—R A—HF—D/IXRT—F R >—DHE

1R BHEIIZ
e — PN T —HZ_X—=2%FH L CCLIE/ZIZASDM 7 7 £ 2D AAARGEZHRT L E7,
e — )T —=E_R—= AN ——ZEFEE L E7,

FIE

AT w71 [Configuration] > [Device Management] > [User SAAA] > [Password Policy] DJIEIZEIR L £,
ATV T2 ROFT v a VELBEICHAGDE TRELET,

+ [Minimum Password Length] : /XA U — RO/ a AL E T, AMEOFFHIL 3 ~ 64
LFTT, HRENL AT — FOE/NEIL 8 LFETT,

« [Lifetime] : Y &— k =—¥%— (SSH, Telnet, HTTP) D XR U — ROF#HIM % AT
ELEF, arY—R— bOa—F = AU — ROFBYIRIN TR v 7 Shd 2
EEHY EFHA, BEMEIE 0~ 65536 TT, 774V MEIZ0 ATT, ZOgse,
AT — FIER L THIREINIC 2D £H A,

NAT — ROFGHBRNEIND T HANZ, BEEA v —URRRINET, SAT—FD
HEEERONLE, VE—F a—PF—DIT AT LA T 7 AIEEEINET, AR
DYINT- 2T 7 B AT 51T, ROWTULOFIEEZFEITLET,

M DEBEEICNRNAT—REEFELTHLLWVET,

Yo =L R—hZal A LT, NATV—REEELET,

* [Minimum Number Of] : IRD ¥ A VO FHREHBELE T,

* [Numeric Characters] : /XA U — RIZEF DT UL 7 & 72 WHF O e/ NCF3oe AT L
FI, ARRMEIT. 0~64 XFTT, 774V MEIZO TT

* [Lower Case Characters] : /XA U — RIZE O 2T UL B 720V INSTFOR/NUFHE A
NLET, AHEOHPHILO0 ~ 64 LFTT, 774/ MEIZOTT

* [Upper Case Characters] : /XA U — RIZE O 2T UL 72 WKSUFO RN UTFHE A
NLET, AHMEOFIAIL 0 ~ 64 XFTT, 7740 MEIZ0 TT

* [Special Characters] : /XA T — RIZE D 2R2TF TR B 72 WRFBR U O e/ NCF 4% N T)
LEd, AMEDOFMIL 0~ 64 XFTH, FHCFITIE, L @ #. 8. %. N\ &,
(BLO) NEERET, 7740 MEE0 T,

« [Different Characters from Previous Password] : # LV XA T — K L R T — R THE
RIRTNER DRV EB/NCTFE AN UET, AR, 0~643XFTT, 77+
U MEIZO T XXFE~ y F o SIMNEIEFELETA, LIER-T, LW IAT —
RTHEHINDFER, BIEO/SRAT— RO E ZIZHHEH S TWRWEEIZIRY |
INAT— RINER I ERRINET,

* [Enable Reuse Interval] : LARHICHEHA SN2 ~ THDORA T — R —FHFT 52T — RO
BRI AT D Z e T& Ed, LT/ S2 T — Rid, password-history =~ > R4 fiff

. EETIEX
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r1zo—rozE [

LT, BB {LENTE THE—F L OREIRTFEINET, Z0avy Rea—F—
DRETHZ LITTEER A,

* [Prevent Passwords from Matching Usernames] : =—%—4 & —E T 5 /AU — R&28 L L F
—gqo

ATwF3 (47T 3) [Enable Password and Account Protection] &= v 7 iR v 7 A& A4 A2 LT, =—
H—73 [User Accounts] XA > Tix72 <, [Change My Password] ~XA > C/XATU— REZEHT 5
TEEBEMHLLET, TUANIMERERFT AT AT, ELL0OHETH, 22— — 38
AT —REBETLENTEET,

Z DOREE A R — 7 /LIZ LT, [User Accounts] A > C/RAT—REEFTL LI ET5HE, K
DTT— A=V NERENET,

ERROR: Changing your own password is prohibited

ATy T4 [Applyl 227 U v 7 LT, FRENEEZHRFLET,

INAT—FDEH

NAT— RKARY O —TRRAY— ROFMYIRZRE LGS, AR EARE 5 &2 — R
EHLVWSAT— RIZETETH0ERH D £7, Axv—bf)/—hﬁ%4z Tz LT
e, ZONRARATY—= RNEROAXF—LABMEATY, NAT— KU —BFENA £ —7 /LT
BWGEEIE, ZOXAYy REMERTLZ LY, BEREa—F—T WU MEERETHI L TE
3

username /XA U — REEFE T 521X, ROFNEEZFEITLET,

FIE

AT w71 [Configuration] > [Device M anagement] > [User SAAA] > [Change Password] DJIEIZER L £,
ATV T2 HOARRAT—=REZANLET,

ATFYT3 HFLWASRT—REASLET,

ATV T A FEBOTZOITH LWWSAY — REFHEAN LET,

AT w75 [Make Change]l #7 U v 7 L7,

ATV T6 [Savel T A a7 Vw7 LT, Erarr7 s Fal—ra  [IEEERGFLET,

074 ODBEZEMLTRTT S

T 7/ NTER, v A VERIZ0 BRERGFESNE T, ZOMELENCT B0, HExEk
K365 HETERETEET,

EETIEX .
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B c=7rtx709 70 v08%

ATy T
ATy T2

ATvT3
ATvT4

1R BHHEIIZ

cn A VERIT=y b GEE) JEICRFSRET, T2 A== LT TR
U 7BRETIE, 2=y IR AFOn 7 A VBEOHZRFEFLET,

s A DB —H1%, Va—REN5 LRI R 9,
« 1 2L kD CLIFH S A (SSH, Telnet, >V 7/L =1V —)b) TH—H/L AAA Rl A

F=T M LIEHE . AAAY —N—Da—F—A E L Fu— DNV T = R=ADa2—F—
N Z ORERENEA S ET, ASDM O u 7o UFEBICRFE S EE A,

FIE

[Configuration] > [Device M anagement] > [User SAAA] > [Login History] DIEIZERIN L E 7,
[(BEEOn /A VBV AR—NRE| T = v/ Ry 7 A2 AN LET, ZOMREIL, 774+
VR TA R—=TNIZENTWET,

] 2 1 ~365 HOMTHRELET, 7 74/ ML 90 TF,

07 A VR EFORT HI2iE. W ASDM [Hif T [Status] 2X— (23 % [Login History] 7
Aarvkr )y 7 LET,

! T T = - I- — T — T
12:17 12:18 12:19 12:20 12:21

1 M Input Kbps: 5 M Cutput Kbps: 5 |

docs 15 B 2 @ 11/13/17 12:21:39 PM UTC

FTRTCOa—Y—Du 7 A VBENIAT 0 TRy 7 RATRRENET,

EEBTIOERRTHIUT 4 VT DETE

ATy T

CLITshow =~ RSO A~ e AT %6, T O T 407 A vE—T % TACACSt
THOT AT == |ZEFTEES, 2=V —PuerfF5Lx, =—F—enable
O REANTDHEX, S a—Y—Na<wr RERITTILXOTHI LT 4 o T hik
ETEET,

avw L R TAUT 4 o TIERTE D — =%, TACACS+ 721 T,
BT 7B ARBIOA, F—T N a<w R T T 4 T RRET DI, WOTFNEE FELT
LET,

FIE

enablea~ > FE AN LTca—F—DT BT 4 T HANTT 21T, ROFIEZETL
=7,

. EETIEX
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ATy T2

ATvT3

ATy T4

nys 7y rnsonE [

a) [Configuration] > [Device M anagement] > [User SAAA] > [AAA Access] > [Accounting] DJIE
\ZEER L. [Requireaccounting to allow accounting of user activity] > [Enable] = > 7 7R
JAEFNTLET,

b) RADIUS 721X TACACS+ — 33— ) —T 4 2RI L 7,

Z—H—78 Telnet, SSH, F71Z> V70 a2 Y — 1 EEHLTASAIZT 7 A LEEAI

ZDA=W—=DT AT T 4 T EHAIMET DI, ROFIEZETLET,

a) [Require accounting for the following types of connections] #H3% T, [Serial]. [SSH]. F 721X
[Telnet] F= v 7 Ry 7 A% A A LET,

b) FHEGi X A 7D RADIUS £ 721% TACACS+ H—3— J)L—T 4 58N L £,

AN R TATT 4 T ERET DL, WOFNEEZFETLET,

a) [Require accounting for the following types of connections] = U 7 C [Enable] = > 7 7R v 7 A
A AT LET,

b) TACACS+ W — N— 7 —TZ %R IR L E£J, RADIUS [TV AR —F I TWEHA,
CLI Tshow =~ RLSDa~ > REANT L6, TV T4 7 Avte—V%
TACACS+ T H T 4 7 P —N"—ZEFTEET,

¢) [Command Privilege Setup] ¥ A 7 RV ARy 7 AZHH L Ta~vy REHELNLVE D AS <
A XFHEE, [Privilege level] Ky 7% 7 U A N Ch/MFHEL NV EFRET H 2 & T,
ASADT AT 4 v Txtlinba~y RERIRTE £, R/MHEL~LED L TO
a2 RiE, ASA TUEROXIG L0 F/ A,

[Applyl 27 U v 27 LET,

THOT A TRENEVLETHI, TOERNENFE T 74 Falb—Ta VIRES
ET,

Ovo 7 oD EE

RWIZ L > TE, a~ > REFRRCLIRIEZ A 1275 &, ASACLIbuay 777 hEnb
BARHY ET, BT, ASAZHE#FTLIZ LIk TT 72 ZEETEET, 72771,
TTICaAr 74 Xalb—ra 2R EFELESESE. vyl 70 FEN-E 506N S
V)i—a—o

ORI, —fxM7ev v 7 70 MNREEZDRIEFEEZRLET,

EETIEX .



B oororreons

K1 CUZBESSPAR Y FFAIOAY I 7O~ T UA

gE7tx |

AvY 7k
1 i FREA HIGE : ST E—F |[H®IEE: IILF E—F
u— 77V CLI 38 a—h)T—H4 | a—h) T —H— Dﬁ\/])-‘/b\ INAT— R E | AL vTFNHASA~DE v

NR— AT — AN —Y =N fFffE|laaa a2~ RE Uty bL |[varvzEpLET, VA
P—NERELT | LARWEAE, vo A | £, T LFITAR—AND, 2
VAN VOEP, a—H—p VT RA MUY EZ T
BL TEEH A, Z—PF—FBMNTDHZ LN
TEET,

TACACS+ 2=y |H— =R | = N"—EELET|L vl AL, NATU— |1l ASATHRy NU—7 =2
REFFT YLTWADE | BAEAEIE. v A F& AAA =<2 R % V74 Fal—a
EEARHET, ba<w s FOANLT Uy bLET, MNIEL L BN HIT

TACACSYCLIRERE | o sy s |22t B B A U
RADIUS CLI &Gtk | iz E LT ' _ - HAHGEAIT, A v F
V7R, tacnysryha D5 ASA ~DE v L 3

ninkolz, m—a
T =R R R
T x =Ny AL
LCRELET,

CEBERLET, VA
T BFAT A=A
5., AT HFARMNIY]
DEZ TRy hU—7
HiXETHZENT
xFET,

2. Y—R—mF LTz
=R (e = 17yl N\
NNk oz, v—7
TR A%
P e A A5 = W
LCHRELET,

TACACS+ 1< &
REFA

+or I kD 7
Wa—HF—F
I L7220

a—HF—L LT
a7 A4 L7z,

A RFFAIDA F—
TIAZIR ) ETH
=PI k=
v REANTERL
Y ET,

TACACS+ Hh—/"—D = —
Y—Tho hEEELFE
KR

TACACS+ $h—/X—~D7T
7w AMENRTRL . ASAET
SICRET DVEND D
Bl AT F U A R—
Ta4vavicarZ AL
T, "AU— Rt aga=a~
Y REVE®Y FLET,

AA wF D ASA DT
alrEPERLET, VA
T LFELTFAR—ANE, o
YTHRA MU RE LT
V74 Fal—a DR
WEFRTTHILENTEE
9, F£72. TACACS+ =1
74F¥ 2l —varEEE
TAHECTCavy KAl &

TAE—=TNMITEHZED
TEET,

. EETIEX
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712 79220E=5—1>5 |

Ay Y7 k5
HeE s ZBA WnE : YTV E—F |WEE: YILF E—F
a—J)v a<wy K| +oRBHEOR |a~< >y RIFRiRAx—|rnJl A4 L, NAT—RE | AL v TFNHASA~DE v
ewy Wa—H—L L |7 ETRN, laaaa~vr FEUEy ML |[va v a8 LET, VR
T/ A4 LT |2—%—ixnllla|Ed, FAFITAR—ZANE, 2
Wb, <~ REANTEAL VTXA ML T
ERESE D LR EET S
ZEMTEET,

—

FINARATHERADE=RZ—1) Y

* [Monitoring] > [Properties] > [Device Access] > [ASDM/HTTPS/Telnet/SSH Sessions]

EER~2A 12i%. ASDM. HTTPS. BL O Telnet D& v a v &I L T+ 22 —9 —
DO ZA T, By gD BIORIPT FLABRRENET, BEDE Y 3214
W42 i21%. [Disconnect] #7 V v 27 LE T,

THEARA T, 7 TAT b, =4, AT —F A, VT =T A=
o ANIEE s A4 7 S b2 A4 70 AJJHMAC, 1) HMAC, SSHE v =3 &~
ID, %0 OF—FAERT —# | R OF —FAEMRFER, 7 —F X—2ADOF —fFA, FFH
N—=2ADF—HFAERK, REOF—HERDORHNERINET, FEDOE v a 2k
95121, [Disconnect] 7 U v 7 LE T,

[Monitoring] > [Properties] > [Device Access] > [Authenticated User g

ZDORA NTE, AA AT —AR—=IC ko CRiEE N2 —Y—Da—Y—4 IPT KL A,
ZAF w7 ACL, IHEENX A L7 U b (FETDIIHE) . BIONERIZ A L7 7 33—
ERRINET,

[Monitoring] > [Properties] > [Device Access] > [AAA Locked Out Userg|

ZONAL AT, vy 2T Y R ENTZAAA B — T =P —Da—HF =4 K LIZR
FEDORITIEE, BEOa2—F—Pny 770 FENEREA - TR RENET, my T
U N ENTERHFEDO—Y—% 27 U T F5HI2IL, [ClearSelected Lockout] =27 U v 7 LE T,

2y 77T NINTETRTOL—YF—%2 U7 F 5L, [Clear All Lockouts] %27 U 7
LET,

[Tools] > [Command Line Interface]

TONA LTI, SESERIFA L ETIT 4T a~r FERITL, R E2FRR"THZ &
MTEET,

EETIEX
I
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EETIELRADERE

R 2. EBT VL RADERE

gE7tx |

HaE

iy

TS5y bk
TA—L4L1Y)
)—X

np
]

SNMP [ FEBLT 7 & X

9.14(2)

A FE VPNIRHDEZX 2 772 SNMP R—1 7 2RI 57
DOVPNRED—BE LT, VPN h o RUREOEHRT 7 & 2
ERET DB, SMA X —T = A ADIPT R AW G~ v
TT 'R R MIEDET,

e
it

HTTPS 714 KA Z A LT ~D

9.14(1)

ASDM, WebVPN, BXOMLD 7 T4 7> hE&ETe, ASA~DT
RTCOHTTPS #:5e DT A RAH A LT U FERETEDH LI
720 FE L, 2 E TiE, http server idle-timeout =~ > K& fiff
JILTASDM 7 A RAZA LT DU FERETHI ELNTEE
FATLEZ, MHFOXALTU NEFRELESGAIX, HiLnaw
Y RICEDRRENBELRINET,

HB/ZS T S 7= #iE : [Configuration] > [Device M anagement] >
[Management Access] > [ASDM/HTTPS/Telnet/SSH] > [HTTP
Settings] > [Connection Idle Timeout] = v 7 &K v 7 A,

HETEFRINZY X MUSLU TR LS
WEX2 U T bR bENEF 2
T 4 ~EW I NIEFFC SSH S LD B
%KoK

9.13(1)

FRIER SN U A ML U T, SSHEE S LOR 503 ik bk
X2 T4 bRbEVEXF2 T A ~EWIIERF (FEiE
E) TERREIND LR FELE, BEiOY Y —XTiE, &b
BNSDONPLERLENHEDO~DIEFTY A RSN TEY, E¥Xa
U7 4 BEWIES L0 BIEWIE SRR RSN TVE L,

LV Sz

[Configuration] > [Device M anagement] > [Advanced] > [SSH
Cipherg

SSH ¥ —KHiE— FOREIL, EH o
VTHFAMIBREENTWET,

9.12(2)

BH =T XA N TIESSHF —MARET DUENH Y £,
ZORET, LOTRTOa U THFA ML TR S ET,
B/ S 7= : [Configuration] > [Device M anagement] >

[Management Access] > [ASDM/HTTPS/Telnet/SSH] > [SSH
Settings] > [DH Key Exchange]

. EETIEX
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R

BE

TS5y bk
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)—X
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]

enablent 7' A LD /RA T — ROZH
DILZEIT

9.12(1)

T 7 4V kD enable DN AT — RIFZE[TY, ASA CTHiHE EXEC
T—R~DOT 7B RAERITTHHAIC, AT — RE3XFE
OIEICETTDHZ ENMAEERYE L, ZAOEFICTH L
I T& £ A, noenablepassword =2~ > RIZBIEVR— bk &h
TWEHA,

CLI T aaaauthorization execauto-enable # %24 % & . enable
Ay R, login 2w R (FFHEL L 2 BLEDa—F—) | &
721X SSH/Telnet & v 3 3 » Z ] L CTHFE EXEC E— RIZ7 7
TATEET, TRLOFETET AT, A F—T W SAT—
FEZRETHHLERDH Y 7,

ZDONRAT— REFOEMIL, ASDM O v 7 A i S
FH A, ASDMDT 7 /b b Tlk, =—H—4 &l flH7 enable
NAT—REFHL e T ENTEET,

AR SNTHEEITSH D £ A,

B > L g O EARE IR

9.12(1)

£, —F M, B0 a ha VOBt g D
RRBEHRETEET, INETIE, By a v OEHE LI
ETCEXEHATLE, ZORENRaY Y — Ly a g
EZAZLIEIBVERFA, vATF aLTFXR K ET— RTIE

HTTPS v v a v OMERETHZ LIXTET, /kkkvia
VL S CREE S TWET, 72, quota management-session
av L REVAT L a7 4 X2 b— g TERTANLLI
T ARbVIZarTFFAN a7 X2l —2 g o CHEHTE
HEOICoTVET, BNy v a CORKREN 1512780 F
L7z, 0 (EHIFR) F£7-13 16 EICRELTT v 77 L— R4 %
LI IS ICEFESNET,

FHL/ZA T S 7 [Configuration] > [Device M anagement] >
[Management Access] > [Management Session Quota]

EEAEIR L~V DA @A

9.12(1)

H&h72 7 7 & A (aaaauthentication enable console) # #8:F9" 5%
D, FTIXFHE EXEC ~DE#:T 7 & A (aaaauthorization exec
auto-enable) Z#Fr[ 35 &, FiEIO R 7 A LLPREIZEID ¥ THR
7T 7R LUV PR ST AT ASA D b — P — i A
INdEoTewELE,

B LVYAEE U2
[Status] #S— > [Login History] 71 = >~

EETIEX .
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SSHIZ X B E¥x =V T 1 0L

9.12(1)

WD SSHEF 2T 4 DWELZSHL T IEE0,
« Diffie-Hellman Group 14 SHA256 ¥ — DY R— K, Z D

BRIEMNT 7 4V NI F L, LRIOT 7 4V MME Group
1 SHA1 CTL 7=,

« HMAC-SHA256 &AM B 0HR— b, T 7 /L ME. &tk
X2 T DOEEE Y M (hmac-sha2-256 D) 12720 £ L
7= LIRIOT 7 4V MIPRREDE >~ FTL =,

B2 S LT

* [Configuration] > [Device M anagement] > [M anagement
Access] > [ASDM/HTTPS/Telnet/SSH]

* [Configuration] > [Device Management] > [Advanced] > [SSH
Ciphersg]

T F TP —2D HTTPS 7 54 7T
v M BD ASA ~DT 7 & A DIFFA]

9.12(1)

T TP R—=ZDHTTPS 7 74 7> +7 ASA =@ HTTPS

P—EPRICT IV EATELLITTAZLENTEES, T 741
FTlZ. ASDM. CSM. B L URESTAPI NFFAf S TWET,
HORZEE SN

[Configuration] > [Device M anagement] > [M anagement Access| >
[HTTP Non-Browser Client Support]

RSA F— 7133072y b ¥—%
AR—=FLTWET

9.92)

FV2TAYPA REINICHETE LR ELE,

FrHlE 721328 S 7= i : [Configuration] > [Device
Management] > [Certificate Management] > [I dentity Certificates]

TV ORURA L H =T = A R
(BVI) @ VPN EHT 7 & X

9.92)

VPN ™ management-access 3 % D BVI THZNZ 72 > TV DB A.
telnet, http, ssh72 EOEHYS —E 2 ZBVI TAMNCTESL LD
W20 E L7z, IEVPNEHT 7B 2ADEEIF, 7V vy F—
TAUNAUH =T 2 A ATINOLDY—EADOREEHAITT
HZMENRDH Y FT,

P EIIEE SN2~ K https, telnet, ssh,
management-access

SSH "— =z > 1 DBEIk

9.9(1)

SSHN—T = v LTS, 5%D ) Y —XTHIBRSND TIE
T, T 74/ MREMNSSHvI & v2 Ol 7035 SSH v2 DIRIT
EHEINE L,

LV E X7

* [Configuration] > [Device M anagement] > [M anagement
Access] > [ASDM/HTTPS/Telnet/SSH]

. EETIEX
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SSH/\E%""?‘—WLA HE%1%}EHV9L%):L‘—#‘—
OFBFEENRAT — REFEHT B 2—
W —OFRFEE KB L E T,

9.6(3)/9.8(1)

9.6Q2) LVRIDY Y —ATiX, n—H 2 —HF—F—FX—2
(ssh authentication) %l L C AAA SSH 2% W/ RAVICAZD
ZL72< T, SSHZARF—F85E (aaaauthentication ssh console
LOU&)%F% ITHIENTEELE, 9.62) TlL, ASA T
AAA SSH #BREZ BURBICAHNC T HMERHV L Lz, ZDY
J— XﬂizﬁA%Hmﬁ%%T% CHNZT 2B TH Y £
i, —H—{Z% LT sshauthentication =~ > KERETH
L ZOXATORGEFERT 52— —0 e — B VRN T
T4V NTHNCRD £7, I 512, BIIRMIIC AAA SSH #B5E%
WET D E, ZOFREFNAT — FEFE O —H—4 120D F
ShFET, e, [EEDAAA Y —— ¥ 47 (aaaauthentication
ssh consoleradius 172 &) = CTxEd, =L xX. —HD
a—Y—iFae—nhL F— H_R— R % fi bf/\ﬁiﬁa?*‘ntunﬁ%'f&ii
AL, o=z —— L RADIUS TRAU— R&EHTEET,

ERSNI-HEHEIZH Y £ A,

a7 A Vg

9.8(1)

T 7V RN THE, v A VIERIZ 90 BHRIESNE T, 2Ok
BEZ N T 570, HMAERK365 BE TEFTEET, 128
FOEH A Y v B (SSH, ASDM. Telnet72 &) Tu—I/LAAA
RAEEZ AN L TV EHEGAE, ZOMRRIEr— L 7T —FX—2X
Da—Y—ZIZOFHEHAINET,

OB NEA S #UE L7z, [Configuration] > [Device
Management] > [UserAAA] > [Login History]

NRAT— ROFRAHF L 22— —4 & —
BT B2 — ROMHAEEIET 58
AT — KRR > —DiE

9.8(1)

RRTHRICDIZE AT — ROFFH L, 22— —4 L%
HNAT— ROEMZEEIETE L9122V E LT

WO AAZEHE S3uE L7, [Configuration] > [Device
Management] > [User JAAA] > [Password Palicy]

ASDM 259" % ASA SSL H—/3—
T—=—R~vvFrr

9.6(2)

SEHE~ o S RAET A O, AFECIRAL AT 9 ASDM = —
PF—IZkt L CREAEAERCE D L1220 F L,

WO %2 LE L7, [Configuration] >[DeviceM anagement] >
[Management Access] > [ASDM/HTTPS/Telnet/SSH]

EETIEX .
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9.6(2)

PRIOV V—ATliE, v—Hh 2—HF—F—F =2 () &ff
L TAAASSHERREZ AN L72< CTh, SSH AR F—785

O ZAEDNCTHZENTEE L, ZOREFTEESNT-T-
B, AAA SSH FRFEZ B RENICHENNCT DM ERH Y £, 2—
P—NEXF— DR VIR T — REFHTE RN L 5, /3%
V— RREZEDLT—F—HEERTED LR E LT,

WOBHEPELESE L,

[Configuration] > [Device M anagement] > [M anagement Access| >
[ASDM/HTTPS/Telnet/SSH]

[Configuration] > [Device Management] > [User SAAA] > [User
Accounts] > [Add/Edit User Account]

ASDM & BiLEG

9.4(1)

HTTP 7 7 & A & Telnet 8 L ONSSH 7 7 & A BN B PRI AR 2 2%
ETEDHXH0EL,

W OB E A S E L7z, [Configuration] > [Device
Management] > [User/AAA] > [AAA Access] > [Authorization]

SEHEo L 7 4 X2l — gD
ASDM 2 —H—4,

9.4(1)

ASDM DOFFHEZRGE 2 AT 5 L. ASDM MFEHEN S 2 —
Y—Z T 5 HEEHRECEET, £, vl Inv
PR Ca—P—ZEFAICANT L TERRTEET,

ROBEHENEASFUE L7z, [Configuration] > [Device
Management] > [Management Access] > [HTTP Certificate Rule]

WEINTZT H A LRAT— R

ARIE

9.2(1)

+o R A R R OB X, RRREZ VT vy v E—EAT
T 5% & H5kE EXEC E— R ﬁ%’rﬁf% ¥4, auto-enable &7 =
> 73 aaa authorization exec =~ > FIZBIMENE L,

WOMBEHAAEE X4 E L7, [Configuration] > [Device Management]
> [Users/AAA] > [AAA Access] > [Authorization],

HTTP UV # A L7 ~® IPv6 B — b

9.1(7)/9.6(1)

ASDM 7 7 & AF 771327 547+~ LA SSL VPN JH® HTTPS
WCHTTP U XA L7 FEFHZTDHE, IPv6 7 R L A~EEX
NAEBRT T4V FA LT FTEHEIITRD FE LT,

WO ZHEEEAN BN X4 E L7z, [Configuration] > [Device
Management] > [HTTP Redirect]

. EETIEX
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FXIE FIRE7R SSH S S HERE &L AT L
=Y XA

RLOZ 02028 )

a2— W —(XSSHK; SAbL A EFHT 25 & IR bt — RZEIR L,
SESERF—FWMT LTI XL LT HMAC & i 5 b & 3%
ETEET, 77V r—2a s 0T, BeoEZE< L
VI TORERDLGAENHD £, EXaTat’—ox
T A= VAFRERALT VY ANCIKELET, T AL
[T, ASA ¥ 3des-cbe aes128-cbc aes192-cbe aes256-cbe aes128-ctr
aes192-ctraes256-ctr DNEIZ T VTV A bhZ I =—hLET,
RENTHYIDOT VT Y R (3des-cbe) VBN SNIZHE
aes128-cbc 72 E D —JBRRA L T LT Y X APNRIR SN HE &
DO RIBICANT =~ AMETFLET, 22T Rank
55U F 4 5 121%, sshcipher encryption custom aes128-cbc
ZREHLET,

WO 2N EA I E L=, [Configuration] > [Device
M anagement] > [Advanced] > [SSH Ciphersg]

SSH ® AES-CTR 51k 9.1(2) ASA TOSSH ¥ — _R—DFEIEN | AES-CTR E— RO k%W
A—hrFBLH1Z720FE L,
SSH % — F5-/E Ak e o 2 9.1(2) SSH #fei%., ek 60 M £ 2135 —% 774 v 7 1GB

TEiCHERSET,

o

<N TF A TFHFA R E— RDASASM
IZBWT, A1 v F 6O Telnet #2i
BLOYAEa Y — LGk E AR — b
LEL,

8.5(1)

~NLNF AT HRARN FT— FDAA vFHEH ASASM ~DHEKH
VAT BFFTAR— R LE T, IS O A HIET S
TOICERa L TH A N TORFEEZHETEET,

DEHHENAT — RARY =D R—
S

8.4(4.1).
9.12)

a—Hh T = _X—=2 &ML TCLI 721X ASDM 7 7 & A D
PGREE R ET DA, HEHMAZRE S La—F—lo AT —
ROEFZER L, /SAU— ROFEE L FIREF 57K 8o
INAY — NEEHEIZHE D Z R BRTHRAT— R R o—
ETEET,

WROMWE?EA I E Lz, [Configuration]>[Device Management]
> [Users/AAA] > [Password Policy],

Ean
AX

EETIEX .
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A% F5v b |3
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SSH AR —FFEO Y H— b 8.4(4.1), ASA ~0 SSH Bt DA —BFEIE, = — P —HA CTHZT
9.1(2) EFET, AFEF—T77 A4 (PKF) T74H—~vv hb3nF—%F
7213 Base64 *— 245 T& 9, PKF F—|, 4096 £ h&E T
A TEE£9, ASAN TR — 4 % Base64 JZA (k2048 £
F) TIERETESLF =IOV TIE, PKEERZMHEH L £,
RO FEASIE LT,
[Configuration] > [Device Management] > [Users/AAA] > [User
Accounts] > [Edit User Account] > [Public Key
Authentication][Configuration] > [Device Management] > [Users/AAA]
> [User Accounts] > [Edit User Account] > [Public Key Using PKF],
PKF % —JEX DA — M 9.1(2) LAED T,
SSH & —22#4® Diffie-Hellman 7 /L — | 8.4(4.1). SSH % —7#2#4Z Diffie-Hellman 7 /V— 7" 14 25BN & E Lz,
714 DY HR— |k 9.12) INETHE, ZA—717EFBIR—FINTWE LT,
OB ENEE SFuE L7, [Configuration] > [Device Management]
> [Management Access] > [ASDM/HTTPS/Telnet/SSH],
EHY Yy a VORKREOYHR— [84(4.1), [FAF ASDM, SSH, Telnet v ¥ = » O KB AZHRETE 7,
9.1(2 )
@ WOMEHAEAN Z41E LTz, [Configuration] > [Device Management]
> [Management Access] > [Management Session Quota]s
SSHEX=2U742mEL, SSHT |84(2) 8.4(2) LAR%, pix £/olTasax—H—4Lnm s A NAU— KT

7 x v b 22— =T YR — b X
{7 FE L,

SSH MM L TASAICHHET 2 Z LinT& <72 £ L7z, SSH
ZfE A3 %213, aaaauthentication ssh consoleLOCAL =2~ > K

(CLI) = 7213 [Configuration] > [Device Management] > [Users/AAA]
>[AAA Access] > [Authentication (ASDM)] Z i F L T AAA 383
%%’“T‘ELT#% B—Na—F—ZERTDOILENDY 7,

#95121%, username =~ K (CLD) % A9 27,

[Conﬁguratlon] [Device Management] > [Users/AAA] > [User
Accounts (ASDM)] ##IR L £7, m—H/L T —FX—2Db
DIZ AAA Y —AN"—ZFGEER T 256, v — W ABEL N Y
IT T DOFERELTHRELTB ZLaBHOLET,

. EETIEX
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EET 7k 7.0(1) ZOWRENEASNE L,

ROBEINEASIE LT,

[Configuration] > [Device Management] > [Management Access] >
[ASDM/HTTPS/Telnet/SSH][Configuration] > [Device Management]
> [Management Access] > [Command Line (CLI)] >
[Banner][Configuration] > [Device Management] > [Management Access|
> [CLI PromptConfiguration] > [Device Management] > [Management
Access] > [ICMP][Configuration] > [Device Management] >
[Management Access] > [File Access] > [FTP Client][Configuration] >
[Device Management] > [Management Access] > [File Access] > [Secure
Copy (SCP) Server][Configuration] > [Device Management] >
[Management Access] > [File Access] > [Mount-Points][Configuration]
> [Device Management] > [Users/AAA] > [AAA Access] >
[Authentication][Configuration] > [Device Management] > [Users/AAA]
>[AAA Access] > [Authorization][Configuration] > [Device

Management] > [Users/AAA] > [AAA Access] > [Accounting],

EETIEX .
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