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LTL7EEN,

« Hyper-V (Il K 8 DDA > % —7 = A A% KR— Kk LEF, Management 0/0 35 L O
GigabitEthernet 0/0 ~ 0/6, 7 = —/LA—/3— U v 7 & LT GigabitEthernet 0/6 % {#i ] T&

\ij‘o

HHR— k&N TL S VNIC

ASAvV TR D VWNIC 3 YR — F N TWET, [A L ASAv TP vNIC DIRIE (1000 & vmxnet3
BmE) IV AR—FINnTWERA,

R4:HR—FENTLS WNIC

R5:HYR—FENTLS WNIC

N IS—INf DY R—

i ASAv /N— 3
WICD%2 147 |VMware KVM N AE
1000 KEIE POp 9.2(1) LAKE VMware D7 7 4 /b k
virtio x %F i 9.3(2.200) LAFE |KVM OF 7 4L k
ixgbe-vf FOR B 9.8(1) LAKE AWS OF 7 4/ k., SR-IOV #

A— FHD ESXi & KVM
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AsAv OEE |
B s&—rshcnzwmic

N IN—=IA FDHHR—
~
ASAv /\— 3
WNICD% A4 7 |VMware KVM v AE
VMXNET3 I x 9.9(2) LAKE vmxnet3 Z M3 556 1%. TCP
INT = ADIK T &3S D72
ICKEZEA 72— K (LRO)
T DMER DY £7,
VMware 33 & O VMXNET3 @
LRO # MR LET (10 ~<—
V) EZMLTLLIEE N,
140e-vf x PSS 9.10(1) LAF% SR-IOV #7"— kD KVM

VMware #5 & U VMXNET3 @) LRO # &I LET

Large Receive Offload (LRO) (%, CPUA—/N—~y REHPKT 2 Z L2 LT, EmiliE =R >
N — T DA N RANL—Ty e ES®EHFETT, ZHix, 1 2OA NI —A
NODEBDOER Ty NeRERNy T 7IZEHNLTHDL, Xy NT—F AZ v 7O B
EINDLITTHZLIZE-ST, T LHIMERH DTy ROBERDLT I L1 L - THE
BELET, 72770, LROF, vy U= Fy MNEUMEO 7o —R—HEF, FEL W15
Fy b= T IN—=R ] THAREERDHDLLGEIC, TCP/XT7 4+ —~< U ADREE S X Z
THREMERH Y £,

| o

BE VMware X, 74/ N TLRO ZHFINC LT, &2V —Ty hambEE&EE+, Lz
BoT, ZDOT T N7+ —LTASAVEAD LRO 2T HMLENH Y F7°,

ASAVv~ TV CLRO Z HEEMIML CX 3, RELAEEITO AN, KB~ OERE A 72
LE9,

1. vSphere Web Client f > X U TASAy v U M L £,

1. M~ U Z2REBETHINE, T—FB L H—, TFNVE, ITARAE Y I)—AT—)L,
el = R Z S N 157 N D=

2. [Related Objects] # 7%~ Y » 7 L. [Virtual Machines] ¥ 7% 27 1V v 7 LE7,

2. A~y &4V v 7 LT, [EditSettings] 7 U v 7 LE9,

3. [VMOptions] &7 U v 27 LET,

4. [Advanced] Z#JEBA L 7,

5. [Configuration Parameters] @ FC. [Edit Configuration] R¥ > %27V v 27 L£7,

6. [Add Parameter] 27 V v 7 L, LRO /X7 A —HX DL4RIEEEZ AT L E T,
* Net.VmxnetSWLROSL | 0
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| Asavomz
ASAv & SRIOV A 52— 420 TaEva=vy |

* Net.Vmxnet3SwLRO | 0
* Net.Vmxnet3HwWLRO | 0
* Net.Vmxnet2SWLRO | 0
* Net.Vmxnet2HwWLRO | 0

\}

GE) A7 arT, LRONNT A= NGFEETIHAIE., 2SI THEISCTCEETEET,

FA—=ZNTIZELWES, LROIIAEZTT, 0125 LWEHE. LRO TR TT,

7. [OK1%27 VU v 27 L TEE%ZR{F L, [Configuration Parameters] % A 7 2 7 7R v 7 A %HET
LET,

8. [PR1F (Save) |27 U7 LET,

FEHIZOW T, RO VMware i — PRS2SR L T Z 30,
* VMware KB 1027511
* VMware KB 2055140

ASAv & SRIOVA VA — DA ADTAE 3=y

Single Root I/O Virtualization (SR-IOV) ([ZX VD, SEIERT AN ARV —T 4 T VAT A
BEITLTWDEBDO VM B, KRR M ——NOHE—~D PCle *v NV —27 T X 7K %3k

T&HEH1C720 E£F, SRIOV TlE, VM B3Ry NI —2 THTHX L O THEET —%%2%
BHTE, NANRX—ANA YRR RRAFTHIET, Xy NT—=TDAL—T" RN LY—
N—®D CPU A AME T LET, wITD x86 Y— 3— 7t v Hi2iE, SRIOV ([ZHERH A
L7k A Y OEESCZEDMOBIEEZRHIZT D Intel VI-d T 7 /o o—72 Y Fv 7ty k
DOYLEMRE R STV E T,

SR-IOV A TIX, D2 ODFNRA R ZA TRERESNTWET,

o WERESEE (PF) : HAMICAZT 4 v 7 NIC T, PFiZ. SR-IOVHHESR & Te55472 PCle
FNL ZTT, PFIX, @HD PCle 73 2 & LTHH, HH, #ESNET, H—PF
X, EOAEREE (VF) OB I OREERIEcE £,

« Virtual Function (VE) : #A 73 v 7 yWNICIZELCWET, VFIZ, T—FBEICKLE 2 K
RIRD Y v — A Z 4242 22 E TR EDIRAIEPCle 7 /31 AT, VFIZEHEAIZIT
BHINT, PFEN L TRGEBLOEHEINET, 1 2L EOVFZ 12O VMIZE Y Y
THZLEWTEET,

SR-IOV 1%, PCIE#ED B L OEHEN AR I TV 5 214k CTd 5 Peripheral Component
Interconnect Special Interest Group (PCISIG) 2L > CTERB L OEEHIN TV ET, SR-IOVD
FEAMZ OV CiE,  TPCI-SIG SR-IOV Primer: An Introduction to SR-IOV Technologyll % Zf& L T
<TEEvy,
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http://kb.vmware.com/selfservice/microsites/search.do?cm%20d=displayKC&externalId=1027511
http://kb.vmware.com/selfservice/microsites/search.do?cm%20d=displayKC&externalId=2055140
https://pcisig.com/
http://www.intel.com/content/www/us/en/pci-express/pci-sig-sr-iov-primer-sr-iov-technology-paper.html

AsAv iEE |
B osriov s RIETBHA RS AU EHREE

ASAV FCSRIOVA L X —T 2 A A&7V a =" 733120, @i tL—F 47
VAT ALY N—RT =T E CPU, TETFEZAT, BIOTEFEZORENDIRD 5
FE LT T,

SR-IOV A >3 —D A RITEIT BHAM F5 4 2 EHIREE

ASAv OEAZE T 5 BARA 2 n— R = 7%, A AR HE I L > TR £,
ASAV DT A A (1X=) 1T, SEIERASAV T T b7 —2IlBT5T7 1k
v ADKMERFT G-I HEIL T 2 ) YV — 22 U ARFB SN TWE 3, AT, SR-IOV {48
EEICITED VAT A Y Y — ANRNETT,
RAMFARLU—TFT 4T SRTFLENAIN—INAF HR—F
SR-IOV #7i"— k& VF KT A4\, UFCHEATE £,

¢ Linux 2.6.30 7 — % /L LI

SR-IOV A ¥ —T = A A& A T2 ASAv 1L, BIE. IRDONA RX=NA FTHR— I T
\iﬁqo

* VMware vSphere/ESXi
« QEMU/KVM
* AWS

IN—FY91T7 TSy b TAH—LHYHR—F
Y

GE) Y R—PFENTWBEIENT T Y v 74— EFEITTELEEDOY——T 5 ZADx86CPUT
INA AT ASAY ZEATHELERDH Y F7,

OB a LTI, SRIOV A v F—T 2 A AT AHEAN—RT =T A RT7A4 02250 T
FBALET, UTFIEHA RIA 0 Tho TEHFTIEIH Y THAN, ZOHA KT A - T
W= Ry =27 2 FHT5 &, HEDOHESCHIEDIK FICOR N L AIEEENH Y £97,

SR-IOV ZH R —F LTEY ., SR-IOV i PCle 7 & 7 Z ###k L1 — "—NUNE T, LL
FON—FY =7 B HEICEET 2 BERH Y 7,

« EHA[REZR VF O¥ %4 Tr SR-IOV NIC OEFEIL, RN F =T 3, A 2L > TRARY F
T

*+ T XTDPCle A v 23 SR-IOV Z#H AR —F L TWDHDITTIEH Y THA,
¢ SR-IOV 5f)ts PCle A &1 v MIASEEN R BIEENRH D £,
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| Asavomz

SRIOV A > 8 — T x4 RIZEAT A4 k51 v etimEmE [

\}

GE) RA—H—DO~==2T71VT, BEWVWDOIZRT LD SR-IOV YR — |k
EHERTHMENSH Y F7,

VT-dRHEDOF v 7y b, = —AHR— R, BELRCPUIZOW T, [virtualization-capable
IOMMU supporting hardware] #ZM L T 72 &V, VT-d X, SR-IOV ¥ AT AIZHED
BIOS & T,

* VMware DAL, 42 T4 @ [Compatibility Guide] T SR-IOV ¥R — F 2B TE F
R

« KVM O&&1%.  [CPU compatibilityl] Z R T& £3, KVM LD ASAv TiX, x86 /~—
Ry =7 LI R— SN2 NZ EITEREL TSN,

\)

GE) A3 TiE, ASAv % CiscoUCSC vV —X T v 7 % —_—TTF
A MLFE L7, Cisco UCS-B #—/3—(J ixgbe-vf yNIC % # 7R — k
LTWRNZ EIZERELTIIZEN,

SR-I0V THHR— k& TL VS NIC
eIntel £ —H Ry N Xy NU—2 THTH X710

P

B ASAv L., x710NIC @ 1.9.5i40en 8 A ks KT A & BN H 0
FHA, 2RIV EHFOARA—=T g UFEFIFFLIA—g 0D RS
ANFEMELE YT, (VMware D)

* Intel Ethernet Server Adapter X520 - DA2
» Intel Ethernet Server Adapter X540

CPU
- x86_64 < /LF 27 CPU
Intel Sandy Bridge DA% (#£4%)

\}

GE) v A aTiL, ASAv % 2.3GHz @ Intel Broadwell CPU (E5-2699-v4)
TT7AMLELL,

0:17
«CPU Y7 v +&H720 8L EOWFLa T
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https://en.wikipedia.org/wiki/List_of_IOMMU-supporting_hardware
https://en.wikipedia.org/wiki/List_of_IOMMU-supporting_hardware
http://www.vmware.com/resources/compatibility/search.php
http://www.linux-kvm.org/page/Processor_support
https://www.cisco.com/c/en/us/products/servers-unified-computing/ucs-c-series-rack-servers/index.html
https://ark.intel.com/content/www/us/en/ark/products/series/189530/intel-ethernet-network-adapter-x710-series.html
http://www.intel.com/content/www/us/en/ethernet-products/converged-network-adapters/ethernet-x520.html
http://www.intel.com/content/www/us/en/ethernet-products/converged-network-adapters/ethernet-x540.html

AsAv iEE |
B osriov s RIETBHA RS AU EHREE

CHDY Ay h T8 aTICT ARERD Y T,

GE)  CPUYB =2 71%, ASAV503 L NASAVIO0 LTI LA L—T
M— FEERTHDICHEREI N TWET, ESXi Mk To X
T A=< ADME 38X—) LKVMAERL TONRT —~<
AP E (58 =) SR LTI ZE0,

BIOS X E

SR-IOV i, BIOS 721 TR W= KU =T CETLTWAELFXL—FT 4 VT VRAT A A
AH L AENIANAANR=ANA POV R— N HNETT, VAT ALBIOS CROBREETF =7
L/i—a—o

« SR-IOV NAHEHZ 2> T 5D,
e VT-x (AT 7/ a—) BNEMI > T\ 5D,
s VT-d REIZ /2> TN D,
s (AT var) NANR—AL YT 4 T REN I o TS,
VAT AT EIZBIOS REILT 7B A LTEET D HENR R0, XX —D~<w=aT )V
TR RAEWRTAHIZ EaBEIO LET,
HIREIE
ixgbe-vf £ > X —T = A ZAEFEHT H5E, ROFIREFEERSH O 77,

e A KNVM T, VFZIEEZERET— NICRETEERA, DO, ixgbe-vf DRI K
FZUART L M= R R—FEINEHEA,

¢ SAKRVM TiX, VF ECMACT RLAZRETEERA, ZDH, HAHTIIMACT
R ARiZEINERFA, MO ASA 7T v b 74— L0MMDA L F—T =2 A XA T &
AL SIERESNET, HA 72— L F— =3 IPT RLRAEZT VT 4 7D A
BUNRAIRATT HZ LI L > THEREL 9,

Y

GE) ZOHIBRIL, i40e-vf A F—T7 oA AZHEHINET,

* Cisco UCSB #—/3—(J ixgbe-vf ® vNIC Z ¥ — N LEH A,

« Tz VF— =ty N T v T, XTI >TWDASAY (7T A ~ 1 3E) (CEE
DRETDHE, AZUNA ASAVEEN T T4~ VEEOD — LV EZFIEHE, 201
H—T 2 A AP T RLVANAZ 31 ASAV EEEDH LWMAC 7 RLATEFTINE
T, D%, ASAv X Gratuitous Address Resolution Protocol (ARP) E#FH#XEL T, 1~
H—Tx2AAIPT RLADMACT RLADEFT #[F LRy NV —7 LOMOT /A4 Rz
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| Asav oz
SRIOV A > 52— Tz A RIZET B4 K51 ehREE |

WHLET, 7775l A v Z—T A AZATOIFAEHMIZ IV | Gratuitous ARP FHT I,
AV EBE—T2ARAIPT RLARE 7T — 3LIPT KL RIZEHT A7 NAT F 7213 PAT
A2F—hAY N TCEEINTWVWAZB— ULIP T RLRITEESNER AL
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AsAv iEE |
B osriov s RIETBHA RS AU EHREE
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=9=
=% =R

VMware Z{&F L 7= ASAv DE A

ASAv %, VMware ESXi 2 E{TCTE BAEEDY—X—7 T ZAD x86 CPU T /3 A |ZEATE F
j—O

* VMware TP ASAv DA KT A > LHIREE (17 =X—)

« ASAv @ VMware FERED VR — K (21 ~<—)

« ASAv & VMware D RIHESMH (23 X—)

*ASAv V7 N = T O LS 0 H M T 7 A VOERR (24 X—)
» VMware vSphere Web Client ] L 72 ASAv DEH A (27 ~X—)

« VMware vSphere A% > K7 027 47 2 M XU 0 H MR ZEH L7z ASAy 0
A (33—

« OVF ¥ —/ /L3 L O 0 H MR A L 72 ASAv DA (34 _X—2)

e ASAV 2V — )L ~DT A (35 =)

¢+ vCPU £ 703 AN—T" N TA B ADT v 7 7L —FK (37 X—)

« VMware TP ASAv D/ 3 —=~ 2 AHE (38 2—)

VMware TDO ASAV D HA K54 > EHIREIE

ESXi H—/N—|Z ASAV DEHD A VA X A% ER L TEATX 9, ASAv OE AT &
NAHREED N N— R =27 1d, BASNDHA LV AZ L ADERCHEHEMIC L > TRRY £, 1
T DEEART 54T AT, RA R ETORN V—REY BT (AEY, CPU
¥, BIOT 4 A7 RE) BLETT,

ASAV ZE AT BHNZ, ROHTA KT A LHIREEEZMERLET,

VMWare ESXi TD ASAv D~ R T LEH

72 /X7 =~ AL MERT D720, L FOAERRICHER L TV D Z 2R L TL 72 S
VY, ASAVASAvV (21, IROBLHERH D £,

o IRA b CPU L., RABLIEIRISBE i 2. 7=V — /" — 27 T 2D x86 ~X— A D Intel F 72 1L AMD
CPU THAHBMENDH D 7,
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VMware % {#/ L 7= ASAv DA |
B vWware co Asav 51 BS54 v IREE

7o & 21X, ASAV N T —< U AT A N TR TIL, 2.6GHz TEIMET 5 Intel® Xeon® CPU
E5-2690v4 7' v & » 4 % #5&#; L 7= Cisco Unified Computing System™ (Cisco UCS®) C /U —
A M4 H— =R RIREH L TV E9,

¢ ASAvVIE, ESXiX—2 3260, 65, 67. 70, 707 v 7L —FK1, 707 v 77 L —FR
2. BEIRYTOT v 7L —R3%EHFR—NLET,

OVF 77 A ILDHA FSA4 >

EAXRIZIESN T, asav-viovf 7 7 A L F 721X asav-esxi.ovf 7 7 A L EEIR L E T,
» asav-vi : vCenter |Z3E AT 5454
« asav-esxi : ESXi [ZE AT 5551 (vCenter 72 L)

cASAVOVF DE AT, v—h VUV E¥—T gy GEREE—RTOaR—R DA R
k=) YR —bFLETA, ZBHHFDOEEEO VMwarevCenter & LDAP ¥—/3—73 ASCII
BT — RCTA L AP =L ENTWNDEI LEEMHRL T I,

¢ ASAV A VA h—/L LT VM 2V — /)L EEHT5RE1IC, F—A— K% [United States
English] IZRET 2 MENH D £77,

s ASAVZEBATH L, 20D BISO A A—U N ESXi A RN— A PFlZw v hER
S

eV N ENTZRMAID KT A TITiE, vSphere IZ X - THERL S L7z OVF B=EEEE M
o TET,

ev NENTE2FEHD KT A 71 day0.iso T,

FB O ASAV U URNEEILIZL, WHORIA T O~y N EFERT
EET, 272 L, [EREAFRZESE (Connect at Power On) ] 73
F7Z o TWDHEETH, RI747 1 (OVF BREZEZEH)
X, ASAv OERE A 7 /AN T H-NTHFICY Ty hERE
R

OVF T 7T L—FrDHAFSA42DITY RR—F

vSphere ® OVF 7 > 7L — b D= 7 ZR— MEREIL, BEFD ASAV A L AZ L ANy r—D %
OVF 707 L — e LTI AR= T 5DIIHKLLET, =7 AR— SN/ OVF T 7
L— M2 LT, FUBRREIIRRDBRIEICASAV A U AX LV AZBATEET, =7 R
A— K E&N72 OVF 7 v 7 L— k& | L T vSphere |Z ASAv A > A X A %3 AF D HIIC,
OVF 7 7 A VORER OFEMAZE R LT, BAORKE SHLENH Y 9,

ASAV DT ZAR— N SN= OVF 7 7 A VEEETAHITIT. WOFIELFEITLET,
1. OVFET 7L — b AR—rLita—hr~vical A LET,

2. TX¥ANZT A HZTOVE 77 ANEERLTHEET,

B CiscoEEEEFX1UTFARETISAT7 VR (ASAY) 912 R4 — b7y THA K




| vMware % f&F3 L 1= ASAv DEA

VMware T0 ASAv 1 K51 v eHRFE ]

<vmw:ExtraConfig vmw:key="monitor control.pseudo perfctr"

vmw:value="TRUE"></vmw:ExtraConfig> & 775 ff@’é k %ﬁﬁmubij—o

<rasd:ResourceSubType>vmware.cdrom.iso</rasd:ResourceSubType> 5’5f%3ﬁﬂ&%L/§i7fo
EJ B

<rasd:ResourceSubType>vmware.cdrom.iso</rasd:ResourceSubType> 2Tk

<rasd:ResourceSubType>vmware.cdrom. remotepassthrough</rasd:ResourceSubType> 5757%835

BLET,

FEARIZ DUV TR, VMware 23ABH L 72 TDeploying an OVF fails on vCenter Server 5.1/5.5 when
VMuware tools are installed (2034422)] &ML T 72 S0,

UserPrivilege, OvfDeployment, 434N ControllerType D7 I/NT 4 fEZ ATILET,

I Z R~ L ET,

- <Property ovf:qualifiers="ValueMap{"ovf", "ignore", "installer"}" ovf:type="string"
ovf:key="OvfDeployment">

+ <Property ovf:qualifiers="ValueMap{"ovf", "ignore", "installer"}" ovf:type="string"

ovf:key="OvifDeployment" ovf:value="ovf">

- <Property ovf:type="string" ovf:key="ControllerType">
+ <Property ovf:type="string" ovf:key="ControllerType" ovf:value="ASAv">

- <Property ovf:qualifiers="MinValue (0) MaxValue (255)" ovf:type="uint8"
ovf:key="UserPrivilege">

+ <Property ovf:qualifiers="MinValue (0) MaxValue (255)" ovf:type="uint8"
ovf:key="UserPrivilege" ovf:value="15">

OVF 7 7 A VERFELE T,

OVF 77 L— h & LT, ASAv Z3& A L £9, VMware vSphere Web Client % {# ] L
72 ASAv DN [#GE] SR L T E S0,

N FRLSEYT 4 HARSA2DEOHDT = —ILA—/\—

72— A= ANBEOB AR, AZ N IEENRF T T A B AR G2 A TN D 2 &
ZHERE LT ES W (oL 2T, W7 OHE D 2Gbps DHERFT 5-TH D Z L2 &) |

|

X

ASAv ZfEH L CRE AT 21BN T 2% 61E, T —X% A ¥ —T7 A A%4 ASAv IZ[A U
EFFCEBMT2MERH Y £F, BRIZFAUA ¥ —7 oA AN DA T ASAv (2B
éhé ELASAY A — WL T—MERIND I ENHV ET, T, Tz—F— 13—
MBI O EENHL Z 0D 7,

ASAY NERA > # —7 = A AE 11X ASAV 7 = — )L A —_"—O@ el f(tt U v 7 1l &b
ESX AR — h Z —T1Z 20 TlE, 2 DORAENIC Z#EH L CTESX R — h I V—TF D7 =—)L
2‘—/\~JIIE\F% RELET U2 TI7T7 47T 7V 7, b 1VDNIAZ AR T 7
V7). ZOREIE 200D VM BMHEIZ ping #FEIT L2V . ASAv Al MEY 7 2R &
BT HEDICHETT,
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https://kb.vmware.com/s/article/2034422
https://kb.vmware.com/s/article/2034422
https://www.cisco.com/c/en/us/td/docs/security/asa/asa917/asav/getting-started/asav-917-gsg/asav_vmware.html?bookSearch=true#id_46500
https://www.cisco.com/c/en/us/td/docs/security/asa/asa917/asav/getting-started/asav-917-gsg/asav_vmware.html?bookSearch=true#id_46500

VMware % {#/ L 7= ASAv DA |
B vWware co Asav 51 BS54 v IREE

vMotion (B89 2 H4 K514 >

« VMware Tl&, vMotion Zfi 3 254G, WHA ML —Y OB ZMEHT IMLERH Y £,
ASAV DEARFIZ, RA N7 TZAEZNHLLEIE, A ML —Y2 =0l (FREDKRA
FE) FHREEAERA N ETToE Y 9 =207 TEE9, 7272 L. ASAv % vMotion % fifi
HLTHIDORA MIBITT 556, a— )V AN —V 2T =08 ELE
7

AN—Ty FRADAEY) EVCPUDEIY HTESAIEVR

s ASAV IZEINV ¥ ToHNZAEY DOV A XT, AN—Ty hb-YLiZEbElbo Ty,
IRBHBAN—T" LNV DT A AEERT D56 %RV T, [BditSettings] 4 4 7 1 7
Ry 7 ADAFVREEZIZVCPUN— R =2 TREITZEF LAV TLEE N, T —
TubTVa o R, KT VAR 5 BAREENH Y T,

N

GE)  AEVELIIVCPUN—RU = TR ELZELT HUNERND D56
X, ASAVD T A LA (1 3—Y) [CTE#HENTWEEOHRE
fEALTL7Z&EV, VMware B HELET 5 A € UK OR/IME. 7
74 ME, BEORKEIIEH LR TEZE W,

BT L o TIE, ASAVS O AT U BHEIBIRREIC /20 97, Z OYRAEIE. AnyConnect 7 7
AT NOEMERS 7 7 ANDE T a— Rl FFED Y Y —ADFIHNRZNGE IR
ETHZLRHY ET, BBNABESCHET I Y — L XA vV XE Y HEHEIC
B9 2 E K7esyslog2d, AEVUMEOREZRLET, ZOLIRGE. 1L.5SGBAEIUD
VM IZ ASAVS ZEATE£9, 1GB7H 1.5GBICETT5I121E, VM OEREA7I1CL
T, AEVEEFEL, VMOER>FEA N LET,

CPU ¥

F 7 4L hTlE, ASAv @ CPU FJ1% 1000 MHz T4, A, FK. BLORIROZHE

([BEEDHRE (Edit Settings) |>[V Y —A (Resources) |>[CPU]) Z=HHT5Z LT,

ASAV IZEIV ¥ THNAH CPU VY —RAOBEEZERTEET, LVEWVWERETKLER N
T4y VAP IILTODRILTASAV S BINZ R TE 25A1%,. CPU TRORES
1000 Mhz A2 CE 9, ASAVICL > THH SN D CPU &L, EfEL TV D —F
V2T TTy N7 =L TR, FATLTWAIEREDH A T ERBIZE > THRARD F
R

A8~ 3 > @ [Performance] % 7 ? [Home] & = —|ZHE & +u7= [CPU Usage (MHz)] F v —
FrG . TRTORE~ > BT 2 CPUEHZERAZ R A FOFLS CTHERTE £9, ASAv
PIEERR ST 7 4w 7 BHEWILL TNDH EED CPUBHIRONF~—I ZRET D
L. FONHE CPU THRIOTHERFO AT & LTHEHTEET,

ZEHNZ DUV TIE, VMware 2> 53847 ST % [CPU Performance Enhancement Advicel %
ZHLTLZE,
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https://docs.vmware.com/en/VMware-vSphere/5.5/com.vmware.vsphere.monitoring.doc/GUID-FBA3A58A-EEC9-4B4D-8515-ECCF51188913.html

| vMware % f&F3 L 1= ASAv DEA

asav & vMware 805 H— [l

s Y —REINYCL A —NRN—Ta Vg TERET AT oV a T EnY
Y —A%FKRT HIZIE, ASAvshowvm B L W show cpu =~ K, & 51k ASDM [7R—
L (Home) 1> [T/ A& v a7/R— K (Device Dashboard) |>[7/34 X1&E#, (Device
Information) ]>[{R#81) Y —R (Virtual Resources) | ¥ 7 £/ X [E=2 VY
(Monitoring) 1>[ZRA/37 1 (Properties) |>[Y R T LY Y—RX4Y ST (SysemResources
Graphs) 1> [CPU] A v T £,

UCSBL ) —RAN—FIz7ICETB R VARTLY M E—RICEATEHM KA1

MAC 77 v 7, CiscoUCSB v U —X N—Roux7D KT AXT L hE— RTEET

DD ASAVRETCRETLHZENHV T, MACT FLANRSEIERFFHTTCHELE
WA, Xy MIiFey7E3nEJ,

VMware BREEIC F T AT LY hE— R T ASAV B AT HEE5I12 MAC 7 7 v 7 %[BT
BN, WOHA RT7A4 L &#BEFIZLTLIEEN,

e« VMware NIC F—3 27 : UCSB TV —XIZ h T L AT LY hE— KT ASAv #E AT
DA, WEBIUONEA v H—T =2 AMER]TER— ST N—TFNNIT I T4 T T >
TNV BIDTEFREL, Ty 7V IR THANLENH Y F9, vCenter T VMware
NICF—I v 52FHELET,
NIC F— 2 7 OB ETTIEDFEMZHOWTIE, VMware R¥ 2 A2 F 2SR LT ZE W,
¢ARP A VA7 5> : ASAV CARP A VAR L a VR AL, ZEA ¥ —T =
A ATMACBELWARP = h U ZFRAOICERE L £9, ARP A VAT v g v EH ML

DEEHICHOUVWTIL, CiscoASA Y Y —RXar 7 4 Xzl —ar A F (—RB7eE/E)

[RER] ZZ LT EE N,
ZDOMOAA K54 2 EFHIREIER

« ESXi 6.7, vCenter 6.7, ASA Virtual 9.12 DA% Z21T L TV 5454, ASA Virtual (X2 DD
CD/DVDIDE K7 A 77 L Tl L F7,

» vSphere Web Client iZ ASAv OVA OFE A TIE VAR — b IR\ 728, vSphere Client % i
LTLEENY,

ASAv @ VMware 8D Y R—

WDFEIZ, ASAv @O VMware FERED VR — F 2R L £,

% 6:ASAV D VMware #EED H7R—

HEBE EL:) YR—bk (HBYEL) [aAVE

a—)V K r7mr— Ja—=VJ7HIZVM|HY
DEFENF 712720 B
7,
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https://docs.vmware.com/en/VMware-vSphere/6.5/com.vmware.vsphere.networking.doc/GUID-D34B1ADD-B8A7-43CD-AA7E-2832A0F7EE76.html
https://www.cisco.com/c/en/us/td/docs/security/asa/asa99/configuration/general/asa-99-general-config/basic-arp-mac.html

B 2sav o vmware g4 R— -

VMware % {#/ L 7= ASAv DA |

HEHE ELEL HYR—bk (BY/AEL) a2k
DRS H1) V) — Y.
?J\E,j)/\ me}f © VMware DA K7 A
Ca—l I BLUY% BB LT
HEREBICHEA S o -
ij‘o °
A MEN BN VM2SEEL |72 L -
TWVET,
Ay hr7u—v Jua—=VJHIZVM| 7L _
DEMEL TWET,
Ry b As—T B LPIcVM S | 72 L _
ELTWET,
AFyFay k VM BEBRE 7V —X |50 FERCITEE DL T
LE7, T, N7 407Dk
DONAAREMENRH D F
T, T x—L A —R—
DRAETHZENDHY
i—g—o
— =1k - A VM B —BHZIE S, |[HY —
ZTO®ERLET,
vCloud Director VM O B BB E SRS | 72 L _
2720 F£9,
VM OBAT BATHIZVM OBEIRD | H 0 -
7m0 £9,
VMotion VM DT AT <A77 |HY HHEA ML —TEHH
L—g VfER SN L ¥ 9, vMotion {ZF§
*£9, THIARTA
(20 =) 2B
LTL7ZE0,
VMware FT VM O HAIZEA & |72 L ASAv v v DREE I
e 5L TCASAV DT = —
A —R—mfEH L E
‘d‘o
VMware HA ESXi BEL UV —n— | H D ASAv ¥ DIEE|C

DFEFIHER S E
R

%L TASAV D7 = —
WA —N—ZfEHALE
j—o
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https://www.vmware.com/products/vsphere/drs-dpm.html
https://www.vmware.com/products/vsphere/drs-dpm.html

| vMware % f&F3 L 1= ASAv DEA
Asav & vmware ezt ]

HaE BTLL] HiR—bk (HYEL) [TAVE

VM —hbE—hD |[VMEFIHEHSE |22 L ASAv ¥ ¥ v DIEE(C

VMware HA 7, %L CASAV D7 = —
A== L E
ﬁ‘o

VMware vSphere A% VM ZE AT 57DIZ|H D

¥ R7 m Windows | S ET, -

74T b

VMware vSphere Web | VM #E AT 57-DI2|H D _

Client i S ET,

ASAv & VMware D RIIES 4

VMware vSphere Web Client, vSphere A% > R7 a7 747 b, F£721X OVF ¥V — L ZH ]
LT ASAY ZEATE £7, VAT LBEEICOWTIL, Cisco ASA O B [958 # B L T
STEEW,

vSphere iZ#EX A v FDEX T4 K I—

vSphere A1 » FNZONWTIE, LA P2EXF=2 VT 4 RV —ZfRmEL T, ASAVA V¥ —T =
ARZ Lo THEHINDAR— M N —T 1kt LEXx 2740 RY o—0Fs ZEHTE £7,
ROT 7+ MREEZSRLTIEIN,

« BEERIE— R EE
*MAC 7 RLADZEHR :

o RIEE(F : 57

el

WD ASAVERTE DA, TV DOFREDERNMEIRGENH Y £77, FEIZ OV T, vSphere
DO<=aT7 VESRLTITEEN,

R7I:R—bTL—TOEF2) T4 R —DFIH

FSURRFLU NI ZA T 94—
=TI RIT7AT72+—ILE—F|ILE—F
X2 ToDHl| 7z —)LA—/N— TJx—I)LA—/\—
4 L Jx—)LA—— %L Jz—)LA—IN—
Rl — KN <{LE> <{LE> KR TR
MAC 7 RL 2D |<{E&> G AT-E> ==
W
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http://www.cisco.com/c/en/us/td/docs/security/asa/compatibility/asamatrx.html
http://www.vmware.com/products/vsphere.html
http://www.vmware.com/products/vsphere.html

VMware % {#/ L 7= ASAv DA |
B ssavvsrozromacsoamERT 7 4 L0k

FSUVARTFLUY NI 7AT I 4—
W=TIRIF7AT7I+—ILE—F|ILE-F

X2 TF2DH| 7z —ILA—/— TJx—ILA—/\—
4t L Jx—)LA—"— %L J—)LA—/—
RIEEE <fEE> R R R

ASAvY J b 7DEEEEEOBRAER T 714 ILDOYER

ASAV BT HREIC, FEOHHADO a7 4 Falb—vary 77 A VEHEFETEET, 20
7 7 A VX, ASAv OREIRFICHEH S5 ASAY DR TEE GLT XA N7 7 AL TT, DY)
i EIx, ldayO-config] EWHTHFA K 77 A LE L THREDIEET 4 L7 b VI E
L, EHIT day0.iso 7 7 A N~ EAFLEET, T D day0.iso 7 7 A LRI DEEIRFIZ~ T
yhERNTEARONET, FLEORAa 74 X2l —var7rALid, el sy, &
AL B—T oA RET 0T 4 T Ha~vr Ne, A —3EH SSH r— _"— % & iET
Havy REGDODHVENHY TN, T XCTOASARELZEZDHEHTEET, ZED

day0-config &2 7 4/ F @ day0.iso 73V U —R & L LIt S TWET, dayl.iso 7 7
AN (B AH Ldayd £72137 7 4/ b D day0.iso) 1%, OB A TE R TiERY
FHA,

1R BHHEIIZ

Z OB T Linux 2MEH S TWE A, Windows DEHIZHFEKO2—T 4 VT 4 3D £
-éAO

 FIHRE AR C HEIIZ ASAV IZT A & XA & 54 21213, Cisco Smart Software Manager
N m— R L7z Smart Licensing Identity (ID) ~—2 % [lidtoken] &5 7 F A
TT AL, FO AR T 7 A VERLET 4 L7 FUICREFLET,

{}i*ﬁ VGA 2tV — ATl . ™A R=NATDOL Y TILAR— 0D ASAVICT 7 & A
L. RETIHIEAIL. FOAFER T 7 A I2a0Y—ILI ) FILOREZBM L THIE
T— RV TNAR— FEFEHTILERHD 77,

s NTUANRT LU N E— RTASAYV ZE AT HEEIX. NI U AXRT LY ME— RTHEAT
SNDHBEFND ASAKER 7 7 A V%, FHO B 7 7 A vE L THEHRTOHLERH Y £
T, TN T Y R I AT U= LDOEORBHz 74Xl —ary T AL

M LERAL

cISO A A=V N ESXi A N—N_APICED LI T~ B ENDDDOFERIZ OV T,
VMware TD ASAv DHA K74 o LHIRFE (17 ~—) OOVF 77 A NVDIA KT
AU EBBLTLIEE N,

ATYF1 ZIP 7 7 A V% Ciscocom P H XA 7 a— KL, a—h)L 5 4 AT IHREFELET,

https://www.cisco.com/go/asa-software
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| vMware % f&F3 L 1= ASAv DEA

ATy T2

ATvT3

AsAv Y7 k7R EE 0 BRERT 7 1 Los ]

Gx) Cisco.com D27 A B LR 2 a — b ZRZHINNLETT,

T ANENEET L7 PVICHHRLET, TA4L27 PN 77 A NLEHIRLRNTLIEE W, ROT7 7
ANNEENTWET,

« asav-vi.ovf : vCenter ~E A,

» asav-esxi.ovf : vCenter LAF~DE A F,

sbootvmdk : 7 — kT 4 AT A A —,

» disk0.vmdk : ASAV 7 4 27 A A=,

» day0.iso : dayO-config 7 7 A VB X AT > a > d idtoken 7 7 A V% ETe ISO,
e asav-vi.mf : vCenter ~DEAFD~=T7 A~ 77 AL,

e asav-esxi.mf : vCenter LISF~DEAFAD~=T7 = A K 77 1)L,

[dayO-config| W9 T F A N7 7 A /WZ ASAV O CLIRXEZFLALET, 3200 F—T = A ADFK
TE & DOMOVEIRTRE & B L £,

BANOITIL ASA D/N—T 2 U T HEN B Y £7°, day0-config (X, HZh7e ASA #EKThH 2 LENH
D £9, dayO-config Z kT D i 22 LT, BEFD ASA F721XASAV L3 Ta 7 4 Fab—va v
DBy & 2 B —7 5 £ T9, day0-config NI TDNAFIXEE T, BEAF? show running-config =~
Y RHAODIEFE —FE L TWARERSH Y £,

dayO-config 7 7 A VD2 ODOFZRLET, 1 DHOHITIE, FHAEY b A =Xy h A F—T=AA
#2772 ASAv % AT H4A O dayO-config Z/R LET, 2 2HOHITIX, 10 FHE Y b A —H x|k
A B —T = A A% Z T2 ASAV &3 A7 554 O day0-config 7~ L £ 97, Z @ day0-config Z i il L C.
SR-IOV A 5% —7 = A A% 2 72 ASAVS0 ZH AL E9, HEEFHEMKFE 3 X—Y) ML T
<TE&EVY,

1

ASA Version 9.4.1

|

console serial

interface management0/0

nameif management

security-level 100

ip address 192.168.1.1 255.255.255.0
no shutdown

interface gigabitethernet0/0

nameif inside

security-level 100

ip address 10.1.1.2 255.255.255.0

no shutdown

interface gigabitethernet0/1

nameif outside

security-level 0

ip address 198.51.100.2 255.255.255.0
no shutdown

http server enable

http 192.168.1.0 255.255.255.0 management
crypto key generate rsa modulus 1024
username AdminUser password paSSw0Ord
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B ssavvsrozromacsoamERT 7 4 L0k

ATy T4

ATy TH
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ssh 192.168.1.0 255.255.255.0 management

aaa authentication ssh console LOCAL
call-home

http-proxy 10.1.1.1 port 443

license smart

feature tier standard

throughput level 2G

1 :

ASA Version 9.8.1

!

console serial

interface management 0/0
management-only

nameif management
security-level 0O

ip address 192.168.0.230 255.255.255.0
!

interface GigabitEthernet0/0

nameif inside

security-level 100

ip address 10.10.10.10 255.255.255.0
|

interface GigabitEthernet0/1
nameif outside
security-level 0O

ip address 10.10.20.10 255.255.255.0
!

route management 0.0.0.0 0.0.0.0 192.168.0.254

username cisco password ciscol23 privilege 15

|
aaa authentication ssh console LOCAL
ssh 0.0.0.0 0.0.0.0 management
ssh timeout 60
ssh version 2
|

http 0.0.0.0 0.0.0.0 management
|

logging enable

logging timestamp

logging buffer-size 99999
logging buffered debugging
logging trap debugging

|

dns domain-lookup management
DNS server-group DefaultDNS
name-server 64.102.6.247

|

license smart

feature tier standard
throughput level 10G

|

crypto key generate rsa modulus 2048

VMware % {#/ L 7= ASAv DA |

(=) Cisco Smart Software Manager |Z &2 Y %817 S 417- Smart License ID h—2 > 7 7 A V&AL B2 —H

WA —RKLET,

EE) Fura— R 77 A 0B ID bh—27r%a—0L, ID h—27 OB %xaEEe ldtoken] &9 T

FAN 7 AVIRTELE T,

ZDID h—27 12X > T, Smart Licensing ¥—/3—|Z ASAv 23 B BIFIZ B I N E T,



| vMware % f&F3 L 1= ASAv DEA
VMware vSphere Web Client % {f L 7= ASAv DA .

ATYT6 THAL 77 AN%ISO 7 7 A JWITE# L THRAECD-ROM % 4% L ¥,
1 -

stack@user-ubuntu:-/KvmAsa$ sudo genisoimage -r -o day0.iso dayO-config idtoken
I: input-charset not specified, using utf-8 (detected in locale settings)

Total translation table size: 0

Total rockridge attributes bytes: 252

Total directory bytes: 0

Path table size (byptes): 10

Max brk space used 0

176 extents written (0 MB)

stack@user-ubuntu:-/KvmAsa$

AT w77 day0.iso HIZ Linux TH L\ SHAI fEZF5H L £,
1

openssl dgst -shal day0.iso
SHA1 (day0.iso)= ebbee36elebla2bl09311c59e2flec9f731lecb66 day0O.iso

ATV T8 HLWTF =y 7V AEEET L7 b D asav-vimf 7 7 A /WIZE D, dayl.iso SHAL fEZ Hr L < Ak S

FAECEE B2 ET,

i

SHAI (asav-vi.ovf)= de0f1878b8f1260e379e£f853db4e790c8e92f2b2
SHAL (disk0O.vmdk)= 8980b26891cc68fal0c94ebd91532fc450dad418b02
SHAL (boot.vmdk) = 6b0000ddebfc38ccc99ac2d4dbdbfb8abfb3d9c4
SHAL (day0.iso)= ebbee36elebla2bl09311c59%9e2flec9f731lecb66

ATV T ZIP 77 A NVEfME LT=T 4 L7 VT dayOiso 7 7 A V& abt—LEd, T 74/ (28) @ day0.iso
T AN EEEINET,

ZOT 4L FUMS VM BNEAINDEEIT, B L < AR S 17z day0.iso NORERK B S ivE 5,

VMware vSphere Web Client {8 L = ASAv D E A

Z DI TIE, VMware vSphere Web Client i/l L T ASAv 3 A9 % HIEIZ DWW TR L £
9, Web 7 7 A 7 > ML, vCenter 23 LETJ, vCenter 2372V A 1X,  [VMware vSphere
AL RT R TTAT  MBEUH 0 B HAMREMH L7 ASAv OF A | 7213 TOVF
V=B IO 0 MR AN L7 ASAv OFA] 2L T EIW,

* vSphere Web Client ~D7 7 v AL 7 T A4 TV MNEET 77 A DA A b=/ (28 ~X—
V)

« VMware vSphere Web Client Zffi ]l L 72 ASAv DE A (27 ~—2)
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VMware % {#/ L 7= ASAv DA |
B ssehere Web Client D7 7 £ R EHSAT Y MEETSTA L DA VR =1L

vSphereWebClient ~\D 7V R EVSAT U MIETSTA2DA Y
A=

Z DIATIE, vSphere Web Client |27 7 & 24 % FiEICHOWTHMHA L Ed, £72, ASAv =2
V=T T RRAIMEIR ) TAT V MRET T A A A =T L FEICONT bt
LET, —HDOWeb 7 747 MEE (774 72 E) X, Macintosh TiZHAR— ST
WER A, BRIRZ TAT 2 FOYR— MERIZOWTIL, VMware D Web ¥ F B L T
<TZEW,

ATy 1 7 F 7% 5 VMware vSphere Web Client Z 28 L &7,

https.//vCenter_server:port/vsphere-client/

774V b T, port (39443 T,

ATv 72 (AROHR) ASAVA L ) —N~DT 7B AZARRICT DI, 7 IAT 2 MRET T T A & A A h—

NLET,
1. v 2 A i T, [Download the Client Integration Plug-in] %27 U » 27 L CF 774 v X 7 u— KL
£,

2. 77UV EHL L, AV AN—FEFEHLTTF77 A4 %A A=V LET,
3. 79U A &AL ARN—/LLT-5, vSphere Web Client (Zf45%#¢ L £ 97,

AT T3 2—HF—ZLAT— &AL, [Loginl] &7 V v 73 2%7) . [Use Windows session authentication] F = =
IRy 7 AeA A2 LET (Windows D)

VMware vSphere Web Client % {#Fi L /= ASAv DE A

ASAv ¥ AF 521X, VMware vSphere Web Client (& 7213 vSphere Client) ., 33X OA—7">
b7 +—~v b (OVF) OF 7L — 77 A L2 EALET, Y AIDASAV Ny F—
T HEBT 511X, vSphere Web Client T Deploy OVF Template 7  '— R&HH L £3, =D
U 4 Y— FTIL, ASAVOVA 7 7 A V&R L, ASAv & FATT DA~ v v 2AFR L, /Xy
TV A A=V LET,

VAP ROFIEDIE L A E1E, VMware [Z5f LIEHED § O TH, Deploy OVF Template D5
FMZ DWW TIX, VMware vSphere Web Client D42 T A > ~)IL T BB L T 2S00,

1R HHEIIZ

ASAv % AT 5HIZ, vSphere (FEEH) TOR< L1203y NU—J 2R ELTELI L
TR ET,

AFvF1 ASAvZIP 7 7 A /L% Ciscocom NH A7 a— KL, PCITIRFELET,
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| vMware % f&F3 L 1= ASAv DEA
VMware vSphere Web Client % {f L 7= ASAv DA .

http://www.cisco.com/go/asa-software

Gx) Cisco.com D7 A U BI NV A3 —E ZZHINNLETT,

AT w72  vSphere Web Client @ [Navigator] ~<A > T, [vCenter] 7 U v 7 L7,
ATw 73 [Hostsand Clusters] %27 U v 27 L£7,

ATV T4 ASAVEEANT LT —HwrH— IV TRAE FIIHRANEL2 Y v 2 LT, [Deploy OVF Template]
BN L E T,
[Deploy OVF Template] 7 ¢ #'— RRER S ET,

RT9TS U NEE ORI THERE T,

ATwF6  [Setup networks] [ T, HHT 5% ASAV A V' H—T =4 AZFxy T =T~ BT LET,

Fy NI =77 N7 7y MEIZR > TORWAREMERH Y £9°, X hT—7 2 A2 5 Z EndE
WICHEE G, REOMHmE (Bdit Settings) | XA TR IRy 7 ANDH Ry NI — 7 % CERTX
F9, BHEZ, ASAVA U AZ U AESH 7Y v 7 L, [REDHE (Edit Settings) ] Zi®IR LT, [RED
Mt (EditSettings) | # A 707 Ry 7 AT 7®ALET, 72720, ZOMEHIZIZASAY A > X —7 =
AAIDFFEREINETEAL Ry NT—2 THETHXIDDORKR) , WDOFy hT—2 THTXID & ASAv
AH =T 24 AID OXHIE—EESR LTI ZI,

xy kD—5 7HETAID |ASAvA 2 —T A4 XID

F*y NU—27 7 X% 1 |Management 0/0

Fv hU—r 7 X7 %2 |GigabitEthernet 0/0

v NU—27 7 X743 |GigabitEthernet 0/1

Fv NOU—2r 7 X7 % 4 |GigabitEthernet 0/2

v NU—27 7 X 7% 5 |GigabitEthernet 0/3

Fv hU—2r 7 X 7% 6 |GigabitEthernet 0/4

v NU—2r 7 x7% 7 |GigabitEthernet 0/5

Fv hU—r 7 X7 %8 |GigabitEthernet 0/6

v NU—27 7 X 7% 9 |GigabitEthernet 0/7

Fv hU—2r 7 X7 % 10 |GigabitEthernet 0/8

TRTDASAV A U H—T oA AT HMETIH Y FH A, 7275 L. vSphere Web Client TiZ 9T
DAV E =Tz A RZxy NT—27EFOYTHMLERHY £F, FHLRWA VZ—T =14 X(ZON
Tt ASAVERENTA VX —T 2 A A THOF FIZL TR I ENTEET, ASAV #EA LT,
7 C vSphere Web Client (ZF Y | [Edit Settings] # A 7 2 7R v 7 ARG A V' H—T7 = A A& HbR
THZENTEET, POV T, vSphere Web Client DA > T A ~ILV T EB L TL E &,

GE) 7 x—/)LA—/N—/HA Bl CTid, GigabitEthernet0/8 37 = — /LA —/— f L X —T = f X L
L CHARRESNET,
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VMware % {5 L 7= ASAv DA |

B vvware vSphere Web Client % {5 L 7= ASAv DA

ATy 717

ATvT8

ATvT9

J*.MM-&)%

AU H =Xy T ERZHTTP 70X v 23 %354 1%. [Smart Call Home Settings] fHi CA~— b
TAEADT XL T RUVAZRET 2HERHY 3, 207 mx %, —KIZ Smart CallHome (=
bEHENET,

7 = — /LA —/3—/HA El&E CTlX, [Customize] 7> 7 L — NI CIRZXE L E T,

AR UNRAERIPT RLAZIEELET,

A B =T oA AERETHHA, ALY NTI—2 LT 7T 4T IPT RLAEAZ LA P
T RUVAZIBETOMNERNHY T, 774~ VEENKET L L, B X VEETT T4~
WEEOIPT RUALEMACT RLRAZG|EHE, M7 74y Z@imSEET, BIERAX 31 (C
o TCNWDHIEEN, AXUSNADIPT RLAEMACT RLAZFEMEET, *v hT—27 T
A4 AT, MAC & IP 7 RLADMAEDLHIZOWTEELZFTHIL2WED, Xy NT—27 FOED
LOMRLGHICHLARP = NURERINTZY, YA LT MBRELTZVTHZ LTS THA,

+ [HA Connection Settings] fHIk C, 7 =— A —"— U 7 ZHELET,
T2V F =R —= X7 D2 EOEEIL, T A== U 7 RATTEICEE LT, AEEOH)
EAT —H# A% MR L C £ 9, GigabitEthernet 0/8 28 7 = — /LA —/N— U > 7 L U CHARRE SN

TWET, RILRYy "2 LDV 7T BT 7T 4 TRIPT RLAERZ AL DIPT K
LAEANLET,

T 4 — KNFET 95 &, vSphere Web Client | VM Z LB L £97, [/ v — 3UfE#H  (Global Information) ]
TEHIR D [FIT D # A2 (Recent Tasks) ] 24 T [OVFEB O#HIERE (Initialize OVF deployment) ] A
T A AR TEET,

1.}
* || Recent Tasks =

| Al | Running Failed j

Initialize OVF deployment

'EI' DE-Testing

!

79

ZOFIENPE TS DL, [OVFT 7 L— hDEA (Deploy OVF Template) |56 | AT —F ANEKR I
£
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| vMware % f&F3 L 1= ASAv DEA

VMware vSphere Web Client % {7 L 7= ASAv DA ]

| = [¢] RecentTasks

| Al | Running  Failed 1
« Deploy OVF template '
] -asav3

" |nitialize OVF deployment
B} DE-Testing

My Tasks = Mare Tasks,

FD%, ASAVA L ABZ UARAL R NUNOIESN T — 2B ¥ —DFIZFERENE T,

371280
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VMware %3 L 7= ASAv DA |

B vvware vSphere Web Client % {5 L 7= ASAv DA

vmware® vSphere Web Client # @&

(| X | & messmeasav3 | Adions ~

| Getting Started | summary Monitor  Manage
B

VWhat is a Virtual Machine?

Avirtual machine is a software computer that
asave like a physical computer, runs an operating
system and applications. An operating

azavi system installed on aviriual machine is
called a guest aperating system

Because every virual maching is an isclated
computing environment, you can use virual
machines as deskiop or workstation
endronments, as lesting environments. or 1o
consolidate server applications.

InvCenter Sarver, virlual machinas run on
hosts or dusters. The same host can run
many virtwal machines

Basic Tasks

B Power Off the virtual machine
il Suspend the virtual machine
i Edit virtual machine settings

amas

ATV 10 ASAV vV UNELEBEH L CORWEAIE, [~ OFEJ%Z 4 (Power on the virtual machine) ] %
7w LET,

ASDM THzft A 3IT L7V 20 Y — /W AT T D RS, ASAVNEBIT 5 D& RFH £ 7T, ASAv
WO THENIT 5 &, OVF 7 7 A WD SN T A — X 5t A Ir, 5% ASAV ¥ AT LK
EMLET, 0%, BB e ANABMICHBE SN, B#ZHGLET, Co_EHEZEH 7ot
1L, #FIOTASAY ZEA LT-GAICORFELET, EE A vt — T %2R 5121, [Console] # 7 %
7V w7 LT, ASAv 22 Y —NIZT 78 ALET,

ATYvIN Tz NA—AN—/HABBEOHEGIE, COFEEZGEVIEL TEh X VERBZBMLET, KROTA K
TAESRLTIES N,

T IAVHELFEIUAL—Ty b LUV ERELET,

cTIARVIEELFSTKFELIPT FVAREEZAN LES, MFTOEREDT — hR T v TBIE
3. T4~V ERTEAF Y L LTEBEZ#NNT 57 A=F 2RO TR —IZLET,

. Cisco BIEE X1 TARBET7TSA 7R (ASAV) 012 RA— b7y THA K



| vMware % f&F3 L 1= ASAv DEA

VMware vSphere R 2 > K7 AV 547V FELUE0BABREHERAL- ASAvDEA .

RDBERY

Cisco Licensing Authority (& ASAv Z IEF ICBET DITIE, ASAVIZA 2 —X > N T 7 AN
MBETT, AU F—Fy MR L TIA B AREREE T S8 512%, EARITBMOHEE
MBI D ZENRHY £,

VMware vSphere R 2 > F 7829547V B KUED
AAEEERL - ASAv DE A

ATy I

ATy T2
ATvT3

ATvT4
ATvTH
ATvT6

ASAv 238 A9 5 121E, VMware vSphere Client 35 & A —7 U EAE(L 7 +—~ v b (OVF) ®
T T — 77 A (vCenter ~E AT HI5E 1T asav-vi.ovf, vCenter Uﬁ*“%ﬂ‘ﬂ”éiﬂ/\
asav-esxi.ovf) ZEHA L FET, > Aad ASAv v r—TU % E AT 5HI21E, vSphere Client T
[OVF7 > 7' L— h®D#E A (Deploy OVF Template) |V 4 ¥'— K&fiHLET, 27 4 ¥F—FK
TlE. ASAVOVA 7 7 A VZ Mt L, ASAV & FEATT DM~ v o 2 FR L, Ny r—T %A
YA M= LET,

¥4 F— FOFIEDIE L A E1E. VMware I25F LEEHED D T, [Deploy OVF Template] ™7
P— ROFEMIZ DN TIL, VMware vSphere 7 74 7> DA T A4 v~V TSR LT
él/\o

1R BHHIIZ

« ASAv % AN 5HAIIZ, vSphere (FELH) TOMRKEH 120Xy NU—72RELTEH
SHENRHY FT,

cASAV V7 N = T OfRBRE 0 H MR T 7 AV O1ERL (24 2—3) OFIEIZHE- T,
B0 H MR EER L ET,

VMware vSphere 77 7 7> h & &) L, [File] > [Deploy OVF Template] % =N L 7,
[Deploy OVF Template] 7 o« #'— RBRERSNET,

asav-vi.ovf 7 7 A WEFRR LT-EET o L7 P 2R, Fa@IRLET,

[OVF Template Details] Hif 23 F ~r SNE T, IROMEICBEILET, DAFXZLAOFEOHH =7 4 F 2L —
vary Iy ANEERT 58I MRELET LMNETIH Y FH A,

Btk O EAGRE DB NF RS NE T, [Finish] 227V v 7 LTVM ZEALET,

ASAv DEFEZBA L., VMware =2 Y —)LZBAWT, 2B HOEEIZFHS L £,

ASAV (T SSH##ft L, MERMENRAE T LET, HORMHa 74 Falb—ay 77 A LITRERT X
TOBEN SN TGS, VMware 22 Y — /L &EBIWT, LEREREZET LET,

ZAUT, ASAv [XEEICEMERRE/DIRRE T,

Cisco BB X1 TARE7 IS4 7 VR (ASA) 912 242— 7y T7H4 K [}



VMware % {#/ L 7= ASAv DA |
B ovrv—ss0m0 amBRERR L ASAY DBA

OVFY—ILEXUVEOOBRAEREZERLT- ASAv DEA

DB arTIE, B0 AT 7 A NV ENE LGS OVE Y — /L& L2 ASAy DiE
ATFHEZOWTHEA L £,

B8 HHEIIZ

« OVF YV — /L%l LT ASAv #E AT 545513, day0.iso 7 7 A V3B TY, ZIP 7 7

ANTIREESNDT 7 4/ EDZED day0.iso 7 7 A VW EMEHT L0, 2k, ERLI A
AL ARLIEHORAHay 74 Fal—ary A VEERTEET, BLoRHa
T4 X2l —raly Ty ANVOIERIFIEIZOWTIEL, ASAY V7 bU = 7 Off &5 0 H
R 7 7 A VOB (24 =) BB LTLIIEEN,

« OVF > —/L7 Linux £ 721% Windows PC {121 > A b —/L &, #—4~ v b ESXi $—/3—
B CE D L MR LET,

ATV 1T OVEYV—IABA VA=A ENTWAZ L EMERLET,
1 -

linuxprompt# which ovftool

ATw T2 NHEREAL T a v ERE L .omd 7 7 AV EERR L E T,
1 :

linuxprompt# cat launch.cmd

ovftool \

--name="asav-941-demo" \

--powerOn \

--deploymentOption=ASAv30 \

--diskMode=thin \

--datastore=datastorel \

--acceptAllEulas \
--net:Management0-0="Portgroup Mgmt" \
--net:GigabitEthernet0-1="Portgroup Inside" \
--net:GigabitEthernet0-0="Portgroup Outside" \
--prop:HARole=Standalone \

asav-esxi.ovf \

vi://root@10.1.2.3/

ATv T3 emd 7 7 A NVEFEITLET,
i -

linuxprompt# ./launch.cmd

ASAv OFEFEZTA L., 2B HOEE) 258 L F 4,

ATw T4 ASAVIZCSSHE L, MHEIZS U TCREZZET LET, SOICRENVLEREEIE. ASAvIZ% LT VMware
oy Y —)VEEE, VELRTEEEHALET,
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| vMware % f&F3 L 1= ASAv DEA
asava v y—i~n7s ez ]

I T, ASAv I B ER[REZIRIE T,

ASAv O Y —)LADT O 1A

ASDM T 258, F I 7Ny a—T 4 VI CLI 2T 0LERHIEANH Y F
T, T 7 AV FTiE, fAGAFAD VMware vSphere 2> Y — /LI T 7B ATE 9, 2T

=T U RRX=A MR EDOXVENTEREEZFF >Ry NT—7 VU TN 3 V=V ERTE
TEET,

« VMware vSphere = > > — L DA ff]

e Xy NU—27 S UT ) ary—)L R— DR E

N

GE)  HBoHMAMR T 7 A VEHH L TASAY 28 AT 546, k77 A icaryyy—ILo Y7L
DOFREZBILT, FET— MEIRBVGA 2 Y — LTI Y TAR— N2 fFH T
F9, ASAV V7 b U =T O EF 0 HHK 7 7 A VOLERR 24 _—Y) 2R TL

ZEuN,

VMware vSphere 3 > — LD {E

MR EETZII N T TNV a—T 4 7 %179 121L, VMware vSphere Web Client |Z & ¥ $2{it <
NHHR = —uin G CLIC T 7B A LET, #% T Telnet £721X SSH D CLI U E— F 77
TAEHRETETET,

1R BRI

vSphere Web Client TiX, ASAv 2> Y — )L T/ B RN TA T v MEGT T 74 v %
ALVAR—=NVLET,

AT w71 VMware vSphere Web Client T, A > X2 h U D ASAv A V' AKX A% 47 VY v L, [Open Console] % i
RLUFEJ, F7/21L. [Summary] ¥ 7 @ [Launch Console] #7 U v 7 L £,

AFwT2 2= Tr Y7 LTEnter #HLET, 1 : Cl+Alt 4 &, h—YLAPEEENET,
ASAV NETZEBIFOGAIL, EEIA v E—URRRINET,

ASAv IO CTREITH L, OVF 7 7 A VB INTZNT A — X 5 iAIr, T H % ASAV VAT
LRERICBIILET, FDk, i%fﬁﬁ%ﬁﬁ%%’ﬁ%éﬂ\ﬁ@%%%bifo:@:Eﬁﬁfﬂ
T AE, HIOTASAY ZEA LTEGAICORRBELET,
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VMware % {#/ L 7= ASAv DA |

B ~oro—ssurzravy—nfk—rogs

ATvT3

ATvT4

ATy TH

GE) TA VL A LA =T DHET, A—7 v I 100Kbps IZHIR SN D728, Tk T
2 NEEITFTEXET, T4V RT, BEOBRIEICLETY, S4B A2 A M—1T 53
FT. ROA Y E—IUNRary V= L TRYVIELERINET,

Warning: ASAv platform license state is Unlicensed.
Install ASAv platform license for full functionality.

wo7Ta 7 FRFEREINET,

ciscoasa>

Zo7ar7 Mi, 2—YP—EXECE—RFTEEL WA Z L2 R LEYT, =2—¥—EXEC £— KTIE
HARKa< ForzrEHTEET,

¥i#E EXEC T— RIZ7 7B AL %7,

Bl -

ciscoasa> enable
WO T NINFRRENET,

Password:

Enter ¥ —ZM L C, WICEARET, T 74/ b TiE, AT — RFFZEATY, LENIA R—T L RRA T —
RZFRT L7725 E1E, Enter 23 b oiconaz A LET,

Fa L NRRO LI LET,

ciscoasa#

BRELSOTRTOa<2 Fid, FiEEXEC T— FCHATE 4, MHEXECE— )b ar 7 4 ¥a
L—yaryE—RIALZELTEET,

FRHEE— RZ2 T 51213, disable 2~ R, exit a~> K, £zt quit 2~ FE2ANLET,
Ja—LarZ 4 X¥al—vary E—RIT778ALET,
ciscoasa# configure terminal

Ta T IBRRO LTI LET,

ciscoasa(config) #

ra—srarZ 4 Fal—vay ET—RKPH ASAY OREZFHETEET, Ze— L ar 7 o Fa
L—vay = Ra&TT50%, exit a~ 2 R, quit 2~ R, £72idend a~> READLET,

Yy hT—4H Sy ary—)L R— FDERE

ay V= I ANXY U ADE EOFHIC, 2y —)L T I ERCHONT, Ry hT—2
VUTNR— FEBEMTHRET 200, ERIFMRE Y TV R—Farkr hb—4% (vSPC)
WCHERT A L ICERETE ET, FHIEOFEMIZ OV TIE, VMware vSphere D~ == 7 /L %
BZRLTLEEN, ASAVTIE, A= Y — A DRDVIZT U T R— Mz — L HH
EEETLIVENHY T, ZOFIETE, VT KR—F ary ) —VaEHNT 5 H5EIC
DWTHBLET,
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| vMware % f&F3 L 1= ASAv DEA
VPU EFERL—T v k S z07 v ToL—F |

AT w71 VMware vSphere TRy b7 —2 L U7 AR— h&#E L E T, VMware vSphere D~ =27 /L &S L T
<TEEvy,

ATw 72 ASAV T, Tuse ttySO| EWIOARIDT 7 A V& disk0 D/L— KT 4 L7 MVIHERLET, 277 Ab
WIENEREEN TV AREETH D A, ZOHMIFET DI L DOHEBLETT,

disk0:/use_ttySO

« ASDM 25 [W—IJL (Tools) 1>[Z 7 A4 IILEE (FileManagement) | ¥ A 7 /Ry 7 A%fEHL T,
ZOARITEDTHRA NI 7 A NET v 7 r— R T&EET,

s vSphere =2V — /LT, 77 AN VAT LHNOBFEO 7 7 A4V ((EEDT 7 A4V) &H LWARIIZ A
E—T&E7, RIHlZRLET,

ciscoasa(config)# cd coredumpinfo
ciscoasa(config)# copy coredump.cfg disk0:/use_ttyS0

ATY T3 ASAVE Y m— R LET,
« ASDM 7> 5 [Tools] > [System Reload] % 3#R L £,
* vSphere =22 Y —/ /L Creload Z A1 L %7,
ASAv [T vSphere = Y — L ~DEEFEEFIL L, RDOVIZT I T ay Yy —VITEELET,

ATy a4 U TV R— bk OBINEHIHRE L7z vSphere DR A R IP 7 KL A & R— FFE ST Telnet #4570, £7-
IZVSPC D IP 7 KL A & AR— M T Telnet ##¢ L £ 97,

VCPU £ ZRIL—T Y b A€ ADT7Y TSI L—F
ASAv IZ, FEHCTZ 5 vCPU ODICHET HAN—T v N T4 BV AEFEHLET,

ASAv @ vCPU O &0 (135 T) HEIE. LW I A AZERLTEDOH L
WIAL B AEEA L, FTLVMEE —FHT 25 X9 VMware D VM 7 87 ¢ #88 L £,

)

GE)  #YTHNZVCPUIL, ASAVCPU A B AEHITAL—T v b I AL —FHLTW
HRERHY F9, RAMIZ, vCPUFIZELLS A AHEINTWAMERH D FT, T 7
JL— RERIL T 7 b— REFZE. 2 OFE] %OT 74ﬁ/x&wwu%ﬂ (R
THEIICLET, KRR —ENH 556, ASAV ITETICEIEL 8 A,

ATVl HLWIA B AFERLET,

ART9T2 HLWIARUAEZEHALET, 72— A== XTOEE, W HOEBIZH LN A 250
LET,

AFYT3 Tz F—R—ZHHTENE I NS LT, ROWTNNEZFEITLET,

Cisco BB X1 TARE7 IS4 7 VR (ASA) 912 242— 7y T7H4 K [}



VMware % {#/ L 7= ASAv DA |
. VMware T® ASAv D/8T +—< U AR

o 7z —)LA—3—=%H 1 : vSphere Web Client T, A% 1 3A ASAv OEREZUIN L £4, 7=& 2L,
ASAVv #7 V) w7 LTS [~ > DOEJREZ A7 (Power Off the virtual machine) [ %27 U v 7§
B, FRIFASAVEEZ Y v 7 LT[ A MOSE Vv v hZ 7 (Shut Down Guest OS) ] % E&R
Li—a—o

¢« 7z —)LA—/3—72 L : vSphereWeb 7 7 A 7> h T, ASAvODOEREZUIM LET, 7=& 2L, ASAv
7V w7 LT AR~ OEEZ A7 (Power Off the virtual machine) [ %27 U w7 35,
FIITASAVELS 7Y v 7 LT[ A MOSE Y v v R & 7 (ShutDown GuestOS) | Z %R L £ 7,

ATV T4 ASAVZEZZ U w7 LTHE [~ v O E DM (Edit Virtual machine settings) %227V v 27 L£7
(21T ASAV 2457 ) v 7 LT [REDHRE (Edit Settings) ] Z23&IKN L £9) ,
[Edit Settings] # 1 7 12 7R v 7 ARFRINET,

ATYTE  HLWVCPU 74 L ADIE LWVMEEZ R T HI2IE, ASAVvVDOT A A (1 3—) (ZHD CPUE
P A VEEEZSRLTIZE0,

ATw 6 [Virtual Hardware] # 7 [CPU] T, Ra vy 7 Z o U A MM BH LVEZERN L £,
ATv 7T [Memory] IZI&, # LV RAM Ofix AJJLE T,
ZFwTF8 [OK]&Z YU vz LET,
AT9FT9  ASAVOERZ ANE T, /=& 21X, [Power On the Virtual Machine] 27 V v 7 L %7,
RTFYTI0 Txz—NF—_— XTDEL
1 7774 7E~Da Y —=VaF< 0, £I2IT7 77 4 74E T ASDM KB L £7,
2. AZUNAEEOREBPKET Lictk, AZ U ANAEBEICT = — VA — =L ET,

+ ASDM : [Monitoring] > [Properties] > [Failover] > [Status] Z#&4R L, [Make Standby] 272 U v 7
L/i—a—o

* CLI : failover active

3. TIUT 4 7EEIIHLT, ATy T3 ~9 B DIRLET,

RDERY
ZEACOWNWTIE, ASAVD T AL 2 (1 3—) BB LTLIE X0,

VMware TO® ASAv D/\ T #—<T 2 R FFE

ESXi B TD/N T+ —<T VADMAL

ESXi AR A @D CPU M IFOFRTEE2THEST D Z 212k - T, ESXi BREND ASAv D/ 7 3 —
VU AEM ESHSH T ENTEET, [Scheduling Affinity] 47> 3 SN2 L - T, (R~ D

B CiscoEEEEFX1UTFARETISAT7 VR (ASAY) 912 R4 — b7y THA K



| vMware % f&F3 L 1= ASAv DEA
nuMA o4 k51> [

CPUZRAROYELaT (BLONAN—AL vT 4 VT RENII2 > TODEED/NA 73—
ALy R) IZEDLITHBESELnEHETEET, oML AT, SRE~T
OELET 74274 By MNOT vy HIZHID Y THIENRTEET,
AN OV TR, LR O VMware ¥ 2 4 > b 2B R LTS EE 0,

 [Administering CPU Resources| @ #: ( [vSphere Resource Management] ) .

+ [Performance Best Practices for VMware vSphere]

» vSphere Client DA > 7 A L~V

NUMADAHA RS54 >

Non-uniform Memory Access (NUMA) 1%, /L F 7ty ¥ AT 20T at v Hicxd s A
AVAEYEY 2= VOREIZOWTHIRT 2 IEAE T —F 7 7 F ¥ T, 7rky¥Rn
HHED/—FK (VE—FAEY) RICHFEELRVWATVICT 7 BATEHEAIE, o—0LAE
VW7 78 AT L0 HIEEHOME T, NUMA #6270 LT — 4 2k 3 5 BN H
nEJ,

X86 Y — =T —% 7T I FyiI, Oy FEBIOY 7y NNOEEDO 27 THER ST
WET, H£CPU Y7y hEZDOAEVEBIUTO A, NUMA / — REMEENET, A€ D0
537 v M EBIRNCHEARDIZIE, YA ST 7 r—va VB IOEEMT STV B JED
gy (NIC 72 L) BREIC/ — RNICFET HIHLERH Y £77,

7 ASAy /N7 4 —< L AR ERT AT

* ASAv ¥ U iE, 1D NUMA / — R ETEITTLIXLERHY 7, 12D ASAV 32D
DIy FTEITENDEIICTEBAISNTWBEE., X7 r—< AT KBIETFLE
_a‘o

87 ASAv (¥ 1:8 27 NUMA 7 —F7 7 F v Ol (40 2—°) ) Tix. &~A k CPU
DE Ty MR, TENENRELU LD aT #HEZ TWAMERH Y £9, h—— [ TH
ITENTVAMHMD VMIZOWTHEEETALERH Y £3,

eNICiZ., ASAVv ¥ U LEIUNUMA / — R EIZCHDILERH Y £,
A

(GE¥)  ASAv X, #%8? Non-uniform Memory Access (NUMA) /— K5
FOWE 27 HOE D CPU V77 v b & HR— b LER A,

WOKIL, 22O CPU Y7y BB . K% CPUIC I8THD a7 NE# SN T\ DY ——% R
LTWEF, 8 =27 ASAv TiZ, &AA K CPU DKV 7 v MIHEIE S HOD = 7 HBAMLE T,

Cisco BB X1 TARE7 IS4 7 VR (ASA) 912 242— 7y T7H4 K [}


https://pubs.vmware.com/vsphere-60/topic/com.vmware.ICbase/PDF/vsphere-esxi-vcenter-server-60-resource-management-guide.pdf
http://www.vmware.com/pdf/Perf_Best_Practices_vSphere5.0.pdf
https://pubs.vmware.com/vsphere-50/index.jsp?topic=%2Fcom.vmware.vsphere.vm_admin.doc_50%2FGUID-3D5F6146-5F9C-46BC-B1D3-DCA856E98137.html

VMware % {#/ L 7= ASAv DA |
B receive Side Scaling (RSS) FRD#EH®D RX ¥ 21—

1:837 NUMA 7 —FT 9 F v Dl

— numa 0

numa 1 -

8 core ASAv

CPU Socket 0 CPU Socket 1

O Controlon

NIC

NUMA ¥ A7 AL ESXi O FIZBIT 2 FEMIC DV Tl VMware R = A > | [vSphere
ResourceManagement]] ., B D VMware ESXi/N—2 g VA S L T 72V, 20O R =
AV MBLOZOMOBIH R¥ 2 X2 NORFHOTT 1> a3 U EHERT DI,
http://www.vmware.com/support/pubs & Z M L T 72Xy,

Receive Side Scaling (RSS) FAMDEX®D RX ¥+ 1 —

ASAVIE, EE DT nt yFa TRy NV—UZENT T4 v 7 23T 5720y RT—
ITETHICE TSNS T 27 7 1 —Toh 5 Receive Side Scaling (RSS) ZHHR— kL
TWET, RRKAL—Ty NEEBTLI2IE, % vCPU (=7) (A O NICRX F = —73%
EEINTWARENRH Y £, —#A972 RA VPN BB T, 1OOWNE/ANERLT DA v 2 —
T2 A ABERATHHENHDZ LITEELTLEEN,

e

BEE HHEORX Fa—&MHT25I121E, ASAV N— 3 2 9.13(1) LA LEE T,

WNEBNE AT DA v F—T 2 ZA%Fi08 a7 VM DS, X2:8 27 ASAVRSSRX ¥ = —
41 =) ITRT LT, BEA LB —T oA AT 4 OO RX Fa—0Nb Y F9,

. Cisco BSE X1 )T ARET7TISAT VR (ASAV) 012 RZ— b7y THA K



https://www.vmware.com/support/pubs/

| vMware % f&F3 L 1= ASAv DEA

Receive Side Scaling (RSS) AOEHDRX 21— [

E2:8237 ASAVRSSRX ¥ 1 —

ASAv _
8vCPUs = 8 phyical cores on host

( \
= =
N A O A

Inmld;)]J Outside RX

WDFIZ, VMware 1D ASAV D WIC B KOV AR — F SN THDHRX F 2 — DA R L ET,
PAR— h I TV D yNIC DFLEHIZ DWW TIL, #unique 21 unique 21 Connect 42 section unm
$52_glbZZH L T2 &0y,

SPISU| DINA
vNIC Outside

% 8:VMware THE Eh % NIC/VNIC

NICA—F |wNIC K354 | FS4/379 /8 BXFa2—0D |1\ T+x—T R
AN o— #

x710% i40e PCI /XA R JL— K8 PCI/ XA A )L—{%, T A &=
NIC DHF THED/NT —~<

ARt LES, AR L—F—
RClZ, NIC i% ASAv B TH

D ARABBRBEIC il 228 UK T
EHY FHA,

40evf SR-IOV 4 X710 NIC Z{# H L 7= SR-IOV
A)—"" ME PCI /XA A JL—
b Urk30%) EKFLE
¥, VMware @ i40evf (213,
i40evf = & IZHK 4 DD RX
Fa—NHVET, 16 27 VM
THRRKANV—Ty N &EHTD
12X, 8 ODORXF 2 —03 BT
T

Cisco BIEE X1 TARBET7TSA 7R (ASAV) 012 RA— b7y THA K .



B srovsos—orszoTnEva=Ly

VMware % {#/ L 7= ASAv DA |

NICH—F |wNIC K54 | KS4/8379 /0 [RXFa1—D|/N\T+—I R
JA o— E<)|
x520 ixgbe-vf SR-IOV 2 —
ixgbe PCI /%A A JL— 6 ixgbe K7 A /N (PCI 78 A A jL—
E— ) 121X, 6 ODORXF 2—
NHYEF, T F—~ L RIX
i40evf (SR-IOV) & [E1% T,
ML |VMXNET3 | #{i484k K8 ASAVIOO [ZIFHEE S EH A,
AL €1000 VMware TR I EE A,
*ASAv (X, x710NIC @ 1.9.5i40en " A h KT A NERBMBERH Y /A, XD Hv—
VarEEH LAY a DO RIANEFEELET, NIC KIANRNE T 7 =207 2T D
W= a AR E T2 IIHERR T 2 729 @ ESXCLI 2+ & ROFEHIC DN TIL, NIC K7 A
77— AT =T N—=T g VORI (42 =) EEHRLTLEIN,

NIC FSANETF7—LozTN—23 vOHR
BEDT7 7 =L 2T BILORITANDON—T a AMERETHN F T2V IMER T 2 0ERH D56
3. ESXCLI 2~ R L TEDT —F Z /O 5 2 ENTEET,

A AP ENTNSHNIC DU A FZERIGT HI21E, B 578 2 MMZ SSH £t L .
esxcli network nic list 2~ RZ&FELT Li‘?o ZDavwy Knb, TNA AR L O~
WAEROTLENE SN DX T,

e A UAP=NSNTWHNICO Y Z b ZESFTHIE, FEMARREFREGL ZENTEE
T, MEEIRNIC DL RITZHEE LT, esxcli network nic get AV FEFEITLFET ¢ esxcli

network nic get -n <nic name>,

)

GE) ey NU—2 T X T2 ERIZ. VMware vSphere 7 7 A 7V FIBLHERTHZ EH T

xFET, THTX L KT A \1F, [Configure] ¥ 7 N [Physical Adapters] D FiZH Y £,

SR-IOVA VA —D A RAOTAES I =Y

SR-IOV ZfHTIUX, D VM THEA FHNED 1 HD PCle % v T —2 T H T X & 3f
TAHZENTEET, SRIOV K OMIEEZ THE L TWET,

« FRERE (PF) @ PF . SR-IOV KfEA & T 7 /L PCle BERE T, ZhHlE, AR K ¥—
N—LEOWBEDAXT 4 v 7 NIC & LTERINET,

o AEBERE (VF) @ VFIZ, 7 — X5k % T 2 & PCle #§8E T3, VFIZ, PF Ll
Eh. PEENLTEHEINET,
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| vMware % f&F3 L 1= ASAv DEA
sesmennszd

VEIZ, (R ENTANL—FT 4 7 VAT L 7 L—LT—27HND ASAv ¥ 2 2K 10
Gbps Dt ARk CE £4, ZD® 7 23 Tk, KVMBEE T VF 2% &1 2% HiEiCHW\T
FALE9, ASAv LD SR-IOV AR — I DOW T, ASAv & SRIIOVA v Z—T =2 A ADT
ntEva=r7 (113=Y) 28R LTLIEEN,

TIEFIELFINEIER

SR-IOVA A —TJ A RIZETBH4 KS4 >

VMware vSphere 5.1 LABED U U — 2%, FFE DR EDEREE T LA SRIOV Z 7R — K LERA,
vSphere O —FDOFEHREIL. SR-IOV BNHENZ72 > T D EHEEEL XA,

SR-IOV A v #—T =2 A AT HHA FT7A4 2 LHIRFE (12 X—) TR INLTHD
ASAv & SR-IOV IZBT % v A7 AEMITM AT, VMware & SR-IOV (ZBI3 2 Ff, HAR— b
ENTWADNIC, HfED M, BLOT v 77 L— REHOFEHIZ OV TIE, VMware <
== 7 VIN® [Supported Configurations for Using SR-IOV] THERT HMLERH VY £,

ZDOE 7 v a T, VMware VAT A ED SRIOV A VX —T =2 AD TV a =TIl
B4 s3EIEhty M7y VYFIREREFIEEZRLET, Z0t7 v a VHNOERIT
VMware ESXi 6.0 & vSphere Web Client, Cisco UCSC ¥ U —X #—3—_ 35 LU Intel Ethernet
Server Adapter X520 - DA2 Z il L724FE D 7 REEN DT S A AN BAER S L2 H D TT,

SRIOV A >4 —TJ x4 RIZFHI S HIREIE

ASAv ZiLE)T 5 &, BESXi TERRINDNEF L IXHDNEF T, SR-IOV A H—T = f ANFE
IRENDGENRHY ET, LY, A F— 7:u4’;< RTETT—MNFEL., FTD ASAv
T ADFR Yy NT— RN T AL E N H 0 £,

A

EE O ASAV TSR-IOV Xy NU—7 A v HZ—T =4 ADZTEZFIET HEIC, A v FZ—T = A AD
VY VT ERHRTAIENEETT, kD, 2y hU— 74’/5? Tz A ADHRTE
N, VMABEARARDIELWVHFEMAC T RLAAL A —T =24 RSN ET,

ASAV BEEIL7ZH, MACT RL AL A VX —T 24 AD~ vy BV 7 %R TE £, show
interface 2~ > REFEHAL T, A1 VX —T 2 ADMACT RLARE A X —T A AD
PEAMEREMER LET, A X —T oA AE[D Y THRELWT & Z2HERT 5121, showkernd
ifconfig 2~ ROFER E MAC 7 KL A&l L £,

ESXi /R X |k BIOS D#EEE

VMware (Z SR-IOV A > ¥ —7 = A A%z 7= ASAv Z#H AT 5 12id, bz R—H LT

HNZT 20BN H Y £9, VMware Tlx, SR-IOV iR — MIBEFT L4 F 1400
['Compatibility Guide] 721F T7 < | AL G DR )R T 54 D o m— RAfEE7: [CPU

Identification Utility] & & ® T, A LY F— P OLFMER TEZRM L TV ET,

F7-. ESXiRA Ma A o452 L1k - T, BIOSHW TR AN > TWDENE D
NERHT L L TEET,
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https://pubs.vmware.com/vsphere-60/index.jsp#com.vmware.vsphere.networking.doc/GUID-E8E8D7B2-FE67-4B4F-921F-C3D6D7223869.html
http://www.vmware.com/resources/compatibility/search.php
https://my.vmware.com/web/vmware/details?productId=136&downloadGroup=CPU%20IDENTIFICATION%20UTILITY
https://my.vmware.com/web/vmware/details?productId=136&downloadGroup=CPU%20IDENTIFICATION%20UTILITY

VMware % {#/ L 7= ASAv DA |
B <z rmE7 575 Lcosriovoamit

AT T RONWTNIHDOFHFEEFH LT, ESXi =iz 7 A4 LET,

CIRANSDHEET 7 EANHIHEF, AR 2L T, v~ royflar Yy —1rou (4 _—y
& ET,
e AR A MZUE— M TER L TWDEAIL, SSHEIFMOY £—F ar Y — L @xEsHHL T, A
MEDEy g w2RBLET,
ATV T2 FAMIE-> TSN 22—V L/ LERRAT—=REASLET,
ATY T3 koa<wr REFITLET,
% -

esxcfg-info|grep "\----\HV Support"

HV Support 2~ > RO L, ERFTRER NA N—= A PV R — DX A TR LET, AlEEOH HHE
DRI EUTIORLET,

0: VI/AMD-V if, ¥ FR— "N ZDON—Ry =7 CiIMEHATCERWVWI L ERLET,

1 : VI/AMD-V %, VT £721X AMD-V 2 CT&E FIN, ZON—RKU =7 TiE¥FR—rEnW\WI &%
/j—_\‘]\/i—é‘o

2 : VI/AMD-V 1%, VT £721Z AMD-V Zfi i T& £9 2, BifE. BIOS N THNZ/ > TWRWT & &R
L/i‘j‘o

3 : VI/AMD-V I, VT £721Z AMD-V 28 BIOS N CHEZNZ 2> TEY, fiATE2Z 2R LET,
5 -

~ # esxcfg-info|grep "\----\HV Support"
[ ====HV SUPPOTL ..ttt ittt ittt 3

ED 3 1%, ALY R —F S TEY, AINZR>T0H I EaRLET,

RDZRY
« RAMYELT X7 S TSROV AN LET,

KRR BT A TA ETO SRI0VDEFE
vSphere Web Client Z £ f L C, A" A F TSR-IOV Z#H % L, AMREEO AR TE L ET, &%
ELRNE | IR~ ¥ AR RE IS B T & £ A,
1a s BRI

¢ SR-IOV E#ary hU—V f v B —T A A H—FK (NIC) B"A LA F—/LENTWNWAHZ
LERMERLET, [SRIOV THAR—KEINTWVANIC (133—Y) | 2L TLEE
AN
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| vMware % f&F3 L 1= ASAv DEA

ATv T
ATy T2

ATvT3
ATy T4
ATy TH

ATvT6
ATy 17

vSphere X 1 v F DR .

vSphere Web Client T, SR-IOV Z G ZhZF % ESXi A A MIBEH L £,
[Manage] % 7 C. [Networking] %2 VY w2 L. [Physical adapters] & %R L £,

SR-IOV 7’0 RT ¢ T2 2 LIk BT X7 Z R SRIOV Y AR — b LTWDHNE ) nE il <
TET,

WEL T X % %R L, [Edit adapter settings] 227 U v 7 L ¥ 7,

SR-IOV O F°C, [Status] KB > X A== —7> 5 [Enabled] Zi&IR L £ 77,

[Number of virtual functions] 7F 2 MR > 7 22, T X T ZIZHKET HIRAAEREDEE AT LET,

GE) ASAVS0 TlX, A1 v Z—T A AHT-0 220U FOVFEZERALEWZ 2B LET, Wi
AV HE—=T 2 ABEBORAEEECTET L L, XT3 —~ U ANKTFTT 5NV F
ﬁ‘o

[OK] %27 Vw7 LET,
ESXi AR A N & FRidd) L £ 9,

WELY %75 2 ) CRBLSAIZNIC AR — N CHRAIBEREDR T 7 7 4 7120 £d, Zhbld, RA MO
[Settings] # 7 @ [PCI Devices] VU A MZFRSNET,

RDRARY
« SR-IOV HERE & R E X BT 5 72D OFEYE vSwitch Z1ERL L £ 97,

vSphere X 1 v FDERL

ATy
ATvT2
ATvT3
ATvT4

ATy TH
ATvT6

ATvT1

SR-IOV A ¥ #—7 = A4 AZEHT 572D vSphere A A v FZ{ERK L £7,

vSphere Web Client T, ESXi &R A MIB#EIL £,
[Manage] C. [Networking] Z &R L CT/H>5 . [Virtual switches] 38R L £ 7,
7T A (+) FLEfTE OB OMERT A 2T D [Add host networking] 7 A 2> &7 U w7 LET,

[HEYER A~ F AR~ > > 7R— 7 /L—=" (Virtual Machine Port Group for a Standard Switch) ] #f5¢ % A 7
IR T, [k~ (Next) 1227V v27 LET,

[New standard switch] 23R L T, [Next] %27 U v 27 LET,
MRy NU—2 TETZEH LUWVEER A v FITBEMLET,
a) FVHTHNLTHTEZDOTT, DT TR (+) finad 7 V7 LTT X725 BINLET,

b) UARMNLSRIOVIZHIET DRy hU—7 A v F—T oA AZBRLET, =& 2IE, Intel(R) 82599
10 Gigabit Dual Port Network Connection % 4R L £,

c) [Failover order group] K& v 74 7 A == —"T, [Active adapters] 2> 5N L E 7,
d) [OK] #2727 LET,

SR-IOV vSwitch @ [Network label] # AJ LT, [Next] #2 V v 27 LE7,
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VMware % {5 L 7= ASAv DA |

B me<coommttLAL0o7y FoL—k

AT v 78 [Ready to complete] ~— ¥ TR Z g8 L CTA D, [Finish] 227 V v 7 LET,

3:SR-IOVA VB3 —T A ANT R vy FEnt=# L\ vSwitch

Gefting Started Summary Monfor | Manage = Relaled Objects
Semngs [ Networking | Sworage | Aarm Definitons | Tags | Permissions

i Vidtiea| switches

| vitialswiches [N

Wierme adaplers

£l . e
Pinsical adaplers £t vawitcho
TCPAP configuration 7 vowilch
Aubranced
Standand swsich: vSwalch1 [(no em ek ced)
¢
[® 1556-5RIOV o ¥ Physical Adapters :
VLAN 1) = = vmnic 10000 Full i ]l

* Virtual Machines (1)

RDBERY
A~ T DEBIE LNV EREGRE L ET,

RETSUOEBMELRILOT Yy T L—FK

HHPEL~uE, RA b= THERRRELRELNN— R U = TSI T AR~ o o TEA AT
RERIRBAN— R =272 RELET, ASAv~ I d. N— R =7 L-UL% 100 Eicd 54
FRBHYFET, ZIUTLY . SRIOV D3R ZL—HEHEMN ASAV IZABRESNE T, ZOFIET
. ASAV 2R CHRIFOTR—FEINTWBAIREN— R =27 X—=T g T v T 7 L —
FLET,

AR~ D= R =27 = 3 L BHPEIC DWW T, vSphere (B~ v Vi~ =7
VESZIRLTLIZE,

AT 71 vSphere Web Client 7> vCenter Server (21 7 A > LE T,
ATV T2 BEETDHASAV vV U ERFELET,
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| vMware % f&F3 L 1= ASAv DEA
AsAv ~o se-ovNic o#E Y 1T

a) THARBUE— TANE I TAE V=R T =L FTITRA M EEIRL T, [Related Objects]
2Tx7 Vw7 LET,
b) [{RAE~ > (Virtual Machines) | %27 U » 27 LT, URARIDH ASAV v U Z3IRLET,
ATV T3 BRI~ v OERE A 7IZLET,
ATy T4 ASAVEAHZ Y w7 LT, [7PZ ¥ aY (Actions) |>[FXTOHvCenter 7% <3 > (AllvCenter Actions) ]>
[E#2tE (Compatibility) 1>[VM7 v 745 L— FOE#M (Upgrade VM Compatibility) ] Z 3R L £,
ATYT5 [T (Yes) 1227 Vw7 LT, Ty 77— REERLET,
AT T6 A~ OFEHYET [ESXi 5.5LAF (ESXi5.5and later) | 474 a &R E5,
RT9T1 (ATvay) [BEOTAROSDY ¥ v N T HIZORT v 77 L— K (Onlyupgrade after normal guest
OS shutdown) ] Zi&IR L F 7,
BRI NI~ > o3, BRI 7z [Compatibility] i EDXHIET /=R =7 =V 3 N7 v 77
L— RafL, R~ O [Summary] # 7 TH LWAN— R =7 N—=Ta UREFINET,

RDERY
« SR-IOV /XA A )b — % NU—2 T HETFH &M LT ASAv & {RAEKERE 2 BEd T =9,

ASAv ~® SR-IOV NIC D&Y HT

ASAv v 2 EWBLNIC 3T — X R BETe Z & A ARAET H1T1E, ASAv % SR-IOV /XA A
N—Fy NT—2 THE7 2L LTI O EOEMEREICEEMS T 2 0NERH Y ¥, ROF
JIECix. vSphere Web Client Z{# /] L T, SR-IOV NIC % ASAv ~ ¥ ZHED 24T 5 HIEIZON
T LET,

AT w71 vSphere Web Client 7> 5 vCenter Server (21 7' A > L £,
RTv T2 EHTDHASAY v U ERFELET,
a) T—HRUE— TANE ITTAL VYR T )b FTIR A EEIRL T, [Related Objects]
2T7%0 Yy LET,
b) [{EAE~ > (Virtual Machines) | %27 U > 27 LT, U A RMNDH ASAV w2 U 2 #IRL 97,
AT w73 {HE~ D [Manage] ¥ 7 T, [Settings] > [VM Hardware] %R L %9,
AT 74 [Edit) #27 U » 7 L, [Virtual Hardware] ¥ 7 Z#R L £,
AT w75 [Newdevice] KE v 7H 7 A =2—7T, [Network] R L C, [Add] 227V v 7 LE7,
[New Network] f > % —7 = A ANRFREINFET,
AT w76 [NewNetwork] 7 > 2 V&JEB L C, i AHE/: SRIOV 47 a VA &RINL £,
AT w71 [Adapter Type] K2 v & 7 A ==2—"T, [SR-IOV passthrough] % #4R L £ 7,

AT v 78 [Physical function] K2 v 7 X7 A =2 —T, NAR—FE~L» THETHZIHINT M T X742 %
ERLET,
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VMware % {#/ L 7= ASAv DA |
B Asav~o srovnic oElY 4

ATFYT (A~ OEREE AT LET,

A~ v OBFR AL NTT D E . ESXi BRA RBERT X 7 Z B 22T\ DRABHERE A 73
WLT, #FNESRIOVRAAN—T EZ TRy T LET, AN~ VT HETZ L
kL 2 DARABERE DT R TCO T u T ¢ AR L £ T,
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==
=% =R

KVM Z{EF L 7= ASAv DE A

H—=FN_R—=ZADFAE~ > (KVM) ZFETTEDLEEDOY— 13— T 2D x86 CPU T /3 A
AT ASAy ZEATEET,

*«KVM TOD ASAY DH A K7 A > THIREE (49 *X—)

« KVM Zfi [ L7 ASAv DEAIZDOWNWT (50 ~2—2)

« ASAv & KVM ORiHESGME  (51 ~<—)
HOHDAL T 4 FXal—ay T AL (52 2—3)
AR T Y v XML 7 7 A VO e[ (54 <X—0)

« ASAv DjfLHE) (55 ~—)

R NG A A —T AR TR Ea=T (56 2—)
*« KVM T ASAV DT F—=< o AFHE (58 ~X—)
«CPUMHHRL LFR—F (69 2—)

KVWM TDO ASAVDHA K54 > THIBREIE

ASAV DE NI ENDFFEDN— R =7 I1E, BASNDLA AKX o ZADOES B
FoTRRYFET, ERTAKRIET 54T L AL, RA NI ETORNY V—2E
DUT (AEY, CPUE., BLIOT 4 A7 RKE) BNLETT,

ASAV ZE AT BHNZ, ROHTA KT A LHIREEEZMERLET,

KVM T® ASAv D & R T LEH

W72 /X7 =~V AL MRT D720, L FOMERRICHER L T D Z 2R L TL 2 S
VN, ASAV I, ROBHRDH D F 9,

o IRA b CPU L., RABLIEIRISBE i 2. 72V — /X — 27 T 2D x86 ~X— A D Intel F 72 1L AMD
CPU THAHMEND Y 7,

72L& 21X, ASAV RT7 F—~< 2 AT A N TARTIE, 2.6GHz TEIET 5 Intel® Xeon® CPU
E5-2690v4 7' v & 4 % #5&#; L 7= Cisco Unified Computing System™ (Cisco UCS®) C /U —
A M4 Y= = RRIREH L TV E9,
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KVM £ L 7= ASAv DEA |
B «wmzmmLEAsAvOEAIZOLT

CPUE=Y

KVM B&EE T ASAv ZEEES ® A 1T1E, CPU Y= 7 RNUE T, CPU B> =2 7 OHEXI
(58 X—) BEHMLTLIEEN,

N TRASE) T4 HAESA2oDE=HDT 2 —ILA—/8—

T =)V — R EORAIE, AFUARLIEENRCETILIA B AR HELTWAHZ %
BLTLEEW (28 21F, WHFOERED ASAVI0s THhHZ LR L) |

S

BEE ASAv AR L CEAHMEST 2B T 25618, 7 —4 A2 —7 =4 A% %K ASAv IZ[FI U
B CEMT2HERHY T, BRICFA LA V¥ —7 oA AN DIEFTHK ASAv 2B
ENDHE, ASAV ALY —LIZT T —RFREND 2 ENDHY T, £/, Txz—Agd— 13—
BERRICHENH D Z 3B 77,

KVM Z{ERA L7- ASAv DEAIZDILNT

KORIL, ASAv & KVM DX hT—27 hReYoflzR_rLET, ZO=THALTWELE
NEIZ, 2O R POFNIIESNTWET, ASAvIZ. Ny hU—27 &8y hU—2
DOEDOT7 7 AT T+ —E LTEELET, £7-. JIEOEHEXy NU—INREESNET,

4:KVM %15/ L 1= ASAv DE A

10.1.1.2 198.51.100.2
g0/o gor
192 16812
mo
Linux Guest Linux Guest Linux Guest
Inside Momt Outside
10.1.13 1%1@13\ /m&mwmz
ethi ethi ethi
Inside Mgmt Outside
Metwork Metwaork Metwork
Lo HE i KWVM
.'.I i -.I | : .I |J|.||..l:".
virbr2 virbr1 A
10.1.1.10 182 168.1.10 198.51.100.10
atho =
Linux Host 1015230 &

B CiscoEEEEFX1UTFARETISAT7 VR (ASAY) 912 R4 — b7y THA K



| KvM %{EF L 1= ASAv DEA
asav & kvm oarizzt I}

ASAv & KVM DRI

* Cisco.com 7>5 ASAv qcow2 7 7 A /L& X 7 — R L, Linux 8 A MIKEHM L E7,

http://www.cisco.com/go/asa-software

\}

GE)  Ciscocom D 7 A v BLIOY AT —E XN NE T,

c IOV =a T I)LOEAFTIL, = —H —72 Ubuntu 14.04 LTS ZfEfH L TW5 Z & ZRilE &
L CvWE 9, Ubuntu 14.04 LTS 'R A b D fg FEICIRDO R r—2 % 4 A =)L LET,

* gemu-kvm
* libvirt bin
* bridge-utils
* Virt-Manager
* virtinst
* virsh tools
* genisoimage
NTF =V VAT A N EZOREDHELZTES, A MEHETHZ LT, KVM

TD ASAV DAV—Ty b ERRETE 4, —BAREF R FFHEROBEIZ OV TR,
[NFV Delivers Packet Processing Performance with Intel] 2 £/ L T 72X,

« Ubuntu 14.04 OfFF| 72 i@ b, RO bONEENE T,

» macvtap : EPERED Linux 7'V v ¥, Linux 7' U v YO 0 (2 macvtap 2 TE £
9, 7272 L. Linux 7'V v POV IZ macvtap ZHEHT H5E1E. FREDOREZT
IVENBHY T,

s Transparent Huge Pages : A& U ~X— U4 X &S £ 9, Ubuntu 14.04 TiX, 7
T AN N TH NI TWET,

Hyperthread disabled : 2 20 vCPU% 1 DD 7L a TIZHI L £7,

» txqueuelength : 7~ 7 4 /L k@ txqueuelength % 4000 /3%~ MIMEI &, Fry 7 L—
[N 30T A=

* pinning : gemu 3 XV vhost 7'm & A ZKFEDCPU 27 IZE e L ¥, FrEDSR
HTFTIE, EUVERIC Lo TR 7+ —~v U ARKIEIZH ELET,

¢ RHEL X— DT 4 A FJ Ea—3 3 rOxi#E{biz oW T, [Red Hat Enterprise Linux 7
Virtualization Tuning and Optimization Guide] ZZ M L T 723V,
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http://software.cisco.com/download/navigator.html?mdfid=279513386
https://www.intel.com/content/www/us/en/communications/nfv-packet-processing-brief.html
https://access.redhat.com/documentation/en-us/red_hat_enterprise_linux/7/pdf/virtualization_tuning_and_optimization_guide/Red_Hat_Enterprise_Linux-7-Virtualization_Tuning_and_Optimization_Guide-en-US.pdf
https://access.redhat.com/documentation/en-us/red_hat_enterprise_linux/7/pdf/virtualization_tuning_and_optimization_guide/Red_Hat_Enterprise_Linux-7-Virtualization_Tuning_and_Optimization_Guide-en-US.pdf

KVM %R L 7= ASAv DA |
B zoe00 7 %a—var o7 ok

*ASA V7 F U =T B I NASAV /A X— 3 A O HHMEIZ- OV TIE, Cisco ASA O A ik
[KEE] 2L T ZEW,

FOHNDOAYIA4FXaL—2ay 7714 ILDERE

ASAv ZEEIT AR, HOHHADary 74 Fal—var 7rAVEHEFTEET, 20
7 7 A, ASAv OLEIFFCEA SN D ASAV OB EEELTFA N T 7 A LT, Z0DOW)
BEEEIX,  [dayO-config)] WO T HFA K 77 A e UTIREDIEET 4+ L7 N VIS
. BT dWMm774wmk@@éhi¢o:@dWMm774wﬁ%@®E%ﬁmvﬁ
YEEINTHmARONET, FEOAHa 74 Fab—rar 774 0lid, 27l &b,
BA LV HE—T 2 AARAET VT 4 kT ha~vwr N, ABX—REEH SSH — " —%3 /ET
53w REEOLLERDY ETH, TRXTOASAXEEZZODLI EHTEET,

day0.iso 7 7 A /v (B A ¥ A day0.iso 72137 7 4 /L b day0.iso) 1&, FYIOREFIZfEH T
HILENRHD £,

« FIHRE AR IC HEIIZ ASAV IZT A & 2 &5 2121F, Cisco Smart Software Manager
M5 A 7 m— K L7z Smart Licensing Identity (ID) ~—2 > % Tlidtoken] &9 7 F A K
TrANVITHML, o HBAEK T 7 A NVERILCT 4 L7 M UVITRIELE T,

ARFEVGA a2 V=TI A=A DY FILIR— k235 ASAVIZT 7 & &
L. RETAHEHEAIZ. EORAER 7 7 A ica =12 ) TAAOREZBINL THIE
7 — FEFIZ VY 77/1/1‘ MEERHTZHLERNH Y 97,

s T UANRT LY ME—RTASAVZHATHHEIE. N7 AT Ly bE— R THEIT
SNDBEMD ASAERL 7 7 A V&, 0 EIH?H%EJZ774’/I/E LTHEHTHIHLERDY F
T, ZNE V=T R 77 A T UF—ADOEORHary 74Xl —ay 77
ZIFEYE LERA,

)

GE) Z T Linux MEH SN TWET, Windows DBESICHREOL—FT 4 VT 4 03H Y F
KR

AT v F1 TdayO-config)] E\WITFAKRT 7 AT ASAV D CLIREEZRRALET, 3200 L H—T = A AD&
EEZDOMDOMERFRELAZBMLUET,

IHDITIX ASA D/X—2 2 T HENH Y £3, dayO-config 1%, A#72 ASA L TH HLENH
D £9, dayO-config Z kT D i 72 HiEIX, BEFD ASA £721X ASAV L FfTa s 7 4 Fab—va v
DRy 2 2 B —3 2 J7¥ETY . day0-config NOITDINEFIZEE T, BE(FD show running-config =~ >
RHADIEFE —H L TWALERH Y £9,

51

ASA Version 9.4.1
|

console serial
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https://www.cisco.com/c/en/us/td/docs/security/asa/compatibility/asamatrx.html#id_65990

| KvM %GR L1 ASAv DB A

ATvT3

ATv74

#0A0av T+ ¥aL—var 771 00%E [

interface management0/0

nameif management

security-level 100

ip address 192.168.1.2 255.255.255.0
no shutdown

interface gigabitethernet0/0

nameif inside

security-level 100

ip address 10.1.1.2 255.255.255.0

no shutdown

interface gigabitethernet0/1

nameif outside

security-level O

ip address 198.51.100.2 255.255.255.0
no shutdown

http server enable

http 192.168.1.0 255.255.255.0 management
crypto key generate rsa modulus 1024
username AdminUser password paSSwOrd
ssh 192.168.1.0 255.255.255.0 management
aaa authentication ssh console LOCAL

(IEE) ASAv OYIHIE AKRZ BB T A o 22T 58813, day0O-config 7 7 A /LT IR DIEHA
GENTNDZ EEMHRLTIEEN,

A =T 2 A ADIP T FLA

+ ({£E) SSmart Licensing TFEH 3% HTTP 7'u ¥

«HTTP 7' m % (5E L72¥A) £7213 tools.cisco.com ~DHEREZ AT 5 route 2+ > K
* tools.cisco.com % IP 7 K L R |Zfi#ik9" 5 DNS P — —

s BRT D ASAv T A B RAEFEET B 72D Smart Licensing D% E

o (fEE) CSSM T?D ASAv DIRREBEG T DT2DD—FE DR A M,

(f:E) Cisco Smart Software Manager (& J2 > TH1T S 4172 Smart License ID h—27 > 7 7 A L&A o —
2y a— KL, Fura—R77A 006D h—2v&a'—L, ID h—7 > D&H%EETe lidtoken)
EWVWITHFART 7 A NEERRLET,

TXAN T 7 ANEISO 7 7 A VI L TRAECD-ROM % A% L £ 9,

1 -

stack@user-ubuntu:-/KvmAsa$ sudo genisoimage -r -o day0.iso dayO-config idtoken
I: input-charset not specified, using utf-8 (detected in locale settings)

Total translation table size: 0

Total rockridge attributes bytes: 252

Total directory bytes: 0

Path table size (byptes): 10

Max brk space used 0

176 extents written (0 MB)

stack@user-ubuntu:-/KvmAsa$

ZOID b—27 12Xk 5T, Smart Licensing ¥—/3—IZ ASAv 28 HEIYIZ B GRS E T,
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KVM % {Ef L7- ASAv OB A |
B 527y o7 noms

ATFYTE AF 1055 BVIEL, BATAASAY Z L2, #URIP T RLAEZELT 74/ NOER T 7 A
NEVERLET,

RETY XML 771 ILDHEE(E

ASAV 7 A F & KVM AR A M L, 7 A NEMAESERE T HEERy NU—27 2R TET D4
EWRH Y £,

)

CE)  ZOFIETIZ. KVM AR MDA ~OH IS S A,

KVM A A N BICRBE7 Y v O XML 7 A VZ R LET, FEOHOa L7 4 Falb—a
T A NORE (52 8—) [CFREEINTWAIRER Y hU—2 FFRa ORI TiE, 320
WRABT VU v 77 AL (vicbrl. xml, virbr2.xml, virbr3.xml) BNHETT (ZHHD3 DD T 7
Iz %ﬁﬂﬁ‘éb%#&) DET, =& ZUE, vithr0 T TIZHFEL TV A TE 8
A) o BT T7ANMIE, BT Y v VOREICKLELRERDEENTHET, BTV v
St Lfééﬁﬁ&%é?@ MAC 7 KL= %#aﬁza“zaz\%%% DWET, IPT FLADIREIXMEET

7

ATy T1 350FE8Exy NT—27 T XML 7 7 A )VEVER LET, ROFITIX, virbrl xml, virbr2.xml, X
N virbr3.xml T,

1 :

<network>

<name>virbrl</name>

<bridge name='virbrl' stp='on' delay='0' />

<mac address='52:54:00:05:6e:00"' />

<ip address='192.168.1.10" netmask='255.255.255.0" />
</network>

51

<network>

<name>virbr2</name>

<bridge name='virbr2' stp='on' delay='0' />

<mac address='52:54:00:05:6e:01"' />

<ip address='10.1.1.10" netmask='255.255.255.0" />
</network>

1 -

<network>

<name>virbr3</name>

<bridge name='virbr3' stp='on' delay='0' />

<mac address='52:54:00:05:6e:02"' />

<ip address='198.51.100.10"' netmask='255.255.255.0"' />
</network>

B CiscoEEEEFX1UTFARETISAT7 VR (ASAY) 912 R4 — b7y THA K



| KvM %GR L1 ASAv DB A

ATy T2

ATvT3

ATv74

ATy TH

IV |

UTFTa&A7 )7 F2ERLET (ZOFITIE, A2 U7 MZvirt_network setup.sh &\ 9 £ i % 1) £
T) o

virsh net-create virbrl.xml
virsh net-create virbr2.xml
virsh net-create virbr3.xml

ORI VT EFATL T, Ry NU—J E2RELET, ZTORATZ VT MI, KXY NU—7 28
BREEIZLET, Ry RU—Z1F, KVM A A RREELTWAIRY BRI L 7,

stack@user-ubuntu:-/KvmAsa$ virt network setup.sh

GE) Linux 8 A2 b % U v— K3 538451%, virt_network setup.sh A7 U 7" N & FFETTHHMERH Y
F9, A7 VT NIV T — RIS S LER A,

FAEFR > P U= PE SN Z L 2B LET,

stack@user-ubuntu:-/KvmAsa$ brctl show
bridge name bridge id STP enabled Interfaces
virbr0O 8000.0000000000000 yes

virbrl 8000.5254000056eed yes virbl-nic
virbr2 8000.5254000056eee yes virb2-nic
virbr3 8000.5254000056eec yes virb3-nic
stack@user-ubuntu:-/KvmAsa$

vitbrl 7 U v VIZE D B THILTWAIP T FLAEFR R LET, T, XML 7 7 A /L CTEID H T IP
7 RLATY,

stack@user-ubuntu:-/KvmAsa$ ip address show virbrl

S: virbrl: <NO-CARRIER,BROADCAST,MULTICAST,UP> mtu 1500 gdisc noqueue state DOWN
link/ether 52:54:00:05:6e:00 brd ff:ff:ff:ff:ff:ff

inet 192.168.1.10/24 brd 192.168.1.255 scope global virbrl

valid 1ft forever preferred 1ft forever

ASAv 02 &l

ATv I

virt-install X—ADEARX 7 U7 N EFEHLTASAY ZE#H T £7,

lvirt install asav.sh] & V)9 virt-install A 27 U 7° N &{ER L £,
ASAV ¥ U DARINE, ZOKVMAA b EOMOE VM T—ETHHLEND Y £,

ASAV TIFE K10 DF >y NI =7 BHR—FSnET, ZOBITIEIDOFRy NU—7REHINTHE
To Xy bU—2 TV vy VORDONAFFITEZETT, U A NORIIOFNLFIZ ASA DEFA 4 —7 = A
A (Management 0/0) . 2 3& H DAJi% ASAv @ GigabitEthernet 0/0, 3 % H D AJiZ ASAv @ GigabitEthernet 0/1
2% L. GigabitEthernet 0/8 & C[RIFRIZHE X £ 77, (AR NIC I% Virtio TZRIFAUEL D FH A,

1 -

virt-install \
--connect=gemu:///system \
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KVM %R L 7= ASAv DA |

B~ +r755108—9z1zxFnEDa=Vy

ATy T2

--network network=default,model=virtio \

--network network=default,model=virtio \

--network network=default,model=virtio \

-—-name=asav \

--cpu host \

-—arch=x86_64 \

--machine=pc-1.0 \

--vcpus=1 \

-—-ram=2048 \

--os-type=linux \

--virt-type=kvm \

-—import \

--disk path=/home/kvmperf/Images/desmo.qcow?2, format=qcow?2,device=disk,bus=virtio,cache=none \
--disk path=/home/kvmperf/asav day0.iso, format=iso,device=cdrom \
--console pty,target type=virtio \

--serial tcp,host=127.0.0.1:4554,mode=bind,protocol=telnet

virt install 227 U 7 N ZEAT L E T,
51
stack@user-ubuntu:-/Kvmasa$ ./virt install asav.sh

Starting install...
Creating domain...

T4 RUNRHE, VMO Y —ARERRENET, VMREEBIFCTHD I LEAHERATEET, VMO
4D E TS0 D £, VMABAEEBLZH, 2 Y —/VEHEHNS CLI 2~ REETTEE9,

Ry R TSHAA—T (4R TJAE g sy

ASAv 1B L CHEENIT5Z L7, £ VX —T oA AZEMIGEMB L OHIBRETX 9,
ASAV vV UNTHTI LWA v B —T oA ZA%BINT D586, ASAVIZZEDA X —T7 = A A%l
WDOALHE—T oA AL LTHRHEL T oY a =0/ TEHLERHY £, FEIC, By
N7 T ya =TI s T FEDOA V¥ —T = A AEHIBRT 256, ASAVIZZEDA
VHA—T oA ZA&EHIBRL T, BEMTONTZTRTOY Y —REMRTH0LERS Y £7,

FERFEEHNER

AVB—TIARADIYEVT EEBERIT
ARy NI T T AU H—T oA AEBIMNT DG, TOA L H—T7 = AF X, BEOK
BDOA L H—T 2 AFZIT | M52 97,
R NTT T A =T 2 A ATHIRT B E . TNRREDODEFESDAL X —T 2 A TH
DGEERE, A VA —T 2 AFFIIXF Yy v ITNELFET,
AU —T 2 A ABFIIX Yy T NDDE, RICKAYy NI 7T ra=rr3ndA
VH—T 2 AIFDOX v T MDD DLEFE S EHEHLET,
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| KvM %GR L1 ASAv DB A
w2y k=9 48— 420%y + 755 |

JI—I)LA—/\—

PRy NS TI AV =T A R T = =AY vy L LTS B8, Vv
1. ASAV D7 = — LA —R—_T L LTHEESNTWAR D=y FTFrbE Y =
YT HMERDY £,

cFTNANR—ARNAL DT VT 4 TASAVICEARY NTFT T A v B —T o ZAZBIMLT
MB, NAR=INAPFDRE LN, ASAVIZR Y T T T A v —T A A%BML
*7,

c T UF 4T ASAV ICHHEABM LT 7 2 — g — e f v X —T7 x4 A% RELE
T BREIFTRAF AL EBICREMSNET,

e 4= 2=y DT = — ) —RN—FEHEIMLET,

T2 A== 7 BHIRT DA RONCT 7T 4 772 ASAV TY = — LA — /R —

HEEHIBRLET,
e NAR—NRAYDT IT 4 THRASAVINES T = — )V F—_— [ ¥ —T = A &Yk
LET,
e IRIT, NAIR=NRAPFDAZ LN ASAYV N EIET DA v B —T = A A %3 IZHI
Ig/%l_/i‘j‘o

HIREIE & HIFEIE
ARy NTFFT T A E—T A A T Y g =27 Vittio lRAE NIC IZIRE SN FE T,

e P R—=PFENBA LV HF—T =2 ADHFREIL 10 T, 10 2B2538DOA 2 —T x4 R
FZEBMLEY>ETDE, 29— R ot —UREREINET,

e A H—TxA A J—F (media ethernet/port/id/10) ZBH< Z LIXZTE XA,

ARy NI T A E—T A A T g =7 TlL ACPI WILE T, virt-install A 7
U7 M -—noacpi 7 7 VG ORNTL 72E W),

2YRIT—H AR —DT A ADTKRY TS5

KVM A R= NP DA v H—T = A A ZBMNEBLOHIBRT A121%, visha~> R4 0%
EHALET,

ATy T vissha~vr R 740Dy v ary#l&ET,
B -

[root@asav-kvmterm ~]# wvirsh

Welcome to virsh, the virtualization interactive terminal.
Type: ‘help’ for help with commands

‘quit’ to quit
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KVM %R L 7= ASAv DA |

B «wvcoasavo/ o+ —< oz

ATy T2

ATvT3

A B =T A A&BINTHI21F, attach-interface =~ > R&EEH L 7,

attach-interface{ --domain domain --type type --sour ce source --model model --mac mac --live}

—-domain [Z1%, FHEEE, 4R, £IEEL UUID #ETEXE9, ~type /N7 A—H X, WEx v b
J—7 7‘/\/1)7\75’/7<T network, E721E7 A A~DT Y v V&Y bridge D EH LN EEETEET,
--source /N7 A —H X, BHRDOXA T E R LET, —-model /XT A —Z L, HIANIC DX A T ERLET,
—mac/NT A—H X, Xy hT—I A H—T 2 ADMACT RLAZIFEELET, ~live/ST A —H# %
I RMEITLTND RAS B EE 252 L 2R LET,

GE) ERATAIREZe A7 S 3 v OFEIC OV TIE, vish DA FX 2 A FE2BR LT EE N,
1 -

virsh # attach-interface --domain asav-network --type bridge --source br hpi --model virtio --mac
52:55:04:4b:59:2f --live

GE) ASAV CA VvV H—T2AA A a7 4FXal—varyT—KRE2ERALT, bT 747 DEZE
AVE—Tx2A REFRELTHEMELET, FEMIICOWTIX, [Cisco ASA ~ U —AX CLI = &~
TA4X a2l —vary AR (07 #EE) ] @ [BasicInterface Configuration] M4 ZHE L
TLIEEY,

A B —T = A ZA&EHIBET 5 I121%, detach-interface 2~ > R&FEH L £,
detach-interface{ --domain domain --type type --mac mac --live}

GE) FERRIRE/R A7 a v OFEANC OV TIE, virsh DA RF a2 A FEBHELTL XN,

&1

virsh # detach-interface --domain asav-network --type bridge --mac 52:55:04:4b:59:2f --live

KVM T® ASAv D/N T + —<T U R

KVWMERTD/NT+—<T 2 ADMRAL

CPU E >

KVMA A NDOHRTEEALEETHZ LI L > T, KVMBEEND ASAV D87 +—< 0 Z & h &
BAHZENTEET, ZNHORTEIL. AR NP —— LOERFEOHRTE & ITHEREZR T, =
DA 7> a %, Red Hat Enterprise Linux 7.0 KVM T T £77,

CPU VB =T HHNNITBHE, KWIMBERTONR T p—<v Axm ETEET,

—TnDE®ME

ASAv TlZ, KVM BEETD ASAY DT —~< L A% EEEH7-0HIZKVMCPU 7 7 =
TAA T arvEHERTANENRSY ET, TukyY T 7 0=7 4 (CPUE=VY) 12X
D, 7B AEEA Ly REFRAELEE (CPU) CIEAV CPU D /NA > R E A 2 KR
BROSATREIC /2D . /B D CPU TldZe<, HESNTZCPU TOA T BB AL ITA L v RRE
ITESns L9572 £,

B CiscoEEEEFX1UTFARETISAT7 VR (ASAY) 912 R4 — b7y THA K


https://www.cisco.com/c/en/us/support/security/asa-5500-series-next-generation-firewalls/products-installation-and-configuration-guides-list.html
https://www.cisco.com/c/en/us/support/security/asa-5500-series-next-generation-firewalls/products-installation-and-configuration-guides-list.html

| KvM %GR L1 ASAv DB A

ATy T

ATy T2

ATy T3

cruer=>roamt |

EUEHR SN TWARNA VAF UV ATEVER SN TND A Y AX L AD Y — A3 f
SINBNWEDNCT D70, CPUE =T EBERHLRWA VAKX A LTRIDAR A M CPU
V=V VAT A A RAERETHEIICARA MENZRELET,

)

FB O NUMA "R PREERWA LV AZ U ALFEUERA MINUMA MR P EEFFOA VAKX R
PREEALZWVWTIEEN,

TOF T arEFEHATARSIT. KYWMAARTCPU Br =0 75k LET,

KVM 7R A MREET, o= IR TE 5 vCPU OEEFRDT-0DI1IC, RA MO MR 2R LE
7,

£

virsh nodeinfo

i ATHE 7R vCPU O A fER L £,

1

virsh capabilities

vCPU 7' rtv¥ aryoty M =7 LET,
1 -

virsh vcpupin <vm-name> <vcpu-number> <host-core-number>

virsh vepupin =~ > KX, ASAv E®D vCPU Z & IZFEITTHHMERH YV £9°, WROHIL, vCPU 73 4 fE D
ASAVAEREZMEA L. N A NSO 2 7R I N TV A B EITHNEIZR D KVM 22 REZR LTV E
7

virsh vcpupin asav 0 2
virsh vcpupin asav 1 3
virsh vcpupin asav 2 4
virsh vcpupin asav 3 5

RANDATEZZT, 0~TOEOFSTHENENERA, FFMIZONTIE, KVWMO RF 2 AT — 3

VEBRLTLIEE N,

G¥) CPU V'r = 7 %t T 25A81E. AA N —"—=0D CPU bR VZEEICHHN LTS
W, BE O a7 TR SN —R—Z2HH L TWAEAIE, oYy MoE7=21% CPU
Vo T ERELRNTLS I,
KVM LT DR T 4 —~v 2D EIZIE, ROV AT L VY —ZARLENT /322 L D FT
HLdHY ET,
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KVM Z {5/ L7 ASAv DA |

B vwvaossrscy

NUMA @ 75 A

R

Non-uniform Memory Access (NUMA) %, /L F 7t v ¥ AT 20T at v Hicxd s A
AVAEYEY 2= VORREICOWTRBTEIHEAETI T —F7T 7 F ¥ TY, 7k yhni
HED/)—F (VE—FAEY) WITHEELRWAEVIZT 78 AT 5L, 2 —HLAE

VICT 72T 5848 L0 HIREOKE T, NUMA #fa2 L TTF —Z 25T 5 0803 5
D E9,

X8 — =T =% 7 7 F ¥ I, BEOYry FBIOY 7y NNOEED 27 THER ST
WEJT, FCPU VY hEZFDOAFYRBLOIO N, NUMA /J — R EMIIET, AF U H
S NEIRINCHELERS L, TANT T A — g B XOBEEMT L TWBET
Hes (NIC 72 &) MEIL /) — FNICIFETALERH D £,

7 ASAv /X7 f—< U A EFEHRTHITIT

s ASAV < UiE, 1DDNUMA /— FETETTAMENRHY £, 172D ASAV 732 D
DTy FTEITENALIICEBAINTWAERES., X7 +—~ L A IKREIETLE
ﬁAO

87 ASAv (¥ 5:8 =27 ASAVNUMA 7 —F 7 7 F % O] (60 ~—) ) TlI. HA
FCPUDEK Y 7> b3, ZNEFNSELU EO AT Z iz TWALENRH Y £4, P—r—
FTETENTWAMMDO VM IZOWTHLEETHILERH Y £1°,

e NIC IZ. ASAv =3 &[E U NUMA J — R EICHALERH Y £,

WOKIL, 22OCPU Y7y FRHYD . K% CPUIC I8THD a7 NE#H SN T\WDH Y —"—E R
LTWET, 8§ 27 ASAv TlE. A CPU DYy MIFESED a7 NULETT,

5:827 ASAVNUMA 7 —*T 9 F v Dl

— Numa 0 numa 1 =

8 core ASAv A
CPU Socket0 CPU Socket 1

ENENEN
;

sy Aadmuiangy

WO Controllor

= [

NIC
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| KVM Z&/ L7- ASAVDEA
Receive Side Scaling (RSS) AOEHDRX 21— [

NUMA O &3E1k

FIARAIIZIZ, ASAV = U 0d, NIC AEMEL CTW\W5 /— R L&A U NUMA J — K ETHEITTS
MERH Y FF, FIEHIZKRDO EBY TT,

1. [listopo) ZFEH L TNICHAAIZ/>TND /— REZHBIL, /— RROREFRRLET,
NIC ZZ2F T, EO/ — KPS THDLI0E AT LET,

2. KVMEA FT, virsh list ZfEH LT ASAV R L ¥,

3. virsh edit <vM Number> ZfEH LT VM ZfmE L E 7,

4. FIRL/-/ — FIZASAV ZRE L E7, ROFITIE, 1827/ — FEMEL TWET,
J—F 0 ~DRE :
<vcpu placement='static' cpuset='0-17"'>16</vcpu>
<numatune>

<memory mode='strict' nodeset='0"'/>
</numatune>

J— R 1 ~DOfE :

<vcpu placement='static' cpuset='18-35'>16</vcpu>
<numatune>

<memory mode='strict' nodeset='1'/>
</numatune>

5 xml DLEFEXPREIFL. ASAv~ L v OEBRZBEHRALET,

6. VMMPHIID /) — RTHEITEINTNDZ L 2R T HITIL, ps aux | grep <name of your
asav vM> ZFEITLC, et A IDEEELET,

7. sudo numastat -c <ASAv VM Process ID> & 32T LT, ASAv < U A#EUNIEE STV
DIHEFR L ET,

KVM T® NUMA F#E D BT A 3EMIZ D>V Tik, RedHat @ R = A >+ [9.3. libvirt
NUMA Tuning]] ZZM L T 7E &0,

Receive Side Scaling (RSS) FHMD#E D RX 21—

ASAVIX, BE Oty aTIZlRky NI ZE N T T4 v 7 BT HEOICFy hT—
ITETHCE>THHAESNST 7 /) 1Y —TéH 5 Receive Side Scaling (RSS) ZHHR— kL
TWET, RRKALV—Ty NEEBLTLIZIE, % vCPU (=7) IZHH O NICRX F = —723&
EENTWALERH Y £9, A7 RA VPN JEBI TlE, 1DOONE/ANEST DA v 2 —
Tz A AEMERTIHEENRD D Z EICER LTSN,

| &

BEE #HEORX Fa—%2MHT5I121%. ASAv /S— 3 2 9.13(1) ISR KB TT, KVM DA,
libvirt O /3— 2 3 1.06 LI TH A LERNH Y £,
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KVM Z {5/ L7 ASAv DA |

B receive Side Scaling (RSS) FRD#EH®D RX ¥ 21—

WHEBIANERAST DA B —T = A% D8 a7 VM OFE, X 6:8 27 ASAVRSSRX F = —
(62 =) ITFRT LI, AV H—T 24 AZIFT4ODORX Fa2a—0H Y £,

B 6:827 ASAvRSS RX 21—

ASAv
8vCPUs = 8 phyical cores on host

AEBEEEERE
A A O

Ins!;)]J Outside RX

WDFEIZ, KVMHD ASAV D WIC BLUOH R — F ENTWDLRX Fa—0E R LET, ¥
AR—F I TS yNIC OFRHIZ DUV TIX, #unique 44 unique 44 Connect 42 section pht vfh
gbhZZ LT EEN,

SPISU| DINA
vNIC Outside

& 9:KVYM THEEh 5 NIC/NIC

NICH—F |wWNIC K354 | FS41T5/0 [RXFa—D (/N T+—T R

A o— #

x710 40e PCI /X2 A )L— 8 (FK) x710 @ PCI 78 A& Z)L—F L0
: SR-IOV E— R, f@sps
i40evf SR-IOV 8

T —< AR LET, @
WL RRIERE Tl B VM
MITNIC ZFTEH20,
SR-IOV DMELE =N E T,
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| KvM %GR L1 ASAv DB A
ven ot [

NICAH—F |WNIC K54 | FS4/8T49 /08 [RKFa2—D|/XT+r—I >R
N o— #

x520 ixgbe PCI /%A A JL— 6 x520 NIC 1%, x710 &9 & 10 ~
30% X7 d—< L ANEL 72D
F9, X520 D PCI/SA A /L—K
L OVSR-IOV £— KX, RO
NI —< o AZ LU E4,
WE, ARER T, o VM
MTNIC 2L TEX 5720,
SR-IOV MRHELES L E T,

ixgbe-vf SR-IOV 2

R%47e L |virtio HE( R, 8 (FxK) ASAVI00 |[ZIFHERE S U EH A

FOMOEBIZ OV TIiX, KVM
T O Virtio D~ L FF 2 —H F—
FOFEME (63 =) BB
LT 7EEN,

KVM T Virtio DY )L F ¥ 1 —HKR— FDOFEXE

wOFNL, libvirt xml ZHRET S 7212, Virtio NICRX ¥ o2 — D% 4 IR ETHHEEZ L
TWET,

<interface type='bridge'>

<mac address='52:54:00:43:6e:3f'/>

<source bridge='clients'/>

<model type='virtio'/>

<driver name='vhost' queues='4"'/>

<address type='pci' domain='0x0000' bus='0x00' slot='0x04' function='0x0'/>
</interface>

| &

BE HHORX Fa—%HA— M5, libvit 08— 3 U338 106 IETH L LERH Y F
j_o

VPN O &1t

ASAv T VPN X7 3 —< LV A& LT 2720 0BIMOEEEEIT, ROLEBY TT,
« [PSec D A/)L—"7> MEIDILS L9 b EL AR D F9°,

* GCM FE5121E, CBC D2 fEDAN—T"> v R H VY 77,
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KVM Z (&M L7 ASAv DA |
B srovsos—orszoTnEva=Ly

SR-IOVA VA —D A ROTAESI=2Y

SR-IOV Z 41X, 5D VM THRA FNED 1 5D PCle * v vV —27 T X7 X &I
TAHZENTEET, SRIOV K OMIEEZ TEZEL TWET,

« FRERE (PF) @ PF . SR-IOV KfEA &3 7 /L PCle BERE T, b, AR K ¥—
N—bEOWBEDAXT 4 v 7 NIC & LTERINET,

o AEBERE (VF) @ VFIZ, 7 — X5k % T 2 & PCle #§8E T3, VFIZ, PF S
Sh. PEEANLTCEHEINET,

VF X, A ENnizA R —F 4 7 VAT A 7L —LT—7HND ASAV < 2 U IZIK 10
Gbps DAL TEX £4, ZD® 7 v 3Tk, KVM BB T VF 2% E T2 HiEICHOWT
HBHLE9, ASAv LD SR-IOV #R— MMZOWTIE, ASAv & SRIOVA V' H—T = A ZADT
nEYa=r7 (11 5—Y) Z2BRBLTLIEEN,

SRIOVA U A—T A RDTOESa=ZUJICET 2EHR

SR-IOV % % R— T 5B NIC 286 5451, SR-IOV %fiix VF £ 72 13{RKAE NIC (VNIC) #*
ASAV A VAKX AT X v FTEET, SRIOV (L, BIOS 7217 T <, »—Kv =7 LTHE
ITLCWABERL—=TFT 4T VAT I A VAR AETEIANA =N P TOVR—F Al
Y, KVM BREETEITTO ASAV D SR-IOV A v X —T =4 ADTubya=r 7t
TR TA RTA DY A RELLTFIORLET,

« AA b H—/3={ZIZ SR-IOV XJEEE NIC U TT, SR-IOV A > Z—7 = A A 2B
DHA RTA L EHIRFEE (123—2) 22RLTIEEN,

¢ IR Ak P — =D BIOS TIRAUL N AN 72> TWAMLENRH Y £9°, FEMIZ OV T,
R =D~ =2T NVESHRL TS EI N,

¢ R A |k H—,3—D BIOS TIOMMU 2 12—/ 3L H 73R — KM SR-IOV 2kt L CTHINC 72> T
WARLERH Y £, FEHICOWTIE, N— R 27 X F—D~v=aT V2SR L TL
722N,

KVM7RX ~ BIOS &£7RRX +0S DEE

ot arTE KVM VAT A EDOSRIOV A F—T =4 AD TV a = 7CH
THIEISEREY Ny T FIHEREFELZRLET, 207 v a YHOMEHRIL, Intel
Ethernet Server Adapter X520 - DA2 % {# /] L 7= Cisco UCS C ¥ J — X H#—,3— E® Ubuntu 14.04
EHAL T, FFED T REENOT SA ANDIERINTZHDTT,

IR BHHEIIZ
¢SR-IOV E#ary NU—V A B —T A A FH—F (NIC) DEYVfHTFbnNTWAZ &%
e L%,
o Intel AT 7 /v — (VT-x) HEREL VT-d BEENRNAEZNC AR > TN AD Z L R L
j‘o
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| KvM %GR L1 ASAv DB A

ATy T

KM 2 + BIOS &4 - 0s ZE [}

\}

GE) AT AA—I—IZLoTUL, ZNDOOIEEHENT 7 4L F T
N2> TV DGEERH Y £9, VAT LT &IZBIOS #&IiEIC
TV BALTCELTDLHENRRLTD, XX —D~v=aT )V
TR EHBETHZEE2BEIO LET,

e IRV —FT 4 T VAT DA A =L, Linuxk KVM £V 2 —b, 9475V
a—YPY— BIO2—T 4 VT A DTRXTNRA LA =L EINTNDEI L EHRLE
9, ASAv & KVM DRIESM (51 =) 2R L TI7EE0,

WA R —T = APRBEEIRETH D Z L AR L E T, ifconfig<ethname> Z il L C
i N

"root" L—WF— T AL MERATU—REFERA LTV AT AR A LET,

AT Y T2 Intel VT-d BEZNZ R > TNWB Z L 2R L E T,

1 :

kvmuser@kvm-host:/$ dmesg | grep -e DMAR -e IOMMU
[ 0.000000] ACPI: DMAR 0x000000006F9A4C68 000140 (v0l Cisco0 CiscoUCS 00000001 INTL 20091013)
[ 0.000000] DMAR: IOMMU enabled

BHROITIZ, VI-d BENZR>TWnWAHZ AR L TWET,

AT w73 [etc/default/grub i E 7 7 4 /LN GRUB_CMDLINE _LINUX = k U |{Z intel_iommu=on /X7 A — 4 Zf} )N

ATy T4

ATy TH

THZ LWL T, I—FRIVAD Intel VI-d 27 75 4 71T LET,
1 -

# vi /etc/default/grub

GRUB_CMDLINE LINUX="nofb splash=quiet console=tty0 ... intel iommu=on"

G¥) AMD 7'at v E2FEH L T84, DIz, and_iommu=on % 7 — k /X7 A —H|Zff
iommu DEHZHINITH72DIC— =% U T— K~ LET,
1 -

> shutdown -r now

WO EMFH LT sysfs f > Z—7 = A AR T stiov_nunvfs /3T A —Z |25t ez EE AT Z &1
LT, VF Z2Ek L £7,

#echo n > /sys/class/net/device name/device/sriov_numvfs

P N—DEFZ ANVET T2 ONCH R E O VEBMERR S L D129 512X, letcrcd/ 7« V7~V IZHES
EIXiLTWbrelocal 7 7 A Mz Eida~ > R&EAMAINLE T, LinuxOSiX, 77—k 7t 205 % Tre.local
A7V NEFEITLET,
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KVM %R L 7= ASAv DA |
B asav~oro 551208y BT

72z, R—bH77=0 120 VF 26T 275 —2EUTIRLET, Bty v 7 v 7 Tlda v
B —T A ANRERZDAEENRH D 7,

1 -

echo 'l' > /sys/class/net/eth4/device/sriov_numvfs
echo 'l' > /sys/class/net/eth5/device/sriov_numvfs
echo 'l' > /sys/class/net/eth6/device/sriov_numvfs
echo 'l' > /sys/class/net/eth7/device/sriov_numvfs

ATFYT6 P—r_"—% U7 —hrLFET,
&1

> shutdown -r now

ATv 7T Ispci #EA LT, VF MERR S22 L A2 fEB L E7,

11 -

> lspci | grep -i "Virtual Function”

kvmuser@kvm-racetrack:~$ lspci | grep -i "Virtual Function"

0a:10.0 Ethernet controller: Intel Corporation 82599 Ethernet Controller Virtual Function (rev 01)
0a:10.1 Ethernet controller: Intel Corporation 82599 Ethernet Controller Virtual Function (rev 01)
0a:10.2 Ethernet controller: Intel Corporation 82599 Ethernet Controller Virtual Function (rev 01)
0a:10.3 Ethernet controller: Intel Corporation 82599 Ethernet Controller Virtual Function (rev 01)

GE) ifconfig 2~ REFHALT, HiLA v H—T=A AFRLET,

ASAv A~ PCl 7/34 AMEIY BT

VF Z1ER L7= 5. PCLT /A ZZBINT 50 & FEEEC, VF 2 ASAV IZIBINTX £, kD]
TlX, 777 1 J1/v virt-manager Y — V&2 LT, A —% x> F VF 2 hr—7 % ASAv
BT A HFIEICOWTEHBE L E T,

ATvFT1 ASAv ZBIV T, [AddHardwarel RZ %7 U v 7 L, HLWT A R &M~ U TBML £9,

B CiscoEEEEFX1UTFARETISAT7 VR (ASAY) 912 R4 — b7y THA K



| KvM %GR L 1= ASAV DA

7:\— Koz 70EM

asav ~a Pel 734 208 Y 2T [

whuntulé Virtusl Machine

Ble virusl Machine  Wiew Send Sey

Lo

=l e -

Parformance
D Processor
B Memary
= Boor Optians
B vevooisk 1
() 1OE CORCM 1
By rac 6701004
Mouse
nput
Dinplay W
Sound: ichs
& Senial 1
B Poicochesi10.2
. TR
Video Cirrus
B corarcle us
B Cortrcler pei
B controler e

e Add Hardware

Basic Detalls
HHarma: !ubudulﬁ
URAD: | - - o il a—
Status: = Shutoff
Dascrplson;

Hypaendsor Detalls
Hyparasor: kbvm
Architecture: =86_64
Emulator: jusritsnfosm-spece
Furrrerace: Defauk
Operating System
HEStRBME: Unknown
Praduct name: unknown

» Applications
* Machine Settings
¥ Security

xﬁ-r':t'l qfﬁl::l!:.' I

AT w72 JE~A 2 ® [Hardware] U A kT [PCI Host Device] %7 V v 7 LE 7,
VF Z &2 PCL 7 /3 AD Y A FPHFRAL AZFRSILET

Cisco BHE 1) FTARE7TSA7VR (ASAV) 912242 —+7 v TH4 K ||




KVM Z {5/ L7 ASAv DA |

B ssav~o o 754 2oy BT

8:fREBHEED ) R b

Add New Virtual Hardwar &

8 storage PCI Device
Bs  network

input Plaase indicate what physical device

te connect to the virtual machine,

Graphic s

Ecimd Host Dewvice: o
=i Sarid 06:00:0 mterface athd (VIC Ethernet MIC)
=4 Paralal O7:00:0 interface athl (VIC Ethermet NIC) [
=l Charaw 08:00:0 VIC FCoE HEWA J

LIS8 Host Durice 09:00:0 VIC FCOE HBA

0A:00:0 Interface sthd (BZ599ES 10-Gigaba SFIYSFP+ Network Connectson)

Video 0A:00:1 interface sthS (B2S09ES 10-Gigabd SEVSFP+ Netwark Conmection)

! Watchdog 0A:10:0 Interface ethe (82599 Ethernet Controber Virtual Functicn)
Rilesystermn 0A:10:1 interface eth1d (82599 Ethemet Controller Wirtual Function)
Smartcard

) 0102 Interface eth1l (22599 Ethemet Controller Wirtual Function)
'@r LISE Redirection QA:10:3 Interdface eth15 (82599 Ethemet Controller \Wirtual Function)
Qa:10:4 Interface eth12 (82599 Ethemet Controller Wirtual Function)
Q108 interface eth16 (82599 Ethemaet Controller Wirtual Function)

Q81068 Interface eth13 (B2499% Ethemat Controller Witual Function)

Q8107 Interface sth17 (82999 Ethemat Controfler Wirtual Function)

OC:00:0 MegaRaD SAS.3 3108 [Immader)

1020020 MGA G200 [Filot] SerserEngines [SEF1)

|

xﬂlﬂtﬂl ] Eirssh |

AT T3 HEHRERAEREREDO W T I AR L T, [Finish] %7 U v 7 LET,

PCIT A ARN—R 7 =7 JRNMIEBRENET, T35 ZADELiE DS Ethernet Controller Virtual Function
IR TWAZ LIZHEELTLIEEN,
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| KvM %GR L1 ASAv DB A

crumzsLA—+ [

9:BmMEh - {RIEHEE

ubuRtuls Virtual Machine (on kvm:racetrack

Ele ‘rtual Machine  Wiew Send ey

5]6 T .

! Ermriew T Physical PO Device
Parformance Denice: 0Az10:3 82599 Ethemet Controller Virtual Function

L Processer
|ES Moy
(T Boot Options
(] vinio pisk 1
) IDE COROM 1
|Bhy rac 87:41:9d

Mo

Ingisk
Drsplay WG
Sound: ighi

Serial 1

2
M roocoossn:
B Fooooose102

Vides Corug
B controller UsE
! Ceontroller poi
! Controller IDE B

s Add Mardware —E-nml & cance |

RDBERY

cASAv <= R I A4 um b, showinterfaceai~ > RFEEA LT, SILSERELI-A & —
T oA AR LET,

CASAVTCA VA —T A A AL T4 Fal—arET—F2lHALT, FF 74 v 7Dk
ZEAVE—T 2 AERELTHMELE T, FEIZONTIL, [Cisco ASA > U —X
CLIZ> 7 4 Falb—rar AR (—#N7eElE) ] o [Basclnterface Configuration)
DEEZZBL TSN,

CPUEREL LKR— K

CPUMER LR — M, & SRR Sz CPUDEISE D ERNFRENET,
\WE., I TIEE— 7 BELUAMTITIEE CPU BREDR 30 ~ 40% TEIMEL ., v— 7 ERTH 60 ~
70% ORETEHEL E7,

Cisco BIEE X1 TARBET7TSA 7R (ASAV) 012 RA— b7y THA K .
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KVM %R L 7= ASAv DA |
B Asavinal o vepu A=

ASA Virtual @ vCPU {EF&

ASA Virtual ® vCPU fEIRITIX, T — & /3, HlHIAA b, BLOSNE T v ATl S
TS vCPU ODEDRFERENE T,

vSphere TH#E &5 vCPU O FZRIZIX, ASA Virtual DEFARIZMNZ T, ROLONEEN
£7

» ASA Virtual 71 R/LHE#H]
» ASA Virtual ¥ > A &7z %SYS A —/N—~ v R

* vSwitch, WNICE X O'pNIC D] ZBE§ 5 /37 v hDOA— =~y K, ZOF—/3—~y
RIFIEFIZRELS RGN H Y £7,

CPU (& FHZE DA

CPU i R OMEHE#R A TR H121%, showcpuusage 2~ > REMHALET,
4l

Ciscoasa#tshow cpu usage
CPU 00005000 1%01 000 2%05 000 1%
W S L7z vCPU O RN RIE IS # 72 D81 2 IRITR L 47,
« ASA Virtual LA — b : 40%
*DP : 35%
TR 5%
« ASA (ASA Virtual L' R— 1) : 40%
cASA T A KV A=V 7 : 10%
o A==y K 45%

Fr—r3—rsy RiE, A =3 FRERED FEAT, 36 L O vSwitch Z ] L 72 NIC & vNIC DfH]
DTy MEEITEH SN TWET,

KVM CPU fEA = LK— b

fEI,

virsh cpu-stats domain --total start count

Ay FEFTTD L MESNIT A MIf~ v v O CPUREHERP TR SNET, 774
VR TIE, T TOCPUDHFHE BRINERENET, ——toral A/ v a VERET D L. &
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| KvM %{EF L 1= ASAv DEA
AsA Virtual & kM 557

BRI DHFRENE T, —-count 7 a VEIRET D L. count HD CPU DFEEFDHFKAR
SHhET,

OProfile, top 72 EDY — /N EHFATT D L A N—=_A P L VMOl 5O CPUME =% F e,
FEE D KVM VM D55 CPU SN E RSN E T, [AERIC, Xen VMM IZ[EA O XenMon 72
EDY — DA Xen/ A 73— A H [ OF D Dom0 DA FCPUME RN E R SN E T A3,
VM Z & DA R= A PEHFIISE SN ET A,

ZNHDY =L EFHNT, OpenNebula 72 ED 7 F U K av Ba—7 407 7L—ALT—27 T
1L, VM IZ X - THEH & DR CPU OEIAE DR ENRERD 22T 2K E DY — L3
FELET,

ASA Virtual & KVWM D5 5 7

ASA Virtual & KVM OIZIE CPU % OEAEISE WA H D £,
« KVM 7' 7 O¥flix ASA Virtual DEfE L 0 HFICRKEL 20 7,
« KVM TIEZ OffilE [%CPUusage] & FE(I4L. ASA Virtual TiZ Z OfEIE T%CPU utilization)
EREENET,
H5E [%CPU utilization] & [%CPU usage] (F51DH D EFER L TUVWET,
« CPU utilization %, #¥ CPU O#EFHEHRZFZHE L £ 7,

* CPU usage |% CPU DA X—RA L w7 o » ZIZHEAS W GmBE CPU OfEHEM 2 2k L £
T, LML, 1 D0 vCPU OLMEFESND720D, NARN—=RAL vT 4 7 I3EEL £
/\/O

KVM Tl [%CPU usage| 1D X HICHFEINET,

77T 4 TIERHEINZARR CPU O &, FHAEEZ: CPU OGFHCX 2% LTHEESN
F9,

ZOFEIF. RAMPLRAZCPUMARTHY, YA NI —T 4T VAT AL R
CPUEHARTIIH Y A, T2, ZIUIRME~ > THEAFREZR T X T ORAE CPU D)
CPU EHRIZA2 Y £,

7ol 21X, 1VEORAR CPU 2458 L7 1 DOIE~ o2, 4 O CPU Z#5# L7- 1 &
DFEANTIITEINTEY ., 2O CPUMHAEN 100% DA, A~ 0L, 1 {EOWE CPU
I RTHERALTHET, KE CPU OfEMRIE,  TMHz BALOM R /K48 CPU 0% x 227
Bt L L CHESNET,
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KVM %R L 7= ASAv DA |
B Asavitual c kvm o 55
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4.
=% =R

AWS U 5 ) k~® ASAv DE A

Amazon Web Services (AWS) 7 o RIZ ASAv Z#8 A TX 9,

¢« AWS 7 7 7 R~ ASAv DEAIZHONWT (73 _X—2)

« ASAv & AWS DOHIFRGME (75 X—)

c ASAVEBLRNAWS O A RT7 A > LHIIRFEH (75 <—)
« REDBAT & SSH FRFE (76 =2—)

* AWS ED ASAV DF v U —27 hRu vof] (77 ~—)
¢« AWS T ASAv DR (78 X—2)

AWS 7 57 E~M ASAv DEAIZDINT

ASAVIE, MBIASALRILY 7 b =T 2#FETLC, IET7 +— L7 7 7 ZITEWTHEIEHR
DX T A BEREEARIELET, ASAVIZ, TV v 7 AWS 7 70 RIZEATEET, £
DH%BREEITH Z LT, BHOREE L bicer—ya VAR, 220, £33 7 151K
BB I OWET — 2o X —D T —rn— R {R#ETX 7,

ASAV IE. KD AWS 4 L AR VAR A FhHiR— KL TWET,

Je

Evbh M4 FRITCAA LA AAA T HBHLTCODEAIL, T —~ A& LS50
{2, Nitro 7~ 73—/3A ' L Elastic Network Adapter (ENA) A > % —7 = A A KT A N\ %&A{f
THCSERIEIMS A VAR LU AZATITRBATT D E A HELE L £7,

R 10: ASAVIERH 5 IZE D T4 2 2 XEEEDHIR

NI+—IR[EE |AVREVREA4T | L— IR RAVPN &z v < 3 Ul
(27 /RAM) R
ASAv5S cS.large 100 Mbps 50
2 27/4GB
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B wsosoraoaswogaizonT

AWS 7579 FA® ASAv DEA |

INTH—I VAR |1 VREZ VR4 T | L—HIR RAVPN v < 3 Ul
(27 /RAM) R

ASAv10 c5.large 1 Gbps 250

2 27/4GB
ASAv30 cS.xlarge [2 Gbps] 750

4 =27/8GB
ASAv50 c5.2xlarge 10 Gbps 10,000

8 277/16 GB
ASAv100 cSn.4xlarge 16 Gbps 20,000

16 =77/42 GB
RI:AWS THR—FEATWVWES PV REVR EA4T
AVRABUR B ASAv ETILDYR— |iF

~
c3.large -2 vCPU « ASAvV10 VY —2D7 o H—F
c4.large «375GB « ASAV30 nEYa =Dk
Al W, large f VAL A
e arge 2ODT—H A TO ASAV30 DI
F=TxAA HRINEEA,
1 DOEFEBA
=Tz A
c3.xlarge * 4 vCPU * ASAvV30 xlarge £ AKX AT
c4.xlarge +75GB PAR—FINDDI
ASAvV30 DHTT,

m4.xlarge 3ODTF—H A

H—=T AR

ol DDEHA
H—T AR

AWSIZT o v bEER L, AWS U 4 W—R&HA L TASAvEZ=Z > 7 v 7 L, Amazon
Machine Image (AMI) Z&EIR L £T, AMLIZ, A VA X U AL EET H72DICMER Y 7 K
T TR R g T L — F T,

| o

EE AMIA A—JITAWS BEOAHS TIZF e — RTEXFEHA,

B CiscoEEEEFX1UTFARETISAT7 VR (ASAY) 912 R4 — b7y THA K



| AWS 55 F~m ASAV DEA
asav & aws orizss

ASAv & AWS D RIIE &

* aws.amazon.com C7 7 7 M &ER L £9°,

« ASAy ~DF A B L ZfF 5, ASAVIZT A B A EFTET A ETiE, 100 O & 100
Kbps D A/V—"7" b DHRNFHFA S HHMEEE— R TEITSNET, TASAVOT A A
(1= | 2L TZEN,

AT =T A ADE
WA LR —T A
s NHB LN A v F—T =4 R
(FEE) Bhov7xy b (DMZ)
< EE/NA

cEBHA L H—T A A ASDMIZ ASAv 8t T D - OIfERH S, N T 747D
BT T EHA,

cNEiA v H—T = A4 A2 (WFH) : WEFRA NI ASAy 283 DO S E
ﬁ‘@

e HBA v HE—T 2 A A (WMFH) ASAVERT U v Ry NU— I IZERT DT
EHENnET,

eDMZ A v H—T A A ({EE) :c3xlarge f LV H—7 = A A& AT 58A. DMZ
X NU—Z7IZ ASAv 28T DD S E T,

¢ ASAV ¥ AT AEIEIZOW T, Cisco ASA O HHAME [#FE] 2B L T &0,

ASAV 5L TAWS DA A K54 2 LHIRREE

HiR— kS BHEE
AWS ED ASAv IZ, IROEEEX VR —F L TWET,

« XA D Amazon EC2 Compute Optimized 1 > A% A7 7 X J T#H % Amazon EC2 C5 A
VAL ADHR— |k

AT T A R_—F 7T K (VPC) ~D R
cJLEER Yy RU—27 (SR-IOV) (I FTREZR D)
» Amazon ¥ —/47 v N LA AMNE DR

s A UAK U ABHTZ K 4-OD vCPU

Cisco BB X1 TARE7 IS4 7 VR (ASA) 912 242— 7y T7H4 K [}
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AWS 257 F~A® ASAv DEA |
B =conieesshza

‘L3 Ay hU—2 Da—HW—EH
V=T v KE—=K (F74/L 1)

» Amazon CloudWatch

HR— b I NATUVERE
AWS D ASAv iZ, ITOMREZ Y FR— ML TWHERA,

e V=T v R (BT Xy NT—V A F—T A 2% LTSSH %7213 ASDM
AL TETEIND)

* VLAN

CAEERE— R (R=T772L, FRIE NS UARNRT LY N E— RO T 7 AT T — DY
A—1)

ewNF arTHRALE—FR

« VT ARH

* ASAv XA 7 4 7 HA

e EtherChannel |, # A L7 "NYHFA L X —T 24 ADHTHE— X5
VM DA V' AR— FxT T AR— |

o INA IR R PICIHRAF DS I —

* VMware ESXi

T H—REXYANIATFHRY AL AyE—V

INHDOA =T AWSNTRERESINRWED, Ju— REFy A ML FFv A %
VLT ALV—T 7 Fa haLt AWS TTH EB D ITHEE L 8 A, VXLAN [T A
2T 40 BT TCOREBETEET,

* Gratuitous/FEZ 35 ARP

A5 O ARPS X AWS N TS T AN H317e 2, Gratuitous ARP & 7213 FEE 5 ARP
EVELTHNAT ZEITHFEB Y ICHIEL FHA,

* [Pv6

EXTEDF1T & SSH R

SSH /AR —#8REE RO T » 77 L — ROFE . SSHIBGENEH NS Z &I2L Y, SSHA
%% RAEE BN T DD DI RRENBEL RV F4, £OD, 7y 77 L— Rk

. B —FRREA M H L7 BEF D SSH & EI1THERE L £ A, /Aﬁ'ﬂ X —F¥FEIL. Amazon Web
Serv1ces (AWS) D ASAV DT 7 )V N THHT2H, AWS 22— —CIXZ ofENERENE
9, SSH 8t & K7e 5 A #ET 512X, 7> 77 L— ROHil x—ﬂﬁ?%%*ﬁbiﬁ_ F70X
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| AWS &5 FAm ASAV DEA
Aws £ asav nxw k7—2 kRn oo [

(ASDMTWZXWﬁAJ o TWDEE) T v 77 L— R%IZ ASDM i L TR Ex &

WL, =—%—4 ladmin] OITLORER]ITT,

username admin nopassword privilege 15

username admin attributes
ssh authentication publickey 55:06:47:eb:13:75:fc:5c:a8:cl:2c:bb:
07:80:3a:fc:d9:08:a9:1£:34:76:31:ed:ab:bd:3a:9e:03:14:1e:1b hashed

ssh authentication =~ > RZfEHT 121X, 7y 77 L —FRORckOa~ RE AT LE
—é‘o

aaa authentication ssh console LOCAL
username admin password <password> privilege 15

nopassword ¥ —U — RMEEL TW DA, ZNEHERFT 20 TiEk<, b ica—H—
5% (IR LT /RA T — RERET H 2 &2 H5E L £9, nopassword & — U — Ri%, /{2 U —
RIZAD AR BT 5D TIERL, EEDORAT—REANTEET, 9.62) LV RID/NN—
Ta rTlE, aaa 2~ RiESSH AF—fGEICMATIEIH V FHEATLZ, 20,
nopassword ¥—"U — NiZ h U H—XNFHATLE, 9.62) Tldaaaza~r RBMHEE R,
password (F7-iEnopassword) ¥—U— RRFET %56, HENIIZ username O F D /3 A
REGEZFFRI T D X 91220 £ L/flo

7 w77 L— R, username 2 2 RiZxf9 % password & 7213 nopassword ¥ —7 — KD
BEIIMEEL R, 2= =B RRATV—RFZANTERLTLHLOFBETEDL LR E
T, Ko T, AFF—FEED A ZEHRICE T 2551, username =~ R& A Lg%k
LET,

username admin privilege 15

AWS LD ASAV DAy kT—2 kRO DDA

WDOEIL, ASAv AIZ AWS N CZREINT-4o0H 7%y b GEFEL, N, /MF. BXO
DMZ) %z —T v R 77 AT 74—/ F— RO ASAv OHELE o a2 R L TWET,
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B s <o asav oz

10: AWS ~D ASAv D E Al

AWS VPC

—
"I.'Mg

vhﬁ?é——f———9 .
Inside Outside
Subnet Subnet
DMZ
Subnet
mﬁ!
F: Management Subnet

{connected to all devices -not
shown)

BEFELF

AWS T® ASAv D E
RIE DM FNC SN T

WOTFIEL, ASAV TAWS 2t v b7 v 795 FIHOHME T, 3
I%. [Getting Started with AWS] ZZH L T E &0,

AT w71 aws.amazon.com {22 7 A > L, HUs A SN LET,
AWS [T E WS -85 o iIc Bl S g9, Mk, miEm oL EElicF RS E
T, HOHIBNO U YV — 2%, BlOHIRIZITFE REINEEA, HEOHIENIZHEEL TS Z

& ETEWHMICHERB L TS,

G¥)

[Networking] © [VPC] > [Start VPC Wizard] %

AT w72 [My Account] > [AWS Management Console] 27 U v 7 L.
WRaRELET FFLDRnn»

77U w7 LT, B—D/RT U v 7 7%y h%EERLTVPC Z1ERL L.
O, TIFNIEREEFEHTEET)
cNHB LMY 7Ty b : VPCB LIV 7Ry FOLRTZATILET,
A VE—R Yy N T =Tz A A=y NEHOBE#EEREANILET ([ F—y N T —
Ny =A DELFTIZEATILET) o
T —T N A B =y b~DBENT T4 v 7 ZHEMNT DO N ZBEMLET (o
VH—=F v N =T A120.0.0.00 ZBIMLET) .
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| AWS 559 FA® ASAv DEA

aws <o asiv 0EE |

AT w73 [MyAccount] > [AWSManagement Console] >[EC2] 7 U v~ L. & 5(Z, [Createan Instance] 27 YV v 7
L/\i—a—(]

« AMI (7= & z1X. Ubuntu Server 14.04 LTS) Z 8N L £,

A A — VBB THN S AMI 2 L7,

¢ ASAV THR—hSNDA LV AX AR AT (Blarge 72 ) HERLET,

ALVAX L ABHRELET (CPU & AV IFFETETYT) o

o [REE725EM (Advanced Details) 27 > a v AEAL, [2—¥—F—4% (Userdata) |7 1 —/V RIZ,

AL arTHEOBAEREANTEEY, 2. ASAv OEEIERICEA S D ASAY #Ek A T
FEAXARMANTT, FH0ARAKIZA~—F FA B 2 EOFMBERERET D IHFIEOTEHIZ O
T, MoHDay 74 Xal—ay 774 LVDHH] 2B LT EEN,

EBEAUA—T AR 0 AR ERIRT 25813, A =T = A ADOFEMERET
LWENDY 9, ZHULDHCP 2T 25 L O ICRETHLENRH Y £7,

T—=RAUVRA—DIA R T—H AL HF—T A ADIPT FL AL, ZOEREFO0 HHARELD
—HE L THRELEGRICOAFI VY THh, RESNET, 7 —F A F—7 x4 AL, DHCP
AT D ELOICRETEET, F2id, #d 23y V=2 A 0 F—T = A AR TITERK
SNTWTC, IPT RLARDNS TWDEAIL, 0 BHAMBKTIP Oz E T £,

FORRMERLZL : 50 HAMKEREETICASAY ZE AT 5 &, ASAV LT 7 4 /b b D ASAy
W AHEHA L, AWS A X T —Z P —R—n oIl V4 —T7 =24 ADO P ZHG L, IPT
FLZZED B TES (F—F A Z—T oA ZTIPIFEIV L TOHNETA, ENLIZF V7 LE
9) . Management0/0 1 % —7 = A AMNELEN L, DHCP 7 RLUATRESINIZIPZHSELET,
Amazon EC2 B8 XN Amazon VPC D IP 7 R L v 2 72 HOWTiL, [VPC TOIP T RL v v
7] BB TSN,

55 0 BB DA

! ASA Version 9.x.1.200
1

interface management0/0
management-only

nameif management
security-level 100

ip address dhcp setroute

no shutdown

1

crypto key generate rsa modulus 2048

ssh 0 0 management

ssh ::/0 management

ssh timeout 60

ssh version 2

username admin password Qlw2e3r4 privilege 15
username admin attributes

service-type admin

aaa authentication ssh console LOCAL

1

same-security-traffic permit inter-interface
same-security-traffic permit intra-interface
access-list allow-all extended permit ip any any
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ATv74

ATy TH
ATvT6

ATy 71

access-list allow-all extended permit ip any6 anyé
access-group allow-all global

|

interface G0/0

nameif outside

ip address dhcp setroute

no shutdown

I

interface GO/1
nameif inside
ip address dhcp

no shutdown
I

ARL—2 (F7F )V NEZTANRET)

BT A AL LA TN R 3T D0, BROZ T EFTEET, 7 2RmBIIROT 5T
DI TE 240121 £7,

X2 VT IN—T X2 VT 4 TNA—TEER L CLRIZTET, X2 T7 4 70—
X, BRBLIORE NI 74 v 7 2HIETHT-0DA LV AZ L ADRBT 7 A4 7 7 4 —L T,

FTIZ7FNVEITIHE, BEX 2T 4 TA—13T_RTCOT RLRIZH LTI TWET, ASAVv DT 7
T RERAT DT RLANSLO SSH #2238 n+25 X918, v—LaZEHELET,

« REZHMEFR L., [Launch) 227V v 7 LE 7,

F— T EAER L ET,

EE F—_XTNWZONDRTWARIZT . F—%2Zeincyvran—RRLEST, BE Fov
O— RTA5ZLIETEERTA, F—XT2RkoT2H/IF A VAZVAEFEEL, FNOEH
FEATOIVERH Y 7,

[f A% 2ADkH) (Launch Instance) 1 %7 U v 27 LT, ASAv ZHALE7,

[My Account] > [AWS M anagement Console] > [EC2] > [Launch an Instance] > [My AMIs] #27 V v 7 L&
7

ASAV DA B —T = A AT LI [EEILETIFSE IO (Source/Destination Check) ] 23T 72 - T
L2 LEMERLET,

AWS DF 7 )V FiRETIE, A VY AZ L AFIZEDIPT RLA (IPv4) DT 7 4 v 7 DB EZIETE,
AVAZATREDIPT RUA (IPv4) HDHR T 7 4 v 7 HFETEET, ASAVO/L—T v Rk
TE L TOBEEZBENITHITIE, ASAVOK N T 7 4w 7 A2 —TxA A (N, M. 8L ODMZ)
D EETTE 7213505 OWeRR  (Source/Destination Check) | Z RN 5 LENH D £77,
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Microsoft Azure 7 57 K~ ASAv DE A

Microsoft Azure 7 7 U RIZ ASAv #iEATX $£9,

*» Microsoft Azure 7 7 &7 K~ ASAv HAIZDOWT (81 RX—)

« ASAv BB LN Azure DRIFESGFE LN A7 A8 (82 ~—)
c FEFHELAKFEE (83 X—)

HARHIIER SND Y VY —R (85 X—Y)

e Azure L—T 4 7 (87 R—7))

B FT =2 NDO VM DL—TF 4 THRE (88 2—2)
«IP7 FL A (88X—Y)

*DNS (89 ~<—2)

* Microsoft Azure ~~0 ASAv DE A (89 ~=X—7)

Microsoft Azure 7 5 ) K~ ASAv E A [ZTDLVT

Microsoft Azure (%, 7' F A ~<— bk Microsoft Hyper V /A /N—R_A T2 FEHTH TV v 7 7
7 U RFEBE T3, ASAv L, Hyper V />A 73— 31 H D Microsoft Azure Bglis T~ A h & L THE
1T E T, Microsoft Azure @ ASAv Tld, Standard D3 3 & O Standard D3_v2 A A & L/ AN
PR—=FSH, 4ODVCPU, 14GB, BLL45DA o F—T = ZA&MHATE LT,

R 12: ASAVIERITEIZE D S 1 & 0 RBEEDHIRR

INTH—IVRABERE |1 VRAVRE4T | L— IR RAVPN £ & 3 Ul
(2 7/RAM) FR
ASAV5 D3 v2 100 Mbps 50
4 =217/14 GB
ASAV10 D3 v2 1 Gbps 250
4 =27/14 GB
ASAV30 D3 v2 [2 Gbps] 750
4 =217/14 GB
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B Asav 550 Aure ORIREH B L UL R T LEH

Microsoft Azure 7 57 K~ ASAV DEA |

KTA—IVRBE (A VREVRE4T | L— IR RAVPN t v & 3 i
(27 /RAM) iR
ASAVS50 D4 v2 5.5 Gbps 10,000
8 = 7/28 GB
ASAV100 D5 v2 11 Gbps 20,000
16 = 7 /56 GB

IR D J71%C Microsoft Azure |2 ASAv ZE AT F97,

o FEUER )72 Azure /X7 Y v 7 7 T 7 KB XY Azure Government B f% T, Azure Resource
Manager #fifl L CAX L RT7ay 7747 U+—/L e LTEA

* Azure Security Center ZfiH L TG/ S— b — YV a— a2 & LTEA
o« JEHER 72 Azure /X7 ) v 7 7 F 7 K L O Azure Government Bg5% C.  Azure Resource
Manager ZfifH L TA 7TXAZEU T ¢ (HA) ~T7 & L TEA

[ Azure Resource Manager 7> 5 D ASAv DA (89 ~—) | ML TS, HEHER
Azure /X7 V) v 7 7T 7 KE L O Azure Government Eg 8% C ASAv HA # k28 AN T& £,

ASAv 5 L U Azure DFHEEHPR LUV VAT LEHR

» Azure.com C7 H 7 M EERMR L E7,

Microsoft Azure T7 7 o M &2AER L7 6, v 74 2 LT, Microsoft Azure Marketplace P
T ASAv R L, ASAV ZEATE £,

¢ ASAV ~D T A & A5,

ASAVIZT A B AZAH 59 2% £ Tk, 100 BEIOHEE & 100 Kbps D Z/V—"7" kD HIFF
Al XN DHEIRE— RTERITSNE T,  [Smart Software Licensing for the ASAv) %S LT
<IEEWY,

N

GCE) Azure [ICE AT AHE . ASAVITIZT 7 4/ b T ASAv30 DHERR DS
frEENTUWET, ASAvS, ASAvIO, ASAvV30., ASAv50., k&
N ASAVI00 DFERRFT H- O BT S CnWET, 72720,
ASAV5, ASAvI0., ASAvV30, ASAv50. 3 LT ASAVI00 DHEFRES
HBaRRT57-D1201%, 2A0—7y M L~ULZBRIICERET
VERH Y £9,

c AU B —T o ADHEE

4ODFy NT—7 LD 4 >DA L H—T A AL EHITASAY ZEATHHLENRSH Y £
T EBEDA L H—T 2 A RINRT Vw7 IPT RLAZEH DY TCHZERTEET,
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N
~
x

sesmennszd

TV IPT RLVADOIER., B, HIRRRE, N7V v 7 IPIZBET 5 Azure DA KZ
ANTONTHE, RNT Y w7 IPT FL AR [HFE] 28R L T EE0,

EWA A —T 2 A A
Azure TlX, BANCERINTA v H—T oA ANFIEBRA X —T 2 AT,

s H{E/NA
EHA L H—T A A SSHT 7 A, BILOASAv % ASDM (ZHEHe 3 5 721 2f#
Hanxd,
cHNIpA v BZ—T A A (WIH) : WIEBARA MT ASAY Z35iT A - DI SN E
ER
A B —T A A (WH) ASAVENT U w7 Xy NU—Z T AT DI
EHESNET,

eDMZA X —T7 x=A A ({£E) : Standard D3 A > ¥ —7 = A A&EHAT DHAIC,
ASAv % DMZ 3 v U — 27 IZHHe T D= O S E T,

¢ ASAVNA R—=NRA B L OMEET T v b7 4 —LADOW R — MEBRIZOWTIE, CiscoASA
O H AN [FFE] 2L TLTEE 0,

EFRIALHINFEIR

HiR— b Sh BHHEE
* Microsoft Azure 7 7 7 Kn 6 DE A

CBIRLT-A VAR AR A FITHASL £ K 16 D vCPU

N

GE)  Azure TIZ L2 vSwitch HEREIZRE CE £ A,

AV E—T A AZADNXT Y T IPT FLA

FEEDA X —T 2 A ATV o7 IPT RLRAEZEIV Y THZENTEEST, TV v
JIPT7 FLADOIER, ZBHE, HIRZARE, X7V o7 IPIZET S Azure DA KT A4 1T
DT, NT U w7 IPT RLR R 2SR L TS0,

=Ty R TFAT U= E—F (F741H)
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Microsoft Azure 7 57 K~ ASAV DEA |

\}

() =T v R I77AT7U4—/LET—KTIL, ASAVIIFR Y hTU—7
WNORERD LA X 3R LD ET, 20— R, &1
B =T A ADIPT RLANKETT, Azure L VLAN Z 7 &
A VB =T 2 AP R—F L TWWRW=H, IPT RLAEIH S
RLDOKRNT U ITUHNDA o —T oA ATRETDHDHLERDHY E
R

BRI
TAERLEALTD

Azure £ ASAv (1%, VM TREFRERT A KA XA LT U R H Y T4, H/hiREHEit 4
4y BeREREMIZ 3045 Td, 7272 L. SSH Y v g T/ R eI 5 4. AR EMIT
60 43 T,

)

GE)

ASAV DT A RNVEA LT 7 MIEY, SSHHXA LT U MIFIZEEZIN, Ty v a )
MENAZLICEELTLFENY, By v arRELE50MINGHEZA LT 7 RLARNES

2. VM DOT A RAZA LTI 52 SSHEA LT Y MIEPbEARZENTEXET,

TS5A4T ASAV NSRRI L ASAV AD T T —)LA—/3—

Azure TD ASAVHA AT Azure DT v 77 L— KBRFETHE, 77141 ASAv B A
BN ASAV ~D T = — )V —R—NRAETLHEENH Y FT, Azure DT v 77 L— RIiZ
X0, 774 <U ASAv B—FHEILRRBIZR 0 £3, T4~V ASAv B —KHF1E L T\ 55
B AZ A ASAviThello X7y FaZfE LEFA, AZ U3 ASAVIR T = — /LA —/3—
A—/V R Z#88 LT hello N7 FEZE LARWGA. AX 231 ASAV ~D 7 = — )L
F—R—=NFEAELET,

F7m, T2 A — =R —)L FEF 2R\ L TR TH 7 = — LA — =39 5 AlRE
MWRHY ET, T4~ ASAV B—IRHEILRIEIZ A>T D 19 BRICHERT AT 4%
EZTHELEY, 72— A — =R —/L REFRIZ 30 T2, Z7u v Z7idf2mT ki
R SNDT20D, AZ L SA ASAVIZIEL WX A L AZ T Dhello /N7 v M E%ZfE LEH A,
ZORER, T4~V ASAVIND AKX XA ASAV ~D T = — LA — =3 AE LT,

\}

CE) ZOMEEEIZ IPvd OH & B AR — k L. ASA Virtual HA 1Z IPv6 HETIIVFRAR— F SN EH A,

HYR— b S OERE

ca V=T rvRA (FHIL Xy hI—T A HF—T x4 A% LTSSH £721Z ASDM
EHEHALTEITEIND)

e —P— f URAH AL F—T 2 AD VLAN ¥ X7
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saszmansd ) v—2 [

e V¥ IR T L— A
o Azure DELENL D, TAHAAL AVRFA L THORWIP T KL AD T 1% ARP

cMEERT— R (RA=TF7 R L, FRE N T AXT LU N E— RO T 7 AT T+ —/LDH
A—h)

\)

GE) Azure R Y > —Tlx, 4 V¥ —7 = A A TEER T — N TIXEME
TERWED, ASAVIZ RN T VAT LU N 77 AT 74 —)b
F— RTCTIEHEMEL EH A,

eI TF I THFARNE—F
VT AL

« ASAv XA 7 4 7 HA

VM DA U AR— =7 AHR— |k

« 7 74V N T, AzureZ 7 7 RN TE#T 25 ASAv @ FIPS &— RIXHENIZ /2> TV E
7,

\}

GE)  FIPS E— REATT HE1E. ssh key-exchange group
dh-groupl4-shal =~ > K% il L C, Diffie-Helman % —%2f4 7"
N—T% X087 —ZEET 508N H Y £9, Diffie-Helman
TN—T%ZEH LR E | ASAv |2 SSH it TX 72 < 72 B 729,
TN—TDEEIN, RPN ASAV ZEHT HME—DHIETT,

* IPv6

Azure DDoS Protection 14 8E

Microsoft Azure > Azure DDoS Protection I%, ASAv DI RAIMRICELE Sz BIEEETT, K4
Xy NT—7 CZOBREZANNCTDE, Xy FU—I TPREND N T 74 v 7 D1BHT-
DOy NEITIE LT, — & ry NU—7 BRENST 7 r— g U ERET S DI
BALHET, ZOMEREIR, Xy NU—2 FTT 4w RE— VTSN TH AL A ATE
£

Azure DDoS Protection ¥§8E D FEANIZ DUV Cld.  [Azure DDoS Protection Standard overview,] [
Rl EZIRL T EE N,

BARICERSNG)V—R

Azure |2 ASAv Z BT 5 &, ROV Y —ABMER SN E T,
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Microsoft Azure 7 57 K~ ASAV DEA |
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« ASAy v
V=R T N—T BEEFEDY V—R T —THRIR L TORNEES)

ASAV U V—A T N—F1T REXY NRU—Z LA RNL—U7 oy RCEMTAY V—
AT N—TLEICLTHHIMLERH Y 9,

» vm name-NicO, vm name-Nicl. vm name-Nic2. vm name-Nic3 &\ 9 ZREID 4 DD NIC

INBDNIC X, FIFIASAy A > ¥ — 7 = A AD Management 0/0, GigabitEthernet
0/0, GigabitEthernet 0/1, ¥ X U GigabitEthernet 0/2 |2~ v B> 7 S E T,

A\

GE)  BERCHESNWT, IPv4 DA T VNet ZERRTX £,

* VM 44-SSH-SecurityGroup & WO A4 FIOE X =V 7 4 F—7

X2 UT 47— 1%, ASAv Management 0/0 |2~ v B2 7 &3 D VM D Nic0 (27 4 v
FINET,

¥ 2 VT 4 =TIk, VPN HAYT SSH, UDP "— |k 500, %5 LT UDP 4500 % &F
AT o= EENET, BARIC, IROOEEEETE T,

X7 U7 IPT RUA (EBHRFICEIN LB THid) o
RTY w7 IPT RLA (IPvd DH)

FEDODA L BZ—T 2 A ATV v 7 IPT RLAZEIV B THZENTEET, T Yy
7 IP 7 RVADER., %, HIRRZRE, 7Y v 7 IPIZBET 5 Azure DA KT A 1T
DN, IXT Vo ZIPT7T FLR] 2L TLTEEN,

cAODY TRy N2 BEx Y hU—2 BEFEOR Yy NU— 7 ZBR L TV WS
YT Ry NZEDN—T 4 7 T =T (BAEOBGEEIEHO L O)
ZOT =T NDOLENE. V7 % v b4-ASAv-RouteTable T,

EN—TF 4 T T —T ML, ASAVIP 7 RV AZEH MO 3 2OV TRy h~dDj— k
MA I ARKRyTELTEENTWET, N T 74 v 7 &8OV TRy hERIEFA X —
Ty MCBEREISEAVNENHAHEEIE. T 74V V— 2 BINMTAZ L TEET,

cEBINLIZA ML —TUT AUy NOREFFZE 7 7 4 L

EERRFZE 7 7 A ViE, 7y (A XORENWAASF VAT V=7 b)) NICEESIE
@—0

CBINLIZA ML= T OT7 7B 0ary T VHDIZH D 25D 7 7 A4V (4
B, vmname-disk.vhd 3 X OY vm name-<uuid>.status)

cARL—UTHTY N (BFHEOANL—T ATy MRS LTV NES)
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Azure L—TF 14 >4 .
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G¥)

VM ZHIBrT 2 &, REFZAETHEEDOY V—RERE, Zh
LDV Y — A BNCHIBRT DHLENH D FT,

Azure JL—T 1 5

Azure ([RAEAR Y 8T — 27 TON—T 4 70, (REBAR Y VT —T OFIeN—T 4 T T—7

IV

Yo TREVES, AFRIVN—T 47 T—T ML, BBEOI AT A N—T 47 T —

TN a—HF—EEDN—TF 4 T T —TINOME I TT,

\}

GE)

ASAv TlX, Azure 7 7V RA—7 4 V7T OFRHEIZE Y, EIGRP R OSPF 2 EDX A F I v 7
NN —T 477 a barvEEATEEYA, BHRNV—T 4T T —TN0F, KR Y T
ATV NIAZT 4TI ZAFT I v T = FRRESNTODENE I MITBRRL . F 7 &
ARy TERELET,

HAIE, AN n—T 4 v 7 T—TNEEF VAT A NAN—FT 4 7 F—TNF 55 HFRT

TEHEA

2P —ERON—T 4 7 T—TNMIFRBLORETEET, VAT LT —T N Ea—
P —ERDOT —T N EMAEDOETHNRN—T 4 T T =T NERK LT-5E, kLIREN
e—1b (Db DEED) Na—PF —EZON—T 4 T T—TNMCEDOLNET, v A
TEIN—T 4 T T =T NWIZIE, Azure DIRFER Y NU—2 A X —Fy N F—F U =A%
BT 740 Fb—F (00.0.00) D"EENET, £, VAT LA NAN—T 4T T—T )T
i, Azure DIRAEF Y NI =T A VT TA NI I F ¥ = U= TR A MRy 7L L
HlZ, MOEHRFHOV 7 Xy h~OBEFNL— EBREFENET,

ASAVENLCRNT 7 4w 7 BV —T 4 7T 57202, ASAVEAT B AT, ASAv %17
ARRy T LUTHERT AMO3D>OH TRy ha~O/L— FREH TRy MBS ET,
BT xry N EDASAV A VX —T 2 A A%FETT 7 44 bb— bk (0.0.0.000) ZEMTLHZ &
HLTEET, ZHT, Y7 Xy MO T 7 4 v 73T RTASAYV N L CEEESNET
B, GEICE-oTIE, N7 74 v 7 BT 5HNIC, ASAV AR O —%RET HMENRH Y F
T (%1 NAT/PAT 2 )

VAT LNV—T 4 T T =T IVNOBFOREN IV — h DDl 2—F—EZDO/NL—T 4
VITT—=T NI, AT ARE YT ELTASAY ZHETIREN 2V — N2 BT 50 ERH D £
T, BMLARNWE, 22—V —EROT—TNVHNOT 7 4L hb— FTiER, VAT L JL—
TATT—=TNANOLYRER RN — RIS, T 7 4 v Z7IXASAVE A XA LE
7
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Azure KR Y NI =T NON—TFT 0 71X, 774 T2 MOFFERT— N T = A FETIL 72
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L9,

Azure VM ARP 7 — 7 WiZid, T XTCOEEHDOFEA MMk L TR L MAC 7 RL- &
(n%%m%m)m%réhiio_m EoT, Azure VMMM H DT XTONRT w bS, A
hIpN—T 4 T T —TNEER L TNy hORAERET D Azure 7 — b U = A |ZBFET
DEIITRIESILET,

\)

GE)  ASAv Tli, Azure 7 77 Kv—F 4 7 ORI LD, EIGRPROSPF 2 ED XA F 3 v o
BRNENL—F 7 7a haLEERTEEtA, BN —TF 4 7 TF—TNF, KB 5
ATV NMIAZT 47/ FAFTI v T = ERREINTNDENE I NZEFRRLS, *7 A
N ARy TERELET,

IP7 FLX

RONEFHRIE Azure D IP 7 R L R IZ@EH I £ 9,

CASAVA U A —T 2 A ADIP T KL RAZHRET HIZ1L,. DHCP 2T 5N H Y F
‘j‘o

Azure 1 7 T ANT 7 F vid, Azure [ICFREINTZIP 7 R UADHESEIZ ASAv A > X —
Tz AZEIDETEND LOICEELET,

* Management 0/0 [Z1%, ZNREHFEINTNWDLY TRy NNOT T A X—=KIPT FL AN
HO Y THNET,

NRTYwIIPT RV, 594 _X—KMPT7 RLAICHEEMNT ONEEERHY . Azure
A HF—=Fy b F— I = A13NAT ZBHZOFR L £,

AEEDA =T A RIART )y 7 IPT RLAZEID B TLHZ ENTEET,

e HAF w7 RT YT IPT KU A Azure DIEL/BRIGT A 7 VHICEE SN 5550
HVET, 72770, Azure DFHEEIFB L RNASAYy O Y o — RIfZIZ, 7YV w27 IPT R
VARER ENE T,

cAZT 4y NRT Yy IPT RLAT Azuore NTENDHEZEETHLETEDY 8 A,

Cisco BSE X1 )T ARET7TISAT VR (ASAV) 012 RZ— b7y THA K
[ s | |
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ons i

DNS

TRTO Azure R Y T —27 03, RO L HIEFATE 5 168.63.129.16 T, FAIAFZ D DNS
P N— 2T VA TXET,

configure terminal
dns domain-lookup management
dns server-group DefaultDNS
name-server 168.63.129.16
end
Z OFERKIE, Smart Licensing 5% & L, A D DNS h—_"—%t > F7 v 7L TWRWEHE
WA TE £,

Microsoft Azure ~0 ASAv DE A

Microsoft Azure |Z ASAv Z3iE ATx £97,

o« SEHERY T2 Azure N7 Y v 7 7 T 0 R L O Azure Government B25% C,  Azure Resource Manager
EERALTCAZ Ry 7747 Ur— b LTASAVZE AL ET, [AzureResource
Manager 775 D ASAv DEAN| ML T 7ZE 0,

* Azure Security Center Z i L C. Azure NOFHAH/S—hF—>Y U 2—3 3 & LT ASAv
ZHEALET, X2V T 4 2EHATLIBEKICIT, Azure V—2 0 — FE&{ki#T 2720
DI 7AT UF—NFTar b LTASAVA LS ET, X2V T 1 A X2 F e
IWAANRY RINHE—OREX v adRh— Kb E=F—3ET, [AzureSecurity Center
MDD ASAY DIFA| 2ZR LTSN,

* Azure Resource Manager il L T ASAv @ /] IERT 28 AL £ 7, TURMEZHAET S
TZOIZ, ASAVET 7T 4 71Ny 7 T vy T AtE (HA) BRETEATEEY, T Uy
7777 RTOHA T, 777 477 ASAv DFEERHZ, Ny 7T v 7 ASAV ~D L A
TLAOABT == N F—N—% I H—TEHAT = VART VT A TIN I T o7
VY a—varnEEINET, [Azure Resource Manager 7> & D ASAv for High Availability
DEAN (93 =) | 2BRL TSN,

Azure Resource Manager 5 i5 ) ASAv DE A

WO TFNEIL, ASAv T Microsoft Azure =t > b7 v 795 FIEOME 2R L TWE T, Azure
DOREDFEMRFIBIZONTIL, [TAzure 2> TH D] Z#BML T EEW,

Azure |IZ ASAV ZEATHE, UY—R, RNTYU I IPT RLVAR, A= T—TNREDIE
SFERBENEIMICAERINET, EARIZ, INHLOREEZILIZEHTEET, &%
X, A4 RVEZA LT MZ, T74/VEFOENWAA LT U MWL ERTLHZ ENTEE
j—O

AT 71 Azure Resource Manager (ARM) R—Z/Lizu /A LET,

Cisco BB X1 TARE7 IS4 7 VR (ASA) 912 242— 7y T7H4 K [}


https://azure.microsoft.com/en-us/get-started/
https://login.microsoftonline.com/common/oauth2/authorize?resource=https%3a%2f%2fmanagement.core.windows.net%2f&response_mode=form_post&response_type=code+id_token&scope=user_impersonation+openid&state=OpenIdConnect.AuthenticationProperties%3d2VY4R804-d5gaK3qdwEwGvGHtudVBe4yovizm-D_Pa0fafLwweakNSpPPgX8lArLs_rsVNmX4YnMZ-NBGAkjry-088n-RVK63S5DomhsQwsZgo1KF8vsFjROAI9MzDj2TktcV2kp6X0HLZ1SR8pHHT2oBD1EjaZ9qteZDdg3JJ0epOqhZo47BkUEUACwrqZ0PjUE2g&nonce=636246850636096080.OWNhNTU2MWEtMmQ0Zi00MDc0LTlkYjItODlhNmE4OWFhNjMyZWJmYWIxMjQtNjM0NC00ZWE5LTgwNDktNjc4NDE5ODRkMzEx&client_id=c44b4083-3bb0-49c1-b47d-974e53cbdf3c&redirect_uri=https%3a%2f%2fportal.azure.com%2fsignin%2findex%2f%3fsignIn%3d1&site_id=501430
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. Azure Resource Manager /7 5 0 ASAv DE A

ATy T2
ATvT3

ATy T4

Azure N—H Vid, T—H B HX —OGANCEFRRL, BIEOT Ao MV T AT VT g ZBEEA
O IRREZEEFR R LET,

Cisco ASAv D~— > N LA AERBL, BATHASAVE I Y v 7 LET,

FEARIRREEITVET,

a) A~ OL4RIEZANLET, ZOL4FNTAzuore Y7227 ) 72 a b NT—BTHHILENRDHY £
7

BE RIS —E TR BFOAMERHEMT 5 & BAIZKKLET,

by =—Y—HEANLET,
¢) WGEZA 7L LT, [/NAYU—LK (Password) | E72IL[SSHARH*F— (SSHpublickey) % B4R L £,

[/SA T — R (Password) ] Z IR L72HEIE, NAV—FEZ AN L THELET,

d) BT RZVTvar BT EERLET,
€) [Resource group] Z &R L E 7,

VY =R I N—71F, fifixy hT—27 D) V=R TNV —TLEUCTHLILENHY 7,
) HEITARIRLET,
Bix, x>y V=2 BIORV Y =R V=T LELTHLINERH Y £7,
g) [OK]Z2 Vw7 LET,
ASAV OFEHHE 2 E L £ 7,
a) R~ DO A XEBRIRL E7,
ASAv TiX, Standard D3 35 X O Standard D3 v2 34K — k& E T,
by ARNL—UT AU FEBRIRLET,

BEOA RN =T oy bEERTHIEN, FHRIERTIZELTEET, A ML=V ThU Y
FOBFIIFR Y hU— 2 BI MR~ U ERICTHALEND Y £7°,

c) [Name] 7 4 —/V RIZIP 7 RLADT~ )& ASL, [OK]%27 Vv 27 LT, XTUwZ7IPT KLA%
FoRLET,

Azure (X, VM ZEILL L CHEF T L ERINDIAREEOH D, XA FI v 7 TV IJIPET 7+
VR TIER LET, BEIP 7 RLREBELETIHEIL. R—FLDOT7 U w7 IP #f&E, FA4F
ST T RUVANBAET 47 T RUVARIIERELET,

d) MEIIST T, DNS DT ~ULZiBML £,

SEARIER K A A 4 1Z, DNS 79L& Azure URL O#AG T,
<dnslabel> .<location> .cloupapp.azure.com DI RAZ 72 W F 97,

e) BEFOMER Yy N =27 Zi8IRT 20, FLWRIER Yy hU—7 ZAE L £7,
f) ASAV ZEATLH 40073y NEREL, [OK]Z27 Y v 7 LET,

BE BALHE—T oA A% —EOY TRy NIT X T THULERHD £7,
g [OK]%27VUvZ LT,

B CiscoEEEEFX1UTFARETISAT7 VR (ASAY) 912 R4 — b7y THA K
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ATv TS5 MY~ &AL, [OK]Z2 ) v 7 LET,
ATy 76 FMGEtELMER L, [FK (Create) 1227V v 2 LET,

RDBERY

*SSHZITLTCANTEDLCLL 2~y REMHT L0, £72I1X ASDM 2 LT, RE%
AT LET, ASDMICT 7 AT AFEICONTIX., [ASDM Oid@E)] &ML TL 77
W,

Azure Security Center 5\ 5 D ASAv DE A

Microsoft Azure Security Center (%, BEEEN Y 70 MEACKT 28X 2V T 4 U R T 2051,
B, BB TEL L2 T 2 Azure MITOEF =2 U7 4 VY 2—3 3 TJ, Security
Center DX v ¥ 2h— Kb, X274 R —%2RELTEY, EXa VT HELE=
=L, X2 VT4 77— aRRLIED TEET,

Security Center |, Azure V Y —ZADEF =2 U7 4 REEZSH L C, BENREX 2V T 1 Offs
StEZRrE LE T, HEREEHO Y R MIEW, LERAa Y Fr— A EZRET DT v AL ET
LET, MRUITIE, Azure DRERRICT D7 7 AT U4 — VY a— a2 & LTD ASAV
DEANEEZODHZENTEET,

Security Center DR Y U =2—a DX I, BZ7 Y v 7 TASAY Z 3 EC<EAL, H—
DHE v aRlh—RrbeXxa YT 44X &E.% AR FEE=F—T&ET, ROFIH
I%. Security Center 75 ASAv 3 A3 25 FIEOME TI, FEMITOWTIL,  [Azure Security
Center] #ZH L T 7230,

ATV 1 Azure R—Zica 74 LET,

Azure R—Z VL. T— Xt 2 —OEFCEGReL . BEOT I KW T 27 Y L g 2Bt
FONTARAEREER R LET,

AT w72  Microsoft Azure A == —7 5, [Security Center] Z 3R L £,

#16T Security Center (27 7 7 A9 58A1EL. [Welcome] 7' L — F‘ﬁf'aﬁ% %7, [Yes! | want to Launch
Azure Security Center] 28R L T, [Securlty Center] 7' L— R&BX, T —XWELHHZLET,
AT w73 [Security Center] 7' L — R C, [Policy] # A /L% &R L £,
AT w74 [Security policy] 7 L— KT, [Prevention policy] Z &R L 79,
RATw 5 [Preventionpolicy] 7L — KT, EXx2VUF 4 R —D—# L LTERTHHRFRHEEZ A I LET,

a) [Next generation firewall] Z [On] (Za%E L £ 7, T4 T, ASAv 7 Security Center NOHELE Y V) 2 —
varenhEd,
b) MEILE U T, MhoOHEFHEEZZRE L 7,

ATw 76  [Security Center] 7 L — RIZJZ& > T, [Recommendations] % A /L& RN L F 7,

Cisco BB X1 TARE7 IS4 7 VR (ASA) 912 242— 7y T7H4 K [}


https://azure.microsoft.com/en-us/services/security-center/
https://azure.microsoft.com/en-us/services/security-center/
https://login.microsoftonline.com/common/oauth2/authorize?resource=https%3a%2f%2fmanagement.core.windows.net%2f&response_mode=form_post&response_type=code+id_token&scope=user_impersonation+openid&state=OpenIdConnect.AuthenticationProperties%3dLf-okBvP8JbNbHiewraHfcemcnovdhcjFJXbvGcviLtENW6Y7cxi9THjBse_F7yX2nH5nV4g_LdegMMfjOf4Oj0odG7yAhQPW0aqxwZDYcOEPbPZy7Q0iCYX-sdNEjF5woh394K85NUTbVN4NZJ-L7I6lHJUEh_stwT8IHsoNrysLeOUbqWcfJNkFPac_jbe2vpxXjIDSHSorHs3kF1hDAmBcsY&nonce=636574191076743854.ZjVjODYwMGQtMmYyNy00OTMwLTgzNWUtOGU2MTNhYzViOWQ3NjAyMjFjOTktMGEzZC00ZjBjLTk1Y2UtMGYwZDk0OGU0MGQ5&client_id=c44b4083-3bb0-49c1-b47d-974e53cbdf3c&redirect_uri=https%3a%2f%2fportal.azure.com%2fsignin%2findex%2f&site_id=501430&client-request-id=dd51078a-3a01-4d44-99b6-230a03bd77c8&x-client-SKU=ID_NET&x-client-ver=1.0.40306.1554
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. Azure Security Center /5> @ ASAv DE A

ATy T17

ATvT8

ATvT9

ATv 710

Security Center (X, Azure V) ¥ —ZADtF 2 U 7 1 IREEZ EWIANIZ oM L ¥, Security Center 23 AERY 72
X2 VT ¢ OMfEgIE AR ET D &, [Recommendations] 7 L — RICHERRRIEN R RENE T,

[Recommendations] 7 L— R "C [Add a Next Generation Firewall] #5335 IH A2 8N L T, FEMZFRLTZ0
MEE RIS 272007 7 v a2 FT7 L0 LET,

[FR/ER (Create New) | E721X [BEFD Y UV = —3 3 & (Use existing solution) ] %3 L THh
b, BATLASAVEZ U v LET,

AR EZATVET,
a) R~ DAFTIEANLET, ZO4ATFNTAzZure M 7227 ) 72 a VINT—ETHLIMERH Y £
B

BE HEIB—E TR BFEOARZH#EMAT 5 & BAICKKLET,

b) =—HF—HEATLET,
c) FREDH A FL LT, NAT—RELIZSSHF—DOWNTNEBRIL ET,

WNAT — REBBRLIZGAIR, NAT—REANLTHELET,

d V7 R7VTvar XA TEEIRLET,
e) UVY—AR T N—T%BINLET,

VY)—=Z2A TN—T1F, RERXY NU—27 DV Y =R AN —TLRELTHLILENRHY £7,
f) ST EEIRL £7,
BT, 2y hU—2BIRNY V=R ZA—FLRILTHLILERDH Y £7,
g) [OK1Z27VyZ LET,
ASAV DFGEHHA ZREL £ T,
a) B~ DOV A XZBRLET,
ASAv TlX, Standard D3 35 X O Standard D3 v2 3% AR — F I FET,
by ARL—=UT U MEEIRLET,

BAFOA N =T 0 NEEHT D130, FBUAERT 2L b TEEY, A L=V T Y
Y ROGFTIER Y N = BIOME~ Y  ERICTHOBERDH Y £

c) [Name] 7 4 — /L RIZIPT RLZADT~_XLE AL, [OK]ZZ7 V27 LT, N7y 7 IPT RLA
ZERLET,

Azure [, VM Z{E£ 1L L THEBT 5 AT INLW@BEOH L, XA T Iy 7 X7V I IPET
T4V N TIHER LET, BEEIPT RLAZELET H5EE, A—21DR7 ) v 7 PERE, &
AFIvI TRUVANDBAZT 47 T RLVAIZERLET,

d) MEIST T, DNS DT ~ULEBEML £,
SERERS K A A 41X, DNS UL & Azure URL OFAAHHE T,
<dnslabel> .<location> .cloupapp.azure.com D272 VW £97,

e) BEFORAER Yy NU—27 Z@IRT 500, HrLWMRER Yy NU—27 2B L £7,

f) ASAV ZEATLH 40073y hEREL, [OK]Z27 Y v 7 LET,

B CiscoEEEEFX1UTFARETISAT7 VR (ASAY) 912 R4 — b7y THA K
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= EAVHE =T 2 A R —BDOYV TRy NITH v TFTHLENRHY 77,
g) [OK1Z27VyZ LET,

AT TN HEY~V E2MEEL, [OK] 227Uy 7 LET,
ATw 12 FIHSEMEMR L, [fER (Create) 127 U v 7 LET,

RDBERY

*SSHZITLTCANTEDLCLL 2~y REMHT L0, £721X ASDM Z{iH L T, RE%
BATLET, ASDMIZT 7 AT A FEIZOWTIE., [TASDM OiER#)] #2172
él/\o

« Security Center NOHELTHIAN XD X 912 Azure V Y — A DLEITR LD OFERIIZ DU
TlIX, Security Center 225 AFH[ER~Y =2 7 L EZRL T Z3 0,

Azure Resource Manager 5 i5 ) ASAv for High Availability D 3E A

W OFNEIL, Microsoft Azure Tra a] FAME (HA) ASAVT Z iR ET 2 FIEOMIE 2R L T\ E
T, Azure D TEDZEM2FIEIZOWTIL, TAzure 2> TH L] 2L T 7F &0,

Azure © ASAv HA TiE, 25D ASAv Z A It v MTEAL, VY —A ATV 7 IP7T
RUA = b T =T N7 EOFRFERE L HBMICAER LET, BARKIC, ZhOORELZ S
HIZEMTE X,

ATY T Amure R—Z iz 74 LET,

Azure R—Z VL, T—X L X —OBEFTICEGR2L . BEOT I YL e T 27 Y g |2 BEAT
FoONTARBEREERRLET,

ATw T2 ~—% v h7T LA AT[Cisco ASAV] ZHFE L, [ASAVANICHA] %7 U » 7 LC, 7= —/LA—/3— ASAv
M2 EAL £,
AT w73 [Basics] X a M LET,
a) ASAVVY U IADT VT 4 v 7 A AN LET, ASAVOLAFNE V74w 7 A AL [7V7 4y
J A Bl £,

BEE BFEOF LT 4y 7 AL TWARNWZ 2R LET, T, ALK LE
ﬁ‘O

b) —H—HEAHLET,
I O~ v OB — Y — 4 T,
BE Azure TlE, admin &) 2 —HF—ZIMHTE EEA,

c) WSO~ NTREREX A 7 & LC. [Password] % 721% [SSH public key] DWW a3 L £,
[/XAT— R (Password) ] # &R L7-HEIE. NAUV—REZ AL THEELET,

Cisco BB X1 TARE7 IS4 7 VR (ASA) 912 242— 7y T7H4 K [}


https://docs.microsoft.com/en-us/azure/security-center/security-center-recommendations
https://azure.microsoft.com/en-us/get-started/
https://login.microsoftonline.com/common/oauth2/authorize?resource=https%3a%2f%2fmanagement.core.windows.net%2f&response_mode=form_post&response_type=code+id_token&scope=user_impersonation+openid&state=OpenIdConnect.AuthenticationProperties%3dLf-okBvP8JbNbHiewraHfcemcnovdhcjFJXbvGcviLtENW6Y7cxi9THjBse_F7yX2nH5nV4g_LdegMMfjOf4Oj0odG7yAhQPW0aqxwZDYcOEPbPZy7Q0iCYX-sdNEjF5woh394K85NUTbVN4NZJ-L7I6lHJUEh_stwT8IHsoNrysLeOUbqWcfJNkFPac_jbe2vpxXjIDSHSorHs3kF1hDAmBcsY&nonce=636574191076743854.ZjVjODYwMGQtMmYyNy00OTMwLTgzNWUtOGU2MTNhYzViOWQ3NjAyMjFjOTktMGEzZC00ZjBjLTk1Y2UtMGYwZDk0OGU0MGQ5&client_id=c44b4083-3bb0-49c1-b47d-974e53cbdf3c&redirect_uri=https%3a%2f%2fportal.azure.com%2fsignin%2findex%2f&site_id=501430&client-request-id=dd51078a-3a01-4d44-99b6-230a03bd77c8&x-client-SKU=ID_NET&x-client-ver=1.0.40306.1554
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ATv74

ATy T5

ATvT6
ATvT1

ATvT8
ATvT9

d V7R 7VTvar XA TEERLET,
e) [Resource group] Z RN L E 97,

[Createnew] Z IR L TH LY YV —R FI—T%AERT HH>. [Useexisting] TBEfFD Y Y —R 71—
TEBERLET, BEFOV Y =2 IV —T%ET 25613, ETHLULERHY £T, £ 95 TR
BET, LW =2 TV —TEERT D0ERH D £,

f) [Location] Z 3R L 7,
BiniE, 2y NU—2BXQOY) V=R T V—TFLELTHLINERDH Y £,
g) [OK]%7 Vw7 LET,
[Cisco ASAv settings] & i & L £,
a) W~ O A XEBIRLE9,
ASAv T, Standard D3 3 L OF Standard D3 v2 39 7R — S E 7,
b) [Managed] ¥ 7213 [Unmanaged OS disk] A F L — U Z @8I L 97,
BE ASA HA &— R CIIH (2 [Managed] 2 H L £,

[ASAv-A] i EZ MR L E 7,

a) (A7 3r) [Createnew] ZEIR LT, [Name] 7 4 —/L KIZIP 7 KL AD T~ L% AJj L., [OK] %
7V 7 LTNRT Yy ZIPT RLAZERLET, N7V v 7 IPT RUARKELRNGAIL, [None]
IR E T,

GE) AzurelX, VM ZEIL L CHEBT 2 L AR INDLARBEOH DL, XA T Iy TV v
IP%T 74/ b CIHERLET, BEIPT RLAZELETHG51E, K—2 L1071 v
JIPEHE, AT I 7 TRVANDBAZT 47 T RLRAIZERLET,
b) MEIEL T, DNSDOT~LZBIMLET,

SEAER N A A 41, DNS 7L L Azure URL OfAGHH T,
<dnslabel> .<location> .cloupapp.azure.com DZRIZ 72 D F 97,

c) ASAv-A EEIRFZEIOA NL— Th oy MOKERRTE MR L £,
[ASAV-B] X EIZDOWNWTH, ZOFIEZMEY KL ET,

BEfFORAER >y 8T — 7 238 IRT 50, FTLWVRIER Yy b U —27 ZEL £ 7,
a) ASAVEEATLH 400 TRy FEFREL, [OK]Z27 U v7 LET,

= EAVH—T 2 AR —BOYV TRy NITH T THLERDHY 9,
b) [OK]%ZZ7 VU >Z LET,

RO [Summary] ZHER L, [OK] Z#27 U v 27 LET,
FIAZRE 2R L, [TERK (Create) |27V v 7 LET,

B CiscoEEEEFX1UTFARETISAT7 VR (ASAY) 912 R4 — b7y THA K
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RDBERY

*SSHZITLTCANTEDLCLI 2~y REMHT L0, £72I1X ASDM 2 H L T, RE%
BITLET, ASDMIZT 7 B AT AFIEIZHOWTIEL, [TASDM OiL#)| 2B LT 7~
él/\o

» Azure D ASAv HA #EDFEMIZ DU Tix,  TASA Series General Operations Configuration
Guidell @ [Failover for High Availability in the Public Cloud] DEZZH L T 7230,

Cisco BB X1 TARE7 IS4 7 VR (ASA) 912 242— 7y T7H4 K [}


https://www.cisco.com/c/en/us/support/security/adaptive-security-appliance-asa-software/products-installation-and-configuration-guides-list.html
https://www.cisco.com/c/en/us/support/security/adaptive-security-appliance-asa-software/products-installation-and-configuration-guides-list.html
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b -

Hyper-V Z {1 L /= ASAv DE A

Microsoft Hyper-V Z{fi ] L T ASAv Z 3 A T&X £,

* Hyper-V Zffi l L 72 ASAv D AZOWT (97 ~=—)

« ASAv B X NHyper-V D H A KT A > LHIIREE (98 ~<—)

« ASAv & Hyper-V Ofi$ESRME (99 ~—)
HEOHDaYy 74 Xal—ary 77 A LOEEf (100 ~<2—)

 Hyper-V ~ % — ¥ ZffHl L72 ASAv &5 0 H &R 7 A L8N (102 RX—2)
e v R7 A &M L7 Hyper-V ~® ASAv DA > A h—/L (103 ~<X—)

s Hyper-V ¥ 3 — ¥ Z [ L 72 Hyper-V ~® ASAv DA A h—/L (104 <X—)
s Hyper-V ¥ 32— ¥ b DRy NU—27 7THXFZOEM (111 =—)

Xy NU—7 THETFEZDOLEOEF (113 =)
*MACT7 RLA RS —T7 47 (114 X—)

« SSH O E (115 ~X—2)

«CPUEHRE LAR—F (115—)

Hyper-V Z{EA L - ASAv DEA[ZDILVT

A K KT v @ Hyper-V H—/3— (2, F 7214 Hyper-V < 1 — v %41 L T Hyper-V % & A
T&F9, PowerShell CLI =~ REFEH LA v A h—VFEIZOWTIX, Ta<wr KIA
> ZfE ] L7 Hyper-V ~DASAV DA A h—/L] (462—) #HBML T 72 &V, Hyper-V
v F =V EHEHA LA A NV FIAIZOWTIE,  THyper-V~ % — ¥ & ] L 7= Hyper-V
~DASAVDA VA M=) (46~—2) BT ZEV, Hyper-VIZv U T L3y —
NATvarERELTOERA, BHEA VX —T7 24 A% S L CSSH 7213 ASDM %1 U
T Hyper-V Z&H#H TE £9, SSH DRTIZHOWTIEL, [SSH ORE] D 54 =TV BB LT
<TEEWY,

WKOKE, V=T v R 77 AT 74—/ E— RKTOASAy OHLE MR P2 RLTNET,
ASAv [A)iFIZ Hyper-V Tt v b7 v 7ENT-350% 7% b EH, WNEL. BLONE) 2
HoET,

W
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B asavssUHypervosiq S L HIREE

M:L—FTYF IT7A4T724—I)L E—FD ASAvO#E RO D

Inside Out5|de

Subnet Subnet

D> D
L T "

Manage ment Subnet

D>

OFrELY

ASAv 5 & U Hyper-VDH A RS54 > LHIBREIR
e Ty N T b R
*CiscoUCSB v — X H—/\—
*CiscoUCSC vV — X H—/—
* Hewlett Packard Proliant DL160 Gen8

e AR — KD 0S
* Windows Server 2012

« %A 7 4 7 Hyper-V

Y

GE)  ASAVIFHUE, (RABLICHEH SN TW DD 64 € > kEltEbE
Ty "7+ —LTHELET,

o« 77 ANV
Hyper-V ~® ASAv OFIIE A TiX, VHDX ERAB AR —hIivTWET,

. Cisco BSE X1 )T ARET7TISAT VR (ASAV) 012 RZ— b7y THA K



| Hyperv %M L1- ASAv DEA
asav & Hyper-v oarizsts [

%0 HBHM (Day0) #&5k

VB ASACLIREa~ Y REEFTLTF A 77 AV EERL L ET, FIEIZ OV T,
FEOHDary 7 4FXalb—ary 77408 22 T30,

cHBOHAWBRO 7 7 AT =V FTUART L hE—F

FREAT [firewall transparent] (%, HOHHAa 7 4 X2 b — 3 7 7 A LOIEHICE E
TOHULERHY T, 77 A NVHNOZNLINOEFNICH D &, B REENE X 5550
HYVET, FHIZOWTE, THFEOHOar 74 Fal—var 77 A L0 25K
LTLEE,

7z — )b — N —

Hyper-V ED ASAVIZT 77 4 T/ABX 2 NA T = — LA —_—% PR — KL TNET,
N—FT vy RE—RENTUVART LY N E—ROWGFTT I T A T/AZ L NA T x—)b
F—N—ZFTTHIZE, TRXTORBRY NT—27 THTFHXZTMACT KL A AT '—
T4 T EEMETAMNERHY FET, IMACT KL R R —T 4 L TOHRE] D53
R=UEBHBLTLLTEE N, AFZ U RTa LV ASAVD b T AT L b E— ROEE,
BHA LA —T 2 A ADMACT RLART =T 4 VTIEECLZNWTLEE W, 77
TATIT VT 47 72— )b A= "=IV R — I TWEEA,

« Hyper-V (I K 8 DDA > ¥ —7 = A A% KR— K LEF, Management 0/0 35 L O
GigabitEthernet 0/0 ~ 0/6, 7 = —/L'A—/N— U > 7 L LT GigabitEthernet Zffi ] TX £
o

* VLANS

N7 7 F—RTA ¥ —T7xA ATVLANZHET HIZIE, Set-VMNetworkAdapterVLan
Hyper-V Powershell =~ > R&AH L £, FHA % —7 =4 A0 NativeVlanID 1%, #f
EDVLAN & LT, £IIXVLANDBZRWEEIE o) L LTRETEET, T 7 £—
Ri%, Hyper-VARR & U 77— K LI2GA IR SN ETA, £V 77— MEIZ, FF 07
T REHRETLHLERDH Y F7,

s L H— Ry NU—7 THETH TP FR—FENTWERA,

o 2 HMREA TR Sh T ERA,

» Microsoft Azure [ZV AR — F I TWEFA,

ASAv & Hyper-V DRI

 MS Windows 2012 |Z Hyper-V %A > A h—/L L &£,

cHEORHa 74 X2l —vary TRAN Iy ANEFERTIEEIL. FREIERLE
7,
ASAv OWJEIEARTZ, %0 H AR Z BT A2 0ENH Y £, BIMLARWEGAIX #

0 A AKERRZER T 57912, ASAv 725 write erase 2 EZTTALE RN H Y £4, FEIC
ST, B oOHDary74Fal—rary 77 A LVD%Ef] 2B LTSN,

Cisco BB X1 TARE7 IS4 7 VR (ASA) 912 242— 7y T7H4 K [}



Hyper-V £ L 1= ASAv DEA |
B zoe00 7 %a—var o7 ok

e Cisco.com 75 ASAVVHDX 7 7 A Vv &x X a— KL £,

http://www.cisco.com/go/asa-software

\}

(G£)  Cisco.com D7 A U BLUNT A2 H— B ALK N LETT,

* Hyper-V A A » FIZi, 3 DL EDOH 7 x> FVLAN MERR SV E T,

s Hyper-V ¥ A7 ABEZOWTIE, Cisco ASA O AL [JGE] #2R LT &0,

F0EBDaVT74FaL—23ar IT7M4ILDER

ASAv ZHEEITARNC, H0RHOary 74 F¥alb—ray 77 A NVEHEFTEET, Z0

7 7 A, ASAv OREIFFZEF SN D ASAY OB EE G T XA N7 7 A LT, 20D
MR EIX. ldayO-config] EWIHITHFAN 77 ALE LTHREDEET 4 L7 b UITKMHE

L. EHIT day0iso 7 7 A NASELBENET, 2D day0.iso 7 7 A VIS EAIDORENRFIZ~ T
YREENTHARONET, FOHHAar 74 Fal—Tar 774 0MF, 2t &
AL HE—T oA RET I T 47T 2a~vr K&, ABF—i%GEH SSH —1—%t& v K

Ty THav s REGDLMNERHY ETH, TXTOASARELZEZDHZ L HTEET,

day0.iso 7 7 A /v (W AH 5 day0 £721%7 7 4 /L kD day0.iso) 1., RHOEBHIZHEHTE
TR R A,

1R BHHIIZ

Z OHITIE Linux 2MEH SN CTWE 4728, Windows DIESICH RO 2—T 2 U T 4 3H VY £
ﬁ‘o

 FIHRE AR IC HEIIZ ASAV IZT A & 2 & 54 5121F, Cisco Smart Software Manager
26 & 7 m— K L7z Smart Licensing Identity (ID) h—2 > % [lidtoken] &V 9 7 F X |k
T AL, HO AR T 7 A VERLET 4 L7 FUICREFLET,

¢ FTUANRT LY = R TASAV 2 AT 5513, bT AT L hE— FTHET
SHDBERD ASAMERK T 7 A V7, B0 MK 7 A & LTHAT 2 0ENH Y
T ZHUT V=T Y R T77AT U ADOFO a7 Fal—vary Ty AL
ZIFFY LEE A

« ASAv OAIEEEIRTIC, 550 H AR 7 7 A L 2BINT208RH Y £4, ASAv O[]
EENVRICH 0 H A Y 7 A V&2 FEHT 285513, writeerase =2~ > REE/TL, FHOH
JARERRL 7 7 A VWA L TH S, ASAv ZEEITHAMERNH Y 4,

AT w1 TdayO-config] &\ T FA K 77 A/LIZASAY O CLIREZTLALET, 320 ¥ —T = A ADF%
EEFEDMOMEIRREZBIMLET,

B CiscoEEEEFX1UTFARETISAT7 VR (ASAY) 912 R4 — b7y THA K


https://software.cisco.com/download/navigator.html?mdfid=279513386
http://www.cisco.com/c/en/us/td/docs/security/asa/compatibility/asamatrx.html

| Hyperv %M L1- ASAv DEA

ATvT2

ATvT3

ATvT4

ATy TH

£0A0av T ¥aL—var 77410k [

BHIDITIZ ASA DX—2 a U TIRD D XN H Y £9°, dayO-config 1%, AL ASA#ER THHILENRDH
D E£9, dayO-config # %7 2 fci 72 HiklE, BEFD ASA 721X ASAV )L FEITa 7 4 Falb—a v
DEIRE Sy % 2 B —F 575 T9, dayO-config NOITONAFFIZEZE T, BEFO showrun =< > RO
JIEFFE =B L CWDORERH Y £,

51 :

ASA Version 9.5.1
|
interface management0/0
nameif management
security-level 100
ip address 192.168.1.2 255.255.255.0
no shutdown
interface gigabitethernet0/0
nameif inside
security-level 100
ip address 10.1.1.2 255.255.255.0
no shutdown
interface gigabitethernet0/1
nameif outside
security-level O
ip address 198.51.100.2 255.255.255.0
no shutdown
http server enable
http 192.168.1.0 255.255.255.0 management
crypto key generate rsa modulus 1024
username AdminUser password paSSwOrd
ssh 192.168.1.0 255.255.255.0 management
aaa authentication ssh console LOCAL

(fI:E) Cisco Smart Software Manager (& & ¥ %817 S 4172 Smart License ID h—2 > 7 7 A V&AL B2 —H
IZF v rm— RLET,
(EE) #vra—RLEE77A4 005D b—27 v %abt—0L, ID h—27 v DHhEELTHFAN 774
NWEAERR L E T,
(EE) ASAv OYIHIEARFZ ABIRIC 7 A B A& §FiET 25613, dayO-config 7 7 A /MR O IF#R D
BENRTWVWDH I EEZMHERLTIIEENY,
cEHA LA —T 2 A ADIP T LA
+ ({£E) SSmart Licensing TFEH 325 HTTP 7'u ¥
«HTTP 7 u %> (FEEL7=HA) £ 721X tools.cisco.com ~DHEE & AN T 5 route 2~ > K
* tools.cisco.com & IP 7 N L A Zf#R-9~ % DNS P —/3—
« BRI % ASAV T A & AZIEET S 72 D Smart Licensing DX E

« ({EE) CSSM TD ASAv DIRBEERHIZT D720 D—FEDHREA M

FXAN T7ANEISO 7 7 A WTER L TRIECD-ROM 24 L1,

stack@user-ubuntu:-/KvmAsa$ sudo genisoimage -r -o day0.iso dayO-config idtoken
I: input-charset not specified, using utf-8 (detected in locale settings)

Total translation table size: 0

Total rockridge attributes bytes: 252

Total directory bytes: 0

Path table size (byptes): 10

Cisco BB X1 TARE7 IS4 7 VR (ASA) 912 242— 7y T7H4 K [}



Hyper-V £ L 1= ASAv DEA |
. HyperVI#—C v AL ASAV E £ 0B B#ER 774 ILOEA

Max brk space used 0
176 extents written (0 MB)
stack@user-ubuntu:-/KvmAsa$

ZOID h—7 X > T, Smart Licensing ¥ —/3—|Z ASAv 28 HEIIC GRS N E T,

ATFYT6 ATy 10552 M0IRL, BATSASAY Z L2, BWURIP T FLRAEZELT 7+ NOWERT 7 A
EVER L E T,

Hyper-V I *r—L v A L-ASAv L E 0 B AERR T 7
1ILDEA

FOHHAa Ly 74 Fal—2ar 774 0EBRELEDL (BOHDOa2 7 4 Fa2lb—v gy
77 ANVOHEE] ) . Hyper-V VR —Y v ZHHL THEATXET,

AT w71 [Server Manager] > [Tools| > [Hyper-V Manager] (&8 L £,

AT w72 Hyper-V~ 31— % OAMIZEH D [Settings] 27 Y v 7 LET, [Settings] XA 7 /Ry 7 ANREEET,
JEAf| @ [Hardware] @ FC, [IDE Controller 11 %27 V v 7 LE7,

B CiscoEEEEFX1UTFARETISAT7 VR (ASAY) 912 R4 — b7y THA K



| Hyperv %M L1- ASAv DEA

12: Hyper-VI +— %

2TV RS A V&AL HyperV A0 ASAY DA VX b—L [

s

Settings for ASAv5-100-10-14-22-new on UT1COT1HPVI0307

BE |

AS2W5-100-10-14-22-new | 4 QG
& Harduare ~ | & ovD Drive
L Add Hardware
M B10S Sebect the controler and location on the controller to attach the CD/DVD drive.
Controler:  Lo<ation: :
- Moy IDE Controller 1 v | |0 (nuse) il
sk Media
+ [0 Processor
1 Spedfy the media to use with your virtual CDJDVD drive.
= I IDE Controller 0 None
# (& Hard Drive ¥ Image file:

*

§# DVD Drive
IDE Controller 1

§4 DVD Drive
dayl-v3liko

B SCSI Controlier
§ MNetwork Adspter

TFocoMm
¥ com2

H Drishenttee Drive

& Hanagement

[ame
25 Iniegration Services

& | Chedpont Fle Locaton

€1 \isers ihensel. CISCOWASAvHyperVyiay0-v .m0

| Bromse...

To remeve the virtual CDOND dirive from this virtual machine, didk Remave.
Remove

LErELY

ATY T3 HRDOSA D [Media]l D F T, [Imagefile] DT VA RZ 2R T, FOHMHISO 2> 7 4 F 2 —
ar I rANERETDIT L7 FUESRL, [Applyl 22 U v 7 LET, ASAvIX, WIalEEIREC,
%0 AR T 7 A VONFIZESWTRER SN E T,

av RS
—JL

A > %{EHA L 1= Hyper-VA~®D ASAv DA > X

Windows PowerShell =~ > K7 A > %4 L C Hyper-VIZ ASAV % A V' A h—/LC&EET, AH
LR YO Hyper-V P X— FICWDBEEIT, a2~ R I 2HLTC Hyper-V A
A N—=ITLRMERDH Y 7,

2T w71 Windows Powershell % £9°,
ATw T2 ASAV ZEBE AL £,

Cisco BB X1 TARE7 IS4 7 VR (ASA) 912 242— 7y T7H4 K [}



Hyper-V £ L 1= ASAv DEA |
B typerv <5 — S0 £ L1 HyperV ~D ASAV DA U R F— )L

1 :

new-vm -name S$fullVMName -MemoryStartupBytes $memorysize -Generation 1 -vhdpath
C:\Users\jsmith.CISCO\ASAvHyperV\$ImageName.vhdx -Verbose

ATY T3 ASAV DEF IS LT, CPUBET 74V D 1 BEELE T,
1 -

set-vm -Name $fullVMName -ProcessorCount 4

AT T4 (EE) A X —T 2 A AL DN TWARNCEE LE T,
1 -

Get-VMNetworkAdapter -VMName $fullVMName -Name "Network Adapter" | Rename-vmNetworkAdapter -NewName
mgmt

ATy TS5 (EE) %y bU—27 THLEREAIT. VLANID #2288 L £,
5 -

Set-VMNetworkAdapterVlan -VMName $fullVMName -VlanId 1151 -Access -VMNetworkAdapterName "mgmt"

AT w76 Hyper-VINEEEZKMTHEIT, AV F—T oA AZEHLET,
£

Connect-VMNetworkAdapter -VMName $fullVMName -Name "mgmt" -SwitchName 115lmgmtswitch

AT ST NEA 2 —T = A ZAZBMLET,
1 -

Add-VMNetworkAdapter -VMName $fullVMName -name "inside" -SwitchName 115lmgmtswitch
Set-VMNetworkAdapterVlan -VMName $fullVMName -VlanId 1552 -Access -VMNetworkAdapterName "inside"

RTS8 A LA —T 2 A ZAFBIMLET,
Bl -

Add-VMNetworkAdapter -VMName $fullVMName -name "outside" -SwitchName 115lmgmtswitch
Set-VMNetworkAdapterVlan -VMName $fullVMName -VlanId 1553 -Access -VMNetworkAdapterName “outside"

Hyper-V ¥ r— < v Z {8 L /= Hyper-V ~® ASAv D 1
A =L

Hyper-V ¥~ 3% — ¥ v Z ] LT, Hyper-V IZ ASAv %A A h—/LTX £,

ATw 71  [Server Manager] > [Tools] > [Hyper-V Manager] (28 L 9,

B CiscoEEEEFX1UTFARETISAT7 VR (ASAY) 912 R4 — b7y THA K



| Hyperv %M L1- ASAv DEA

Hyper-V ¥ — 2 ¥ #{& f L 1= Hyper-V ~ D ASAv DA > R k—)L .

13 : Server Manager

Manage

Bitvise S5H Server Control Panel
Component Services
Computer Management
Connection Bdmimstration Kit
ul1c01hpv0307 Lastinstalled update M::w e
prime.cisco.com Windows Update B
Last checked for upd Embedded Lockdown Manager
Event Viewer
Group Policy Management
i ¥ \ 2 .
:30:::; Off Public: Off C'Jm:j:rws EError Repe| Health Registr A i
T T -
Eraid Bt e ?
ne i 11
,M_ o . e ty| Internat Infarmation Services ([I5) Manager na
ATFw T2 Hyper-V~vr—V¥NFERENET,
B 14: Hyper-VI *— %
Fle Agion WView [|Halp
«w 2w B
3 Hype-V Manuges ‘Actions.
Ba uconevant Virtual Machines :
Ha oo I - - - ’ — —— E
Ba uniconenoxn R B UM | Amgset Miamory_| Nyt Hew »
favic i posTeocsa Srreg 0% ol g 11340
- 3 ASACSI00 1410 Bibyhand Rurrrg 0% 124 Mg 1ysys; | impot Virtud Machine
B KSR 1001410 Mbyhard or © Hyper Semtngs.
i Asas 0108 o 107 Vihaat Swinch Manager_
A S A Lews :
B ASWI 01 10T00mand OF Vil SAN Manager
ALt a 0 300 14, 1A AE - | b Gt Dk
€| - » -
o 'mipect Duk
Cheukpssints @ (m) Seep Sernce
Tha st vts machwres Ful n OPSChEor ¥ Removs o
4 Refresh
WView L]
B Hee
| ASAVS-100-10-14-22-new -
&) Comnacr.
L Semmgn
ASAVS-100-10-14-22-new ©
Created /22014 10209 PM Ctered b Ba Checipont
Wersaon 50 i Mo
Coneratos | & Bport
ete =] Renamne.
B Delete
Summary | Moy | twcaary | Raphcaton I Casbie Reptcation.. 2
o - » H e T
'
w

RATY T3 FUDNANAN=NAFDY R RS, HREONA 7S=A B 24527 U v 27 L, [New] >[Virtual Machine]
PRI LET,

Cisco BHE 1) FTARE7TSA7VR (ASAV) 912242 —+7 v TH4 K ||



Hyper-V £ L 1= ASAv DEA |

. Hyper-V ¥ ~— 2 v % {5 f L 1= Hyper-V ~ D ASAv DA > R b—)L

15: FBRE< L DS

File Action Wiew Help

«= === [

25 Hyper-V Manager

| Mirtinal Raski

ga UT1C01HPVD30. .
HI U71C0THPYO20 [slew 3 Virtual Machine... ]
HI UT1COTHPVO30 | Impert Virtual Machine... Hard Disk...
Es U71C03HPVDED TEA— ' Floppy Disk...
Wirtual Switch Manager... nand Off
Virtual SAN Manager... Orf
— W Off
Edit Disk... thand Off
Inspect Disk... fa¥:3
I 1]
Stop Service
Remowve Server
Refresh
b The selected virtual machine has r
| Wiew 3
Help

EFELY

AT 74 [New Virtual Machine] 7 4 #'— KR FRENE T,

B CiscoBTEEXLUTARETISATUR (ASAY) 012 RA—hT7 v THA K



| Hyperv %M L1- ASAv DEA
Hyper-V ¥ — 2 ¥ #{& f L 1= Hyper-V ~ D ASAv DA > R k—)L .

16 : [New Virtual Machine] ©9 4 — K

a New Virtual Machine Wizard =]
:k{ Before You Begin
This wizard helps you reate a virtual machine. You can use virtual machines in place of physical
eyt ot |y 1 e s g cow
Spedfy Generion To eate a virtual machine, do one of the folowing:
il : » Click Finish to create a virtual machine that is configured with default values,
Configure Ne tworking » Click Next to create a virtual machine with a custom configuration,
Connect Virtual Hard Disk
Instalation Options
Summary

[] Do not show this page again

o> | (o] |

H
SFreli

ATYTE U4 F—FREBBUTHEEL, ROFHREAEELET,
* ASAv DA & 51T
* ASAv DAY
ASAv THR— K N TWAHHE—DO AL [ (Generation 1) ] T,

« ASAv D A E U E (ASAV5 DA 1X 1024 MB. ASAv10 OF-A13 2048 MB. ASAv30 O34 1% 8192
MB)

e Xy NT—U TRETE (B NT v FEHROFIEAA » FITHEHt)
A N— R T 4 2T LT

[Use an existing virtual hard disk] Z 3R L., VHDX 7 7 A VO =S L £7,

ATw 76 [#7T (Finish) 127V v 2795, ASAVIERZRTHEZA T IRy 7 ANRFRENET,

Cisco BB X1 TARE7 IS4 7 VR (ASA) 912 242— 7y T7H4 K [}



Hyper-V £ L 1= ASAv DEA |

. Hyper-V ¥ ~— 2 v % {5 f L 1= Hyper-V ~ D ASAv DA > R b—)L

ATy T

17:FHBEE<T L O OBE

Al
@} Completing the New Virtual Machine Wizard

Before You Begin You have successfully completed the New Virtual Machine Wizard. You are about to areate the
Spedfy Name and Location Folomra  teck it

b Description:

Assign Memory Mame: ASAv30-100-14-10-22

Confiours Ne i Gmerat:m. ::;1;:::m1

S b Network:  L1SImgmiswitch

Summary' Hard Disk:  C:\Users\dhensel CISCO\ASAvHyperViasay 100-14-10-22-v 30, vhdx (VHDYX, dynamically

<] n >

To greate the virtual machine and dose the wizard, didk Finish.

ASAVIZ4 DD VvCPU R H 55 E1E, ASAv 2 BT 2 /1IZ, vCPUEAZZEE T 20235 Y £7°, Hyper-V
V32— DL EH D [Settings] &2 Y v 7 LET, [Settings] ¥ A 7T 2 7Ry 7 AN EET, A0
[Hardware] * == —"C, [Processor] %7 U » 7 L. [Processor] ~<A > & & kL ¥, [Number of virtual
processors] & 4 [ZA®E L E T,

ASAVS & ASAVIO IZIZ 1 DD vCPU 28 Y . ASAV30 121X 4 DO VvCPURH IV £, T 74/ I 1T
T,

100Mbps 3 L T 1Gbps DHEMRAF 5-Tid 1 {H > vCPU, 2Gbps OHEMRAF 5- Tl 4 D vCPU L7220 3, 5
74V NI TY,

B CiscoBTEEXLUTARETISATUR (ASAY) 012 RA—hT7 v THA K



| Hyperv %M L1- ASAv DEA

Hyper-V % % — < v % L 1= HyperV ~D ASAv 01 © 2 k—L [}

E18:REToDTOEyYDEE

N ASAV30-100-14-10-22 v 4 » G

# Hardware ~ n Processor
9 Add Hardware |
(& BIOS You can modify the number of virtual processors based on the number of processors an

Boot Ko D the physical computer. You can also modify other resource control settings.
- Memory Mumber of virtual processors: . 4;'
8192 M8

# ) Processor | Resource control

4 Virtual processors | You can use resource controls to balance resources among virtual machines.

= B IDE Controler 0 .

Virtual machine reserve (percentage):
~Gispianorh Lo
asav 100- 14-10-22-v30. vhdx Percent of total system resources: | IJ
= B IDE Controfler 1
§* DVD Drive Virtual machine limit (percentage):

Percent of total system resources: | 125
@ § Network Adapter s Relative weight:

115 1mgmtswitch
¥ com1
None
¥ com2
Home
b Diskette Drive
None
£ Management
\I] Name
ASAYI0-100-14-10-22
¥ Integration Services
Some services offered
] Chedpoint Fie Location
C:\Progr amDataMecrosoftiWin. .
5 smart Paging Fie Location [
C:'\ProgramDataMicrosoftiin... =
B Anmatic Staer Aetion .

LEFELF

ATv 78 [~ (VirtualMachines) ] A ==—"7T, U A NNDASAVDO4RFTEAZ Y 7 L, [##i (Connect) ]
Z7 ) w7 LT, ASAVICHER LEd, v Y —AnE, #IEENTWD ASAY BNEREINET,

Cisco BHE 1) FTARE7TSA7VR (ASAV) 912242 —+7 v TH4 K ||
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19:RHE< L o~ DR

é"u'irl:ual Machines

-

MName
‘5 ASAV5-100-14-10-16

5 ASAVS100-10-14-22new

5 ASAVA0-100-14-10-164yhand

‘5 ASAV30-100-14-10-16

5 = ASAv10-100-14-10-16-byhs

ACALAMION 14 40 18

Checkpoints

State
Off
O
off

CPU Usage Assigned Memory

Connect...
Settings...
Start
Checkpoint

Move...
Export... sckpaoints.
Rename...

Delete...
Enable Replication...

Help

Hyper-V Z{E/f L 1= ASAVOEA |

Uptime -

ATv T [~ O (Virtual Machine Connection) | 22 Y —/L¥ 4 > R T, HkOOBERZ % 7
Uy 7 LT, ASAv ZiEZEh L £,

20:R3E< > U DORE

& ASAV30-100-14-10-22 on U71COTHPVO307 - Virtual Machine Connection L= | 0 [IIEH

File Action Media View Help

.':__.‘}

The virtual machine 'ASAv30-100-14-10-22' is turned off

To start the virtual machine, select 'Start” from the Action menu

Status: Off

B CiscoEEEEFX1UTFARETISAT7 VR (ASAY) 912 R4 — b7y THA K



| Hyperv %M L1- ASAv DEA
HyperV T % —S v 0xy k7—2 78 Ta0em [

ATw 10 ASAv DEEOEITIRIN 2> ) — I FERENE T,
X 21387 2 o DREDEITIRR

& ASAv30-100-14-10-22 on U71CO1HPVO307 - Virtual Machine Connection

ion |[=10] x|
pboarc ew  Helg

||rutru ol sunrpc_udp 111" to WPF commands
| ' to MP] ds

F0: converting 'f rrotoce 7" to HPF comnands

‘0: Power-0n Self-Tes

L "
= ServerCh

and installing certificate...

subordinate CA and holds a non self-si

te is Unlic
full function

Status: Running

HyperVIR—T v Mo DRy FJ—9 74 T2 DB
FLEAISNTZASAY DXy NI =7 T HET XX 127215 T, SHi

222U Eoxy b
T—0 THRTRZEBMTHHERDHY £, ZOFITIX, NEFxy NT—2 7 X752 &80
LET,

48 HREIIC

s ASAV IZA 7IRRETH AL MLENRH Y F7°,

AT w71 Hyper-V~ 31— % DA

\Z 5 [Settings] #7 U v 7 LET
el [Hardware] A == —TC

. [Settings] ¥4 7Ry 7 ANAEET,
GE)

. [Add Hardware] 7 U v 7 L. ¥KIZ [Network Adapter] #7 U v 7 L &7,
VII— Ry NT—7 THETFHEEFERALRNTLIEIN,

Cisco BB X1 TARE7 IS4 7 VR (ASA) 912 242— 7y T7H4 K [}



Hyper-V £ L 1= ASAv DEA |

. HyperV I 2 —2 v hoDFy bI—9 FHE T2 0EM

B22:4y kO—9 THT2DEM

% _Hardware ~ | 0 Add Hardware
| Add Hardware
ﬁEIIOs You can use this setting to add devices to your wirtual machine.,
Boat from CD Select the devices you want to add and dick the Add button.
. Memory 551 Controller
8132MB Metwork: Adapber
[ Processor Legacy Network Adapter
1 Virtual processor Fibre Channed Adapter
= Wil IDE Controlier 0 Rematerx 30 Video Adapter
# (3 Hard Drive
asay 100 - 14-10-22-v 30, whdx
= Bl e Controller 1
§* DVD Drive A network adapter requines drivers that are instaled when you install integration
2 Bone services in the guest operating system.

B SCSI Controller
# U Metwork Adapter
115 imgmitswitch

£ Management
|I] Mame
ASAv30-100-14-10-22
¥ Integration Services
Some services offered
3| Chedpoint Fie Location
C:\ProgramData Micosoft\Win. ..
23 smart Paging File Location
C:ProgramData \MorosoftiWin...
P Automatic Start Action
Restart if previously running |
I§) Automatic Skop Action =]

8

'!i-

3
lereir

ATFYT2 Xy VU= THETZDEMNE., (RAEAAL v F L ZTOMOEZET cx £, £/, KBTS L TVLAN
ID#HETEET,

B CiscoBTEEXLUTARETISATUR (ASAY) 012 RA—hT7 v THA K
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rvto—s 7a7502n0zE I

B23: %y FO—9 FTHTAREDER

# Hardware ~ U Network Adapter
¥ Add Hardware
& BI0s Specify the configuration of the network adapter or remove: the network adapter,
Boat from CD virtual switch:
- Memory [ 115 1momtswitch v
a192MB
n Processor 5
1 Virtusal processar [+ Enable wirtual LAN identification
=2
gumx;.:gu “The VLAN identifier specifies the virtual LAN that this virtual machine will use for al
i 3 Hard Drive netwark communications through this network adap ter.
asav 100-14-10-22-v 30, whdix
= B IDE Controller 1 @]
§* OVD Drive
Mone Bandvwadth Management
8 SCSI Controller [] Enable bandwidth management
] Metwork Adapter =
v 115 imgmitswitch = Specify how this network adapter utiis work bandwidth. Both M
1iaimg . | Bandwidth and Maximum Bandwidth sured in Megabits per s
U Wetwork Adapter
1151 mgmitswitch | Minimum bandwidth | 0| Mbps
I?, L Manomum bandwdth: EI Mbps
Mone :
? COM 2 o To leawe the minimum or maxmum wnrestncted, specify 0 as the value,
None
Hl:riisin:tteor'rve To remave the network sdapter from this wirtual machine, dick Remave .
one
A Management
(L “‘:"‘ s 0 use alegacy network adapter instead of this network adapter to perform a
ASAVI0-100-14-10-22 network-based installation of the guest operating system or when integration
75 Integration Servioes services are not installed in the guest operating system.
Some services offered
13 Chedkpoint File Location
C:\ProgramDataMicrosoftiin... ||
s Smart Paging File Location
C:\ProgramData Microsoftiiin..
P Automabe Start Action o]
PR i a
ok || coce || mey | |2
"

2y RIT—9 PETIDRFDER

Hyper-V TiX. [Network Adapter] EWOIHMXR Y NV —2 A o F—T = A4 ZAPER S E
T, DD, Fy hT—I A E =T oA APRTRTRCAHTTHD &, HHDLWEADR
HYFEF, Hyper-Vv R —T X 2 L CARTEERETHZ LI TE £ A, WindowsPowershell
A REEHLTERETLZMLERSH Y £,

XF w71 Windows Powershell % Bf & £,
ATV T2 VEEU TRy NU—F TH T X EZERLET,
B -
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Hyper-V £ L 1= ASAv DEA |
B vacrrizzr—o 0y

SNICRENAME= Get-VMNetworkAdapter -VMName 'ASAvVM' -Name "Network Adapter"
rename-VMNetworkAdapter -VMNetworkAdapter S$NICRENAME[0] -newname inside
rename-VMNetworkAdapter -VMNetworkAdapter S$SNICRENAME[1] -newname outside

MAC7 FKLRRT—TJ4 245

ASAVIS N T VAT L N E—RTTy "L, HAT 7T 4 TIAZ N, T = — )V —
NRelZRIETEDL LI, TRTDOA L F—T 2 A ADMACT RLVARATS =T (v 7 EBA%
T HMENHY £7, Hyper-V 31—V ¥ NT, E721% Powershell 2~ REMHL T, Z
NEFATTEET,

HyperV Y 2—C v 2EHLE=-MACT7 KLRA R T—J 4 VO DEE

Hyper-V <3 —Y ¥ &H LT, MAC A7 —7 ¢ > 7 % Hyper-V IZFRE T E 7,

AT w71 [Server Manager] > [Tools] > [Hyper-V Manager] (&8 L £,
Hyper-V ¥~ R —Y ¥ BNERINET,

AT w T2 Hyper-V~X— % OO [Settings] 27 V v 7 LT, REXA T Ry AxMEET,
AT v 73 LMD [Hardware] A = = — CIRO#EEE LET,

1 [Inside] 7V >y 27 LT, A=a—%REHLET,
2. [Advanced Features]| %7 U v 7 LT, MACT RL A 47 a 2R LET,
3. [Enable MAC address spoofing] 74 h& %7 U w7 LET,

ATV T4 WA 2 —T 2 A ATH, ZOFIEEEVIELET,

ATV R SAVEFERALIZMACTY FLR RT—TJ 4 VT DERE
Windows Powershell 2~ > K 74 U ZHH LT, MAC A7 —7 1 7 % Hyper-V IZF%E T
£

AT w71 Windows Powershell Z B & £9°,
ATV T2 MACT RLA RS —T7 4 v 7 HRELET,
51
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| Hyperv %M L1- ASAv DEA
sshozz [

Set-VMNetworkAdapter -VMName Svm name\
-ComputerName Scomputer name -MacAddressSpoofing On\
-VMNetworkAdapterName $network adapter\r"

SSH DERE

Hyper-V ¥ 31— ¥ O [~ > > O (Virtual Machine Connection) ] HEHA ¥ —7 =
A AN LTCSSHT 7 BEATEDLLIICASAV ZRETEET, FOHHAa 7 4 X2l —
ary TrANEFERLTOSEAIL. ASAV ~D SSH 7 7 ¥ A ZBIITE £4, #Mco
WX, THEOHDar 74 FXal—ray 77 A LD 2B LTL &N,

ATV T1 RSAF— R_RTNGFET D EZMERLET,
5 -

asav# show crypto key mypubkey rsa
RTw T2 RSAF— LT N2V EAIE, RSAF— T HAERLET,
£

asav (conf t)# crypto key generate rsa modulus 2048
username test password testl23 privilege 15
aaa authentication ssh console LOCAL

ssh 10.7.24.0 255.255.255.0 management
ssh version 2

ATy T3 BIOPCHSSSHAEHL TASAVICT V BEATELZ L 2R LET,

CPUEREL LKR— K

CPUEAE LR — M, FBESNZREEINICHER &7z CPUDEIG OB B E RIS NET,
W, A TIEE— 7 EELAMTIZEE CPU BRE DR 30 ~ 40% TEMEL ., v— 7 ERTH 60 ~
70% ORETEEL 7,

ASA Virtual 0> vCPU {3 FA 5

ASA Virtual ® vCPU EIZRIZIX, T —# /3 il A > b, BIXOUE T v 2Tl S
NTW5D vCPU OBENRFERENE T,

Hyper-V CTH#E S35 vCPU i FH=RIZ1E, ASA Virtual DfEHRICMNZ T, ROLONEENF
j—O

» ASA Virtual 71 R/LHEFH]
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Hyper-V £ L 1= ASAv DEA |
B crusm=0s

« ASA Virtual ¥ 3 ZEA E Tz %SYS A—/N—~ vy N

CPU e =D B!

CPU fE R OMEFHE#R AL X~ 51213, showcpuusage =~ > RafEH L ET,
Ll

Ciscoasa#tshow cpu usage
CPU 00005000 1%01 000 2%05 000 1%
et Sz vCPU O SRS RIEIZ 572 B 2 IRISR L £ 97
+ ASA Virtual LR — b : 40%
*DP : 35%
AT A 5%
* ASA (ASA Virtual L'A"— k) : 40%
cASAT A RV A=V T 10%

o Fr—/3—w N1 45%
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ASAv DR E

ASAv DEANTIL, ASDM 77 v A= HFRIREL T, AR ELLZZ 94T P T
KL ARG, Web 77 UH CASAVEHLIP 7 RLAICERI CE £9, ZOETIE, o
ATV RN ASDMIZT 7 BATELLDICTHHEE CLIT 7B AZFA T 5 451E (SSH £
721d Telnet) (ZOWTHIALE T, ZOTETHERY EiF 2 FOMOMLEOREEEIZIL. ASDM
T4 P— PR 25 4B 2D A v 2 F— B IO RREEENEETNET,

« ASDM DO fEH) (117 ~<—2)

« ASDM A L= WM EDFEIT (118 —2)

« FEHIERE (120 ~X—Y)

ASDM O #CEf

ATYF1 ASDM 27 747 & LTHRE L PC TIRO URL # A/ LET,
https.//asa_ip_address/admin

WORZ L HEF> ASDMEER Y ¢ RUNFREINET,

ATy T2

* Install ASDM Launcher and Run ASDM
* Run ASDM

* Run Startup Wizard

FUoFxEA U a—RTBIE, ROFIEEZETLET,

a)
b)

[Install ASDM Launcher and Run ASDM] %2 U v 7 LE 7,

A=Y —LZERRAT—RDOT 4 — )V REZEOEFIZL A A M—LDOEE) | [OK]Z27 Y v
LET, HTTPSERRENHE SN TV ARWGAIL, 22—V —ABLIOA R—TIL XA T— R (F7 4L
NCZEH) ZASILRWTASDMIZT 7 EATE £9, HTTPSFRGEA AC LeHE, =—VF—4 L
AT SN AT— K2 AT LET,

AVAN—=TEPCIZRFLT, A A M—T%BEELET, /1A M—N5ETTDHE, ASDM-IDM
TUF e NEEBICEHEE T,
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Asav oEE |
B rsom zmL-assEoEsT

d FEHIPT RLAZANL, 2P —ZERRAT—REZEADOEFIZL FHHA A M—LDGE) |
[OK]%Z7 U w7 LEd, HITPSFRAEZ AN LT2GE., =—V—4 L EEM T Oz AT — K& A
HLET,

AT 73 Java Web Start 2321213, ROFIEEFEITLET,

a) [Run ASDM] ¥ 721X [Run Startup Wizard] 22 U v 7 LE T,

b) Tl IRERENTES, Ya— by bR a—X IR FELET, AT va T T r—
VarEREETICHS 2 b TEET,

c) “a— kI FHD Java Web Start Zf2E) L £ 97,

d) RSINHAT TRy 7 A>T, EEDOFEHFELZ T ANLET, Cisco ASDM-IDM Launcher
MERINET,

e) TP —HENAT—REZEADEEIZL FHA A M—LDEE) [ [OK] 227V vy 7 LET,
HTTPS i8iE&2 AN Lot 22— —4 LT oAV — K2 A LET,

ASDM #{E A L F= ¥ EA E D ETT
RD ASDM 7 4 B — FB X OFIEZMHEH L TR EZIT ) 2 &N TE X,
» Startup Wizard 31T
o ({EE) ASAV OWNBNZH BTV v 7 == ~DT 7 & AFFHA]
« (A7 =ar) VPN U 4 — KDOFET

(7> a) ASDM Ofid w7 ¢ F— RO FELT

CLI D% EIZ OV T, CiscoASA v U —ACLIav 7 4 Xab— g HA F[HE 23R
LTL7Z&E,

Startup Wizard D E1T

X2 VT 4 RV —F WAL~ A XL TEAFETE#ELT 5121, [Startup Wizard] % 5217
Liﬁ‘o

AT w71 [Wizards] > [Startup Wizard] Z#4R L £,

RATYT2 BXa T4 RV =% DAL~ A AL T, AFECE#ELLET, KERECTEET,
« RA M
« KA
ST —

e AU HE—T AR
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http://www.cisco.com/c/en/us/support/security/virtual-adaptive-security-appliance-firewall/products-installation-and-configuration-guides-list.html

| AsavozszE

(EE)

(EE) ASAVORBIZHZ5T Y v o y—n—~07 25T ]

«IP7 KL A

CAAT 4w —h

« DHCP #—/3—

« Xy hU—27 T KL AZEHHBIHI
s ZOMMDIAH

ASAV DRIZ 8 B /8T ) v DB —N—~DT7 & XEFH

[E%%E (Configuration) |>[Z 74 7 24—JL (Firewall) 1>[/87 1 w4 H—s\— (Public
Servers) | XA T, EX 2 VT 4 AN —RNHBRNIRES L, £ ¥ —F > I LNE
P N—ZT7 7 BATEDL LRV ET, EVRAA—FT—L LT, Wiy hU—2 H—
E A (Web 1 —/ 38— FTP $— =72 &) [T —P =R T VT ERATE L LT HHE
BHHIEERHY T, ZNHOHF—EAE, ASAVOHEHIZH 5. Demilitarized Zone (DMZ;
JERCEE ) LT ABOR Yy U —7 BICRETE 9, DMZIZX7 ) v 7 —nR_—%
BliET DL, N7V v T == T DHEIINE Ry N — 7 2T E L EE A,

(72 3ar) VPN 4« F— FDEFT

WDOT 4 H— K ([Wizards] > [VPN Wizards]) ZfH LT, VPN 2% E T £,

e B4 R VPN 7 ¥ — K : ASAv & Bl VPN 5T 23 AR C IPsec %1 i b o
PER L FET,

* AnyConnect VPN 77 ¢ #'— R : Cisco AnyConnect VPN Client ® SSL VPN U E— r7 7 & &
HRELET, AnyConnect 7 7 A 7 b TILASA~DE X = 7 72 SSLEEHm SRt S b
7z, VE—ha—P—ZLDMEY YV —RZA~DTZ/LVPN b3 U 7 NAREICR Y £
T ASARY v—%RETDHE, VE—ba—F—DRBEHNT 7 VLML THET 5
& X2, AnyConnect 7 7A4 7 h A XU u— RT&EET, AnyConnect 7 7147 2 k3.0
Lz A3 256, 7 747 M, SSL E721% IPsec IKEv2 VPN 7' b =2 /L% FE4T T
TFET

* Clientless SSL VPN Wizard : 77 U7 I A4 7 hLASSLVPN Y £ — K 77 & X %%

ELET, 774 TV FLVAT TP R—=ZASSLVPNIZL > T, 2—H—EIWeb 7T
PEFEHLTASA~DEF 272 E—F T Z7EAVPN F v RLEHESLTE £, 0
EnsE, 2=V —ZBFAR—F N RX=URFR I, THR—FSNDFEEONEY V—A
T 7 BATEL L9780 ET, Xy VU= EHREIT, JNV—THA T2 —H =2
V= ANDT 72 AMEREM S LET, ACLIZ, FFEDREY V—A~DT 7 & 2 %R
L7z0, A 5-0icdEATcE £,

s IPsec (IKEv1 or IKEv2) Remote Access VPN Wizard : Cisco IPsec 7 7 1 7 > b ™ IPsec VPN
VE—h T BRAEHRELET,
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AsAv EE |
B 7030 asomotoy «5— ko

Azure ~® ASAv IPsec (AR N> A X —T oA A (VTI) 5O T IEIC OV T,
FAzure ~0 ASA IPsec VTI #:#: DFER] 2B L T2 &0,

O & > > e I A
(A7 3a>v) ASDMDD ™ « H— FDEST
ARz 2= A== VPN I TRHF u—RK RT3 07 BLIUOURT v b
X FF ¥ EARETHITIL. ASDM THEFOMDO T 4 F— FEETLET,
* High Availability and Scalability Wizard : 7 =—/L A4 —/X—F =X VPN E— K T 7
FRELET,

« Packet Capture Wizard : /X7 v b ¥ 7Fx 2 EL, FITLET, 20U 40— FNiL,
ANEIA 2 —=T 2 A ZDENENT ATy XYy T F X2 IBETLES, Ty b
F¥YTTFXYTDHL PCIITy F XYy T TFYaRfFL. ATy b T FIAFTTF=v 7
BIRXNY LA TExET,

AF MR E

ASAV DR EZHATT D121, CiscoASA U —X R¥ o b &[] 2R L TLEE
AR
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https://www.cisco.com/c/en/us/support/docs/security/adaptive-security-appliance-asa-software/214109-configure-asa-ipsec-vti-connection-to-az.html
http://www.cisco.com/c/en/us/td/docs/security/asa/roadmap/asaroadmap.html
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CORF2IAVMNEI, RKEVRAOARITRF 2 AV MNDSEMRTT, YV IBHRICODEXLTIE
. BERBRIBEFAT. ZEBRICTZ Y 77— DHD. UV IEOR-IHBEI/LTEThTWNS
BEFHDEITEEZCTELIEZD, HBLETHLEZNMREBDFTIDT, IEXLBABICDL
TIKETAIPMDRF AV M ESELESZL,



