CHAPTER 9

show isakmp ipsec-over-tcp stats =~ > R~
show mroute =~ > R

show isakmp ipsec-over-tcp stats
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F 7 %)V b

av v RE—F

IPsec over TCP O FEITHifE i IE M2 RR T H 121X . Frn— )L a7 4 Fal— gy £—R
F 72 1355 EXEC & — K T show isakmp ipsec-over tep stats =~ > & L 9,

show isakmp ipsec-over-tcp stats

Zoaxy RSB ELEF—UY—FEd 0 A,

774V P OEEREIZH Y FH A

ROKIZ, A~ FEANTEHEF—RF2RLET,

T7ATUF—IV
T—F X2V T 4 ayTFHAB
< )VF
FZ AR avTx
a<wrRE—F =7y | TV [T N [ RB AT A
Ja—s )L arZ 4 Xal— | e X |— o XIS o X |—
va Y
FEHE EXEC o Xfi  |— o X o Xty |—
v FRE Jyy—= EENE

ASAv(1) show isakmp ipsec-over-tcp stats =~ > R2NBM S E L7,
7.2(1) show isakmp ipsec-over-tep stats ==~ > RIIFEIlE X1 L 7=, show

crypto isakmp ipsec-over-tcp stats 2~ > FIZEZH 2 b E L7,
9.0(1) ~NVF aryTFFANET— ROV R—FRBEMESNE L,
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FERAEDHA RS Zoa<r FOHNTIZ RO 4 =V FRGERLTHET,
A ¢ Embryonic connections

e Active connections

e Previous connections

e Inbound packets

¢ Inbound dropped packets

¢ Outbound packets

¢ Outbound dropped packets

e RST packets

e Received ACK heart-beat packets
e Bad headers

e Bad trailers

e Timer failures

¢ Checksum errors

e Internal errors

A W% T a— )L a7 4 Fal—ay B— RTCANT AL ISAKMP #EHEHR N ER X
ﬂij‘o

ciscoasa(config)# show isakmp ipsec-over-tcp stats
Global IPsec over TCP Statistics
Embryonic connections: 2

Active connections: 132

Previous connections: 146

Inbound packets: 6000

Inbound dropped packets: 30
Outbound packets: 0

Outbound dropped packets: 0

RST packets: 260

Received ACK heart-beat packets: 10
Bad headers: 0

Bad trailers: 0

Timer failures: 0

Checksum errors: 0

Internal errors: 0
ciscoasa(config)#

B#Ea~ R a<vv R G
clear configure crypto - _XT?DOISAKMP =2 7 4 X a2l — ar % 7 U7 LET,
isakmp

clear configure crypto 3+ <X TOHISAKMPKRY v — a7 4 FXalb— a7 07 LET,
isakmp policy

clear cryptoisakmpsa IKE 7. % A1 A SAT—Z_X—R%&Z 7 VT LET,
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crypto isakmp enable

IPsec BT 7N ASA L ilET A5 A4 X —7 =214 A LD ISAKMP X =3
T—VarEAX—TMILET,

show running-config
crypto isakmp

TIF 4 TRISAKMP 2> 7 4 X a2l —3 g 02T _RTHERLET,
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show isakmp sa

IKE 7 %A LSAT —HRX—AERRTHIIE. Z7o— ) a7 4¥ab—ray F—F
F 721355 EXEC & — N T show isakmp sa =~ > R&HH L £7,

show isakmp sa [detail]

B oA detail

SA T —F =2 ZHET LM 2RI L ET,

7 IV b T 74N N OEERLHEIZH D R A,

avryRKE—F ROKIZ, 2~ FEANTELHEF—RF2RLET,

TZ7ATUF—Iv
T—F X2V T4 aVTHFRALD
< /VF
FT7 VAR avTx

a<v s RFE—F V2l el 2 SNV S AT A

Ja—)Larz 4 Xal— | e Wt |— o Xfits o Xt |—

va Y

¥¢HE EXEC o X |— o X o X |—
v N Jy—2= EHENE

7.0(1) show isakmp sa =~ > R BIMEE L7z,

7.2(1) ZOa~y RIZBEIE X iLE L7, show crypto isakmp sa =~ > NI

T2z ONE L,

9.0(1) ~“NVF arsTFANT— ROV R—FFRBEMENE L,
FERHEDTA RS ZOa~vr FOHDNITIZE RO 4=V FREFERTHET,
1R detail &7 a &FE LR WEE

IKE Peer 4 A= |Dir Rky R BE

209.165.200.225 |L2L Init No MM_ Active

detail 7> 3 VEIRE LI2HA

IKE Peer % A4 =7 |Dir Rky IR AE Encrypt |Hash |Z23F Lifetime

209.165.200.225 |L2L Init No MM_Active |3des md5 |preshrd |86400

B CiscoASAYV—X o= RUT77L VR Savwr R



il WROB T a—r L a7 4 FXalb—vary T—RKRCTCANTDEE SAT—F_—Z(CHlT 5
PR N R R S E T
ciscoasa(config)# show isakmp sa detail
IKE Peer Type Dir Rky State Encrypt Hash Auth Lifetime
1 209.165.200.225 User Resp No AM_Active 3des SHA preshrd 86400
IKE Peer Type Dir Rky State Encrypt Hash Auth Lifetime
2 209.165.200.226 User Resp No AM_ACTIVE 3des SHA preshrd 86400
IKE Peer Type Dir Rky State Encrypt Hash Auth Lifetime
3 209.165.200.227 User Resp No AM_ACTIVE 3des SHA preshrd 86400
IKE Peer Type Dir Rky State Encrypt Hash Auth Lifetime
4 209.165.200.228 User Resp No AM_ACTIVE 3des SHA preshrd 86400
ciscoasa(config)#

EEa~r R a<w R B!

clear configure isakmp

FTRTOISAKMP =t 7 4 X alb—ara2 277 LET,

clear configure isakmp
policy

TRTHOISAKMP RY v — a7 4 Falb—var27 )7 LET,

clear isakmp sa

IKEZ v 4 A LSAT—HX—=2% 7 VT LET,

isakmp enable

IPsec 7728 ASA LiET A A X —T =14 A O ISAKMP % =3
T—y g EARF—T M LET,

show running-config
isakmp

TIF 4 TRISAKMP 2> 7 4 X a2l —3 g 02T _XTERLET,
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show isakmp stats

BT H B AR R T AR T a— L ar 7 4 X2 L—3 g v B— RFE =34 EXEC

X DN

F7 %V b

a<v v FE—F

& — KT show isakmp stats =~ > K& L £7,

show isakmp stats

Zoawy FIEBIEERIZF—U—RIIH Y A,

T 7 a0 F OEEREILS D EE A

WORIZ. a~ REANTESE—FexRLET,

T7ATUF—IV
T—F X2V T 4 aTFHRAB
~)VF
FTF AR =N
avy RFE—F N—Ty N TV h (YT (RAb VAT A
sa— L ar7 4 Xalb— | o & |— o X o XS |—
vaYV
FekE EXEC o Xfi  |— o X o Xty |—
v FRE Jyy—= EENE
ASAv(1) show isakmp stats =~ > R BMENE LTz,
7.2(1) ZDawy Ri3BEIE S E LTz, show crypto isakmp stats =~ > N{Z
BEEHBZONE LT,
9.0(1) ~NVF arTFTFANET— ROV R—FRBEMESNE L,
ERAEDHA RS £H v 2% BHT 5 cikePhaseIGW BT U X~y B 7 LET, 2D DN 7 > % OFEH
£ |25\ T, [CISCO-IPSEC-FLOW-MONITOR-MIB.my | & 2 & L T < 72 & U,

e Active/Standby Tunnels: cikePhasel GWActiveTunnels
e Previous Tunnels: cikePhasel GWPreviousTunnels

e In Octets:cikePhase 1 GWInOctets

e In Packets:cikePhasel GWInPkts

¢ In Drop Packets: cikePhasel GWInDropPkts

¢ In Notifys:cikePhaselGWInNotifys

e In P2 Exchanges:cikePhaselGWInP2Exchgs

e In P2 Exchange Invalids: cikePhaselGWInP2ExchgInvalids
e In P2 Exchange Rejects:cikePhasel GWInP2ExchgRejects
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In P2 Sa Delete Requests: cikePhaselGWInP2SaDelRequests

Out Octets: cikePhase IGWOutOctets
Out Packets: cikePhase1 GWOutPkts

Out Drop Packets : cikePhase1 GWOutDropPkts

Out Notifys: cikePhase lGWOutNotifys

Out P2 Exchanges: cikePhaselGWOutP2Exchgs

Out P2 Exchange Invalids : cikePhase 1GWOutP2ExchgInvalids
Out P2 Exchange Rejects: cikePhaselGWOutP2ExchgRejects
Out P2 Sa Delete Requests: cikePhase 1 GWOutP2SaDelRequests

Initiator Tunnels:cikePhase 1 GWInitTunnels

Initiator Fails: cikePhase1 GWInitTunnelFails
Responder Fails : cikePhase 1 GWRespTunnelFails

System Capacity Fails:cikePhasel GWSysCapFails

Auth Fails: cikePhase1 GWAuthFails

Decrypt Fails: cikePhase1 GWDecryptFails
Hash Valid Fails: cikePhase 1 GWHashValidFails

No Sa Fails: cikePhase 1 GWNoSaFails

Zoa<wy ROHNIZIZ ROT7 4 —V KREERTWHET,

Global IKE Statistics
Active Tunnels

In Octets

In Packets

In Drop Packets

In Notifys

In P2 Exchanges

In P2 Exchange Invalids
In P2 Exchange Rejects
In P2 Sa Delete Requests
Out Octets

Out Packets

Out Drop Packets

Out Notifys

Out P2 Exchanges

Out P2 Exchange Invalids
Out P2 Exchange Rejects
Out P2 Sa Delete Requests
Initiator Tunnels

Initiator Fails

CiscoASAV ) —RX a< R U7y LR SavwryF 1|



# |

e Responder Fails

e System Capacity Fails

e Auth Fails

e Decrypt Fails

e Hash Valid Fails
e No Sa Fails

il WOz T a— )L ar7 4 Falb—ay B— RCANT AL ISAKMP #EHEHRNER S

nNET,

ciscoasa(config)# show isakmp stats

Global IKE Statistics
Active Tunnels: 132
Previous Tunnels: 132
In Octets: 195471

In Packets: 1854

In Drop Packets: 925
In Notifys: O

In P2 Exchanges: 132

In P2 Exchange Invalids: 0

In P2 Exchange Rejects:

0

In P2 Sa Delete Requests: 0

Out Octets: 119029
Out Packets: 796
Out Drop Packets: 0
Out Notifys: 264
Out P2 Exchanges: 0

Out P2 Exchange Invalids: 0
Out P2 Exchange Rejects: 0
Out P2 Sa Delete Requests: 0

Initiator Tunnels: 0
Initiator Fails: O
Responder Fails: 0
System Capacity Fails:
Auth Fails: 0

Decrypt Fails: 0

Hash Valid Fails: 0
No Sa Fails: 0
ciscoasa(config)#

0

EHEa<y R a<y K

clear configure isakmp

FTRTOISAKMP 27 4 Fa2b—varva7 V7 LET,

clear configure isakmp
policy

TRTOISAKMP RY > — a7 4 FXal—yar2 707 LFET,

clear isakmp sa

IKEZ v %A LSAT—HX—=2% 7 VT LET,

isakmp enable

IPsec 7728 ASA LilET A A X —T =14 A O ISAKMP % =3

T—YarEAFX—TMILET,

show running-config
isakmp

TIF 4 TRISAKMP 2> 7 4 X a2 l—3 g 02T _XTERLET,
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show isis database

IS-IS Vv 7 AT — h T—HX _R—RA & FRT DI FFHE EXEC & — K C show isis database =
~ v REMHLET,

show isis database [{detail | verbose} [ip [unicast] | ipv6 [unicast]] [topology base]]
[level-1 | level-2]

XD level-1 UEBE) LV 1 DIS-IS Y v 7 AT —F F—2_R—2%ZRLET,
level-2 (FEE)L_L2DIS-IS Y v 7 AT —F F—AZ_R—2 %R LET,
ip (A7 a)IPvd 7 RLAZ77IVDISIS Y I AT — K 7T—X

R—=2%RRFLET,
ipvé (A7 aNIPV6 7T FLATZ7 72 UDISIIS V7 AT —h F—4
NR—REFRLET,
detail ER)EV I AT =8 X7y MLSP)Da T Y ERRLET,
verbose (X7 a)ISIS T —H# _X—RZET 2 BMEHREELZRLET,
topology base (A7 a V)MTR bR EE£RLET,
unicast (A7va)a=%x AT RLRA 77V ERRLET,

avv N7 7% 77 4V P OEEREIZH Y TR AL
Vb

a<w v RE—FK WORIZ. a~ REANTESE—FEeRLET,

T7AT Ut —)V
T—F X2V T 4 aTFHAB
< J)VF
FF7 AR =
a<wy RKRE—FR N—T v |7V} U | R B AT A
et EXEC o Xt |— o XHiis o X | —
a<v v gk JYYy—=x EEAR
9.6(1) Zoawy RBEMENE L,

R EDOHA RS Zoa<wr REXIS-IS V7 AT —F F—F_R—2%2F R LET,
AV
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il K IZ . show isis database =~ > FOH B2~ L F 4,

ciscoasa# show isis database

IS-IS Level-1 Link State Database:

LSPID LSP Seq Num LSP Checksum LSP Holdtime ATT/P/OL

c1.00-00 0xeal9d300 0x3d0d 674 0/0/0

routerA.00-00 0x1b541556 0xa349 928 0/0/0

c3.00-00 0x9257c979 0x9952 759 0/0/0

c2.00-00 *0xeflle977 0x3188 489 0/0/0

c2.01-00 *0xa8333£03 Oxdéea 829 0/0/0

IS-IS Level-2 Link State Database:

LSPID LSP Seqg Num LSP Checksum LSP Holdtime ATT/P/OL

cl.00-00 0x63871f24 Oxaba?2 526 0/0/0

routerA.00-00 0x0d540b55 0x81d7 472 0/0/0

routerA.00-01 OxEfff££f01 0xe20b 677 0/0/0

c3.00-00 0x002e5434 0xb20a 487 0/0/0

c2.00-00 *0x74£d1227 0xbb0f 742 0/0/0

c2.01-00 *0x7ee72cla 0xb506 968 0/0/0

# 9-1 show isis database O 7 ¢ —/L F

74—V K B

LSPID LSP O ID & #1D 6 427 7 > MEILSP AR L2V —F DY AT LD %
A

WDA T T > NI, — RID TT, 2D A AL e 04 LSPITY
XTA#%®)/7%£¢LE¢”ED@ AIL.LSP 1. Wi 5 H
— R LSP T, Z® A J =X X, Open Shortest Path First (OSPF) 7' 12 | =1

w®w~&UV&%%—%7PN&4f%VFa&MKﬁMLTmiTO

LSP (3. X Em/b— % DIREEZ R L £7,

£ LAN {25 LT, #® LAN O E/N—Z XL/ — F LSP OERkE L )
7Ty RETW . ZO LAN IZEHR INZT X TOV AT LAETRIRLET,

WHEDOA T T MILSPFE S TT,H—0 LSP ITINAFRELR &L #H X D
F—=EZNHLBEEIXLSPITERDOLSP 77 7 A FICHEENET . &7
T A NMTT B D LSPESNE VY TCoNET, T AKX U AT (%)%
FOLSPR . ZDa<wy ROEETLOY AT LT J:oféliﬁjzéht_é:%:
RLET,

LSP Seq Num DL AT LAMBELPORITEREZE L TWDE0HIECTE 5 . LSP O
Vv AE G,

LSP Checksum LSP X7 v NDF = v 7 A,

LSP Holdtime mpﬂﬁﬁf%éﬁW@M%mLWHme#tDT%éﬁAiLWﬁ
R=TEINT. TRTONL—FDY 7 AT — |k T—HX~_—Z(LSDB) » &
HIfR SN CWA Z L 2R LET, ZOfEIX, /S—Y & 372 LSP 23, 522U Hl
&A% £ TIZ LSDB WICFEET A AR L1,

ATT Attach By b, ZDOE Yy MIFONL—EZNL L2 L—F THH 57280 i,
DY TIWEETEALZEEZRLET, LUV L BT —% BLOMLO
oL 2 b—H L DA > T L~UL 12 )b—Z (X Attach B> s Z{#
LTabIOWVWL L2 =2 Z R LET = Z X RbiTNDLL 2
N—=HB~DFT 7 F )V k — FERLET,
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# 9-1 show isis database ? 7 ¢ —/L F(#FZ)
TA4—IVF B!
P Pty b, AT LAMEEHEZRR T Y T RX—=T 42 a > ThdNE I »

ERHELET . VA aBIMMOR U E—Z . = VT N—F g M
PR —FrLEEA,

OL WAEME Y FJIS DEMEL TWAMNE I ZHE LE T BARE v B2
ty hand & oL —2 T N—FEFHELTWD & |ZHfL—F L
LTCZDOVAT AEMH L EEABAMIZ > TV S 0—Z ITE
SNTZFEHD NNy TN, ZON—ZIZEEINET,

R IZ . show isis database detail =2~ > NOH 1B 2R LEF, IR END L 9 12, show isis
database =1~ K THKR I N B IEWRITNM 2 T . show isis database detail =~ > K|Z X V) £& LSP
DAL T Y RRRINET,

ciscoasa# show isis database detail

IS-IS Level-1 Link State Database:

LSPID LSP Seq Num LSP Checksum LSP Holdtime ATT/P/OL
cl.00-00 0xeald9d301 0x3b0e 1189 0/0/0
Area Address: 49.0001
NLPID: Oxcc
Hostname: cl
IP Address: 10.22.22.1
Metric: 10 IP 10.22.22.0 255.255.255.0
Metric: 10 IS c2.01
routerA.00-00 0x1b541556 0xa349 642 0/0/0
Area Address: 49.0001
NLPID: Oxcc
Hostname: routerA
IP Address: 10.22.22.5
Metric: 10 IP 10.22.22.0 255.255.255.0
Metric: 10 IS c2.01
# 9-2 show isis database detail D7 ¢ —/L F
TA—F LA
Area Address =N BHERIFERRER= YT 7 KL A, Ll 1 LSP DA, %

B —Z ETCFEIIVRESNLTIT 7 FLRAIZRY
T LV 2LSP ORI ZON—FBET LY T OFTXTO
TUT T RLRIZRD 7,

ANY v EEML—2 & T RANZ A XS T3 A N—[ OB R D =2 X
FADIS-IS A vV v 7 (F7213T7 "ARZ A XTTONL—Z BT N
INE A RGO AP 7 R A =y K A5 A [ESL E7-1%

CLNS V7 4 v 7 ZA)IZBETLHaANHOA NI v 7,

K1Z . show isis database detail =~ > KD BlOH J1fFl 2~ LET, ZDLSP i, L/l 2LSP T
T, U7 7 KL A39.0001 1T V—FZBNEETDHZITOT RLATT,

ciscoasa# show isis database 12 detail

IS-IS Level-2 Link State Database:

LSPID LSP Seq Num LSP Checksum LSP Holdtime ATT/P/OL

cl.00-00 0x63871£25 Oxa%a3 1076 0/0/0
Area Address: 49.0001
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NLPID: Oxcc
Hostname: cl
IP Address: 10.22.22.1
Metric: 10 IS c2.01

routerA.00-00 0x0d540b56 0x7£ds8 941 0/0/0
Area Address: 49.0001
NLPID: Oxcc
Hostname: routerA
IP Address: 10.22.22.5
Metric: 10 IS c2.01
Metric: 0 IP-External 1.1.1.0 255.255.255.0
Metric: 0 IP-External 2.1.1.0 255.255.255.0
Metric: 0 IP-External 2.2.2.0 255.255.255.0
Metric: 0 IP-External 3.1.1.0 255.255.255.0

X 1Z  show isis database verbose =~ > RO H 1l xR L1,

ciscoasa# show isis database verbose

IS-IS Level-1 Link State Database:

LSPID LSP Seq Num LSP Checksum LSP Holdtime ATT/P/OL
cl1.00-00 *0xealdd301 0x3b0e 644 0/0/0

Area Address: 49.0001

NLPID: Oxcc

Hostname: cl

IP Address: 22.22.22.1

Metric: 10 IP 22.22.22.0 255.255.255.0

Metric: 10 IS c2.01

routerA.00-00

0x1b541557 Oxalda 783 0/0/0
Area Address: 49.0001

NLPID: Oxcc
Hostname: routerA
IP Address: 22.22.22.5
Metric: 10 IP 22.22.22.0 255.255.255.0
Metric: 10 IS c2.01
7 9-3 show isis database verbose D7 ¢ —/L F
74—V K A
LSPID Vo7 27—k 47> h(LSP)ID, &P 6 427 7 v M. LSP &4

Lle—2 Dy 27 LD K LET,

WDF 7T MIFE, — FID T, 2D A ¥ u e,

LSP (X AT A6 D U 7 Z5talk LET, B r TRWEGAIL LSP

IZFE5R{LL 7 — K LSP C9°, Z #1iL, Open Shortest Path First (OSPF) ®

JL—% LSA LI L TH Y (LSP ITEF /L —Z OIRBEZ R L £

7, % LAN (2%} LT, % ® LAN OfgE/NL—Z (F5¢{Ll 7 — K LSP O1E
BB IO T Ty RETW . ZFD LAN IZHEf SN2 T_XTDY AT A
ik LET,

KEDOLA 7T v MILSPE S TT . TXTOT —XPH—D LSP |2
WAETEZ WAL, ZO LSP FHEE D LSP 77 7 A > MIaHl &
NFEFTET7T7T7A MUXRRDLSPEENRE VL TOENET, T
AFYRAZ (NI 20w REEELEZV AT ANLSP 24K L
e ERLET,

LSP Seq Num

D> 2T ARFRIE LD D RFFHREZZE L T2 0B TE 5,
LSP D ¥ — v A&,

LSP Checksum

LSP N7y hDF = v 7% A,
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7 9-3 show isis database verbose ? 7 .+ —/L F(§F &)

74—V K

B

LSP Holdtime

LSP N H X TH 2 KEf] (B HAL) ,LSP Holdtime 3B v TH 55413,
LSP RRXR—ENT T R_RTONL—FDY v I AT —h T —H_—
A (LSDB) B HIBR SN TWAZ &2 /RLET, ZDMEIF A=V &
M7= LSP 23 52 2ICHIBR S 5 £ T2 LSDB WNIZIFIET 5 HEf & /R
LET,

ATT

Attach EY F, 2O E Y MI FDOL—FNL L2 L—FZTHH BT~
DO Y TIZRETELZ LERLET, LUV 1 b—HF(F,

Attach By FEFEH L T BTV L~ 2 b—Z 2L Ed,b—
I bW 2 —F ~DF T )Lk — N ERELET,

PEY . ZOE Y MIISHZUT R—=F 4> a % EETEIN
EonEBHLET L 2AaBLIMOR A — L. )T =T 4
valfEEEYR— N LERA,

OL

WAME Y b, 2Oy MIIS NEHEL TWDH0E 9 0 Z Il L&
TORBME Y BTy hEhd & oLv—2 X V—FEHE LT
WAL XL FHRL—F L L TZIDVAT LAEZFEHLEE A BAN
272> TV D —Z |\ ZEBEER S LT85 DR » RETHR. 20
N—HIZEFENET,

Area Address

JL— B NLBIERRER =Y 7 7 RL A, L~UL | LSP D413, %12
Je—H ECFEFCEIVHREINDIZ VT 7T RLAIZRY £, L
JW2LSP DAL, ZON—2 N/ T 2 T OFTXTHOZY T 7K
L AL E£9,

NLPID

Fy NU—27E7 e k= ID,

Hostname

J— RFRDOAFR A 4,

Jb—% ID

J—ROMNIT T4 o= V7 —%1ID,

IP Address

A B —T A ADIPvE T KL A,

AN w7

FAEITEN—HF LT RNNZAXENDHXAN—[WOBEEOa X FD
IS-IS A Y w7 FHET RREAXTHN—ENET RAXAX
ENDHBHRETIIPNDLAAIDARN) 7 (APT RLA VR &
25 AES) Fridaxrsva sy A MRy hU—7 H—E 2R
(CLNS) DT V7 4 w7 AEEETEET),

T4 4

Ty RENTWDHI VI EMET Z 7,

Physical BW

V> OifiEA (2 Y M),

Reservable BW

ZDV T OTRI A REH RIE,

BW Unreserved

TR P RE A B

HEa<w R

a<w v R

Gk

advertise passive-only

Ny VT A B =T A AT FNIAZXFTHEIITASA ZREL
EX

area-password

SIS = U PRI NAT — RERELET,

BIE*—

IS-IS OGFEE 7 a — L THEIT L ET,

authentication mode

7 — L7 IS-IS A VA X v AWK L TIS-IS N7y T &S
HRWIAEET—FDOX A THFEELET,
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a< K B

authentication 78— VIR 1SS A VAKX VA TIH B S D (35 TiEie<)
send-only IS-IS N7y N TORBIENFEITIND L IICERELE T,

clear isis IS-IS 7 — 4% 7 V7 LET,

default-information
originate

S-ISV—F 4> 7 RAAL L ~DF 75V b— EERLET,

distance

IS-IS 7V Fa VX EREINZLV—MIEDYTOoNET K=
ANL—F 4T F A RE LU RAEERLET,

domain-password

IS-IS RAA VIR AT— REZELET,

fast-flood

IS-ISLSP N7 /W5 L HOICRELET,

hello padding

IS-IS hello 2 7 /L MTU ¥4 RITHREL X,

hostname dynamic

IS-IS #AF v 7 KA NAHEEZAENTILET,

ignore-lsp-errors

WF = v 7 h =7 —D& 5 IS-ISLSP %15 L7235 A LSP %

W=D T 5O TIHRERT S L 512 ASA %7 mbia“o

isis adjacency-filter

IS-IS BEHEBR OFESL 2 7 4 LV HZ PR L3,

isis advertise-prefix

ISISA v Z—T =2 A ATLSP T RARZ A XA M&2fH L kit
DFy FNT—TDIS-IS LT 4w T AET AR AL X LUFET,

isis authentication key

A E =T =2 AT T LRI AN LET,

isis authentication
mode

AV B —=T 2 A AT LI A VAR LAWK LTIS-IS 237 v kT A
énénuuﬁ:&w }‘0)57/])7%11: ﬁbif

isis authentication
send-only

EE SN D (ZAETIEARL)ISIS 237w Mk L TORRGEE FITT
LR A F—T oA ATLDISISA U AZ A ERELET,

isis circuit-type

IS-IS THEM &N A EERD 2 A4 T2 R TE L ET,

isis csnp-interval

Tu— KXy AN A F—T = A AETEHMIZ CSNP /X7 > B2
JéfnéhéF’aEJﬁm%E RELET,

isis hello-interval

IS-IS 2%##5E LT hello X7 v A EETHRHIOEIEZHELET,

isis hello-multiplier

FAN=PNREE T Z LN TE S IS-IS hello 737 v MO KA %45
EFELET REE SNy MR ZOEEBZ D & ASA [T
METLTNWAEESLET,

isis hello padding

IS-IShello A > Z—T =2 A AT D7 )L MTU A RICEELET,

isis Isp-interval

A H =T 2 A AT L O D IS-IS LSP 2513 M D BB ER ] % 5% &
bi‘g‘o

isis metric

SIS A RY v 7 DEEFEELET,

isis password

A B —T 2 ADBINRAT— REZELET,

isis priority

A H =T 2 A ATOREENTZASA DT T A F VT 4 H#RELET,

isis protocol shutdown

A B =T 2 A AT ELITISIS 7 u b a LA LET,

isis
retransmit-interval

A B —T 2 A A LD IS-IS LSP OFHEEM OB ZHEL £7,

isis

retransmit-throttle-int

A B —T 2 A A DK IS-IS LSP OF = EMORMEHE L E 1,

erval

isis tag IP7V7 4y 7 ABLSPICHIASNTEEIT A F—T = A AITER
EENTZIPT LA 7 H#HELET,

is-type IS-ISV—FT 4 v 7 FatZDL—TF 7 LB Y TE 4,

CiscoASA V'V —X a<w R U777 LR Sawr
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log-adjacency-changes

NLSP IS-IS BEEERIE N AT — N A AT (7 v X EIFE U V) T HEE
I ASARNE S A v b—VERARTELLIICLET,

Isp-full suppress

PDU MR T7 Wl oz L 2l flSndr— b ERELET,

Isp-gen-interval

LSP AR D IS-IS Avy N T HNDAZ~A X LET,

Isp-refresh-interval

LSP O R FRIEZ R E L £,

max-area-addresses

IS-IS = U 7 OBMOFEHT FLAZFZRELET,

max-lIsp-lifetime

LSP NEH SN TIZ ASA DT — X N— AN THREFIN 5 i K %2
HELET,

maximum-paths

SISO~V FR2a—R =TV PERELET,

metric

FTRTCDISAIS AL Z—T A ZADA RN vV jEE 7o — S )LICEE
LET,

metric-style

HHAZAN BES BLOMEF 7Y =2 F(TLV) 24/ L . TLV O &
EZITAND L HITIS-IS B L TW5D ASA 2R TELET,

net

N—F 47 Tt ADNET 2$5E L £7,

passive-interface

Ry T A v B —T 2 ZAERELET,

prc-interval

PRC D IS-IS Aty N v 7 W AX~A A LET,

protocol shutdown

A B —T x4 A LETCHEBBREFEK L CLSP 7T—4X—2X% 7
TTHIENRTERWNWEHITISIS Fu haizdz s a— )L CHEYC
Li‘g—o

redistribute isis

FRIZ L~ 1 D Lo 2 S (RT3 LUk 2 05 LUk 1~ (ISHIS
Jb— & R LR,

route priority high

ISISIP V7 4 w7 R A TIAF VT 4 &FHID HTET,

router isis

IS-ISV—F 4 v T %A F—T NI LET,

set-attached-bit

L1 & LoUL 2 DL —H I3 Attach By FERET HDHLERH
HIGE ORI ERETELET,

set-overload-bit

SPF & F O TR » 7 & LCHIICE /20 2 & & o — 2 s
X9 ASA ZRELET,

show clns

CLNS BEHOE#RER R LET,

show route isis

IS-IS V— h &R LET,

spf-interval

SPF %«{-%@ IS_IS A Hx D4 ]\ U \/7‘%731577/( X‘Li—g«o

summary-address

IS-IS DEKT FL 2 &ER L £,

CiscoASAV ) —RX a< R U7y LR SavwryF 1|
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show isis hostname

WX OHH

a<w s RF 71

JV b

av v RE—F

SLISV—ZDNL—B L AFANID Dy BT T—T)L 2 ) 2R AHI1203 . Eike
EXEC *&E— K T show isis hostname =~ > FZ{#HH L £,

show isis hostname

Zoavwy NIEBIEERIZF—U—RIIH Y T8 A,

77 4 OBIERMHITH D THE A,

WORIZ. a~ REANTESE—FeRLET,

T7AT UH4—
E—F TX=2UT 4 arTHAb
< VT
[NV SN avF R
a<vy RE—F V—Fy K |7V b A Z k 25 A
*#*@ EXEC . ijﬁ; _ ° i#ﬁﬁ o *#ﬁ; __

a< v Rk

ER EDOTA FF

AV

Jyy—2 EENE
9.6(1) o<y RpBEMEnE L,

IS-ISV—FT 427 RAAL VTR EN—HIFVATAIDICEDVESNET, VAT A ID I,
IS-IS L— % Z L # % S 41T % Network Entity Title (NET) O —#8C97, 72 & 2 (£.NET
49.0001.0023.0003.0002.00 R E S TWH AL —F D 25 51D 7 0023.0003.000a TH D & L
FT . Ry NT— I EHEIC LS5 T N—FTDRALUTFUAR NI TN a—F 4 7D,
=2 L AT A ID OXGEE R 2 TWDOITHEE LW Z & T9, show isis hostname =~ > K%
ANNTDHEN—FLEVATAID Dy BT T—T I EENDIZ P UBREREINET,

no hostname dynamic =~ > RZ ASJLTH AT v 7 FAMEENPEDICI L TWRNG
BE. vy BT T I v KA N v BT T—T I THERINET,

RIZ  ciscOASA DR A 44 & 28 L NET 49.0001.0050.0500.5005.00 % ciscoASA (ZHIVD 24T 2%
Bz R LET,

ciscoasa(config)# hostname ciscoASA

ciscoASA(config)# router isis

ciscoASA (config-router)# net 49.0001.0050.0500.5005.00
ciscoASA (config-router)# hostname dynamic

ciscoASA (config-router) #
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show isis hostname =~ > RZ ANTHELE XA FIv I ZAN v VT T—TNURERS
NFETAHAFTIvI FRAN v BT T —T )L, ciscoASA.c2.c3 B L N routerA & 954
o —hnL b—FD NN—EHE AT AIDDY T T—T 2 M) EF R LET,
ZOT =TI 3Bl V=S THY ZDORA AP L~-1(L) V7 AT —h 7

o k=L (LSP)
A h4413 L2 LSP

WEOVT RREAXEINDZELRLET RIFLL2AL—FTHY ZDK
LT AR A XENET,ASA ciscoASA D L~ULD FIZRRIND * &5

FlIZ. 2NN ASA DNL—F L L AT AID Dy B TIERTHH LA RLET,

ciscoASA# show isis hostname

Level System ID

Dynamic Hostname (cl)

* 0050.0500.5005 ciscoASA
1 0050.0500.5007 c3
2 0050.0500.5006 routerA
2 0050.0500.5008 c2
BEa< R a<w R B!
advertise passive-only /Xy 7 4 L H—T o f A% T RNAX A XT5H L HIT ASA R E L
£75

area-password

IS-IS = U PEEE /R AU — RERELET,

wuﬂEa?“

IS-IS DFRGr%E 7 u— L THZ LET,

authentication mode

T — )L/ IS-IS A VA S AWK LTIS-IS X7 b TTHE &
DRFEE—RNOX A TEBELET,

authentication T — )L SIS A VAR VU ATIZ EEEND (FZETITRL)
send-only IS-IS /N7y N COHRFBIENFEITEND LI ITHELET,
clear isis IS-IS ¥ — 2 4% 7 V7 LET,

default-information
originate

SISV —FT 47 RAAL L ~DFT 75/~ b— bEAKLET,

distance

IS-IS v ha Vi L RAEINZL—MIED Y ToNET K=
ARNL—F 4T FT U AR AETEZELET,

domain-password

IS-IS RAA VHIENRAT— REZTELET,

fast-flood

IS-ISLSP N7 Wb L HICRE L E9,

hello padding

IS-IS hello & 7L MTU %A XIZEREL F9,

hostname dynamic

IS-IS # A4 F I v 7 RA NKBER BN LET,

ignore-lIsp-errors

WNEF = 7% =T —DdH 5 IS-IS LSP Z3Z{E L7-5412 LSP %

WN—=U T DTS BET DL IICASA R T LET,

isis adjacency-filter

IS-1S BEFERBUR DT 2 7 4 LV ZAFE L £,

isis advertise-prefix

ISIS A v #—T7 = A AT LSP 7 RARZ A XA F & L Tt
DFxy NT—=2ZDIS-IS VT 4w 7 AET RAXAL X LET,

isis authentication key

4)//57 ?7::/fJK 7ifj‘%5muﬂE%B%§éb L/jiiro

isis authentication
mode

AR —=T 2 A AT LI A VAR AWK L TIS-IS 2347 v ~TfFE A

isis authentication
send-only

INDBRIFE—FROFA TEFEELET,
HEEEIND (ZETIEH AR L)IS-IS /X7 » MKt L TOHRERIEE EITT
HENC A E—T A ATEDISIS A VARV AEHRELET,

isis circuit-type

IS-IS THEM SN LR X A4 7E2HELET,

isis csnp-interval

Tu—RF Y AN A F =T A A LTEHMIIZ CSNP /7 v RS
EESNDOHBERE L 9,
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isis hello-interval

IS-IS 723385 L C hello /X7 v & BETHREROEIEZHTELE T,

isis hello-multiplier

FAN—PNRIEL$Z LN TX B IS-IS hello 7347~ N D KAl % 15
TFLET REE SN ANy NN ZDEEBZ 5 & ASA T2
MNET LTS EESELET,

isis hello padding

IS-IShello A4 v Z—T =2 A AT D7)V MTU A4 RITEELET,

isis Isp-interval

A B =T 2 A AT L ORI S IS-IS LSP %={E M O B AER ] 2 3% &
LET,

isis metric

SIS A MY v 7 DEEHRELET,

isis password

A VB —T 2 ZADPIFNNAT— REHRTELET,

isis priority

AU B =T A ATDIREESNTZASADTFTAF YT 4 R ELET,

isis protocol shutdown

AR =T 2 A AT LIZISIS 7u b aLazEic LET,

isis
retransmit-interval

A H =T 2 A A FEDEIS-IS LSP OHEEM ORHZ&HTE L £,

isis

retransmit-throttle-int

A B —T 2 A A LD IS-IS LSP OHEEM OB ZHEL £7,

erval

isis tag IP7 L7 4y 7 AR LSPITHRAS I & &0 A v 4 —T = A AT
ESNTIPT RLRACH 7 HFELET,

is-type IS-IS V—F 4 v 7 TRV ADL—T 427 L~ULZE Y ST xS,

log-adjacency-changes

NLSP IS-IS BRI MM AT — "2 B F (T v 7 E T L v V) T 5K
WCASARE S A yvb—V AR TELL9ICLET,

Isp-full suppress

PDU R 7 Wil ol L 2l MiflEndsnr— 2R ELET,

Isp-gen-interval

LSPAMDISIS 2y N T AZ~A X LET,

Isp-refresh-interval

LSP O HRIFEEZZREL 7,

max-area-addresses

IS-IS = UV 7 OBMOFET FLAZHRELET,

max-Isp-lifetime

LSP N HEH SN TIZ ASA DF — X N— AN TREF SN 5 i KR %2
HELET,

maximum-paths

IS-IS D~V FRAa—R =T VT HERELET,

metric

FTRTCDISAIS A U H—T =2 A ADA MY v I {li%E 70— VI EHE
bi‘g‘o

metric-style

THAZAN ES BLOMEF 7V =2 F(TLV) 245 L . TLV O &
BT AND L DI IS-IS 2 LT\ 5 ASA 2R ELET,

net

N—F 47 Tt AD NET 235FE L£7,

passive-interface

Ny T A E—T =2 A ZAEHELET,

prec-interval

PRCOIS-IS 2uy Ny T ah AR~ A X LET,

protocol shutdown

A B —T A A LCHBEREBREFERLTCLSP 7 —4X—2X% 7
TTHZENRTERWEHICTISIS u bailsa s oa— )L CHEYIC
LET,

redistribute isis

BRlZ L)L 1 B UL 2 N~ E7201T L~ 2 v LoL 1~ IS-1IS
N— N EBREMALET,

route priority high

IS-ISIP 7L 7 4 v 7 R, TIA4F VT 4 8D YTES,

router isis

IS-ISV—T 4 v T A F—T VI LET,

set-attached-bit

LUL ] & LUL 2 [ — 25 Attach By FERTET H2HERH
LG E ORI ERTELET,
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set-overload-bit

SPF AHBL O Wi v 7 & LTI C & A0 2 & &/ — 2 (@A
5E O ASA ZRELET,

show clns

CLNS BEHOFE#RERRLET,

show route isis

IS-IS V— h&FRRLET,

spf-interval

SPF %«{-%@ IS_IS A Hx D4 ]\ U \/7‘%731577/( X‘Li—g«o

summary-address

IS-IS DHEKT FL A ZER L £,

CiscoASAV ) —RX a< R U7y LR SavwryF 1|
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show isis Isp-log

X DN

avw U RFT7+
VI

a<v v FE—F

HLWLSPAE R H— LA v —T A AD L 1 BLRLL2DIS-IS U vV A5 —
k2% b (LSP) v 7 % o4 51213, K5 EXEC & — K C show isis Isp-log =~ > R&fff L
\ij_o

show isis Isp-log

Zoawy NIEBIEERIZF—U—RIIH Y A,

T 7 4 b OBIERMHITH D THE A,

WORIZ. a~ REANTES2E—FeRLET,

TZ7AT T —)v
TN ¥X2UTF 4 arTXR L
< )LF
T AR T
avy RFE—F N—Ty N TV h (YT (RAb YAT A
¥iHE EXEC o X |— o Xt o X |—
= NgHE yy—= ERNE
9.6(1) Zoa<y RRBMEE L,
FERAEDOHA RS HLWLSPEZ NI H—LImA L E—T A ADLN 1T BIOL_L2DIS-IS Y v 7 25—
A F XAy FASP)Du S EFERLET,
il K1Z  show isis Isp-log =~ > RO 1l 2R L E 7,

ciscoasa# show isis lsp-log

Level 1 LSP log

When Count Interface Triggers

04:16:47 1 subint CONFIG NEWADJ DIS
03:52:42 2 subint NEWADJ DIS
03:52:12 1 subint ATTACHFLAG
03:31:41 1 subint IPUP

03:30:08 2 subint CONFIG

03:29:38 1 subint DELADJ

03:09:07 1 subint DIS ES

02:34:37 2 subint NEWADJ

02:34:07 1 subint NEWADJ DIS
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Level 2 LSP log

When Count Interface Triggers
03:09:27 1 subint CONFIG NEWADJ
03:09:22 1 subint NEWADJ

02:34:57 2 subint DIS

02:34:50 1 IPUP
02:34:27 1 subint CONFIG DELADJ
02:13:57 1 subint DELADJ

02:13:52 1 subint NEWADJ

01:35:58 2 subint IPIA

01:35:51 1 AREASET IPIA

Z# 94 show isis Isp-log D~ ¢t —/L F

74—V K

B

When

LSP 2MAERE &4 TH B DR,

Count

TDEEIIEELIEARY FOH,

A HF—T=x
A R

LSP ZHOAER LA v X —T =1 A,

Triggers

LSPD7 T v K& Y H =LA R M KDE D72 LSPICARER B U A —,
e AREASET: 777 47 = U7 &y hRERINE LT,

e ATTACHFLAG:Attach £ b OMREEN LT I v E Lz,

o CLEAR: H AKX DOFTEND clear 2~ > RNEEFEINE L,

e CONFIG:fEEDa vy 7 4 FXal—varyNEEINE LR,

e DELADIJ:BEERIRN X T o LE LT,

e DIS:DIS AR S N/=n, i35l — RRET I E Lz,

e ES:= U N VAT LADOMERBRNPET SN E LT,

e HIPPITY:LSPDB i fif "y b OIRBENET 41 E LT,

e IF_DOWN:#i L\ LSP BMETT,

e IP_DEF_ORIG: DT 7 4 /v MERNET I E LTz,

e IPDOWN:EEHEH SN TWDLIP L7 4 v 7 ARZ L LE L,

e IP_EXTERNAL: A & 7= IP b— b BN =0 F 7z kbinE L,
o IPIA: = U TR IP /L— MBI E72iTRbivE LT,

o IPUP: BEEBH SN TWDIP VL7 v 7 ANEELE LT,

e NEWADJ BT L WBRERIMR I BIN E LT,

e REDIST: FifidfE SN/ L~UL-2CLNS L — " NER SN E LT,

e RRR_INFO:RRR #IkigE U v — A [EF#,

FRERA

a<w v R

Gk

advertise passive-only /Xv L7 AL X —T 2 A4 A% T FAZA XT3 L5120 ASA /T L

iﬁ—o

area-password

SIS = U PRI NAT — RERELET,

BIE*—

IS-IS OGFEE 7 a — )L THEIC L ET,
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authentication mode

Ta— SV IS-IS A VAR v AR L TIS-IS 237y N A X
HEIFE— DI A TEHIBELET,

authentication Ta— SR8 IS A v ARV ATIT FEEI NS (ZETIE2L)
send-only IS-IS Ny N TORBIENEITINDL L IICRELET,
clear isis IS-IS 77— ##iE% 27 V7 LET,

default-information
originate

SISV—FT 47 RAAL L ~DFT 75/~ b— bEAKLET,

distance

IS-IS 71 Fa Ll LW EREN-L— MNIELVYTHNAT RI=
ARNL—F 4T T4 AR AEERLET,

domain-password

IS-IS FAA VAN AT— REBRELET,

fast-flood

ISISLSP N7 iz b L HIcHRE L £7,

hello padding

IS-IS hello % 7 /L MTU H A X|Z&RE L E7,

hostname dynamic

IS-IS ¥ A 7 v 7 KRA MR E AN LET,

ignore-lIsp-errors

W F = 7Y% =57 —DH 5 IS-ISLSP #%15 L=
R=TFTH5DOTIEIRBHITLILIIC ASA%EEz“fELiﬁ‘O

A1 LSP &

isis adjacency-filter

IS-IS MEEERAMR DHESL 2 7 4 VA LB L F 3,

isis advertise-prefix

IS-IS A v #—T7 = A AT LSP 7 RARHZ A XA b & L Tt
DFxy NT—=2DIS-IS LT 4w 7 AET RAZAL X LET,

isis authentication key

AH—T 2 A AIKTDEEEEFEDNLET,

isis authentication

A EBE—=T 2 A AT AV AZ AR LTIS-IS 2347 > kT

mode SNBHAIFE—FDOHA TEIERELET,
isis authentication EEEIND (ZETEHRQ)ISS 47 v MIxt U TORIRIEE FZITT
send-only HEINT A VE—T A AT EDISAS A v AZ L AR ELET,

isis circuit-type

IS-IS THEM SN2 MEBRO X A4 72RELET,

isis csnp-interval

Tao—RKXxy AN X —TxAAETEHHIZ CSNP /37 v B2
EEINIHRERELET,

isis hello-interval

IS-IS 73:# 5 L C hello /X7 v & BETHREMOEIZHTELE T,

isis hello-multiplier

FAN—=NRIE LT Z LN TE S IS-IS hello /37 v M DI KB A5
ELET K E SN Ty NI ZOEEB A D & ASA [ L
WAL TWHEESLET,

isis hello padding

IS-IShello A v Z—T7 = A AT D7)V MTU A RITHEELET,

isis Isp-interval

A B =T 2 A AT L ORI 5 IS-IS LSP %2 M O B AER ] 2 3% &
LET,

isis metric

IS-IS A bV w7 DfEEFRELET,

isis password

/])/& 7:£/])X®HLHEE/\X]7‘—]\% ibij—

isis priority

A B =T A ATDIEREESNTZASADTTAF YT 4 R ELET,

isis protocol shutdown

A B =T 2 A AT LIZISIS 7u b a8 LET,

isis
retransmit-interval

A B —T 2 A A LEDOKIS-ISLSP OFEEM OB 2% E L1,

isis

retransmit-throttle-int

erval

A B —T 2 A A LD IS-IS LSP OHEEM OB ZHEL £7,

isis tag

IP7V7 4y 7 ANLSPIZIRA SNz E &2 A ¥ —
EEINTFIPT RLARIZEZ V5B ELET,

T A ATER
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is-type

IS-ISV—F 4> 7 TatxAON—F 47 L"ULEEIY Y TEF,

log-adjacency-changes

NLSP IS-IS BB MNM AT — "2 B H (T v 7 E T L v V) T 55
WCASADRa T XA o —V AR TEAL91CLFET,

Isp-full suppress

PDU R 7 WiZ7e ol L 2l il Ensdsnr— b EFHRELET,

Isp-gen-interval

LSPAMDISIS 2y N T AZ~A X LET,

Isp-refresh-interval

LSP O HFrfbR 28 & L £9,

max-area-addresses

IS-IS = U 7 OBMOFET FLAEZFRELET,

max-lsp-lifetime

LSP NEH SN TIZ ASA OF — X RN— AN TR SN 5 i K %
HELET,

maximum-paths

IS-IS D~ LVFRAa—KR =TV THRELET,

metric

FTRTODIS-AISA LV HZ—T oA ADA RN w7 fliE 7 a— )LICEHE
L\i‘g—o

metric-style

HHAZA N ES BIOMEF TV =2 F(TLV) 24/ L . TLV O %
BT AND LI IS-IS B LT\ 5 ASA 2R ELET,

net

N—F 4 Fat ADNET 2HEELET,

passive-interface

Ny T A E—T =2 A ZAEHELET,

prc-interval

PRCOIS-IS 2uy Ny T ahAXZ<w A X LET,

protocol shutdown

A H—T 2 A A LTCHBERBREEHRLTCLSP 7 —4X—2% 7
TTHZENTERWEHICTISIS u baisa s a— )L CHEYIC
LET,

redistribute isis

Bl L =" 1B L 2 ~ E23 L~ 2 006 Lok 1~ (IS-IS
— FEHREMALET,

route priority high

IS-ISIP 7'V 7 4 v 7 AN, TITA4F VT 4 8 YTES,

router isis

IS-ISV—T 4 v T A F—T VI LET,

set-attached-bit

Loy & Lo 2 oL — A 38 Attach By FERET HMLENH
HHBEOHRNERBE LET,

set-overload-bit

SPFHEOFREIA y 7L L THEATERWZ L &2 o —Z 1Zm@ad
HEIITASA ZRELET,

show clns

CLNS EHOEHRER R LET,

show route isis

IS-IS V— F&F R LET,

spf-interval

SPFAFIDISIS Ay b YL T ahAX~vA ALET,

summary-address

IS-IS DEMT R Az /ER L9,
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show isis neighbors

IS-IS A N—IZBT B 15 & £r T 5 I21%, F5HE EXEC € — K T show isis neighbors =~ > K
EEHLET,

show isis neighbors [detail]

WX DN

a<w RS T+

JV Bk

av s RKRE—F

detail (FEB)IS-IS 1 ~— e # e 2or L £,

T 7 a0 F OEEREILD D EE A

ROKIZ, A~ FEANTELHE—RF2RLET,

TZ7AT U —IV
T—F X2V T4 aVTFRAD
< JVF
b Z AR T X
a<w v RKE—F N—T v N |7V v | R b AT A
¥eHE EXEC o XS |— o XHi o XS |—
o< R Jy—= EEAR
9.6(1) Zoawy RNBINEE L,

ERH LA FZ

A

Bl

show isis neighbors =1~ > NiX ##i ST\ 5 IS-IS L—Z (BT AR e EWmes T 57
DIEH SN E T detail ¥ — 7 — RE AT DL S OICFHEMRERPRRINET,

show isis neighbors command % A /) L C.IS-IS A /X—® routerA (ZB 3 D EMAE R R L £,

ciscoasa# show isis neighbors

System Id Type Interface IP Address State Holdtime Circuit Id

routerA L1l subint 22.22.22.5 UupP 21 c2.01
routerA L2 subint 22.22.22.5 UP 22 c2.01

c2 Ll subint 22.22.22.3 UP 9 c2.01
c2 L2 subint 22.22.22.3 Up 9 c2.01

show isis neighbors detail =~ > K% AJJ L T.IS-IS * A /3X—® routerA |Z B3 % 31 & &
RLET,

ciscoasa# show isis neighbors detail

IP Address State Holdtime Circuit Id
22.22.22.5 UP 23 c2.01

System Id Type Interface
routerA Ll subint
Area Address(es): 49.0001

B CiscoASAYV—X o= RUT77L VR Savwr R
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SNPA:

0025.8407.£2b0

State Changed: 00:03:03

LAN Priority:

64

Format: Phase V

Remote TID:
Local TID:

Interface name: subint

routerA

L2 subint 22.22.22.5 UPp 22 c2.01

Area Address(es): 49.0001

SNPA:

0025.8407.£2b0

State Changed: 00:03:03

LAN Priority:

64

Format: Phase V

Remote TID:
Local TID:

Interface name: subint

# 9-5 show isis neighbors D7 ¢ —/L F

74—V F A

System Id TUTHNOY AT LEINT5H 6 /34 MH,

HAT LAV DZ AT SIS FAN—DB L~ | LrL-12 . F721 T ~UL 2 DjL—
ZDONTNTHLEINERLET,

AU E—Txz |VATLARFEEINTEA L E—T A A,

4 A

IP Address FANR—JL—HDIPT RL A,

BN IS-IS A N—DARENT v I ME T v LET,

Holdtime Uo7 25—k 23w b (LSP) D—/ L NI, LSP 23 H %N T db 5 R (VAT .

Circuit Id IS-IS EHENL— N ED LI —H )L —FIZEREINLTWANERT,
IS-IS TN — X DAR— ks alr— g9,

Area — B NSEBIERRES Y 7 7 KL A, Ll 1 LSP DAL B ET N —F

Address(es) ECTFEIMCIVBREEINDZZYT T RLVRICARD 9, L~UL 2LSP DA
. ZONL—EZNET AT OTRTOY Y 7 FLRIZRY £7,

SNPA YTy hI—0 RA VN FT TEFA . ZNITIT—Z V7 7T RL

AT,

State Changed

WRENZEL L E LT,

LAN Priority |LANDOZ A4 4V 7 1,
Remote TID gL —% hRua T d ID,
Local TID 2—7)L b—4% hARue o ID,
o< R a<w KR B
advertise passive-only /Xy 7 A4 X —T 24 A% T FNRNLZ A XFTH LT ASA ZREL
E

area-password

IS-IS = U FREANAT — RERELET,

BRI —

IS-IS OFRGFEE 7 o — )L THEZIZ L9,

authentication mode

70— )L IS-IS A AR v AWK L TIS-IS 7y T &
HDIBFEE— FOHX A THEELFET,

CiscoASAV ) —RX a< R U7y LR SavwryF 1|
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authentication 78— VIR 1SS A VAKX VA TIH B S D (35 TiEie<)
send-only IS-IS N7y N TORBIENFEITIND L IICERELE T,

clear isis IS-IS 7 — 4% 7 V7 LET,

default-information
originate

S-ISV—F 4> 7 RAAL L ~DF 75V b— EERLET,

distance

IS-IS 7V Fa VX EREINZLV—MIEDYTOoNET K=
ANL—F 4T F A RE LU RAEERLET,

domain-password

IS-IS RAA VIR AT— REZELET,

fast-flood

IS-ISLSP N7 /W5 L HOICRELET,

hello padding

IS-IS hello 2 7 /L MTU ¥4 RITHREL X,

hostname dynamic

IS-IS #AF v 7 KA NAHEEZAENTILET,

ignore-lsp-errors

WF = v 7 h =7 —D& 5 IS-ISLSP %15 L7235 A LSP %

W=D T 5O TIHRERT S L 512 ASA %7 mbia“o

isis adjacency-filter

IS-IS BEHEBR OFESL 2 7 4 LV HZ PR L3,

isis advertise-prefix

ISISA v Z—T =2 A ATLSP T RARZ A XA M&2fH L kit
DFy FNT—TDIS-IS LT 4w T AET AR AL X LUFET,

isis authentication key

A E =T =2 AT T LRI AN LET,

isis authentication
mode

AV B —=T 2 A AT LI A VAR LAWK LTIS-IS 237 v kT A
énénuuﬁ:&w }‘0)57/])7%11: ﬁbif

isis authentication
send-only

EE SN D (ZAETIEARL)ISIS 237w Mk L TORRGEE FITT
LR A F—T oA ATLDISISA U AZ A ERELET,

isis circuit-type

IS-IS THEM &N A EERD 2 A4 T2 R TE L ET,

isis csnp-interval

Tu— KXy AN A F—T = A AETEHMIZ CSNP /X7 > B2
JéfnéhéF’aEJﬁm%E RELET,

isis hello-interval

IS-IS 2%##5E LT hello X7 v A EETHRHIOEIEZHELET,

isis hello-multiplier

FAN=PNREE T Z LN TE S IS-IS hello 737 v MO KA %45
EFELET REE SNy MR ZOEEBZ D & ASA [T
METLTNWAEESLET,

isis hello padding

IS-IShello A > Z—T =2 A AT D7 )L MTU A RICEELET,

isis Isp-interval

A H =T 2 A AT L O D IS-IS LSP 2513 M D BB ER ] % 5% &
bi‘g‘o

isis metric

SIS A RY v 7 DEEFEELET,

isis password

A B —T 2 ADBINRAT— REZELET,

isis priority

A H =T 2 A ATOREENTZASA DT T A F VT 4 H#RELET,

isis protocol shutdown

A B =T 2 A AT ELITISIS 7 u b a LA LET,

isis
retransmit-interval

A B —T 2 A A LD IS-IS LSP OFHEEM OB ZHEL £7,

isis

retransmit-throttle-int

A B —T 2 A A DK IS-IS LSP OF = EMORMEHE L E 1,

erval

isis tag IP7V7 4y 7 ABLSPICHIASNTEEIT A F—T = A AITER
EENTZIPT LA 7 H#HELET,

is-type IS-ISV—FT 4 v 7 FatZDL—TF 7 LB Y TE 4,

CiscoASA V'V —X a<w R U777 LR Sawr
[ 9-26 | |



a<wv R

B!

log-adjacency-changes

NLSP IS-IS BEEERIE N AT — N A AT (7 v X EIFE U V) T HEE
I ASARNE S A v b—VERARTELLIICLET,

Isp-full suppress

PDU MR T7 Wl oz L 2l flSndr— b ERELET,

Isp-gen-interval

LSP AR D IS-IS Avy N T HNDAZ~A X LET,

Isp-refresh-interval

LSP O R FRIEZ R E L £,

max-area-addresses

IS-IS = U 7 OBMOFEHT FLAZFZRELET,

max-lIsp-lifetime

LSP NEH SN TIZ ASA DT — X N— AN THREFIN 5 i K %2
HELET,

maximum-paths

SISO~V FR2a—R =TV PERELET,

metric

FTRTCDISAIS AL Z—T A ZADA RN vV jEE 7o — S )LICEE
LET,

metric-style

HHAZAN BES BLOMEF 7Y =2 F(TLV) 24/ L . TLV O &
EZITAND L HITIS-IS B L TW5D ASA 2R TELET,

net

N—F 47 Tt ADNET 2$5E L £7,

passive-interface

Ry T A v B —T 2 ZAERELET,

prc-interval

PRC D IS-IS Aty N v 7 W AX~A A LET,

protocol shutdown

A B —T x4 A LETCHEBBREFEK L CLSP 7T—4X—2X% 7
TTHIENRTERWNWEHITISIS Fu haizdz s a— )L CHEYC
Li‘g—o

redistribute isis

FRIZ L~ 1 D Lo 2 S (RT3 LUk 2 05 LUk 1~ (ISHIS
Jb— & R LR,

route priority high

ISISIP V7 4 w7 R A TIAF VT 4 &FHID HTET,

router isis

IS-ISV—F 4 v T %A F—T NI LET,

set-attached-bit

L1 & LoUL 2 DL —H I3 Attach By FERET HDHLERH
HIGE ORI ERETELET,

set-overload-bit

SPF & F O TR » 7 & LCHIICE /20 2 & & o — 2 s
X9 ASA ZRELET,

show clns

CLNS BEHOE#RER R LET,

show route isis

IS-IS V— h &R LET,

spf-interval

SPF %«{-%@ IS_IS A Hx D4 ]\ U \/7‘%731577/( X‘Li—g«o

summary-address

IS-IS DEKT FL 2 &ER L £,

CiscoASAV ) —RX a< R U7y LR SavwryF 1|
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show isis rib

BHrEDN—RDONZ FETITIP v —Hh )L b—F 4 o TR —Z (RIB) IS TN S A
¥ — Ry T =7 FTOEIN— FDOIRREFRTT HI20L. 454 EXEC “E— KT show isis rib
a<wr REHEHLET,

show isis [* | ip [unicast] | ipv6 [unicast]] rib [redistribution [level-1 | level-2]] [network_ip

[mask]]
B OB * (AT L a)FTRTOISIS T RLA 77 IV 2 FRLET,
ip (A7 a)IPvd 7 KL A 7730 2FELET,
ipv6 (A7 a)IPv6 7 RLA 77 I U EFRELET,
level-1 (A7 Tar)b~r 1 flidf RIB 2 &R LET,
level-2 (A7 ar) b2 FHEAR RIB #F /R LET,
network_ip [mask] (FFva)xy hU—7DORIBE#HREFERLET,
HEAm (A7 2 »)IS-IS 1P FEAH RIB [ A £ R LET,
unicast (FFva)a=%xAFNT LR T77IVERRLET,

avw s RTF7%

VI

a<v s RFE—F

T 7 N OEERLHEIZH D TH A,

WORIZ, A~ REANTESE—FeRLET,

T7AT Ut —)V
T—F X2V T 4 aTFHAB
< J)VF
FZ7 o AR avTXx
a<wy RKRE—FR N—T v |7V} U | R B AT A
¥ HE EXEC o Xfh  |— o Xfiis o Xfh  |—
a- v g JYy—x EEAR
9.6(1) Zoawy RBEMENE L,
FEREOHA RS PV a— LRIBNICHEETAHIP L7 4y 7 AT v 75— RMRIS-1S 2 —#H /L RIB N THE
AV HENT-Z L AR T B2 showisisrib =2~ > FE A LET,

CiscoASA V'V —X a<w R U777 LR Sawr



il WAZ IS-1S v — 1)L RIB NIZKA S N7 R TON— k& F/RT D 5H O show isis rib =2~ >
R % 7 LE T
ciscoasa# show isis rib
IPv4 local RIB for IS-IS process
IPV4 unicast topology base (TID 0, TOPOID 0x2) = = = = = = = = = = = = = =
10.10.0.0 255.255.0.0
[115/L2/10] via 10.22.22.5(subint), from 10.22.22.5, tag 0, LSP[12/524]
10.1.2.0 255.255.255.0
[115/L2/10] via 10.22.22.5(subint), from 10.22.22.5, tag 0, LSP[12/524]
10.3.2.0 255.255.255.0
[115/L2/10] via 10.22.22.5(subint), from 10.22.22.5, tag 0, LSP[13/149]
WIZIS-IS 7 —H )L RIB WIZAHI SN TWDHIP 7 KL AR 10320 DAY vy — Xy hU—7
10.0.0.0 FOE—% &R D56 O show isis rib =~ > NOHAFI 2R L ET,
ciscoasa# show isis rib 10.3.2.0
IPv4 local RIB for IS-IS process
IPV4 unicast topology base (TID 0, TOPOID 0x2) = = = === = = = = = = =
Routes under majornet 10.0.0.0 255.0.0.0:
10.1.2.0 255.255.255.0
[115/L2/10] via 10.22.22.5(subint), from 10.22.22.5, tag 0, LSP[12/524]
10.3.2.0 255.255.255.0
[115/L2/10] via 10.22.22.5(subint), from 10.22.22.5, tag 0, LSP[13/149]
KIZIS-IS = —1 /L RIB WIZKAMH STV IP 7 R LA < 27 78 10.3.2.0 255.255.255.0 O
Iy hT =27 FORN—F 2 FRT LA showisisrib 2~ > RO AHZ R L ET,
ciscoasa# show isis rib 10.3.2.0 255.255.255.0
IPv4 local RIB for IS-IS process
IPV4 unicast topology base (TID 0, TOPOID 0x2) = = === = = = = = = = =
10.3.2.0 255.255.255.0
[115/L2/10] via 10.22.22.5(subint), from 10.22.22.5, tag 0, LSP[13/149]
BEoa<w R a<wy R B
advertise passive-only /Xy 7 4 L H —T 2 4 25T RNRNE A XFTHEHITASA ZRE L
£7,
area-password IS-IS = U FEIF AT — R&ZRELF T,
AL F— IS-1S OFBFEE 7' o — SV TH I L E T,

authentication mode /' — 3L/ [S-IS A > A Z L AZxF LT IS-IS X4 v N THEHA SN
HDIBFEE— FOHX A THEELFET,

CiscoASAV ) —RX a< R U7y LR SavwryF 1|
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authentication 78— VIR 1SS A VAKX VA TIH B S D (35 TiEie<)
send-only IS-IS N7y N TORBIENFEITIND L IICERELE T,

clear isis IS-IS 7 — 4% 7 V7 LET,

default-information
originate

S-ISV—F 4> 7 RAAL L ~DF 75V b— EERLET,

distance

IS-IS 7V Fa VX EREINZLV—MIEDYTOoNET K=
ANL—F 4T F A RE LU RAEERLET,

domain-password

IS-IS RAA VIR AT— REZELET,

fast-flood

IS-ISLSP N7 /W5 L HOICRELET,

hello padding

IS-IS hello 2 7 /L MTU ¥4 RITHREL X,

hostname dynamic

IS-IS #AF v 7 KA NAHEEZAENTILET,

ignore-lsp-errors

WF = v 7 h =7 —D& 5 IS-ISLSP %15 L7235 A LSP %

W=D T 5O TIHRERT S L 512 ASA %7 mbia“o

isis adjacency-filter

IS-IS BEHEBR OFESL 2 7 4 LV HZ PR L3,

isis advertise-prefix

ISISA v Z—T =2 A ATLSP T RARZ A XA M&2fH L kit
DFy FNT—TDIS-IS LT 4w T AET AR AL X LUFET,

isis authentication key

A E =T =2 AT T LRI AN LET,

isis authentication
mode

AV B —=T 2 A AT LI A VAR LAWK LTIS-IS 237 v kT A
énénuuﬁ:&w }‘0)57/])7%11: ﬁbif

isis authentication
send-only

EE SN D (ZAETIEARL)ISIS 237w Mk L TORRGEE FITT
LR A F—T oA ATLDISISA U AZ A ERELET,

isis circuit-type

IS-IS THEM &N A EERD 2 A4 T2 R TE L ET,

isis csnp-interval

Tu— KXy AN A F—T = A AETEHMIZ CSNP /X7 > B2
JéfnéhéF’aEJﬁm%E RELET,

isis hello-interval

IS-IS 2%##5E LT hello X7 v A EETHRHIOEIEZHELET,

isis hello-multiplier

FAN=PNREE T Z LN TE S IS-IS hello 737 v MO KA %45
EFELET REE SNy MR ZOEEBZ D & ASA [T
METLTNWAEESLET,

isis hello padding

IS-IShello A > Z—T =2 A AT D7 )L MTU A RICEELET,

isis Isp-interval

A H =T 2 A AT L O D IS-IS LSP 2513 M D BB ER ] % 5% &
bi‘g‘o

isis metric

SIS A RY v 7 DEEFEELET,

isis password

A B —T 2 ADBINRAT— REZELET,

isis priority

A B =T 2 A ATOREINTZASADT T4 F VT 4 ZREL
E

isis protocol shutdown

A B =T A AT EITISIS 71 b a LA LET,

isis
retransmit-interval

A B —T 2 A A LD IS-IS LSP OFHEEM OB ZHE L £7,

isis

retransmit-throttle-int

A B =T A A FOFKIS-ISLSP OFEEMOMEEZHTELET,

erval

isis tag IP L7 47 ANLSPIZHAINTZ X A F—T oA R
EFEXNTEIPT FLRICE T RBZELET,

is-type IS-ISV—FT 4 v 7 FatZDL—TF 17 LULAE Y TE 4,
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log-adjacency-changes

NLSP IS-IS BEEERIE N AT — N A AT (7 v X EIFE U V) T HEE
I ASARNE S A v b—VERARTELLIICLET,

Isp-full suppress

PDU MR T7 Wl oz L 2l flSndr— b ERELET,

Isp-gen-interval

LSP AR D IS-IS Avy N T HNDAZ~A X LET,

Isp-refresh-interval

LSP O R FRIEZ R E L £,

max-area-addresses

IS-IS = U 7 OBMOFEHT FLAZFZRELET,

max-lIsp-lifetime

LSP NEH SN TIZ ASA DT — X N— AN THREFIN 5 i K %2
HELET,

maximum-paths

SISO~V FR2a—R =TV PERELET,

metric

FTRTCDISAIS AL Z—T A ZADA RN vV jEE 7o — S )LICEE
LET,

metric-style

HHAZAN BES BLOMEF 7Y =2 F(TLV) 24/ L . TLV O &
EZITAND L HITIS-IS B L TW5D ASA 2R TELET,

net

N—F 47 Tt ADNET 2$5E L £7,

passive-interface

Ry T A v B —T 2 ZAERELET,

prc-interval

PRC D IS-IS Aty N v 7 W AX~A A LET,

protocol shutdown

A B —T x4 A LETCHEBBREFEK L CLSP 7T—4X—2X% 7
TTHIENRTERWNWEHITISIS Fu haizdz s a— )L CHEYC
Li‘g—o

redistribute isis

FRIZ L~ 1 D Lo 2 S (RT3 LUk 2 05 LUk 1~ (ISHIS
Jb— & R LR,

route priority high

ISISIP V7 4 w7 R A TIAF VT 4 &FHID HTET,

router isis

IS-ISV—F 4 v T %A F—T NI LET,

set-attached-bit

L1 & LoUL 2 DL —H I3 Attach By FERET HDHLERH
HIGE ORI ERETELET,

set-overload-bit

SPF & F O TR » 7 & LCHIICE /20 2 & & o — 2 s
X9 ASA ZRELET,

show clns

CLNS BEHOE#RER R LET,

show route isis

IS-IS V— h &R LET,

spf-interval

SPF %«{-%@ IS_IS A Hx D4 ]\ U \/7‘%731577/( X‘Li—g«o

summary-address

IS-IS DEKT FL 2 &ER L £,

CiscoASAV ) —RX a< R U7y LR SavwryF 1|
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show isis spf-log

Jo— B N T VRIS A MBS (SPR) #HL & FE4T L7 1% & B 2 KRR 9™ 5 121 M EXEC £— R
C show isis spf-log =~ > K&fifH L ¥,

show isis [* | ip [unicast] | ipv6 [unicast]] spf-log

WX DN

a<w s RFT7x

JV b

a<v s FE—F

* (FF2a )T _RTDISIST LA 77 IV EFRLET,
ip (A7 a)IPvd 7 KL A 7730 2FELET,
ipvé (A7 a)IPv6 7 RLRA 77 I U EFELET,
unicast (A7va)a=%x AT RLRA 773V ERRLET,

77 4 b OBIERHITH D THE A,

WORIZ. a~ REANTESE—FEeRLET,

T7ATUH—IV
T—F X2V T 4 aTFHAB
< IVF
AN SN AES
¥k EXEC ° ijﬁ; — ° i#ﬁﬁ o *#ﬁ; __
= NgHE yy—= ERNE
9.6(1) oIy RREMSHE LT,

EHEOHA KT

A v

o=y N b— 2 BTV EE S 2 (SPF)

AR A FITLHE L R ER R LET,

Bl

& 1Z  show isis ipv6 spf-log =~ > RO H 2R L ET,

ciscoasa# show isis ipv6 spf-log

TID 0 level 1 SPF log

When Duration Nodes Count First trigger LSP Triggers

00:15:46 3124 40 1 milles.00-00 TLVCODE

00:15:24 3216 41 5 milles.00-00 TLVCODE NEWLSP
00:15:19 3096 41 1 deurze.00-00 TLVCODE

00:14:54 3004 41 2 milles.00-00 ATTACHFLAG LSPHEADER
00:14:49 3384 41 1 milles.00-01 TLVCODE

00:14:23 2932 41 3 milles.00-00 TLVCODE

00:05:18 3140 41 1 PERIODIC

B CiscoASAYV—X o= RUT77L VR Savwr R



00:03:54 3144
00:03:49 2908
00:03:28 3148
00:03:15 3054
00:02:53 2958

00:02:48 3632
00:02:23 2988
00:02:18 3016
00:02:14 2932
00:02:09 2988
00:01:54 3228
00:01:38 3120

41 1 milles.01-00 TLVCODE

41 1 milles.01-00 TLVCODE

41 3 bakel.00-00 TLVCODE TLVCONTENT
41 1 milles.00-00 TLVCODE

41 1 mortel.00-00 TLVCODE

41 2 milles.00-00 NEWADJ TLVCODE
41 1 milles.00-01 TLVCODE

41 1 gemert.00-00 TLVCODE

41 1 bakel.00-00 TLVCONTENT

41 2 bakel.00-00 TLVCONTENT

41 1 milles.00-00 TLVCODE

41 3 rips.03-00 TLVCONTENT

Z# 9-6 show isis spf-log @7 ¢ —/L F

74—V K

B!

When

S5 EI < BUAT(RE 43 F0) 12 7 /L SPF GHE 284 L 722, [T 20 [A]
FOFEAENEN LIS NET,

FrifeF ]

AElD SPEF FEATH T S D70 B I U Bh%k, Bl i i 1L F2 Rt i i
MTHY . CPUKFEITIEH Y ¥ A,

J—=F

AE D SPE FATTEHEEIND PR P24 T 51 —2 B L O —
K (LAN) D%,

Count

A E D SPEF 7% U H—L7=ARV PO, hARa R ETEIND &,
BED Y 7 AT — k7w M(LSP) WER TZEINE T, v — 21T,
7))V SPF #FEITT5F TS FHEL . T RCOFLWERERFCTX D
ol LET, 28I NV—2N TV SPE 2 ETT 5 F T 5 T 5
MIZHAELTZCGHTLWLSP OZEDO L2 7) A N FOEERLET,

First trigger LSP

HLWLSP DEFETTZ/VSPEREMN MU H—&Nn5 & HEIZ/—H L LSP
ID Z{#7F L9, LSPID (X, = U TN TIL—T 4 VT INARELETH 5 JFIK
OFHNY R TE T EED LSP 23 1 2D SPF Z#E477 5 & Kkt
IZZIEESNTZLSP O LSPID 72 nitfE s n 4,

Triggers

ZIVSPEEHEAZ N =Lt _RTCOBBEDOY XA h, hU H—IZET 5%
DODEREZR LT TEE N,

# 9-7 spf-log Triggers

Trigger B3]

ATTACHFLAG TONL—=HFZ L2 RNy TR =BG SN D TV A D F2 1% UL
2NNy IR — DR E RS TZIEND TT,

ADMINDIST ZDON—ZDISIS 7 R DT RI=ARL—FT 4T T 4 AZX A
PEREINE LT,

AREASET O TOEEENIEZ )T T RLVADORENEEFEINE LI,

BACKUPOVFL TP 7'V 7 4 v 7 ARKPONE LT N—FITZEDT VT 4 v 7 AZEET
BT O FERGDZ L 2> THWETN . ZDORY I T v )b—h
ERELTWERABIONL— N & BT HME— D FiEIL, 7 /v SPF O34T
<9,

DBCHANGED ZDON—F T.clearisis * 2~ RBRITINE LT,

CiscoASAV ) —RX a< R U7y LR SavwryF 1|
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# 9-7 spf-log Triggers (§¢ &)

Trigger B3]

IPBACKUP IP/L— "N EbLNE LD, ZHULIS-IS ZA L TTIIRL BT R
ZARNLV—TFT U T T RBZ LA EREORO T e ha iz L TEEINE
L72,IS-ISI1E 7V SPF 2 AT L RN IP 7V 7 v 7 AETOD IS-IS
N—brEA A= LET,

IPQUERY ZD)—H T cleariproute 2~ RBFITEINE LT,

LSPEXPIRED Vo AT —h 5F—H%~X—Z(LSDB) ND W 2 ® LSP OHR 238 F
L7,

LSPHEADER LSP ~> X —WN® ATT/P/OL B> R FEIXIS ¥ A THREEINE LT,

NEWADJ ZON—F R BION—%EDH LSS EER L E L,

NEWAREA ZDON—ZIZ H L U 7 A (Network Entity Title [NET] 241 L C) f% i &
NFE Lz,

NEWLEVEL ZON—ZIZ (AS ZATE N L OBFH LD RRESNE LT,

NEWLSP AR PPIZH LV L — & 72013808 ) — ROV ERLE L,

NEWMETRIC TON—BZDA L E—T A AT FH LA N v I RBRESNE L,

NEWSYSID ZON—HIZ. (NETZ N L TO)FH LW AT AID REREINE LT,

PERIODIC =LA E NS T L ORIRT7 NV SPFEHREZFEITLE T,

RTCLEARED ZDN—H T clearclnsroute 2~ > RBEITENZE LT,

TLVCODE TLV 22— FOR—HETH Y P/ X—Ta > D LSPIZ8 75 TLV &
TWBHZ EtERLET,

TLVCONTENT |TLV ® 27 Y WNEBRINE Lz, ZHUE@E ., = U 7N TR
Ty TEIEF T LTe Z &R LE T, [First trigger LSP) 7 7 AL AL E
TROIRBENRN A LTZATREME D H AT~ LE T,

EHEa~v R a2 R A

advertise passive-only /X7 4 L H—T 24 AET RAREX AL RXTH LD

IZ ASA R T L
F9,

area-password

SIS = U 7 BAFNN AT — RE2RELET,

wunﬁﬂ?‘_

IS-IS DFRGr%E 7 u— L THZ LET,

authentication mode

T — )L IS-IS A VA S AWK LTIS-IS X7 hTTHE &
DRAEE—RNOX A TERBELET,

authentication T — )L SIS A VAR VU ATIZ EEEN D (BZETITIRL)
send-only IS-IS /N7y N COHRRBIENFEITEND LI ITHELET,
clear isis IS-IS 7 — 4% 27 U7 LET,

default-information

originate

IS-ISV—FT 47 RAAL LV ~DF 7 )V s b— R E2ERKRLET,

distance

IS-IS 7 Fa VX EREINZLV—MIEDYToNET K=
ARNL—F 4T T A AR AEERLET,

domain-password

IS-IS RAA VIR AT— REZELET,

fast-flood

IS-ISLSP R 7 iz b L H IR EL £77,

hello padding

IS-IS hello & 7 /L MTU ¥ A XIZREL ET,
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hostname dynamic

IS-IS # A4 F I v 7 RA NKSEAX BN LET,

ignore-lsp-errors

NEF v 7% b T—DH5IS-ISLSP #5215 LA IC LSP &
NR=TTH5DOTIHRLSEET DL HIITASA ZRELET,

isis adjacency-filter

IS-IS BEHERIfR DRI & 7 4 VX JLEE L F 57,

isis advertise-prefix

SIS A Z—T 2 A4 AT LSP T RRZ A4 XA F&2 ML CTHEkHh
DFxy NT—2ZDIS-IS LT 4 w7 AET RAXAL X LET,

isis authentication key

A UH =T 2 RACKT HIRAEEHF N LET,

isis authentication
mode

A B =T 2 A AT LI A VAL AWK LTIS-IS 237 » hTEH
SNARIE—RDOE A TFEHIBELET,

isis authentication
send-only

FEEEND FZETIEHZRL)ISIS N7 ML CORBIEE ETT
HEINCAVE—T A ARATLDISAS A LV AZ L A EHELET,

isis circuit-type

IS-IS THEM SN LR O XA 7E2HELET,

isis csnp-interval

TBe—= Xy A b X —T A ALTEMIIIZ CSNP /X7 v bR
EESNLIEFEEZRELET,

isis hello-interval

IS-IS 72385 L C hello /X7 v b & B ETHARHOE ST L ET,

isis hello-multiplier

A NR—=NRIEE T Z LN TE S IS-IS hello 737 v MO F KA % 5
ELET RELINTZ ATy MR ZOEEBZ D & ASA TR
MATLTWELEESLET,

isis hello padding

IS-IShello A v Z—T = A AT D7)V MTU A4 RIZHELET,

isis Isp-interval

A B =T 2 A AT L OERET 5 [S-IS LSP X515 M 0 VAL 2 3% &
Li‘g—o

isis metric

IS-IS A MU w7 OfEixHRELET,

isis password

A VB —T 2 ZADPIFNAT— REHRTELET,

isis priority

A A =T 2 A ATOREENTZASADTTAF VT 4 HRELET,

isis protocol shutdown

A HB—=T 2 A AT LITIS-IS 7 a ha L EBEHTLET,

isis
retransmit-interval

A B =T 2 A A FDOFKIS-ISLSP OFHEEM OB ZHEL £7,

isis

retransmit-throttle-int

A B =T x4 Z DK IS-IS LSP OFEEMOMRMEZHRE L 1,

erval

isis tag IP V7 4w 7 ANLSPITHASINTZE X A H—T oA ATFK
EINTFIPT RLRAIZEZ VT 52F/BELET,

is-type IS-ISV—F 4 v 27 Tt ADNL—F 4 7 L_LEEY Y TES,

log-adjacency-changes

NLSP IS-IS BRI MM AT — "2 BT (T v 7 E 3L U V) T 5
WICASADRE S A vb—V AR TELLIICLET,

Isp-full suppress

PDU N7 Wl o =t Eic Hfl s i Nr— b EaRTELET,

Isp-gen-interval

LSPAMDIS-IS 2y ") T hAZ~A XA LET,

Isp-refresh-interval

LSP OH#HMIFEZREL T,

max-area-addresses

IS-IS= U 7 OBMOFEHT FLAZFZRELET,

max-lIsp-lifetime

LSP NEH SN TIZ ASA DT — X N— AN TREFIN D i K %2
HELET,

maximum-paths

SISO~V FR2a—R =TV TERELET,

metric

FTRTCDISHIS AL Z—T A ZADA RN v VxS a0 — LI EE
LET,

CiscoASAV ) —RX a< R U7y LR SavwryF 1|
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metric-style

HHAZAN ES . BLIOMEF 7Y =7 F(TLV) 24 L . TLV O &
BT AND LI IS-IS LT\ 5 ASA 2R ELET,

net

N—F v FatAD NET 2 ELET,

passive-interface

Nyv T A H—Txf ZZELET,

prc-interval

PRCDISIS 2y Ny v 7% AZ~A X LET,

protocol shutdown

A B —T x4 A LETCHEBBREFEK L CLSP 7T—4X—2X% 7
TTHIENRTERWEHITISIS 7 baila s a— )L CHEYC
L/ij‘o

redistribute isis

BRZ L~ I D L 2 ~ E7 R L ~UL 2 05 Loyl 1~ IS-IS
J— N EBEAALET,

route priority high

IS-ISIP 7'V 7 o4 w7 AINA TTAF VT 4 ZHID Y TET,

router isis

IS-ISV—FT 4 v T %A F—T VI LET,

set-attached-bit

L~y & Lo 2 D /L— 2 B Attach By FZRET D MLER H
HHEOHRERTE L ET,

set-overload-bit

SPFEHEOHFREIA v 7L L THEATE RN & 2o —Z IZ@Ed
HEIOITASA BZHRTELET,

show clns

CLNS BEHOE#RER R LET,

show route isis

IS-IS V— h &2 KR L £77,

spf-interval

SPEEHDISIS 2Auy Y v V& H A~ A ALET,

summary-address

IS-IS DEKT KL A%/ER L E7,
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show isis topology

FTRTCOZY THOEF SN2 —F DU A L& ERT DI FFHE EXEC £ — K T show
isis topology =~ > RZMiH L £7,

show isis [* | ip [unicast] | ipv6 [unicast]] topology [level-1 | level-2]

B O * (K72 a2 )FRTOISAIST KL A 77 I UFRLET,

ip (A7 a)IPvd 7 KL A 773V 2F R LET,

ipvé (A7 a)IPv6 7 KL A 773V 2FAELET,

level-1 (A7 a )TV THOTRTOLRL | L —F~DNAEFRL
7,

level-2 (AT ay) RALVHADOTRTOLARL 2 L— X ~DRA % F L
7,

unicast (AFva)a=%¥ZAr T KFLZX 77 IV &FRLET,

a<vw LV RFo7 % T 74N N OEERLHEIZH D R A,
JV B

a<w s RE—F WORIZ. a~ REANTESE—FEeRLET,

T7AT VA=
T—F X2V T 4 aTFHAB
~VF
FZ7 AR aLvFx
FvvFE-F A A AN AN AT A
F¢#E EXEC o Xa — o S o *S __
= NgHE yy—= ERNE
9-61) SOy FSBMNERE L,

ER EDHFA KF  showisis topology =~ REHHT 5L T _XTOY THOLENL—X DFER L O — 4 [H
A DOEfIREE R TE £,

il IZ . show isis topology =~ > KD H /1l Z 7~ L4,

ciscoasa# show isis topology

IS-IS TID 0 paths to level-1 routers

System Id Metric Next-Hop Interface SNPA
ciscol --
routerA 10 routerA subint 0025.8407.£2b0
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c3 10

c2 10 c2 subint

c08c.60e6.986f

IS-IS TID 0 paths to level-2 routers

System Id Metric Next-Hop Interface SNPA

ciscol .

routerA 10 routerA subint 0025.8407.£2b0

c3 10

c2 10 c2 subint

c08c.60e6.986f

7 9-8 show isis topology @7 ¢ —/L

Z4—VF [F#

System Id T U THDOIY AT LEZHBT 5 6 314 M,

ANV w7 REEMAL—F LT RARY A XIS TR A N—BOBERERO 2 2 N0 1S-1S
AR oI FETELT RARNE A XD —H 5T RANH A At ROZHE AP T
RLA =V R VAT A[ES]VEZILZCLNS V7 w7 Z2)IZHEETHa R b
HOANY w7,

Next-Hop XTI ARy T N—EDT KL A,

AU H— VAT LANFERIN A E—T oA A,

Tz AR

SNPA VTR NT—T RA LV NFTT THEFA N, ZRUET—H% Vo7 T RL
AT,

BEa~< R gy R =4 B

advertise passive-only R L7 A4 L HF—T 24 ZAHT FNREZ A XTHEHIT ASA ZREL

£7,

area-password

IS-IS = U PR RA T — RERELET,

FRREF—

IS-IS OGFEE 7 a — )L THEIT L ET,

authentication

mode T =NV IS-1IS A VA X AR L TIS-IS N N CTHERH S
%)mun 33’_}\0)574);7%B$ ﬁszji?r

authentication
send-only

T — SR ISIS £ VAR VA TIZ EEENS ZETITARL)
IS-1S /\’7/ ]\’CODﬁwquﬁ@‘Sﬁéfﬂéi 9 Liﬂibij—

clear isis

IS-IS 7 — 4w 7 VT LET,

default-information ISISV—FT 4> RAAL v ~DFT7H)L s b— R NEAERKLET,

originate

distance IS-IS 7 haic kRS L— M MZED Y ToNET FI=
ANV—=T 4T TAAZ L AEERLET,

domain-password IS-IS R A A VBN A T — RaE#ELET,

fast-flood IS-ISLSP B 7 /WiZ72 % K H IR E L ET,

hello padding IS-IS hello Z 7 /L MTU ¥ A XIZRELE7,

hostname dynamic IS-IS ¥4 53 v 7 KA MNLREE BN LET,

ignore-lIsp-errors N Tz 7% b5 =TF7—0Db5IS-ISLSP 2515 L7=E&IC LSP %

N=TFT 5D TIE7 EIHT 5 L 512 ASA %7 Ebgm“

isis adjacency-filter IS-IS AR DeSr 72 7 4 L Z LB L F 4,

V77V v AR Sawr K
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isis advertise-prefix

ISISA v Z—T 2 A4 ATLSP T RARZ A XA M&i L kit
DFxy NT—2ZDIS-IS LT 4w 7 AET RAXAL X LET,

isis authentication key

/])‘/&*‘7I/])X 7if—§déntunﬁ%ﬁfjj Li—g«o

isis authentication
mode

A EBE—=T 2 A AT LI AV AZ AR LTIS-IS 2347 > kT
SN BRFEE— F@&47%? LET,

isis authentication
send-only

EEEIND (ZET if£<)ISIS/\/7/]\ X L CORRFEE FATT
HEINCAE—T 2 A AZTLEDISIS A VAA LV ABRELFET,

isis circuit-type

IS-IS T S D BHERR D 7 4 T2 E L £,

isis csnp-interval

Tu—RKEF¥x A A F—TxAALETEHAIZ CSNP /X7 v IR
EEEINIHBEEEELET,

isis hello-interval

IS-IS 723385 L C hello /X7 v & EBETHREHIOE I #HELE T,

isis hello-multiplier

FANR—=NRIKZ LT Z LN TE S IS-IS hello 737 v Mo KE % 5
ELETREE SNy MR ZOEEBZ D & ASA [
MEATLTWAEESLET,

isis hello padding

IS-IShello A v Z—T = A AT, D 7/ MTU A RICHELET,

isis Isp-interval

A H =T 2 A AT L OHERFT D IS-IS LSP 2513 [ D B L ] % 5% T
LET,

isis metric

IS-IS A MY v 7 DfEEFRELET,

isis password

AR —T 2 ZADPWIFNAT—REHTLET,

isis priority

A HA =T 2 A ATOEREENTZASA DT TAF ) T 4 HREL
ij‘o

isis protocol shutdown

AR =T 2 A AT LIZISIS 7u b a8 LET,

isis
retransmit-interval

A B =T x4 Z DK IS-IS LSP OFEEMOMRMEZHRE L 1,

isis

retransmit-throttle-int

A B =T 2 A A FDOFKIS-ISLSP OFHEEM OB ZHEL£7,

erval

isis tag IP7 L7 4y 7 ZARLSPICHIA SN E EIT A =T = A ATHK
ESNTIPT RLACH T a#FELET,

is-type IS-ISV—FT 47 TakvADN—TF 4 7 LLEEY B TET,

log-adjacency-changes

NLSP IS-IS BRI MNM AT — "2 BT (T v 7 E T L v V) T 55
WZASANE ST AvbE—U%ERTEALI9ICLET,

Isp-full suppress

PDU R 7 Wil oz b 2l il Endsnr— b EFRELET,

Isp-gen-interval

LSP A D IS-IS Ay N T HEhRALZ<A A LET,

Isp-refresh-interval

LSP O HRIFEEZHREL £,

max-area-addresses

IS-IS = U 7 OBMOFET FLAZFRELET,

max-lsp-lifetime

LSP NHH SN ASA DF —Z _X— 2N TIREF SN 5 e KRR 2
FELET,

maximum-paths

SISO~ LVFRAa—R =TV THRELET,

metric

FTRTDISISA v HZ—T 2 A AZADA N w7 {ExZ 70— JLICEH
L\i—g—o

metric-style

HIRA & A 1, Eé BIOMEAT Y =7 (TLV) 2458 L. TLV O &4
EZIFAND LI IS-IS M LT\ 5 ASA 2R ELET,

net

N—F 4T FatAO NET 2 ELET,
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passive-interface

Ny T A B —T 2 A ZAERELET,

prc-interval

PRCDISIS 2y Ny v 7% AZ~A X LET,

protocol shutdown

A B —T x4 AL TCHERBREFK L CLSP T —4X—2X% 7
TTHIENRTERWEHITISIS u baiLsa s a— )L CHEYC
l_/ibg‘o

redistribute isis

BRZ L~ I D L 2 ~ E7-1E LU0 2 05 Loyl 1~ IS-IS
J— N EEEAALET,

route priority high

ISISIP 7'V 7 4 w7 AINA TTAF VT 4 ZEID Y TET,

router isis

IS-ISV—T 4 v T A F—T VI LET,

set-attached-bit

LAy & LoL 2 DL — A B Attach By R ZRET D MLERH
HHEOHRERTE L ET,

set-overload-bit

SPFEHEOTREIA v 7L L THEATEX RN & 2o —Z IZ@Ed
HEIOITASA BZHRTELET,

show clns

CLNS EHOE#RER R LET,

show route isis

IS-IS Vv — h &2 KR L £77,

spf-interval

SPE D ISIS 2Auy Y v T aH A~ A ALET,

summary-address

IS-IS DEKT KL A%/ER L E7,
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show kernel

T3 ZIHH T& % Linux bretl =—7 1 U 7 ¢ BT D EH &2 F£/x 7 51213, #5#E EXEC
F— R showkernel =~ > FZHH L £,

show kernel [process | bridge | cgroup-controller | ifconfig | module]

X DN

bridge

HoTDT) v EFERLET,

cgroup-controller

cgroup-controller DFLFHEHR A KR L £ T,

ifconfig By TBLIOTY v A F—T 2 ZADWHEREERLET,
module A VAPV BLIOETEINTNEEY 2— L EERLET,
process ASA TEITENTWBT I T 4 77—/ T ut ADOBIED A

THRAEFRLET,

F 7 %)V b

a<v RKE—F

T 7 4 OBIERMHITH D TE A,

ROKIZ, A~ FEANTELHEF—RF2RLET,

TZ7ATUF—IV
T—F X274 arTHR b
~ VT
rFZ7 AR avTx
avv RKE—F N—Fy R |Tvryh (Y7L (Rb AT A
a~ NERE Y J—= EEAE
8.0(2) Ioawry RPREBMESNE LT,
8.4(1) cgroup-controller & — 7 — RGBS E Lz,
8.6(1) ifconfig, module, 35 1. O" bridge & — 7 — K23 BME N E Lz,
FEREDHA RS ZOa~vr NI I—FVTEITENHISEIE R ERAOMEEREERLET,
A
il X 1Z . show kernel process =~ > RO H iz~ LET,

ciscoasa# show kernel process

PID PPID PRI NI

1 0 16 O
2 1 34 19
3 1 10 -5
4 1 20 -5

VSIZE RSS WCHAN STAT RUNTIME COMMAND
991232 268 3725684979 S 78 init
0 0 3725694381 S 0 ksoftirgd/0
0 0 3725736671 S 0 events/0
0 0 3725736671 S 0 khelper
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5 1
7 5
8 5
66 5
67 5
68 1
69 5
171 1
172 171
201 172
202 201
203 202
204 203
205 203
206 203
ciscoasat#

20
10
20
20
15
15
20
16
19
21
16
16
15
15
25

ul

w1

w1

O O O O O o o o u o

o O

o O O O o o

0

991232
983040
1351680
1017602048
1017602048
1017602048
1017602048
1017602048

o O O O O o

0

80

268
344
899932
899932
899932
899932
899932

3725736671
3725736671
3726794334
3725811768
3725811768
3725824451
3725736671
3725684979
3725684979
3725712932
3725716348

0

0
3725712932

0

#9912 %7 41—/ ROFMHAELRLET,

W nNnh nhnnnhnhnhn O B

1306939

0 kthread

0 kblockd/0

0 kseriod

0 pdflush

0 pdflush

2 kswapdO

0 aio/0

0 init

0 rcs

0 lina_monitor
2 lina

0 lina

0 lina

6
0

21

lina
lina

Z 99 show kernel process D7 .t —/L F
74— K A
PID 7t 2 1D,
PPID Bl e® 21D,
PRI Tt ADTITAFVT 4,
NI TIAF VT 4 OFFEIHER S ND A AEAEIE 19(FKTA
AAE) ~ -19 (/N A A l) O#FH T,
VSIZE RAERAE Y DA X (A FHAL,
RSS 7’ v A @ Resident Set Size (KB HA7) ,
WCHAN T ARFHFEL TWDTF v R,
STAT 7'a -t ADIREE,
o R:FEITH
o S:EIV AL FRERFGEEIRRE TR Y — '
o D:EIVIABAREEERT 4 A7 AU —T THRET
o Z:V b
e T: ML —RFIFEILEUEEITLD)
o« P:X—=T
RUNTIME TatE AN —Y E— RELIFII—FV E— R TRV a—b
STV D jiffy DE, EITRFH T utime & stime DAEF T,
COMMAND Tat A4,

&Iz . show kernel module =~ > RO 2R L £,

ciscoasa# show kernel module

Module
cpp_base

kvm_intel
kvm
msrif

tscsync

Size
861808
44104
174304
4180
3852

Used by

2
8

Tainted:

1 kvm_intel

0
0

P
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12 . show kernel ifconfig =~ > KO H 2R L £7,

ciscoasa# show kernel ifconfig

bro0

brl

lo

tap0

tapl

tap2

tap3

tapd

Link encap:Ethernet HWaddr 42:9E:B8:6C:1F:23

UP BROADCAST RUNNING MULTICAST MTU:1500 Metric:1
RX packets:43 errors:0 dropped:0 overruns:0 frame:0
TX packets:0 errors:0 dropped:0 overruns:0 carrier:0
collisions:0 txqueuelen:0

RX bytes:1708 (1.6 KiB) TX bytes:0 (0.0 B)

Link encap:Ethernet HWaddr 6A:03:EC:BA:89:26

UP BROADCAST RUNNING MULTICAST MTU:1500 Metric:1
RX packets:0 errors:0 dropped:0 overruns:0 frame:0
TX packets:0 errors:0 dropped:0 overruns:0 carrier:0
collisions:0 txgueuelen:O0

RX bytes:0 (0.0 B) TX bytes:0 (0.0 B)

Link encap:Local Loopback

inet addr:127.0.0.1 Mask:255.255.255.255

UP LOOPBACK RUNNING MTU:16436 Metric:1

RX packets:0 errors:0 dropped:0 overruns:0 frame:0
TX packets:0 errors:0 dropped:0 overruns:0 carrier:0
collisions:0 txgqueuelen:0

RX bytes:0 (0.0 B) TX bytes:0 (0.0 B)

Link encap:Ethernet HWaddr 6A:0C:48:32:FE:F4

inet addr:127.0.2.2 Bcast:127.255.255.255 Mask:255.0.0.0

UP BROADCAST RUNNING MULTICAST MTU:1500 Metric:1

RX packets:148 errors:0 dropped:0 overruns:0 frame:0

TX packets:186 errors:0 dropped:13 overruns:0 carrier:0
collisions:0 txqueuelen:500

RX bytes:10320 (10.0 KiB) TX bytes:12452 (12.1 KiB)

Link encap:Ethernet HWaddr 8E:E7:61:CF:E9:BD

UP BROADCAST RUNNING PROMISC MULTICAST MTU:1500 Metric:1

RX packets:259 errors:0 dropped:0 overruns:0 frame:O0
TX packets:187 errors:0 dropped:0 overruns:0 carrier:0
collisions:0 txgueuelen:500

RX bytes:19368 (18.9 KiB) TX bytes:14638 (14.2 KiB)

Link encap:Ethernet HWaddr 6A:03:EC:BA:89:26

UP BROADCAST RUNNING PROMISC MULTICAST MTU:1500 Metric:1

RX packets:0 errors:0 dropped:0 overruns:0 frame:0
TX packets:0 errors:0 dropped:0 overruns:0 carrier:0
collisions:0 txgueuelen:500

RX bytes:0 (0.0 B) TX bytes:0 (0.0 B)

Link encap:Ethernet HWaddr 42:9E:B8:6C:1F:23

UP BROADCAST RUNNING PROMISC MULTICAST MTU:1500 Metric:1

RX packets:187 errors:0 dropped:0 overruns:0 frame:0
TX packets:256 errors:0 dropped:3 overruns:0 carrier:0
collisions:0 txqueuelen:500

RX bytes:14638 (14.2 KiB) TX bytes:19202 (18.7 KiB)

Link encap:Ethernet HWaddr 6A:5C:60:BC:9C:ED

UP BROADCAST RUNNING PROMISC MULTICAST MTU:1500 Metric:1

RX packets:0 errors:0 dropped:0 overruns:0 frame:0
TX packets:0 errors:0 dropped:0 overruns:0 carrier:0
collisions:0 txqueuelen:500

RX bytes:0 (0.0 B) TX bytes:0 (0.0 B)
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HEoa< R a<w K FiEH
show module ASAIZA VA =L ENTWVWEEY 22— WIIET 5 W%

FRLET,
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show kernel bridge

TNy ZTIEATEDER— N ETHEINZ Linux 7Y v ZNHLDA L N—F— K B
X OYMAC 7 RV 2 &£ $ 51213, F## EXEC & — K T show kernel bridge =~ > R % fii f
L/\ijqo

show kernel bridge [mac-address bridge name]

WX DN

F7 %V b

a<v s RFE—F

TV VOLRETER R LET,
FR— MZBEEMIT SN MAC T FLAZERLET,

bridge name

mac-address

T 7 A0 FOBIERHIZH D TR A,

WORIZ, a~ REANTESE—FexRLET,

T77AT U —IV
T—F X2 VT4 aTHAD
< VT
[NV SN avF R
vy FE—F NA—F v K | FLY L |[vvZn (&b ST A
*#*@ EXEC . jﬁﬁﬁ . jﬁﬁg ° i#ﬁﬁ ° iﬁﬁﬁ o §#ﬁ§
= NgHE yy—= ERNE

86D Coavy RAEMESRE L,

ER EDOTA KF

A

4l

ZOavy RE T Ay I TE 28R — M ECTEEINZ Linux 7Y vV ZNHD A >
N F— R BELOMACT FLA(UE—KMAC T RLAZET) 2 Fr LET,

&z . show kernel bridge =~ > FOH /1B E2 R~ L E£7,

ciscoasa# show kernel bridge

bridge name bridge id STP enabled interfaces
bro 8000.0e3cdBaB8909f no tapl

tap3
brl 8000.26d29f51a490 no tap?2

tap4

tap5hostname#
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& 1Z . show kernel bridge mac-address =~ > RO HNFIZ R L FT,
ciscoasa# show kernel bridge mac-address brl
port no mac addr is local? ageing timer
1 00:21:d8:cb:dc:£f7 no 12.93
3 00:22:bd:d8:7d:da no 12.93
2 26:d2:9f:51:a4:90 ves 0.00
1 de:ad:e0:73:1f:ab ves 0.00
3 52:04:38:3d:79:c0 ves 0.00
BEa~wr R awr R 7.8

show kernel

ASAICA VA R — L ENTWVWEEY 2a— VT AER%
FrLET,

B CiscoASAYV—X o= RUT77L VR Savwr R



show lacp

EtherChannel LACP [E# (b T 7 4 v 7 #FHEHR. AT L ID.B X R A RNR—DFEMR L) B3
RT AL VB EXEC E— R Tk a~r FE AT LET,

show lacp {[channel_group_number] {counters | internal | neighbor} | sys-id}

X DA channel_group_number (4~ 3 2 )EtherChannel F ¥ R/L 7 /)L — 7&K 5% 1 ~ 48 O#iH T
BELT.ZOF v 3 ZA—F 1T ERZ T 2ERLET,
counters EZEINT LACPDUBB IR~ ——8DOh 7 2 2R LET,
internal WiEltE e R LET,
neighbor XA N—{FRERRLET,
sys-id LACP v A7 L ID #F R~ LET,

aveV RF 7+ T 7 v N OEHEREIZH Y FHA,
JU b

a<vry KFE—F ROKIZ, 2~ FEANTELHEF—RF2RLET,

TZ7ATUF—IV
£—F X2 VT4 aTXAD
< )VF
FZ AR =
av s RKE—F =7y N | Tvrhd (7 [ Rb VAT A
o< NBE Yy y—2= EEANE
8.4(1) Zoawry RBEMENE L,
il WIZ . show lacp sys-id =~ > ROH 2R LET,
ciscoasa# show lacp sys-id
32768,001c.cde5.cfee
X 1Z . show lacp counters =~ > KOH %R LE T,
ciscoasa# show lacp counters
LACPDUs Marker Marker Response LACPDUs
Port Sent Recv Sent Recv Sent Recv Pkts Err

Channel group: 1

Gi3/1 736 728 0 0 0 0 0
Gi3/2 739 730 0 0 0 0 0
Gi3/3 739 732 0 0 0 0 0
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K 1Z  show lacp internal =1~ > RO NHlZ R L ET,
ciscoasa# show lacp internal
Flags: S - Device is requesting Slow LACPDUs

F - Device is requesting Fast LACPDUs

A - Device is in Active mode P - Device is in Passive mode
Channel group 1

LACP port Admin Oper Port Port

Port Flags State Priority Key Key Number State
Gi3/1 SA bndl 32768 0x1 0x1 0x302 0x3d
Gi3/2 SA bndl 32768 0x1 0x1 0x303 0x3d
Gi3/3 SA bndl 32768 0x1 0x1 0x304 0x3d
1Z . show lacp neighbor =1~ > KO H Nl &~k L £9,
ciscoasa# show lacp neighbor
Flags: S - Device is requesting Slow LACPDUs

F - Device is requesting Fast LACPDUs

A - Device is in Active mode P - Device is in Passive mode
Channel group 1 neighbors
Partner's information:

Partner Partner LACP Partner Partner Partner Partner Partner
Port Flags State Port Priority Admin Key Oper Key Port Number Port State
Gi3/1 SA bndl 32768 0x0 0x1 0x306 0x3d
Gi3/2 SA bndl 32768 0x0 0x1 0x303 0x3d
Gi3/3 SA bndl 32768 0x0 0x1 0x302 0x3d
EEa~r R a<w R LA

channel-group

EtherChannel |21 > X —7 =4 A& B L E9,

interface port-channel

EtherChannel %€ L £,

lacp max-bundle

Fx RN TN—TTHFAEINDT I T4 T A F—T=A
ADRREERELET,

lacp port-priority

F xRN TN—TOYEA o H—T =2 ZADT T A F
T4 ERELET,

lacp system-priority

LACP VAT L FIA4F VT 4 2R ELET,

port-channel load-balance

H— RN 7 T A LERELET,

port-channel min-bundle

R F ¥RV AL B—T A ANTIT 4 TNRDHT-D
W T I0T 4T A v EZ—T A ZADF/NEEIBEL
i‘j‘o

show port-channel

EtherChannel {323 FEMIC 1 TV~ U —EX TR
FI,.Z0a<vr R AR—FeR—FF v RLOBERLE
i—\“[./\i—gﬂo

show port-channel load-balance R — FF v X)L EARSRIERN FEED/NT A —F v MIT

YDy VafRBIOBRIRS NI A = A 7 —
TxA AL EBIZETIINET,
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show lacp cluster

cLACP ¥ 27 5D MAC B LWV ID %K/ T 51213, Fi#E EXEC E— R T show lacp cluster =~
Y REMEHLET,

show lacp cluster {system-mac | system-id}

X DN

a<w s RF7+

JV b

a<v s RFE—F

VAT AID EENNBEARINTZONFIATI ENTZOnEFER
L/jz—g_‘o
VATAIDBLOYTITAF I T 4R RLET,

system-mac

system-id

77 4 OBIERHITH D FTHE A,

WORIZ, a~ REANTEE—FERLET,

T77AT U —IV
£—F ¥F2VF 4 IVFHR L
< JVF
[ NZAZSZ A aryrx
a<wrRE—F =7y K 7TV (7N R b AT A
¥¢HE EXEC o X o X o Xt |— o X
o< NER Jyy—2= EEANE
9.0(1) Zoawy RpBEMEhE Lz,
ERAEDHA KT  clacp system-mac 2~ > RZHH L TLACP VAT LD IDBIORT T4 AV T 4 2RELET,
Ay
il 12 . show lacp cluster system-mac =~ > RO HHH %2~ L £,
ciscoasa(cfg-cluster)# show lacp cluster system-mac
lacp cluster system MAC is automatically generated: a300.010a.010a.
&1iZ . show lacp cluster system-id =~ > ROHSIH =R L ET,
ciscoasa(cfg-cluster)# show lacp cluster system-id
5 ,a300.010a.010a
BEax< R awv R A

clacp system-mac cLACP VAT LD IDEBLINTF7A4F VT 4 BZHTELET,
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show license

A —h TAV UV ADAT —Z A EFE T HICIL FFHE EXEC £ — K T show license =~ > R
PREALET,

Z DOREBEIX.ASAY 721 THR— SR TWET,

show license [all | entitlement | cert | pool | registration | features

WX DN

aw s RTF7x
JV b

a<v s RFE—F

all

A<w—h T4 BV ADRE Av— 2=V hOAR—T g 0,
UDI . A~—F =Z—Vx FOWE Va— L arF 547
2 AT — B A MR G AT — 2 2 T4 & ZAGEHEE R B LA
VY= h TV N FRIT DAV a— VEFRLET,

entitlement il T DAHER, > RV CEECID 72 &) $, & 7 sl e — R Gl &
FEERE) N—=Va r BIOMERNERINTEZA I 7IZET
LEMfE R AR R LET,

cert IDFEBHEONR FEITH. BXOEHIREZERLET,

7= ZDT A ANED B THNLERMN G T — Va2 R R LET,

xR % BEDA~— K T4 B ADBEAT — X A%FRLET,

e BEDTA o A aFrLET,

F 740 N OBIERHEILD D EH A,

WORIZ, a~ REANTEE—FERLET,

T77AT U —IV
£ %2V F 4 aLTER K
%
7 AR a7
a<wrRE—F =7y |7V~ [T N |[RB AT A
F¢HE EXEC o XIS o S o MR |— —
= NIRHE yy—= ERNE
9.3(2) Zoawry RpRBEMsnE Lk,
EF EDHA K  show activation-key =~ >~ K%, show license features =~ > K &[] U /1 &84t L £ 97,
AV
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WIZ HEARTA B 2D (BAED T A& ZHER/ L) D ASAv Ol %~ LET,

Serial Number: 9AAHGX8514R

ASAv Platform License State: Unlicensed
No active entitlement: no feature tier configured

Licensed features for this platform:

Maximum Physical Interfaces 10 perpetual
Maximum VLANS 50 perpetual
Inside Hosts : Unlimited perpetual
Failover : Active/Standby perpetual
Encryption-DES Enabled perpetual
Encryption-3DES-AES Enabled perpetual
Security Contexts 0 perpetual
GTP/GPRS Disabled perpetual
AnyConnect Premium Peers 2 perpetual
AnyConnect Essentials Disabled perpetual
Other VPN Peers 250 perpetual
Total VPN Peers 250 perpetual
Shared License Disabled perpetual
AnyConnect for Mobile Disabled perpetual
AnyConnect for Cisco VPN Phone Disabled perpetual
Advanced Endpoint Assessment Disabled perpetual
UC Phone Proxy Sessions 2 perpetual
Total UC Proxy Sessions 2 perpetual
Botnet Traffic Filter Enabled perpetual
Intercompany Media Engine : Disabled perpetual
Cluster Disabled perpetual
BEa~<2 K a<wv R B
call-home Smart Call Home #i%E L 3, A~— F 7 A & A TiL,Smart Call

Home A V7 7 A NT 7 F ¥l INET,

clear configure license

Av—bF TA BV AREEZ VT LET,

feature tier

Av—h A 2ADHMRBERTELET,

http-proxy

A<w— kK T4+ Z2FE LW Smart Call Home @ HTTP(S) 7' & ¥ % &%
E]\/\ijqo

license smart

Av—hK FSA BV ADT A B AMERM G E2ERTX FT,

license smart
deregister

FTA Y ABIERINO T A AL BEFR L £,

license smart register

FNAREFA vy RBAGITBEELE T,

license smart renew

BERFETILT A B AMERZHER L E T,

service call-home

Smart Call Home % A *— 7 /MIZ LE T,

show running-config
license

A< — KN SA L ADRERFE TR LET,

throughput level

2Aw—hk FGA BV ADANL—Fy N LULEHTELET,
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show lisp eid

ASA EID 7 — 7 /L % Fn$ 5 I21% . FikE EXEC & — K T show lisp eid =~ > RZ2H L 7,

show lisp eid [site-id id]

X OHH

aw RS 7+
JU Bk

a<v v RKE—F

site-id id BEDY A O EID A% FRRLET,

77 a0 F OEEREIL S D EE A

ROKIZ, A~ FEANTELHEF—RF2RLET,

TZ7AT U —I)V
T—F X2V T4 aVTFRAD
< JVF
FF AR avrx
a<w v RE—F N—FTv N |7Vvrh U | A b AT A
¥eHE EXEC o Xth o Xth o XHi o i |—
o< FERE Jy—= EEAR
9.5(2) Ioawry RPREBMESNE LT,
R LEDOHA KT ASAIXEID &9 A ~ID ZHHEA 172 EID 7 — 7V E2#EFF L4, 7T — 7 V2 E£RT D120,
A show lisp eid =~ > R&HH L £7,

PGRAZ 70— FLYF L DUSP A L ART T a3 ZoNT

ASA X BFTOEFIZOWTCLISP "7 74 v 7 2BBEL.V—L VAR T AKX Y TEIED
7O DEREZFEH L ET.LISP OFESITLE Y ASA 7T ZAHX A= T BPIOKR Y 7
Jb—& L ETR £721ZITR L DB TESNALISP h I 7 4 v 72 REBEL FD%. 7u—0OffH
HEH LW A hA~EETXET,

JIAE TJua— FEY T 4 IITEROMBICEET AR ENGENTWET,

1. (A7 a)HRAMERITIV—"DIP 7 RL RIS BMASN S EID ORE : HHD
Ry T N—HZIEASA 7 T AEZPEE L TWRWER MEEIFER Yy hU—27 1295 EID
WA E—VEEETLHIILENHL7-OEID 27 7 AXICEHET L —"FETxry b
T =T DHRIIRET DI ENTEET 2RI TAEN 2009 A FOIIZEHE LT
WHMLISP (X3 2O A N TEBE L CWAGAIX. 7 T AXICEHET S 2 >O% A O
EID @4 % & ¥ $ 7, policy-map type inspect lisp. allowed-eid 35 1 O® validate-key =~ >
EZRBLTLLTEEN,
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LISP b7 7 4 v 7 DA AT 23 L ASA X DR v 7 —4 L ITR %7213 ETR [#
TEEENTZEDEMA vy E—ICBELUTCLISP b T 7 4 v 72 BAELE4,ASA T EID &
B A N ID ZMBAT D EID 7 — 7 NV EHERFLE T, 728 2R RKHIDE v T v—F DEE

JLIP 7 FL AL ITR 721X ETR D527 RL A% O LISP N5 7 4 v 7 2 g+ 5 0E
NH Y FJ inspectlisp =2~ FESHL T 72 &0,

BESNE NI 747 TO70— F YT 4 2 GNCT AP —ER R — VXA

TJUVT A AN N T T 47 T70—F VT o ZHNTIVLERNLY $9,72 & 21F.

7ua— % UT 4% HTTPS b7 7 4 v 7 OFRIZHIB L2V FFEDOY— L DTV B
DEND T 74 v 7 OBRITHIR LTZ Y TE E£7, cluster flow-mobility lisp =~ > K% &
LTL &N,

P A FID:ASA T T AKX 2=y bDOY A FID ZHEA LT HLWATAEE ZHB L E
T, site-id T~ REZSMH L TS0,

Ta— VT4 EHENNT DI TALZLNNVDOHRE: Y TAZ LY THL7a— EEY
TFAEANCTHUERHY T, ZOF T 70K 2T L T RHREDY T
AZADRNT T4 7 FERFT IV r— gL Cryae— 2 T4 2EICES E/-1T
E2h 2 T & £ 9, flow-mobility lisp =~ > FEZZH L T 720,

15 W2 show lisp eid =~ > KO %2R LET,
ciscoasa# show lisp eid
LISP EID Site ID
10.44.33.105 2
10.44.33.201 2
192.168.11.1 4
192.168.11.2 4
o< K a<wy R B
allowed-eids IP7 RLARIZESWTHRESID EID ZRELET,
clear cluster info Ja— v VTr 4 Ao HE7 VT LET,
flow-mobility counters
clear lisp eid ASA EID 7—7 /L5 EID #HIBR L £,
cluster flow-mobility V—v 2 K)o —D7o— T VT4 2480 LFET,
lisp
flow-mobility lisp JTAZOT7u— T YT 4 EECLET,
inspect lisp LISP N7 7 4 v 7 &L ET,
policy-map type LISP i &EEZ W A X~ A4 AL ET,
inspect lisp
site-id 7 TAB =D A MIDARELET,

show asp table classify LISP /1> ASP 7 — 7 L% &k L £,
domain inspect-lisp

show cluster info TJu— kb VT4 AV EERRLET,

flow-mobility counters

show conn LISP 7R — EE U T A DHRLERD VT 74 v 7 2RFLET,
show service-policy P—ERA R —2ERLET,

validate-key LISP A vt — VY &#WIET 270 0FRiEGXF—2 AN L ET,
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show local-host

T—H ) RANDOFRy N T =T REEFIRT DI FFHE EXEC &£ — KT show local-host % fif
)EH L\ij_o

show local-host [hostname | ip_address] [detail] [brief] [all] [connection {sctp | tcp | udp |
embryonic} start[-end]] [zone [zone-name]]

X DOHHA all (BEIE)ASA IC8i T2 a0 — B LR A R & ASA )BT 50— H L7k A
rREFENET,
brief (A7 var)a—h/VKRAMNETAEHRREREFZERLET,

connection {sctp | (B IL)FE 5 & BEFHEDO X A SIS WT HIHI. TCP.UDP. £ 721X SCTP @

tep | udp | T4 NVE WAL E T, start DAL EDX A T O/ EREE R L E

embryonic} To-end DBEZEZEHDH L 10-100 2 F O AR ETCEE+T. 260

start[-end] T4 NV IEERNCHERT A b MHAEDbETCTHERAT A L TEE T,

detail UEB) T 7T« 77 xlate BELOFR v MU — 7 #Eft OFEMEH &2 5D 7=,
a—H) KRR MEROFEMALR Y N =7 REEZFRRLET,

hostname | (AFvar)a—HhVRA NG EILIPVAIPV6 7 KL AZFRE L £9,

ip_address

zone [zone_name)

(FFva )/ —rTricu—hL AR NEEELET,

P W T 7 a0 F OEEREILS D EE A

a<w v RE—F WORIZ, a~ REANTESE—FexRLET,

T7AT Ut —)V
T—F X2V T 4 aTFHAB
< J)VF
b7 AR avTXx
a<w s KRE—F N—Tv N | 7L b U | R B AT A
e EXEC o X%fhin o X%fhin o X%fhin o X%fhin —
= NIgHE yy—= ERNE
7.2(1) RAMRRSHDET LTI, ZOa~wy RICEY a1 ¥ —7 <
ARAERBRENDA LA =T oA ARERIND LT FE L,
7.2(4) FH LW 2-2DF 7 = o connection & brief 7° show local-host = ~ >
RIZIBMEN B IIBNEHR A SO TT7 o vZ ) 7 a5 X
AN E LT,
9.1(2) TLARY) R=Z2DT F— k& LT AT Smart Call Home [F ) %

®{E9 2 2~ K23, show local-host =2~ > K> show local-host |
include interface =~ FIZEABF INFE L, INFE A F—T =4
AT RURAIERERMELET,
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FEREOTA RS
%

4l

||

Jyy—= EREAK

9.3(2) zone X*— U — RN BIMENFE LT,

9.5(2) BRPEREINTAZ VAT (F) TRy I T v T R—bsOTmavs
NrREIhdL o120 E L],

9.5(2) SCTP #f5e 23 H I IB I & 41 FE L 7=, connection sctp 55— 7 — R 23BN
ShE L7z,

9.14(1) Pefoe 7 4 V2 DX — T — R TCP,UDP, %7213 SCTP IZBE 1L S 4L
FL7-,

show local-host 2~ RZEHT5 L . n—H LV KA DRy U= REEZR R TEET,
B—H ARA NI NT T 4w 7% ASAICERT DA ERIT N T 7 4 v 7 2 L THEET 5
EEDOARA MR U TER SN E T,

Zoavwy REFEHTLIE . B—D NV HFANOEBRAT y FBLOEEH AR v hE2FRRTEE
T AEBERIZIZI. A MZEID Y TONZPAT R— D7y 7 BEENRET,

KA RNKIROHBETNVDOGEE NV—T v K E—RTHNEHDOFA MU= V=2 LR —A
= NI =Ry N =) EBETDHEXICOARGIRMEICI T FENET A
YH—=F oy b ARAMIFIREICE Y hENERA Y= EER—2OMDO NT T 4 v 7 BB
BT BERANL HIBREICIY Y bENERA,T 740 b b— NMZBEEMS T O A v F—
T2 RIAVE—FR Y P AV E—T A ALRARENET, T 74/ b— FBRRVEA,
FTRTOA L E—T 2 A A LEORANPFIREICI Y NENET, VT AT LY R E—
RTIE AR MDD A o F—T = A AR A MIREIC S 7> b EanEd,

BilEEhiz47y gy
Zoavy RCIL EROGIRE S Rorm SVE T BEHHIRARE SN TR WES fiEE LTOo
NERSHIRITEH SN EEA,

TCP RATZAGWFEE STV D AT SYN WE N3 A3 5 & show local-host =~ > K| /)T
W RITZE SN OBNERRZRICF ESnET, 207 o — L Niddy . meihd—7
VRO ERRLET,

show local-host =~ > R ) TIE A X T ¢ v 7 i 21T 58 2 MMoxt L TR R RE D
il fE (TCP ARAT 5245 DK HER) M EXE 4TV 585412, TCP embryonic count to host counter
PEHSINET, 2O X MMOF A MDD ZOFRA MIED D PIEGEOGFHEZ R L E

T ZORBPHEE S NIZRKHIREZBIRT S & ZOFR A b~OF BRI TCP RITZEN
WS ET,

&Iz . show local-host =~ > RO /I ZRLET,

ciscoasa# show local-host

Interface mgmt: 2 active, 2 maximum active
local host: <10.24.250.191>,
SCTP flow count/limit = 0/unlimited
TCP flow count/limit = 1/unlimited
TCP embryonic count to host = 0
TCP intercept watermark = unlimited
UDP flow count/limit = 0/unlimited
local host: <10.44.64.65>,
SCTP flow count/limit = 0/unlimited
TCP flow count/limit = 1/unlimited
TCP embryonic count to host =1
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TCP intercept watermark = unlimited

UDP flow count/limit = 5/unlimited
Interface inside: 0 active, 0 maximum active,
Interface outside: 0 active, 0 maximum active
Interface any: 0 active, 0 maximum active, 0 denied

WIZ AR A IR 3 5 ASA T show local-host =~ > RO 2R L,

ciscoasa# show local-host
Detected interface 'outside' as the Internet interface. Host limit applies to all other
interfaces.

Current host count: 3, towards licensed host limit of: 50

Interface inside: 1 active, 1 maximum active, 0 denied
Interface outside: 0 active, 0 maximum active, 0 denied

WIZ R A NEIFES 3 % ASA TO show local-host =~ > RO OB EZ R LET. 277 L. 5 7 +
kb= FRRWEES AR MIRIZ TR TOA v F—T oA ACHEAENET T 741 b

N—h A B =T AL T 74NN V= NERIFIV— EREHT LA F—T = A4 ANRK
T LTV AEEIIRHETE RN 3 H Y £,

ciscoasa# show local-host
Unable to determine Internet interface from default route. Host limit applied to all
interfaces.

Current host count: 3, towards licensed host limit of: 50

Interface clin: 1 active, 1 maximum active
Interface clout: 0 active, 0 maximum active

WIZ R A MR 720y ASA T show local-host =~ > RO B2~ L F 5,

ciscoasa# show local-host
Licensed host limit: Unlimited

Interface clin: 1 active, 1 maximum active
Interface clout: 0 active, 0 maximum active

ROFITIIFED A A MIBET 2 ERICHT T EDORR FOFEMFERELZ R L TWET,

ciscoasa# show local-host 10.1.1.91
Interface third: 0 active, 0 maximum active
Interface inside: 1 active, 1 maximum active
local host: <10.1.1.91>,

SCTP flow count/limit = 0/unlimited

TCP flow count/limit = 1/unlimited

TCP embryonic count to (from) host = 0 (0)
TCP intercept watermark = unlimited

UDP flow count/limit = O0/unlimited

Xlate:
PAT Global 192.150.49.1(1024) Local 10.1.1.91(4984)

Conn:
TCP out 192.150.49.10:21 in 10.1.1.91:4984 idle 0:00:07 bytes 75 flags UI Interface
outside: 1 active, 1 maximum active

ciscoasa# show local-host 10.1.1.91 detail
Interface third: 0 active, 0 maximum active
Interface inside: 1 active, 1 maximum active
local host: <10.1.1.91>,

SCTP flow count/limit = O0/unlimited

TCP flow count/limit = 1/unlimited

CiscoASA V'V —X a<w R U777 LR Sawr
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TCP embryonic count to (from) host = 0 (0)
TCP intercept watermark = unlimited
UDP flow count/limit = 0/unlimited
Xlate:
TCP PAT from inside:10.1.1.91/4984 to outside:192.150.49.1/1024 flags ri
Conn:
TCP outside:192.150.49.10/21 inside:10.1.1.91/4984 flags UI Interface outside: 1 active,
1 maximum active
Ea~ K a<wy R = B
clear local-host (BE1E) show local-host 2~ > RIZ L > TERREINDBE— /LR A b2y
LDOFy MU — AR £,
nat X NI =27 %70 — L IP T KL A 7 — VAT £,
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show logging

Ny Z77HNOva 7 E3E0MO 0 X VT L FRT DI FHE EXEC £ — KT show

logging =~ > K& L ET,

show logging [message [syslog_id | all] | asdm | queue | setting | flow-export-syslogs]

WX OHH

all

EE) T _XTD syslog A vE—V ID & HES N EERLET,

asdm

flow-export-syslogs

(
(EE)ASDM X7 Ny 77y ONREERLET,
(

F 72 g V)NetFlow ([CEEENDIA =V L FNUONA RX—T b
WTFE =T AnEFRRLUET,

message (EB)T 74N FUSNADL XNV HEA v =V BRI LET, A Y
= LULEFRET S 1215, logging message =~ KA S L TL 72
éb\o

queue (EE)syslog A vt —Y Fa—%FRLET,

RIE (ER)RF U ITREERRLET . X7 Ny 77 3R RSNLEE A,

syslog_id EBE)RRTOIAvE—VUFEFERELET,

F 7 %)V b

a<v v RKE—F

F 740 N OBIELHEILD D EH A,

ROKF, ZDa~xwr FEANTELE—FERLTHET,

TZ7AT Ut —IV
T—F X2V T4 aVTFRAD
< J)VF
FF AN av7x
a<w s RKE—F 2l 2 NV P VAT A
i HE EXEC o Xt o Xt o Xt o Xt o Xt
o< FBRE JyYy—= EEANK
7.0(1) Zoawy RBEMENE L,
8.0(2) syslog ¥ —/37% SSL/TLS Bt 2 /0T 2 L O ICRES N TV DI N E 9k
R~LET,
8.1(1) flow-export-syslogs ¥ — U — R2yuE S E Lz,
8.4(1) show logging =~ > RCIX EET v v 7 OBITEOREIZET L= U RN
HAOCEENET,
9.7(1) Zoa<wy RO IPYE 7 R LA TRIE ST syslog — 303G £

nNTWET,
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fv
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()

logging buffered =~ > FZ{E/H L TV 5 I5E % — 7 — K722 L@ show logging =~ > R b T,

BIEDA v = RNy 77 LBIEORENRRINET,

show logging queue =~ > FZfEM T2 & IKDIEHRERRTEET,
o Fa—HNDAvE—THK

o Fa—NICFEREINTEA vE—VDRKE

o WHUCFINTE D7 0y 7 AFUNRPOTIZDIEEINIZA vE—V8

o M7y TBIUMOD syslog A v&—T T LIZHx2DF 2 —

(B EBrlEdRETLIF2— A XL L THAESNLIBETHY HRKFEF2— A X%
RLETHRESINTZF 22— A X280 D41, show logging queue =~ > KD H 77|

FEOF 22— A APREINET,

KIZ  show logging =~ > RO NI Z R L ET,

ciscoasa(config)# show logging
Syslog logging: enabled
Facility: 20
Timestamp logging: enabled
Standby logging:disabled
Debug-trace logging: disabled
Console logging: level informational, 3962 messages logged
Monitor logging: disabled
Buffer logging: disabled

Trap logging: level informational, facility 20, 20549 messages logged

Logging to inside 10.2.5.3 tcp/50001 connected
Permit-hostdown state
History logging: disabled
Device ID: disabled
Mail logging: disabled
ASDM logging: disabled

state DA %72 fE 1L enabled, disabled, disabled-blocking, 35 & U" disabled-not blocking T3,

WIZ, BF =7 syslog — "R E I 417- show logging =~ > RO B 2R L ET,

ciscoasa(config)# logging host inside 10.0.0.1 TCP/1500 secure
ciscoasa(config)# show logging
Syslog logging: disabled
Facility:
Timestamp logging: disabled
Deny Conn when Queue Full: disabled
Console logging: level debugging, 135 messages logged
Monitor logging: disabled
Buffer logging: disabled
Trap logging: list show _syslog, facility, 20, 21 messages logged
Logging to inside 10.0.0.1 tcp/1500 SECURE
History logging: disabled
Device ID: disabled
Mail logging: disabled
ASDM logging disabled
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|
IZ . show logging queue =~ > RO %2R L £9,
ciscoasa(config)# show logging queue
Logging Queue length limit: 512 msg(s)
0 msg(s) discarded due to queue overflow
0 msg(s) discarded due to memory allocation failure
Current 0 msgs on queue, 0 msgs most on gueue
& 1Z . show logging message all =~ > NOH Nl ZR L F9,
ciscoasa(config)# show logging message all
syslog 111111: default-level alerts (enabled)
syslog 101001: default-level alerts (enabled)
syslog 101002: default-level alerts (enabled)
syslog 101003: default-level alerts (enabled)
syslog 101004: default-level alerts (enabled)
syslog 101005: default-level alerts (enabled)
syslog 102001: default-level alerts (enabled)
syslog 103001: default-level alerts (enabled)
syslog 103002: default-level alerts (enabled)
syslog 103003: default-level alerts (enabled)
syslog 103004: default-level alerts (enabled)
syslog 103005: default-level alerts (enabled)
syslog 103011: default-level alerts (enabled)
syslog 103012: default-level informational (enabled)
RIZ NetFlow I[IZEESNDH A v =V & ZNOBA R—TNNT 4 B—T A0 ERKRT HH)
R LET,
ciscoasa# show logging flow-export-syslogs
Syslog ID Type Status
302013 Flow Created Enabled
302015 Flow Created Enabled
302017 Flow Created Enabled
302020 Flow Created Enabled
302014 Flow Deleted Enabled
302016 Flow Deleted Enabled
302018 Flow Deleted Enabled
302021 Flow Deleted Enabled
106015 Flow Denied Enabled
106023 Flow Denied Enabled
313001 Flow Denied Enabled
313008 Flow Denied Enabled
710003 Flow Denied Enabled
106100 Flow Created/Denied Enabled
MEa< R awy R = B

logging asdm ASDM ~Du X 7% A X —T W LET,
logging buffered Ny Tr~DaX x4 Fx—7 VI LET,
logging NetFlow 7 — Z ([ZB# T 50TV D syslog A vE—V %A X —7
flow-export-syslogs L7235 ¢ £ —7 I LET,

. N e
logging host syslog V=" E&HR L £,
logging message A=Y LRV ERET LN EIEFAyE—VET =T LIC

LET,

logging queue nXT Fa—EHELET,
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show mac-address-table

MAC 7 KL A T —7 )V %A FK9 B0 ¥4 EXEC £ — K C show mac-address-table =< > K

ZRHLET,

show mac-address-table [interface_name | count | static | vtep-mapping]

WX DN

57 )V b

av v RKE—F

count

(EB)FATIvI/BIORAST v 7 2 YO E T L
\i—g_‘(]

interface_name

(EEMACT RV A F—T NV = N EERTABARL L F—T A A
X EEELET,

FHAY

UEB)AZT 4y =2 NI DOKRE—BELET,

vtep-mapping

(7> a))E—RVTEPIP 7 RLARERESNT- VNI A » Z —
ToAALEDOULAX 28T —TIL(MAC 7 RL A 5T —7 ) 2 EKR
L/ij‘o

AV H =T 2 A ABEBELRVES T XTOA 2 F—T =214 AMACT FL A2 T b BRFER

éhi—g«o

ROKIZ, A~ FEANTELHE—RF2RLET,

a<v v RFE—F

TZ7AT UF—Iv
T—F X2V T4 2V TFRAL
< JVF
FF AR aITx

N—FTv N |7vrh U | A b

i+ EXEC I S I S I S o XIS |—
o RERE yy—=x EREAK

7.0(1) Zoawy RRNBMEnE L,

9.4(1) vtep-mapping ¥ — 7 — R2EBHENE L,

9.7(1) N—T v K E— ROV R—FRNBEIMINE LT,
l &1z .show mac-address-table =~ > KO 1fFlZ R~ L £7,

ciscoasa# show mac-address-table

interface

outside
inside
inside

mac address type Time Left
0009.7cbe.2100 static -
0010.7cbe.6101 static -
0009.7cbe.5101 dynamic 10
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# |

|
WIZ NERA > X — 7 = A AP show mac-address-table =~ > KOH 1%~ L £,
ciscoasa# show mac-address-table inside
interface mac address type Time Left
inside 0010.7cbe.6101 static -
inside 0009.7cbe.5101 dynamic 10
K 1Z . show mac-address-table count =~ > KO HZ R L E9,
ciscoasa# show mac-address-table count
Static mac-address bridges (curr/max): 0/65535
Dynamic mac-address bridges (curr/max): 103/65535
show mac-address-table vtep-mapping =~ > FIZOWTIX ROH I EBZML T 7ZE W,
ciscoasa# show mac-address-table vtep-mapping
interface mac address type Age (min) bridge-group VTEP
vni-outside 00££.9200.0000 dynamic 5 1 10.9.1.3
vni-inside 0041.9£00.0000 dynamic 5 1 10.9.1.3
HEa<v R a<w K B
firewall transparent T AT I — )V E—FRERFNSAXT L MIEELET,
mac-address-table AL FIv 7 MACT RLA T NI DEA LT NERELET,
aging-time
mac-address-table MAC7 RL AR T—TNWWIZAXT w7 T RLRA T MU &BEMNL
static F9,
mac-learn MACT RL A F—=u7%F 41— LET,
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show mac-learn

WX DN

F7 %V b

a<v s RFE—F

A B =Tz A L TMAC 7 —=V T NA Z—TNIT 48 —T N EERRT DI,
¥t EXEC & — R T show mac-learn Z ] L £ 9,

show mac-learn

Zoavwy FIEBIEERIZF—U—RIZIH Y A,

T 7 4N FOBERLHEITH D FHEA,

WORIZ. a~ REANTESE—FeRLET,

T7AT Ut —)V
T—F X2V T 4 ayTFHAB
< J)VF
FF AR T
gy RE—F N—T v R | TV I | R B VAT A
¥ #E EXEC o Xfiis o Xfiits o Xfiis o XpIS |—
= NIgHE yy—= ERNE
7.0(1) Zoawy RNBEINEhE L,
9.7(1) =T v KE— ROV R— R BEIMESNE L,
FHREDODHA RS FTIFNVITHEA L F—T A AIEBERE NI 74 v 7 DMACT FLAZHBHIZEE L,V
A AT DIRIET A FUEMACT RL A T—7ZBMLET A v X —T =2 AT &IT
MAC 79 —=0 0 %25 4 —TNICTHI ENTEET,
! &I . show mac-learn =~ > FOH 2R L £9,

ciscoasa# show mac-learn
no mac-learn flood

interface mac learn
outside enabled
insidel_2 enabled
insidel_3 enabled
insidel_4 enabled
insidel_5 enabled
insidel_6 enabled
insidel_7 enabled
insidel_8 enabled
diagnostic enabled
inside enabled
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EHEa~<v R a2 K A

mac-learn MACT7 RL R S—=27%F 4&—7 NI LET,
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show management-access

WX DN

F7 %V b

a<v s RFE—F

HELT 7 AR ESNINEA 8 — 7 = A ADL R FRT 521 K5 EXEC £— R T
show management-access 2~ > R&fHH L £7,

show management-access

Zoawy FIEBIEERIZF—U—RIIH VY 8 A,

77 4N FOBERLHEITH D FH A,

WORIZ. a~ REANTESE—FexRLET,

T7ATUH—IV
T—F X2V T 4 aTFHRAB
< I)VF
FF AR arrx
aw s RE—F N—Fy K| Tk | | X} AT A
¥¢#E EXEC o XIS o fits o fit o 3t o 3t
= NIgHE yy—= ERNE
7.0(1) Zoawy RRBMMEnE Lk,
ER EDOTA FZ management-access =~ > R+ 5 & mgmt_if CHRELIZ 77 AT UV r— NV A F—T =
AV AADIPT RLARAZEMBHL T AHEEA L X — T 2 A AZERTEET A v H—T oA 24
1% nameif =< > FIT X - TiEFE S show interface =~ > RO T TG "I ENTHE
RENET),
il Iz Tinside | E WH LRI T 7 A T O — N A v B —T oA AEEHT VEA AL X —T =
ARELTRELMRERRT 0L RLET,
ciscoasa(config)# management-access inside
ciscoasa(config)# show management-access
management-access inside
HEa~ R a<w R A

clear configure
management-access

ASA DEBT 7 ADTOD NEA X —T A ADALT 4 F 2
L—ya UEHIBRLET,

management-access

BT Ve AHONEA v E—T oA ARHRELET,
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# |

show-map-domain

F 7 %)V b

a<v s RE—F

~ v BT T RLUABXOHR— h(MAP) R A A > &2 FRT 521, FiHE EXEC € — K T show
map-domain =~ > R&H L £,

show map-domain

T 74V MREITH Y FE A,

ROKIZ, A~ FEANTEHEF—RF2RLET,

TZ7AT U —IV
T—F X2V T4 aVTHFRALD
< JVF
b Z7 AR a T
a<wy RKRE—FR N—T v R |7V U | R B AT A
¥5#E EXEC £— R, o 3t > — I S o XPIH |—
a- v g JYy—x EEAR
9.13(1) Ioawry RREAINE LT,

BRLOAA KT
sy

Bl

show map-domain =~ > RIZX > TMAP 27 4 ¥ =2 L — 3 URFR/RIINE T (show
running-config map-domain & [F£E) 3 [FFFIZ KA A VERERBEDINEI DL RINET,

WOFNZIE2 DD RAAL (1 ED)NHY FT, ZOHTITIEMAP KA A2 2 BRERRTZD
T 7T 4 7 TIERWZ ERHHENTWET,

ciscoasa(config)# show map-domain

MAP Domain 1
Default Mapping Rule
IPv6 prefix 2001:db8:cafe:cafe::/64
Basic Mapping Rule
IPv6 prefix 2001:cafe:cafe:1::/64
IPv4d prefix 192.168.3.0 255.255.255.0
share ratio 16
start port 1024
PSID length 4
PSID offset 6
Rule EA-bit length 12

MAP Domain 2
Default Mapping Rule
IPv6 prefix 2001:db8:1234:1234::/64

Warning: map-domain 2 configuration is incomplete and not in effect.
ciscoasa(config)#
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HEa<w R

a<wv R

B!

basic-mapping-rule

MAP RAA VOFER~ BT V— L ERELET,

default-mapping-rule

MAP RAALVDOF 74NN w7 A—NAEBELET,

ipv4-prefix

l

MAP RAA VDOER L T V—ILDIPVA TV T 4 v T A% &
ELET,

ipv6-prefix

MAP RAAL L DER~ B T IL—LDIPV6 TV T (v 7 A%
ELET,

map-domain

<~ BT T RLABLOR—FMAP) KAAL U EFRELET,

share-ratio

MAP KA A VDR~ BT — L DR— b EERELET,

show map-domain

~ v BT T RUVABIOE— FMAP) KA A IZBET 2 E#HAEFR
%Li‘a‘o

start-port

MAP FAA VDR~ B 7 L— LOBRER— 2R TELET,
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show memory

MEAEY) ORKE.BLXOARL—T 0 V7 VAT ATHEMBHARERZEEX AT ) BEOER
% F T DI, FiHE EXEC £ — R C show memory =~ > R&ffH L E7,

show memory [detail]

WX DN

F 7 %)V b

a<v s RE—F

detail (EBE) 222 ATV BLONED Y THELVAT L AT OFME 22—
FFERLET,

T 74N N OBERHIEH D R A,

WDFIZ, a2 REAJTESE—RRERLET,

TZ7AT U —IV
T—F X2V T4 aVTFRAD
< JVF
FF AR T X
a<w v RE—F N—FTv N |7Vvrh U | A b AT A
¥t EXEC o X% o X% o X% o X% o X%
o< FERE Jy—x EEAR
7.0(1) Zoawy RNBIMENE L,
9.2(1) ASAv ZH R — F T A7DIC ARME~ 2> (VM) OFEHEHR A B &
NnNE L=,
9.3(2) WES A E U ~ 3 — ¥ ) show memory detail =~ > K DOFEHAE glibc 7 A 7
FVICEEHZ bNE LT,
ERALEDH A FZ showmemory 2~ RTWEAEY ODRKEBIOAX L —F 4 V7 AT N CTEHUIEM AT
V4 RRAREIAETYBOENZR I CTEET AT BLEZISCTEV Y THNET,

SNMP % {1 L C show memory =~ > R HiEMAE R RTHZ LT £,

show memory detail ® 177 % show memory binsize 2~ N & EQIFEH LT AEY V-7 %
TRy JTEET,

show memory detail =~ > FH L. EH . DMA AEV bt —7 AEVD3O50O% 7 v a3 il%y
FTEFETENITE AT REOE D B THRERRINET,DMAIZY 7 LT AE

DV ETIETHISNTWRWAEY X b —7 & B2 v E 7, Free memory OfEIT, & — 7" ND
FKEH A€V TF,Used memory DEIZ . HIV Y THEADAEY OHFFHERLET, E—7HY
YTOWMI HADOBRFETRRENET, FHAT Y BILODMA THIAE VIXBIOT AT L
Tt ABIOEIZ VPN b —E R Lo THEH SN ET,

CiscoASA V'V —X a<w R U777 LR Sawr

9-68



Free memory /3, Heapcache Pool, Global Shared Pool, 35 X T} System @ 3 DD 431253 341 TV
% 9, Heapcache Pool & Global Shared Pool 1%, glibc B — 7" CHIHFAIEE/R A E Y DZEE K& T
T, System (X ML R DV AT LANDLEV Y THZ LN TEHMHAEER AE Y TT,ASA
T H AT HE 72 Free memory D #2%¥ & 13, Heapcache Pool, Global Shared Pool, ¥ & OF System D&
NSER

Used memory |3 Heapcache Pool, Global Shared Pool, Reserved, 3 & TF System Overhead @ 4 2D
¥ 43257 7240 TU Y E 97, Heapeache Pool & Global Shared Pool 7°—/ V|, glibc & — 7" ® Used
memory DEETY, T AE YU (DMA)IL.DMA O 7 —/LIZ PRSI TWVWDLAET&TT,
System A —/N—~v NI, S EZERET T o AD glibe ——~y FRBI RN nt 2
A==y RTT,
o AEVF EBFIZCDMA Lt —7F v v v JICTFHENET,
e BN E—F AEVEFE—T XX v ahbFV L THLA ZORICE—T v v a
L Ign b =" VEET—ANnEE Y THRET,
o Ju—NNAHEFE TN TIE MBS CTUATANL AT Y RNEINE T, AT BEK
SNTEEDEHITRDTZIC VAT AITIELET,
o EEE—T AEVORFITI. E—TFr v allu—n"NHET—LDOAEYRFEIT, T
AT LDEZAFVEEEZMAT-HDOTT,
Y THNTEAEY OFMEHERDOEF (A M) FNZFRKR S 45 AL show memory detail =~
¥ R O EEEOfE (MEMPOOL_GLOBAL_SHARED POOL STATS) Titd W £+ A,

N—=230932) LVENE.TRTOIRT L AEY (DMA F— /LA ZFEE) N
MEMPOOL_GLOBAL_SHARED ®—#i& L TEREINE T, DFE D . TXTOHE Y Y CTr[RE/RZE
& AE U 78 MEMPOOL_GLOBAL_SHARED IZ& Y £ L7-2,23— 3 > 9.3(2) Tl
MEMPOOL_GLOBAL_SHARED |Z. 7 — F7 v 7EHIT R TOIV AT A ATV ZREGELEEA
DOMBERE XIFIC R RDAN—T 4 T VAT AZAE Y ZERLET, FEICK
BOAFYNBEENTZ L EIZ VAT LAY NRENET, FOREE,
MEMPOOL_GLOBAL_SHARED O # A XIFE|ZGE U TS THERENE T HI YT
i LT 570 /& A€ Y BEi1X . MEMPOOL_GLOBAL_SHARED (2% &1 E 9,

HAE A X49,152 D7 0 v 7 NEEF— 280 4 To5hThb RSN B A X
131,02 7 ay 7 RED B TCENTNWDHZEERLET, ZOHAE . B ATV X
131,072-49,152=81,920 /XA bk HAL T L E 723, FEER I 100,000 /31 h 3o LEJ (X
AE Y DITESM),

ciscoasa# show memory detail

Free memory heap: 1193358928 bytes (13%)
Free memory system: 6596267951 bytes (74%)
Used memory:
Allocated memory in use: 464188448 bytes ( 5%)
Reserved memory (DMA) : 513802240 bytes ( 6%)
Memory overhead: 202659216 bytes ( 2%)
Total memory: 8970276783 bytes (100%)
Least free memory: 7963442431 bytes (89%)
Most used memory: 1006834352 bytes (11%)

MEMPOOL_HEAPCACHE_0 POOL STATS:

1541406720
633
0

Non-mmapped bytes allocated
Number of free chunks
Number of mmapped regions
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Mmapped bytes allocated 0
Max memory footprint 1541406720
Keepcost 1190961440
Max contiguous free mem 1190961440
Allocated memory in use 348047792
Free memory 1193358928
————— fragmented memory statistics -----
fragment size count total
(bytes) (bytes)
32 177 5664
48 204 9792
64 161 10304
80 3 240
96 1 96 % *
112 2 224
160 5 800
192 1 192
208 1 208
224 1 224
240 1 240
256 13 4064
384 2 864
512 3 1648
1024 1 1296
12288 1 13792
24576 2 57424
32768 1 43824
65536 1 65616
262144 1 322672
1572864 1 1843712
1190961440 1 1190961440%*
* - top most releasable chunk.
** - contiguous memory on top of heap.
————— allocated memory statistics -----
fragment size count total
(bytes) (bytes)
80 1637 130960
96 13898 1334208
112 3422 383264
128 1910 244480
144 3677 529488
160 463 74080
176 856 150656
192 357 68544
208 350 72800
224 370 82880
240 337 80880
256 2293 587008
384 596 228864
512 657 336384
768 504 387072
1024 449 459776
1536 1217 1869312
2048 376 770048
3072 137 420864
4096 652 2670592
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6144 73 448512
8192 212 1736704
12288 643 7901184
16384 598 9797632
24576 31 761856
32768 77 2523136
49152 31 1523712
65536 200 13107200
98304 30 2949120
131072 20 2621440
196608 28 5505024
262144 14 3670016
393216 23 9043968
524288 5 2621440
786432 9 7077888
1048576 11 11534336
1572864 10 15728640
2097152 5 10485760
3145728 3 9437184
4194304 3 12582912
6291456 1 6291456
8388608 1 8388608
12582912 7 88080384
MEMPOOL_DMA POOL STATS:
Non-mmapped bytes allocated = 513802240
Number of free chunks 153
Number of mmapped regions 0
Mmapped bytes allocated 0
Max memory footprint 513802240
Keepcost 190724944
Max contiguous free mem 190724944
Allocated memory in use 322994736
Free memory 190807504
————— fragmented memory statistics -----
fragment size count total
(bytes) (bytes)
48 30 1440
96 1 96**
112 28 3136
160 1 160
208 1 208
224 1 224
240 2 480
256 1 288
384 19 9104
512 65 40656
768 1 800
1024 2 2608
190724944 1 190724944+
* - top most releasable chunk.
** - contiguous memory on top of heap.
————— allocated memory statistics -----
fragment size count total
(bytes) (bytes)
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160 1

240 92

256 2

512 2
1024 163
2048 5
8192 1
12288 18
16384 1
32768 38
49152 1
65536 1
131072 4
196608 3
262144 8
393216 6
524288 2
786432 1
1048576 11
1572864 7
3145728 8
6291456 5
8388608 1
12582912 7

160
22080
512

1024
166912
10240
8192
221184
16384
1245184
49152
65536
524288
589824
2097152
2359296
1048576
786432
11534336
11010048
25165824
31457280
8388608
88080384

MEMPOOL_GLOBAL_SHARED POOL STATS:

Non-mmapped bytes allocated
Number of free chunks
Number of mmapped regions
Mmapped bytes allocated
Max memory footprint
Keepcost

Max contiguous free mem
Allocated memory in use
Free memory

fragment size count
(bytes)

432 1

40960 1

fragment size count
(bytes)

96 1

112 1

160 1

208 3

Summary for all pools:

Non-mmapped bytes allocated
Number of free chunks
Number of mmapped regions
Mmapped bytes allocated
Max memory footprint
Keepcost

135168
4

0

0

0
51616
51616
4064
131104

total

total

2055344128
790

0

0
2055208960
1381738000
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| #

4l

671046592
1384297536

Allocated memory in use
Free memory

WDOHFTTIE 131,072 DRV ITH A X 149,0327 D7 a v ZREND Y CTENZZ & 2R L
iﬁ‘o

ciscoasa# show memory binsize 131072
MEMPOOL_HEAPCACHE_0 pool bin stats:

pc = 0x7£739a97db9f, size = 1490327 , count = 9
pc = 0x7£7399be30al, size = 309008 , count = 2
pc = 0x7£7399be31f4, size = 1255704 , count = 9
MEMPOOL_DMA pool bin stats:

pc = 0x7£73984ba38d, size = 323486 , count
pc = 0x7£73984b8e55, size = 320286 , count
MEMPOOL_GLOBAL_SHARED pool bin stats:

non
N

show memory detail =~ > FOHTICEFH AL MIOBENREN DL DIIHERICL D2 DO TT,
ZHUTIFRD 2 SOBH A H Y £,

o BTTFTIALUE A RIKH LT TRTDOT T T AL NORFHERETHUNENH L L H
DT T TR WA ROE Y THAIEF %<ﬁé btn7x~v/xz%$¢
HATREVEDN BV o  EMERE A BT H I BT bDOF ¥ o 7 2FT4 5 2 LRSI
R0 FET,

o £ binsize IZXF LT, ZHIZV 7 INT=E0 YT A N REREZHERTIHILENHD EID Y
TS BELET LAREER DV £, ZDFA.CPU Z2EMB EH TERW=d D YT
ZEMENCEIE T A LERH Y T B0 L TE2HB L% Mo 7o 28 A1) 248D
VTCERITEDYTHEBRLIZZ ST AFVIRERE(/L L TWDR[REMENH Y £97,
TR FEIAA RMNTIE EBEROME T < mfES RS ET,

&IZ . show memory =~ > RO HNFIZR L ET,

ciscoasa# show memory

Free memory: 3208100250 bytes (72%)
Used memory: 1247711232 bytes (28%)
Total memory: 4455811482 bytes (100%)

£ :Free memory (£, VAT LADZEEXAEY TT,XHIZ,ASA 7 ANFHDO AEY F—/L T
HATRER AT U Z B TE 5 RN H D £, _@fﬁﬁﬁ%i@ﬂ“‘ﬂ‘é 1% show memory detail

gy REFHLET,Z7ZL.CPUDEREC, 10— RO/ v MEBERNEAT 5 ATREMN H
DIZOEEIMEH L T ZEN,

12 . show memory detail =~ > KO B %R~ L £,

ciscoasa# show memory detail
Heap Memory:
Free Memory:

Heapcache Pool: 447109376 bytes ( 10% )
Global Shared Pool: 131152 bytes ( 0% )
System: 3208100250 bytes ( 72% )
Used Memory:
Heapcache Pool: 257533696 bytes ( 6% )
Global Shared Pool: 4016 bytes ( 0% )
Reserved (Size of DMA Pool): 234881024 bytes ( 5% )
System Overhead: 308051968 bytes ( 7% )
Total Memory: 4455811482 bytes ( 100% )
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Warning: The information reported here is computationally expensive to
determine, and may result in CPU hogs and performance impact.

MEMPOOL_HEAPCACHE_0 POOL STATS:

Non-mmapped bytes allocated = 704643072
Number of free chunks = 309
Number of mmapped regions = 0
Mmapped bytes allocated = 0
Max memory footprint = 704643072
Keepcost = 446723584
Max contiguous free mem = 446723584
Allocated memory in use = 257533696
Free memory = 447109376

fragment size count total

(bytes) (bytes)

32 91 2912

48 116 5568

64 83 5312
96 1 96**

96 3 288

112 1 112

160 2 320

224 2 448

240 1 240

256 2 544

384 1 384

512 2 1392

768 2 1904

32768 1 44704
446723584 1 446723584%*

* - top most releasable chunk.

** - contiguous memory on top of heap.

fragment size count total
(bytes) (bytes)
80 937 74960

96 10758 1032768

112 2051 229712

128 898 114944

144 2887 415728

160 290 46400

176 300 52800

192 164 31488

208 246 51168

224 183 40992

240 208 49920

256 1396 357376

384 474 182016

512 305 156160

768 322 247296

1024 240 245760
1536 321 493056
2048 171 350208
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3072 45 138240
4096 259 1060864
6144 47 288768
8192 174 1425408
12288 94 1155072
16384 571 9355264
24576 17 417792
32768 51 1671168
49152 16 786432
65536 121 7929856
98304 14 1376256
131072 9 1179648
196608 19 3735552
262144 12 3145728
393216 15 5898240
524288 2 1048576
786432 9 7077888
1048576 12 12582912
1572864 5 7864320
2097152 3 6291456
3145728 2 6291456
4194304 4 16777216
6291456 3 18874368
8388608 1 8388608
12582912 3 37748736

MEMPOOL_DMA POOL STATS:

Non-mmapped bytes allocated = 234881024
Number of free chunks = 162
Number of mmapped regions = 0
Mmapped bytes allocated = 0
Max memory footprint = 234881024
Keepcost = 90103152
Max contiguous free mem = 90103152
Allocated memory in use = 144701888
Free memory = 90179136

fragment size count total
(bytes) (bytes)
96 1 96**
112 1 112
256 64 20480
384 32 15360
512 64 39936
90103152 1 90103152*
* - top most releasable chunk.
** - contiguous memory on top of heap.

fragment size count total
(bytes) (bytes)
160 2 320

256 2 512

512 1 512

1024 160 163840

2048 5 10240
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8192 1 8192
12288 18 221184
16384 1 16384
32768 37 1212416
49152 2 98304
65536 1 65536

131072 4 524288
196608 2 393216
262144 4 1048576
393216 2 786432
524288 2 1048576
786432 1 786432
1048576 3 3145728
1572864 2 3145728
3145728 3 9437184
6291456 2 12582912
12582912 3 37748736

MEMPOOL_GLOBAL_SHARED POOL STATS:

Non-mmapped bytes allocated = 135168
Number of free chunks = 4
Number of mmapped regions = 0
Mmapped bytes allocated = 0
Max memory footprint = 0
Keepcost = 96368
Max contiguous free mem = 96368
Allocated memory in use = 4016
Free memory = 131152

————— fragmented memory statistics -----
fragment size count total
(bytes) (bytes)
448 1 448
20480 1 23296

————— allocated memory statistics -----
fragment size count total
(bytes) (bytes)
96 1 96
112 1 112
160 1 160
192 3 576

Summary for all pools:

Non-mmapped bytes allocated = 939659264
Number of free chunks = 475
Number of mmapped regions = 0
Mmapped bytes allocated = 0
Max memory footprint = 939524096
Keepcost = 536923104
Allocated memory in use = 402239600
Free memory = 537419664

On 5585:

ciscoasa# show memory
Free memory: 4544618496 bytes (73%)
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Used memory:

Total memory:

1714343936 bytes

6258962432 bytes

(27%)

(100%)

Note: Free memory is the free system memory. Additional memory may
be available from memory pools internal to the ASA process.

Use ‘show memory detail’

to see this information, but use it

with care since it may cause CPU hogs and packet loss under load.

ciscoasa# show memory detail

Heap Memory:
Free Memory:

Global Shared Pool:

System:
Used Memory:

Global Shared Pool:

Reserved (Size of DMA Pool):

System Overhead:

Total Memory:

283589104 bytes ( 5% )
4544618496 bytes ( 73% )

41813520 bytes ( 1% )
445095936 bytes ( 7% )
943845376 bytes ( 15% )

6258962432 bytes ( 100% )

Warning: The information reported here is computationally expensive to

determine,

and may result in CPU hogs and performance impact.

MEMPOOL_DMA POOL STATS:

Non-mmapped bytes allocated
Number of free chunks
Number of mmapped regions
Mmapped bytes allocated
Max memory footprint

Keepcost

Max contiguous free mem
Allocated memory in use

Free memory

fragment size
(bytes)

96

112

256

384

512
250149264

- top most releasable chunk.

count

445095936

161l
0
0

445095936
250149264
250149264
194871536
250224400

250149264*

** - contiguous memory on top of heap.

fragment size
(bytes)

count

total
(bytes)

80
144
320
512
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512 1
1024 160
2048 5
8192 5

12288 27
16384 1
32768 39
49152 1
65536 1
98304 4
131072 4
196608 1
262144 3
393216 2
524288 2
786432 5
1048576 3
1572864 2
3145728 4
12582912 4

MEMPOOL_GLOBAL_SHARED POOL STATS:

Non-mmapped bytes allocated =
Number of free chunks =
Number of mmapped regions =
Mmapped bytes allocated =
Max memory footprint =
Keepcost =
Max contiguous free mem =
Allocated memory in use =
Free memory =

fragment size count
(bytes)

32 135
48 203
64 38
80 2
80 20
96 3
96 3
112 90
112 10
128 20
144 1
240 1
384 1
400 1
448 1
480 1
544 1
560 6
656 1
816 1
832 1
880 1
1088 3
1664 1
3136 1
3584 1

512
163840
10240
40960
331776
16384
1277952
49152
65536
393216
524288
196608
786432
786432
1048576
3932160
3145728
3145728
12582912
50331648

43286528
474

156
282116096
0

11200
132816
41813520
1473008

total
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8704
24576
40960

fragment size
(bytes)

96

112

128

144

160

176

192

208

224

240

256

384

512

768
1024
1536
2048
3072
4096
6144
8192
12288
16384
24576
32768
49152
65536
98304
131072
196608
262144
393216
524288
786432
1048576
1572864
2097152
3145728
4194304
8388608
12582912

Summary for all pools

Non-mmapped bytes allocated

Number of free chunks

=

count

139

Number of mmapped regions

Mmapped bytes allocat
Max memory footprint
Keepcost

ed

Allocated memory in use

Free memory

8704
25728
50064

total
(bytes)
22656
98720
1184352
134624
124160
399888
69600
27280
62016
52000
19264
93120
378368
116736
155648
241152
419840
1824768
278528
129024
3334144
344064
1425408
1511424
9568256
737280
1966080
1474560
9109504
2457600
2490368
6291456
4718592
11403264
3670016
6291456
136314388
17301504
12582912
6291456
16777216
8388608
75497472

488382464
635

0
282116096
445095936
250160464
236685056
251697408
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RK1Z . jumbo-frame reservation =~ > N % A x— 7 /L |2 L C write memory =~ > N & reload =
~ 2 R&EFIT L2 D ASA 5525 TD show memory =~ > RO 1%~ L £,

ciscoasa# show memory

Free memory: 3208100250 bytes (72%)
Used memory: 1247711232 bytes (28%)
Total memory: 4455811482 bytes (100%)

12 jumbo-frame reservation =~ > K% A 1 — 7 /LT L72\ ASA 5525 T show memory =
~v FOHAFIZRLET,

ciscoasa# show memory

Free memory: 3208100250 bytes (72%)
Used memory: 1247711232 bytes (28%)
Total memory: 4455811482 bytes (100%)

RIZ . jumbo-frame reservation =~ . N % A X — 7 /LT L72#% D ASA 5515 T show memory
avy POl EZRLET,

ciscoasa# show memory

Free memory: 3276619472 bytes (76%)
Used memory: 1018347824 bytes (24%)
Total memory: 4294967296 bytes (100%)

RIZ . jumbo-frame reservation =~ > K% A X — 7 /LT L72\» ASA 5515 T show memory =
~r FOWHEIZR L ET,

ciscoasa# show memory

Free memory: 3481145472 bytes (81%)
Used memory: 813821824 bytes (19%)
Total memory: 4294967296 bytes (100%)

X IZ . jumbo-frame reservation =~ > K& A X — 7 /LT L7 D ASA 5585 T show memory
a<wry FOMDOHlZRLET,

ciscoasa# show memory

Free memory: 8883297824 bytes (69%)
Used memory: 4001604064 bytes (31%)
Total memory: 12884901888 bytes (100%)

7|2, jumbo-frame reservation =~ > K% A X — 7 /LT L 72\ ASA 5585 T® show memory =
~ FOHHFZRLES,

ciscoasa# show memory

Free memory: 9872205104 bytes (77%)
Used memory: 3012696784 bytes (23%)
Total memory: 12884901888 bytes (100%)

KIZ,jumbo-frame =~ > K& H7R— k LT 72\ ASA 5520 T@® show memory =~ > RDH]

bl R LET,

ciscoasa# show memory

ree memory: 206128232 bytes (38%)
Used memory: 330742680 bytes (62%)
Total memory: 536870912 bytes (100%)
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KIZ ., jumbo-frame =1~ > K& 47— K LT 72\ ASA 5505 TP show memory =~ > KD H

Nl %R LUET,

ciscoasa# show memory

Free memory: 48457848 bytes (18%)
Used memory: 219977608 bytes (82%)
Total memory: 268435456 bytes (100%

KIZ.ASAv T® show memory =~ > RDOHAH %R L E7,

Free memory: 2694133440 bytes (63%)
Used memory: 1600833856 bytes (37%)
Total memory: 4294967296 bytes (100%)

Virtual platform memory

Provisioned 4096 MB

Allowed 4096 MB

Status Compliant
EEa~ R avw K L

show memory profile ASA O AT VRN (T a7 74V U )ICETAIEREERLET,

show memory binsize 4E D A F U YA XZEY Y THNTWALF ¥ o 7 OERIERE
FRLET,

CiscoASAY V) —RX a<w R U7y LR Savwr R
[



# |

a<v v FE—F

AT AMIBEEINTVWAS malloc 2% v 7 APl 2 £ 77T 51213 B #E EXEC & — R T show

|
show memory api
memory api =~ > R&fiH L E7,
show memory api
X DN Zoavy FITFGIEELTF—V—NIdb Y FH A,
T 7 &N b 77 4N FOBERLHEITH D FH A,

WORIZ. a~ REANTESE—FexRLET,

T7ATUF—IV
T—F X2V T 4 aTFHAB
~)VF
[NV SN avF R
avy RFE—F V=T N TV IV (Rb AT N
¥#HE EXEC o Xt o Xt o i _ . WG
= NIgHE yy—= ERNE

7.0(1) oIy RRBMENE LT,

EH LG A KT

AV

ZOavwy NI VAT AICEEIN TS malloc A% v 7 APl #F R LE9,

AEY TNy THEEE (O F Y | delay-free-poisoner, A €Y ~ T v — FIEAEY TuTrA
T)WRA NI 5 TV DA APL 7 show memory api O H ) IZF R I vE T,

K 1Z . show memory api =~ > ROH Nl ZRLET,

ciscoasa# show memory api
Resource Manager (0) ->
Tracking (0) ->
Delayed-free-poisoner (0) ->
Core malloc package (0)

EE=< K

a<w R A

show memory profile

ASA DA EVERRIL(T 1 7 7 A4 Vo ) ICET SRR LET,

show memory binsize

FRLET,

FEDNAFT Y A XZHY B THNTWDSTF ¥ 7 OERNE#RE
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show memory app-cache

TN = a AR D AE VIR A T 5 1T, FriE EXEC E— R C show memory
app-cache =~ > R&fifH L 7,

L DR Hshow

F7 %V b

a<v v RFE—F

show memory app-cache [threat-detection | host | flow | tcb | http | access-list | tcb-ibs] [detail]

access-list

(A7 aNTI7EBAVRANOT IV r— gy L AE)Y
FyrvirarF®FRLET,

detail EE)ZEEAEYBLOED Y THEARAL AT L AEY OFME 2 —
BERRILET,

flow (AT va)7u—T7 ) r—ral bbb A2 Sy v akrF
RLUET,

AR b (AT a)HRAIDT AV r—vary L AR FxrviakR
~LET,

http (A7 a ) HTTP DT 7V r—a v Loy AFY v viark
RLUET,

tcb (AT a)TCBOT 7V r—vay L AEY v v iakhF
~LET,

tch-ips (A7 a)TCB-IPS DT 7V r—ay LL AEY v viazk

FRLET,

threat-detection

(AT a NBEBEOT F )V r— gy LL AEY Fyvia
ZFRFLET,

T 7 a0 F OBIEREILS D EE A

WORIZ. a~ REANTESE—FEeRLET,

T7ATUF—IV
FT—FK X2 VT4 aVTHRRL
~)VF
[NRZAVZEaN T H
a<wr RE—F =7y K 7TV (7 R bB AT A
¥#HE EXEC o X o X o X o X |—
< v Rk JY—2 EEARN

8.0(1) Zoawy RpBEMmMEnE L,
8.1(1) access-list 5 X OV http 47" > g U BIEnE L,
9.10(1) tch-ips 47 a VN BIIENE LT,
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BRLOAA KT
fv

Bl

ZOaw s REERALC. TV r—2a il ks A ERRRAEHRTE £9,

X IZ . show memory app-cache threat-detection =~ > KO /1l ~ L E£7,

ciscoasa(config)# show memory app-cache threat-detection
LIMIT COUNT ALLOC FAILED BYTES USED
TOTAL 1350 460 115167 0 130926168

X2, show memory app-cache threat-detection detail =~ > RO /1 & R L E 7,

ciscoasa(config)# show memory app-cache threat-detection detail
CACHE NAME LIMIT COUNT ALLOC FAILED BYTES USED
TD ACE stats 50 0 2 0 1936

TD Host/Port counte 100 0 2 0 48
TD Host/Port counte 100 0 2 0 48
TD Host/Port counte 100 0 2 0 48
TD Host/Port counte 100 0 2 0 48
TD Host stats 50 50 16120 0 116515360

TD Subnet stats 50 2 113 0 207016

TD Host/Port counte 100 100 24618 0 3544992
TD Host/Port counte 100 100 24618 0 3544992
TD Host/Port counte 100 100 24618 0 3544992
TD Host/Port counte 100 100 24618 0 3544992
TD Host/Port counte 100 2 113 0 5424

TD Host/Port counte 100 2 113 0 5424

TD Host/Port counte 100 2 113 0 5424

TD Host/Port counte 100 2 113 0 5424

LIMIT COUNT ALLOC FAILED BYTES USED
TOTAL 1350 460 115167 0 130926168

12 . show memory app-cache host detail ==~ > FDH Al %R~ L E£9,

ciscoasa(config)# show memory app-cache host detail
CACHE NAME LIMIT COUNT ALLOC FAILED BYTES USED

SNP Host Core 0 1000 1000 5116 0 961808

SNP Host Core 1 1000 1000 4968 0 933984

SNP Host Core 2 1000 1000 5413 0 1017644

SNP Host Core 3 1000 1000 4573 0 859724

LIMIT COUNT ALLOC FAILED BYTES USED
TOTAL 4000 4000 20070 0 3773160

X IZ . show memory app-cache flow detail =~ > RO 1B =R L E T,

ciscoasa(config)# show memory app-cache flow detail
CACHE NAME LIMIT COUNT ALLOC FAILED BYTES USED

SNP Conn Core 0 1000 1000 893 0 639388

SNP Conn Core 1 1000 948 980 0 701680

SNP Conn Core 2 1000 1000 1175 0 841300

SNP Conn Core 3 1000 1000 901 0 645116

LIMIT COUNT ALLOC FAILED BYTES USED
TOTAL 4000 3948 3949 0 2827484

X2, show memory app-cache access-list detail =~ > KO %~ L E T,

ciscoasa(config)# show memory app-cache access-list detail
CACHE NAME LIMIT COUNT ALLOC FAILED BYTES USED

NP ACL log c¢ Core 0 1000 0 1 0O 68

NP ACL log c Core 1 1000 0 6 O 408
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NP ACL log c¢ Core 2 1000 0 19 0 1292
NP ACL log c Core 3 1000 0 0 0 O
NP ACL log f Core 0 1000 0 0 0 O
NP ACL log f Core 1 1000 0 0 0 O
NP ACL log f Core 2 1000 0 0 0 O
NP ACL log f Core 3 1000 0 0 0 O

LIMIT COUNT ALLOC FAILED BYTES USED
TOTAL 8000 0 26 0 1768

K1Z . show memory app-cache http detail =~ > KO HNHIZ R L ET,

ciscoasa(config)# show memory app-cache http detail
CACHE NAME LIMIT COUNT ALLOC FAILED BYTES USED
Inspect HTTP Core 0 1000 0 0 0 O

Inspect HTTP Core 1 1000 0 0 0 O
Inspect HTTP Core 2 1000 0 0 0 O
Inspect HTTP Core 3 1000 0 0 0 O
HTTP Result Core 0 1000 0 0 0 O
HTTP Result Core 1 1000 0 0 0 O
HTTP Result Core 2 1000 0 0 0 O
HTTP Result Core 3 1000 0 0 0 O

LIMIT COUNT ALLOC FAILED BYTES USED
TOTAL 8000 0 0 0 O

K1Z,show memory app-cache tcb detail =~ > FOHF %R L E T,

ciscoasa(config)# show memory app-cache tcb detail
CACHE NAME LIMIT COUNT ALLOC FAILED BYTES USED

SNP TCB Core 0 1000 1000 968 0 197472

SNP TCB Core 1 1000 1000 694 0 141576

SNP TCB Core 2 1000 1000 1304 0 266016

SNP TCB Core 3 1000 1000 1034 0 210936

LIMIT COUNT ALLOC FAILED BYTES USED
TOTAL 4000 4000 4000 0 816000

12 . show memory app-cache tcb-ips detail =~ > KO FlZ R L E T,

ha-asa5512a(config)# show memory app-cache tcb-ips detail
CACHE NAME LIMIT COUNT ALLOC FAILED BYTES USED

SNP TCB IPS Core 00 625 0 0 0 0
LIMIT COUNT ALLOC FAILED BYTES USED
TOTAL 625 000 0

ha-asa5512a(config)# show memory app-cache
CACHE NAME LIMIT COUNT ALLOC FAILED BYTES USED
[...]

SNP TCB IPS Core 00 625 0 0 0 O

SNP TCB IPS Total 625 0 0 0 O

LIMIT COUNT ALLOC FAILED BYTES USED
TOTAL 61972 149 188 0 50212
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avv K i

show memory profile ASA DA E VMR (T 077 A4 U ) ICEATHHEREZRLET,

show memory binsize 4ED A F ) P4 ZEY B THENTWAEF ¥ 7 OBEKEHR A
i’%i—\‘ Li—g«o

show memory WA ) DRKRBEE ARV —F (7 ¥ AT 5 THUEM M ATHE
ZEEAEY BIZOVWTENEZRRLET,
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show memory appcache-threshold

memory appcache-threshold D A7 —Z A&t v b B 7 M &ERRT DI FiHE EXEC £— K
C show memory appcache-threshold =~ > R & H L £,

WX DN

F7 %V b

a<v s RFE—F

show memory appcache-threshold

Zoawy NIEBIEERIZF—U—RIIH Y A,

77 4N FOBERLHEITH D FHEA,

WORIZ. a~ REANTESE—FeRLET,

T7ATUH—IV
T—F X2V T 4 ayTFHAB
< IVF
FF AR arrFx
avy RFE—F N—Ty N TV h (YT (RAb VAT A
¥¢#E EXEC o XIS o XIS o XIS — o XIS
o< RERE Jyy—= EEARN
9.10(1) Zoavy RPREAIIE L,
ERLEOHTA KT EFEIAGET SV r—raOby N AT FEAEVEDYTLEVVEORAT —F A& FRKRT
A4 %1Z1%, show memory appcache-threshold =~ > K& ffi fl L £ 7,
1 W2 BRI G T 77 /r—3 3 > @ memory appcache threshold D 27— ¥ X & KT 56 %~ L
ij‘o
ciscoasa# show memory appcache-threshold
CACHE NAME  STATUS THRESHOLD HIT COUNT
SNP Conn Core 00 ENABLED 85 5
ciscoasa# show memory appcache-threshold
CACHE NAME  STATUS THRESHOLD HIT COUNT
SNP Conn Core 00 DISABLED 85 5
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|
Z 9-10 show memory appcache-threshold 7 v —/v'
74 —VF Bl
Cache Name BERGOT I r—ray v v aDLRHLASA9.10.1 U U —X
TIEX.SNP Conn Core 00 7 U r—a DX v v o XA TDOHN
FHINET,
Status (A7 — & X) ZOT7T V= ay ¥y v a XA 7D appcache-threshold HEREN
BN E R LET,
Threshold ZOTTVr—var ¥y yia FATOLEVE, 2L 21, 85)
ET AT LAEY D 8% NESNTND Z EE2EKRLET,
Hit Count AT ERRBIZZ VT INTHE IO LEVEICE v b L7zEEL
o~ Rl awy R Bl
memory BEDAEY LEVWVHEIZELEZZOT SV r—vary vy

appcache-threshold enable = %Y 24T HIFR 9 5 2 1d, memory appcache-threshold %

M LET,

clear memory
appcache-threshold

memory appcache-threshold Dt v b I v 27 U7 LET,
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show memory binsize

FREDNA TV H A ZZHID HTHATND T v 7 OB AE RKRT 51213, R EXEC
“&— R T show memory binsize =~ > R& i L £,

show memory binsize size

XD size BEDNAFT Y A ZXDF v 7 (AEY Ty 7)) 2R RLET A
A F U A XX show memory detail =~ > K H /D [fragment size | 5]
PO INET,

T7 4V 77 40 FOBIEREIEDH Y FHE A,

a<v RKE—F ROKIZ, A~ FEANTEHEF—RF2RLET,

T7AT U+ —IV
T—F X2V T4 2V TFRAL
< J)VF
b T VAR arrx
a<wv RE—F 22l S 2 NV S VAT A
i HE EXEC o Xt o Xt o X o X o Xk
v MR JyY—2 EEAR
7.2(1) Ioawy RREBMENE LT,
FREDTA RS Zoa<r FICMEREDOTA R4 RNHY £8 A,
A
il WINZ ATV A X500 I2F DB THNTET v 7 IO TOENFEREFZRT HB %2R L
£7,
ciscoasa# show memory binsize 500
pc = 0x00b33657, size = 460 , count = 1
BEa<w R a<w R B

show memory-caller  ASA LIZEREINTWDHT FLUAHHHAEZRRTLET,

address

ASA DAF VR (a7 74V o ) ICEATAEHREF R LET,

show memory profile

MEAT) ORKBEEFXL—TF 7 VAT N CTHAEM HATGER
WERAETYEIZOWTERHEERLET,

show memory
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show memory caller-address

ASA TREINTT RV AHiPHAZ R RT 5 I2I1L FHE EXEC £ — K T show memory
caller-address =~ > R&HEH L £,

WX OHH

F7 %V b

a<v s RFE—F

show memory caller-address

Zoavwy NIEBIEERIZF—U—RIIH Y T8 A,

T 7 4N FOBERHEITH D A,

WORIZ. a~ REANTESE—FeRLET,

T7ATUF—IV
T—F X2V T 4 aTFHAB
~)VF
P77V AR =N
a<wrRE—F =7y R |7V~ [TV |[RB AT A
FibE EXEC o Xt o Xty |— o Xfits o Xfits
v RIgHE Jy—2= EHENE
7.2(1) Coawy FABMSE LT,
R EDOHA KT 7 KL R#iJH % show memory-caller address = ~ > K C#/~xJ % Hil|Z. memory caller-address =
A VY RTRETHDMLERD Y £,
il K12 . memory caller-address =~ > K C7 N L A% E 7 5 1k, 3 L O show mem-

ory-caller address ==~ > KO NFER OB 2R L ET,

ciscoasa# memory caller-address 0x00109d5c 0x00109e08

ciscoasa# memory caller-address 0x009b0ef0 0x009b0£f14

ciscoasa# memory caller-address 0x00cf21lc 0x00cf4464

ciscoasa# show memory-caller address
Move down stack frame for the addresses:

pc
pc
pc

7 K L R#iPH 7% show memory-caller address =2~ > K& A )T D HIIIHE STV RN o728
BT RLRAFRRSNER A,

0x00109d5c-0x00109e08
0x009b0ef0-0x009b0£f14
0x00cf211c-0x00cf4464

ciscoasa# show memory-caller address
Move down stack frame for the addresses:
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a<w R A

memory caller-address R/E5C PCDAEY T uv 7 5B ELET,
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show memory delayed-free-poisoner

memory delayed-free-poisoner % = — O IR DO EH % Fm 3 5 121L, FiHE EXEC E— KT
show memory delayed-free-poisoner =~ > K& i L 7,

show memory delayed-free-poisoner

B oA Zoawy FIEBIEERIZF—U—RIIH Y T8 A,

574/ b T 7 4V N OEERCHEIXDH Y AL

a<w v RE—F WORIZ. a~ REANTESE—FeRLET,

T7ATUF—IV
T—F X2V T 4 aTFHAB
~)VF
[NV SN avF R
avy RFE—F V=T N TV IV (Rb AT N
¥#HE EXEC o Xt o Xt o i _ . WG
= NIgHE yy—= ERNE

7.0(1) oIy RRBMENE LT,

EF EDOHA K  clear memory delayed-free-poisoner =~ > R& i L T, ¥ = —B X OWiHEHRZ 27 V7 LE T,
A v

il 12 show memory delayed-free-poisoner =~ > KO 12~k L E 7,

ciscoasa# show memory delayed-free-poisoner
delayed-free-poisoner statistics:
3335600: memory held in queue
6095: current queue count
0: elements dequeued
3: frees ignored by size
1530: frees ignored by locking
27: successful validate runs
0: aborted validate runs
01:09:36: 1local time of last validate
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# 9-11 |Z,show memory delayed-free-poisoner =~ > N ) TOEELR T + —/L NOFH 2/~

LET,
Z# 9-11 show memory delayed-free-poisoner =~ FH D8
TA4—IVF B!

memory held in queue

delayed free-memory poisoner » —/b & = — | SN A€V,
delayed free-memory poisoner 7 — /LB A F—T T2 o TR WE
B.ZD XD 7 AE VL, E %  show memory H /) ClHl22 & | R EIZ7/2
DET,

current queue count

#‘J“—cz%égﬁo)i&o

elements dequeued

Xa—NbOHIRSNTEERZOR, ZOBI. VAT LNDZEEAEY
o2 AT ORI FITT RN TREKIIC 2 —ITREFEEINS 2
Lzl s BAa i LUEGED 1,

frees ignored by size

ERWPNETETCHER NI v F IR CE R o220,
X o —ZHLE SR Do TR SR D3,

frees ignored by
locking

BEOT 7V r—alNAEVZHHLTWATZ), F o —ICiE
EINTIT Y — T K > TRATZAE SN R IE SR D8, Stk AE
BRRELU CU AT AR LET U r—va RN, 2o AE Y i@k s
55‘3“‘07—%”@ %Tij‘o

successful validate
runs

clear memory delayed-free-poisoner =~ > RZ{#H L C.E=# Y
TNA R =T W ENTH% ETIE7 VT ENTZHE T, F2—DORAEN
(A#EMIZ, £ 721% memory delayed-free-poisoner validate =~ > N{Z
X o O BFE S = mlk,

aborted validate runs

clear memory delayed-free-poisoner =~ > NZHH L C.£=4# 1
TIA F—=TINCENTH FF 7 VT &% T EEDO X 27
(EBIRY 72 F24T £ 7213 CLI 22 & ORGEEEK) BAFRFIZF 2 — 2 H L &
HFE LD . Fa—ORNELEZTF = v 7T 5ERNPIES -1,

local time of last
validate

BBORBIEOFEITNET L E0a—0 o 2T ARG,

EEa<v K

o< R

B!

clear memory
delayed-free-poisoner

delayed free-memory poisoner > —/L DX = — B L OHEHEHRE 7 U 7
L/ \i —é—o

memory
delayed-free-poisoner
enable

delayed free-memory poisoner > — /L & A X — 7 /LIZ LE T,

memory
delayed-free-poisoner
validate

delayed free-memory poisoner * — /L 0 % = — N O Kiak & 58 il 217
LET,
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show memory logging

73 O AE Y AMEARRILZ 2R 21213 F# M EXEC £ — R T show memory logging =~ >/

Rz LET,
show memory logging [brief | wrap | include [address] [caller] [operator] [size] [process] [time]
[context]]
LD address (AT va)T7 FLAFEHRER T LET,
brief (A7 va BRI AEVERRRLO X 7 2FRLET,
caller (AT v a ) BEEFRER S LET,
ay7FxFAL (AT vafiflarTX3A MEREFRLET,
include HBELLE 74—V FOAREHNICEDET AEBDOIAFTTZ 4 — F
ZEETCEETN LTROIAFTERINET,
1. 7ukX
2.
3. IUTHRANTUTNE— RS
4. AL (free/malloc/73 &)
5 7 FLX
6. A X
1. BEE
HAOERIZ KD LB TT,
process=[XXX] time=[XXX] context=[XXX] oper=[XXX]
address=0xXXXXXXXX size=XX @ XXXXXXXX
XXXXXXXX XXXXXXXX XXXXXXXX
KRAODREET FLARFREINETHNTRT L DI L O
B (FEZ) RHANTHIEINET,
operator (A7 a )AL —2iEREERLET,
process (A 7V ar)FubwAfEREFRLET,
size (A7 ar) A XEREFRLET,
time (F7va ) FRFEHREERLET,
wrap (FTva) AR IEHRROOX T DT v TSN T — & & FKor
LET . INODOHEET LT —FRERRINTZVRAFEINTD Lz
FOC BT AT L. Z0avry ROANBRICHESNET,
a2 T 74N FOBIERCHITH D TH A,
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av s RE—F

WDOFIZ, a2 REAJTESLE—RRERLET,

TZ7AT UF—IV
T—F X2V T4 aVTFRAL
< JVF
b Z7 AR =N
a<v KE—F N—FTv N |7vrh P/ 2R AT A
FrHE EXEC O o %S o it o X o Xt
o< R JY—2= EEAR

9.4(1) Toavwy RBREAINE LA,

BRLOAA KT
Ay

1l

show memory logging =~ > KX, 2 /7 DAEVE YL CL A VEHRREERL, 2—FN
AEY BX T Ty T AR MU TED LI LET,

&IZ,ASA T® show memory logging =~ > ROl ZRL E7,
ciscoasa# show memory logging

Number of free

Number of calloc

Number of malloc

Number of realloc-new

Number of realloc-free

Number of realloc-null

Number of realloc-same

Number of calloc-fail

Number of malloc-fail

Number of realloc-fail

Total operations 14

Buffer size: 50 (3688 x2 bytes)
process=[ci/console] time=[13:26:33.407] oper=[malloc]

addr=0x00007f£f2cd0a6c0 size=72 @ 0x00000000016466ea 0x0000000002124542 0x000000000131911a

O O O O O O O oo

0x0000000000442bfd process=[ci/console] time=[13:26:33.407] oper=|[free]
addr=0x00007fff2cd0abc0 size=72 @ 0x00000000021246ef 0x00000000013193e8
0x0000000000443455 0x0000000001318£f5b

process=[CMGR Server Process] time=[13:26:35.964] oper=[malloc]

addr=0x00007f£f2cd0aa00 size=16 @ 0x00000000016466ea 0x0000000002124542 0x0000000001827744d

0x000000000182cc8a process=[CMGR Server Process] time=[13:26:35.964] oper=[malloc]
addr=0x00007£f££224bb9f0 size=512 @ 0x00000000016466ea 0x0000000002124542
0x0000000000bfef9a

0x0000000000bff606 process=[CMGR Server Process] time=[13:26:35.964] oper=[free]
addr=0x00007£££224bb9f0 size=512 @ 0x00000000021246ef 0x0000000000bf£3d8
0x0000000000bf£f606 0x000000000182ccb0

process=[CMGR Server Process] time=[13:26:35.964] oper=[malloc]

addr=0x00007£££224b9460 size=40 @ 0x00000000016466ea 0x0000000002124542
0x0000000001834188 0x000000000182ce83

process=[CMGR Server Process] time=[13:26:37.964] oper=[free]

addr=0x00007f£ff2cd0aa00 size=16 @ 0x00000000021246ef 0x0000000001827098 0x000000000182c08d

CiscoASAV ) —RX a< R U7y LR SavwryF 1|
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0x000000000182c262 process=[CMGR Server Process] time=[13:26:37.964] oper=[free]
addr=0x00007£££224b9460 size=40 @ 0x00000000021246ef 0x000000000182711b 0x000000000182c08d

0x000000000182c262 process=[CMGR Server Process] time=[13:26:38.464] oper=[malloc]
addr=0x00007£f££f2cd0aal0 size=16 @ 0x00000000016466ea 0x0000000002124542 0x000000000182774d

0x000000000182cc8a process=[CMGR Server Process] time=[13:26:38.464] oper=[malloc]
addr=0x00007£f££224bb9f0 size=512 @ 0x00000000016466ea 0x0000000002124542
0x0000000000bfef9a

0x0000000000bff606 process=[CMGR Server Process] time=[13:26:38.464] oper=|[free]
addr=0x00007£££224bb9f0 size=512 @ 0x00000000021246ef 0x0000000000b££3d8
0x0000000000bf£f606 0x000000000182ccb0

process=[CMGR Server Process] time=[13:26:38.464] oper=[malloc]

addr=0x00007£££224b9460 size=40 @ 0x00000000016466ea 0x0000000002124542
0x0000000001834188 0x000000000182ce83

process=[ci/console] time=[13:26:38.557] oper=[malloc]

addr=0x00007f££f2cd0abc0 size=72 @ 0x00000000016466ea 0x0000000002124542 0x000000000131911la

0x0000000000442bfd process=[ci/console] time=[13:26:38.557] oper=|[free]
addr=0x00007£f££f2cd0abc0 size=72 @ 0x00000000021246ef 0x00000000013193e8
0x0000000000443455 0x0000000001318£f5b

&IZ.ASA T® show memory logging include process operation size =~ > KO H 1] %7~ L
£7,

ciscoasa# show memory logging include process operation size
Number of free 6

Number of calloc
Number of malloc
Number of realloc-new
Number of realloc-free
Number of realloc-null
Number of realloc-same
Number of calloc-fail
Number of malloc-fail

O O O O O O O o

Number of realloc-fail

Total operations 14

Buffer size: 50 (3688 x2 bytes)
process=[ci/console] oper=[malloc] size=72 process=[ci/console] oper=[free] size=72
process=

[CMGR Server Process] oper=[malloc] size=16 process=[CMGR Server Process] oper=[malloc]
size=512 process=[CMGR Server Process] oper=[free] size=512 process=[CMGR Server Process]
oper=[malloc] size=40 process=[CMGR Server Process] oper=[free] size=16 process=[CMGR
Server

Process] oper=[free] size=40 process=[CMGR Server Process] oper=[malloc] size=16
process=[CMGR

Server Process] oper=[malloc] size=512 process=[CMGR Server Process] oper=[free] size=512
process=[CMGR Server Process] oper=[malloc] size=40 process=[ci/console] oper=[malloc]
size=72

process=[ci/console] oper=[free] size=72

RIZ,ASA T® show memory logging brief =~ > KO fHlZ R~ L £79,

ciscoasa# show memory logging brief
Number of free

Number of calloc

Number of malloc

Number of realloc-new

Number of realloc-free

Number of realloc-null

Number of realloc-same

Number of calloc-fail

O O O O O 0w oo
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Number of malloc-fail 0
Number of realloc-fail 0
Total operations 14

Buffer size: 50 (3688 x2 bytes)

o< R a<v R

gﬁl(l

B

show memory profile ASA D XF VRN (T a7 740 )T AEREERLET,

show memory binsize :ED A ) YA RTE D LT HATWEF v > 7 OELIGRE
FRLET,
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# |

show memory profile

ASA DAEFVHEMR(T 07 74U o 7)ICEAT 2 FRAE KR 5ITIL FrdE EXEC E— R T
show memory profile =~ > & L £,

show memory profile [peak] [detail | collated | status]

O collated (EB)RTREINDIATUEREEELEY,
detail UEE) AEV OFEMEREZR R LET,
peak AFva)MEHPIONRy 77 TIER  BE—2 ¥ 7T RNy
Ty ERRLET,
status (EBE)AEY TurdrfA Uo7l —27 ¥ 7F ¥ Ny 757 OB
DREEFR T LET,
574/ b T 7 4V N OEECHEIEH D AL

a<w v RE—FK WORIZ, a~ REANTESE—FexRLET,

TrAT VA —IV
T—F TX2UT7 4 arTXR b
< JVF
[NV SN avF R
vy FE—F N—F v K | FTLYyh |[vvZn (&b A
Fi#E EXEC o Xt o Xt |— o X o xtiix
= NgHE yy—= ERNE

7.0(H) oavy RREMSRE L,

fFR EDHA FF  show memory profile =~ > FEHFHL T A VHEHKRRK LV EAEY V=% T T
AV Va—T 4T LET. eI rA ) I BREEISNTWVAGEETHL. TR T A Ny T 7D
NEEZRRCEET , v 7740 72T LE ANy 77 IZEBBICZ VT SNET,

N
@ AEY TR TrA VT B, R=TNICT DHEASA DT 3 —~< VAN —RIIIR T 55
HBMWH Y T,
il 12 . show memory profile =~ > KO H 2R L 7,

ciscoasa# show memory profile
Range: start = 0x004018b4, end = 0x004169d0, increment = 00000004

Total = 0

CiscoASA V'V —X a<w R U777 LR Sawr
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show memory profile detail =~ > KOH J1X.6 DDOFT—2F|L 1 DD~ X —FNI X5y ZFL,
EMIZTERINTOET ~y X —FNEL RO T — X FNKIET D AT Nry hOT R
LARFREINET (6 EE) ., 7 —XHIEKIZ.AN7 Yy F T RLARZHLTFA MERIZa—F
PEFLTOWE AL T, T =% BT LNOE VA ROIEZ. 2Oy bOTFA BT
FOoTAFYNMRFEIN TR NWZ EEFBWRLETATHOMD D T KX FID N T K55S
EICP TS LAYy T RLAEZRLTCWET . 2 E 2 BYIOITOREOT —% 5
T LDT KL A NG RE 0x001069e0 TH P DITD 2 BDDT —X BT LDT RLA N
7w BIE 0x001069e4 T LA G [FAEICHE S L CWE £ @ 1T .~y X — DT 82HDHT KL
AREDNN sy v T RUATT, UL FTIOITOREDTF —F BT L50T R L RITHESEE
MELZLOTT RN AE EFNRVTIEIRRINEE A, 2D L D RIERRITR DT,
BEEGE L WA ET, ZOHREIE. Ay X — DT HI3EOE Y A R(.) TREN
3

&2 . show memory profile detail =~ > FOH 1z R L £7,

ciscoasa# show memory profile detail
Range: start = 0x00100020, end = 0x00e006e0, increnment = 00000004
Total = 48941152

6*601069e0 . 24462
6%60106d88 . 1865870
6%6010adf0 . 7788
6*60113640 . . . . 433152

0x00116790 2480
<sni p>

K12 . show memory profile collated =~ > KD H/H %2~ L E£7,

ciscoasa# show memory profile collated

Range: start = 0x00100020, end = 0x00e006e0, increment = 00000004
Total = 48941152

24462 0x001069e4

1865870 0x00106d8c

7788 0x0010adf4

433152 0x00113650

2480 0x00116790

<More>

K12 show memory profile peak =~ > FOH N FlZ R LET, ZDa~v L RTEH . E—27 v 7
Fx Ny T ruaRRLET,
ciscoasa# show memory profile peak

Range: start = 0x004018b4, end = 0x004169d0, increment = 00000004
Total = 102400

X IZ . show memory profile peak detail =~ > FOH Nl ZR~RLET, ZDa~v2 FTEH. E—7
Xy T T Ny Tl KETHENNTY R T RLRAZHDLTHA MNa— KRBERFFLTND A
Mg ERRLET,

ciscoasa# show memory profile peak detail

Range: start = 0x004018b4, end = 0x004169d0, increment = 00000004
Total = 102400

0x00404c8c . . 102400 . . .
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# |

|
K12 . show memory profile status =~ > RO/ FlZ R LET, ZDa~v L RTIE AT 7'
TrAV T —7 XX T F v Ny 77 DBUEDREEZFR R LET,
ciscoasa# show memory profile status
InUse profiling: ON
Peak profiling: OFF
Memory used by profile buffers: 11518860 bytes
Profile:
0x00100020-0x00bfc3a8(00000004)
BEa<w R a<wy R B
memory profile enable X £ VAR (AEY Y077 AV 7)DE=H Y VT oA F—
T LET,

memory profiletext Ty ANTEZAERYIOT ST A THFAMHERTE L X,

clear memory profile XtV o771V FHEICL > THREBESNDIAET) Ny T 7%
77 LET,

CiscoASA V'V —X a<w R U777 LR Sawr



show memory region

Tut A vy 7T EFRRTDHITIE FHE EXEC £ — R T show memory region =~ > R & fj L
EJc AN

show memory region

X DOHHA Zoawy FIFGIEELITF—V—FEdH 0 T8 A,

P W T 7 a0 F OEEREILS D EE A

a<w v RKE—FK WORIZ. a~ REANTESE—FeRLET,

T7ATUF—IV
T—F X2V T 4 ayTFHAB
~)VF
[NV SN avF %
AT RFE—F N—Fy R TLYyh (Y ZA (R S N
*#*@ EXEC . jﬁﬁﬁ . jﬁﬁg ° i#ﬁﬁ ° iﬁﬁﬁ o §#ﬁ§
= NIgHE yy—= ERNE

7.0 Coavy RRBMShE L,

ER EDHA FZ  show memory region =~ > REZfiHT 2L 7Frt A A€ v v TE2RRTEET,
AV

il 12 show memory region =~ > KO 1B %2R L ET,

ciscoasa# show memory region
ASLR enabled, text region 7£7397701000-7£739bcl86c4d

Address Perm Offset Dev Inode Pathname
7£7391a06000-7£7391d09000 rw-p 00000000 00:00 O [stack:2161]
7£7391d2a000-7£739212e000 rw-p 00000000 00:00 O [stack:2157]
7£7392530000-7£7392631000 rw-p 00000000 00:00 O [stack:2156]
7£7392647000-7£7392849000 rw-p 00000000 00:00 O [stack:2154]
7£7392895000-7£7392897000 r-xp 00000000 00:01 989 /1lib64/1ibutil-2.18.s0o
7£7392897000-7£7392a96000 ---p 00002000 00:01 989 /1ib64/1libutil-2.18.s0o
7£7392a96000-7£7392a97000 r--p 00001000 00:01 989 /1ib64/1ibutil-2.18.s0
7£7392a97000-7£7392a98000 rw-p 00002000 00:01 989 /1lib64/1ibutil-2.18.s0o
7£7392a98000-7£7392¢c9a000 r-xp 00000000 00:01 2923 /usr/1ib64/libcrypto.so.1.0.0
7£7392c9a000-7£7392e99000 ---p 00202000 00:01 2923 /usr/1ib64/libcrypto.so.1.0.0
7£7392€99000-7£7392ec3000 rw-p 00201000 00:01 2923 /usr/1lib64/libcrypto.so0.1.0.0
7£7392ec7000-7£7392£28000 r-xp 00000000 00:01 3114 /usr/1ib64/1libssl.s0.1.0.0
7£7392£28000-7£7393127000 ---p 00061000 00:01 3114 /usr/1ib64/1ibssl.so0.1.0.0
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# |

7£7393127000-7£7393132000
7£7393132000-7£739316a000
7£739316a000-7£739336a000
7£739336a000-7£739336c000
7£739336c000-7£73933cal00
7£73933ca000-7£73935cal00
7£73935ca000-7£73935ce000
7£73935ce000-7£7393606000

rw-p
r-xp
-- P
rw-p
r-xp
-- P
rw-p
r-xp

00060000
00000000
00038000
00038000
00000000
0005e000
0005e000
00000000

/usr/1ib64/libxmlsecl-openssl.so0.1.2.20
7£7393606000-7£7393805000 ---p 00038000
/usr/1lib64/libxmlsecl-openssl.so0.1.2.20
7£7393805000-7£7393809000 rw-p 00037000
/usr/1lib64/libxmlsecl-openssl.so.1.2.20

7£739380a000-7£7393811000
7£7393811000-7£7393a11000
7£7393a11000-7£7393a12000
7£7393a12000-7£7393b94000
7£7393094000-7£7393d94000
7£7393d94000-7£7393dd3000
7£7393del000-7£7393d£6000
7£7393d£6000-7£7393££5000
7£7393££5000-7£7393££6000
7£7393££6000-7£739419a000
7£739419a000-7£7394399000
7£7394399000-7£739439d000
7£739439d000-7£739439£000
7£73943a3000-7£73943b8000
7£73943b8000-7£73945b8000
7£73945b8000-7£73945b9000
7£7394509000-7£73946bb000
7£73946bb000-7£73948bal00
7£73948ba000-7£73948bb000
7£73948bb000-7£73948bc000
7£73948bc000-7£73948be000
7£73948be000-7£7394abd000
7£7394abd000-7£7394ac5000
7£7394ac5000-7£7394b12000

/usr/1lib64/libgobject-2.0.

7£7394b12000-7£7394d12000
/usr/1lib64/libgobject-2.0
7£7394d12000-7£7394d14000
/usr/1ib64/libgobject-2.0
7£73944d14000-7£7394e3d000
7£7394e3d000-7£739503d000
7£739503d000-7£739503£000
7£739503£000-7£73950ce000
7£73950ce000-7£73952ce000
7£73952ce000-7£73952d9000
7£73952d9000-7£73952e9000
7£73952e9000-7£73954e8000
7£73954e8000-7£73954e9000
7£73954e9000-7£739551b000
7£739551b000-7£739571b000
7£739571b000-7£7395720000
7£7395720000-7£739576c000
7£739576c000-7£739596c000
7£739596c000-7£7395970000
7£7395970000-7£7395ac0000
7£7395ac0000-7£7395cc0000
7£7395¢cc0000-7£7395¢ccal00
7£7395ccb000-7£7395ceb000
7£7395ceb000-7£7395eea000
7£7395eea000-7£7395eec000
7£7395eec000-7£7395e££000

r-xp
= P
rw-p
r-xp
- P
rw-p
r-xp
- P
rw-p
r-xp
= P
r--p
rw-p
r-xp
B
rw-p
r-xp
B
r--p
rw-p
r-xp
B
rw-p
r-xp

so0.0.

-- P

.s0.0

rw-p

.s0.0

r-xp
B
rw-p
r-xp
I
rw-p
r-xp
B
rw-p
r-xp
R
rw-p
r-xp
I
rw-p
r-xp
=P
rw-p
r-xp
R
rw-p
r-xp

00000000
00007000
00007000
00000000
00182000
00182000
00000000
00015000
00014000
00000000
001a4000
001a3000
001a7000
00000000
00015000
00015000
00000000
00102000
00101000
00102000
00000000
00002000
00001000
00000000
3600.4

00044000

.3600.4

00044000

.3600.4

00000000
00129000
00129000
00000000
0008£000
0008£000
00000000
00010000
0000£000
00000000
00032000
00032000
00000000
0004c000
0004c000
00000000
00150000
00150000
00000000
00020000
0001£000
00000000

00:
00:
00:
00:
00:
00:
00:
00:

00:

00:

00:
00:
00:
00:
00:
00:
00:
00:
00:
00:
00:
00:
00:
00:
00:
00:
00:
00:
00:
00:
00:
00:
00:
00:

00:

00:

00:
00:
00:
00:
00:
00:
00:
00:
00:
00:
00:
00:
00:
00:
00:
00:
00:
00:
00:
00:
00:
00:

01
01
01
01
01
01
01
01

01

01

01
01
01
01
01
01
01
01
01
01
01
01
01
01
01
01
01
01
01
01
01
01
01
01

01

01

01
01
01
01
01
01
01
01
01
01
01
01
01
01
01
01
01
01
01
01
01
01

3114
3202
3202
3202
3439
3439
3439
2950

2950

2950

2976
2976
2976
2929
2929
2929
948
948
948
961
961
961
961
949
949
949
999
999
999
999
3641
3641
3641
3213

3213

3213

3120
3120
3120
3143
3143
3143
3175
3175
3175
3629
3629
3629
3146
3146
3146
2952
2952
2952
3628
3628
3628
2057

/usr/1ib64/1ibssl.so0.1.0.0

/usr/1lib64/libxslt.so.1.1.28
/usr/1ib64/libxslt.so.1.1.28
/usr/1ib64/1libxslt.so0.1.1.28

/usr/1lib64/libxmlsecl.so0.1.2.20
/usr/1lib64/libxmlsecl.so0.1.2.20
/usr/1ib64/libxmlsecl.so0.1.2.20

/usr/1lib64/1ibffi.s0.6.0.1
/usr/1ib64/1libffi.s0.6.0.1
/usr/1ib64/1ibffi.so0.6.0.1

/usr/1lib64/libpython2.7.s0.1.0
/usr/lib64/libpython2.7.s0.1.0
/usr/1ib64/1libpython2.7.s0.1.0

/1ib64/1ibz.s0.1.2.8
/1ib64/1ibz.s0.1.2.8
/1ib64/1ibz.s0.1.2.8
/1ib64/1ibc-2.18.s0
/1ib64/1ibc-2.18.s0
/1ib64/1ibc-2.18.s0
/1ib64/1ibc-2.18.s0
/1ib64/1libgcc_s.so.1
/1ib64/1libgcc_s.so.1l
/1ib64/1libgcc_s.so.1l
/1ib64/1ibm-2.18.s0
/1ib64/1ibm-2.18.s0
/1ib64/1ibm-2.18.s0
/1ib64/1ibm-2.18.s0
/asa/lib/libplatcap.so
/asa/lib/libplatcap.so
/asa/lib/libplatcap.so

/usr/1ib64/1ibglib-2.0.s0.0.
/usr/1ib64/1ibglib-2.0.s0.0.
/usr/1ib64/1ibglib-2.0.s0.0.
/usr/lib64/liblasso.so0.3.11.

3600.4
3600.4
3600.4

1

/usr/lib64/liblasso.so0.3.11.1

/usr/1lib64/liblasso.so0.3.11.
/usr/1lib64/libprotobuf-c.so.
/usr/1lib64/libprotobuf-c.so.
/usr/1ib64/libprotobuf-c.so.
/asa/lib/libmsglyr.so
/asa/lib/libmsglyr.so
/asa/lib/libmsglyr.so
/usr/1ib64/1libzmg.so0.3.1.0
/usr/1lib64/1libzmg.so0.3.1.0
/usr/1ib64/1libzmg.so0.3.1.0
/usr/1ib64/1libxml2.s0.2.9.1
/usr/1lib64/libxml2.s0.2.9.1
/usr/1ib64/1libxml2.s0.2.9.1
/asa/lib/libpdts.so
/asa/lib/1libpdts.so
/asa/lib/libpdts.so
/1ib64/1libresolv-2.18.s0o

o O O B

o O O

o O O
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7£7395e££000-7£73960££000 ---p 00013000 00:01 2057 /1ib64/libresolv-2.18.s0
7£73960££000-7£7396100000 r--p 00013000 00:01 2057 /1ib64/1libresolv-2.18.s0
7£7396100000-7£7396101000 rw-p 00014000 00:01 2057 /1ib64/libresolv-2.18.s0
7£7396103000-7£7396110000 r-xp 00000000 00:01 955 /1ib64/1libudev.s0.0.13.1
7£7396110000-7£739630£000 ---p 00004000 00:01 955 /1ib64/1libudev.s0.0.13.1
7£739630£000-7£7396310000 rw-p 0000c000 00:01 955 /1ib64/1libudev.so0.0.13.1
7£7396310000-7£7396322000 r-xp 00000000 00:01 964 /1ib64/1libegroup.so.1.0.38
7£7396322000-7£7396521000 ---p 00012000 00:01 964 /1ib64/1libcgroup.so.1.0.38
7£7396521000-7£7396523000 rw-p 00011000 00:01 964 /1ib64/1libcgroup.so.1.0.38
7£7396774000-7£7396784000 r-xp 00000000 00:01 2067 /1ib64/1ibrt-2.18.s0
7£7396784000-7£7396983000 ---p 00007000 00:01 2067 /1ib64/1ibrt-2.18.s0
7£7396983000-7£7396984000 r--p 00006000 00:01 2067 /1ib64/1ibrt-2.18.s0
7£7396984000-7£7396985000 rw-p 00007000 00:01 2067 /1ib64/1ibrt-2.18.s0
7£7396985000-7£7396988000 r-xp 00000000 00:01 2060 /1ib64/1ibd1-2.18.s0
7£7396988000-7£73960b87000 ---p 00003000 00:01 2060 /1ib64/1ibd1-2.18.s0
7£7396b87000-7£7396b88000 r--p 00002000 00:01 2060 /1ib64/1ibd1-2.18.s0
7£7396b88000-7£7396089000 rw-p 00003000 00:01 2060 /1ib64/1ibd1-2.18.s0
7£7396b89000-7£73960ba2000 r-xp 00000000 00:01 1001 /1ib64/1ibpthread-2.18.s0
7£7396ba2000-7£7396da1000 ---p 00019000 00:01 1001 /1ib64/1libpthread-2.18.s0
7£7396da1000-7£7396da2000 r--p 00018000 00:01 1001 /1ib64/1libpthread-2.18.s0
7£7396da2000-7£7396da3000 rw-p 00019000 00:01 1001 /1ib64/1libpthread-2.18.s0
7£7396da7000-7£7396dce000 r-xp 00000000 00:01 3434 /usr/1ib64/libexpat.s0.1.6.0
7£7396dce000-7£7396£cd000 ---p 00027000 00:01 3434 /usr/1ib64/libexpat.so.1.6.0
7£7396£cd000-7£7396£d0000 rw-p 00026000 00:01 3434 /usr/1ib64/1libexpat.so.1.6.0
7£7396£40000-7£73970b6000 r-xp 00000000 00:01 3113 /usr/1ib64/libstdc++.50.6.0.18
7£73970b6000-7£73972b5000 ---p 000e6000 00:01 3113 /usr/1ib64/1libstdc++.50.6.0.18
7£73972b5000-7£73972bd000 r--p 000e5000 00:01 3113 /usr/1ib64/1ibstdc++.50.6.0.18
7£73972bd000-7£73972b£000 rw-p 000ed000 00:01 3113 /usr/1ib64/libstdc++.50.6.0.18
7£73972d4000-7£73972de000 r-xp 00000000 00:01 3174 /usr/1ib64/libnuma.so.1
7£73972de000-7£73974dd000 ---p 00002000 00:01 3174 /usr/1ib64/libnuma.so.1
7£73974d4000-7£73974de000 rw-p 00009000 00:01 3174 /usr/1ib64/libnuma.so.1
7£73974de000-7£73974£000 r-xp 00000000 00:01 950 /1ib64/1d-2.18.s0
7£73976£€000-7£73976££000 r--p 00020000 00:01 950 /1ib64/1d-2.18.s0
7£73976££000-7£7397700000 rw-p 00021000 00:01 950 /1ib64/1d-2.18.s0
7£7397701000-7£739bc19000 r-xp 00000000 00:01 3650 /asa/bin/lina
7£739be18000-7£739cc16000 rw-p 04517000 00:01 3650 /asa/bin/lina
TEffFelfc000-7EE££e21d000 rw-p 00000000 00:00 0O [stack]
TEffFe2f1000-7EE££e2£3000 r-xp 00000000 00:00 0O [vdso]

BAEa~< R a<w v R 2B

memory profile enable

AEIVFEHRR(AEY o774 )0 )VDE=H ) T EBA F—

T LET,

memory profile text

TuTZ g ANTHAEIDOT 0T A THRAMIMHERELET,

clear memory profile

AEY Ty A ) U THEREICE > TRRFSNDAEY Ny T 7%

70T LET,

CiscoASAV ) —RX a< R U7y LR SavwryF 1|



show memory top-usage

show memory detail =~ > RN HF VY THNTET T T AL b A XD LN O0ERRT

5IZ1L, F#E EXEC “E— K C show memory top-usage =~ > R&{iH L £7,

show memory top-usage [num]

X DN

F 7 %)V b

a<v v RKRE—F

num

1 ~64 TY,

(A7 a )V RARMIANALFY A XOEEFRLUET, G072 EIT

num O 7 F /L ME 10 T,

WDOFIZ, a2 REAJTESE—RRERLET,

T7AT UF—IV
T—F X2V T4 aVTFRAD
< /VF
AR aTH
a<vr RKE—F =7y RN |7V (PN [ RB AT A
F#tE EXEC o Xtiis o Xtiis o Xt |— o Xtiix
o< RIBRE Jyy—= EEAE
8.4(6) Zoawy RBEMENE L,
ER LEDHA FZ  show memory detail =~ > FLEID B THNTZT T 7 AL b A XD BN OnERRT
A %1Z1%, show memory top-usage =~ > RZflif L £7,
IOaAwY RF I TARAE VT EFERALERA I TAZ I TRAX—TVOERIZT T A
BV T T 4—TNITHMLEITIHY A,
il X 1Z . show memory top-usage =~ > KO B %2R L E7,

ciscoasa# show memory top-usage 3
MEMPOOL_DMA pool binsize allocated byte totals:

fragment size count
(bytes)
1572864 9
12582912 1
6291456 1

total
(bytes)
14155776
12582912
6291456

CiscoASA V'V —X a<w R U777 LR Sawr




————— Binsize PC top
Binsize: 1572864
pc = 0x805a870, size
Binsize: 12582912
pc = 0x805a870, size
Binsize: 6291456

pc = 0x9828a6c, size

usage -----

total (bytes): 14155776

= 16422399 , count = 9

total (bytes): 12582912

= 12960071 , count =1

total (bytes): 6291456

= 7962695 , count = 1

MEMPOOL_GLOBAL_SHARED pool binsize allocated byte totals:

fragment size
(bytes)

12582912
2097152
65536

————— Binsize PC top

Binsize: 12582912

pc = 0x8249763, size

Binsize: 2097152

pc = 0x8a7ebfb, size
pc = 0x8aad4l3, size
pc = 0x8a9%bbl3, size
pc = 0x8a80542, size
pc = 0x97e7172, size
pc = 0x8996463, size

Binsize: 65536

pc = 0x913db2b, size
pc = 0x91421eb, size
pc = 0x97e7172, size
pc = 0x97e7433, size
pc = 0x82c3412, size
pc = 0x8190e09, size
pc = 0x8190af6, size
pc = 0x93016al, size
pc = 0x89fladl, size
pc = 0x9131140, size
pc = 0x8ee56c8, size
pc = 0x8056a0l, size
pc = 0x80569e5, size

count total

(bytes)

1 12582912

6 12582912

181 11862016
usage -----

total (bytes): 12582912

= 37748736 , count = 1

total (bytes): 12582912

= 2560064 , count =1
= 2240064 , count =1
= 2240064 , count =1
= 2097152 , count =1
= 2097287 , count =1
= 2272832 , count = 1

total (bytes): 11862016

BHEa~ R

o< R

= 11635232 , count = 161
= 138688 , count = 2
= 339740 , count = 4
= 197229 , count = 3
= 65536 , count = 1
= 155648 , count = 2
= 77824 , count = 1
= 65536 , count = 1
= 65536 , count = 1
= 163968 , count = 2
= 66048 , count = 1
= 66528 , count = 1
= 66528 , count = 1
B

show memory tracking

FENE SN TS TN TONREFE R LET,

CiscoASAV ) —RX a< R U7y LR SavwryF 1|



# |

show memory tracking

VUKo BB &N D BIERI Y Y THADAE Y 2R T HITIE, FiiE EXEC E— R T
show memory tracking =~ > F& /T L £ 7,

show memory tracking [address | dump | detail]

X DN

7 IV b

a<v RKE—F

address (EB)T FLAZLDAFID T v X 7 H2FRFLET,
detail (AT a)NHAEID N T vx v ZTIREE R R LET,
dump (AT a)AEVDRN T vX T T RVAERRLET,

77 4 OBIERHITH D FTHE A,

ROKIZ, 2~ FEANTELHEF—RF2RLET,

TZ7ATUF—IV
T—F X2V T 4 arTHRE
~ VT
FZ7 AR avTx
avrRKE-F =7y |7V (7N [ RB AT A
k¢t EXEC o Xtiix o xti  |— o Xtiix o Xtiix
o< NERE Jyy—= EEAE
7.2(1) Zoavwy RpBEMEnE L,
R EDHA FZ  show memory tracking =~ FZEH L T — /LT X VBRI TW D BITEHI D Y THEH O
A AV ZFRRLET,
il K12 show memory tracking =~ > FOHHHl 2R LET,

ciscoasa# show memory tracking

memory tracking by caller:

17 bytes from 1 allocates by 0x080c50c2

37 bytes from 1 allocates by 0x080c50f6

57 bytes from 1 allocates by 0x080c5125
20481 bytes from 1 allocates by 0x080c5154

& 1Z . show memory tracking address =~ > RO il Z R~ L ET,

ciscoasa# show memory tracking address
memory tracking by caller:

17 bytes from 1 allocates by 0x080c50c2

37 bytes from 1 allocates by 0x080c50f6

57 bytes from 1 allocates by 0x080c5125
20481 bytes from 1 allocates by 0x080c5154

B CiscoASAYV—X o= RUT77L VR Savwr R



memory tracking by address:

37 byte region @ 0xaB893ae80 allocated by 0x080c50f6

57 byte region @ 0xa893aed0 allocated by 0x080c5125
20481 byte region @ 0xa8d7cc50 allocated by 0x080c5154
17 byte region @ 0xaB8a6f370 allocated by 0x080c50c2

12 . show memory tracking dump =~ > ROH HOHIZR L £,

ciscoasa# show memory tracking dump

Tracking data for the 57 byte region at 0xa893aed0:

Timestamp: 05:59:36.309 UTC Sun Jul 29 2007

Traceback:

0x080c5125

0x080b3695

0x0873£f606

0x08740573

0x080ab530

0x080ac788

0x080adl41l

0x0805df8f

Dumping 57 bytes of the 57 byte region:

a893aedl: Oc Oc Oc Oc Oc Oc Oc Oc Oc Oc Oc Oc Oc Oc Oc 0C | «.ovvvnevnnennn..
a893aeel: Oc Oc Oc Oc Oc Oc Oc Oc Oc Oc Oc Oc Oc Oc 0c 0C | wevvrvnnunennnnn
a893aef0: Oc Oc Oc Oc Oc Oc Oc Oc Oc Oc Oc Oc Oc Oc Oc 0C | «.ovevnennnennn..
a893af00: Oc Oc Oc Oc Oc Oc Oc Oc Oc | .........

RN

a<wv R B!
clear memory tracking BFAENEINTWDLTRTOEREZZ VT LET,

CiscoASAV ) —RX a< R U7y LR SavwryF 1|



# |

show memory utilization

WX DN

Show memory utilization =~ > RZ il L TLASA IZHRESN TS Y v— R L& WEOHIR
LIy valfRERRLET,

show memory-utilization [reload-threshold]

avw s RFT7+
JU Bk

a<wy KNE—F

reload-threshold BRESNTWVLYAT A AEYDOY a— RLEWVEOHIR, BLU, v
AT ADY B —FROFNIY T v ¥ alFRBEGFEINTHDENE D %
ForLET,

T 7 4/ FOBESLEIZSH D EH A,

ROKIZ, A~ FEANTELHEF—RF2RLET,

TZ7AT T4 —Iv
T—F ExF2VT 4 arTFHFRLE
< VT
FZ AR a T
a<w v RE—FR =T N |7V §h Ul | A AT A
sa—s) ary7 4 Xalb— | e Xk o X o X o X ° —
va

o NEkE

BRLOAA KT
Ay

Bl

JY—2= EEAR
9.7(1) ooy RBRBEMENE L,

Jer—FLEVEPRESNTWDNE S 0% R 7 5213 show memory utilization= <~ > R
ZHEHALET RESNATHDHEIT LEVEDOHIIRE Ve — FAREINDANIY T v
ValfRERGTHAA T a b EBRIRT 0 E ) NEHERTEET,

WIZ ASA BICAE U FEHRNEREZRTET 202~ LET,

ciscoasa# show memory-utilization reload-threshold
Memory-Utilization reload-threshold is not configured.

ciscoasa# show memory-utilization reload-threshold
Memory-Utilization reload-threshold is configured:
Reload at: 93%

Crashinfo Generation: yes

ciscoasa# show memory-utilization reload-threshold
Memory-Utilization reload-threshold is configured:
Reload at: 90%

Crashinfo Generation: no

CiscoASA V'V —X a<w R U777 LR Sawr
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show memory webvpn

WebVPN O 2 & U i FRIR UL OHEEHE 2 AT 5 1213, F74#E EXEC “E— R C show memory
webvpn =~ RZMiH L £,

show memory webvpn [allobjects | blocks | dumpstate [cache | disk0 | disk1 | flash | ftp | system
| tftp] | pools | profile [clear | dump | start | stop] | usedobjects { {begin | exclude | grep |
include} line /ine}]

X DN

F 7 %)V b

allobjects T Tyl TRTOERERAL T V=7 NI OEREAA TV <
7 MZOW T, WebVPN A E VA EOFMAER R LET,

begin —ET BT BB L ET,

blocks AFEY 70y 7O T WebVPN A E UEHEOFEMAZERZRL £,

cache WebVPN AEY F¥ v aRBOX L TDOT7 7 A VA EIRELET,

clear WebVPN X a7 7 A V&7 VT LET,

disk0 WebVPN 2 £V diskORRED X > T D7 7 A VA ERELET,

disk1 WebVPN 2 €Y diskl IREED X > T D7 7 A VA ERELET,

dump WebVPN A€ a7 7 A NVET7 7 ANMIHITLET,

dumpstate WebVPN A E UREEZ 7 7 A VIZH I L ET,

exclude —HT 27 EBRALET,

flash WebVPN AE Y 75 v alRBEBODX L TDT7 7 A N4 EIEELET,

ftp WebVPN X &Y FTPRFED X L T D7 7 A N ZFRE L £ 7,

grep —HTHITEEODL, TR L ET,

include — T AT EDET,

line —HT HITERELET,

line —HT HITEHEELET,

F—)v AEY F =TT, WebVPN A E Vi HEDOFHEMAZFRRLET,

774  WebVPN AEU 777 A NENRELT. 77 AV LET,

system WebVPN X EY VAT LREDHE L TDT7 7 A N4 ERELET,

start WebVPN A€ YU 777 A )VONELZHMGL T,

stop WebVPN XU a7 7 A LDOIREEELLFT,

tftp WebVPN A& U TFTPIREED X > T D7 7 A V4 ZfRELET,

usedobjects HRHEHRF 7Y =7 FZOUWT . WebVPN A E U EOFEMAERLET,

T 74N N OBIERHIEH D EH A,

CiscoASAV ) —RX a< R U7y LR SavwryF 1|



# |

av s RKE—F

WDOFIZ, a2 REAJTEDE—RRERLET,

T7ATUF—Iv
£T—F X2V T4 aVTFRAL
< IVF
[NV SN SN
awr RKE—F =7y N | Tvrhd (7 R b VAT A
Fi#E EXEC o KIS |— o KIS |— —
Ja—)LarZ 4 Xal— | e Wt |— o Xt |— —
vaY
webvpn 227 4 X2 L — o X |— o XS |— —
va v
g @R Jyy—= EHENE
7.1(1) Zoavwry RpBEMEE Lz,
il & 1Z . show memory webvpn allobjects =1~ > RO H Nl Z R L ET,
ciscoasa# show memory webvpn allobjects
Arena 0x36b14f8 of 4094744 bytes (61 blocks of size 66048), maximum 134195200
130100456 free bytes (97%; 1969 blocks, zone 0)
Arena is dynamically allocated, not contiguous
Features: GroupMgmt: SET, MemDebugLog: unset
Pool 0xd719a78 ("cp_entries" => "pool for class cpool entries") (next 0xd6d91d8)
Size: 66040 (1% of current, 0% of limit)
Object frame size: 32
Load related limits: 70/50/30
Callbacks: !init/!prep/!f2ca/!dstr/!dump
Blocks in use:
Block 0xd719ac0..0xd729cb8 (size 66040), pool "cp_entries"
Watermarks { 0xd7098f8 <= 0xd70bb60 <= 0xd719a60 } = 57088 ready
Block size 66040 not equal to arena block 66048 (realigned-to-8)
Used objects: 0
Top allocated count: 275
Objects dump:
0. Object 0xd70bb50: FREED (by "jvclass_pool_free")
BEax< R awv R A
memory-size WebVPN MEH TE 5 ASA DAEY BEHFELET,
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show mfib

BRI MY B LS V2 —T = A AOBLHE S MFIB & £/R77 52013 574 EXEC £— KT
show mfib =~ > FZfEH L £,

show mfib [group [source]] [verbose] [cluster]

(A7 a)MFIB DRy 7 EBFLHEOX A~ —EEFRRLET,

X DA 75 AE
group (AT a )V FHRY AR TAL—TFDIPT FLAZFERLET,
source (AT a )T AR NL—FDEETOIPT RLRAEZRRL
FI, 2T 40BN Ry Mg 10 #EELZDOZ=FFY A NIPT FL X
—’C“—g«o
verbose (ER) = FVICEAT 2 EBMEREZR T LET,
T 74k EEOSIBMERBELLRWNWE T RXTOITN—TDERPERINET,

a<w s RE—FK WORIZ. a~ REANTESE—FEeRLET,

T7AT Ut —)V
T—F X274 arTEA L
< JVF
72U AR TR
gy RE—F N—T v R | TV I | R AT A
o— EXEC £ 721345 hE o ity |— o XPIS |— —
EXEC
= NgHE yy—= ERNE
7.0(1) Zooa=r RRBEMERE L,
9.0(1) cluster & — U — RN BEMENE L7z, ASA 5580 3 L T8 5585-X (2 DA
WHINET,
il &Iz show mfib =< > RO AHIZ R LET,

ciscoasa# show mfib 224.0.2.39

Entry Flags: C - Directly Connected, S - Signal, IA - Inherit A flag,
AR - Activity Required, D - Drop

Forwarding counts: Pkt Count/Pkts per second/Avg Pkt Size/Kbits per second

Other counts: Total/RPF failed/Other drops

Interface flags: A - Accept, F - Forward, NS - Negate Signalling
IC - Internal Copy, NP - Not platform switched
SP - Signal Present

Interface Counts: FS Pkt Count/PS Pkt Count

(*,224.0.1.39) Flags: S K

Forwarding: 0/0/0/0, Other: 0/0/0

CiscoASAY V) —RX a<w R U7y LR Savwr R
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# |

EHEa~<v R a2 K A
show mfib verbose Rk N BIOS X —T = A AT AEME R F R LET,
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show mfib active

TIT 4 TIR<NTHx A NEELER AT DI, 2 —% EXEC £ — NFE 723554 EXEC
£ — R T show mfib active =~ > F&ZfHH L £,

show mfib [group] active [kbps]

L OB group TEB)~LF XX AN TA—FDIPT KL ATY,
kbps EE) ZOoEU Lo AF X ¥ A b A MY —LADBRITERKREHIRL
i‘a‘o
ZOawy NGB ELIFTXF—TUY—REIH A,
T 74N kbps DT 7 + )V MEIX 4TI, group ZHELBRWIGEE . T X TOIZ V=T N RENET,

a<wy KNE—K

ROKIZ, 2~ FEANTELHEF—RF2RLET,

T7AT T4—IV
T—F X254 a3 THRE
< )VF
FZ AR VTR
gy RE—R =T N |7V h Ul | AR AT A
o—H EXEC % 7213454 o ity |— o XS |— —
EXEC
o< R Jy—= EEAR
7.0(1) o<y RpEMmEnE L,
R EDHA KZ  show mfib active 2~ > RO TIE.PPS DL — MIEFZITAOKENERENET,ASA RN
A4 BOBMEEERT HDILRPEF N7y RBRRR LG EN NV—FBNBEA L F—T A A
OIF) U A FZEFILCRPE X7 v FE2E=H L TCWAEETT, 20O LI REENEEL T
DEEIT NV THXY AN V=T 4 U TICHEN D D AREENRH Y £7,
il 1z . show mfib active =~ o FOH I Z - L £,

ciscoasa# show mfib active
Active IP Multicast Sources - sending >= 4 kbps

Group: 224.2.127.254, (sdr.cisco.com)
Source: 192.168.28.69 (mbone.ipd.anl.gov)
Rate: 1 pps/4 kbps(lsec), 4 kbps(last 1 secs), 4 kbps(life avg)

CiscoASAV ) —RX a< R U7y LR SavwryF 1|



# |

|
Group: 224.2.201.241, ACM 97
Source: 192.168.52.160 (webcast3-el.acm97.interop.net)
Rate: 9 pps/93 kbps(lsec), 145 kbps(last 20 secs), 85 kbps(life avg)
Group: 224.2.207.215, ACM 97
Source: 192.168.52.160 (webcast3-el.acm97.interop.net)
Rate: 3 pps/31 kbps(lsec), 63 kbps(last 19 secs), 65 kbps(life avg)
o< R a<w v R W ER

show mroute active TITFAThvILFXY AN AN —AEERLET,
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show mfib count

MFIB /v — k &)y N — X 2 FEond HIC1%,. 2 —% EXEC £— RN F 7213554 EXEC £ — K

C show mfib count =~ > FZEH L £,

show mfib [group [source]] count

WX DN

F7 %V b

av v RE—F

group

(FBE)~LVFX¥ AN ZA—7DIP T KL AT,

source

(EB)~LVFXXY AP L— FEETLOIPT RLATT, 2L 445
B Ry MIZ 10 ERLZOZ=FFY XA NPT RLATT,

T 7 4V F OBEREIZH D A

WORIZ, a~ REANTESE—FexRLET,

T7ATUF—IV
£—F ¥F2VF 4 IVFHR L
< JVF
[ NZAZSZ A =V
avy RFE—F N—Ty N TV h (YT (RAb VAT A
o —H BEXEC & 721354 o Xh&  |— o P& |— —
EXEC
o< RERE yy—2 EHENE
7.0(1) o<y RpBEMmEnE L,
FEREDHTA RS Zoa~vr NI A7y ho ey BT HMEHEREERLET,
A
il W1z . show mfib count =~ > RO HFI R LET,
ciscoasa# show mfib count
MFIB global counters are :
* Packets [no input idb] : 0
* Packets [failed route lookup] : 0
* Packets [Failed idb lookup] : 0
* Packets [Mcast disabled on input I/F] : 0
EEa< R a<w R B!

MFIB V. —% /N)ry N Ao 2% 7 U7 LET,
NV TFXXY AR NV—hK BT HFERRLET,

CiscoASAY V) —RX a<w R U7y LR Savwr R
[

clear mfib counters

show mroute count




# |

show mfib interface

MFIB 70 ZIZEB L TWAB A X —T oA AD/NT v MEFEREZERTHI20T, 22—
EXEC & — K% 721344 EXEC & — K T show mfib interface =~ > F&#H L £7,

show mfib interface [interface]

O interface (EBE)A v H—T oA ARG FBESINTA VX —T 24 ADIIZER
ZHIFE L E T,
FT7FIVE TXTOMFIB A v % —7 =4 ADBERNBFRENET,

av RKE—F ROKIZ, A~ FEANTELHEF—RF2RLET,

T7ATUH—IV
T—F X2V T4 aVTFRAD

< JVF

b Z AR T X
a<w v RKE—F N—T v N |7V v | R b AT A
o —H EXEC % 713454 o Xt |— o Xt |— —

EXEC

o< FERE Jy—= EEAR
7.0(1) Zoawy RNBINEE L,

l & IZ . show mfib interface =~ > RO A2~ L £,

ciscoasa# show mfib interface
IP Multicast Forwarding (MFIB) status:
Configuration Status: enabled
Operational Status: running
MFIB interface status CEF-based output
[configured, available]
Ethernet0 up [ no, noj
Ethernetl up [ no, noj
Ethernet2 up [ no, noj

BAEa~ K SE A B
show mfib EXETAMO=Y NUBLIOA 2 —7 = A ZIZB$ 5 MFIB {54
PFRRLET,

gﬁl(l
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show mfib reserved

FHRIGE IR N — T B FoRrT BHI21E, = — % EXEC £— R £ 721345 EXEC & — K T show mfib
reserved 2 <> RAEMFAHLE T,

show mfib reserved [count | verbose | active [kpbs]]

X DA active ER)T 7T AT~ NT Xy A NEFELERRILET,
count EBE) 7y hBXIOV— FOBICET 2T — 2 2R LET,
kpbs (AT a)ZOEUEDT 77 4 77~V FF v A FREILICR
REFIRL ET,
verbose (fEE) BMERE LR LET,
T 7 4V b kbps DT 7 v MiEIx 4 T,

a<w v RE—F WORIZ. a~ REANTESE—FexRLET,

T7AT Ut —)V
T—F X2V T 4 ayTFHAB
< J)VF
FZ7 o AR =N
a<wy KRE—F —F v K |7V §h I | R B VAT A
o —H EXEC % 7213454 o ity |— o ity |— —
EXEC
= NIgHE yy—= ERNE
7.0(1) Zoawy RNBEINEhE L,

FREDODHA KT Zoa~<r FiZ.224.0.0.0 ~ 224.0.0.225 O#i{d> MFIB = F Y #F R L £,
AV

il &Iz . show mfib reserved =~ > RO OB 2R L E4,

ciscoasa# command example
Entry Flags: C - Directly Connected, S - Signal, IA - Inherit A flag,

AR - Activity Required, D - Drop Forwarding Counts: Pkt Count/Pkts per
second/Avg Pkt Size/Kbits per second Other counts: Total/RPF failed/Other drops Interface
Flags: A - Accept, F - Forward, NS - Negate Signalling

IC - Internal Copy, NP - Not platform switched

SP - Signal Present
Interface Counts: FS Pkt Count/PS Pkt Count
(*,224.0.0.0/4) Flags: C K

Forwarding: 0/0/0/0, Other: 0/0/0

CiscoASAY V) —RX a<w R U7y LR Savwr R
[




# |

|
(*,224.0.0.0/24) Flags: K
Forwarding: 0/0/0/0, Other: 0/0/0
(*,224.0.0.1) Flags:
Forwarding: 0/0/0/0, Other: 0/0/0
outside Flags: IC
dmz Flags: IC
inside Flags: IC
Ea~ K a<wy R = B

show mfib active TITFAThvILFXY AN AN —AEERLET,

B CiscoASAYV—X o= RUT77L VR Savwr R



show mfib status

WX DN

F7 %V b

a<v s RFE—F

MFIB O&fkH /2 a7 4 X2 b— g v CEMERA T —Z 2 2R T 5HI121%

K& 7213454 EXEC & — K C show mfib status =~ > FZfEiH L £,

show mfib status

Zoavwy NIEBIEERIZF—U—RIIH VY A,

77 4N FOBERLHEITH D FHEA,

WORIZ. a~ REANTESE—FEeRLET,

. —¥% EXEC E&—

TZ7AT VA=V
T—F X2V T 4 ayTFHAB
< IIVF
b T AR =
awy RE—F N—rv K| 7vryh |7 (Rb VAT b
o —H BEXEC & 721354 o & |— o P& |— —
EXEC
= NIgHE yy—= ERNE
7.0(1) Zoavy RBBEMENE L,
2l &z . show mfib status =< > RO 1l 2~ L E£9,
ciscoasa# show mfib status
IP Multicast Forwarding (MFIB) status:
Configuration Status: enabled
Operational Status: running
o< R a<w KR B
show mfib HET Moy P BEOAS ¥ —7 = A ZITBT 5 MFIB 5

ZRFLET,

CiscoASAY V) —RX a<w R U7y LR Savwr R
[



# |

show mfib summary

MFIB D> b U & A v F =T = A ZADOFEIET 2 ERINE i Z £ 51213, = —3 EXEC £ —
K% 72 12%5# EXEC & — K C show mfib summary =~ > F&fifH L 9,

show mfib summary

X DOHHA Zoa=y FIFGIEELITF—V—FEdH 0 A,

P W T 7 a0 F OBEREILS D EE A

a<w v RE—FK WORIZ. a~ REANTESE—FEeRLET,

T7ATUH—IV
T—F X2V T 4 aTFHAB
< IIVF
b T AR =
a<w v RE—F N—7v K| 7vryh |7 (Rb VAT A
2 — EXEC % 7= [T F7HE o Xt |— o Xt |— —
EXEC
o K@ Jyy—= EEARN
7.0(1) ooy RRBMERE L,
il &2 . show mfib summary =~ > RO ZRL £7,
ciscoasa# show mfib summary
IPv6 MFIB summary:
54 total entries [1 (S,G), 7 (*,G), 46 (*,G/m)]
17 total MFIB interfaces

EEa~v R awv R B
show mroute summary < /L FXyx X s L —F ¢ 7 F—T LOELIHEFREFRRLET,

CiscoASA V'V —X a<w R U777 LR Sawr
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show mfib verbose

Rk MY A U —T = AT B3GR E L RT HI2IE, 22— EXEC E— REz

WX DN

F7 %V b

a<v s RFE—F

1354 EXEC & — R C show mfib verbose =~ > K& L £ 9,

show mfib verbose

Zoawy NIEBIEERIZF—U—RIIH Y T8 A,

77 4N FOBERLHEITH D FHEA,

WORIZ. a~ REANTESE—FeRLET,

T7AT Ut —)V
T—F X2V T 4 ayTFHAB
< J)VF
A LA = NS
a<wy FE—F N—F v R | TV (VI | RB AT A
o —H EXEC % 7213454 o ity |— o ity |— —
EXEC
= NgHE yy—= ERNE
7.0(1) Zoawy RNBEINEhE L,
%1 K12 . show mfib verbose =~ > FOH Ol Z R L E9,

ciscoasa# show mfib verbose

Entry Flags: C - Directly Connected, S - Signal, IA - Inherit A flag,

AR - Activity Required, D - Drop

Forwarding counts: Pkt Count/Pkts per second/Avg Pkt Size/Kbits per second

Other counts: Total/RPF failed/Other drops
Interface flags: A - Accept, F - Forward, NS - Negate Signalling
IC - Internal Copy, NP - Not platform switched
SP - Signal Present
Interface Counts: FS Pkt Count/PS Pkt Count
(*,224.0.1.39) Flags: S K
Forwarding: 0/0/0/0, Other: 0/0/0
(*,224.0.1.40) Flags: S K
Forwarding: 0/0/0/0, Other: 0/0/0
(*,224.0.0.0/8) Flags: K
Forwarding: 0/0/0/0, Other: 0/0/0

CiscoASAV ) —RX a< R U7y LR SavwryF 1|
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|
EHEa~<v R a2 K B!
show mfib HEETHMOT L FUB LIS v F—7 = A AT 5 MFIB 15
FERRLET,
show mfib summary MFIB D> N LA X —T =24 AOKICET AERNIEREETL
\i—aﬂo
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show mgcp

MGCP D a7 4 Xalb—Tarbktyia fERERRT HITIL, FitE EXEC £ — KT show
mgep 2~ REMHLET,

show mgep {commands | sessions} [detail]

X DN

a<w K O R F2—HNOMGCP a2~ ROMEERLET,

detail EBE) Ko~y R(EFRiTEy > a ) icET 5 8NERE2 I HicEk
%Li‘a‘o

sessions BEfED MGCP £ v a v OEFrxLET,

F7 %)V b

a<wy KNE—K

T 7 4 bOBIERHITH D FHE A,

ROFIZ, 2~ FEANTELHEF—RF2RLET,

T7ATUF—)v
T—F X2V T4 2V THFRAL
< I)VF
FZ AR SN2
avrRE=F N—7y R |Tveyr (YU Zn [Rb AT A
Fike EXEC o XIS o XIS o XIS o XhE  |—
a< FERE Y J—= EHEAE
7.0(1) Zoaxry RpBEMshE L,
R EDHA FZ  showmgep commands 2~ > RiX, 2~ K a2 —HNO MGCP =2~ RAZ R L £, show
AV mgcp sessions =~ > RX BEFD MGCP & v v a U EiaF£R L E T detail =72 3 i3 %K=
<~ N(ERFEyya ) icElyEmfERetcEnEd,
il KT showmgep 2~ R 7V a Oz~ LET,

ciscoasa# show mgcp commands
1 in use, 1 most used, 200 maximum allowed
CRCX, gateway IP: host-pc-2, transaction ID: 2052, idle: 0:00:07

ciscoasa#

ciscoasa# show mgcp commands detail
1 in use, 1 most used, 200 maximum allowed
CRCX, idle: 0:00:10

Gateway IP | host-pc-2

Transaction ID 2052

Endpoint name | aaln/1

call 1D 9876543210abcdef

CiscoASAV ) —RX a< R U7y LR SavwryF 1|



# |

Connection ID |

Media IP|192.16

Media port| 6058
ciscoasat#

ciscoasa# show mgcp ses
1 in use, 1 most used
Gateway IP host-pc-2, c
ciscoasa#

ciscoasa# show mgcp ses
1 in use, 1 most used
Session active 0:00:14

8.5.7

sions

onnection ID 6789%af54c9, active 0:00:11

sions detail

Gateway IP | host-pc-2

call 1D 9876543
Connection IDI| 6

210abcdef
789af54c9

Endpoint name | aaln/1

Media lcl port

Media rmt IP |19

Media rmt port
ciscoasa#

6166
2.168.5.7
6058

MEa~w R awr R

B!

class-map

X2 VT4 T varvEMHATOIN I T4 v T VT AEERL
ij‘o

debug mgcp

MGCP OFT Ny JiE#REA X —T VT LET,

inspect mgcp

MGCP 7 U —ary A VAT arvielFRZ—7 MV LET,

mgcp-map MGCP ¥~ v 7#EHRL MGCP v v 7 a7 4 Fal— gy E—
REAf RX—7 M LET,
show conn SESERERSA T OERIREEFRLET,

B CiscoASAYV—X o= RUT77L VR Savwr R



show mmp

BEAFD MMP & > > a2 VICBT 215 A £ T 21213 F7H EXEC E— K Cshowmmp =2 v > K
ERHLET,

show mmp [address]

WX DN

57 %)V b

a<wy KNE—FK

address MMP 27 S5A T2 MNYP—_"DIPT RLAZEFEELET,

77 4 b OBIERMHITH D THE A,

ROKIZ, 2~ FEANTELHEF—RF2RLET,

TZ7ATUF—Iv
T—F X2V T4 2V TFRAL
< IVF
FF AR SN
av s RKE—F =7y N | Tvrhd (7 [ R b VAT A
FiHE EXEC o M |— o I o M |—
o< RiEREE Jyy—2= EREANR
8.0(4) Ioa~vry RBENIE L,
il I BEFEDOMMP & v ¥ a VT 2 H AR RS 5 showmmp =2~ > ROEAFIZRLET,
ciscoasa# show mmp 10.0.0.42
MMP session:: inside:10.0.0.42/5443 outside:172.23.62.204/2442
session-id=71AD3EB1-7BE8-42E0-8DC3-E96E41D4ADD5
data:: rx-bytes=1258, tx-bytes=1258
o~ K gy R B
debug mmp MMP s A X b EFRLET,

inspect mmp

MMP A > AT gy 2B ELET,

show debug mmp

MMP A VAT L gy BV a—VOBIEOT NNy JHELFRLET,

CiscoASAV ) —RX a< R U7y LR SavwryF 1|



# |

[ |

show mode
FITHDOY T I =2T A A=Y BIRT7Tvia AR VNOEEDA A—VDEODEF 2
V74 aryT7X AN E— RERRT DI EXEC E— KT showmode =~ > F&EHH L
ij_o

show mode
O Coa=ry RIEBIEELITIF—U—RIH Y A,
574/ b T 74V N OEERLEIZDH Y AL

a<w v RE—F WORIZ. a~ REANTESE—FeRLET,

Tr7AT VA —IV
T—F X2V T 4 aTFHAB
< JVF
b T AR =
avy FE—F N—Ty N TV h (TN (RAb VAT A
¥¢#E EXEC o fit o 3t o 3t o 3t o 3t
= NIgHE yy—= ERNE
7.0(1) Zoawy RRBMMEnE Lk,
il RIZ show mode =~ > FOMNHIZ R L E T RICBIEDE— RE FETEINTWRWNA A —
Y limage.bin] DE— KOF 2R L £7,
ciscoasa# show mode flash:/image.bin
Firewall mode: multiple
Sl NSy U R S fall te 740 V170 RV N B 4 Vs N G
BEax< R o=y R =485
context VATA a7 4F¥alb—vailkXa )T arTXFAMAE
L. 2 TFF AN ary 74 FXal—Yary T— REHGELET,
mode AT HRARF—REV U AVERIIAFICRELE T,

CiscoASA V'V —X a<w R U777 LR Sawr
[ 9-126 | |



show module

ASAIZA VA =NV ENTWNBEEY =2 — VBT BIHHRE R RT HI21E, = —% EXEC E— K
T show module =~ > FZMHEHA L £9,

show module [id | all] [details | recover | log [console]

X DN

F 7 %)V b

av v RKRE—F

all

(F7FN RN TRTCOEY a—LOFEREFELET,

console (F7Fva)ETla—NDaryy—) o lEREPFRLET,

details (F7 v 2 )&V a—n 0 ) E— NERRIER E DB FR L
£7

id EFEVa— N IDEHELET N RU =T £V 2—LDO5H 0(ASA
DHEE)ETIX 1A VA M=V INTZEY 2 — L DOEHR) DWT v
DAT Yy FEESERELET . V7 =T EV2— LA RO
AHTOWT NN EEELET,
e sfr:ASA FirePOWER € ¥ = — /L,
e ips:IPS £V =2—/b
e cxsc:ASACX EY = —/b

n7 (A7 a)EVa—noariEREHERLET,

recover (A7 a ) hw-module % 7213 sw-module module recover =~ > N D

REERRLET,

FIZAN P TIE TRTOEY 2 — LDOIEENERINE T,

ROKIZ, A~ FEANTELHE—RF2RLET,

TZ7AT Ut —)V
T—F X2V T4 2V TFRAL
< JVF
b Z7 AR =N
awy RKE—F N—Fy R |[7Lverh (s (&2 VAT A
o—# EXEC o X% o X% o X% o X% o X%

1. show module recover =~ KX, VAT AF[TAR—ATOAFHTEET,

a< v Rk

Jyy—2= EREARE

7.0(1) Zoa<wry RRBMEnE Lk,

7.1(1) Zoa<wy FE KL OFFMERE M NIT L ICETENE L,

8.2(1) SSCIZRHT A EMMAHIICEENTWET,

8.2(5) ASA 5585-X & ASA 5585-X [ IPS SSP O R — RT3 % i
BmEnE Lk,

8.4(4.1) ASACX Y a—/LO¥R—rBIMEhE LT,

CiscoASAV ) —RX a< R U7y LR SavwryF 1|



# |

Jyy—= EREAK

8.6(1) ASA 5512-X ~ ASA 5555-X TlZ.log 3 X 0" console & — 7 — K723 BN
ENFE LI, IHIT.ips DT ANA A ID BNBMEE LT,

9.1(1) ASACX V7 " =T FVa—/LOH¥R— N . exse EP2—/LID D
BINZ X > TEMEE Lz,

9.2(1) sfr ¥ — U — K& 54 ASA FirePOWER £ ¥ = — /L O R — L 25 B0

INFE L,

FEREDOTA KT
AV

ZDa<r NiX.ASA IZ
HAEBT A AT LAIZEYa— L LTHEINET (R Y F0),

A VAR —NLENTVWBEEY a— VT AHEREF R LET,ASA

1 iz . showmodule =~ > ROHNHlIZRLET, EP 22— 0IER—A TN, A, EV2—/1

£ CSC SSM T,

ciscoasa# show module
Mod Card Type

0 ASA 5520 Adaptive Security Appliance
1 ASA 5500 Series Security Services Module-20

Mod MAC Address Range

0 000b.fcf8.c30d to 000b.fcf8.c311
1 000b.fcf8.012c to 000b.fcf8.012c

SSM Application Name

Model Serial No.
ASA5520 P3000000034
ASA-SSM-20 0

Hw Version Fw Version Sw Version

7.1(0)5

.0 1.0(10)0
0 CSC SSM 5.0 (Build#1187)

1.0(10)0

SSM Application Version

1 CSC SSM scan services are not

1 CSC SsM

Status

5.0 (Build#1187)

Data Plane Status Compatibility

Not Applicable
Up

RORIZHNTRTRENLDHT 4=V FERLET,

# 9-12 show module DH 7= 1+ —/v F

TA4—IVF B!

Mod TV 2 —EFS.0ET L

A—h R— b FE5,

Card Type EFEV 2=V OILERENDT N RAOEE XA TET Ty F 7+ —
LAETNTT,EY 2L 1D SSMDOYE XA T1LSSM ¥ A 7 CF,

T IDEV 2 —ILDETFNLER,

Serial No. U T NE S,

MAC Address Range

ZDSSM, F721ET AN A MBIAIRA L H—T 2 A4 AD MAC 7 KL
A4,

Hw Version

=Ry =T ONRN—=T 3,

Fw Version

T7—bL 0T DNN— g 0,

CiscoASA V'V —X a<w R U777 LR Sawr



| #

# 9-12 show module D777+ —/ F (&)

TA4—IVF B!

Sw Version VTR T 2T DN—T 7,

SSM Application Name |SSM CTHEITENTWELT 7Y r— a2 D4R,

SSM Application SSM TEITENTWAET F U r—rarDnR—Ta ),
Version

Status (A7 — 4 ) EVa— L0 DTN, ADEE AT —H AT UpSys T, EV 2—
1D SSM DAT —H AT KDONT T,

e [Initializing: SSM MR &4, 734 R L > T= > b —/LifE
DAL S ET,

e Up:SSM A5 3A 22 L A MM &5 T LE L=,

e Unresponsive: Z® SSM & DBEHFICT NA AT T —BHAL
F L7,

e Reloading:SSM 728 Y v — FHTY,

e Shutting Down:SSM % v v h ¥ 7 LTWET,

e Down:SSM 23v ¥ v h¥ DTSk LT,

e Recover:SSM BEEA A —V& X7 rm—RLEDELTHNET,
e No Image Present:IPS ¥ 7 s 7 = 7N A VA M= /LI TWER A,

Data Plane Status F— FL— 2 OBIEDIREE,
M O DT A AZBEHE L7z SSM O A,
Aa -y WAy hBE (T 2TV SSP £ — RTOHHFLN),

show module details =~ > FOHHIZ ALV A= LEINTWNEREY 2 —/LIZLoTHELRY F
T, 77 & Z1F.CSCSSM D AICIZCSCSSM VY 7 h o =7 D a vy im—3y MIBETH 7 4 —b
KR&EENFET,

K1z . show module 1 details =~ > KOH 2R L ET,

ciscoasa# show module 1 details
Getting details from the Service Module, please wait...
ASA 5500 Series Security Services Module-20

Model: ASA-SSM-20
Hardware version: V1.0

Serial Number: 12345678
Firmware version: 1.0(7)2
Software version: 4.1(1.1)s847(0.1)

MAC Address Range: 000b.fcf8.0156 to 000b.fcf8.0156
Data plane Status: Up

Status: Up

Mgmt IP addr: 10.89.147.13
Mgmt web ports: 443

Mgmt TLS enabled: true

CiscoASAV ) —RX a< R U7y LR SavwryF 1|



# |

ORI HTTOBEMT 4 —V RERLET,

Z# 9-13 show module details DBHWIH 7 7+ —/b F

TA4—IVF B!

DC address (ASA FirePOWER O %) , & ¥ = — /L % & Bl 9 5 Firepower Management

(F572L) Center DT R L A,

Mgmt IP addr T2 NVDOERA X —T 2 A ADIPT RLAEZERLET,

Mgmt Network Mask  |FH7 FL 2D TRy b v 27 2FRLET,

(/e L)

Mgmt Gateway BHT RLADT— b U =A,

(72 L)

Mgmt web ports FDa— VDB LR —T oA AR ESNT-R— 2R LET,

Mgmt TLS enabled EVa— )VOEBA X —T = A ADOEEHEIZxE LT Transport Layer
Security 234 2 —7 /VTo 503 E 9 > (True £721% False) xR R LET,

Y7 MU =T BV a2V ERETE HET/NVOEA show module =< > FIEIA[RERT~TOD
TV 2=V EFIRLET AT = AFERIT. ZNED 1 OBA VA F—=AERTNLHNE >
EFRRLET,

ciscoasa# show module

Mod Card Type Model Serial No.
0 ASA 5555-X with SW, 8 GE Data, 1 GE Mgmt ASAS5555 FCH1714J6HP
ips Unknown N/A FCH1714J6HP
cxsc Unknown N/A FCH1714J6HP
sfr FirePOWER Services Software Module ASA5555 FCH1714J6HP
Mod MAC Address Range Hw Version Fw Version Sw Version
0 bcl6.6520.1dcd to bcl6.6520.1dd6 1.0 2.1(9)8 100.8(66)11
ips bcl6.6520.1dcb to bcl6.6520.1dcbh N/A N/A
cxsc bcl6.6520.1dcb to bcl6.6520.1dcb N/A N/A
sfr bcl6.6520.1dcb to bcl6.6520.1dcbh N/A N/A 5.3.1-100
Mod SSM Application Name Status SSM Application Version
ips Unknown No Image Present Not Applicable
cxsc Unknown No Image Present Not Applicable
sfr ASA FirePOWER Up 5.3.1-100
Mod Status Data Plane Status Compatibility
0 Up Sys Not Applicable
ips Unresponsive Not Applicable
cxsc Unresponsive Not Applicable
sfr Up Up
Mod License Name License Status Time Remaining
ips IPS Module Enabled 172 days
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&Iz . show module 1 recover =~ > RO Nl %57 L E T,

ciscoasa# show module 1 recover
Module 1 recover parameters.
Boot Recovery Image: Yes

Image URL: tftp://10.21.18.1/ids-0ldimg
Port IP Address: 10.1.2.10
Port Mask : 255.255.255.0

Gateway IP Address: 10.1.2.254

WIZ . SSC 3 A A b —/LENTW 3B & & D show module 1 details =~ > FOH S ERLE9,

ciscoasa# show module 1 details

Getting details from the Service Module, please wait...

ASA 5505 Security Services Card

Model: ASA-SSC

Hardware version: 0.1

Serial Number: JAB11370240

Firmware version: 1.0(14)3

Software version: 6.2 (1)E2

MAC Address Range: 001d.45c2.e832 to 001d.45c2.e832

App. Name: IPS

App. Status: Up

App. Status Desc:

App. Version: 6.2(1)E2

Data plane Status: Up

Status: Up

Mgmt IP Addr: 209.165.201.29

Mgmt Network Mask: 255.255.224.0

Mgmt Gateway: 209.165.201.30

Mgmt Access List: 209.165.201.31/32
209.165.202.158/32
209.165.200.254/24

Mgmt Vlan: 20

RIZ . ASA 5585-X IZ IPS SSP 23 A > A b — )L XL TV 5 & & D show module 1 details =~ > K
OHE Nl ERLET,

ciscoasa# show module 1 details

Getting details from the Service Module, please wait...
ASA 5500 Series Security Services Module-20

Model: ASA-SSM-20

Hardware version: V1.0

Serial Number: 12345678

Firmware version: 1.0(7)2

Software version: 4.1(1.1)S47(0.1)

MAC Address Range: 000b.fcf8.0156 to 000b.fcf8.0156
Data plane Status: Up

Status: Up

Mgmt IP addr: 10.89.147.13

Mgmt web ports: 443

Mgmt TLS enabled: true

RIZ,ASA 5585-X IZ CXSCSSP 3 A A b —/L ZHL T 5 & & D show module all =~ > D H]
NPz~ L ET,

ciscoasa# show module all

Mod Card Type Model Serial No.

0 ASA 5585-X Security Services Processor-10 wi ASA5585-SSP-10 JAF1504CBRM
1 ASA 5585-X CXSC Security Services Processor-1 ASA5585-SSP-IPS10 JAF1510BLSE

Mod MAC Address Range Hw Version Fw Version Sw Version
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0 5475.d05b.1d54 to 5475.d05b.1d5f 1.0 2.0(7)0 100.7(14)13
1 5475.d05b.248c to 5475.d05b.2497 1.0 0.0(0)0 1.0
Mod SSM Application Name Status SSM Application Version
1 CXSC Security Module Up 1.0
Mod Status Data Plane Status Compatibility
0 Up Sys Not Applicable
1 Up Up
RIZ  ASA 5585-X |Z CXSC SSP 731 ' A h—/L I T % & & D show module 1 details =~ >
FoOH B ZR L £,
ciscoasa# show module 1 details
Getting details from the Service Module, please wait...
ASA 5500 Series Security Services Module-20
Model: ASA5585-S10C10-K8
Hardware version: 1.0
Serial Number: 123456789
Firmware version: 1.0(9)0
Software version: CXSC Security Module Version 1.0
App. name: CXSC Security Module
App. version: Version 1.0
Data plane Status: Up
Status: Up
HTTP Service: Up
Activated: Yes
Mgmt IP addr: 100.0.1.4
Mgmt web port: 8443
BEa<w R a<w K B!
debug module-boot EVa— DT — ks FatRETAT AT Avb—UERERL
£

hw-module module FEA A—% TFTP — 06— KL C BV 2 —AERELET,
recover

hw-module module EFEVa— BV Yy N T L NN— R =T VY FEETLET,
reset

hw-module module EVa— AV YT TRV ue—RNLET,

reload

hw-module module AT 4 FXalb—vay T2 EROTICERE Y5 7200 % &
shutdown LC BV a— L V7 N7 5HALET,

sw-module VI NI 2T BV a— IV ERELET,
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show monitor-interface
T 2= )VF—=NR—=DDICEF=FHBICT DA Z—T = A ADIERZEFRT DL FHE
EXEC *&— K T show monitor-interface =~ > FZHEH L 9,
show monitor-interface
O Zoavwy FIEBIEERIZF—U—RIIH Y T8 A,
57V b T 7 4V N OEERLEIXDH Y AL
avy v FE—F WOFRIZ, a<w > REANTEDZE—RERLET,
T7AT Ut —)V
T—F X2V T 4 ayTFHAB
< J)VF
FF AR = NS
gy RE—F N—T v R | TV v | R B VAT A
¥ #E EXEC o Xfiis o Xfiits o Xfiis o Xfiis o Xfiits
= NIgHE yy—= ERNE
7.0(1) Zooawr RRBEMERE LT,
8.2(2) IPv6 7 R AR BN EvE Lz,
FHEODHFAL KT A2 —T x4 RZITEKDIPV6 7 KL A2 ETE 57~ . show monitor-interface = < -
AV RTIEV > 7a—hn 7 RVADIHRBRRINETIPvE L IPv6 Dl DT RUANA ¥

A =T 2 A ATEHREINTWILEARIT. W FOT RUARHICERENET A v ¥ —T =

A ANZIPVE 7 RUAPREI L TR WEGE IO IPvd 7 R L A1X0.0.00 & LTERRIN

FT A X =T 2 RZIPV6 T RLAMBEINTWRWEE. 7 R R TEMIZE DD

AonET,

EFo AN EDT 2 — N F— RN — A B —T = AT IRD AT —Z ANHKESNET,

e Unknown: fJ#HiAT — X AT+, ZDAT—H RAFI AT —FZ ALK ETERNI L2 EERT
HHBELH FT,

e Normal: f > H—T7 A AINT T 4 v 7 BZELTWVWET,

e Normal (Waiting): f > % —7 = A ATEEL TCWETH ET 2=y FORIET 54—
T x2A AmBERZ hello N7y FEZFELTOWERAA VI =T =2 ADAZ AL P T
FUARBRESNTND Z L BLUO 200 ¥ —7 = AMOBERRBGFET 22 L &k
BLTLEE W,

o Testing: R—VU > 7 5B, A% —7xAAThello A vE—YRBHINTHERTA,
e LinkDown: A > Z—7 A AF71Z VLAN IZEHOT-HDIZF 7 LTWET,
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e NoLink:f ¥ =7 AZAOYERY I NHE T LTNET,
e Failed: /> X —T7 2 A ATEHITI 74 v 7 %ZEFELTOVERAR ET S ¥ —T x4 R
TE N7 74y 7 EBRIBLTWET,
il 12 . show monitor-interface =~ > RO HHZ R L E T,
ciscoasa# show monitor-interface
This host: Primary - Active
Interface outside (10.86.94.88): Normal (Waiting)
Interface management (192.168.1.1): Normal (Waiting)
Interface failif (0.0.0.0/fe80::223:4ff:fe77:fed): Normal (Waiting)
Other host: Secondary - Failed
Interface outside (0.0.0.0): Unknown (Waiting)
Interface management (0.0.0.0): Unknown (Waiting)
Interface failif (0.0.0.0): Unknown (Waiting)
BEa<w R o< R B!
monitor-interface WiEDA L R —T 2 ATDNVA T=HX Y U T A F—T ML
£7.
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show mrib client

MRIB 7 74 7 > MNERICBHT WA £Rn 7T 5 121L, =— EXEC & — N £ 72 13F# EXEC
*— R C show mrib client =~ > FZ{#EH L 9,

show mrib client [filter] [name client_name]

WX OB filter LBV FAT v N TANBERFLET . KHITAT > "BFTAT
HMRIB 778 #7547 "REET 57T 7T 5E®RY
FHRTHEDIHEHLET,
name client_name (UEE)PIM £721ZIGMP 72 X MRIB D7 S A4 7 v & LTEIfET 5
~“NVTF XY AN NV—T 47 Ta haDL4H,
F 7 %)V bk T 7 4V N OEESCEIXDH Y AL

o< RE—F WORIZ, a~ REANTEE—FERLET,

TZ7AT T4 —)v
T— K XaVTF 4 aFTFA D
< JVF
FF AR T
gy RE—F N—T v R | TV U | A B AT A
o — EXEC £ 72 1345 hE o XpIS |— o XpIS |— —
EXEC
= NRHE yy—= EERNE
7.0(1) Zooawr RRBEMERE LT,
FEHEDOHA KT fiter 77 a v EHHLTC.EEESERMRIBZ 747 2 FRBEEINTVWEL— B LA
A VHE—T 2 A ALY T TOERERRLET, ZOa~ 2 R A7 g 61X MRIB 7
TAT VI PHET L7775 bEREINET,
B Wz Afilter ¥ — 7 — N & F§ L 7= show mrib client =~ > RO Al 27 L E 4,

ciscoasa# show mrib client filter
MFWD:0 (connection id 0)

interest filter:

entry attributes: S C IA D

interface attributes: F A IC NS DP SP
groups:

include 0.0.0.0/0

interfaces:

include All

ownership filter:
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groups:
include 0.0.0.0/0

interfaces:

include All

igmp:77964 (connection id 1)
ownership filter:

interface attributes: II ID LI LD
groups:

include 0.0.0.0/0

interfaces:

include All

pim:49287 (connection id 5)
interest filter:

entry attributes: E

interface attributes: SP II ID LI LD
groups:

include 0.0.0.0/0

interfaces:

include All

ownership filter:

entry attributes: L S C IA D
interface attributes: F A IC NS DP
groups:

include 0.0.0.0/0

interfaces:

include All

HEa< R a<wy R LA

show mrib route MRIB 55— 7O h) 2FRLET,
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show mrib route

MRIB 7 —7 VO x> N ZFKARTHI2E, =2 — EXEC & — NI 721385 EXEC E— KT
show mrib route =~ > FZ{HEH L £,

show mrib route [[source | *] [group|[/prefix-length]]]

WX DN

F7 %V b

a<v s RFE—F

* EE)HEEY ) — = MY EERLET,

(EE)MRIB V— hDF VT 4 v VAR, VT 4y 7 A(T KL A
DF v NI =75y BT 5T KL 20 BLEfEE ~ ME R
10 HEE T, 10 EEEDORNIZ A T v & 250 5 N LETT,

group UEE) I NV—T7DIP 7 F L A FE 71345,

source (FEBE)V— FEEITDIP 7 R LA £ 21340,

Iprefix-length

T 74 F OBEREIZH Y £ A

WORIZ, a~ REANTESE—FeaRLET,

T7AT Ut —)V
T—F X2V T 4 ayTFHAB
< JVF
T AR T
a<wy RE—F N—F v R |TVvvyhs (VI |RB AT A
o —H EXEC % 7213454 o ity |— o ity |— —
EXEC
= NIgHE yy—= ERNE
7.0(1) Zoawy RNBEINEhE L,
FEREDHA KT MFIB 7T —7/NVICIEMRIB 22 b BHINDE L ) 7T 70972y MBRRFEEESNET, 7
A FTE AT XY AN Ny NOEREL—LDOE Y NIt THRERB XV 7 U v 7 DFE)

fEZRELET,
AVHE—=Tx2ARAELTTTOYANMIMAT ENV—F = NI ESERD DU U ZNRER
REINFET A MU EBEINTZAAS NOEFHETT , Ny MuX,. 2o Mo T
ZEINT-8 v T, show mfib count =~ > RiZ b— k I3 EBERIC S0 — N )Lp
UEERRLET,
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il 12 . show mrib route =~ > RO H 2~ L E7,
ciscoasa# show mrib route
IP Multicast Routing Information Base
Entry flags: L - Domain-Local Source, E - External Source to the Domain,
C - Directly-Connected Check, S - Signal, IA - Inherit Accept,
Interface flags: F - Forward, A - Accept, IC - Internal Copy,
NS - Negate Signal, DP - Don't Preserve, SP - Signal Present,
II - Internal Interest, ID - Internal Disinterest, - Local Interest,
LD - Local Disinterest
(*,224.0.0.0/4) RPF nbr: 10.11.1.20 Flags: L C
Decapstunnel0 Flags: NS
(*,224.0.0.0/24) Flags: D
(*,224.0.1.39) Flags: S
(*,224.0.1.40) Flags: S
POS0/3/0/0 Flags: II LI
(*,238.1.1.1) RPF nbr: 10.11.1.20 Flags: C
POS0/3/0/0 Flags: F NS LI
Decapstunnel(O Flags: A
(*,239.1.1.1) RPF nbr: 10.11.1.20 Flags: C
POS0/3/0/0 Flags: F NS
Decapstunnel(0 Flags: A
BAEa~< R a<w v R 2B
show mfib count MFIB 7 — 7 /LD — k&R vET — X R LET,
show mrib route MRIB 7—7 /v = N OEHERRLET,
summary
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show mroute

IPv4 <~V F X v AN V—T 4 7 T—TNEERTDHIZIEL, B EXEC & — K C show mroute

avy Rz LES,

show mroute [group [source] | reserved] [active [rate] | count | pruned | summary]

X DA active rate UER)T VT ATRINT XY A NEEFEEORERRLET . T2
T4 TIRFETCEILFEE SN rate LI F TR EEXFEITL TV HEE
JLCT  rate DHRE SNV TWRWEE T 7 7 « 7 72155 JCI% 4 kbps
EDOL— N TCHEEFEEZEITLTWVDHEFEILTT,
count (ER) I N—7 LR EIRICET 2 MEHERZR T LET, ZOHFHRIC
Ty FOB AR DTy N Ty FOFE A X B
SR BbEEYOE Yy MEIBEENTWVET,
group ({EE)DNS R A N 7—T7 NV TERERINTWNWLZILTFF¥ AN JL—
ZFOIP T R LA F 72134,
pruned UEE) I N—=v 73Nl — haRRLET,
reserved (EE) FHEBR I N—TEF R LET,
source (ER)EEITLDORA ML ETIZIP T R LA,
summary (EBE)SLVFXXY AN IL—T 4 7 T—TIAHNDOET L b OEL
1T CERRLET,
T 7 H rate 51 R E LI WEA T 7 4L R TlX 4 Kbps 12720 77,

a<wy KNE—FK

ROKIZ, 2~ FEANTELHEF—RF2RLET,

T7AT T4—IV
T—F X2V T4 2V THFRAL
< JVF
FF AR aIUTx
a<w v KE—F N—T v N |TVrb TN | R b AT A
et EXEC o Xty |— o Xty |— —
o< R Jy—= EEAR

7.0(1) Zoawy RNBINENE L,
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BRLOAA KT
fv

Bl

show mroute =~ > NZ. v /LF X A M L—F 4V ITONREZHFERLET,.ASA IZ.PIM 7' 12
st AyE—Y IGMP LAR— K BIXORINT 7 4 v Z7IZESNT(S,G) BILOY(*,G) = b
VEER LT AV F XY AN NV—T 4 T T—TNWVICT—ZEANLET T ALY AT (¥)
T RTOEETT FLRAZRLISHTE Y =2 7 FL A& R L IGIEs L~V FF v
AN ITN—TFT KLV AZRLET(S,G) =Y MY EERTDHA. Y 7 b =Tid2=F% v 2
MVv—F7 47 T—7NLNTRPF Z#H L T) ROoMo 72560 7 V— T ~D i/ N A &
LET,

EITa 7 4 X2 —va VIZEEN TV mroute ==~ > K&K/ d 5121%. show
running-config mroute =~ > F& i L £,

12 . show mroute =~ > ROH FHlZRLET,

ciscoasa(config)# show mroute

Multicast Routing Table

Flags: D - Dense, S - Sparse, B - Bidir Group, s - SSM Group,
C - Connected, L - Local, I - Received Source Specific Host Report,
P - Pruned, R - RP-bit set, F - Register flag, T - SPT-bit set,
J - Join SPT

Timers: Uptime/Expires

Interface state: Interface, State

(*, 239.1.1.40), 08:07:24/never, RP 0.0.0.0, flags: DPC
Incoming interface: Null
RPF nbr: 0.0.0.0
Outgoing interface list:
inside, Null, 08:05:45/never
tftp, Null, 08:07:24/never

(*, 239.2.2.1), 08:07:44/never, RP 140.0.0.70, flags: SCJ
Incoming interface: outside
RPF nbr: 140.0.0.70
Outgoing interface list:
inside, Forward, 08:07:44/never

show mroute O H JIZIZ KD T 4 —)V RBNEENTWET,
o Flags:— > | VIZHT A RA L £,
- D(Dense): = hVXT A E— RCTEIELTWET,
- S(Sparse) : = F U [T A /=R F— RTEEL TWET,

- B(Bidir Group) : ¥ /L F ¥ v A b ZL—T7 N HE— R TEELTWAHZ &R L
£7,

- s(SSM Group) : ¥ /VFF ¥ A K ZL—TNSSM D IP 7 RLAHFHHNTHDH Z & %2R
LET.ZDO7 T 7L SSM O#iNERE=NL By FINLET,

— C(Connected) : ¥ /VF X ¥ 2 h ZIL—TF DA R_R— 3 HEEG SN Z—T A
A FICHFELET,

- L(Local) :ASA AR vV FFx A kN T —T DAL N—TT, 7 )—71F, GEEFH»
DT N—"TIZ%3 %) igmp join-group =1~ NCJ:OTD—jJ/WCJJDJKéﬂ’LTU\i‘?‘O

- I(Received Source Specific Host Report) :(S,G) => kU 73 (S,G) LR — MZ Xk » TIERK
SN EERLET, ZD(S,G) LAR— MEIIGMP (X » TER S NZATREMEN H
FT.ZOT7 T ITNEREINDDIL.DRIZK L TDOARTT,
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P(Pruned) : V' — "R I N—=0 7 ENTWVWET, V7 b =T L. ZOFEREZ IR L
T AHETVAR) —A AUR=NEETITMATESL LI LET,

R(RP-bitset) :(S,G) = P UNBRPZHRA L FLTWHZ LERLET,

F(Register flag) : ¥V 7 bV = 7N/ T F ¥ A MEETICEHFINTWDHZ 2R L

7,

T(SPT-bitset) : /377~ " PRENAEEFETLTY )V —TZEINTWVWE I LERLET,

J(Join SPT) : (*,G) => N U DA HEBFY V=D FHFRICHND N T 7 4 v 7 OBFE

NN —FDSPT LEVMEREXBZI WA 2R LET(F 740 hDSPT L X

UMIERRE1E 0 kbps T97) T - Join /XA Y U —(SPT) 7 7 /DN E SN TWHEAIC,

HEY Y =D FRTRD (S,G) X7 v EWRZAFEND & EFILDHF RN (S,G) join 3 b

UH—ERNET, ZNITED ASA ITEETY U —ITMALE T,

(S,G) = MU DEFE . 7 V—70 SPT L& WMEZ @A L7-7=dlc=> U BMER S

772 xR LETLS,G) = FUICT-Toin SPT 7 7 7 NRE SN TWAHEEA ASA 1T

EETAVI— DO NI 74V EELZ =X LET RELY IV —DNT T v 7 HE

D7 N—TFD SPT L ZVME% Fal> TWAIRIDS 1 oL Bt L7=25E& v —Z 1320

EEILOEREY I —ICHOEVEZL LS ELET,

S

() ASAEFEVI—FEDON T 74w 7 HEEZREL, ZOBHE L 7 —TF D SPT
LEVWMEZ I BT LICHBELET, F T 7 4 v 7 HENSPT LEXVWMEA2E 2 7245
Bl N T 7 4 v 7V HEORDOPENTHOID E T.(*,G) = kU IZT-Join SPT
TIITNERESNET LAYV —ZRkDr » RREE LB LWOREIERE
BlthEN D & . 7T VBB ENET,

T N—"TNZT 7 4/ @D SPT L X WM (0 Kbps) BEH SN TWAHEE (5, G) =
[ZIXEIZ T -Join SPT 7 7 VSR E SRS IVERF A7 7 4 /L h @ SPT L & WMEMN
FHEINTODHEEICH LWVEETND N T 7 4 v 7 22575 L ASA [T /(A
EELY V=LY X £,
Timers:Uptime/Expires: Uptime |, = N U IP vV FF ¥ A h v—F 4 7 T—7)L|Z
FEAN S AL T (R o0 D) &2 A v 2 — T = A A 2 L 2R L E ¥, Expires X, IP < /LT
XY ARNN—T 4T T—=TNnb MY DBHIBRE NS TOMRE (K. 2 ) & A
H—=T A AT ELITRLET,

Interface state: 5151 v X — 7 = A AETZIIREA X —T o/ ZADOREZ R LET,

- Interface: FE A L X —T =2 A AFEFREAN L HX—T =24 ADV A MIERREINDHA
\/&_7I/])X%o

- State: 7 7 A U X kFE 7213 Time to Live (TTL) L  WMEIZ K BHIRED & B> E 9 T
LT AV F—T oA A LTEE. T —=u 7 XA DWW LD MLER N 7 > |k
WX LTCEITEINDENE R LET,

(*,239.1.1.40) & (¥,23922.1): I[P~ /LFF ¥ A V=T 47 T—T LD ") T

RO EETOIPT FLAE FRIZELLTFXFY AN ZL—TDIP 7 KL A THEK

ENFT EETOMBIZEINZT AZUR7 (I TRTORETEERLET,

RP:RP DT RLU A, AN—=ZX F— FTEMETHZL—FBLOT 7 BRX F—_O5HE 20D
7 KL AITEIZ 224.0.0.0 TY,

Incoming interface: L5 /N HLDO~V LT X v A~ Xy NRERFETLHTEDA VX —T =
AR FIRZDA 2V H—T =4 ZAZHERF Lo BA BEINET,

RPF nbr: & EXIZHNTAT v T AR =L V—HDIP T FL A,

Outgoing interface list: /X7 v MEERFICHEH SND A ¥ —T = A A,
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HEa< R a<w K A
clear configure mroute E{T=2. 7 s X2l — 3705 mroute 2~ REHIERLET,
mroute ABT 4T N TFXyry AN L— EERELET,
show mroute IPv4 ~VFXX AN NV—F 4T FT—T N EFEERLET,
show running-config R TETINTVWAILFHF¥ XA L—hE2ERLET,
mroute
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