show facility-alarm

CHAPTER j:

show facility-alarm =~ >~ K~ show ipsec stats

o< K

ISA3000 D s U H—3N/eT7 77— L& R mnRT HI2IEL, = — % EXEC & — K T show facility-alarm

awy Rz LES,

show facility-alarm {relay | status [info | major | minor]}

LD

a<w RF 74
JV Bk

a<wy KNE—K

relay

TI—LHA) L —Z@EREIC LT TR LET,

status [info | major |

minor]

M= _NTOT T—2%FRLET, U X FZHflRT 51
FROF—TU—RZBMLET,

e major): T X TDAV Y —HKEDT 7 —LADNEKRINET,
e minor: T X TCOVAFT—EHRKEDT 7 —LNERINET,

e info): T RXTODT T—LARFRRINET, ZOF—TU— FEFEHT
HE F—U—REMEHLRWGA LR UHNICRY £77,

T 7 4V N OEERLHEIXDH Y AL

ROKIZ, 2~ FEANTELHEF—RF2RLET,
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E—F X2V T4 2V THFRAL
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a<v v RKRE—F N—Fv N |TLr§h DA/ R B TRT A
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a< v Rk

JyYy—2= EREAE

9.7(1) Zoawy RRNBMEnE L,

FEREDOTA KT
AV

TI—AHAV L—FBELLET T AT ERRT LI relay ¥— U — KEEH L ET,
M7 77—V L —iZ. P A —ENTT T—L52FBITEHLIRELEZNE I MITESN
THEINET . 77— HNY L—%@ET DL B L TNDEIT A RGBT —72
EYRT 7T 4712700 £,

TI—LTIarnaEsT I v—% N =L EINIcEbo T MY T—
INETRTCOT T —2E2FKRTHIT T, status T— T — FAfEH L E9,

KOFEITHEITOINZHSONTRLTWET,

AT A A

Source T T = LR R H = SR T A A GBE LTS ATRESHT
WABKR A ML TT,

Severity [Major] % 7=(% [minor] T3,

B! NIH—=SNTT T —LDFA T T X RE. 7T 7 — L OHE
#&oe TUR B &

Relay NEHT T —LH Y L—DEBELIIFEBEDOEL L TH -2, 7
WHAT 7 =23 T 7 —LRECESNT NI =N E T,

IR NI H—ENTET T—LDEALAE T,

& 1Z  show facility-alarm relay =~ > KO H J1H %2~ L E7,

ciscoasa> show facility-alarm relay

Source Severity Description Relay Time
ciscoasa minor external alarm contact 1 triggered Energized 06:56:50 UTC Mon Sep
22 2014

K12 show facility-alarm status =1~ > RO Nl Z R L E T,

ciscoasa> show facility-alarm status info

Source Severity Description Relay Time

ciscoasa minor external alarm contact 1 triggered Energized 06:56:50 UTC Mon Sep 22
2014

ciscoasa minor Temp below Secondary Threshold De-energized 06:56:49 UTC Mon Sep 22
2014

ciscoasa major Redundant pwr missing or failed De-energized 07:00:19 UTC Mon Sep 22
2014

ciscoasa major Redundant pwr missing or failed De-energized 07:00:19 UTC Mon Sep 22
2014

ciscoasa> show facility-alarm status major

Source Severity Description Relay Time

ciscoasa major Redundant pwr missing or failed De-energized 07:00:19 UTC Mon Sep
22 2014

ciscoasa major Redundant pwr missing or failed De-energized 07:00:19 UTC Mon Sep
22 2014

ciscoasa> show facility-alarm status minor
Source Severity Description Relay Time
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ciscoasa minor

external alarm contact 1 triggered Energized

06:56:50 UTC Mon Sep

22 2014
ciscoasa minor Temp below Secondary Threshold De-energized 06:56:49 UTC Mon Sep
22 2014
MEa<r R a<w R B
alarm contact 7T =L ANOFRHAERRELET,
description

alarm contact severity

T —LOBERNEELEELET,

alarm contact trigger

1 2FHFITRTCOTITI—LASTIO N H—%ETELET,

alarm facility
input-alarm

TIT—bANouX S AT g @t g s ERELET,

alarm facility
power-supply rps

BRT 7 —LbaELET,

alarm facility
temperature

BET 7 —2EFELET,

alarm facility
temperature (_EfR3S
FOTFRO L X\ HE)

IRE L EVED TREZIT EREZRE L £,

show alarm settings

TRTCHOITa—)L T I3 —AREEFRRLET,

show environment
alarm-contact

AT FG—A arv B NOATF—EAEHR R LET,

clear facility-alarm
output

WAV L—O&ERZEY LED O7 7 —LRMEE2 7 VT LET,
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show failover
2=y hOT =A== 27— H AT WA R T S ICIL fiHE EXEC £T— R T
show failover =~ > F&{H L F 4,
show failover [group num | history [details] | interface | state | statistics]
HX DA group BEIShE 72—V —n_— T —TOETREEFFERLET,
history [details] T == NR—FRER R LET, 7 == A — =TT
T 47 2=y hOBED T = — LA — _R—TOWRBEL REE
{LOBHNFRRINET,
Tz VA N BRI R OB BB OFEN G E N TV E
T ZII N T TN a—T 4 TR F T,
V7 2=y hH DT 2 — VA — =B A FIRT BT details
F—U—KREBMLET, ZNITIT. 72— VA —"—TDOLET =
= FOREZC, EDOREZ(\LOBEBM NG ENET,
BREESRIIT AAAZ ) T =357V T7E3NET,
interface TN F—N—BIORRTF— 7L U 7R EFRRLET,
num T =)A= — T =T DE R,
state WMEDT7x—NF—_"— =y NDT =z — LI —"—IREZF L
FI . FXRINAERIT. 2= bOT T4~V FETEH L HY R
F—BA A= NDT VT 4 TIAZ A AT —H A FhIT L
R—=FENFET7 2= F—R_"—DHBRERNH Y £I, BEEOHB M
EINTH EEOEBIIHANICEY £9,
statistics Tx— )b —N—a<w s N A U F—T 2 ADOFEEFEBILIOZENR
Ty MEERTRILET,
T 74k T 7 4V NOBECHEIZH D FH A,

a<v v RKE—F

ROKIZ, A~ FEANTELHEF—RF2RLET,

TZ7ATUF—Iv
T—F X2V T4 aVTFRAL
< IVF
T AR aTH
av s RKE—F =7y N | Tvrbhd (7 [ R b VAT A
FiHE EXEC O o %S o it o X o Xt
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a< v Rk

FEREDOTA KT
AV

JY—= EEANE
7.0(1) Ioavwy RRETRINE L MAOOBERPENENE L,
8.2(2) ZOaw Y RPREFEINELE B . 77 AT = A

BT o2 ABILIN T =2—NF—NR— (L HZ—T =2 ADIPv6 7 K
LARGENET AT — M7/ 7 2 — LA —_—DOFEFHEHRH I
I IPV6 A /N—HEFR T — 7 /L (IPv6 ND tbl) D EHIZ DT O REH A
BENET,

9.9.2 Coavwy SINERINE L, 7 =2 — A —"—EROHITIT,
T —HBOIERZTENTVET,
history details ¥ — 7V — RGBS E L, 2RIV ET 2= |
DT == F—=N"—BEPRFRINET,

show failover =~ > RiZ ¥ A FTIv 7 TJTo— NI —RN—FER AL F—T A A AT —HF R
BIXOAT = TV 72— F— =D IERER I LET,

IPv4d & IPV6 DT DT RLVANA L H—T 24 ATHRTESNTWEEAIL W T DT KL AR
HOZERREINET A F =T oA AT EEDOIPV6 T RLAZHETZ DD . V7 a—
HIVT RUVADHENERENE T A F—T oA AT IPv4d 7 FLARRES N TR WS
A IO IPvAe 7 R L2132 0.0.0.0 & LTHRRINET A X —T7 A AZIPv6 7 KL AN
ESNTWARWEES. T RLUAFEMICH DB NET,

Stateful Failover Logical Update Statistics i JJIZ. A7 — h 7/ 7 = — )L A — =B Af X—T )LD
WA DOHRFERINET, [xerrl BE WNlrerr | OfEILZ T = — NV F— =D T —TiE7< N7y b
EZELT—OHERLET,

AT — KT 72— A —/3—[L,ASA 5505 TIFEHCE FH A LB 2T AT — K70
Tz — VA —R_R—OEHERENDOFEHTEER A,

show failover =~ > FH AT AT — K7V 72—V F—R_"—DK 7 4 —I)L RIZIZROEN H
nE9,

 Stateful Obj DfEITRD LY T,
- xmit: EEFINTRXT Y FOEERLET,
- xem EFEEZT—OEERLET,
- reviZE LAYy hOoBERLET,
- remZETT—DOHERLET,
o FATIXRICRTHEDAT V=V b AZT 4w 7 Wy MaRLET,
- General: T XTCHDAT— IV AT V=7 FOGHERLET,
- syscmd:login ¥ 7213 stay alive 72 &K ORI AT LB HTa~ L FERLET,

- uptime:ASA DT v 7 Z A LOIE(T 7T 4 772 ASAIRAZ 31 O ASAIZIET) &7
Lij‘o

- RPCservices: U E— k 7By —U % a— LEEGHTE .
- TCP conn: % A F X v 7 TCP #§elE o

- UDP conn: ¥ 4 7 v 7 UDP #felE .

- ARPtbl: ¥ A+ v 2 ARP 7 — 7 VI,
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- Xlate_Timeout: ¥ A X A4 27 U MEHRE T LET,
— IPv6 ND tbl: IPv6 R A N—HRET — 7 LI,

— VPN IKE upd:IKE #¢ 15 #.

- VPN IPSEC upd:IPSec ##5 1 #H.

— VPN CTCP upd:cTCP b > /L E# i .,

— VPN SDI upd:SDI AAA B¢ 1% .

- VPN DHCP upd: > /L% DHCP #%#5¢ 1% .,

- SIP Session:SIP > 7+ U > 7 &v i a U 1EHK,

- Route Session: /L — KA T~ 75— @ LU FEHE#®

7=V A —_—1P T FL A% A L7Z2WA  show failover =~ > R TIXIP 7 F L X 0.0.0.0
BDRRIN AV E =T 24 ADFT=H Y > 7 E waiting JREEOE F /2D 3, 7 =— A —
N HESEAICE 72—V A —R—=IPT7 L AZRETDHLENRDHD T3,

Fz 11 T 2=V F—R_R—D A H—T x4 ZREOFHHAZ R LET,

z 71 Tzl F—rN— 2 F— T A ILBE

LN

B

PR

A =T 2 A RAFBEPC. BT 2=y FOXRTAHA o F—
7 A A5 hello 737 v b EZIFEHRTY,

Normal (Waiting)

A B =T 2 A RAIBHTHTTIN.ET 2=y bOXINT BHA
H—T A ADE hello X7y bEEEZELTWERA, AV
HB—=T 2 ZADAZ L INALAIPT RLARKEIN TR ZE B
L2200 A v F—T = A A OERNSFIEST HZ & 2R LT
TEEW,

Normal (Not-Monitored)

A H =T 2 AFEMEFTCTTN,. 72— F—"— T at R
Lo TE=FINTVNERA, F=FINTWNR2NA, U F—T =
A ADBEIZL ST T z— A —N_"— T NI HT—EhFHA,

No Link

WY RN E T L TNET,

No Link (Waiting)

MY I IME T L A H—T 2 A RAFIET 2=y D%
THA LA =T A A5 hello N7y FEFEZELTWHEY
oV I BRETL LB A ASLIPT RVAREDA X —
T2 AIEEINTWVDEINE I B 2204 4 —T7 =
A AR SN TNDENE I D ZER L E T,

No Link (Not-Monitored)

WY I RNE T L TWETN, 72— —N— T ak R
Lo TE=AFINTVNERA, F=FINTWNR2NA, F—T =
A ADEBEIZL ST T z— A —N_"— T NI HT—ENFHA,

Link Down

WY 7 ITEER TN A v —T oA ATER AT L
TWET,

Link Down (Waiting)

WEY 7 I3EER TR A —T o ATEHE AT L
TEBOD AV H =Tz AIET 2=y FOIIET DA ¥ —
Tz A A5 hello X7y bEFEEZEL TWERA AV F—
T AZEEREBIZLEBA U F—T oA A 3T 4F =
L' —> 3 v %F— K Cnoshutdown =< > K& ) A& /31 IP
T RUABRZEDA U H—T 2 AIRESNLTNENE I DB
KXO22o0A 5 =7 = A AMPEH SN TNDNE D I Efigid
LET,
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4l

Z# 71 Tz =G —N— o — T o RYLRE(FES)

7N LB

Link Down (Not-Monitored) #BLY > 7 [ ZEEF TT N A v FX—T = A ATEHREX T L
TBY 72—Vt —NR— 7oA Lo TE=HXEINTWNEYE
I EFo X EN TV RN v H—T 2 ADBEIZL ST T =—
NN ==X M) T—NFEHEA,

Testing 7 2=y hOWIRTAA L HZ—T 2 A ANME hello 787 > A
RN A A —T A AIT A N E— R T,
REH AE =T 2 ADT A MIER L. A Z—T A AFEEN

FAELEELELTY—SNET A =T = ADEFITL -
TT7 = VA — "= INTEEeE A v X —T A AD
EICL ST B FY 2=y FhEREF T = — A ——
=T DT 2 — )V F— =R AE L ET,

<)V TF 2 FTF A E— FTlL.show failover 2~ FOLZNEXF=2UF 4 a2 FTF A Tl
AT&EFET A7 aroxr—U—RKIANTEEREA,

WAZ | Active/Standby 7 = — /L 74— X—"T® show failover =1~ > KD H 1% 7~k L £ 9, ASA
TIE. 7 =— /A —s3— 1 7 (folink) & inside f > X —7 = A AIZIPv6 7 KL A& LT
b\i‘a‘o

ciscoasa# show failover

Failover On
Failover unit Primary
Failover LAN Interface: failover GigabitEthernet0/4 (up)
Reconnect timeout 0:00:00
Unit Poll frequency 1 seconds, holdtime 15 seconds
Interface Poll frequency 5 seconds, holdtime 25 seconds
Interface Policy 1
Monitored Interfaces 3 of 1049 maximum
MAC Address Move Notification Interval not set
Version: Ours 98.1(1)86, Mate 98.1(1)86
Serial Number: Ours JAF1610APKQ, Mate JAF1610ALGM
Last Failover at: 12:52:34 UTC Apr 26 2017
This host: Primary - Active
Active time: 87 (sec)
slot 0: ASA5585-SSP-10 hw/sw rev (2.0/98.1(1)86) status (Up Sys)
Interface inside (10.86.118.1): Normal (Monitored)
Interface outside (192.168.77.1): No Link (Waiting)
Interface dmz (192.168.67.1): No Link (Waiting)
slot 1: empty
slot 1: empty
Other host: Secondary - Standby Ready
Active time: 0 (sec)
slot 0: ASA5585-SSP-10 hw/sw rev (2.0/98.1(1)86) status (Up Sys)
Interface inside (10.86.118.2): Normal (Waiting)
Interface outside (192.168.77.2): No Link (Waiting)
Interface dmz (192.168.67.2): No Link (Waiting)
slot 1: empty
slot 1: empty
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Stateful Failover Logical Update Statistics
Link : failover GigabitEthernet0/4 (up)

Stateful Obj xmit xerr rcv rerr
General 22 0 6

sys cmd 6 0 6 0
up time 0 0 0 0
RPC services 0 0 0 0
TCP conn 0 0 0 0
UDP conn 0 0 0 0
ARP tbl 14 0 0 0
Xlate_Timeout 0 0 0 0
IPv6 ND tbl 0 0 0 0
VPN IKEvl SA 0 0 0 0
VPN IKEv1l P2 0 0 0 0
VPN IKEv2 SA 0 0 0 0
VPN IKEv2 P2 0 0 0 0
VPN CTCP upd 0 0 0 0
VPN SDI upd 0 0 0 0
VPN DHCP upd 0 0 0 0
SIP Session 0 0 0 0
SIP Tx O 0 0 0

SIP Pinhole 0 0 0 0
Route Session 0 0 0 0
Router ID 1 0 0 0
User-Identity 1 0 0 0
CTS SGTNAME 0 0 0 0
CTS PAC 0 0 0 0
TrustSec-SXP 0 0 0 0
IPv6 Route 0 0 0 0
STS Table 0 0 0 0

Logical Update Queue Information

Cur Max Total
Recv Q: 0 5 6
Xmit Q: 0 27 86

KIZ | Active/Active 7 = — /L4 —/3—"T® show failover =~ > ROH Iz~ LE 9, Z OHIT

T BB TXANTOLIPYVO T RLAZA A —T 24 ZAZE D Y TTVES,

ciscoasa# show failover

Failover On

Failover unit Primary

Failover LAN Interface: folink GigabitEthernet0/2 (up)
Unit Poll frequency 1 seconds, holdtime 15 seconds
Interface Poll frequency 4 seconds

Interface Policy 1

Monitored Interfaces 8 of 250 maximum

failover replication http

Group 1 last failover at: 13:40:18 UTC Dec 9 2004
Group 2 last failover at: 13:40:06 UTC Dec 9 2004

This host: Primary
Group 1 State: Active
Active time: 2896 (sec)
Group 2 State: Standby Ready
Active time: 0 (sec)

slot 0: ASA-5545 hw/sw rev (1.0/7.0(0)79) status (Up Sys)

admin Interface outside (10.132.8.5): Normal

admin Interface folink (10.132.9.5/fe80::2a0:c9ff:fe03:101): Normal
admin Interface inside (10.130.8.5/fe80::2a0:c9ff:fe01:101): Normal
admin Interface fourth (10.130.9.5/fe80::3eff:fell:6670): Normal
ctxl Interface outside (10.1.1.1): Normal
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ctxl Interface inside (10.2.2.1): Normal
ctx2 Interface outside (10.3.3.2): Normal
ctx2 Interface inside (10.4.4.2): Normal

Other host: Secondary
Group 1 State: Standby Ready
Active time: 190 (sec)
Group 2 State: Active
Active time: 3322 (sec)

slot 0: ASA-5545 hw/sw rev (1.0/7.0(0)79) status (Up Sys)

admin Interface outside (10.132.8.6): Normal

admin Interface folink (10.132.9.6/fe80::2a0:c9ff:fe03:102): Normal
admin Interface inside (10.130.8.6/fe80::2a0:c9ff:fe01:102): Normal
admin Interface fourth (10.130.9.6/fe80::3eff:fell:6671): Normal
ctxl Interface outside (10.1.1.2): Normal

ctxl Interface inside (10.2.2.2): Normal

ctx2 Interface outside (10.3.3.1): Normal

ctx2 Interface inside (10.4.4.1): Normal

Stateful Failover Logical Update Statistics
Link : third GigabitEthernet0/2 (up)

Stateful Obj xmit xerr rcv rerr
General 0 0 0

sys cmd 380 0 380 0
up time 0 0 0 0
RPC services 0 0 0 0
TCP conn 1435 0 1450 0
UDP conn 0 0 0 0
ARP tbl 124 0 65 0
Xlate_Timeout 0 0 0 0
IPv6 ND tbl 22 0 0 0
VPN IKE upd 15 0 0 0
VPN IPSEC upd 90 0 0 0
VPN CTCP upd 0 0 0 0
VPN SDI upd 0 0 0 0
VPN DHCP upd 0 0 0 0
SIP Session 0 0 0 0

Logical Update Queue Information

Cur Max Total
Recv Q: 0 1 1895
Xmit Q: 0 0 1940

WIZ . ASA 5505 > — XD TO show failover =~ > FOH R L FET,

Failover On

Failover unit Primary

Failover LAN Interface: fover Vlanl50 (up)

Unit Poll frequency 1 seconds, holdtime 15 seconds
Interface Poll frequency 5 seconds, holdtime 25 seconds
Interface Policy 1

Monitored Interfaces 4 of 250 maximum

Version: Ours 7.2(0)55, Mate 7.2(0)55

Last Failover at: 19:59:58 PST Apr 6 2006

This host: Primary - Active

Active time: 34 (sec)

slot 0: ASA5505 hw/sw rev (1.0/7.2(0)55) status (Up Sys)
Interface inside (192.168.1.1): Normal
Interface outside (192.168.2.201): Normal
Interface dmz (172.16.0.1): Normal
Interface test (172.23.62.138): Normal

slot 1: empty
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Other host: Secondary - Standby Ready

Active time: 0 (sec)

slot 0: ASA5505 hw/sw rev (1.0/7.2(0)55) status (Up Sys)
Interface inside (192.168.1.2): Normal
Interface outside (192.168.2.211): Normal
Interface dmz (172.16.0.2): Normal
Interface test (172.23.62.137): Normal

slot 1: empty

W T T4T-T 7T 47 &y b7 w7 T show failover state =~ > FOH 2R L £7,

ciscoasa(config)# show failover state

State Last Failure Reason Date/Time
This host - Secondary
Group 1 Failed Backplane Failure 03:42:29 UTC Apr 17 2009
Group 2 Failed Backplane Failure 03:42:29 UTC Apr 17 2009
Other host - Primary
Group 1 Active Comm Failure 03:41:12 UTC Apr 17 2009
Group 2 Active Comm Failure 03:41:12 UTC Apr 17 2009

====Configuration State===
Sync Done

====Communication State===
Mac set

WIC. T VT 4 T-AZ 3, &> b7 w7 T show failover state =~ > KOH S 2R L £,

ciscoasa(config)# show failover state

State Last Failure Reason Date/Time
This host - Primary
Active None
Other host - Secondary
Standby Ready Comm Failure 12:53:10 UTC Apr 26 2017

====Configuration State===
Sync Done

====Communication State===
Mac set
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% 7-2 12 . show failover state =~ > ROH FTOFHBHAZ R L E4,

F 7-2 show failover state DD

74—V K

B

Configuration State

a7 4¥alb—va CORBLOREEZR T LET,

AR N, 2=y FTHRERI V7 4 Fab—a REIX KD

LBV T,

¢ Config Syncing - STANDBY: =7 ¥ = L — ¥ 3 O E#HL
MIFTEINTND L EITHRESNET,

¢ Interface Config Syncing - STANDBY

e Sync Done - STANDBY: A X > NAf 2=y N T IT 47 =2
=y hetDarg o FXal—varo#ifbEeT Lz &I
BREINET,

TIOT 47 2=y hCRRERI V7 4 X2 b—2 g REBIZ KO
LBy T,

e Config Syncing: A % A 2=y NMIX LTIy 7 4 Falb—
YarORHbEEITLTNDEEIIT VT 47 2=y P ET
WESNET,

¢ Interface Config Syncing

e SyncDone:7 77 47 2= hB AX LA 2= MNMIKL
Tary7Z74F¥alb—ra yORBUEZIEFIZET Lz & T
EINET,

e Ready for Config Sync: A ¥ N4 2=y kRN aA 7 4 F =2 b —
Va ORI EZETOHEMA T T LIZEWIEFE2ED L
T IT 47 2=y P ETRESNET,

Communication State

MAC 7 RV AR AT — % A2 £ R LET,

e Macset: MAC 7 RLANRET 2=y hBHZOa=v NIFE
ik L=,

e Updated Mac:MAC 7 RLUANRTEH I N MMDL=> M LT
FEET 2 MER S LA SNET 0. 2=y FE
BT BT 2=y b bRE#bEnze—BH /v MAC 7 R
LAZEHTIHHEAICHERIET,

Date/Time

EDOHMB LU A LAZ T H2FRLET,

Last Failure Reason

BBEIZLA— N ENTZEEOHBAEZERLET, ZOHFRIZEED

FENREINTHLZ Y 7T ENEYA, ZOERIT. 7 = — A —

WN—NRELTGAICOARERINET,

AIRE/R B EDOBBRITIKR D LBV TT,

o Interface Failure:[EENFEE LA LV X —T = A ADHEN
Tz VA= R—=FEMEE WL T ==V — N =3 L E
L7z,

e Comm Failure: 7 = — /L4 —/X— U U J | TEENFAE LT,
BTN E T L TNET,

e Backplane Failure
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# 72 show failover state D7D (Fe &)

74—V F B

NS 2= k@ Primary/Secondary ¥ X U' Active/Standby A7 — ¥ A % %
RLET,

This host/Other host

This host |Z,. 2~ > K2®

==t

FAT

ENTET AL ROV TOFERERL

£ 9, Other host I, 7 = — /LA — "—DXT L 2 BMDT XA Z|Z

ONWTONEHERLET,

1Z . show failover history =~ > KO H %~k L £,

ciscoasa(config)# show fa

11:59:31 UTC Jan 13 2017
Active Config Applied

06:17:51 UTC Jan 15 2017
Active

03:58:49 UTC Feb 3 2017
Active
mate failure

03:58:51 UTC Feb 3 2017
Cold Standby
mate failure

03:59:18 UTC Feb 3 2017
Sync Config

mate failure

23:11:39 UTC Jan 13 2017
Cold Standby

ilover history

Active

Failed

Cold Standby

Sync Config

Sync File System

Failed

response not heard from mate

23:19:01 UTC Jan 13 2017
Sync Config

Not Detected

configuration sync timeout expired

14:26:28 UTC Aug 16 2017
Standby Ready

Just Active

failed due to disk failure

14:26:29 UTC Aug 16 2017
Just Active

Active Drain

failed due to disk failure

14:26:29 UTC Aug 16 2017
Active Drain

Active Applying Config

failed due to disk failure

14:26:29 UTC Aug 16 2017
Active Applying Config

Active Config Applied

failed due to disk failure

14:26:29 UTC Aug 16 2017

Sa<w K

Reason

No Active unit found

Interface check
This Host:3

admin: inside
ctx-1: ctxl-1
ctx-2: ctx2-1

Other Host:0

Failover state check delayed due to

Failover state check delayed due to

Failover state check delayed due to

HA state progression failed

HA state progression failed

Inspection engine in other

Inspection engine in other

Inspection engine in other

Inspection engine in other

as

as

unit has

unit has

unit has

unit has
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Active Config Applied Active Inspection engine in other unit has
failed due to disk failure

18:03:35 UTC Aug 17 2017
Active Standby Ready Other unit wants me Standby

18:03:36 UTC Aug 17 2017
Standby Ready Failed Detect Inspection engine failure due
to disk failure

18:03:37 UTC Aug 17 2017
Failed Standby Ready My Inspection engine is as good as
peer due to disk recovery

By b VITIT RREZE AN 54 U2 %R X OVE fF BHARIRRE . A5 IR AE . B L ONRRE A o FL
HARSNET LI LV N BT ROKRBICEESINE T, =2 b U2 EEICER
SINFET HKRKTO0 - N EZRRTEET 2 M DBRRIEUICEGELESGA kb TV
FUBHAO EEASEIBREAF L U RKEBICBEBNSET,

TS5 —OPHIZIE. N T TNy a—F 4 IR OFEME RN S ENTOET, 2SI A
VH—T 2 A ATz T o= A== RET = v I REOETORK. BLOY—E R
EFEV 2= VORERH Y T,

K12, show failover history details 2~ > ROl ZR L ET,

show failover history details

09:58:07 UTC Jan 18 2017
Not Detected Negotiation No Error

09:58:10 UTC Jan 18 2017
Negotiation Just Active No Active unit found

09:58:10 UTC Jan 18 2017
Just Active Active Drain No Active unit found

09:58:10 UTC Jan 18 2017
Active Drain Active Applying Config No Active unit found

09:58:10 UTC Jan 18 2017
Active Applying Config Active Config Applied No Active unit found

09:58:10 UTC Jan 18 2017
Active Config Applied Active No Active unit found

09:57:46 UTC Jan 18 2017
Not Detected Negotiation No Error

09:58:19 UTC Jan 18 2017
Negotiation Cold Standby Detected an Active mate

09:58:21 UTC Jan 18 2017
Cold Standby Sync Config Detected an Active mate
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09:58:29 UTC Jan 18 2017
Sync Config

09:58:29 UTC Jan 18 2017
Sync File System

09:58:42 UTC Jan 18 2017
Bulk Sync

Sync File System Detected an Active mate

Bulk Sync Detected an Active mate

Standby Ready Detected an Active mate

show failover history details =~ > KX, B 7 D7 = — /LA —_"—D@EFEZERL . 2= bD
T 2= NVE—N—BEE T DR DT = —NA—N—J@EAZ L ET 1 BRI E T MG
BLIRWEAIT RBICNESNTE 7 2 — v —R_R—BREERIFRINE T,

#£ 73107 2= A —R_—DREEZ R LE T REIITKENE RO 220X A4 THRH Y

FET KRR L T EER DML NOHRFIC L » TRIEBERE R ELETLET 2=y

FOHERF T E DARRED Z & T, —HFZRIRIE & 1T 2= v PRI ZIRIEBIC B E T 5 £ TD

RIS 9 D KRE T,

# 7-3 Tz — G —N—D LR

States 2B

Disabled Tz VNI T =T VT, ZHUILE LT AT — T,
A 2= MIFERECTT, SNERELEAT— FTT,
Negotiation o=y MIET E O AL ET ERXIZ—RLT, Y7 b

=T N—=Ta O AEEENEA ] L Active/Standby B — /L & IR E
LET . RISy — FENFER—MICESE 2=y MNIRZ L AA
o=y MREEZIEXT 7747 2=y MREBIZZR 20 FEEIRBIC
20 ET, UL AT — R T,

Not Detected

ASA IZE T OBFEARE TEEFA ZDOZ LT, Tz — NV F— " —
DA =T NVIRIRHET ASA BB I NN BT RNFEE LRV, E7-
ZET OERNLT 7 THIGHICHEAETHRREENRH D 7,

AR R, =y MNREE

Cold Standby

2=y NIETRT 77 4 THREBIZEETHSOERELET . ET
2=y BT 7T 4 TIREEIZEIET S L 2 D= > M Standby
Config JREEIZHEAR F T, 2T —FFHIR AT — R T,

Sync Config

2=y NIET 2=y M OETaV T 4 Fal—va r2ERL
FT.ar7 ¥ ab—rva ORI T =R AE LT A.
=y MIYHREBICRE Y £3, 2R 27— FTT,

Sync File System

2o NIET VAT AL T AN VAT ARRHIELET. 2N
X 27— T,

Bulk Sync

2=y MEET HBREFREZE LET, ORER, 27— b7
VT m WV F SR R =T VOB EICOBIEE LET, TR
— Ry AT — hT7,

Standby Ready

2=y NI T I T 47 2= NMIBEENRKEAE L-SAICE8 Xk

iz
A7 T LTWET, ZHILELIEAT — T,

CiscoASA V'V —X a<w R U777 LR Sawr
[ 714 | |



# 7-3 Z z =g —N—DRRE (&)

States 51|
TIT 47 2=y MRE
Just Active 2=y MRT I T 47 2=y MIRo e & EDREMORETT, =

DORFBICHDEE 2=y FRT VT4 TR DZE BIRIPT
KL AL MACT RLAZA L HZ—T 2 AIRETDHZ 2T
BT A A v —URETICEEINET, 2 id e A
7— hT7,

Active Drain ET7MNEDFa— Ay —UREEINET, 2L KRR R
7— hT9,

Active Applying Config |z=v MITAT LA a7 Falb—rvarz@lLET, 2
—H e AT — F T,

Active Config Applied 2=y FEVATF A AL T4 X2l —ar0EHEETLEL
oo SHIF IR AT — FTY,

Active A=y MIT T 4T TN T T4y 7 BB LTV ET, ZHIEL
ELIEAT—FTT,

TNENOIRBELDORITREEE OB i E £, ZOBBT 2= b2 —FFRYZRRED
DIKFEHIZRRBICHEA TH EH R CE 1020 £ RIS ATEEMED & S REBAF O H 2R
Liﬁ‘o

e TT—/2L

e Clconfigemd IZX > THESN TV

o Tx— LA —NR—RET = v

o Tx— )L —N— AU H—T A ADHE[FNTE T

e HELLO %15 &7z

o D=y "DV T b 2T N=U g URNEGL-TND

o o=y FOEEE—FNREL->TND

o D= FDOTA B ANRESTNE

o Da=v FDYY—Y AT 4 Fal—TalrRNRRE-TND
e DAL=y FDOI—K a7 4Xal—arBNR RoTND
e D=y NINLT T 4 TIREEZERI N

o iD= FBAX UNNAREEZER I LT

o iD=y PR ZOa=y MIEERHD L LA— LT

o o=y hB FOa=y NIEERHD L LHR— LK

e VT 4Fal—al DR

o TIUT 4T 2=y MR I

o TIUT 4T 2=y MBI T

o LT 44Xl — g ORI THNLT

o WERENGEIELE

o D=y FOVLAN 27 4 FXal—varBNEiRoTn5
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|

e VLAN 207 4 X al—va U EZHRTERN

e ILT 4 X2l —Y g ORPHERRERETH D

o IVT 4Xal—a ORYULICKK LT

o A UH—TxAfAF vV

o Iz =vy FOBENKKLEZ

o Tx—)LF—NR— Ayt —TD ACK ZZIE Lotz

o FHIBOFERETHO 2=y FBREHEL R o]

o U7 OERMSKM I

o Tz — LA — = TR

o HAREEDOHEITIZRK L

o —E R I— FEENRKRH I

e iD=y hOY—E R H— NIZEENRKAE L

o ZPDa=y MDY —E R I—RKIET LFEEETHD

o LAN A V¥ —7 = A ANMKKEREIZ/R -T2

e V7 a=v Y u—FRInhlz

o UT I —T b LAN X— R fover |28 V) b o 7=

o IUT 44X alb—Ta UEAHMIEOREL R TE oW

o HE)EFIEK

o KR

R IZ . show failover interface =~ > FOM NPl Z R L ET T/, ADT = — N F—"— A

=Tz A RZIPV6 T RLUAREESNLTWVET,

ciscoasa(config)# show failover interface

interface folink GigabitEthernet0/2
System IP Address: 2001:a0a:b00::a0a:b70/64
My IP Address : 2001:a0a:b00::a0a:b70
Other IP Address : 2001:a0a:b00::a0a:b71
Ea~<v K gy R = B

show running-config HfED 2> 7 4 F =2 L —3 3 N failover =2~ > FEFE L ET,

failover
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show failover exec

FBE L7z => h® failover exec =~ > K £— K& F/RT 5215 574 EXEC & — K T show
failover exec =~ > RZEH L x 7,

show failover exec {active | standby | mate}

ST DO active TUT 47 2=y O failover exec =~ N E— KEZFRK R L E7,
mate 7 == h® failover exec =¥ K E— N&ZF L ET,
RHNA AR N, 2=~ D failover exec 2~ K E— R&ZFH R LET,
T 7 H T 7 4V NOBERHEILZH D FH A,

a<v RKE—F

ROKIZ, 2~ FEANTELHEF—RF2RLET,

TZ7AT UA—)V
T—F X274 arsTHFRE
< JVF

b Z7 AR aVTF
a<w v KE—F N—T v N |TVvrb v | R b AT A
e Me EXEC o Xfits o Xfits o X% o X% o X%

o NEkE

ERAEDHA FF

fy

Bl

Jyy—= EEAK
8.0(2) Ioawry RREBMESNE LT,

failover exec =2~ > NIZ IEELETF A AL Dy Y a VAL LET. T 74V FTIR. 2O
yia i se— a7 4 X al—yay EFE—RFRTT, 20y aroavy K E—
K. failover exec =~ > Rl L Cibl7r =2~ > K (interface =~ > K72 &) #%(Z4 5 - &
Lo TEHETEXET IHBTEINTZT NA A failover exec =2~ KR EF— REZLEELTH, T
AAZA~DT 7 EAMHEH LTSy g rDavwy R E— NIERENEEA, T /A R L

DBIEDE Yy arpavy RE—RKEZEHTLTYH . failoverexee 2~ R T chba~vy
N E— RITITRELEE A,

show failover exec =~ > N failover exec 2~ R TCEEEN D a~ L RRETEND FBE
LETFAAL A EDavy RE—RERRLET,

&2, show failover exec =2~ > KO J1#il %27~ L £, Z DHFITid, failover exec =~ > K23 A7)
INHar=y hOa<wy K E— RN, a~vr RNETEIND failover exec =2~ K £— LA
CTHHMENRZNT EE2/RLTWET,
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|
TOFTIZ AL NS, 2=y Ma I AV LEEHERN. T 7747 2=y F LOA v & —
7 A AZLETEIBINLE S, Z OF] T, show failover execmate =~ > K% 2 [HDIZ AT L= &
EET TARAAFA LV H =T oA AT 4Xa2lb—vary T—RThHdERRINET,
failover exec =7~ R TT A RZEEFEINDH A~ NIX. ZOE— R TEITINET,
ciscoasa(config)# show failover exec mate
Active unit Failover EXEC is at config mode
! The following command changes the standby unit failover exec mode
! to interface configuration mode.
ciscoasa(config)# failover exec mate interface GigabitEthernet0/1
ciscoasa(config)# show failover exec mate
Active unit Failover EXEC is at interface sub-command mode
! Because the following command 1is sent to the active unit, it is replicated
! back to the standby unit.
ciscoasa(config)# failover exec mate nameif test
EEa~r R a<w R B!
failover exec T z— A== XTOREEINT-2=y P ET ANENTa~

RERITLET,
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show file

WX DN

a<v U RSF7%

VI

av s RKE—F

T 7 AN VAT HIET HIEREFRT DI FFHE EXEC £ — KT show file =~ F & H

Lij‘o

show file descriptors | system | information filename

descriptors
filename

U

VAT A

BN TWA 7 7 A LEEIRFE2 T X TERRLET,

Ty AN ERELET,

NR= T =TTV = ar Ry r—=2 T7ANVRE REDT 74
MNZOWNWTDIFRER TS LET,

T LRI T AN VAT HIZOWT YA X FIHARE/ RSN A M A
FUTDEA TS 7537 BLXOTF VT v 7 ZAEREERLET,

T 7 N OEERLEIZH D EH A,

ROKIZ, A~ FEANTELHE—RF2RLET,

TZ7ATUF—Iv
T—F X2V T4 aTFHAR
< IIVF
FF AR aTx
a<v s RKE—F N—7v RN | Tvryhs (7 | Rb VAT A
¥¢#E EXEC o Xt LD SIS LD SIS o Xt o X%
aw v FERE Jyy—= EHENE
7.0(1) Zoawy RBRBEMEnNE L,
8.2(1) N hF— T FU e gy Sor—2 77 A Mo C O %
FoRT HEEENBIMESVE LT,
9.7(1) show file descriptor =~ > R, v A7 LA 227 F A |k £— K Topen
T ANTIRT PO M N ET ) M T AR ICEHESNE L,
FERLEDOHTA RS ~ALF arTHFAMET—RDOYAT LA a7 XA b THHT %354 show file descriptors = <
A YRETRTOarTHRRA MDD T HNTWDHEDT 7 A /L ORLIR T DOFF#l 2 2R L

FT,. 2T FANMZopen 77 A NI NHHIGA CLINT AT A a7 F A NTHEITS
NTWHIT EDRED 2 T F A FOFEMOBRNFRENE T, AT Aid, o file
descriptors] D 2 7T F A F DT X TOAFNIH ) LEWE Aopen 7 7 A VIR 0385 2T
XA LNOAERRLET,
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il RIZ . show firewall =~ > ROH T3 Z R L ET,
BIWNTND 7 7 A ARV a7 % 2 |

ciscoasa(config)# show file descriptors
No open file descriptors
ciscoasa(config)#

BRNTWD 77 A A RBDHE—Da TR b

ciscoasa(config)# show file descriptors
FD Position Open PID Path

0 0 0302 139 diskO:/testl.txt
ciscoasa(config)#

VAT A AVTRARTHOCTND T 7 A ARBRVTAF 2T H A b

ciscoasa# show file descriptors
ciscoasat#

VAT L AVTRARTHOTNDE 7 7 A ARD LI ALF AT HA D

ST-Campus-spyc/stby(config)# show file descriptors

Context: CTX1

FD Position Open PID Path

0 0 0000 180 disk0:/SHARED/anyconnect-linux-3.1.07021-k9.pkg
1 0 0000 180 diskO0:/SHARED/anyconnect-win-4.0.02052-k9.pkg
Context: CTX3

FD Position Open PID Path

0 0 0000 180 diskO0:/SHARED/anyconnect-linux-3.1.07021-k9.pkg
1 0 0000 180 disk0:/SHARED/anyconnect-win-4.0.02052-k9.pkg
Context: CTX5

FD Position Open PID Path

0 0 0000 180 disk0:/SHARED/anyconnect-linux-3.1.07021-k9.pkg
1 0 0000 180 disk0O:/SHARED/anyconnect-win-4.0.02052-k9.pkg

=P AT HERFTHON TN 7 7 A ANRRNTILF AT F X b

ST-Campus-spyc/stby/CTX1 (config) # changeto context CTX2
ST-Campus-spyc/act/CTX2 (config)# show file descriptors
No open file descriptors
ST-Campus-spyc/act/CTX2 (config) #

2= AT XA RTHO WD T 7 A ABHLEALF AT HFA R

ST-Campus-spyc/stby (config)# changeto con CTX1
ST-Campus-spyc/stby/CTX1 (config) # show file descriptors

FD Position Open PID Path

0 0 0000 180 disk0O:/SHARED/anyconnect-linux-3.1.07021-k9.pkg
1 0 0000 180 disk0:/SHARED/anyconnect-win-4.0.02052-k9.pkg
ST-Campus-spyc/stby/CTX1 (config) #

ciscoasa# show file system
File Systems:

Size(b) Free (b) Type Flags Prefixes
* 60985344 60973056 disk rw disk:

&Iz show file info =~ > ROl Z R L £ 7,

ciscoasa# show file info diskO:csc_embdl.0.1000.pkg
type is package (csc)
file size is 17204149 bytes version 1

B CiscoASAYV—X o= RUT77L VR Savwr R



BHEa< N

a2 K A
dir T4V N N)ORNFEERLET,
pwd BIEODHEET L7 N 2FERLET,
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[ |
show fips
FIPS D AT —# A % K19 5|21, FiME EXEC & — K C show fips 2~ > R&{EH L £9°,
show fips
WL DA Zoawy RIZEBIEELEF T - RiExdb v A,
T FNVH T 7 4V FOEMIERLMEIZH Y £ A,

a<w v RE—F WORIZ. a~ REANTESE—FexRLET,

T7AT U=V
T—F X2V T 4 aTFHAB
~I)VF
F 7oA~ SN
a<vy RE—F V—Fy K |7V b A 2z k 25 A
¥¢#E EXEC o Xt o %thn o i o i __
= NIgHE yy—= ERNE

913D Zoavy FRBMSE LK,

FER EDHA KZ  show running-configuration fips =~ > FTIZ . FIPS BNENIR ST L ZITOHRRAT —HF ANRFEK

AV REINTUWE Lz show fips =~ > ML EREOEBEREBALIET S -OICEAIRE LR, L
oMo T, ZDa~wy RTIEH, 2 — RN E 1T AR AEIZ 72 > TV 5 FIPS 240 £ 72 11
BNCT % & X FIPS AT = ANFRENET  FI,. Z0a~v FT. 77 va R E
TTEYL LR TT A, A2 HBEB T LH2ODOAT —F A bR RSINET,

£ WIZ  show fips 2~ > RO NI Z R L ET,

FIPS 23 #EZIZ 72 > TV T, 2 —H /3 fipsenable # /T L CINEANCTHE KD IHIZRD
ij‘o

ciscoasa# show fips
FIPS is currently disabled and will be enabled after reboot
ASA DY 7 — MM,

ciscoasa# show fips
FIPS is currently enabled

B CiscoASAYV—X o= RUT77L VR Savwr R



FIPS 2N E#hIZ 72 > TV T, = — 47 no fips enable 2 E1T L CZNEZENICT 2L kDL H I
7m0 ET,

ciscoasa# show fips
FIPS is currently enabled and will be disabled after reboot

ASA DY 7 — MM,
ciscoasa# show fips
FIPS is currently disabled

FIPS N #EZh1Z 72 > T T, —4 73 no fips enable # /T L CI A ®HIZTH L KD I I
B0 ET,

ciscoasa# show fips
FIPS is currently disabled

FIPS AN 72> TV T, 2— 72 fipsenable 2 FE{T L CZHEZ AT D E RO X H TR
EJ AN

ciscoasa# show fips
FIPS is currently enabled

BEa< R

a<=w R B!

fips enable ASA TFIPS # I LE T,

show fips DBIEDFEITaA L 7 4 X al—Ta Ly bBfFar 7 4 Fal—
running-configuration < g U AZF R L F1,

fips

CiscoASAV ) —RX a< R U7y LR SavwryF 1|



# |

[ ]
show firewall
WEDCDTZ 7 AT 4=V ET—RKOb—T v REZIX N T VAT L M) 2ERTHIC0T. Kk
EXEC & — K T show firewall =~ > K& H L £,
show firewall
WX DA Zoawy IR EITF—TU— FiEb v A,
77 %)V b T 7 4V N OEERCHEIXDH Y AL

a<w v RE—F WORIZ. a~ REANTESE—FEeRLET,

T7ATUF—I
T—F X2V T 4 aTFHAR
~VF
7 AR avTX
a<wrRE—F =7y R |7V~ [TV |[RB AT A
FibE EXEC o Xt o Xt o Xt o Xt o Xt
a<y N Jyy—=x EEARN
7.0(1) Zoawry RBNBENERE LR,
il &Iz show firewall =~ > KO H /16 % 7~ L £,
ciscoasa# show firewall
Firewall mode: Router
o< R a<w v R SWER
firewall transparent 7 > 4 7 74— F— REZELET,
show mode BEOILTHFA N T— R NVERITIYLF) 2R LET,
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show flash

W7 7 v v a AEY ONEEERRT HITIL FiHE EXEC £ — K T show flash: =~ > K% fifi ]
Lijqo

show flash: all | controller | filesys

ASA */C:\&i\ﬂash 3’\’»—‘17*—‘ ]\\‘QCI/]) U 7 A disk0 75§'fi)zﬁ éﬂi‘g‘o

XD

gl%

#

F 7 %)V b

av s RKE—F

all FTRTDOT Ty aDIERERRLET,
ayvio—5 TrAN VAT A arybe—70FREERLET,
filesys TrAN VAT LADIEREFERLET,

T 74N FOBERERSH Y EE A

ROKF,. ZDa~wr FEANTELE—FERLTHET,

T7AT Ut —)V
T—F X2V T 4 aTFHAB
< J)VF
b7 AR X
a<w s KRE—F N—Tv N |7V b U | R B AT A
i+ EXEC LI S I S I S I S I S
o REkE JYy—=x EEAR
7.0(1) Zoawy RBEMENE L,
% Wiz show flash: =~ > RO Il EZ R LET,

ciscoasa# show flash:

-#- --length-- ----- date/time------ path

11 1301 Feb 21 2005 18:01:34 test.cfg

12 1949 Feb 21 2005 20:13:36 pepsi.cfg

13 2551 Jan 06 2005 10:07:36 Leo.cfg

14 609223 Jan 21 2005 07:14:18 rr.cfg

15 1619 Jul 16 2004 16:06:48 hackers.cfg
16 3184 Aug 03 2004 07:07:00 old_running.cfg
17 4787 Mar 04 2005 12:32:18 admin.cfg

20 1792 Jan 21 2005 07:29:24 Marketing.cfg
21 7765184 Mar 07 2005 19:38:30 asdmfile-RLK
22 1674 Nov 11 2004 02:47:52 potts.cfg

23 1863 Jan 21 2005 07:29:18 r.cfg

24 1197 Jan 19 2005 08:17:48 tst.cfg

25 608554 Jan 13 2005 06:20:54 500kconfig

26 5124096 Feb 20 2005 08:49:28 cdisk70102
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27 5124096 Mar 01 2005 17:59:56 cdisk70104
28 2074 Jan 13 2005 08:13:26 negateACL
29 5124096 Mar 07 2005 19:56:58 cdisk70105
30 1276 Jan 28 2005 08:31:58 steel
31 7756788 Feb 24 2005 12:59:46 asdmfile.50074.dbg
32 7579792 Mar 08 2005 11:06:56 asdmfile.gusingh
33 7764344 Mar 04 2005 12:17:46 asdmfile.50075.dbg
34 5124096 Feb 24 2005 11:50:50 cdisk70103
35 15322 Mar 04 2005 12:30:24 hs_err_pid2240.log
10170368 bytes available (52711424 bytes used)
o< R a<w v R W ER

dir

T4V PV ORNEERRLET,

show diskO:

W7 T vva ARV DORAREZRRLET,

show disk1:

N 7T w2 AEY I—RFRONEEZFRLET,

B CiscoASAYV—X o= RUT77L VR Savwr R



show flow-export counters

NetFlow 7 —Z IZBHEfFIF BN TNWD T U X A A U v X EFKRT DI Fite EXEC £— R
T show flow-export counters =~ > K& H L £7,

show flow-export counters

X DOHHA Zoa=y FIFGIEELITF—V—FEdH Y T8 A,

P W 77 a0 F OBEREILS D EE A

avy v FE—F WORIFT. ZDa~xw REAJTEDHE—FE2RLTWET,

TZ7AT T4 —)v
T— K ¥X2UTF 4 avTXR L
< )LF
T AR T
gy RE—F N—T v R | TV I | R VAT A
¥ HE EXEC o Xfiits o Xfits o Xfits o Xty |—
= NRHE yy—= EERNE
8.1(1) Zooawr RRBEMERE LT,
9.0(1) EETEAR— MY Y TORKIZHTEH LT — o X REN
INFE L,

BERLOAAL KT Ty 448 YU IR MitF— 4 BEOT T — F— 2 naEnEd,
Ay

il RIZ NetFlow 7 — Z ([ZBHEfT T N TWD T o # A L 10 X % KT 5 show flow-export
counters 2~ > ROl ZR L E T,

ciscoasa# show flow-export counters

destination: inside 209.165.200.224 2055

Statistics:

packets sent 1000
Errors:

block allocation failure
invalid interface
template send failure

no route to collector
source port allocation

o O O O O
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# |

EHEa~<v R a2 K A
clear flow-export counters NetFlow DT > X A L 7o 22+ _XTEPaicty NLET,

flow-export destination NetFlow 2 L7 ZDIP 7 FL A FE|IAHR A b4 & NetFlow 2 L 7
BNV v ALF 5 UDP R— h&4EE L £ T,

flow-export template T 7 L— ME#RD NetFlow =t L 7 X [2E{E S5 BREZ I L
timeout-rate F9,
logging logging flow-export-syslogs disable =~ > K& AJ) L7212,

flow-export-syslogs enable syslog # v ¥ — % A X —7 /L2 L, & 5IZ NetFlow 7 — % |Z B
T BTz syslog A v =% A F—T ML ET,
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show flow-offload

Ta— A 7a— RNZOWNWTOIERZERT HI21L. B4 EXEC & — K T show flow-offload =~
Y REFEALET,

show flow-offload {info [detail] | cpu | flow [count | detail] | statistics}

WX DA info [detail] Fo7na— R VBT A EARERE R R LE T, A — bR
WMOFERI 72 & OBMIERZBET 5 121T detail F+— 7 — KZBHL
ji—a«o

cpu F7u— R aroAmOR—t T —UERRLUET,
flow [count | detail] F 7 —RENTWAT 7T 4 T h7a—IlET 5 EHRE2F < LE
T A7 g TROF—T— REBEINTE £,
e count: A7 T — RENTWAET 7T 4 77— ElELOA
Tao— REntE7ue—oKErERLET,
o detail: A 70— RFEXNTWAT VT 4T R7a—LtFnbnEX
Bz N— e TF—H KR LET,
statistics Fra—Rsnk7ae—0 "7y M ERERRLET,
77 4V b T 7 4V N OEERCHEIZH Y EH AL

a<vy KFE—F ROKIZ, 2~ FEANTELHEF—RF2RLET,

TZ7AT T4 —Iv
'T—F EX2)F 4 arFRAL
< )VF
FZ AR VTR
aw s RE—F A—Fy R | 7Lk (v (RB VAT A
¥ ME EXEC o Xfits o Xfits o X% o X |—
o< R Jy—= EEAR
9.5(2) Zoawy RNEAINE L,
FEHEOHA RS T7e—F7o—  FRENIREAF. Z0avr FEEAL T . —E2E¢FT7u—FRank->
AL 0—CBETAEMRER TR TEET,
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B

KIZ . show flow-offload statistics =~ > RO S1#l &7~ L 97, HIJIZIH 351G (Tx) ™7 v MK,
ZAERx) Ny M ey 7 &N 37y Mg B L OMEH S 72648 NIC (VNIC) O #iit i
WONRENFET,

ciscoasa# show offload-engine statistics

Packet stats

of port : 0

Tx Packet count
Rx Packet count
Dropped Packet count

VNIC
VNIC
VNIC
VNIC
VNIC
VNIC
VNIC

transmitted packet
transmitted bytes
Dropped packets
erroneous received
CRC errors
transmit failed
multicast received

Packet stats of port : 1
Tx Packet count
Rx Packet count
Dropped Packet count

VNIC
VNIC
VNIC
VNIC
VNIC
VNIC
VNIC

transmitted packet
transmitted bytes
Dropped packets
erroneous received
CRC errors
transmit failed
multicast received

785807566
785807566

0

785807566
103726598712

o O O O O

O O O O O O o o o o

HEa<w R

a<w v R

k!

clear flow-offload

F7u— Rt EIE7e—%2 27V 7 LET,

flow-offload

Ju—F47n—RFEREMCLET,

set-connection advanced-options

flow-offload

F7ua— RO E LTI 74y 7 7Ja—%FELET,
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show fragment
1P777%/hﬁ%%%/:~w®@¢7 R T 51213 ik EXEC £ — N T show
fragment =~ > R&fEf L £9,
show fragment [interface]
DA interface (FEBE)ASA DA v 2 —T =2 A AZHELFET,
77 4V b interface BDHRE SN TR WEE, Z0a<y KT R_RTOA U ¥ —T =4 AZEHAINET,

a<wy KNE—K

ROKIZ, A~ FEANTELHEF—RF2RLET,

T77AT UF—IV
T—F X2V T4 2V TFRAL
< /VF
P AR aTH
avrRKE-F =7y RN |7V h (PN [ RB VAT A
Fi#E EXEC £— R o X o KIS o KIS o XIS |—
=¥ NRE yy—= ERNE
7.0(1) Zoavwry RiF. ar7 4 Xal—vary T LEET X &5 T 5720
IZ . show fragment 35 X U} show running-config fragment @ 2 DD =+ R{T
FFONE L,
il WIZIP 7T 7 A NEEEEY 2 — VOBWET — 2 2R3 T 5 HIEOH 2R LET,

ciscoasa# show fragment

Interface: outside

Size: 200, Chain: 24, Timeout: 5, Reassembly: virtual
Queue: 0, Assembled: 0, Fail: 8, Overflow: 74

INEFNOHRPIZKRD LB T,

o WA A (Size) :IP FHER T — X RX—ANTHERE L FHETRERR R 7 7 7 A MMEAEFRTE L
FT. T 7 AN ME200 TTHE:ZDOT —FR—R I AV H—T =2 AT LITHFELET,

e Fx—2 (Chain) 52 RIP N7y " 2777 A METHBEEDERKT 77 A0 kR
ELET, T 74/ Mt 24 TT,

o XA LT Y M(Timeout): 77 7 Ay MESNT Ty FERKPEIET DD AR KT LK
BEERELET .7 74 MI5SBHTT,

e U727 /L (Reassembly) : AR (virtual) F 7= 13584 (full) , 7 7 4 /v MZ virtual T9,IP 7
TUTAY N ASA THRTTHEAESCT 7V r—2ay LRLVTA VAR v a sl
T BRI W)Y T T A ENET, LB U T e (W)Y T
'YZ/7/1/573”L71/\’7/ MIHNA L E—T =2 A ATHET T 7 A METEET,

CiscoASAV ) —RX a< R U7y LR SavwryF 1|
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F=2—(Queue): V7BV T N T—HR—ATHEV TRV T NVEFHEL TCND T T T A
FOBIEASA TIX UV T BV TN FT—ER=2DF A AN RESNTVWDIERI T
TN T —=HR=A P A RXD2UINETHEBGFOTTITA N Fo— I ZEHFEENLTNR

WHT LW T 7 A RRFFRI SN 720 T 8RR 77 7 A "BREEINZHEIC,

ZOWRPAZ DN T D syslog A =V TAERINVER A,

R (Assembled) : 58RI ) TRV T NEINT(T T T AL FTIERW)IP N 7r v h O,
WA TR T ARy MCEASHESE. 20T sh T A,

K (Fail) : UV 78 T MCRIELTZ (7 F 7 A2 R TRRWV)IP X7 s, 7o & 21X 55
5737y b3 "chain" D7 Z 7 AL MLV EL 7T 7 Xy MESRTIZSA . Z OB
RLENET, ZOHEA L syslog A v E—3209005 NAEK SNET(F 7 40 b Tl 10 B4
7201 AvyE—2i2b— MBRENET),

F—_"—7a—(Overflow) : V) T TN FT—HARX—ATh—R_R—Ta—L7=T7TF7 7 Ak
B INODT7 T 7 Ay MIEEINET VT T T —HR—=2AD KA R ZE|E
LT HLWT T 7 A MR Lo syslog A v — 209003 BNEMRESNET (T
TNV I TIZ 0 E =D 1 AvE—TIZL— MRS ET),

BEa< R

a=wv R Bk

clear configure P77 7 A MRy 7 4 Xalb—arz2 207 LT 74V

fragment rMzUEy bLET,

clear fragment P75 7 A NEBREY 2a—VOBWEF—2%2 27U T LET,

fragment Ny N 7T TA T —va U EFMICEBETE 5L HICL.NFS &
DHABMZ EDET,

show running-config [P 7 J 7 X > FEM = 7 X2 b —a U aFRRLET,
fragment
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show fxos mode

TTIAT A= RE7RIXT T v b7 4 —LF— RO Firepower 2100 % £33 5 1215, Fike
EXEC “&— T show fxos mode =~ > F&fEH L 7,

show fxos mode

() Z®O=a~r KT Firepower 2100 DA THAR— F L TWET,

Zoavwy FIZIFBIEELITIF—T—FEIH T A,

X DA

a<w s RFT7% TNV I TIE T RIIT 7 I9A TV AE— RIZEREENTWET,

JV R

a<w L RE—F ROFIC. a~vr FEASNTELHE— RERLET,
T7AT TF—)v
T—F X274 arTXRB
< JVF
[NV SN avTx
avwyRE—F N—7y N TV N (Rb VAT A
Fr#E EXEC o X% o X% o XIS |— o X%
vy FRE Jyy—= EENE
9.13(1) vy RABENE L,
EF EDHA KF  Firepower 2100 13X, Firepower eXtensible Operating System (FXOS) &9 HtfE L e o AL —F ¢
A VAT K FEAT L E T, Firepower 2100 [ X K DE— R CTEITTE £,

TITIAT LV AE=R(T 7N R) T T ITAT 2 AE— RTIXASA DT X TORE Z1T

D ZENTEETFXOSCLIMDIX @MER NI TN a—T 47 a~v FOHMEMNT

TET,

o Y7y NI d—ALT—K:TFTv T H—L4h F— KT FXOS T AW REE T A —
BEN—=RU 2T AL F =T 2 A ZADREXATILENRHY T, ZNOHDOREITIT. A
K —7 = A ADHNL,EtherChannels DFEN. NTP, A A —VEBRR ENRGENFT T,
Firepower Chassis Manager Web A % — 7 = 4 A £ 72X FXOS CLI i HH C& £ 4, 2 D%,
ASDM F72I1Z ASACLI ZHHLTASA AR L —T 4 V7 VAT X2 T 4 R
V—hERETEET,

BAEDE— RE&FRT 51213, show fxos mode % i L &9,

CiscoASAV ) —RX a< R U7y LR SavwryF 1|
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il Iz . show fxos mode ==~ > ROH 27 L E9,
ciscoasa# show fxos mode
Mode is currently set to appliance

MEa<r R a<w R B

connect fxos FXOS CLI 2 8%t L £,

fxos mode appliance @~ T —RN27 75747 AE—RNIIRELFET,
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show gc

=Ry alb gy 7at ZOREREZFRT 2I121%, FriE EXEC E— R T show ge =
v~ RaHLET,

show gc
HX DA ZOa~vy FIZFBIERELETF—U—NEIHY £ A,
VA E W 774V P OEEREIZH Y TR A

a<w v RKE—F WORIZ. a~ REANTESE—FEeRLET,

TZ7AT VA=V
FT—FK X2 VT4 aTHRRAL
< IIVF
F Ty AR avFx

a<w v RE—FR N—T v R | TV U | R b AT A

¥#HE EXEC o XIS o XIS o XIS o XIS o XIS
o< RERE yy—2 EHENE

7.0(1) o<y RpBEMEnE L,
2l Wiz . show gc =~ RO AP Z R L ET,

ciscoasa# show gc

Garbage collection process stats:

Total tcp conn delete response 0

Total udp conn delete response 0

Total number of zombie cleaned 0

Total number of embryonic conn cleaned 0

Total error response 0

Total queries generated 0

Total queries with conn present response 0

Total number of sweeps 946

Total number of invalid vcid 0

Total number of zombie vcid 0
HEa~w2 R awy R A

clear gc =Ny abyvay 7ot 2A0REREZAIRL E7,
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show h225

X DN

F7 %V b

a<v v RFE—F

ASA i 2 THESL & NT= H225 7 v ¥ a v DIEME R T 51203, K4 EXEC & — K T show
h225 a2~ REHHLET,

show h225

ZOavwy NIEBIEERIZF—U—RIIH Y A,

T 7 a0 F OEEREIL S D EE A

WORIZ. a~ REANTESE—FeRLET,

TrAT VA —IV
T—F X2V T 4 aTFHAB
< IVF
T AR =N
a<wy RKE—F =T K |TLrh I | R b VAT b
¥EHE EXEC o fit o fit o 3t o 3t o 3t
= NgHE yy—= ERNE
7.0(1) Zoavy RB¥EMENE L,
EREDHTA RF  showh225 2~ RIX ASA Z#i X TSN TWAH H225 By v a v OIFHRERRLET,
1 show h225 show h245. F 72 1% show h323 ras =~ > K& 3 B EIZ.pager 2~ REFHTET
HZEEHERLET By v ar La—RRE W E X2 pager 2~ 2 RABREI N TV W
A .show 2~ > RO AR KGR < £ TR 028560860 £,
B ZEL OERNPGFETDIHRIE. T 74NV FOX A L7 7 MEE IR E LTl
DSNTEYYarBEAALT T RLTVNDENEIDERBRLET XA L7 7 ML TWIFE
RN & % DT AN LETT,
il Iz show h225 =2~ > ROHAHIZ R LET,

ciscoasa# show h225
Total H.323 Calls: 1
1 Concurrent Call(s) for

Local: 10.130.56.3/1040 Foreign: 172.30.254.203/1720

1. CRV 9861

Local: 10.130.56.3/1040 Foreign: 172.30.254.203/1720
0 Concurrent Call(s) for

Local: 10.130.56.4/1050 Foreign: 172.30.254.205/1720
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COHEMNT. a—Hr = RARA 2k 10.130.56.3 L AR A b 172.30.254.203 & O T ASA &
WIRT AT 7T 477/ H323 2 — AN 1 DFEEL. ZNHDO= Yy RRA > FOMICiZ. 22— D
CRYV (Call Reference Value) 2% 9861 D [EIHFa— /L3 1 DFETH L EZRLTWET,

a—HF) T RRA 2 b 10.130.56.4 & AMERA A b 172.30.254.205 (2 DWW Tl [FIEE 2 — /L 0¥
X0 TT . DEVH25 By v a v RELEHFELTNDHDOD, 2O KRA > MEIZIET 7
T AT A= RN EEERLET, ZORBLIT . show h225 =< RE2FET LI L XIT,

T U F T TITK T L TWDAN H2S By v a U ERHIBREN TR WIEA IR AT 5 Al ke
HERHY FT,F7213.2 2O KA A > b 23, 'maintainConnection] % TRUE [ZFXE L T\ 5
72O TCP i A £FHWEEFICL TWAZ L 2ER T A EELH D 9, LN - T,
ImaintainConnection| 2 B FALSE [Zf% €T A F C. F/midar 7 4 X a L— 3 IO H.225
AA LT MEZEKSS By v a v DEA LT MBNRIDET By vaiFlniEEEIC
0 ET,

BHEa< N

o< R A

inspect h323 H323 77V —vary AV ART a2l 37—V LET,

show h245 A — AZ—FEFEHLTWELET Y RARA LV M2 Xk o> T ASA [Tl
WENTH2U By a L OERERRTLUET,

show h323 ras ASA I CHESL SN H323RAS By v a v OBE#REERRLET,

timeout h225 | h323 H.225 7 F U v FEF 21T U323 SIS N K TTAETOT A
RAVRE 23 E L E T,

CiscoASAV ) —RX a< R U7y LR SavwryF 1|
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show h245

2p— ZF— e LTS RARA 2 RS ASA 282 TS, L7-H245 B > 5 oD
THH A2 FRT HITIL A HE EXEC E— R Tshowh245 o~ > RAFEH L E3,

show h245
X DA ZOawy NIZEBIEELIZF—TI—RIIH Y A,
77 4V b T 7 4V N OEEREIZH D AL

a<w v RE—F WORIZ. a~ REANTESE—FEeRLET,

T7AT Ut —)V
T—F X2V T 4 aTFHAB
< JVF
[NV SN avF R
avwy FE—F =T K |7V Eh v R R 25 A
*#*@ EXEC . jﬁﬁﬁ . jﬁﬁg ° i#ﬁﬁ ° iﬁﬁﬁ o §#ﬁ§
= NgHE yy—= ERNE

7.0(1) Zoa~y RAEMESHE L,

FEHEDOHA KT showh245 a2~ R . An— AFZ— 2L TWH T RARA > b)Y ASA 2z THESE L
A 7H245 By a v OREREZRLET, (A — AF—FTH. 2—LD 22D RKiRA v
r2SH.245 HIZHIO TCP 22 b —b F¥ 2V EHEET, 77 A b AX— NI H245 A v
=N H225 a3y b —L Fy R TH225 Ayt —0—8E LTAABINT-HAE T,

il WUz show h245 =~ > RO Bz~ LET,
ciscoasa# show h245
Total: 1
LOCAL TPKT FOREIGN TPKT
1 10.130.56.3/1041 0 172.30.254.203/1245 0

MEDIA: LCN 258 Foreign 172.30.254.203 RTP 49608 RTCP 49609
Local 10.130.56.3 RTP 49608 RTCP 49609

MEDIA: LCN 259 Foreign 172.30.254.203 RTP 49606 RTCP 49607
Local 10.130.56.3 RTP 49606 RTCP 49607
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ASATT V7T 477 H2A45ay ra—)L vy a N BIELI DBV E+, 0—HL = RR
4> M. 10.130.56.3 TH Y  TPKTENR 0 THHI MDD, 2D RRA YV ML DIRD R

7y MZIZ TPKT ~y =038 2% & FRIL £ 3, (TKTP ~» ¥ —(X, % H.225/H.245 A v & —
DYFAD 4 NA N Ny X =TT, 2D~ HL—=T . ZD4NA, FDO~Ny X —%EGe A vbE—TD
EEND1D ) OB A SO RARA > FiE172.30.254.203 T Y  TPKTE2 0 TH
HILENL . ZDOTY REA L FIBEDRD/Nry MZIETPKT ~v X =055 & TFHRILET,

IRBOTY FRA Y METRI VT — R END AT 4 T GHET ¥ 3% 5 (LCN) 78 258
THEBD RTPIP 7 R L A /R — b X7 2 172.30.254.203/49608 . RTCP IP 7 K L A/7R— k°
172.30.254.203/49609 . 72— # /LD RTPIP 7 K L A/7F— ~ ~X7 3 10.130.56.3/49608 . RTCP K —
kA% 49609 T,

flE23 259 @ 2 & DD LCN 1L AED RTPIP 7 K L A/ — k X7 172.30.254.203/49606 . RTCP
IP7 RLA/BR— K X7 2 172.30.254.203/49607 . @ — )LD RTPIP 7 KL A/ R— k XT M
10.130.56.3/49606.RTCP 7~ — k 2 49607 T,

BEa< R

a<w v R B

inspect h323 H323 7 7V r—vary AV ATy a kA x—7MILET,

show h245 Zn— ZAZ—FEEH LTS RRA > MITK > T ASA [ THe
SENT-H245 By v a L OEREFE R LET,

show h323 ras ASA Bl CHESZ. SN 7= H323RAS B v v a DI AE £ R LET,

timeout h225 | h323 H.225 > 7 F VU v 78 £ 721X H323 il K T+ 5 TOT A
RVEER 2 5% E L £ 7,

CiscoASAV ) —RX a< R U7y LR SavwryF 1|
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show h323

H.323 6 DIE M A #5123 ik EXEC E— R Tshowh323 =~ > RAH L E9,

show h323 {ras | gup}

O ras ASA ZHEZ TH —FF—X—E FDOH323 = RARA > FORICHE
SENTWAH H323RAS By va v aERLET,
gup H323 ¥ — b+ U x=A T 75—k 7a ba VERICET D HERE R
%Li‘a‘o
574V b T 7 4V N OEERCHEITXDH Y AL

a<w s RE—FK WORIZ, a~ REANTEE—FERLET,

TZ7AT T4 —)v
£—F ¥F2VF 4 IVFHER L
< VT
[NV SN avF R
avwy FE—F =T N |7V §h v R R 25 A
*#*@ EXEC . jﬁﬁﬁ . jﬁﬁg ° i#ﬁﬁ ° iﬁﬁﬁ o §#ﬁ§
= NIgHE yy—= ERNE

7.0(1) Zoa~y RAEMSHE L,

FERHEDHA FS showh323ras 2~ RIXASA iz CTHF— FF— =L ZFDH323 = FARA > FOBICHE

AL MENTWD H323RAS By v a Vol ER R LET,
il Wiz show h323ras =~ > RO HE %= LET,
ciscoasa# show h323 ras
ciscoasa#
Total: 1
GK Caller

172.30.254.214 10.130.56.14

ZOHAF A — FF—3— 17230254214 L FD T T A4 Tk 10.130.56.14 ORICT 75 4 7
BN 1oL ERLTVWET,

CiscoASA V'V —X a<w R U777 LR Sawr



EEa~wy R awv K

B!

inspect h323

H323 77U r— g A VAR a2 32— M LET,

show h245

20— AZ— L TWAT Y RRA Y MZX - T ASA [T
SNENT-H245 By a v DOEFEREFERLET,

timeout h225 | h323

H.225 27 F U o FHEE 7213 H323 Bl & T 5FETCoT A
RVEER 23R E L £,

CiscoASAV ) —RX a< R U7y LR SavwryF 1|
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show hardware-bypass

WX DN

F7 %V b

a<v s FE—F

ISA 3000 EDEED N— R T =7 WA RZAD AT — X A& FRT HI2IE, B EXEC £E— R T
show hardware-bypass =~ > K& H L £7,

show hardware-bypass

Zoavwy FIEBIEERIZF—U—RIIH VY A,

77 4N FOBERLHEITH D FHE A,

WORIFT. ZDa~xw REAJTEHE—FE2RLTWET,

T7ATUF—IV
F—F X274 aTXFAL
< JVF
AR =V
a<w v RE—F N—rv K| 7vvyh |7 (Rb VAT A
¥#HE EXEC — o X o X |— —
a~< v B yy—2 EHENE
9.4(1.225) Zoawy RBZBEMENE L,
il & 1Z . show hardware-bypass =1~ > RO il Z R~ L E T,
ciscoasa# show hardware-bypass
Status Powerdown Powerup
GigabitEthernet 1/1-1/2 Disable Disable Disable
GigabitEthernet 1/3-1/4 Disable Disable Disable
Pairing supported on these interfaces: gigl/l & gigl/2, gigl/3 & gigl/4
HEa<v R a<w K B

hardware-bypass ISA 3000 T34 ATHN—FRU =27 RANRA ET—RKERTELET,

B CiscoASAYV—X o= RUT77L VR Savwr R



show history

DEIAD Liza~y R&FRT 5121, = —3 EXEC £ — K C show history =~ > K& L
\ij_o

show history

X DOHHA Zoawy FIFGIEELITF—V—FIdH v T8 A,

P W T 7 a0 F OBEREILS D EE A

avy v FE—F WORFT. ZDa~w REANJTEHE—FE2RLTWET,

T7AT Ut —)V
T—F X2V T 4 ayTFHAB
< J)VF
T AR T
gy RE—F N—T v R | TV I | R B VAT A
. —% EXEC I S o XIS I S I S LI S
v N Jy—2 EHENE
7.0(1) Zoawy RNBEINEhE L,

R EDHA KF  show history =~ > FaM4 25 L LA Lica~vy FERRTE £, LRAIE FREIZ

A FHLCa~y REEBNZHHT Ap ZAN LTLRNCAN LI T2 R RT D500 n 2 AL
TIROITHRRTEET,
il WIZ, = —H EXEC “E— K C show history 2~ > R&HHT 262 L E7,

ciscoasa> show history
show history
help
show history

WA FiHE EXEC & — K C show history =~ > R&EfA4 5612~k L £,

ciscoasa# show history
show history
help
show history
enable
show history

CiscoASAY V) —RX a<w R U7y LR Savwr R
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|
Wiz, Z7a—s )L a7 4 X2 b—3 3 F— FTshowhistory =~ FEFEHT LB 2R L
i‘j‘o
ciscoasa(config)# show history
show history
help
show history
enable
show history
config t
show history
EEa~r R a<w R B!

help BELF-avy RO~V TEREER T LET,

CiscoASA V'V —X a<w R U777 LR Sawr
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show hostname

KA M & FRT BI2IE H5 M EXEC & — R T show hostname =1~ > R&#if L £,

show hostname [fqdn]

XD fqdn SEREM R AL A ERTILET,

aw LV RT 7% T 7 N OEERLEITH D AL
JU B

a<vy KE—F ROKIZ, A~ FEANTELHEF—RF2RLET,

TZ7ATUF—IV
T—F X2V T4 2V TFRAL
< JVF
T AR avTF
a<v v RE—F N—Fv N |TLr§b DA/ B TRT A
%*ﬁ EXEC b ;(A:J‘FL; d ;(A:J‘FL; o ;(A:J‘}A_E: ° ;(A:J‘ It ° ;(ATJ‘ TN
v NIgEE JY—2 EENAE

7.0(1) o~ RPMBEMEnE L,

fFR LEDHA FF  hostname =~ REHH L THRA M ZFRE L .domain-name 2~ FEHFEHLTRNA AL %
A RELET,

2l IZ . show hostname fqdn =~ > ROH B %2R L EJ,

ciscoasa# show hostname fgdn
asal.cisco.com

BEa~< R gy R = B
hostname ASA DFRA ML EERTELET,
domain-name ASA D RAA VA ERELET,
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[



# |

[ |
show icmp
ICMP 2> 7 ¢ X o bL—3 a3 &R AT HITIE, FiE EXEC £ — KT show iemp =~ > R & fifi
L/\ijqo
show icmp
T 7 F IV H T 74 N OBERHEITH D FE A

a<vy RE—F ROKIZ, A~ FEANTELHEF—RF2RLET,

T7ATUH—IV
F—FK X274 arTHXE
< JVF
A Sa avT¥
av s RFE—F N—T v |7V} D% Z b VAT A
¥k EXEC I S I S I S I S I S
v NIgHE Y —% EENE
7.0(1) Zoa<wy NETTICEELTHE L,
FHEDHA KT  showiecmp =2~ FIZICMP 22> 7 f X2 L —a v aFRLET,
A
2l WIZJICMP 2> 7 4 ¥ al— g v a2F T 502~ LET,
ciscoasa# show icmp
o< R clear configure icmp ICMP =2 7 X2l —3ar % 27 U7 L%,
debug icmp ICMP OF Ny ZIEROFRREA X —T WM LET,
icmp ASA A U H—T oA ARG E72DICMP 77 4 v 7 DT 71 A
N—NVEHFBELET,
inspect icmp ICMP A VAR v ay 2o X—TNVERIETT 4 2—T
I LET,
timeout icmp ICMP D7 A RV ZA LT U FERELET,

CiscoASA V'V —X a<w R U777 LR Sawr
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show idb

X DN

F7 %V b

a<v v RFE—F

Interface Descriptor Block D A 7 — ¥ X2 DWW T DIEH % K d 51213, F5HE EXEC £— KT
show idb =~ > RZM L 7,

show idb

Zoawy FIEBIEELIZF—U—RIZIH Y A,

T 7 a0 F OEEREILD D EE A

WORIZ. a~ REANTESE—FeRLET,

TZ7AT U4—I)V
ET—F X274 aryTXAR
< J)VF
A LA VT
gy RE—F 2l el P SN VSV P VAT A
= —¥ EXEC R o R L .« IS
a<v v FERE Jy—2 EEAR
7.0(1) ooy RBEMmERE L,

EH LG A KT

AV

Bl

IDB (3A v X —T =2 A UV —=AERTHNET —Z &I, HADOHRIFIZHOWTIX, ] 25
BLTLEEW,

&I show idb =~ > ROH Il Z R L E£T,

ciscoasa# show idb
Maximum number of Software IDBs 280. In use 23.

HWIDBs SWIDBs
Active 6 21
Inactive 1 2
Total IDBs 7 23
Size each (bytes) 116 212
Total bytes 812 4876
HWIDB# 1 Oxbb68ebc Control0/0
HWIDB# 2 0Oxcd47d84 GigabitEthernet0/0
HWIDB# 3 Oxcd4cldc GigabitEthernet0/1
HWIDB# 4 Oxcd5063c GigabitEthernet0/2
HWIDB# 5 Oxcd54a9c GigabitEthernet0/3
HWIDB# 6 0xcd58f04 Management0/0
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SWIDB# 1 0x0bb68f54 0x01010001 Control0/0
SWIDB# 2 0x0cd47elc Oxffffffff GigabitEthernet0/0
SWIDB# 3 0x0cd772b4 Oxffffffff GigabitEthernet0/0.1
PEER IDB# 1 0x0d44109c Oxffffffff 3 GigabitEthernet0/0.1
PEER IDB# 2 0x0d2c0674 0x00020002 2 GigabitEthernet0/0.1
PEER IDB# 3 0x0d4d05a084 0x00010001 1 GigabitEthernet0/0.1
SWIDB# 4 0x0bb7501c Oxffffffff GigabitEthernet0/0.2
SWIDB# 5 0x0cd4c274 Oxffffffff GigabitEthernet0/1
SWIDB# 6 0x0bb75704 Oxffffffff GigabitEthernet0/1.1
PEER IDB# 1 0x0cf8686c 0x00020003 2 GigabitEthernet0/1.1
SWIDB# 7 0x0bb75dec Oxffffffff GigabitEthernet0/1.2
PEER IDB# 1 0x0d2c08ac Oxffffffff 2 GigabitEthernet0/1.2
SWIDB# 8 0x0bb764d4 Oxffffffff GigabitEthernet0/1.3
PEER IDB# 1 0x0d4d441294 0x00030001 3 GigabitEthernet0/1.3
SWIDB# 9 0x0cd506d4 0x01010002 GigabitEthernet0/2
SWIDB# 10 0x0cd54b34 Oxffffffff GigabitEthernet0/3
PEER IDB# 1 0x0d329lec 0x00030002 3 GigabitEthernet0/3
PEER IDB# 2 0x0d2c0aa4 0x00020001 2 GigabitEthernet0/3
PEER IDB# 3 0x0d05a474 0x00010002 1 GigabitEthernet0/3
SWIDB# 11 0x0cd58f9c Oxffffffff Management0/0
PEER IDB# 1 0x0d05a65c 0x00010003 1 Management0/0
#£ 74 KT 44—V ROMAEZTRLET,
F 74 show idb stats D% 7 ¢ —/L N
4=V EF B!
HWIDBs F T HWIDB OffiHE# 4 £~ L £ 9 HWIDB (1, > 27 AN D4
N— K7 =27 R— MIOWTIERENE T,
SWIDBs T T SWIDB O EHE#RAF T L E 3. SWIDB 1.V AT LANDK A A
UBIOYTA U E—T oA RAZONWT . BLRarTF XX MIEY YT
BNTWEEA v F—T oA AZOWTHERENE T,
MoO—HOWNEY 7 b =7 TP a2—/% IDB #1ER LE T,
HWIDB# N—RY 2T A B —TxA AT ) EZRLETIDB V—F4 v A&
T T RLA BIOVAS H—T 2 AANEITICEREINET,
SWIDB# VI 2T A F—TxA A M) ERLETIDB o —4 2 2%
.7 RLA KIET S VPIFID.BLI A v X —T = A AL NEITICERE
nEJ,
PEER IDB# aVTHXFARMIEDBTOENTWEAS X —T =4 A% R LET,IDB
=l AE S T RLVA ST A VvPIfID. 2T %A M ID.BXOA
B —T 2 AL MEATICERINET,
Ea< K o<y R B3]
interface A H =T 2 A AEHREL AV E—T 2 A a7 4F¥al—3

v F‘%Eﬂﬁébiﬁ—o

show interface

A B =T 2 ADFATREAT — 2 X LFGEHE#RZFR L ET,
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show igmp groups

ASA [CHBEHFG ENTEZEH . BLOIGMP IZ L > THEENEZEE LG~V F F v X b
T N—T e Fant BT FiHE EXEC £ — K C show igmp groups =~ > R&fif L £,

show igmp groups [[reserved | group] [if_name] [detail]] | summary]

B OB detail (L) Y —ADFMFHEH A LET,
group (EB)IGMP Vv —7DOF7 RL A, ZDF T a B EEH5n L,
ERIFEEENTEILV—TICRESNET,
if_name (EBVEESNTEA L E—T 24 AZONWTO T N—TE#REF R
LET,
reserved (EB)FHEINFEITNA—TIZOoONTOBREFERLET,
summary (EE) 7 —T MADEKFEREFR R LET,
57 )V b T 7 AV N OEERCHEIXDH Y FH AL

a<v RKE—F

ROKIZ, 2~ FEANTELHEF—RF2RLET,

TZ7AT T4 —Iv
ET—F X2 UTF 4 aryTFTHRB
< JVF
b F VAR =
g KE—F N—FT v N |TLrh 7N | R b AT b
¥ HE EXEC o Xt |— o Xt |— —
o< RERE yy—2= EEAK
7.0(1) Zoawy RpBMEhE Lz,
FEREDOHA RS F7 a5 BBLRF—TU— RETXTHIET 5 L show igmp groups =~ > Nid, HEHE
A BMINTE~VTFXXY AN IN—T% TN—T T RLVA AV E—Tz2AAZAT BLOA
Z—T A ZAFFHINIRRLET,
11 2 . show igmp groups =~ FOH 1 Z R~ L ET,

ciscoasa# show igmp groups

IGMP Connected Group Membership
Group Address Interface Uptime Expires Last Reporter
224.1.1.1 inside 00:00:53 00:03:26 192.168.1.6
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EHEa~<v R a2 K A

show igmp interface A B =T 2 ADILF Xy 2 MNMEFHREZFRLET,
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show igmp interface

AVE =T 2 A ADNTF X ¥ A MEREZRRT D21 F5H#E EXEC & — R T show igmp
interface =~ > F&HH L E 9,

show igmp interface [if_name]

O if_name (EEZ)BRLEA L H—T 24 RZONTO IGMP 7 N — 75 %
FRLET,
F 7 %)V b T 7 4V NOEHERMEIZH Y /AL

av RKE—F ROKIZ, A~ FEANTELHEF—RF2RLET,

TZ7AT UF—Iv
T—F X2V T4 2V TFRAL
< JVF
FF AR IUTx
a<w s FE—F N—T v N |TVvrb U | AR AT A
et EXEC o Xfits  |— o X |— —
o< R Jy—= EEAR
7.0(1) Ioavwry RREEEINFE Lz, detail ¥— U — R2HIREHE LI,

ERLDOHTA KT A7 3D if name 515 %A WT %5 & show igmp interface =~ > R ZT X THOA »F—T =
L A RZOWVWTOEREERLET,

il &1Z . show igmp interface =~ > RO Nl Z R L ET,

ciscoasa# show igmp interface inside

inside is up, line protocol is up

Internet address is 192.168.37.6, subnet mask is 255.255.255.0
IGMP is enabled on interface

IGMP query interval is 60 seconds

Inbound IGMP access group is not set

Multicast routing is enabled on interface

Multicast TTL threshold is 0

Multicast designated router (DR) is 192.168.37.33

No multicast groups joined
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HEa~ KR a<w R A
show igmp groups ASA [ZHEHEEHEH SN TVWDLZEH . BIOIGMP #i# U T8 S iz
ZEEEEGL~LVTFXY AN I NV—T%2FKRLET,
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show igmp traffic

WX DN

F7 %V b

a<v s RFE—F

IGMP K7 7 v 7 OfaHE® &2 R T 51213, ¥74E EXEC £ — R T show igmp traffic =~ > |

ZRHLET,

show igmp traffic

Zoavwy NIEBIEERIZF—U—RIIH VY T8 A,

77 4N FOBERLHEITH D FHEA,

WORIZ. a~ REANTESE—FeRLET,

T7ATUH—IV
T—F X2V T 4 ayTFHAB
< IVF
FF AR arrFx
a<w s RKE—F N—Fy K| TVvryh | | Xb AT A
Fi#E EXEC o Xt |— o %tE  |— —
= NIgHE yy—= ERNE
7.0(1) Zoawry RBBEMERE L,
il &IZ  show igmp traffic =~ > NOE I ZRL £7,

ciscoasa# show igmp traffic

IGMP Traffic Counters
Elapsed time since counters cleared: 00:02:30

Received Sent
Valid IGMP Packets 3 6
Queries 2
Reports 1 0
Leaves 0 0
Mtrace packets 0 0
DVMRP packets 0 0
PIM packets 0 0
Errors:
Malformed Packets 0
Martian source 0
Bad Checksums 0
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BEa< R a<w R A
clear igmp counters T_XTOIGMP #iGth v 2% 27 V7 LET,
clear igmp traffic IGMP N7 4 v AU Z&7 Y7 LET,
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show import webvpn

ASA £721% Anyconnect EFX 27 EE VT 4 VIAT UV hEDAEIIARBLI e —H T4 X
TH. 77932 ARVAD T 7 AN HAFTA =Y ar AT V=7 NEBRT—T N %
777 74 v —EERT 5L, KM EXEC & — R T show import webvpn =~ > | % i Jf]

Li?o

show import webvpn { AnyConnect-customization | customization | mst-translation | plug-in |
translation-table | url-list | webcontent}[detailed | xml-output]

X DN

F7 %)V b

AnyConnect-customization AnyConnect 7 7147 > h GUIL AW AZ~ A XF5H ASA 7T >

Va AFEVNOY =R T 7 ANV FEITARET 7 A VB L O MS
NI VAT 3 —ILEBFRLET,

HAEwA T —V gy

54T NUVAVPNR—Z N E D AEZ~ A XTH ASA 7
Fvva AEFVHNDOXML DA~ A —ary 77k
BRRLET(T7 7 A4 V4 1L base6d T 22— RiFEHR),

mst-translation

AnyConnect 7 74 7> b A VA =T 70l T LEFRT D,
ASA 7T v a2 AEFEYVNOMS TV AT 4 —2b52XRLET,

plug-in

ASA 77 v a AFRVNDODT 774 TV a—VEFERLET
(SSH.VNC. B LXWU'RDP 72 EF DY — KX—F ¢ ® Java ~X— A D
IIA TN T T —9 ),

translation-table

7547 kAR R—F ) Secure Desktop B LT T 7 A iZ
KoTEFRENLZ—Y Ayt —VDOFFHELEHET D ASA 7
Tyvva AEVNOEMT —T N E2FRRLET,

url-list

T5AT VRV AR—=ZNVCES>THHENS . ASA 75 v
Vo AFEYNO URL D—EEFR R LET (7 7 A V41T basebd
T a— RE),

webcontent IIAT VM VAR—=BZN IITAT L NVAT Y r—va v
BLOTTZ7 74 ko TC .2 R a—PIIRREINDA T A
VANVTIHHENDASA 7 Ty a AT YROa T oY
ERRLET,

detailed 7T 9va AFEIVHRHOT7 7 ANEBIONYy Va2 DRRAERIRL
£,

xml-output T AND XML ZFERLET,

T 74N N OBERHIEH D R A,
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a<w v RE—F

WDOFIZ, a2 REAJTEDE—RRERLET,

TZ7AT UF—IV
T—F X2V T4 aVTFRAL
< JVF
b Z7 AR =N
a<v KE—F N—FTv N |7Vvrh P/ RPN AT A
ke EXEC E— o XIS |— o XIS |— —
v RIgHEE Jy—= EENE
8.0(2) Ioawry RREBMESNE LT,

FEREDOTA KT
AV

Example

8.2(1)

AnyConnect-customization ¥ — 7 — RGBS E LT,

show import webvpn =~ > R&fH4 25 L 7 7 A7 b LA SSL VPN = —H 73 fl A B 72 7
AL LT =B WNJava X—AD I FTAT o s T TV r—varREilanEgd, #FrEnd
UABRTIZASA DT T v a AFRVICHLERINDG T XTOT —F XA TOFFEMBERS

nE9,

WIZ, & F & & 72 show import webvpn =21~ > RIZ LK > THR/R S D WebVPN 7 — % O %75 L

£7

ciscoasa# show import webvpn plug
ssh

rdp

vnc

ciscoasa#

ciscoasa#show import webvpn plug detail
post GXN2BIGGOAOkBMibDQsMu2GWZ3Q= Tue,

rdp fHeyReIOUwDCgAL9HdTsPnjdBOo= Tue, 15 Sep 2009 23:23:56 GMT

rdp2 shw8c22T2SsILLk6zyCd6H6VOz8= Wed, 11 Feb 2009 21:17:54 GMT
ciscoasa# show import webvpn customization

Template

DfltCustomization

29 Apr 2008 19:57:03 GMT

ciscoasa#

ciscoasa# show import webvpn translation-table

Translation Tables'
AnyConnect
PortForwarder

Templates:

banners

csd

customization

url-list

webvpn
Translation Tables:

ru customization

ua customization
ciscoasa#

ciscoasa# show import webvpn url-list
Template
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No bookmarks are currently defined
ciscoasa#

ciscoasa# show import webvpn webcontent
No custom webcontent is loaded

ciscoasa#
HEa< R a<wv R B!
revert webvpn all ASA ICHEFET 5T _TD WebVPN F— 2 B LT T 7

A aHIBRLET,
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show interface

A B —T x4 AFHER Z FXRT D21 F57#E EXEC “E— R T show interface ==~ > K % { ]

Lij‘o

show interface [{physical_interface | redundantnumber}[.subinterface] | mapped_name |
interface_name | vlan number | vni id [summary]] [stats | detail]

B oA detail

UEB)A v Z—T oA ADOFFEMRERER T L ET, ZOFHRITIT, A
VHE—T oA APBIMENTNEFF GRE STV D 0RAE, EEEOIRTE,
IR —T 4 7 OFEEHE R (asr-group =~ 7 RIZ X o TIEX
N—F 4 VT WA RX—T NI TWABES)NEENET. TRTD
A E =T 2 A A%FKRTDHE SSMORNEA » F—T = A A ASA
5500 124 Y A R =N ENTWDLEEIT.FNEDAL o F—T7 =4 AT
BT AEMAERENET NS X —T oA AT 22— L DR
EFARARETT  ERIET ANy 7T 2HME L TWET,

interface_name

(EE)nameif =~ > RNIZA v F—T =4 A4 Dy FEEELET,

mapped_name

({£E) allocate-interface =~ REfFH L Cw v B 74 E2E D YT
A AT TR AN F— RTEOLRIERBELET.

physical_interface

(f£:7&) gigabitethernet 0/1 D L 572 A > % —7 = A Z ID %33 L %
T EBRNEIZ DWW T i, interface =~ > REZR L T &,

redundantnumber ({EE)redundantl O L5 2 EA v X —7 = A A 1ID Z#Al L £,

stats (TN M)A E—T7 oA AERBLOFEHREERLET, Z
DX —T—REIT 7NV THEEDH, ZDOF—T— NI4T g
Tj‘o

summary (7L a)VNIA v B —T 2 A ZADBEIT VNI A X —T =14 X

DINTA=BDH R LET,

YIS —T X

(EB)WRBEBY T A v X —T = A A%RT 1 ~ 4294967293 O % 5
fE‘IJi‘j‘O

vlan number

(F 7 = ) Firepower 1010, ASA 5505, £ 721% ASASM DA,
VLAN £ v X — 7 =2 A ZA%EELET,

vni id

(A7 a)VNIA v B —T oA ADINTG A —F ATF—F A BIO
B E TV o P ENTWEAL L F—T oA AGRESN TS
BYDAT—HZ A 25N EEMT SN TWAHNVEAS v F—T = A
AEFRLET,

F7+)L b WOt 7T g o

WA LWEGEA . Z0a<wy RiZTXToOA v Z—T A AZHDONTD

A RHEHEREFR T LET,
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avy RE—F ORI, a2~ FEANTELE—FERLET,
TZ7AT U —IV
T—F X2V T4 aVTHFRAL
< JVF
FF AR I T X
a<w v RE—F N—FTv N |T7vrh v | A b AT A
it EXEC o X% o XIS o XIS o X% o X%
o< R Jy—= EEAR
7.0(1) Zoavry REI LA U H—T oA AF BT HFXERY AND
LR EN AT ET D720 stats ¥— 7 — F . B
detail ¥ — 7 — KA BIME L E L7z,
7.0(4) AGESSM A v 2 —7 = A ADHKR— MR BEIMINE LT,
7.2(1) AL F A B =T =2 A ZADYR— DN BEBMENE LT,
8.0(2) MNEAVE—T oA AP R—F"BRBMENE L £ 7 A v
=T AHOBENBMENELEZ ANV EY M Fuy 7 EH
STV b Rey 702008 LW ZREBINMENE L,
8.2(1) No buffer ODFIEN . 712 v 7 E OV Y THOOROEZRT L HIZE
HINFELR,
8.6(1) ASA 5512-X ~ ASA 5555-X DIEEEHA VX —T A A BXOY 7
rho=2T7 FVa—ADaryba—)L FL—r f B =Tz ADY
A—FREMEINE L BEHA ¥ —7 = A AL show interface
detail =~ > K% {#H L T Internal-Data0/1 & L TERIN. 22 K
o—/)L FL— A v H—7 x4 A% Internal-Control0/0 & L THERx S
nEI,
9.4(1) vni £V HF—T 2 AR ZATHREBIMEINE L,
9.5(1) JIGAZ) T A FEABDOMAC 7 RLARHAIEME N E L,
9.10(1) Firepower 2100/4100/9300 D&, 2~ v ROHE A v F—T = A
AD A== A FORHELHT AT — X A FRKRT H7-OIH{L
TWET,
9.13(1) 77T AT AFE— R TO Firepower 1000 > U — X} X U Firepower
2100 DY R— b nNBEMENE LI,
FEHEDODHA RS 1504 =T ANEHOa L THFAINTHEEENTWVE X . HDHaTFHFANTE
A Da<y REAALFEEAS ASAIZHEDO 2T XA NOKEHERZE T EF R LET WHE A

BT 2 f ADVAT NE[TANR—ANTIOa<wy REHERAT 3 L ASA T RTHOa LT
F R MZOWTHAEDEEHFIEREERLET,

Y TA L H—T 2 AZOWVWTEREINDIHEHEROBKIT ML o H—T = A AZHOWNWTHE
IRENDHHFRO OV T FTY,

A B =T o ALIE VAT LAFETAR—ATIIfEHTE £ A, 2101, nameif =~ NiX
T XA NN THEHTE 5729 T, [[AEkIZ, allocate-interface =~ > RZ&HH L TA >
A—=T 2 A AID B~y BT/~ BV T LEHA ZO~y B 7/ 1Tar T XA MR
VF Cf# FH C % £ 7, allocate-interface =~ > F T visible ¥ — U — RZ5%E L7256 . ASA I
show interface =~ > FOHHIZA VX —T =2A AID R~ LET,
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i

(1)  Hardware 7 7 > & Traffic Statistics 77 > s Tl EEE /21T

iwgpo

ZESNDA PENRRY

Hardware 7 7> b CIX. ZOEIFNN— R =T MhbEHZIEG SN LA Y28y bV A4 XN
KM X 4 E 4, —J7. Traffic Statistics TIX. LA ¥ 3 57 v YA ARKM I ET,

BT FDEFTA A =T 2 A A= R NN—= R =T ORHIZESWTELRDY 9,

eI T77AMNA =YXy 8 B—FOHBE VATV 2I0 Y MIA—P Ry b~y ¥ —%
GO N TFT T4 v BRIV 43, PREL RV ET I EY N A=Y R b
H—=ROFH VA2 h T MIA—D vy b~y Z—L CRC Ol F&&Teizb, F7
T4l I REDE 18 31 FREL 2D F9,

HATOFHIZ O T Bl ZZR LTS a0,

%1 &Iz show interface =~ > FOH Sl Z R~ L E9,

ciscoasa# show interface
Interface GigabitEthernet0/0 "outside", is up,

Auto-Duplex (Full-duplex), Auto-Speed (1l
MAC address 000b.fcf8.c44e, MTU 1500
IP address 10.86.194.60, subnet mask 2

line protocol is up
Hardware is 182546GB rev03, BW 1000 Mbps, DLY 1000 usec

00 Mbps)

55.255.254.0

1328522 packets input, 124426545 bytes, 0 no buffer

Received 1215464 broadcasts, 0 runts, 0 giants
0 input errors, 0 CRC, 0 frame, 0 overrun, 0 ignored, 0 abort
9 L2 decode drops
124606 packets output, 86803402 bytes, 0 underruns
0 output errors, 0 collisions
0 late collisions, 0 deferred
0 input reset drops, 0 output reset drops
input queue (curr/max packets): hardware (0/7)
output queue (curr/max packets): hardware (0/13)
Traffic Statistics for "outside":

1328509 packets input, 99873203 bytes
124606 packets output, 84502975 bytes
524605 packets dropped

1 minute input rate 0 pkts/sec, 0 bytes/sec

1 minute output rate 0 pkts/sec, 0 bytes/sec

1 minute drop rate, 0 pkts/sec

5 minute input rate 0 pkts/sec, 0 bytes/sec

5 minute output rate 0 pkts/sec, 0 bytes/sec

5 minute drop rate, 0 pkts/sec

Interface GigabitEthernet0/1 "inside", is administratively down, line protocol is down
Hardware is 182546GB rev03, BW 1000 Mbps, DLY 1000 usec
Auto-Duplex, Auto-Speed
MAC address 000b.fcf8.c44f, MTU 1500
IP address 10.10.0.1, subnet mask 255.255.0.0
0 packets input, 0 bytes, 0 no buffer
Received 0 broadcasts, 0 runts, 0 giants
input errors, 0 CRC, 0 frame, 0 overrun, 0 ignored, 0 abort

L2 decode drops

packets output, 0 bytes, 0 underruns
output errors, 0 collisions

late collisions, 0 deferred

O O O O O O

input reset drops, 0 output reset drops
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hardware (0/0)
hardware (0/0)

(curr/max packets):
(curr/max packets) :

input queue
output queue

Traffic Statistics for "inside":
0 packets input, 0 bytes
0 packets output, 0 bytes

0 packets dropped

1 minute input rate 0 pkts/sec, 0 bytes/sec

1 minute output rate 0 pkts/sec, 0 bytes/sec

1 minute drop rate, 0 pkts/sec

5 minute input rate 0 pkts/sec, 0 bytes/sec

5 minute output rate 0 pkts/sec, 0 bytes/sec

5 minute drop rate, 0 pkts/sec

Interface GigabitEthernet(0/2 "faillink", is administratively down,
Hardware is 182546GB rev03, BW 1000 Mbps, DLY 1000 usec

Auto-Duplex, Auto-Speed
Description: LAN/STATE Failover Interface

MAC address 000b.fcf8.c450, MTU 1500

IP address 192.168.1.1, subnet mask 255.255.255.0
0 packets input, 0 bytes, 0 no buffer

Received 0 broadcasts, 0 runts, 0 giants

0 input errors, 0 CRC, 0 frame, 0 overrun, 0 ignored,
0 L2 decode drops

0 packets output, 0 bytes, 0 underruns

0 output errors, 0 collisions

0 late collisions, 0 deferred

0 input reset drops, 0 output reset drops

hardware (0/0)
hardware (0/0)

(curr/max packets) :
(curr/max packets) :

input queue
output queue

Traffic Statistics for "faillink":
0 packets input, 0 bytes
1 packets output, 28 bytes

0 packets dropped

1 minute input rate 0 pkts/sec, 0 bytes/sec
1 minute output rate 0 pkts/sec, 0 bytes/sec
1 minute drop rate, 0 pkts/sec

5 minute input rate 0 pkts/sec, 0 bytes/sec
5 minute output rate 0 pkts/sec, 0 bytes/sec
5 minute drop rate, 0 pkts/sec

is administratively down,
DLY 1000 usec

Interface GigabitEthernet0/3 "",
Hardware is 182546GB rev03, BW 1000 Mbps,
Auto-Duplex, Auto-Speed
Active member of Redundant5
MAC address 000b.fcf8.c451,
IP address unassigned
0 packets input, 0 bytes,

MTU not set

0 no buffer

Received 0 broadcasts, 0 runts, 0 giants
input errors, 0 CRC, 0 frame, 0 overrun, 0 ignored,
L2 decode drops
packets output, 0 bytes, 0 underruns

0 collisions

0 deferred

0 output reset drops
input queue (curr/max packets): hardware (0/0)
output queue (curr/max packets): hardware (0/0)

Interface Management0/0 "", is administratively down,

Hardware is 182557, BW 100 Mbps, DLY 1000 usec

Auto-Duplex, Auto-Speed
Available but not configured via nameif
MAC address 000b.fcf8.c44d, MTU not set
IP address unassigned
0 packets input, 0 bytes,
Received 0 broadcasts, 0 runts,
0 input errors, 0 CRC, 0 frame,
0 L2 decode drops

output errors,
late collisions,
input reset drops,

O O O O O O

0 no buffer
0 giants
0 overrun,

0 ignored,

line protocol is down

0 abort

line protocol is down

0 abort

line protocol is down

0 abort
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0 packets output, 0 bytes, 0 underruns
0 output errors, 0 collisions, 0 interface resets
0 babbles, 0 late collisions, 0 deferred
0 lost carrier, 0 no carrier
input queue (curr/max packets): hardware (128/128) software (0/0)
output queue (curr/max packets): hardware (0/0) software (0/0)
Interface Redundantl "", is down, line protocol is down
Redundancy Information:
Members unassigned
Interface Redundant5 "redundant", is administratively down, line protocol is down
Hardware is 182546GB rev03, BW 1000 Mbps, DLY 1000 usec
Auto-Duplex, Auto-Speed
MAC address 000b.fcf8.c451, MTU 1500
IP address 10.2.3.5, subnet mask 255.255.255.0
0 packets input, 0 bytes, 0 no buffer
Received 0 broadcasts, 0 runts, 0 giants
input errors, 0 CRC, 0 frame, 0 overrun, 0 ignored, 0 abort
L2 decode drops
packets output, 0 bytes, 0 underruns
output errors, 0 collisions
late collisions, 0 deferred
input reset drops, 0 output reset drops

O O O O O O

input queue (curr/max packets): hardware (0/0) software (0/0)
output queue (curr/max packets): hardware (0/0) software (0/0)
Traffic Statistics for "redundant":
0 packets input, 0 bytes
0 packets output, 0 bytes
0 packets dropped
minute input rate 0 pkts/sec, 0 bytes/sec
minute output rate 0 pkts/sec, 0 bytes/sec
minute drop rate, 0 pkts/sec
minute input rate 0 pkts/sec, 0 bytes/sec
minute output rate 0 pkts/sec, 0 bytes/sec
5 minute drop rate, 0 pkts/sec
Redundancy Information:
Member GigabitEthernet0/3 (Active), GigabitEthernet0/2
Last switchover at 15:15:26 UTC Oct 24 2006
Interface Redundant5.1 "", is down, line protocol is down
VLAN identifier none
Available but not configured with VLAN or via nameif

[SINC, B EY

WO INT AL TWBEEDY A F MAC 7 FLADOMHERREZ R L TWET,

ciscoasa# show interface port-channell.3151
Interface Port-channell.3151 "inside", is up, line protocol is up
Hardware is EtherChannel/LACP, BW 1000 Mbps, DLY 10 usec
VLAN identifier 3151
MAC address aaaa.l1111.1234, MTU 1500
Site Specific MAC address aaaa.llll.aaaa
IP address 10.3.1.1, subnet mask 255.255.255.0
Traffic Statistics for "inside":
132269 packets input, 6483425 bytes
1062 packets output, 110448 bytes
98530 packets dropped
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# TS5 K874V ROMHEZRLET,

7z 75 show interface D%~ ¢ —/L N

74—V K

B!

Interface ID

A H =T A XD, 22T F A NN T, allocate-interface =~ KT
visible ¥ — 7T — FZRELBWED ASAlZT~ v BV 7L (BREINTWD
G RN LET,

“interface_name”

nameif 2~ RCREINTFA L E—T oA AL, VAT AFITAN— X

T VAT AZLARIERECERWNWEOD . ZOT7 4 — )V RIZT T 7T
T ARTZRT L2 WA (Hardware 17D FIZIRD A v — U NRNFERI1
EC I

Available but not configured via nameif

is state

BHAT— MIRDO LB T,
e upi AV H—T AR TV Yy NETVENERA,

e administratively down: 1 > % — 7 = A A, shutdown =~ > R %{# ]
LTyyy MU ERET,

Line protocol is
state

[ A T — 2 2 ZRD LB TT,

e up:EMET A —TNABEYy NT—F S F—T = RAZEHRINT
WEJ,

o down: 7 —TNUNELL WA U F—T A A AR XIZEEHRIN
TWEHA,

VLAN Gl

YT B —T A ZADOHA VLAN ID,

N— R =T

AV B =Tz A ADEA T T RKEWIE GBIE. 7T 27 Ly 7 2AHFA BIO
%;)/7#&W/waéﬂAi?;fv/ﬁxﬁfkﬁf IR EE
%%Téﬁ(biﬁ“ Vo BREELTWDIEA. 2D DT ¢ —/b RIZITEE

REND vy a THENTREME & bICERSNE T, &I, &R
A—%?IT&47%TLi¢

° i82542:PIX /T v b7 A4 —LTHEMHEND IntelPCL 7 7 A N X E >
N =R

o i82543:PIX 7T v N7 4 — AL THHA IS Intel PCI-X 7 7 A /N 77
Ey kb I—FK

e i82546GB:ASA 77 v N7 x—LA T &5 Intel PCI-X #i#3 X H
v b

e i82547GL:ASA 7T v h 74— TRy 7L —r LTHEREN
% Intel CSA SR 4 E v b

e i82557:ASA 7T v b7+ —2I E T & D Intel PCILEH#E~ 7 A k
S

e i82559:PIX 7T v b7 4 —ALTHAIND Intel PCIEHHR T 7 A b A —
Y b

e V(CS7380:SSM-4GE Tl &4 % Vitessed R— F ¥ HE Y b 24 v F

Media-type

(4GESSM A v Z—T =2 A ZADPEDI)A v F—T7 = A AN RI-45 £7-21%
SFPOWTNE LTRHREINTWENERLET,
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# |

# 75 show interface D& 7 1 —/L N (Bt &)

74—V K

B!

message area

—HORM T A =V NEREINDIEELDLD T KOHIEZSH LT
TEEW,

o VAT ALFATANR=AT ROA v =V NERINDIHGERH Y £,
Available for allocation to a context

o MHIZRELBRVEE RDOA vy E—IUNRRENET,
Available but not configured via nameif

o ALUHE—T A ANNEA L F—T 2 A ZADALIROBEE RO A >
U RrINET,

Active member of Redundanth

MAC address

A B —T A ADMACT FL &,

Site Specific MAC
address

T AEN T OBEIC AT OV A NEAHD MAC 7 KL AZFERL
7,

MTU

DA UHE =T oA ALETHAIEND Ty hOFRRKFA XA FE
PL) o A B —T 2 AL ERELRWGEE,. 2D 7 4 —/L FIZIZTMTU not
set] L BRI NET,

IP address

ip address =~ > RZfiH L CT&E L7220 DHCP — "0 b2 {5 L7c A v~
H—=Tx2AADIPT RVA, VAT AFEITAR—ATII, VAT AP T
RLUAZBRETE RN, 2 D7 4 —/L RIZIXIIP address unassigned | &
HRINET,

V7 xy b=
AT

IP7 RLADY T Xy b AT,

Packets input

DA H =T 2 A ATZIFE LI v O,

Bytes

TDOAVE—T oA ATZELEAL MK,

No buffer

7Ty 78 L THDDKRBDOE,

Received:

Broadcasts

ZELLETr—REy A LOK,

Input errors

WICTRT A T2 EDT AT — DR ANCERT 2o =F —H A
N T —oh o BN T )RR F3,F7-.—5OT—X 7 T A
TEBEO T —%EATNDLZELHY ET, LR > T, ZOEFHEIZ K
WORTHZA FIZONWTRREINAZT—DOREBZAZ ENH T,

Runts

BNDST b YA X(64 54 B) XV b/NSWEDIZBEESNI AT Y
PO, Ty MEEE 2 Vg AR o THALET, RE YR BELRCE
RTFHICL - THERETDLIZELDH Y 77,

Giants

RNy N A RBBRT-T2DREINDI Ny b0, 7= & 2 1F,
1518 XA FEVHERENVWA—H Ry b Xy NIV AT bERRS
ﬂ‘i‘g‘o

CiscoASA V'V —X a<w R U777 LR Sawr
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# 75 show interface D& 7 1 —/ N (#E&)

TA4—IVF B!

CRC KEITEBREZS —OH AT —arvinN7 L —AEEETLE 7L —A
DORBIZCCRC ZM M LET, 2O CRCIFZ. 7L —2HNDOTF —Z 2L T
NI XENLARINET  EE T EMEDH T L—2BNEEI N
A ASA X CRC A —FH LWz L@ L £ 3, CRC OHENEH W &
FOEE. 2V a vORRTHEIN ATV a VR RBT— X B EET
52 ENRE T,

Frame TL—A T5 D ARB7L—AIZ. EEINELLL RV y 2 7
L—A Fxuv 7 ARELL RV y RH Y T, 20T —13iE%H
a)VarERIIA—Y Ry b T AL AOBREBENRIFTT,

Overrun ASA DT — ZUFRFETIZ ASTI L — "B T2 ASA B NN— KR =7
Ny 7 7IZE LT —H BB TE Ao 72813,

Ignored D7 4= RIFEHSNERAMEILFIC 0 TT,

el DT 44—V RIIERHSNFERFAMMEIZFEIZ0 T,

L2 decode drops

HBINETERE SN TOR WA (nameif =~ > F) ER) 72 VLANID Z £
T L —ANZEEINEZEDIC Ry LAy OB TUEA V2 —
T A AT A4 FXal—2alDAZ NN, LB —T A4 AT, Z
DA VB —T oA A4 (nameif <2 R) DNRE SN TWRWEZD B
U AR S EREMEN H D F T,

Packets output

DA UH—T oA RIEE I N Ty FOK,

Bytes

DA B —T A ATIEEFINTZNAA RO,

Underruns

ASA PALEETE 5 L0 1< b T A3 o X038 L7z,

Output Errors

RESNT-a) P a v ORKRKEBEBAT-T-OEEENR o727 L —L4
DB, DB ZE Xy VT =T T T 4w 7 NENIFEIT OB
bij‘o

Collisions

A—HFy b al)Par(HE-BIOEHKD2) U a ) NEKTHEE S
NEA =08, ZVTEE BEICELE L LAN TRALET (1 —
bRry b =T NERIEI T =N =T ARRETEDL AT — 3
oV E—4228229k0 820 FHRE~vLFR—F T —"DHF A

= RNRETEDLER) EET L3y NI oy Mk - Tl A

P bERET,

Interface resets

A E—=T A ANy hENTZREE, A X —T = A AT 3 PHEEE
TERVWBEAASAIIA 2 —T =24 2%y FLTEEZEHBLET,
ORI BERIRENHER SN ET A X —T =M AD U & v M,
AV HE =T 2 A ARV =T Ry 7 £y NE DT AEELRAEL
7,

Babbles

KA, ORXT IV NI RN T VA v A RRET L— L DOEEICE LIZEH
JVLRLA VI =T 2 A RATEF-TCWEZ EHZERLET),
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# 75

show interface D& 7 1 —/L N (Bt &)

74—V K

B!

Late collisions

WHEOAY a2y Uy RYOAMITa Y g URREAE L0, G S
Mmool =208 LA h a2 a i Ay hOEEFITENRT
BHEn52 ) YVa T, ZHUTEFRRELEEAL2 DDA —HF xRy K
RAFRREFIICEEL XD & LSS RISy o FAEZE L Clig )
Ny P FTFBHP2EDDRA R 1 FDORA N OlFIREZ R LT
Rt L £,

VA b aloarPNBETDHE TAALRFEVIALZITOTA—F Ry

FEWEZART Y FEREBELEY ELETRASA T/ FOEEEEHSTH

IZHET L TWETASAIT AT Y bORIIOMBD HRFFT D3y 7 7 &
BUTZRBEERS DD NNy hEFELERA, ZOZ EiFbEDME
W20 FRAFOBRBIZ. Xy NT—F0 7 Fa haidnyry FEEE
TH5ZLETalva BB T AR TNDATED T 2L, LA
Fallaidxy NO—ZICHENRGFETD LR L TWVET, — %

72X,V B — & THER SN KB R v N U — 27 B X OO
EFBZTCEHEL WAL —YRy b Xy NU—7 TT,

Deferred

Voo b7 77 40 7 4 NEKNTEEINCREB ENZT7 L—2 0%,

input reset drops

Ve PRARAELEZEZICRX YV I TCRuy LTy hoE DY
»hMLET,

output reset drops

Vey "RBAELZEEWCTX V7 TCRuay XLy hoE by
Y hFLET,

Rate limit drops

(4GESSM A ' Z =7 = A ZADLATIZT) X ATy FUSNAOEETA
H—T A A%FE LT EREIE LT 10 Mbps £ 721% 100 Mbps %8 2. T
EELEIELEGBIC Ry a7 "T Yy FO#,

Lost carrier

AR TS HEBAT 5 3 H I L7135k,

No carrier

ARAE

Input queue

ANF 2—HDT Y S OB (BATIE & K H) .

(curr/max
packets):
N=R =T |IN—=FKRUxT Fa—NO 7y FDOHK,
Software V7T 2T Fa—HNOXTy OB XHTEY b A =Ry b A& —

7I4xﬁbi{ﬁﬁﬁ‘f\\% i“@__/\/o

Output queue

% 2 —RDRT s b O (BATE & iR E) .

(curr/max

packets):
N—=RU =T N—=KRUx7 Xa—KHNDO/ 7y FO,
Software V7 b7 Fa—KNDONTF Y FDE,

input queue
(blocks free
curr/low)

curt/low =2 VI A v H—T = A ZADZE (NIRRT > 7 EOBIE
DAy bE XU A AEEZ all-time-lowest A2 v hOEFZEZRLET, 2
NHIE AL CPUIL L » THFHEIN S 7=, all-time-lowest (f > ¥ —7 =
A ARFHERDBHIBR SN EET A AN T —RENDLET) DK
RITHEV EHETIEDY THA,

CiscoASA V'V —X a<w R U777 LR Sawr
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# 75 show interface D& 7 1 —/ N (#E&)

74—V K

B!

output queue
(blocks free
curr/low)

curr/low =2 "V A v X —7 =4 ADOEE{ D) L+ v 7 EOBE
DOABy bE XU A AEEZ all-time-lowest A2 v hOEFZEZRLET, 2
BT A A CPUIZ L > THFHEN S -9, all-time-lowest (f > ¥ —7 =
A ARFHERDBHIBR SN EET A AN T —RENDET) DK
RITHEV EHETIEDY THA,

Traffic Statistics: |52 XE T R v LEr Y O3,

Packets input

ZAE LTy O ENA P DK,

Packets output

EELE ATy b ENAL SO,

Packets
dropped

Kay 7 Lie"ry OB, oAy 2i3@E. X7 0 /XA
(ASP) ECRu vy 7Ly MZOWTHESLET (XX .77 A
UAMEGSHNRERTry M Ray X LEGERY),

A B =T 2 A A LT Rr Y 7REAT DRIV TiX, show asp drop
avr FESRLTIEIN,

1 minute input
rate

WE1HGEICZE LTy hOBOSNT v MBI M),

1 minute
output rate

WE 1RSSR Le 7y FOEOST v MBS LUA M),

1 minute drop
rate

WE 1SR Re y T LTy o ONTry M),

5 minute input
rate

WE S5 SEICZAE LTe Ty OB ONT y MNP XLUUNA M),

5 minute
output rate

WE S HEICEE LTy FOBOSNT y MBI UL M),

5 minute drop
rate

WESHSENCRFay LTy hOB Oy R,

Redundancy
Information:

TREALVE—T 2 RZONWT A=W B —T 24 A &R LE
T TI7T4T A H—=T oA ADGFEITA X —T =4 AID DEIZ

[(Active)] E FRREINET,
AUNR—Z EFPED Y TTORWEA KON FRESNET,
Members unassigned

Last switchover LA v Z—T =2 A ZADBE T IT AT AL Z—T 2 A ANRAZ LA
AV B =T 2 AT 2 — VA ==L E2ERLET,

WIZ AA v F BR— F&ETe ASA 5505 T show interface =~ > RO /HlZRLET,

ciscoasa# show interface
Interface Vlanl "inside", is up, line protocol is up
Hardware is EtherSVI, BW 100 Mbps, DLY 100 usec
MAC address 00d0.2bff.449f, MTU 1500
IP address 1.1.1.1, subnet mask 255.0.0.0
Traffic Statistics for "inside":
0 packets input, 0 bytes
0 packets output, 0 bytes
0 packets dropped
1 minute input rate 0 pkts/sec, 0 bytes/sec
1 minute output rate 0 pkts/sec, 0 bytes/sec

CiscoASAV ) —RX a< R U7y LR SavwryF 1|



# |

[S2RNC BN I

minute drop rate, 0 pkts/sec
minute input rate 0 pkts/sec, 0 bytes/sec
minute output rate 0 pkts/sec, 0 bytes/sec
minute drop rate, 0 pkts/sec

Interface Ethernet0/0 "", is up, line protocol is up
Hardware is 88E6095, BW 100 Mbps, DLY 1000 usec

Auto-Duplex (Half-duplex), Auto-Speed (100 Mbps)
Available but not configured via nameif

MAC address 00d0.2bfd.6ec5, MTU not set

IP address unassigned

407 packets input, 53587 bytes, 0 no buffer
Received 103 broadcasts, 0 runts, 0 giants

0 input errors, 0 CRC, 0 frame, 0 overrun, 0 ignored, 0 abort
0 L2 decode drops

43 switch ingress policy drops

0 packets output, 0 bytes, 0 underruns

output errors, 0 collisions, 0 interface resets
babbles, 0 late collisions, 0 deferred

lost carrier, 0 no carrier

rate limit drops

switch egress policy drops

O O O O O

# 7-7 1Z.Firepower 1010 £721X ASA 5505 DAL v T AV H—T =2 AR EDRA v T A
B —7 = A Z|Z%9 % show interface =~ > FDOE 7 4 —/)L RO Z R L £7, show
interface =~ N CHRRIND T 4 — /L RIZOWTIT E 7-6 ZZL T ZEW,

# 7-6 A F A —T A TV T D show interface D57 4 —/b F
74— K B
switch ingress IOy FIEEFE A P ELILEESN TW W E X IZRRINE

policy drops

T, ZORey I . T74N FERFE—FREDAAL vF R— FRED
FERLELTAAL v TF A= FNTAT v FBIEFICERE TEX RWEGAICH
ShFET,. 20y 7OEREL T ROy T 4 X2l —a rRNEZ
LbNET,

e nameif 2~ RN VLAN £ VX —7 = A A L THREIINLTUWVR,

(%) [RUCVLANHNDA o H—7 A A2 nameif 2~ RBREINT
W no 2B A TH. VLANHNDO AL v F U JIXEHRT. 2O T v
IS ENET A,

e VLANR T ¥ v hE DL T3,
o TUEAKR—BFTR021Q ¥ VMRV y haZFE LT,

o NIV AR—PFTHAEINRWE T EFRIZHZ TRy &G
L7,

o ASAN A=V Xy b F—=TTITATEEFORDL AT T INA R THE
MENTWD, 72& 21E . CiscolOS Y 7 h U =7 TlidA v 2B —T = A A
ANIVAREE R T DDA =V Ry b V=T 7 Ry NEfE
HALET, 2Oy MIMOT NS AL > TZEEINDI DO
DTEHRL ANy MR ETE5 2 LIk o TV RIRED T
BENET,. INHDXATDONRTy MIASL v TF R—FTRuv”
S AT RS ENET,

switch egress
policy drops

BAEMH SN THERE A,
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&Iz . show interface detail =~ > FOH I Z R LET RIS TRXTDOAL v H—T = A A(S
Ty R T A —BIHEETDHEEINEA X —T oA A% ET) IZONTOREMRA & —
7 A AREFHEWRE L OFEXRFIL—T ¢ T EHE S (asr-group 22 R TA X —7 &1
TWAER) ERRT D0 2R LET,

ciscoasa# show interface detail
Interface GigabitEthernet0/0 "outside", is up, line protocol is up
Hardware is 182546GB rev03, BW 1000 Mbps, DLY 1000 usec
Auto-Duplex (Full-duplex), Auto-Speed (100 Mbps)
MAC address 000b.fcf8.c44e, MTU 1500
IP address 10.86.194.60, subnet mask 255.255.254.0
1330214 packets input, 124580214 bytes, 0 no buffer
Received 1216917 broadcasts, 0 runts, 0 giants
0 input errors, 0 CRC, 0 frame, 0 overrun, 0 ignored, 0 abort
9 L2 decode drops
124863 packets output, 86956597 bytes, 0 underruns
0 output errors, 0 collisions
0 late collisions, 0 deferred
input queue (curr/max packets): hardware (0/7)
output queue (curr/max packets): hardware (0/13)
Traffic Statistics for "outside":
1330201 packets input, 99995120 bytes
124863 packets output, 84651382 bytes
525233 packets dropped
Control Point Interface States:
Interface number is 1
Interface config status is active
Interface state is active
Interface Internal-Data0O/0 "", is up, line protocol is up
Hardware is 182547GI rev00, BW 1000 Mbps, DLY 1000 usec
(Full-duplex), (1000 Mbps)
MAC address 0000.0001.0002, MTU not set
IP address unassigned
6 packets input, 1094 bytes, 0 no buffer
Received 6 broadcasts, 0 runts, 0 giants
input errors, 0 CRC, 0 frame, 0 overrun, 0 ignored, 0 abort
L2 decode drops, 0 demux drops
packets output, 0 bytes, 0 underruns
output errors, 0 collisions
late collisions, 0 deferred
input queue (curr/max packets): hardware (0/2) software (0/0)
output queue (curr/max packets): hardware (0/0) software (0/0)
Control Point Interface States:
Interface number is unassigned

o O O O O

# 7-7 |Z.show interface detail =~ > KD 7 4 —/L KO#HA %7~ L £ 9, show interface =~
VRTHERIND T 4 —L RIZOoWTIH E 7-7T22RB LTI a0,

7z 7-7 show interface detail D&~ ¢ —/1 F
T 4=V F B!
Demux drops (N T —% A B —T 2 A ZADHF)ASA N SSM A X —T = A ZANHD

Ry "ML ELTE Rl Ray 7 L7y b0, SSM A
VH—=T 2 A RAINRN I T = RN L TCRAT AT A F—T A AL
BELITRXTOSSM AV F—T A ANED/ry NIy 7T L—
ETcxEbENET,

Control Point
Interface States:

CiscoASAV ) —RX a< R U7y LR SavwryF 1|



# |

# 77 show interface detail D% 7.1 —/L F(§FEZ)

TA4—IVF B!
Interface TNy TIHHAEIND 00 DHELIEFTT. 2O F—T = A ABER
number SN7-EFE R L ET,
Interface BHAT— NMIRDO LB T,

config status

o active:f VA —T A AT vy b AT EINTWERTA,

e notactive:f > Z—7 = A AL shutdown =~ RTV ¥ v h ¥ &
nTnEd,

AE =Tz | A F =T A ZDOEEOIRRE, Z DOIREITIEE | LFLD config status & —
A ZDREE  BLET ANA TARATEY T 4 IIRE LGB ASA TS EITIE T TA

YH—=T oA AeEEREELIZ Y CREBICT SO A BN ELD

AREMEDS BV £,

Asymmetrical
Routing Statistics:

Received X1 |2 DA v X —T = AT%E L7 ASR "4 v s D¥k,

packets

Transmitted DA VH—T A ATHEEL] ASR N7 v O,

X2 packets

Dropped X3 |2 A v Z—T =24 A TRy 7 L7 ASR X7 v b O¥, 2347 > ME S
packets Ty REIEELEI L LI EIIA VH =T oA ABRX T REOGEIC

Fay 7SN end0 £,

RIZ . ASA 5512-X ~ ASA 5555-X @ show interface detail =~ RO AP Z R~ LFESF, 2D
BITIZASA &Y 7 v T £ a2— /)LD JTOEE 0/0 A > % —7 = A A (IInternal-Data0/1 |

L LTER) OFEREZMHASDOE TR LTUWET, HI21E . Internal-Control0/0 A > Z# —

TxAA AR ENTWET , ZHIEZ. VY7 hueT FVa—/bE ASAEOHIE T 7 4 v 712

fEHENTWET,

Interface Internal-Data0/l1 "ipsmgmt", is down, line protocol is up

Hardware is , BW Unknown Speed-Capability, DLY 1000 usec
(Full-duplex), (1000 Mbps)

Input flow control is unsupported, output flow control is unsupported

MAC address 0100.0100.0000, MTU not set
IP address 127.0.1.1, subnet mask 255.255.0.0
0 packets input, 0 bytes, 0 no buffer
Received 0 broadcasts, 0 runts, 0 giants
0 input errors, 0 CRC, 0 frame, 0 overrun, 0 ignored,
0 pause input, 0 resume input
0 L2 decode drops
182 packets output, 9992 bytes, 0 underruns
0 pause output, 0 resume output
0 output errors, 0 collisions, 0 interface resets
0 late collisions, 0 deferred
0 input reset drops, 0 output reset drops
input queue (blocks free curr/low): hardware (0/0)
output queue (blocks free curr/low): hardware (0/0)
Traffic Statistics for "ipsmgmt":
0 packets input, 0 bytes
0 packets output, 0 bytes
0 packets dropped
1 minute input rate 0 pkts/sec, 0 bytes/sec
1 minute output rate 0 pkts/sec, 0 bytes/sec
1 minute drop rate, 0 pkts/sec

B CiscoASAYV—X o= RUT77L VR Savwr R



5 minute input rate 0 pkts/sec, 0 bytes/sec
5 minute output rate 0 pkts/sec, 0 bytes/sec
5 minute drop rate, 0 pkts/sec
Control Point Interface States:
Interface number is 11
Interface config status is active
Interface state is active

Interface Internal-Control0/0 "cplane", is down, line protocol is up
Hardware is , BW Unknown Speed-Capability, DLY 1000 usec
(Full-duplex), (1000 Mbps)

Input flow control is unsupported, output flow control is unsupported

MAC address 0100.0100.0000, MTU not set

IP address 127.0.1.1, subnet mask 255.255.0.0

0 packets input, 0 bytes, 0 no buffer

Received 0 broadcasts, 0 runts, 0 giants

0 input errors, 0 CRC, 0 frame, 0 overrun, 0 ignored, 0 abort

0 pause input, 0 resume input

0 L2 decode drops

182 packets output, 9992 bytes, 0 underruns

0 pause output, 0 resume output

0 output errors, 0 collisions, 0 interface resets

0 late collisions, 0 deferred

0 input reset drops, 0 output reset drops

input queue (blocks free curr/low): hardware (0/0)

output queue (blocks free curr/low): hardware (0/0)
Traffic Statistics for "cplane":

0 packets input, 0 bytes

0 packets output, 0 bytes

0 packets dropped

1 minute input rate 0 pkts/sec, 0 bytes/sec
1 minute output rate 0 pkts/sec, 0 bytes/sec
1 minute drop rate, 0 pkts/sec

5 minute input rate 0 pkts/sec, 0 bytes/sec
5 minute output rate 0 pkts/sec, 0 bytes/sec

5 minute drop rate, 0 pkts/sec
Control Point Interface States:
Interface number is 11
Interface config status is active
Interface state is active

show interface vni 1 =~ > NIZOWTIH RO HEZSHL T ZE0,

ciscoasa# show interface vni 1

Interface vnil "vni-inside", is up, line protocol is up
VTEP-NVE 1

Segment-id 5001

Tag-switching: disabled

MTU: 1500

MAC: aaaa.bbbb.1234

IP address 192.168.0.1, subnet mask 255.255.255.0
Multicast group 239.1.3.3

Traffic Statistics for "vni-inside":

235 packets input, 23606 bytes

524 packets output, 32364 bytes

14 packets dropped

1 minute input rate 0 pkts/sec, 0 bytes/sec
minute output rate 0 pkts/sec, 2 bytes/sec
minute drop rate, 0 pkts/sec

minute input rate 0 pkts/sec, 0 bytes/sec
minute output rate 0 pkts/sec, 0 bytes/sec
minute drop rate, 0 pkts/sec

[C2ENC G
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# |

|
show interface vni 1 summary 2~ > FIZOWTIZ ROHETTESR LT EE0,
ciscoasa# show interface vni 1 summary
Interface vnil "vni-inside", is up, line protocol is up
VTEP-NVE 1
Segment-id 5001
Tag-switching: disabled
MTU: 1500
MAC: aaaa.bbbb.1234
IP address 192.168.0.1, subnet mask 255.255.255.0
Multicast group not configured
BEa<w R a<wy R B
allocate-interface AHE =T A ABIOY TA L —T oA AEXa )T 40 2
THRAPMIEY Y TET,
clear interface show interface =~ > RO 7 2% 7 U7 LET,
delay AE =T A ADEILEA N v 7 ZEELET,
interface A VEBE—T 2 A AZHEL A FZ—T 2 A 2T 4 Fal—3
Y E—REBLET,
nameif AR =T A/ ERELET,

show interfaceip brief (> % —7 A ZDIP T RL AL RAF— X 25 FErLET,

B CiscoASAYV—X o= RUT77L VR Savwr R



show interface ip brief

A B =T 2 A ZADIPT RLABLIOAT —H A& KRT HI21E, FikE EXEC £ — R T show
interface ip brief =~ > F&fH L £,

show interface [physical_interfacel.subinterface] | mapped_name | interface_name | vlan number]

ip brief
ST interface_name (fEE) nameif =~ > RNIZA VX —T = A4 Dty MEHRELET,
mapped_name ({£&) allocate-interface =~ > REFH L T~ v B 74 EE D YT
EHE ~NLVF aryTHR AN T— R TEOL4RIZRELET,
physical_interface ({£7) gigabiternet0/1 72 DA > X —7 = A4 A ID ZfRE L E 9, 5%

fEIZ DWW Tid. interface =~ > RZ ML T &0,

Y7y F—T L X (BRI T A —T oA 2T 1 ~ 4294967293 DOFER A f5
/\,:._E‘L/i‘j‘O

vlan number (ERE)ASASSOS WX 2 U T 4 T T7A T v AT 8 FLIGA IR A
A FDOHBEET/IVTIXVLAN A VX —T = A ELET,

77 4V b A A =T 2 A AER/ELRVEE ASAITTRTOAS L F—T oA AR R LET,

avrRKE—F ROKIZ, A~ FEANTELHEF—RF2RLET,

TZ7AT UF—Iv
T—F X2V T4 arTHRAL
< JVF
bT AR =
a<w» RKE—F =Ty R |TLoy s (Rb VAT I
¥t EXEC o X% o XIS o Xfhis o MG |—
1. BHOOA L F—T A AETNIY T A F—T = A AT THERAARE T,
= NgHE yy—= ERNE
7.0(1) Zoawr RRBEMERE L,
7.2(1) FSGUART LY R E—RTOVLAN A Y Z—T =4 A L OEH
000 A X2 =T A AFIEIY T A U H—T A ADHR— FHIEM
INFE LT,
9.10(1) Firepower 2100/4100/9300 7 /3 A ADA—/3NNAH 7TV o— 3

DHFR—FNBIMSHE L,

CiscoASAY V) —RX a<w R U7y LR Savwr R
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# |

BRLOAA KT
fv

</VF a T F X b E— FT.allocate-interface =~ FEZEHALTCA ¥ —7 = X ID %
v~V T LERE EDOY vy U TR FTIFA U F—T oA AT T XA NN T

ETEET,

HADFROFEZONWTX B 2B L T &0,

W IZ . show ip brief =~ > RO IHIZ R L £,

ciscoasa# show interface ip brief

Interface
Control0/0
GigabitEthernet0/0
GigabitEthernet0/1
GigabitEthernet0/2
GigabitEthernet0/3
Management0/0

IP-Address OK? Method
127.0.1.1 YES CONFIG
209.165.200.226 YES CONFIG
unassigned YES unset

10.1.1.50 YES manual
192.168.2.6 YES DHCP

209.165.201.3 YES CONFIG

Status
up

up
admin

down

admin down
admin down

up

Protocol
up
up

down
down
down

WIZ FXOS N #4# & 72 ASA T show ip brief =~ > KO HH &R L £9,

ciscoasa# sh int ip br

Interface
Internal-Data0/0
VlanlO

Vlan80

V1an300
Ethernetl/1
Ethernetl/2
Ethernetl/3
Ethernetl/4
Ethernetl/5
Ethernetl/6
Ethernetl/7
Ethernetl/8
Internal-Datal/1l
Managementl/1
BVI50
Port-channel3
Port-channel8

Method
unset

CONFIG
manual
CONFIG

unset
unset
unset
unset
unset
unset
unset
unset
unset
unset
CONFIG
unset
manual

Status Protocol
up up
up up
up up
up up
up up
down down
admin down down
admin down down
up up
down down
down down
up up
up up
up up
up up
down down
up up

FTITIZ KT 4—ILED

IP-Address OK?
unassigned YES
172.18.249.190 YES
80.1.1.1 YES
14.30.1.1 YES
unassigned YES
unassigned YES
unassigned unassociated
unassigned unassociated
unassigned YES
unassigned unassociated
unassigned unassociated
unassigned unassociated
169.254.1.1 YES
unassigned YES
50.1.1.3 YES
unassigned YES
8.0.0.1 YES
TR ERLET,

% 7-8 show interface ip brief D% =~ ¢ —/L F

T4 —IVF Bk

Interface allocate-interface =~ > FZfiH] L TiE L7256 D .~V F a7 F X
FE—=RFRTOA LU H =T x2A AID EREFv Y ELTHA,TXTOA 2 F—
T A A RKRTDHE AP SSM OWHEA 2 —T = A ZH ASA IZA A
F—=LENTVWDLEEITENEDA U F—T = A AT D HERBRR
SNETHHA o F—T =4 2T, 2= PFIC K DRETA AR T ER
TNy 7T EERE L TVET,

IP-Address A H—T2AADIPT KL A,

B CiscoASAYV—X o= RUT77L VR Savwr R



# 7-8 show interface ip brief D4 = ¢ —/ F(§&)

TA4—IVF B!
OK? AV B =T 2 APA—X—= A FIZHEAT T LTV R NWEGEE ., Z D)
12 1% lunassociated | é:i%?éz"bi# A B =T 2 A AP A== 31 YT
BIEAT T LTV DEHAIXIYES) E RR &N E 3, Z OIKAEIL, Firepower
2100/4100/9300 A > Z—7 = A AL T NA ZIZOHWEH ENET,
FXO0S R—AD ASA TNA ZADEHIX A VX —T =4 ANF— b F ¥ 3
JUZIBINE N5 & Z OFiZ Tunassociated | & FoRr S E 7,
ZDOMDT NA ATIE, ZOFNIBEEH SN TE ST I Yes) & R
SNET,
Method AVE—=T 2 A ANIPT RLRAEZZE LI HEAEITRDO LB Y TF,
e unset:IP 7 FL R IHREINTWEREA,
e manual: ETI L T 4 X2l —arERELE L,
¢ CONFIG:AX— kT v a7 4Fal—rarm”»bag—RLELEA,
e DHCP:DHCP #—\mH%2{E L% LT,
Status BHAT— NIRkDO LB T,
e upi A UH—T A ATV Yy N UERERA,
e admindown: A > H#—7 = A AlX shutdown =~ R&ZHEHL T v v
M EnET,
Protocol EfE AT — & Z IO L B T,
o uwpEET DT —TNANRy NU—F 4 U H—T = RTHERHESNT
WET,
o down: 7 —T7NANRELL WA H—T AR axy ZIZHERIN
TWER A,
BEa<w R a<w K B

allocate-interface

AVHE—T 2 AABLOY TS A —T 2 A X2 T 4 2T
FAMIEIY Y TET,

interface AVE—T 2 ARAEHREL A E—T A A AT 4 Fal—3
v E—RZRBLET,

ip address AVE—=T2AAZADIPT RVA FELIFI NIV ART LN T7 A7
U —/VOERIP T FLAZRELET,

nameif AVE =T A AL ERKELET,

show interface

AE =T 2 ADFATREAT —F X LfEEHE#RZZR L £,

CiscoASAV ) —RX a< R U7y LR SavwryF 1|
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show inventory

L ID (PID) N—2 g  ID(VID) . BL OV U 7T AE SN NE DB THENTWDE Ry hU—
T TR RN VA=AV ENTWNBETRTOI RIS FREEZRT DI, 22—
# EXEC € — K C show inventory =~ > RZflif L ¥,

show inventory [mod_id]

LD

mod_id (A7va)Ela—rIDEREEFARY FESZO~3)EHETELET,

F 7 %)V b

a<v s FE—F

HHOA Ry M) ERRTDHAR Y FEBETELZWEEIZ. TXTOEY =2 — LV (BIRT
Ca—NLEEGL)DA LRy MU IERBRERINET,

WORFT. ZDa~xw RE A TEHE—FE2RLTWET,

TZ7AT T4 —)v
FT—F ¥X¥2VT7 4 aryTXA R
< JVF
AV =
avy RFE—F N—Ty N TV h (YT (Rb YAT A
. —% EXEC o Xfits o Xfits o Xfiits o Xfiits o Xfiits
= FRE Jyy—= EENE
7.0(1) Zoawy RPNEAINE LE,
8.4(2) SSPOHAIBNBMENE L, EHIZ.Ta2T/WVSSP A VA F—LDY
AR—FREBMEE L,
8.6(1) ASA 5512-X.5515-X.5525-X.5545-X B L 5555-X (v — LB
B VO HEED— R) OB BEMIhE LT,
9.1(1) ASACX BV =2 — VOB EhvE Lz,
R LOFA FS  showinventory =~ Rif 453 2 iz ONTDA 2 kU % UDI B THIGE X
AL OFRLET,UDI R & 1. 8 ID(PID)  NN—V 3 V&S (VID) . BL OV Y 7 L&E (SN) &

W9 3ODFIEDT —H BEROMAEDETT,

PID |2 %2 R ET B O DL RTC IERILTI ML | E 3T mE = EFRENn TV E L, =
I IE LW ASHRES L 2 3613 5 72D I 4% ID T,

VID RGO AR—=2 g T MR EFEINS L VID T, A OE T @mE2 ST 52/ Y
4 FZ 4 T D Telcordia GR-209-CORE 7 5 iE O - ik /e 7 ATht» TS S E T,

SN IR X —EHORGOE LEFESTT, TNENORBITIITHTE Y Y MO Y T
NEENDHY BIECIIEECXFRA VI TAELI BMAEOMAODBEEDA VAR A
AT DT ODTFETT , VI TAFEFX T A ADSEIERIVF—FX Y MG L TZED
BEINRLDGE50RH £,

CiscoASA V'V —X a<w R U777 LR Sawr
| 7-76 | |



UDI CiIELEZ =T 4T 4 EFOET vy =V R ED O T 4T 4I121F A
DEINRY T T 4T ANV ET ET T AT 4 IF VAT DT 4T 4 2 L=
BB SN 22 FoRIE TR 2 DITICE RSN E T,

F 7 a VERERETIC show inventory 2~ > REFEHT L E Ry hT—F 7 T34 R
BOMTIoNTEBY PIDBREOLETENTWNWAEL AT T 4T 4DY A MDBERENET,

VAT T AT AIZPID BEIV B THENTOWARWES . FO 0T 4T 1 ZBE E 713577
SNFEH A,

>k
ibl}

&

220D SSP AR LY ¥y =IO TN TWAGRIZ. TV 2a—LDEENR Y ¥ — N TDE
Va—/LOYEHRGE AR LET, ATy F OV AT SN SSP AL HIZY vy —Y < A
H—Lp 0 FET, B —IL.SSP NEEHEMT 5N TV AGEICOHR B TICERINET,

H N D HEE module 13X WEEA = > |~ L [E% TH,SSP BARDFHIZE N TIX WEA T >~ k01T
B fHT 53T DAL 7712 module: 0, Z AL O 41X module: 1 23 & £ E T, ¥ —
7w N SSPINY ¥ — v A X —Th HYE  show inventory =~ > RO IJITITEFRCHE 7 7
UREENE T ENLAOGAE. I NSO a R —3r MIABSVET,

ASA 5500-X v U —ZADN— R =7 EOFIRIZE D U T AESRRRINLZWVGEERH D

T, 2NHDETNADPCI-EIVONNIC) A7 ay H— RO UDI ERTlX . — K XA 71%2

ODBTTN HNEIY ¥ —2 XA TIe LT oMY IR F4, 2N BESN-yy—v

WISUTCHRARDPCILET 77y N 7RV ZUBREHNESND O T KRIZ. A PCI-E/O 71— K
TEyTVICOWTTHREIND %2R LET, 72 & 21, Silicom SFP NIC 7 — A& Sz
BAUDIERIZZOD— RFBRO AT 5N TWET RS AL > TIRESHET,VID BLI W
S/IN OfEIE N/A T, ZHiE, 25 OENE IR ST RN T,

ASA 5512-X F£721% 5515-X N®D 6 R— k SFP A —# %~ K NIC #— FDOA:

Name: "modulel", DESCR: "ASA 5512-X/5515-X Interface Card 6-port GE SFP, SX/LX"

PID: ASA-IC-6GE-SFP-A , VID: N/A, SN: N/A

ASA 5525-X WD 6 R— ~ SFP A —H% % > k NIC ¥ — FDEE:

Name: "modulel", DESCR: "ASA 5525-X Interface Card 6-port GE SFP, SX/LX"

PID: ASA-IC-6GE-SFP-B , VID: N/A, SN: N/A

ASA 5545-X F 7213 5555-X N D 6 IR— b SFP A —H % > k NIC I — RDEA:

Name: "modulel", DESCR: "ASA 5545-X/5555-X Interface Card 6-port GE SFP, SX/LX"

PID: ASA-IC-6GE-SFP-C , VID: N/A, SN: N/A

ASA 5512-X F721% 5515-X ND 6 FR— MFRA — 3+~ k NIC 71— FDOHA:

Name: "modulel", DESCR: "ASA 5512-X/5515-X Interface Card 6-port 10/100/1000, RJ-45"

PID: ASA-IC-6GE-CU-A , VID: N/A, SN: N/A

ASA 5525-X D 6 AR — h#A — %> k NIC 71— FDOHE:

Name: "modulel", DESCR: "ASA 5525-X Interface Card 6-port 10/100/1000, RJ-45"

PID: ASA-IC-6GE-CU-B , VID: N/A, SN: N/A

ASA 5545-X F£721% 5555-X ND 6 iR — R A —H %~ b NIC 71— RDHE:

Name: "modulel", DESCR: "ASA 5545-X/5555-X Interface Card 6-port 10/100/1000, RJ-45"
PID: ASA-IC-6GE-CU-C , VID: N/A, SN: N/A

CiscoASAV ) —RX a< R U7y LR SavwryF 1|
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4l

WIZ, F—TU— F5|$ &8 E L TV show inventory 2~ > ROHNFIZ R LET, ZDH
TIFNZASAICI VAT 5N TVWAPID BRED B ToONTNAEELY AT T 4T 4DY AR
ZRLTOVET(ASACX EV 2 —VHIHEHENTHDEA R L — T4 2% 5Te),
ciscoasa> show inventory

Name: "Chassis", DESCR: "ASA 5555-X with SW, 8 GE Data, 1 GE Mgmt"
PID: ASA5555 , VID: V01 , SN: FGL170441BU

Name: "power supply 1", DESCR: "ASA 5545-X/5555-X AC Power Supply"
PID: ASA-PWR-AC , VID: N/A , SN: 2CS1AX

Name: "Storage Device 1", DESCR: "Micron 128 GB SSD MLC, Model Number: C400-MTFDDAC128MAM"
PID: N/A , VID: N/A , SN: MXA174201RR

WIZ. T 2T IVSSP A VA =D ¥ —3 v AH— O show inventory =1~ > KD H /)i %
ALET,
ciscoasa> show inventory

Name: "module 0", DESCR: "ASA 5585-X Security Services Processor-40 w 6GE, 4 SFP+"
PID: ASA5585-SSP-40 , VID: V01 , SN: JAF1436ACLJ

Name: "Chassis", DESCR: "ASA 5585-X"
PID: ASA5585 , VID: V01 , SN: 123456789AB

Name: "fan", DESCR: "ASA 5585-X Fan Module"
PID: ASA5585-FAN , VID: V01 , SN: POG1434000G

Name: "power supply 0", DESCR: "ASA 5585-X AC Power Supply"
PID: ASA5585-PWR-AC , VID: V01 , SN: POG1434002K

Coa<y REIRVALAREREY 2 —/LOLErFE R LET, L7225 T.ASA T show
interface brief #3179 25 &  EPM DT X TCDSFP A L X —7 = A ANERENETN.ASA T
show inventory =~ > R& 34795 & SFP BN SN TNDHA v X —T A ADT —F DHN
FRSINET LRI B SILTUWD SFP A > ¥ —7 = A AT show inventory 2~ > KD H /)
FlE R LET,

ciscoasa> show inventory

Name: "Ethernet 1/13", DESCR: "hlOg-aculm"
PID: SFP-10G-AOC1M, VID: , SN: A471942K0UC-B

T T ZOHNTEREND T 4 — L RIZOWTIBALET,

# 79 show inventory @ 7 .1 —/L FDHH
74—V K B!
Name VAT AT AICHOYEToENTEMEA(THRAN AN ) T

EZIE Ay Y= SSP.E TN R oG arR—3x v FEE (R—
NERFEY 22— NVDOFEZ)RE T A A0 a v KR—3 2 Mk
AT U TR W £4,RFC 2737 @ entPhysicalName MIB Z8 412 FH24 L

EJ AN

DESCR AT 2l VBT A AT T 0T 4 OMER A, RFC
2737 O entPhysicalDesc MIB ZE 42241 L £ 47,

PID T 7 47 4 B ID,RFC 2737 @ entPhysicalModelName MIB 22 4512 FH24
LET,

CiscoASA V'V —X a<w R U777 LR Sawr
| 7-78 | |



# 79 show inventory @ = ¢ —/v FDZHH (§5Z)
TA4—IVF B!
VID TUT 4T 4 D= 73 U, RFC 2737 @ entPhysicalHardwareRev MIB

EHIZHY L ET,

SN T 4T 4 DY T NER,RFC 2737 @ entPhysicalSerialNum MIB Z %
WZFEY LET,
MEa~< R a<wv R B
show diag Xy NI —=F T TRAADary o —F A =T AR Trty

P BLOKR— K THETHIZOWTOZMIEREERLET,

show tech-support

N— B PR E R L I V=X ICET D R E R R LET,

CiscoASAV ) —RX a< R U7y LR SavwryF 1|
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show ip address

A BZ—=T2AAIPT FLA(FT UV ART LY b T— FOBSITEHRIP 7 FLR) 2FKRT
521, KiHE EXEC & — K C show ip address =~ > R L 9,

show ip address [physical_interface[.subinterface] | mapped_name | interface_name |
vlan number)

B oA interface_name ({EE)nameif 2~ > FRNIZA VF—T = A 24Dy NERELET,
mapped_name ({£&) allocate-interface =~ > REFH L T~ v B 74 &E D YT

EHE ~NVF aryTHRAN T— R TEOL4FIZRELET,
physical_interface (fE:7) gigabiternet0/1 72 DA 2 —7 = A A ID ZFEE L E T, H%)

fEIZ DWW T IZ . interface =~ > REZHBHR L T E &,

YTy F—T A X (BRI A —T oA 2T 1 ~ 4294967293 DR A FE
fE‘IJi‘j‘O

vlan number (FERE)ASASSOS WX 2 VT 4 T T7A T v Al 8 FLIGAIR A
A FDOHBET/IVTIXVLAN A VX —T = A ELET,

F 7 %)V b A E—T 2 A AEBR/ELBZWVEE ASAITTRATOAL VA —T 24 AP T FLAZERL
£,

o< RE—FK WORIZ, a~ REANTESE—FERLET,

TZ7AT U —I
T— R ¥X2YF4 ITFERL
< JVF
[NV SN avF R
a<w s KE—F V—Fy K |7V b A Z k 25 A
#HE EXEC o X o KPR o X o M |—
= NRHE yy—= EERNE

7.2(1) VLAN A > % —7 = ADOHYHE— hBMSHE LT,

FEREDHA RS ZoOavwr RE A TRATEYVT 4 E2BRETDHEEDRDOTT7 4~ IPT FLA(FR

A TiXISystem]) LFE# &SN D) EBIEDIP T RLRAEZRRLET 2=y BT 7T 4 7 DA
VATAIPT RVALBEDOIP 7 RLAZ—HLET, 2=y FRRAX A OEA BIED
IP7 RLUAZIZAZ A T RUARTRRINET,

B CiscoASAYV—X o= RUT77L VR Savwr R



il K 1Z  show ip address =2~ > ROH Il ZR L ET,
ciscoasa# show ip address
System IP Addresses:
Interface Name IP address Subnet mask Method
GigabitEthernet0/0 mgmt 10.7.12.100 255.255.255.0 CONFIG
GigabitEthernet0/1 inside 10.1.1.100 255.255.255.0 CONFIG
GigabitEthernet0/2.40 outside 209.165.201.2 255.255.255.224 DHCP
GigabitEthernet0/3 dmz 209.165.200.225 255.255.255.224 manual
Current IP Addresses:
Interface Name IP address Subnet mask Method
GigabitEthernet0/0 mgmt 10.7.12.100 255.255.255.0 CONFIG
GigabitEthernet0/1 inside 10.1.1.100 255.255.255.0 CONFIG
GigabitEthernet0/2.40 outside 209.165.201.2 255.255.255.224 DHCP
GigabitEthernet0/3 dmz 209.165.200.225 255.255.255.224 manual
# 1T AT 4=V FOWMHAEZRLET,
7 7-10 show ip address D% 7 ¢ —/L N
TA4—IVF B!
Interface allocate-interface =~ > RZMif L CHRELEZHAED . v LVTF a T FH R
M E—RTOA L H—T x4 AID F2iF~v v B T4,
A nameif 2~ R CHEINTZA V¥ —T = A A4,
IP address B =T 24 ADIPT KL A,
PTRy k= IP7 RLADH TRy b A7,
A7
FH= AE—=T 2 ANIPT RLAZZE LI HEAEITRO LB TT,
e unset:IP 7 RLU RIFEREINTWERA,
e manual: E{Ta 7 4 X2l —TaERELE L,
e CONFIG:A¥— T v S arv74F¥alb—arhbr—RKLELE,
e DHCP:DHCP #—\mbHZfE LE LT,
BEa<w R a<w R B

allocate-interface

AV E =T 2 A ABIOYTA X =T f At F2 T 4 o
THRANMIED Y TES,

interface AV B =T 2 A AGEREL AV E—TzAA A AT 4 Fal—T3
VE—REZRHBLET,
nameif A UHF—T 2 A AL EFRELET,

show interface

A H =T 2 A ADFATREAT — 2 X LFGEHEREZFR L ET,

show interfaceip brief (. % —7 £/ ZADIP T KL AL AT —X A EFERLET,

CiscoASAV ) —RX a< R U7y LR SavwryF 1|
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show ip address dhcp

A B —T = A AZKT D DHCP U — A E 723V — N2 BT 2 3G A o3 5 11, R
EXEC & — K C show ip address dhcp =2~ > R&fEH L £,

show ip address {physical_interface[.subinterface] | mapped_name | interface_name} dhcp

{lease | server}

show ip address {physical_interface[.subinterface] | mapped_name | interface_name} dhcp lease
{proxy | server} {summary}

X DA interface_name nameif 2~ REZEH L TREINTA X —T oA AL EREL
7,
lease DHCP V —RIZBAT D E®RERRLET,
mapped_name < )F arsTHE AN EF— KT, ¥ v 7 4%% allocate-interface = <
VREHFHLTHO Y CEGAE . ZO4RTEZRBELET,
physical_interface gigabiternet0/1 72 X DA X —T =4 A ID ZHREL ET, AHEICD
WTClE interface 2~ REZSH L T 72 &,
proxy IPL 7 —7 AV NOTaxy = b KR LET,
= IPL 7 —7 VNOY— N v 2FRRLET,
YT H— T g X RN T A B =T 2 A%RT 1~ 4294967293 DEEF A FEE L T,
summary T N OEKERRLET,
T 7 %)V b T 74N FOEERHEIZH Y EHE A,

a<w s RKE—F

WORIZ, a~ REANTEE—FERLET,

T7AT UF—)V
T—F X274 aTHRAL
~NVF
FZ AR a T ¥
AvyRE-E AM=Fy R TLY R vy (R b L RF
ik EXEC o Xt |— o X o X |—

1. BHHOOA L HA—T oA AFETNZY T A v H—T = A A2 THEAFEETY,

B CiscoASAYV—X o= RUT77L VR Savwr R



a< v Rk

JY—2x ERNE

7.0(1) H LW — S RE I A 72D O lease — U — K35 LU server
F—U—RKpBMEnE L,

7.2(1) P ART LY N F—RTOVLAN A VX —7 = A AB L OVEH
000 A > B —T 2 A RAEZY T A Z—T A ZADHHR— FHEM
SNFE LT,

9.1(4) H LW — BRI @ T B 72D D proxy F— VU — FEB LW

summary ¥ — U — F2NEIIS L E L,

FEREDOTA KT
AV

4l

HADHPUZ SN T B Z B L TS0,

&1Z . show ip address dhep lease =~ > RO 1l 2R L 7,

ciscoasa# show ip address outside dhcp lease
Temp IP Addr:209.165.201.57 for peer on interface:outside
Temp sub net mask:255.255.255.224

DHCP Lease server:209.165.200.225, state:3 Bound

DHCP Transaction 1d:0x4123

Lease:259200 secs,

Renewal:129600 secs, Rebind:226800 secs

Temp default-gateway addr:209.165.201.1
Temp 1p static routeO: dest 10.9.0.0 router 10.7.12.255
Next timer fires after:111797 secs

Retry count:0,

Client-ID:cisco-0000.0000.0000-outside

Proxy: TRUE Proxy Network: 10.1.1.1

Hostname: devicel

# 1T A 74—V ROBHAZRLET,

Z# 7-11 show ip address dhcp lease D& 7 1 —/L

Z4—I)VF

B!

Temp IP Addr

AVE—=T oA RZEIDV B THNTNSHIP T FL A,

Temp sub net mask

AVHE =Tz RAZEDETENTWDET TRy b &7,

DHCP Lease server

DHCP % —/X 7 RN L &,

CiscoASAV ) —RX a< R U7y LR SavwryF 1|
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F71 show ip address dhcp lease D& 7 ¢ —/L F(§E&)

74—V K

B!

state

DHCP U —ADIRET KD EED TT,

e [Initial]: FIHHLIREE T ASA N Y — 2 ZHET5H5 7 a2 %
WBLET, ZOWRBEIZ. ) =A™ T LEN YV —ADRITY
T g UICRRLIEE XL ERINET,

o [Selecting]: ASA & 1 LA o DHCP #—~37> 5 DHCPOFFER
AvE—VEZETDHIEEFHELTEY A vE—T &R
T&EF7,

e [Requesting]: ASA |%, ZR & 415 L2 B e — "0 b OIRE
L TV ET,

e Purging: 7 747V FINIP T RURAEMRL L= o= F —
MIEAE LT ASA T — 2 ZHIBR L £,

e [Bound]:ASA IFH%h7e U — A ZLRFF L IEFIZEMEL TWVET,

o [Renewing]:ASA [TV —ZZHH L L5 & LTWET,
DHCPREQUEST £ v & — Y % BifE® DHCP H— NI EHIIIC
EELINEEZHFELET,

e [Rebinding]: ASA 1ZILDH— "D Y —RAZHHT 5 Z LIk
ML WINPT — RS IREEZITI D N Y — AN
T4 5% TDHCPREQUEST #* v —Y % %E LET,

e [Holddown]:ASA XV — A ZHIRT 27 nt A&t L E LT,

o [Releasing]:ASA (T IP 7 RLANREI IR -T2 & &mRT
U2 A=Y —NTEELET,

DHCP transaction id

I T7AT Mo TTEBREN,ERA vy =T 2B 57
WIZT TAT o e =T Lo THEH S 5L

Lease DHCP — NZ Lo THREESND A v HX—T =2A ANZDIP T
KL RA&EFEH T 2 OE X,

Renewal A —=T 2 AANRZDOY —REZBEBEPICEFLL S ETH5FT
OO E X,

Rebind ASA 7S DHCP —RIZHAAA V FLE D L2 F TOREOE

S AL FRFAET HDILASA 23560 DHCP H— 3 & dfE
T3V — MM D 87.5% %% L7-5%4A T3, ASA |X.DHCP
BREZ T — REX Y 2 bT5Z2 LIk T AEHATRERIEE D
DHCP — N2 R A £ T,

Temp default-gateway addr

DHCP — N2 Lo THREENDIT 74NV N F—b+ oA TR
LA,

Temp ip static route0

FTIFINVE AXT 4T — Lk,

Next timer fires after

NERZ A ~— N U T —F 25 F TOME,

U b7 A1a%k

ASANRNY —2AZRELLIELTNDEE . ZD7 0 —L Rt
ASA XDHCP 2 v E—VDOREEZRATLIZEEEZ R LET 2L
ZIAX L ASA 78 Selecting HKREEDY G, Z DfEIL ASA BERE A vt —
U EE LA R LE T, ASA 7% Requesting IREEDHE | Z D
EIX ASA BNER A v B— V& EE LB ERLET,

Client-ID

P—RLDT_XTOBEIHEHLEZZ 547 1D,

CiscoASA V'V —X a<w R U777 LR Sawr
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F71 show ip address dhcp lease D& 7 ¢ —/L F(§E&)

74—V K

B!

Proxy

DA HE =T A AN VPN 7747 MO T 1% DHCP
TIAT b E D% True £721% False THEE L £,

Proxy Network

ERINT-Ry bT—7,

Hostname

74T FDERA R,

&z . show ip address dhep server =~ > RO %~ LE T,

ciscoasa# show ip address outside dhcp server

DHCP server:
Leases: 0
Offers: 0
Declines: 0

DHCP server:
Leases: 1
Offers: 1
Declines: 0
DNSO : 171.
WINSO: 172.
Subnet: 255.

ANY (255.255.255.255)

Requests: 0 Acks: O Naks: 0
Releases: 0 Bad: 0
40.7.12.6
Requests: 17 Acks: 17 Naks: 0
Releases: 0 Bad: 0
69.161.23, DNS1l: 171.69.161.24
69.161.23, WINS1: 172.69.161.23
255.0.0 DNS Domain: cisco.com

F 1712287 4 — LV ROHFEHE R LET,

# 7-12 show ip address dhcp server D% 7 v —/L F

TA4—IVF PR

DHCP H#— DA E—T 2 A ANY —A%&HFSG L7z DHCP % — /X 7 R L X,
B U (TANY ) IET 7 40 b — N CTHEICHFELET,

Leases Y= L) =208 A =T =2 ADHFH Y — A
OBIT AN 1 TT, VPN o7 X 2 Ef7ho A v 4 —
Tz A AZK L TH =BT RLAZRME L TWDGEE Y —2
X E R0 T,

Offers Y= NN DA T 7 — D,

Requests P NTIEE ST R DKL

Acks Y= NS ZE LT HERRIRE DI,

Naks P — RN BZE LB EIRE D,

Declines Y= 55 LI ER D%,

VJ—2 PF—NIZEFE ST UV —2DHK,

Bad P =N BEZE LEARE Ty O,

DNSO DHCP — " blfG L7774~ U DNS Hh—" 7 R L X,

DNSI DHCP Y — "0 BB L=t > &% U DNS #— 7 KL %,

WINSO DHCP h— " OH&E L7=7 T4~ U WINS — 3 7 KL &,

WINSI DHCP — "0 BHE L7t 4 U WINS —" 7 RL 2,

Subnet DHCP ¥ — "o RG L7 2y N 7 FL &,

DNS KA A > DHCP — " bHG L7 KA A >
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o~ R a<w KN B
interface A B =T 2 A RAEZBE L AV F—T A AT 4 FXal—3
v E—REHGLET,
ip address dhcp A H—=Tx2A ATDHCP 4 —"HIP7 RLAZEIGETEA L9
ICRELE T,
nameif A UH =T 2 AL EHRELET,
show interface ip brief (> % — 7 2 A ZDIP T RL AL AF—Z A 5FERLET,
show ip address AR =T 2 A ADIPT KL AZFERLET,

B CiscoASAYV—X o= RUT77L VR Savwr R |



show Ip address pppoe

PPPoE #2124 2 BEMifE & &9 5 1213, K7 EXEC £ — K C show ip address pppoe =~

Y REMHLET,

show ip address {physical_interface[.subinterface] | mapped_name | interface_name |
vlan number} pppoe

WX DN

F 7 %)V b

av s RKRE—F

interface_name

nameif =2~ REFEHL THRESNTZA X —T oA A4 EHREL
\i—g«O

mapped_name

v NVTF 2 TFTFXA N B— NT.v v V74 % allocate-interface = ~
VREMEHLCEY Y CES 04 RIEEE LT,

physical_interface

gigabiternet0/1 72 DA > % —7 = A4 A ID Z45E L £ 9, AHEIZS
WX, interface =~ > RZHZR LT E &0,

YT —T g X

BV T A F—T oA A E T 1 ~ 4294967293 DI AFEE L £7,

vlan number

(EBE)ASASSOS W X2 UT 4 T T7A4 T v A2 & GRS
AL FDHHEFTILVTIZT.VLAN A V2 —T = A ZAZBELET,

T 7 4 b OBIERHITH D FHE A,

ROKIZ, A~ FEANTEHE—RF2RLET,

avw s FE—F

¥t EXEC

TZ7AT UF—Iv
T—F X2 VT4 arTHFRL
< JVF
FF o AR =
N—Fy K |7V vz b VAT A
o X% o X% LI S YIS o XtiG |—

1. BHOOA VI =T 2 A AERIEYTA v FZ—T =4 A THEARRETY,

< R

EHEOHA KT

AV

4l

Jy—=x EEAR
7.2(1) Zoavy RBEMENE L,

HADHPUZ SN T B Z B L TS0,

K 1Z . show ip address pppoe =~ > ROH Nl Z R LET,

ciscoasa# show ip address outside pppoe
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o~ R a<w KN B
interface AE—T 2 A AEHRE L A F—Txzf A AT 4 Fal—3
v E—REHGLET,
ip address ppoe PPPOE #— 2B IP 7 RV AZBETH LA v F—T = A%
EELET,
nameif A UH =T 2 AL EHRELET,
show interface ip brief (> % — 7 A ZDIP T RL AL AF—FZ A 52FERLET,
show ip address AR =T 2 A ADIPT KL AZFRLET,

CiscoASA >V —X a<w R U777 LR Sawr R
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||

show Ip audit count

BAR) V=2 v =T oA RAZHHTHLE T =F ¥ O BHEHAEFKTT DITI1L it

EXEC € — K C show ip audit count =~ > RZflif L ¥ 7,

show ip audit count [global | interface interface_name]
X DR global (F7HNM)FTRTOAL v Z—T =2 A ZTONWTO—FHAFERL
\gi—a«(]

interface FEBRELILA V=T 2 AZONTO B EFRLET,

interface_name
T 74k F—U—FRZRELRVGAE.Z0avy NI 3XTOA Z—T oA ZZHOVWTO—EH %

#~ L E 9 (global),

a<vy RE—F ROKIZ, A~ FEANTELHE—RF2RLET,

TZ7AT UF—Iv
T—F X2V T4 2V THFRAL
< JVF
P AR aTH
a<w v KE—F N—T v N |TVrb TN | R b AT A
e ME EXEC o Xfits o X% o X% o X |—
o< FERE Jy—2 EEAR
7.0(1) Zoawy RNBINENE L,

FRLEDOTA RS ARV —%1ERT 5% ip audit name =~ > FEMH L E4. KV > —%2HHT 5 I121E.
A ip audit interface =~ > K& L ¥,

il 2 . show ip audit count =~ > ROHNHIZ R L ET,

ciscoasa# show ip audit count
IP AUDIT GLOBAL COUNTERS

1000 I Bad IP Options List 0
1001 I Record Packet Route 0
1002 I Timestamp 0
1003 I Provide s,c,h,tcc 0
1004 I Loose Source Route 0
1005 I SATNET ID 0
1006 I Strict Source Route 0
1100 A IP Fragment Attack 0
1102 A Impossible IP Packet 0

CiscoASAY V) —RX a<w R U7y LR Savwr R
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1103 A IP Teardrop 0
2000 I ICMP Echo Reply 0
2001 I ICMP Unreachable 0
2002 I ICMP Source Quench 0
2003 I ICMP Redirect 0
2004 I ICMP Echo Request 1
2005 I ICMP Time Exceed 0
2006 I ICMP Parameter Problem 0
2007 I ICMP Time Request 0
2008 I ICMP Time Reply 0
2009 I ICMP Info Request 0
2010 I ICMP Info Reply 0
2011 I ICMP Address Mask Request O
2012 I ICMP Address Mask Reply 0
2150 A Fragmented ICMP 0
2151 A Large ICMP 0
2154 A Ping of Death 0
3040 A TCP No Flags 0
3041 A TCP SYN & FIN Flags Only 0
3042 A TCP FIN Flag Only 0
3153 A FTP Improper Address 0
3154 A FTP Improper Port 0
4050 A Bomb 0
4051 A Snork 0
4052 A Chargen 0
6050 I DNS Host Info 0
6051 I DNS Zone Xfer 0
6052 I DNS Zone Xfer High Port 0
6053 I DNS All Records 0
6100 I RPC Port Registration 0
6101 I RPC Port Unregistration 0
6102 I RPC Dump 0
6103 A Proxied RPC 0
6150 I ypserv Portmap Request 0
6151 I ypbind Portmap Request 0
6152 I yppasswdd Portmap Request 0
6153 I ypupdated Portmap Request 0
6154 I ypxfrd Portmap Request 0
6155 I mountd Portmap Request 0
6175 I rexd Portmap Request 0
6180 I rexd Attempt 0
6190 A statd Buffer Overflow 0
IP AUDIT INTERFACE COUNTERS: inside
BAEa~< R a<w v R 2B

clear ip audit count

ARV —Dv T =Fx—HIU L N2V T LET,

ip audit interface

BERRY S —Ff Vv E—T = AZE Y Y TEA,

ip audit name

Ny NRBEEY S =F ¥ FT3ERY T =F v I B LG AICE
T327 7y areifET LD AMTSEARY o —2ERLET,

show running-config

ip audit attack

ip audit attack =~ FDa v 7 4 Fal—varaFfrLET,

B CiscoASAYV—X o= RUT77L VR Savwr R



show ip local pool

IPvd4 7 R LA 7 — UIEH & R R T 51203, F54# EXEC & — K T show ip local pool =~ > R % fili
)EH [./ \i TO

show ip local pool interface pool_name

WX DN

a<wy KE—FR

T RLA = LDL4HT, =L DY X NEHERTHITIZ?2EZASL
ji—g«o

pool_name

ROKIZ, 2~ FEANTELHEF—RF2RLET,

TZ7ATUH—V
ET—F ¥X2VF 4 IUFHR b
< JVF
b F AR =

a<wyv RE—F =Ty K| T7vvh |7 (Rb VAT A

¥ EXEC o X |— e _
v FRE Jyy—= EENE

7.0(1) Zoawy RpEMmEnE L,
EREDHA KT Zoa~<r Kaff L. iplocal pool 2~ FTIEMK L7 IPv4 7 KL A 77— L DONEEFRL
AV T, N6 F VE—bF T Z7R®AVPNBIOY TAZ ) 7 CHEAESNET.IPV6 7

R A 77— V& FR$ 5121.ipv6 local pool =~ > K& L £,
il & 1Z  show ipv6 dhep pool =~ > KO B %2R L ET,

ciscoasa# show ip local pool test-ipv4-pool

Begin End Mask Free Held In use

10.100.10.10 10.100.10.254  255.255.255.0 245 0 0

Available Addresses:

10.100.10.10

10.100.10.11

10.100.10.12

10.100.10.13

10.100.10.14

10.100.10.15

10.100.10.16

. (remaining output redacted)..

HEa~<vy R a<wv R B3]

ip local pool IPvd 7 FL A F— LV ERELET,
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show ip verify statistics

=% ¥ A b RPFHFENRKNT R v 7 Loy hOBEFRRT 51T il EXEC £— R
C show ip verify statistics =~ > NZfi L £7J, =% % 2 h RPF &A1 X — 7 /LT HITIT,
ip verify reverse-path =~ > K& L £7,

show ip verify statistics [interface interface_name]

DA interface EB)BRELEA VX —T 2 ZADFHHERER R L ET,

interface_name

77 4V b COavwy R TRTOA v Z—T A ADKHHEREZF L ET,

vy RE—F ROKIZ, A~ FEANTELHEF—RF2RLET,

T7AT U+ —IV
T—FK X274 arTHXL
< J)VF
kT AR arvrFx
a<wy FE—F N—T v N |TVLvhb 7N | R B AT A
i HE EXEC o Xt |— o Xt o Xhi&  |—
o< B Uy y—= EEAK
7.0(1) Zoawy RBEMENE L,
il K12 . show ip verify statistics =~ > KO H 12~k L £,
ciscoasa# show ip verify statistics
interface outside: 2 unicast rpf drops
interface inside: 1 unicast rpf drops
interface intf2: 3 unicast rpf drops
BEax< R awv R A
clear configure ip ip verify reverse-path 2> 7 4 X =2 L —a %27 U T LET,
verify reverse-path
clear ip verify =% ¥ A | RPF Ottt wmaE 27 V7 LE T,
statistics

ip verify reverse-path [P 2 7"—7 ¢ L 7 &< a=F v A b U N—R )RR EMEES A
F—T I LET,

show running-config  ip verify reverse-path =7 ¢t ¥ a2 L — 3 VAR R LET,
ip verify reverse-path
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show Ips
AIP SSM TEE STV A H FTHEZR TIPS A8 v — % T X CTFRIRT 51213, F5HE EXEC
F— K Tshowips 2~ R&EMHHLET,
show ips [detail]
X DF A detail (FEBE) Y —DIDEFLL4HTEZFRRLET,
T 7 H T 7 4V NOEERHEILZH D FHE A,

a<vrRKE—F ROKIZ, A~ FEANTELHEF—RF2RLET,

TZ7AT UF—Iv
T—F X2V T4 2V TFRAL
< JVF
b Z7 AR =N
a<w v RKE—F N—T v N |TVvrb v | R b AT A
e ME EXEC o X% o X% o X% o XIS o X%
o< FERE Jy—= EEAR
8.0(2) Ioawy RREBMENE LT,

FERLEOTA RS ~AF arFFALE—RTIE.20a~<wy NI VAT LAETFAR—ATANTSH LT T

A v DR E L —%RRLETH. 2T HFAPNETAR—ZARNTIETI TR MNIEY Y TS
Ni-RBE L —0ARFRLET HEE Y —2 a2 TF A MIEID YK TSHZ L2500 T,
allocate-ips =~ RZZMM L T 7E 30,

AR Y —IZIPS N—T 3 v 6.0 IGETHHATX 1,

il WIZ show ips 2~ > RO NHI R LET,

ciscoasa# show ips
Sensor name

K 1Z  show ips detail =~ > FOH B %2R L ET,

ciscoasa# show ips detail

Sensor name Sensor ID
ipsl
ips2 2

CiscoASAY V) —RX a<w R U7y LR Savwr R
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EE=~< K a2 R B
allocate-ips X274 arTIAMERE Y =2 B TET,
ips NS 7 4 v 2 % AIP SSM (ZiF [l & ¥ F 9,

B CiscoASAYV—X o= RUT77L VR Savwr R



show ipsec df-bit

fBESNTA v H—T =4 AD IPsec /7 K D IPsec do-not-fragment(DF £ M) AR U v —%
FRTHIIF. Va—rL a7 4 Fab—vay T— NEZIIFHHE EXEC & — R T show
ipsec df-bit =~ > R&AEH L EJ, £72.[F UEWK % FF-D show crypto ipsec df-bit =~ > N &l
HTExd,

show ipsec df-bit interface

X OHH

F 7 %)V b

a<v v RE—F

A B —T oA ALEFBELET,

interface

T 74N N OBERHIEH D EH A,

WDOFIZ, a~w REAJTESE—RRERLET,

TZ7ATUF—IV
T—F X2V T4 2V TFRAL

< JVF

o< RE—F

=T K

T AR
Tk

D%

avTx
A b

VAT A

Jua—N)ar7 4 Fal—
varv

o RIS

o KIS

o RIS

¥ HE EXEC

o XIS

o XIS

o XIS

a< v Rk

EH DG KT

AV

Bl

JYy—2=

EEAR

7.0(1)

Zoawy RBEMENE L,

df By FOREICL > T W Tk Eiz~ v ¥ —® do-not-fragment (DF) £ h DT X7 A
WE DB GENREY ET P~y X —HNODE Yy MZED TAAA ANy Ve T 57
AV METEDRLEIDPRREEINT T, ZOFRTEITHESE VAT LIIHE 5 0 H B2 /Ml

IPsec ~v X —IZXT B2 VTTHFAM X7y hODFEyY D

DA —=FT 30N THNEFEITLET,

Ep=cs

AxX e

7 VT TN HRETD

WIZ inside L WH A v H—T 2 A ADPsecDFE Y M RV —2F 7T 502 LET,

ciscoasa(config)# show ipsec df-bit inside

df-bit inside copy
ciscoasa(config) #

CiscoASAV ) —RX a< R U7y LR SavwryF 1|
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EEa~wy R awv K

B!

crypto ipsec df-bit

IPsec /347~ F® IPsecDF B> F 7RY o —%3/EL
ij‘o

crypto ipsec fragmentation

IPsec X7 "DTFZ T AT — a3 RY—%E
ELET,

show crypto ipsec fragmentation

IPsec X7 DT Z T A T—v gy R —%FK
%Li‘a‘o

B CiscoASAYV—X o= RUT77L VR Savwr R



show crypto ipsec fragmentation

IPsec X7 v bDT7 T T AT —vary R vy—%2FRrTH . /a— L arr7 ol —
v a v E— R 7213455 EXEC € — K C show ipsec fragmentation =~ > F&fifH L £3, F
72, [7 U E W % £5-> show crypto ipsec fragmentation =~ > N & T& £,

show ipsec fragmentation interface

X OHH

a<v s RFE—F

interface

A B =T 2 A AAERELET,

WORIZ, a~ REANTEE—FERLET,

g RKE—F

TZ7AT Ut —I)V

EF—FK

X274 aTHAL

—F v F

FZ AR
VAZAS

D%

< VT

=
Ak

Ta—nN)ar7 4 Xa lb—

.« A

.« A

.« A

gV
¥t EXEC .

R R —

o NEkE

ERLOAA KT
sy

Bl

EEAR
Zoawy RNBINEE L,

JY—=x
7.0(1)

VPN IZxtF 237 NS LT A VAT LIy NEET U RN YU R A VX —T o
AADMTU &G LET, 7y FOBE SRS MTU 2B 2 558133y V&7 F 7 X b
ICT2RERHY £, ZDa~vr NI "7y b &K 5{k L7 (after-encryption) . £ 72 13K 5
{b7 % fii (before-encryption) |2 AT AW/ N T T 7 A MET A0 EI nERRLE

T MEFALRTD NN > FOT T 7 A MUIL FERTT 77 A MuE BTN ST +—

vV AEEREH EESEBED VAT ADT 7 0 FEMEIZ o TV ET,

WL, Za—r\)L a7 4 FXalb— a3y E— RTlinside EWHIARDOA L F—T = A AD
IPsec 77 7 AT —2ay RN v—%FRTH0%2RLET,
ciscoasa(config)# show ipsec fragmentation inside

fragmentation inside before-encryption
ciscoasa(config)#
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EEa~ R avwv R

Bk

crypto ipsec fragmentation

IPsec X7 VDT T T AL T—ary R)—%RELET,

crypto ipsec df-bit

IPsec X7 h®ODF ¥y b RY —%2FELET,

show ipsec df-bit

BELIEA v 2 —T A ADDFE Y h RY T —52FKRLET,

B CiscoASAYV—X o= RUT77L VR Savwr R



| #

show ipsec policy

OSPFV3 [TRE SN TS IPsec EF 27 V7 v M API(SSAPD &t X =2 U 7 1 R v —&FR
THNE. Fa— L a7 X2 b— a3y T— NEILFHE EXEC £ — K T show ipsec
policy =2~ REMHHLET  F72. 20 a~r ROBDOIEA TH S show crypto ipsec policy %

X OHH

av Vs RE—F

RS2 TEETS,

show ipsec policy

ZOa~vy P F—U— FRRERITH Y FH A,

WDOFIZ, a2 REAJTESHE—RRERLET,

TZ7AT UF—Iv
T—F X2V T4 aVTFRAL
< J)VF
rF AR aTH
a<w s RKE—F N—FTv N | 7L N | R B AT A
Jua— )L arZ 4 Xalb— | o &k o Xt o Xt |— —
D=4
¥ #E EXEC o Xfiis o Xfiis o Xty |— —
v RIgHE Jy—2 EHENE
9.0(1) Zoa<wy RRBMEE L,
il WIZ OSPFV3 #BFE &G 5 AR Y v — % FKRT D0 %2R LE7,

ciscoasa# show ipsec policy
Crypto IPsec client security policy data
Policy name: OSPFv3-1-256

Policy refcount: 1
Policy flags: 0x00000000

SA handles: sess 268382208 (0xff£f3000) / in 55017 (0xdé6e9)
Inbound ESP SPI: 256 (0x100)
Outbound ESP SPI: 256 (0x100)

Inbound ESP Auth Key:
Outbound ESP Auth Key:
Inbound ESP Cipher Key: 12345678901234567890123456789012
Outbound ESP Cipher Key: 12345678901234567890123456789012

Transform set: esp-aes esp-sha-hmac

1234567890123456789012345678901234567890
1234567890123456789012345678901234567890

/ out 90369 (0x16101)
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H#Ea< R a<w K A
ipv6 ospf encryption OSPFv3 OFBFEL 5 HARY V— 2B ELET,
show crypto sockets EXaT Vs y MERERRILET,
show ipv6 ospf interface OSPFV3 A v Z—7 = A AT HIERAF R LET,

B CiscoASAYV—X o= RUT77L VR Savwr R



show Ipsec sa

IPsec SA DU A FERRTHITIE. Zr—rb a7 4 Fab—3 gy B— FELITRE
EXEC E— R Tshowipsecsa 2~ > REZEH L £, 72, 2D a~v > FOREKEEXD show
crypto ipsec sa bl TE £7,

show ipsec sa [assigned-address hostname or IP address | entry | identity | inactive | map
map-name | peer peer-addr] [detail]

X OHHA assigned-address (AT v a)BESNERA MM ERIZIP 7 KL AD IPsec SA % %
RLUET,
detail (EBE)RREINTWND DI M= 7 —FlaRRLET,
entry (A7 a)IPsecSA X ET 7 RLADIAIZE R LET,
identity (7> a2 )IPsec SA % ID DJEICE R LET.ESP TG ENEH A,
I e s o Td,
inactive (g?VaW%?74y7%ﬁT:kﬁT%&wwWﬁA%§%b
Er
map map-name (A7vaNBESNEZZ YT~~~ 7 DIPsec SA ##£ R LET,
peer peer-addr (A7 aNBEBESNEZETIP T RLAOD IPsec SA ## 7 LET,
T 7B 7T 7 4V N OBEREIZH D FH A,

a<wy KNE—K

ROKIZ, 2~ FEANTELHEF—RF2RLET,

TZ7AT UF—Iv
T—F X2V T4 2V THFRAL
< JVF
b T AR T X
a<w RE—F N—FTv N |7vrh P/ 2R AT A
Ja—)Lar7 X alb— | o %G o X o X o Xt |—
va
¥ HE EXEC o Xfits o Xfiits o Xfits o XPIH |—
g g JYy—x EEAR
7.0(1) o=y RRBMERE L,
9.0(1) OSPFV3 B LU=/ F 2T F Ak T— KOV R— bR BMENE
L7,

9.14) B U TEHENTZIPV6 T RLAZKM LU IKEV2 T a7 /L T 7 (v

J DEITHFIZGRE F TV AR—F F—RKDEX2UT 40 TV
T—yarERTIIICHARESSE Lz,
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il Wi Za—)L a7 4 Fal—3 g F— RT.IPsec SA ZHFRRTAHHEZRLET, Z 2
ZEO L THENTZIPVG6 T FL A BEIORRF VAR — K F— K& GRE I FEIAbLDOFRRNE

ENET,

ciscoasa(config)# sho ipsec sa
interface: outside

Crypto map tag: def, seq num: 1, local addr: 75.2.1.23

local ident (addr/mask/prot/port): (75.2.1.23/255.255.255.255/47/0)
remote ident (addr/mask/prot/port): (75.2.1.60/255.255.255.255/47/0)

current_peer: 75.2.1.60, username: rashmi
dynamic allocated peer ip: 65.2.1.100
dynamic allocated peer ip(ipvé6): 2001:1000::10

#pkts encaps: 0, #pkts encrypt: 0, #pkts digest: 0
#pkts decaps: 18, #pkts decrypt: 18, #pkts verify:
#pkts compressed: 0, #pkts decompressed: 0

#pkts not compressed: 0, #pkts comp failed: 0, #pkts decomp failed: 0
#post-frag successes: 0, #post-frag failures: 0, #fragments created: 0
#PMTUs sent: 0, #PMTUs rcvd: 0, #decapsulated frgs needing reassembly: 0

#TFC rcvd: 0, #TFC sent: 0

#Valid ICMP Errors rcvd: 0, #Invalid ICMP Errors rcvd:

#send errors: 0, #recv errors: 4

local crypto endpt.: 75.2.1.23/4500, remote crypto endpt.:
path mtu 1342, ipsec overhead 62(44), override mtu 1280,

PMTU time remaining (sec): 0, DF policy: copy-df

ICMP error validation: disabled, TFC packets: disabled

current outbound spi: D9CO0FC2
current inbound spi : 4FCB6624

inbound esp sas:
spi: Ox4FCB6624 (1338730020)
transform: esp-3des esp-sha-hmac no compression
in use settings ={RA, Transport, NAT-T-Encaps,
slot: 0, conn_id: 8192, crypto-map: def
sa timing: remaining key lifetime (sec): 28387
IV size: 8 bytes
replay detection support: Y
Anti replay bitmap:
0x0003FFFF OxXFFFFFFFF
outbound esp sas:
spi: OxDI9COOFC2 (3653242818)
transform: esp-3des esp-sha-hmac no compression
in use settings ={RA, Transport, NAT-T-Encaps,
slot: 0, conn_id: 8192, crypto-map: def
sa timing: remaining key lifetime (sec): 28387
IV size: 8 bytes
replay detection support: Y
Anti replay bitmap:
0x00000000 0x00000001

Wi Za— )L a7 4 X¥alb— gy F— RT IPsec SA #F T A0 %EZRLET, 221
IIEH P ORENRE EI. P2 OSPFV3 & L TRENTWET,

ciscoasa(config)# show ipsec sa
interface: outside2
Crypto map tag: def, local addr: 10.132.0.17

local ident (addr/mask/prot/port): (0.0.0.0/0.0.0.0/0/0)

75.2.1.60/64251
media mtu 1500

}

}

remote ident (addr/mask/prot/port): (172.20.0.21/255.255.255.255/0/0)

current_peer: 172.20.0.21
dynamic allocated peer ip: 10.135.1.5

-
(-
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#pkts encaps: 0, #pkts encrypt: 0, #pkts digest: 0

#pkts decaps: 1145, #pkts decrypt: 1145, #pkts verify: 1145

#pkts compressed: 0, #pkts decompressed: 0

#pkts not compressed: 0, #pkts comp failed: 0, #pkts decomp failed: 0
#pre-frag successes: 2, #pre-frag failures: 1, #fragments created: 10
#PMTUs sent: 5, #PMTUs rcvd: 2, #decapstulated frags needing reassembly: 1
#send errors: 0, #recv errors: 0

local crypto endpt.: 10.132.0.17, remote crypto endpt.: 172.20.0.21

path mtu 1500, ipsec overhead 60, media mtu 1500
current outbound spi: DC15BF68

inbound esp sas:
spi: Ox1E8246FC (511854332)
transform: esp-3des esp-md5-hmac
in use settings ={L2L, Transport, Manual key (OSPFv3),}
slot: 0, conn_id: 3, crypto-map: def
sa timing: remaining key lifetime (sec): 548
IV size: 8 bytes
replay detection support: Y
outbound esp sas:
spi: OxDC15BF68 (3692412776)
transform: esp-3des esp-md5-hmac
in use settings ={L2L, Transport, Manual key (OSPFv3), }
slot: 0, conn_id: 3, crypto-map: def
sa timing: remaining key lifetime (sec): 548
IV size: 8 bytes
replay detection support: Y

Crypto map tag: def, local addr: 10.132.0.17

local ident (addr/mask/prot/port): (0.0.0.0/0.0.0.0/0/0)
ciscoasa(config)#

(3 IPSecSARY o —I2 . 7T AT — 3 F Psec AW OFNZRAT A EHIZ SN TWAE
BT T AT =y a UREERIZ. 7 TS A T — 2 g VETOREHE#RTT.SA R Y o—
W7 T 7 AT —va id IPsec EOKRIZHEAET D EHRLRINTWDLHEE. 7T 7 AT —
Va VBROFEHERPERINET,

WIZ. 7=\ a7 4F¥alb—vgy F—RNTudef EWHLRTIDOZ VT k<7D IPsec
SA ZRI-THHERLET,

ciscoasa(config)# show ipsec sa map def
cryptomap: def
Crypto map tag: def, local addr: 172.20.0.17

local ident (addr/mask/prot/port): (0.0.0.0/0.0.0.0/0/0)

remote ident (addr/mask/prot/port): (10.132.0.21/255.255.255.255/0/0)
current_peer: 10.132.0.21

dynamic allocated peer ip: 90.135.1.5

#pkts encaps: 0, #pkts encrypt: 0, #pkts digest: 0

#pkts decaps: 1146, #pkts decrypt: 1146, #pkts verify: 1146

#pkts compressed: 0, #pkts decompressed: 0

#pkts not compressed: 0, #pkts comp failed: 0, #pkts decomp failed: 0
#send errors: 0, #recv errors: 0

local crypto endpt.: 172.20.0.17, remote crypto endpt.: 10.132.0.21

path mtu 1500, ipsec overhead 60, media mtu 1500
current outbound spi: DC15BF68
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inbound esp sas:
spi: Ox1E8246FC (511854332)
transform: esp-3des esp-md5-hmac
in use settings ={RA, Tunnel, }
slot: 0, conn_id: 3, crypto-map:

def

sa timing: remaining key lifetime (sec): 480

IV size: 8 bytes
replay detection support: Y
outbound esp sas:
spi: OxDC15BF68 (3692412776)
transform: esp-3des esp-md5-hmac
in use settings ={RA, Tunnel, }
slot: 0, conn_id: 3, crypto-map:

def

sa timing: remaining key lifetime (sec): 480

IV size: 8 bytes
replay detection support: Y

Crypto map tag: def, local addr: 172.20.0.17

local ident (addr/mask/prot/port):
remote ident (addr/mask/prot/port):
current_peer: 10.135.1.8

dynamic allocated peer ip: 0.0.0.0

#pkts encaps: 73672, #pkts encrypt:
#pkts decaps: 78824, #pkts decrypt:

(0.0.0.0/0.0.0.0/0/70)
(192.168.132.0/255.255.255.0/0/0)

73672, #pkts digest: 73672
78824, #pkts verify: 78824

#pkts compressed: 0, #pkts decompressed: 0

#pkts not compressed: 73672, #pkts comp failed: 0, #pkts decomp failed:

#send errors: 0, #recv errors: 0

local crypto endpt.: 172.20.0.17, remote crypto endpt.: 10.135.1.8

path mtu 1500, ipsec overhead 60, media mtu 1500

current outbound spi: 3B6F6A35

inbound esp sas:
spi: OxB32CFOBD (3006066877)

transform: esp-3des esp-md5-hmac

in use settings ={RA, Tunnel, }
slot: 0, conn_id: 4, crypto-map:

def

sa timing: remaining key lifetime (sec): 263

IV size: 8 bytes
replay detection support: Y
outbound esp sas:
spi: Ox3B6F6A35 (997157429)

transform: esp-3des esp-md5-hmac

in use settings ={RA, Tunnel, }
slot: 0, conn_id: 4, crypto-map:

def

sa timing: remaining key lifetime (sec): 263

IV size: 8 bytes
replay detection support: Y
ciscoasa(config) #

0

WiZ.Za—\)Lary7 4 F¥alb—valE— KT, % —U— Rentry (2% 3 5 IPsec SA %K/~

OB TR LET,

ciscoasa(config)# show ipsec sa entry
peer address: 10.132.0.21

Crypto map tag: def, local addr: 172.20.0.17

local ident (addr/mask/prot/port):
remote ident (addr/mask/prot/port):
current_peer: 10.132.0.21

(0.0.0.0/0.0.0.0/0/0)
(10.132.0.21/255.255.255.255/0/0)

dynamic allocated peer ip: 90.135.1.5
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#pkts
#pkts
#pkts
#pkts
#send

local

encaps: 0, #pkts encrypt: 0, #pkts digest: 0

decaps: 1147, #pkts decrypt: 1147, #pkts verify: 1147
compressed: 0, #pkts decompressed: 0

not compressed: 0, #pkts comp failed: 0, #pkts decomp failed: 0
errors: 0, #recv errors: 0

crypto endpt.: 172.20.0.17, remote crypto endpt.: 10.132.0.21

path mtu 1500, ipsec overhead 60, media mtu 1500
current outbound spi: DC15BF68

inbound
spi:

esp sas:
0x1E8246FC (511854332)

transform: esp-3des esp-md5-hmac

in
sl
sa
Iv

use settings ={RA, Tunnel, }
ot: 0, conn_id: 3, crypto-map: def

timing: remaining key lifetime (sec): 429
size: 8 bytes

replay detection support: Y

outbound esp sas:

spi:

0xDC15BF68 (3692412776)

transform: esp-3des esp-md5-hmac

in
sl
sa
Iv

use settings ={RA, Tunnel, }
ot: 0, conn_id: 3, crypto-map: def

timing: remaining key lifetime (sec): 429
size: 8 bytes

replay detection support: Y

peer addres

s: 10.135.1.8

Crypto map tag: def, local addr: 172.20.0.17

local
remot
curre

ident (addr/mask/prot/port): (0.0.0.0/0.0.0.0/0/0)
e ident (addr/mask/prot/port): (192.168.132.0/255.255.255.0/0/0)
nt_peer: 10.135.1.8

dynamic allocated peer ip: 0.0.0.0

#pkts
#pkts
#pkts
#pkts
#send

local

path
curre

encaps: 73723, #pkts encrypt: 73723, #pkts digest: 73723
decaps: 78878, #pkts decrypt: 78878, #pkts verify: 78878
compressed: 0, #pkts decompressed: 0

not compressed: 73723, #pkts comp failed: 0, #pkts decomp failed:

errors: 0, #recv errors: 0
crypto endpt.: 172.20.0.17, remote crypto endpt.: 10.135.1.8

mtu 1500, ipsec overhead 60, media mtu 1500
nt outbound spi: 3B6F6A35

inbound esp sas:

spi:
tr

0xB32CFOBD (3006066877)
ansform: esp-3des esp-md5-hmac

in use settings ={RA, Tunnel, }

sl

ot: 0, conn_id: 4, crypto-map: def

sa timing: remaining key lifetime (sec): 212
IV size: 8 bytes
replay detection support: Y

outbound esp sas:

spi:

0x3B6F6A35 (997157429)

transform: esp-3des esp-md5-hmac

in use settings ={RA, Tunnel, }

slot: 0, conn_id: 4, crypto-map: def

sa timing: remaining key lifetime (sec): 212

IV size: 8 bytes

replay detection support: Y
ciscoasa(config)#

0
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wio.Za—N)L a7 4 Xal— g
SA R TTLHHETRLET,

E— KT,%—7— K entry detail % L T IPsec

ciscoasa(config)# show ipsec sa entry detail

peer address: 10.132.0.21

Crypto map tag: def, local addr: 172

local ident (addr/mask/prot/port):
remote ident (addr/mask/prot/port)
current_peer: 10.132.0.21
dynamic allocated peer ip:

#pkts
#pkts
#pkts
#pkts
#pkts
#pkts
#pkts
#pkts
#pkts
#pkts
#pkts

0, #pkts encrypt: 0,
decaps: 1148, #pkts decrypt:
compressed: 0,

not compressed:
no sa (send): O,
encaps failed (send):

invalid prot (rcv): O,
invalid identity (rcv):
replay rollover (send):
replay failed (rcv): 0

internal err (send): O,

encaps:

0,

0,
#pkts
0,
0,

local crypto endpt.: 172.20.0.17,

path mtu 1500,
current outbound spi:

ipsec overhead
DC15BF68

60,

inbound esp sas:
spi: 0x1E8246FC
transform:
in use settings ={RA, Tunnel, }

(511854332)

#pkts decompressed:
#pkts comp failed:
#pkts invalid sa
#pkts decaps failed (rcv):

#pkts invalid len
#pkts replay rollover (rcv):

#pkts internal err

remote crypto endpt.:

.20.0.17

(0.0.0.0/0.0.0.0/0/0)
: (10.132.0.21/255.255.255.255/0/0)

90.135.1.5

#pkts digest: 0
1148, #pkts verify:
0

1148

0, 0

(rcv) :

#pkts decomp failed:

0

0

0
(rcv) :

verify failed:
0

0
(rcv): 0

10.132.0.21

media mtu 1500

esp-3des esp-md5-hmac

slot: 0, conn_id: 3, crypto-map: def
sa timing: remaining key lifetime (sec): 322
IV size: 8 bytes
replay detection support: Y
outbound esp sas:
spi: OxDC15BF68 (3692412776)
transform: esp-3des esp-md5-hmac
in use settings ={RA, Tunnel, }
slot: 0, conn_id: 3, crypto-map: def
sa timing: remaining key lifetime (sec): 322
IV size: 8 bytes
replay detection support: Y
peer address: 10.135.1.8
Crypto map tag: def, local addr: 172.20.0.17
local ident (addr/mask/prot/port): (0.0.0.0/0.0.0.0/0/0)
remote ident (addr/mask/prot/port): (192.168.132.0/255.255.255.0/0/0)
current_peer: 10.135.1.8
dynamic allocated peer ip: 0.0.0.0
#pkts encaps: 73831, #pkts encrypt: 73831, #pkts digest: 73831
#pkts decaps: 78989, #pkts decrypt: 78989, #pkts verify: 78989
#pkts compressed: 0, #pkts decompressed: 0
#pkts not compressed: 73831, #pkts comp failed: 0, #pkts decomp failed: 0
#pkts no sa (send): 0, #pkts invalid sa (rcv): O
#pkts encaps failed (send): 0, #pkts decaps failed (rcv): 0
#pkts invalid prot (rcv): 0, #pkts verify failed: 0
#pkts invalid identity (rcv): 0, #pkts invalid len (rcv): 0
#pkts replay rollover (send): 0, #pkts replay rollover (rcv): 0
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#pkts replay failed (rcv): O
#pkts internal err (send): 0, #pkts internal err (rcv): 0

local crypto endpt.: 172.20.0.17, remote crypto endpt.: 10.135.1.8

path mtu 1500, ipsec overhead 60, media mtu 1500
current outbound spi: 3B6F6A35

inbound esp sas:
spi: OxB32CFOBD (3006066877)
transform: esp-3des esp-md5-hmac
in use settings ={RA, Tunnel, }
slot: 0, conn_id: 4, crypto-map: def
sa timing: remaining key lifetime (sec): 104
IV size: 8 bytes
replay detection support: Y
outbound esp sas:
spi: Ox3B6F6A35 (997157429)
transform: esp-3des esp-md5-hmac
in use settings ={RA, Tunnel, }
slot: 0, conn_id: 4, crypto-map: def
sa timing: remaining key lifetime (sec): 104
IV size: 8 bytes
replay detection support: Y
ciscoasa(config) #

WIZ,F— T — K identity Zf# ] L7z IPsec SA OHfilZR L ET,

ciscoasa(config)# show ipsec sa identity
interface: outside2
Crypto map tag: def, local addr: 172.20.0.17

local ident (addr/mask/prot/port): (0.0.0.0/0.0.0.0/0/0)

remote ident (addr/mask/prot/port): (10.132.0.21/255.255.255.255/0/0)

current_peer: 10.132.0.21
dynamic allocated peer ip: 90.135.1.5

#pkts encaps: 0, #pkts encrypt: 0, #pkts digest: 0

#pkts decaps: 1147, #pkts decrypt: 1147, #pkts verify: 1147

#pkts compressed: 0, #pkts decompressed: 0

#pkts not compressed: 0, #pkts comp failed: 0, #pkts decomp failed:
#send errors: 0, #recv errors: 0

local crypto endpt.: 172.20.0.17, remote crypto endpt.: 10.132.0.21

path mtu 1500, ipsec overhead 60, media mtu 1500
current outbound spi: DC15BF68

Crypto map tag: def, local addr: 172.20.0.17

local ident (addr/mask/prot/port): (0.0.0.0/0.0.0.0/0/0)

remote ident (addr/mask/prot/port): (192.168.132.0/255.255.255.0/0/0)

current_peer: 10.135.1.8
dynamic allocated peer ip: 0.0.0.0

#pkts encaps: 73756, #pkts encrypt: 73756, #pkts digest: 73756
#pkts decaps: 78911, #pkts decrypt: 78911, #pkts verify: 78911
#pkts compressed: 0, #pkts decompressed: 0

#pkts not compressed: 73756, #pkts comp failed: 0, #pkts decomp failed:

#send errors: 0, #recv errors: 0

local crypto endpt.: 172.20.0.17, remote crypto endpt.: 10.135.1.8
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path mtu 1500, ipsec overhead 60, media mtu 1500

current outbound spi: 3B6F6A35

WIZ, % —U — K identity 35 X (" detail % f# ff] L 7= IPsec SA O flZ x L £,

ciscoasa(config)# show ipsec sa identity
interface: outside2

Crypto map tag: def, local addr: 172.

local ident (addr/mask/prot/port):

remote ident (addr/mask/prot/port):

current_peer: 10.132.0.21

detail

20.0.17

(0.0.0.0/0.0.0.0/0/0)
(10.132.0.21/255.255.255.255/0/0)

dynamic allocated peer ip: 90.135.1.5

#pkts encaps: 0, #pkts encrypt: O,
#pkts decaps: 1147, #pkts decrypt:

#pkts digest: 0
1147, #pkts verify: 1147

#pkts compressed: 0, #pkts decompressed: 0

#pkts not compressed: 0, #pkts comp failed: 0, #pkts decomp failed: 0
#pkts no sa (send): 0, #pkts invalid sa (rcv): O

#pkts encaps failed (send): 0, #pkts decaps failed (rcv): 0

#pkts invalid prot (rcv): 0, #pkts

verify failed: 0

#pkts invalid identity (rcv): 0, #pkts invalid len (rcv): 0
#pkts replay rollover (send): 0, #pkts replay rollover (rcv): 0O

#pkts replay failed (rcv): 0

#pkts internal err (send): 0, #pkts internal err (rcv): 0

local crypto endpt.: 172.20.0.17, remote crypto endpt.: 10.132.0.21

path mtu 1500, ipsec overhead 60, media mtu 1500

current outbound spi: DC15BF68
Crypto map tag: def, local addr: 172.

local ident (addr/mask/prot/port):
remote ident (addr/mask/prot/port):
current_peer: 10.135.1.8

dynamic allocated peer ip: 0.0.0.0

#pkts encaps: 73771, #pkts encrypt:
#pkts decaps: 78926, #pkts decrypt:

20.0.17

(0.0.0.0/0.0.0.0/0/70)
(192.168.132.0/255.255.255.0/0/0)

73771, #pkts digest: 73771
78926, #pkts verify: 78926

#pkts compressed: 0, #pkts decompressed: 0

#pkts not compressed: 73771, #pkts

comp failed: 0, #pkts decomp failed:

#pkts no sa (send): 0, #pkts invalid sa (rcv): O
#pkts encaps failed (send): 0, #pkts decaps failed (rcv): 0

#pkts invalid prot (rcv): O,
#pkts invalid identity (rcv):
#pkts replay rollover (send):
#pkts replay failed (rcv): 0
#pkts internal err (send): 0

#pkts

verify failed: 0

0, #pkts invalid len (rcv): 0
0, #pkts replay rollover (rcv): 0

, #pkts internal err (rcv): 0O

local crypto endpt.: 172.20.0.17, remote crypto endpt.: 10.135.1.8

path mtu 1500, ipsec overhead 60, media mtu 1500

current outbound spi: 3B6F6A35

WOETIE IPv6 TEID Y CToLET L RIZHE ST IPSec SA #F R L CWET,

ciscoasa(config)# sho ipsec sa assigned-address 2001:1000::10

assigned address: 2001:1000::10

Crypto map tag: def, seq num: 1, local addr: 75.2.1.23

local ident (addr/mask/prot/port):
remote ident (addr/mask/prot/port):
current_peer: 75.2.1.60, username:

(75.2.1.23/255.255.255.255/47/0)
(75.2.1.60/255.255.255.255/47/0)
rashmi
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dynamic allocated peer ip: 65.2.1.100
dynamic allocated peer ip(ipv6): 2001:1000::10

#pkts encaps: 0,

#pkts encrypt: 0, #pkts digest: 0

#pkts decaps: 326, #pkts decrypt: 326, #pkts verify: 326

#pkts compressed: 0, #pkts decompressed: 0

#pkts not compressed: 0, #pkts comp failed: 0, #pkts decomp failed: 0
#post-frag successes: 0, #post-frag failures: 0, #fragments created: 0

#PMTUs sent: 0,
rcvd: 0, #TFC sent: 0

#PMTUs rcvd: 0, #decapsulated frgs needing reassembly: 0 #TFC

#Valid ICMP Errors rcvd: 0, #Invalid ICMP Errors rcvd: 0

#send errors: O,

local crypto endpt.:
path mtu 1342, ipsec overhead 62 (44),

#recv errors: 35

75.2.1.23/4500, remote crypto endpt.: 75.2.1.60/64251
override mtu 1280, media mtu 1500

PMTU time remaining (sec): 0, DF policy: copy-df
ICMP error validation: disabled, TFC packets: disabled
current outbound spi: D9CO0FC2

current inbound spi

inbound esp sas:
spi: Ox4FCB6624

4FCB6624

(1338730020)

transform: esp-3des esp-sha-hmac no compression

in use settings ={RA, Transport,

NAT-T-Encaps, GRE, IKEv2, }

slot: 0, conn_id: 8192, crypto-map: def

sa timing: remaining key lifetime (sec): 28108
IV size: 8 bytes

replay detection support: Y

Anti replay bitmap:

OxXFFFFFFFF OXFFFFFFFF

outbound esp sas:
spi: 0xD9COQFC2

(3653242818)

transform: esp-3des esp-sha-hmac no compression

in use settings ={RA, Transport,

NAT-T-Encaps, GRE, IKEv2, }

slot: 0, conn_id: 8192, crypto-map: def
sa timing: remaining key lifetime (sec): 28108
IV size: 8 bytes
replay detection support: Y
Anti replay bitmap:
0x00000000 0x00000001

RN

a<w v R

Gk

clear configure isakmp

FTRTCTOISAKMP 27 4 Fa2b—varva7 V7 LET,

clear configure isakmp
policy

FTRTOISAKMP RY v — a7 4 F¥alb— a7 07 LET,

clear isakmp sa

IKETZ7 V%A LSAT—HX—=2%2 7 )T LET,

isakmp enable

IPsec E°7 728 ASA LiBIET A A X —7 =14 A D ISAKMP % =3
T—VarEAFX—T I LET,

show running-config
isakmp

TIT 4 T7RISAKMP 2 7 4 X2l —Ya a2 T _XCERLET,
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show ipsec sa summary

WX OHH

F7 %V b

a<v v RFE—F

show ipsec sa summary

ZOawy NI BB ELIIER T Y E A,

T 7 a0 F OEEREIL S D EE A

WORIZ. a~ REANTESE—FEeRLET,

IPsec SA DEH 2R RT HITIT, v — b a7 4 F 2 b— g E— FEZIEFHHE EXEC
& — K C show ipsec sa summary =~ > R&2flif L ¥ 7,

TZ7AT T4 —)v
F—F X274 aTFHAL
< )LF
AV avrx
awy RE—F 2l S P N B S N T ART A
Jua—nN)yar7 4 Xal— | e XS o fits o fits o XS |—
va v
¥t EXEC o X% o X% o X% o Xt |—
o< FEEE JY—=x ERENE
7.0(1) Ioawry RPREBMESNE LT,
9.0(1) ~“NVF arsTHFANT— ROV R—FFRBEMENE L,
B W, Za—rL ar 7 4 Xab—ay B— RTIROERY A 7B IPsec SA DEH) & F

YL AR L ET,
e [PSec
e [PSec over UDP
e [PSec over NAT-T
e [PSec over TCP

e [PSec VPN = — K RZ v

ciscoasa(config)# show ipsec sa summary

Current IPsec SA's:
IPsec

IPsec over UDP

IPsec over NAT-T :
IPsec over TCP

IPsec VPN LB

Total : 1
ciscoasa(config)#

> o o NN

Peak IPsec SA's:
Peak Concurrent SA

Peak Concurrent L2L :

Peak Concurrent RA
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clear ipsec sa

IPsec SA & SERIZHIFRT DD FEED/NT A — X | ZESWTHIER L
ij‘o

show ipsec sa

IPsec SA DY A F&EFERLET,

show ipsec stats

IPsec #EatiEW O U A FEFERLET,
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show Ipsec stats

WX DN

F7 %V b

a<v  KE—F

IPSec HAHEHRD VA M ERRTHITIE Fr— UL a7 4 X2 b—3 g v E— RELIEHF
¥é EXEC & — K C show ipsec stats =~ > K& L £7,

show ipsec stats

ZOavy P F—U— FRERITH Y FH A,

T 7 4V F OBEREITH Y £ A,

WORIZ. a~ REANTESE—FEeRLET,

TZ7AT Tt —)V
F—FK TX2UT 4 arTHAB
< )LF
72 AR TR
a<vwy RE—F N—T v R | TV TN (R B VAT A

Jra— )L arZ 4 Xalb— | e % o XIS o XIS o X |—
va v

¥EHE EXEC o XIS o XIS o XIS o XPi  |—
o< REEE JY—=x ERENE
7.0(1) Zoawy RNBIMEE L,
9.0(1) ESPv3 iEHE®MA IPSec M 7L AT L L & HITREN v ILF a T
FRA N ET—RKOYR—FRBMENE LT,
EREDHA KT W HAZ Y YR RTHEFICOWTHPALE-EZRLET,
LV

HA FiEA

IPsec Global Statistics DOk T va U ASA WY AR — 95 IPsec by RILD
WEICBEBR L ET,

Active tunnels HEER SN TV 5 IPsec b v RrILDEL,

Previous tunnels B SN Z 0B 5 IPsec N RIVDE(T 7T 4 T
v EETe),

iz ZDk 7 v a it IPsec bRV EN L TERE LEER
Wi hT7 7 4 v 7 IZBR L E7,

Bytes ZIE LIRS T 7 4 v 7 ORg MK,
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Decompressed bytes

RGBS FEAT SN RICZE SN S N T 7 v D
DA M GELT D, E) JEMENA F— T VTl
B ZOHT U RTEIZEROA T R EELL R HIET
‘(“j—()

Packets

ZAZ X7z IPsec BE 2 fb 37 o S DL,

Dropped packets

ZEESNENRTT—0) Fa v 7Sz IPsec K51k
Ry O,

Replay failures

218 &Nz IPsec BEBAL X7 v MiZoWTHE ST
CFN T LA DR,

Authentications

BE XN IPsec BB b "7 MZOWTETINT-R
AlED DL,

Authentication failures

72 X7 IPsec lERAL 7 v FlZoOWTHRB IR
RIE D JFEL

Decryptions

ZAE iz Psec B 5 b/ %7 » MIZHOWTCEIT SN
AL DR Eh L,

Decryption failures

ZAE &N IPsec BEBAL N7 v MzoWTHH S8
DI,

Decapsulated fragments needing

ANV IP 75 7 A M aETiE 5 IPSec 237 v

reassembly ~ 3%,

15 o7 varidIPsec N7 7 4 v 7 BN LTEEIN
DRIEZIVTTHRARN T 740 v 7 BB LET,

Bytes IPsec h R EN L THES{bBIOREIND 27 VT T

FAN FTT 4T DA N

Uncompressed bytes

IPsec b RV ZA L THE BB L OEIE & 1 B [EMEfRER
SN TZVTTFRARN NFT7 47 OA N EHEN
AFZ—T N THRWEE ZOD T ZITHEIC o vy
ZEELLRBITTTT,

Packets

Psec b kL %A LCHRLE LOESNE 2 U T 7
F 2 by b K,

Dropped packets

IPsec b FNEN L TIKSALBI OB E SN N, =T —
NIRRT Ray 7SN 7 V7 THF AN Ny MO,

Authentications

IPsec b2 RV ZI L TEESIND /N7 v MTOWTHET
SN TZFEED R TR,

Authentication failures

IPsec b > RN ZENLTEEIND /Ty MTOWTHR
ST FRRE D R,

Encryptions

IPsec b RNV EN L TERFEEIND /N7 v MIOWTELT
SNT=rE AL DL,

Encryption failures

IPsec b RN EN L TEREFEIND /N7 v MIHOWTHE
ST S D I,

Fragmentation successes

F15 IPsec X7 v FOLEHO—E L L TEITENT-T T
T AT —3 g SEED DL
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Pre-fragmentation successes

WA IPsec /X7 v NEHO—E LTETEINT KL
TR 7T AT — a VEMEOR, FRI T T T A

T—=a I IV TTHFAN Ny RS L&

SLLE®D IPsec /37 v b & L TH T BIML S DEICAT
bhvEd,

Post-fragmentation successes

FAE IPsec /X7 v NEHAO—F &L LTHEITINZ KB L
PRI TA LT —a VEBEOR. E% T T T A
T—asF IV TTXADN N Ty MRS L,
IPsec X7 > & LTH T BIMELENDZ LICL»TH
BOIP 777 A "BIERESNDEICITODRET, 2
BOT7 T 7 Ay MIEFLATICHEE T IMLERH D
9,

Fragmentation failures

F&15 IPsec /N7 v FOEBPICHRELIL T T T AT —
¥ v ORI,

Pre-fragmentation failures

FAE IPsec /X7y NOEWRHICRELIZ SV 7T T A
T arDRBB FRIT7T T TA T = a7
TTXARN NIy S L E 1 DL ED IPsec 2N
7y e LTHTBUESNDENIITOILET,

Post-fragmentation failure

F{E IPsec /N7 POEBPICRAELIZRA N T T T A
VT—a DR FER T T T AT a T Y
V7T XA X7y RS . IPsec N7 v M &L
THTEBMEENDZ LI TEBDIP 7T 7 A |
PER S NLARNATONE T, 26D 7T 7 A2 M,
BHALRNC R T A ERH Y £7°,

Fragments created

IPsec DEHD—ERE L TER SN 7 T 7 A v MO,

PMTUs sent

IPsec v AT L K> THEEENTZ/RAMTU A vE—
DF, IPsec 1L 2 L% IC IPsec b RV Z L TCEET
HICIFERETEDL N FEIEEFELTWVWBAHNEFRA MMZ

%L TPMTU A v tE—V%2%ELET,PMTU X vE—

I AR A O MTU %K< LT IPsec b /L% LT
EETDINT Y OV A RAE/NSLTHIEEFA RN

RKHBA =TI,

PMTUs recvd

IPsec VAT LI L5 THZEFEEINT/NAMTU A v —
D IPsec 1. P RFVEIN L TEET Iy FARKE
TE TRy NIV BREREZBEBRTERVWEGEE X TR
V—20DFy NU—JBEENL/NXAMIU XA vt—U%
ZELET,NAMIU A vt®—I%%(59 5% & IPsec 13
WE . R R MTU 28 < LET,

Protocol failures

ZAE LI R IERFEAD IPsec /X7 > F D,

Missing SA failures

BEXINZIPsec X2 VT 4 TV —3 a VinFE
L2 Bk &7z IPsec DENMEDH,

System capacity failures

IPsec ¥ AT LADEENDTHTRWEZDTF—4 L— &
PAR— N TERNWT ENFETE T TE 2R\ [Psec DE)
TED¥k,
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WOFZET7a—\L ary7 4 Xab—3 gy B— RTCASNTBE IPSec EHEMRMN TR I

i‘j_o

ciscoasa(config)# show ipsec stats

IPsec Global Statistics
Active tunnels: 2
Previous tunnels: 9
Inbound

Bytes: 4933013

Decompressed bytes: 4933013

Packets: 80348
Dropped packets: 0
Replay failures: 0
Authentications:

Decryptions: 80348
Decryption failures:

80348
Authentication failures:

0

Decapsulated fragments needing reassembly: 0

Outbound
Bytes: 4441740

Uncompressed bytes: 4441740

Packets: 74029
Dropped packets: 0

Authentications: 74029
Authentication failures:

Encryptions: 74029
Encryption failures:

Fragmentation successes:

0

3

Pre-fragmentation successes:2
Post-fragmentation successes: 1
Fragmentation failures:
Pre-fragmentation failures:1
Post-fragmentation failures: 1

Fragments created: 10

PMTUs sent: 1

PMTUs recvd: 2
Protocol failures: 0
Missing SA failures: 0
System capacity failures:
ciscoasa(config) #

0

2

EEa~r R

a<w v R

Bk

clear ipsec sa

FBEINENRTA—=Z|ZHESWNT IPsecSA /=13 o2& 0
U 7 Li‘a‘o

crypto ipsec transform-set

NS AT —A By hEEELET,

show ipsec sa

HBEINTANTA—=FIZESWT IPsec SA ZFE R LET,

show ipsec sa summary

IPsec SA DEMNAZF R L ET,
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