CHAPTER 6

show ddns update interface = < >~ K~ show
event manager =~ R

show ddns update interface

ASA A V2 —T = A A28 YT 57 DDNS & F£/RT 5 I21%, Fi#E EXEC & — K T show
ddns update interface =~ > F& i L ¥,

show ddns update interface [interface-name]

WL DFH interface-name (EBE)Xy NU—F 4 B2 —T A ADLHi,
T 7B interface-name A NV T HEMT H L KA H—T 2 A4 AZEID B THA TS DDNS 5
DERINET,

a<w s RKRE—F WORIZ. a~ REANTESE—FeRLET,

T7ATUF—IV
T—F X2V T 4 ayTFHAB
~)VF
[NV SN avF R
FvvFE-F A A AN AN VAT A
F#HE EXEC o X |— o X o M |—
= NIgHE yy—= EENE

7.2(1) T~y RSEMENE LT,

CiscoASAY V) —RX a<w R U7y LR Savwr R
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# |

|
il WIZNERA » H—T 2 A4 ZAZHEID JTHNA TS DDNS T2 R R-T 502~ LET,
ciscoasa# show ddns update interface inside
Dynamic DNS Update on inside:
Update Method Name Update Destination
ddns-2 not available
ciscoasa#
BEax< R awv R A
ddns (DDNS &t YER# 74 DDNS 7 202%f L C,DDNS 7 » 77— h XD
FHRE—F) ZATERELET,

ddns update(f > #Z—7 x4 ASA A H—7=xA A% DDNS T v 77— b FEIZX
AarvZ4Xalb—varv DDNS 7 v 75— b R A MBI 97,

£—F)

ddns update method(Z72—/X DNS DU YV —RA La—R&&AFI v 77 v 75— hT
Nar4FXalb—vay LI RAEER L ET,

T—F)

show ddns update method BIEW A D4 DDNS TADZ A 7 LR Ez R LET,
DDNS B i & 9179 % DHCP ¥ —3,

show running-config ddns FITar74F a2l —ra VITRESNTWVWDLTRTO

DDNS i o Z A4 7B L OREEERLET,

CiscoASA V'V —X a<w R U777 LR Sawr
[ 62 | |



show ddns update method

FiFar 7 4 ¥ 2L — a0 DDNS B A& KR 5213, FiHE EXEC £ — KT show
ddns update method =~ > F&fEfH L 9,

show ddns update method [method-name]

DA method-name (L&) R E % 74 DDNS ¥ 81 5 o4 BT,
F7 % b method-name A v 7 BT 5L BREIINTWNWDHTTOHD DDNS i iknERrINET,

a<wy KNE—K

ROKIZ, 2~ FEANTELHEF—RF2RLET,

TZ7ATUF—Iv
T—F X2V T4 2V TFRAL
< /VF
[NZAVLEN SNGA-
awy RKE—F =7y RN |7V h (PN [ RB AT A
Fi#E EXEC o XIS |— o Xtiis o Xt |—
o< KR Jyy—=x EEAR
7.2(1) Zoawy RPMEMENE L,
il WKIZ . ddns-2 &9 4 RFITO DDNS FR AR RT D0 %2R LET,
ciscoasa(config)# show ddns update method ddns-2
Dynamic DNS Update Method: ddns-2
IETF standardized Dynamic DNS 'A' and 'PTR' records update
Maximum update interval: 0 days 0 hours 10 minutes 0 seconds
ciscoasa(config)#
BEE o~ R a<w R A
ddns (DDNS E# YERL# 74 DDNS 2%t L C,DDNS 7 » 77— h XD
FHRE—F) ZATERELET,

ddns update(f > Z—7 x4 ASA A H—T = A A%HAF 27 DNS(DDNS) % H
AavZ4X¥al—vav A F 721X DDNS B3R A R4 B £ 97,

E—FK)

ddns update method (7’ 2—/% DNS DU Y —R La—R&EXAFI v 7T v 77— T
Nar4FXalb—vay LI RAEER L ET,

ET—FK)
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# |

a<w K B

show ddns update interface BE W D4 DDNS SIS I bnse A v 4 —T7 = A
ArRRLET,

show running-config ddns FITar74Fa2b—va VITRESNANTNDLTXTO

DDNS S o Z A4 7B X OHEREEZFR R L ET,
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show debug

BIEOT Ny 7 ar7 4 X2 b —varaRnd HiZid . showdebug 2~ REMHEH L ET,

show debug [command [keywords]]

WX DA command (F 7o = ) BRIEORE R Frd 5 debug 2~ > FEIRE L Z T,
FoT=F (A7 a )4 command \ZOT . command (ZH5¢ < keywords 1%, B#E T 5
debug =~ NIZL VR — hZDd keywords & [d—TT,
77 %Wk oAy R T 7 b NRERH Y £ A

avy FE—F WORFT. ZDa~w REANJTEHE—FE2RLTWVWET,

T77AT U —IV
T— K X2 VT4 aAVTFXR b
%
DI 3y
avv RKE—F =7y |7V (TN [ RB AT A
2w RIEHE Jy—2= EENE
7.0(1) Zoawr RpBEnEnE Lk,
8.0(2) fEFH AR 2~ RIEDO U A RZ eigrp ¥ — 7V — R EBMENE L7,
8.4(1) RARE/ R~ FIED Y A MMZ route ¥ — VU — RMBMENE Lz,
9.2(1) fEFAIRE7e 2~ > R Y A M event manager % — U — RGBS
F L7
9.5(2) Ty T OXKGIIREENGEND LI HAPRETINE L,
9.5(2) TANEEMEE Y MCESWETZ AN Z Y o T Lo TT Ny T alk
KT HHERENBEININE LT,
FEREDHTA RZ % command \Z-2NT command \ZHe < keywords 1X,B# 3% debug =~ RIZ XV AR — b
A4 5 keywords &Rl —TH AR — F I T DRESUZHOWTIL, BET % debug =~ > RE 5
LTL7EEW,
A

() & command ZHEHTEX 5008503 %475 debug =2~ REFR—FF5a~v FE—R
@CJQOT%&U jz—;«o
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B8 command fEIZIRD &Y TH,
e aaa
e appfw
e arp
e asdm
e aTFHFAL
* crypto
e ctigbe
e ctm
® cXxsc
e dhcpe
e dhcpd
e dhcprelay
e disk
e dns
e eigrp
e email
e entity
* event manager
e fixup
e fover
e fsm
e FTP
e generic
* gtp
e h323
e http
e http-map
e icmp
e igmp
e ils
e imagemgr
e ipsec-over-tcp
e ipvé6
e jua-proxy
¢ Kkerberos
e ldap
¢ mfib
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¢ mgcp
e mmp
e mrib

e ntdomain

* ntp

e ospf

* parser
e pim

e pix

* pptp

e radius
e rip

* route
* rtsp

e sdi

® sequence

o sfr

e sip

e skinny
* smtp

e sqlnet
e ssh

e ssl

e sunrpc
* tacacs

e timestamps

e vpn-sessiondb

e webvpn
e xdmcp
e xml

showdebug =~ > RZFEH LT T _XTOT ANy T a7 4 Xalb—a s FFEOKEDT
Ny Z avr7ZsFab—rary BEOERO—HICHT L7 Ny 7 ar7 4 Falb—va v
ERRTEET,

KDOA~y RTIERIET IV T4 0T BT Ty va AFVDT RNy Tk 32—T )b
LT,

ciscoasa# debug aaa authentication

debug aaa authentication enabled at level 1
ciscoasa# debug aaa accounting
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# |

debug aaa accounting enabled at level 1
ciscoasa# debug disk filesystem

debug disk filesystem enabled at level 1
ciscoasa# show debug

debug aaa authentication enabled at level 1
debug aaa accounting enabled at level 1
debug disk filesystem enabled at level 1
ciscoasa# show debug aaa

debug aaa authentication enabled at level 1
debug aaa authorization is disabled.

debug aaa accounting enabled at level 1
debug aaa internal is disabled.

debug aaa vpn is disabled.

ciscoasa# show debug aaa accounting

debug aaa accounting enabled at level 1
ciscoasat#

HEa< R a<w R A

debug T _TD debug 2~ RERRLET,
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show dhcpd

DHCP DO/ A 5 ¢ v ZIEHR IREEIE . B L O EHE R 2 273 5 1213 K54 EXEC £=— F £
idZe— L ar7 4 X¥alb—v 3 F— K Tshowdhepd =2~ FEMEHLEJ,

show dhcpd {binding [/P_address] | state | statistics}

X O binding FrEDOHF— 1P 7 L ABLOMEETS2 5447 b "= R =
T T RLRIZOWTDONRL T 4 THEREV —RODEIEZERL
ji—g_‘o

IP_address FBELEZIPT RVADANAL T 4 U T EREFRRLET,

state DHCP #— _ROREFED L TH A N TAL X —TANnE I £
A VB =T 2 A AZONWTA X—TNANEI MR E)E2ERLET,

statistics MEHER (T RV A =L A T 0 7 IR AL T ¢
T ARERBERDORA v =V ERHELA -V BLOZEX Y
t—URhEOR) EFRRLET,

F 7 %)V b T 7 N OEERLHEIZH D EH A,

a<v s RFE—F

WORIZ, a~ REANTEE—FERLET,

TZ7AT U —
ET—F tX=2V74237FRXb
< )VF
T AR T Xx
a<ey R E—F N—F v R |TVvvyhs (VI |RB AT A
F¢#E EXEC o XIS o fits o fits o fits —
v NgHE yy—= ERNE
7.0(1) Zoa<wr RRBMEnE L,
FEREDHTA FTF F72aDIPT KL A% showdhepd binding 2~ > RIZED AT ZDIPT KL ADA
A AT AU TREIRERINET,

show dhcpd binding | state | statistics =~ > NI/ n— )L a7 4 Fa21— a3 F—RT
HEEHARE T,
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# |

Bl

%12 . show dhepd binding =~ > KO A B2~ L £,

ciscoasa# show dhcpd binding
IP Address Client-id Lease Expiration Type
10.0.1.100 0100.a0c9.868e.43 84985 seconds automatic

&1Z . show dhepd state =1~ > RO Nl 2R L ET,

ciscoasa# show dhcpd state

Context Not Configured for DHCP

Interface outside, Not Configured for DHCP
Interface inside, Not Configured for DHCP

12 . show dhepd statistics 2~ > RO A Z R L ET,

ciscoasa# show dhcpd statistics

DHCP UDP Unreachable Errors: 0
DHCP Other UDP Errors: 0

Address pools
Automatic bindings
Expired bindings
Malformed messages

o R R R

Message Received
BOOTREQUEST
DHCPDISCOVER
DHCPREQUEST
DHCPDECLINE
DHCPRELEASE
DHCPINFORM

O O o NP o

Message Sent
BOOTREPLY 0
DHCPOFFER 1
DHCPACK 1
DHCPNAK 1

BEa< R

a<wv R LA

clear configure dhepd -+ ~_T® DHCP #— "R TEZHIEL 7,

clear dhcpd DHCP H— NS U F 4 v B I OWEER I 227 V7 LET,

dhcpd lease 74T MIAESEN5 DHCP IHFHROY —ADEXEZERELET,

show running-config  IH7ED DHCP ¥ — 1 2L 7 4 Xal—Ta v a2ERLET,

dhcpd

B CiscoASAYV—X o= RUT77L VR Savwr R



show dhcprelay state

DHCP VL — = — = FOWRFEEZ FRT DI KM EXEC T— FE7/mid /7 a— L o
7 4 ¥ a2 L—3 3 F— KT show dheprelay state =~ > K& L £,

show dhcprelay state

X DOHHA Zoawy FIFGIEELITF—V—FEdH 0 ¥ A,

574/ b T 7 4V N OEERCHEITDH Y AL

a<w v RE—FK WORIZ. a~ REANTESE—FexRLET,

T7AT Ut —)V
T—F X2V T 4 ayTFHRAB
< JVF
[NV SN avF R
FvvFE-F A A AN LN AT A
#HE EXEC o X |— o X o M |—
v N Jy—= ERNE
7.0(1) Toawy RABEMERE LE,

FREDOHFA RS Z0oavr RZ.BREOCaAyTHFAMBIOEAS X —T =24 RZHOWVWTOHDHCP J L — = —
A Vv hOREFREFR R LET,

il & 1Z . show dheprelay state =~ > RO Nl 2R L ET,

ciscoasa# show dhcprelay state

Context Configured as DHCP Relay

Interface outside, Not Configured for DHCP

Interface infrastructure, Configured for DHCP RELAY SERVER
Interface inside, Configured for DHCP RELAY

BEa<w R a<w K B
show dhcpd DHCP ¥ — O M & R RE A o L £ 7
show dhcprelay DHCP U L — Ot R AE R~ L ET,
statistics
show running-config DHCP V1l — xz—V 2 NOBEOZ L T 4 X2 — 3 U E2FER
dhcprelay L%,

CiscoASAY V) —RX a<w R U7y LR Savwr R
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show dhcprelay statistics

DHCP U L —DO#aHEM & £33 51215 K4 EXEC & — K T show dhcprelay statistics =~ >~
REMEHLET,

show dhcprelay statistics

B oA Zoavwy FIEBIEERIZF—U—RIIH Y A,

74/ b T 7 4V N OEERCHEIXDH Y AL

a<w v RE—F WORIZ. a~ REANTESE—FEeRLET,

T7AT VA=V
T—F X2V T 4 aTFHAB
~ VT
k7R avFx
FvvFE-F A A AN LN VAT A
FiHE EXEC o XhiE  |— o I o XPE | —
= NIgHE yy—= ERNE

7.01) Zoavy FRBMSE LK,

E LD H A K  show dhceprelay statistics =~ > K /1%, clear dheprelay statistics =~ > K& A /)79 % £ THY
AV mLEJ,

il 12 . show dhceprelay statistics =~ > RO 2R L E T,

ciscoasa# show dhcprelay statistics

DHCP UDP Unreachable Errors: 0
DHCP Other UDP Errors: 0

Packets Relayed
BOOTREQUEST
DHCPDISCOVER
DHCPREQUEST
DHCPDECLINE
DHCPRELEASE
DHCPINFORM

O O O W J o

BOOTREPLY
DHCPOFFER
DHCPACK
DHCPNAK
ciscoasa#
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(FEESTEAN

a<v R B

clear configure DHCP VL — =—V = hOREETXTHIFRLE9,
dhcprelay

clear dhcprelay DHCPV L —x—V = FOKeFI V¥ 27 VT LET,
statistics

debug dhcprelay

DHCP VLl — x=— x> NOT Ny ZVEREFR T LET,

show dhcprelay state

DHCPV L —xz— = FOREZFRRLET,

show running-config
dhcprelay

DHCPV L — x— 2 NOBEDa L 7 4 X2l — g U EBHRR
LET,
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show diameter

WX DN

F7 %V b

a<v s FE—F

£ Diameter 155 DR BEIE W 2 F~T 5121% . K4 EXEC & — R T show diameter ==~ > R % i
)EH [./ \i TO

show diameter

Zoavwy FIEBIEERIZF—U—RIIH Y A,

T 7 4N FOBERLHEITH D FHE A,

WORIZ. a~ REANTEE—FeRLET,

T7ATUF—IV
T—F X2V T 4 aTFHAB
~)VF
[NV SN avF R
FvvFE-F A A AN AN AT A
#HE EXEC o X o KPR o X o M |—
= NIgHE yy—= ERNE

9:5(2) oIy RREMSHE LT,

EREDHA KT
A

Bl

Diameter ##t DIREFG A T 21X . Diameter N T 7 4 v 7 EBET AHIHLERNDH Y £9,

Iz show diameter =~ > RO FfHlx R~ LET,

ciscoasa# show diameter
Total active diameter sessions: 5
Session 3638

ref_count: 1 val = .; 1096298391; 2461;
Protocol : diameter Context id : 0
From inside:211.1.1.10/45169 to outside:212.1.1.10/3868

EEa<v K

awv R LA

clear service-policy =R R —OfEEREZ VT LET,

inspect diameter

Diameter h 7 7 4 v 7 ERELE T,
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show disk

ASA D7 T va AEYONERIT 2R RT DL 4 EXEC £ — R Cshowdisk =2~ K
AL £,

show disk[0 | 1] [filesys | all] controller

WX DN

F7 %V b

a<v s RFE—F

011 W77 v va AV (0.7 74NV M) ERIFMNET T va AEY
(DERELET,

all 77w va ARVDONELE T 7 AN VAT MMERERRFLET,

SNE - 7Ty va aryhue—J0ETNESFEREELET,

filesys ARy N T T yva H—RICOWVWTOFERERRLET,

TNV ITIE.Z0a<vwr KN 77 vy a AE YV EZRLET,

WORIFT. ZDa~xw RE AT TEHE—FE2RLTWET,

T7ATUH—IV
T—F X2V T 4 ayTFHAB
< IVF
b T AR =N
gy R E—F =T N |7k I | R B VAT A
FihE EXEC o RHIE e R e R |— o Kb
o< RERE yy—2 EHENE
7.0(1) o<y RpBEMmEhE L,
i WKIZ show disk =~ > ROl ZRLET,

ciscoasa# show disk

_#_
11
12
13
14
15
16
17
20
21
22
23
24
25
26
27

--length
1301
1949
2551
609223
1619
3184
4787
1792
7765184
1674
1863
1197
608554
5124096
5124096

21
21
06
21
16
03
04
21
07
11
21
19
13
20
01

2005
2005
2005
2005
2004
2004
2005
2005
2005
2004
2005
2005
2005
2005
2005

18:
20:
10:
07:
16:
07:
12:
07:
19:
02:
07:
08:
06:
08:
17:

test.cfg
testl.cfg
test2.cfg
test3.cfg
testd.cfg
old_running.cfg
test5.cfg
test6.cfyg
test7.cfg
test8.cfg
test9.cfg
testl0.cfg
backupconfig.cfg
cdiskl

cdisk2
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28 2074 Jan 13 2005 08:13:26 testll.cfg

29 5124096 Mar 07 2005 19:56:58 cdisk3

30 1276 Jan 28 2005 08:31:58 lead

31 7756788 Feb 24 2005 12:59:46 asdmfile.dbg
32 7579792 Mar 08 2005 11:06:56 asdmfilel.dbg
33 7764344 Mar 04 2005 12:17:46 asdmfile2.dbg
34 5124096 Feb 24 2005 11:50:50 cdisk4

35 15322 Mar 04 2005 12:30:24 hs_err.log

10170368 bytes available (52711424 bytes used)

&IZ  show disk filesys =~ > RO Iz~ L ET,

ciscoasa# show disk filesys
*rxxxkkk Flash Card Geometry/Format Info **xx*x*x

COMPACT FLASH CARD GEOMETRY

Number of Heads: 4
Number of Cylinders 978
Sectors per Cylinder 32
Sector Size 512
Total Sectors 125184

COMPACT FLASH CARD FORMAT

Number of FAT Sectors 61
Sectors Per Cluster 8
Number of Clusters 15352
Number of Data Sectors 122976
Base Root Sector 123
Base FAT Sector 1
Base Data Sector 155

&Iz . show disk controller =~ > KO H Al Z R L E7,

ciscoasa# show disk:1 controller
Flash Model: TOSHIBA THNCF064MBA

HEa< R a<w R A

dir T4V ) ORNFEERLET,
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show dns

TRCELIIRE SN ELER KA A 4 (FQDN) 7 A s OBAIEDfRIL# 7> DNS 7 KL A %
FRT HITIL K HE EXEC E— R Tshowdns =2~ FEFEHLET,

show dns [host fgdn_name]

X DOHHA fqdn_name (7> a)BIR L=AR A O FQDN 2#E L ¥,
A b (AT a)BELERANDIPT RLAZBELET,
7 7 4V b T 7 4V N OEEREIZH D AL

a<w v RE—F WORIZ. a~ REANTESE—FeRLET,

T7ATUF—IV
T— R X274 ATXRD
< JVF
NS S =
a<w v RE—F =7y K| 7vvh |7 (Rb AT A
¥#HE EXEC o XIS o XIS o XIS o X |—
o< RERE yy—2 EHENE
7.0(1) o<y RpBEMmEnE L,
il &Iz . showdns 2= ROH 1%~ LET,

ciscoasa# show dns
Name: www . examplel.com

Address: 10.1.3.1 TTL 00:03:01

Address: 10.1.3.3 TTL 00:00:36

Address: 10.4.1.2 TTL 00:01:01
Name: www.example2.com

Address: 10.2.4.1 TTL 00:25:13

Address: 10.5.2.1 TTL 00:25:01
Name: server.ddns-exampleuser.com

Address: fe80::21le:8cff:feb5:4faa TTL 00:00:41

Address: 10.10.10.2 TTL 00:25:01

FQDN R A RBT 77 4 7L SN TR WERIZ,. 20 a~vr NIZX A2 NIEH Y FH A,
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&Iz . show dns host =~ > ROH Il Z R L E9,

ciscoasa# show dns host www.example.com
Name : www . example.com

Address: 10.1.3.1 TTL 00:03:01

Address: 10.1.9.5 TTL 00:00:36

Address: 10.1.1.2 TTL 00:01:01

EEa~ R a2 R A

clear dns-hosts DNS ¥ v =% U7 LET,

dns domain-lookup ASAIWCEDRX—L IV I T v TFOEFTEAR—TNICLET,

dns name-server DNS +— X 7 RL ZAZREL 7,
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show dns-hosts

X OHH

F7 %V b

a<v v RFE—F

DNS ¥ ¥ v i =2 2 FERT A2 KM EXEC &— N T show dns-hosts =2~ > F&FEHLE T,
DNS % v ¥ 2 |{ZIX.DNS b — B0 X A4 F 2 o 7 i SN2 PV BIOFEHTAS
INTLRIEIP T FLAREGENE T,

show dns-hosts

Zoawy NIEBIEERIZF—U—RIZIH Y A,

T 7 a0 F OEEREILS D EE A

WORIZ. a~ REANTESE—FeRLET,

TZ7AT VA=V
T—F X2V T 4 aTFHAB
< IVF
[N =V

a<w v RE—F N—rv K| 7vrh |7 (Rb VAT A

¥#HE EXEC o X o XIS o XIS o X |—
o< KR yy—2 EHENE

7.0(1) Zoawry RpBEMmEnE L,
il %12 . show dns-hosts =~ > KD # %2R L E7,

ciscoasa# show dns-hosts

Host Flags Age Type Address (es)

ns2.example.com (temp, OK) 0 IPp 10.102.255.44

nsl.example.com (temp, OK) 0 P 192.168.241.185

snowmass .example.com (temp, OK) 0 P 10.94.146.101

server.example.com (temp, OK) O IP 10.94.146.80
EEa~r R a<wv R B!

clear dns-hosts DNS v v a7 U7 LET,

dns domain-lookup ASAICE AR —L IV 0T v TDETEA X —T NI LET,

dns name-server DNS =7 KL 2AZRELET,

dns retries ASA BIEEEZAZE LRV E ZIZDNS =D U 2 b & FR{T9 2 [E

BAEEELET,
dns timeout RO DNS H—NERITT 2 £ CICRET 2R AR E L ET,
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|
I K7 4=V FOHMAEZRLET,
£ 6-1 show dns-hosts D& 7 ¢ —/L F
TA4—IVF B!
R A KA ML ERTILET,
Flags WKOMBEDLELE LT NI DAT—H A% FKRLET,
e temp: Z DT kU DNS h—"Inb G S oo, R T,
ASA [Z.72 RO BIEE I Z o= b U ZHIBRL £97,
e perm: Z DT VU lLname 2~ REEH L TGEINE iz ki
I Td,
e OK:Z x> hUIFHFHTT,
e 2O R EED LW HRAEA LT,
o EX:Zoxr b UITHIREINLTY,
Age Oy MY BFRBICSREINTOHLORMBEERRLET,
BAT DNS L a— RD¥ A FaFRLET, ZOMITHFICIP TT,
Address(es) IP7 RL A,
Ea~<v K gy R = B
clear dns-hosts DNS ¥x v a7 U7 LET,
dns domain-lookup ASAICE DR —L IV I T v TDETEA X —T NI LET,
dns name-server DNS h— 7 RLAZZRELET,
dns retries ASA WIREEZIE LR E ZITDNS =D U 2+ & f{TT 5 H
BrfRELET,
dns timeout KD DNS % —NEITT D5 F CICHERT I REMEHEH T LET,
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show dynamic-filter data

X DN

aw s RTFT7%
JV b

a<v v RE—FK

Ry hExy b bFT 497 TA4NE BAFI vy F—ER=RCHTLEREAF I V7
T—AR—ADFKEL T — KA T =2 RXR—=ADN—= 3 VR T —HX—=ZANOT L |
VECIOE DY 7 = MY 72 8) 2R T 2121 FikE EXEC £ — R T show dynamic-filter
data =~ > REFEH L ET,

show dynamic-filter data

Zoa<wy FIEBIEERIZF—U—RIIH Y A,

77 4 OBIERHITH D FHE A,

WORIZ. a~ REANTESE—FexRLET,

T77AT U —IV
F—F X274 aTFHALB
%
b5z 2 T
gy R E— R A—F ok TLvk vuZA AR Y RF N
Ja—n)L a7 4 X¥alb— | o St I S o ity |— LI S
va Y
o< RgRE Jy—2R EEARN
8.2(1) Zoawry RpBEMEhE Lz,
FREDHTART XA F Iy 7 T—F_X=REWREF AT 521, &I dynamic-filter use-database =~ > K &
A dynamic-filter updater-client enable =~ > RZFEH L C. 7 —F X—2ADFEH L X n— K%
A F =TI LET,
il 12 show dynamic-filter data =~ > RO /1l Z R L E T,

ciscoasa# show dynamic-filter data

Traffic filter is using downloaded database version '907'
Fetched at 18:00:16 UTC Jan 22 2009, size: 674381
Sample names from downloaded database:

example.com, example.net, example.org,
cisco.example, cisco.invalid, bad.example.com
bad.example.net, bad.example.org, bad.cisco.example
bad.cisco.ivalid
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Total entries in Dynamic Filter database:
Dynamic data: 40909 domain names , 1080 IPv4 addresses
Local data: 0 domain names , 0 IPv4 addresses
Active rules in Dynamic Filter asp table:
Dynamic data: 0 domain names , 1080 IPv4 addresses
Local data: 0 domain names , 0 IPv4 addresses
BEa<L R a2 R FiEA
address IP7T RVAET T 7 UANERIZEYA MY A MZBML
\i—g—o

clear configure dynamic-filter (1R v F X v b N5 7 (v 7 7 4L GvT %o L
vareJ V7T LET,

clear dynamic-filter Ry "Xy b T 747 74)LHDDNS AX—E L F

dns-snoop T—REI VT LET,

clear dynamic-filter reports Ry "Rry N N T T 4w TA4NEZDLR—F T—=XET
7T LET,

clear dynamic-filter statistics Ry N Rv N NTFT 7 4 v 7 T4 NXOWEEHE VT L
e

dns domain-lookup PAHR—FEINTNWDHavy RICHLTX—LA VI T v 7%
FATT H729DIZ . ASA 28 DNS #—/3|Z DNS ZRAEETE D
EolcLET,

dns server-group ASA O DNS —NZHEELET,

dynamic-filter TLAVANMIBESNTWD NI T4 v 75T T 7 U R

ambiguous-is-black MIBGEEINTWDE T T 4 v CRIBEDT 7 2 g o THULEL
LET,

dynamic-filter blacklist Ry "2y N NFT 4907 T4NMEDT Ty U R Nafhk
LET,

dynamic-filter database fetch R hx > N NT7 7407 T4 NEDEAF IV T T—H
NR—2 % FHTRELET,

dynamic-filter database find R XA A4 LA FHIZIPT RLRAE XA FI v T FT—H_N—ZAM
LB LET,

dynamic-filter database purge R v N NT T 4T TUANEDEALFI T T—H
NR— 2% FECTHIFRL £,

dynamic-filter drop blacklist —7'5 o 7 U X NMZBHEINTWDE N T 74w 7 H#HEHTER
oy 7 LET,

dynamic-filter enable TIEAVARNEEELRWVEAIC. VT I 4 v D7 FAFE
T RTCONTI T4y I DRy v Rxy N VT T 4T Ty
WNEEAR—T NI LET,

dynamic-filter updater-client % 1+ 3I vV F—Z_XR—20FX 70— K& A4 Fx—7 I L
enable *9,

dynamic-filter use-database % {F 3 v/ F—Z _XR— 2D E A F—7 I LET,

dynamic-filter whitelist Ay FRYy N NF T 49T TANEDOERTIA NI R NEIRE
]\/\i—g«O

inspect dns DNS A v AXRT v avbtRy by N NI T 490 74 0%

dynamic-filter-snoop AX—E T A X—T VI LET,

name 7Ty 7 VARNERIFERYA YA MCARTZBINLET,
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show asp table dynamic-filter

EHETF 2T 4 NI VA R—=ALERATVERY PRy
NFFT7 4T T4 E =L ERRLET,

show dynamic-filter data

AT I v T T—ER—=ARNKHZRIZK 7 a— RS  HEE,
Fe R —ZADNR— g v F—ER—=A|ZEFENTNET
MU D AOEDOT T 2 NI R E AT IV T—H
NR—=2 T L IERERTRLET,

show dynamic-filter reports

EAE10EORy bRy b A b A= P BLORGRE L 2R R
M+ AL AR— FEAERLET,

show dynamic-filter statistics

Ry "Xy N NTFT 497 T4 NETE=X INTZHEROK,
BLORINLOERDO I B HKTA NVARNT T w7 URB,
T A ) ANM—BT 2HROBERTLET,

show dynamic-filter
updater-client

P— XD IP 7 R LA ASA BIRIZH— NTHHET 5 H IR, ik
WA VA RN—=NENTET—FR=2ADNRN=g R 8 T o
T—h =T HEREERLET,

show running-config
dynamic-filter

Ry b2y N VT 74y T4NEDEFTALT 4 Fab—
VarkFRRLET,
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show dynamic-filter dns-snoop

Ry "ty b bT 7497 Z4NVZDDNS AX—E 07 H< U —(ELITEBEOIP T LA
L&) &2 FKoRT D I2IE, FiiE EXEC & — R T show dynamic-filter dns-snoop =~ > R&ffi f L
\ij_c

show dynamic-filter dns-snoop [detail]

X DN

detail ({EB)DNS JGBEMBAX—E U 7T ENTZIP T RL AL LRiIZFRRL
ji—g«o

a<w RS T+
JU b

a<w RKE—F

T 7 a0 F OEEREILD D EE A

ROKIZ, A~ FEANTELHEF—RF2RLET,

TZ7AT U —IV
T—F X2V T4 aVTFRAD
< JVF
b Z7 AR =N
a<v KE—F N—FTv N |7Vvrh P/ 2R AT A
Ta—N) ar7 4 Fal— | e XL o Xfhis o Xfhis o Xfhis —
va

a<v v RERE

ERLOAA KT
Ay

yy—= EHENE
8.2(1) Ioawy RPREBMNSE LT,

COHNTIE. T T v VAR MIETHAHTTET TR T RTOBREFHS DNS T — 4 N g
EFNET AET 4 v = F)DDNS T—HIFEENETA.

DNS A X —t> 7 F—% %4 %3 51213, clear dynamic-filter dns-snoop =~ > K% AJj L £ 7,

K12 show dynamic-filter dns-snoop =~ > RO H &R L ET,

ciscoasa# show dynamic-filter dns-snoop

DNS Reverse Cache Summary Information:
75 addresses, 124 names, 997 dnsrc address buckets

& 1Z . show dynamic-filter dns-snoop detail =~ > RO 1 2R L 7,

ciscoasa# show dynamic-filter dns-snoop detail

DNS Reverse Cache Summary Information:
75 addresses, 124 names, 997 dnsrc address buckets
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DNS reverse Cache Information:
[10.67.22.34] flags=0x22, cat=2, unit=0 b:g:w=3:0:0, cookie=0xdal48218

[www3 .example.com] cat=2,

ttl=3

[www.bad.example.com] cat=2, ttl=3

[www.example.com] cat=2,

ttl=3

[10.6.68.133] flags=0x2, cat=2, unit=0 b:g:w=1:0:0, cookie=0xdal3ed60
[cisco.example] cat=2, ttl=73

[10.166.226.25] flags=0x2, cat=2, unit=0 b:g:w=1:0:0, cookie=0xda608cb8
[cisco.invalid] cat=2, ttl=2

BHEa~ R

o< R

B

address

IP7 RLAZT T v 7 VAMERIIFRTA MY A MTEML
\i—a—o

clear configure dynamic-filter

FEITRY "Ry N T T4 07 T4V E 3T 4 Falb—
varvE s UT LET,

clear dynamic-filter
dns-snoop

Ry bRy N NTFT T4 w27 742D DNS AX—E L7
T—2&E 7 VT LET,

clear dynamic-filter reports

Ry bhFy b hFTT 497 T4VEDLE—KNT—4%27 )
7TLET,

clear dynamic-filter statistics

Ry bRy N NTF 7407 T4 NEORKHEHREZZ VT LET,

dns domain-lookup

PR—FENTVWEIa< L FCHLTHR—D I T v 7%
FEITT D712, ASA 73 DNS — X2 DNS ERAZEETE 5
rXolcLE9,

dns server-group

ASA O DNS — %€ L9,

dynamic-filter
ambiguous-is-black

TJLAVARNIBEEINTWDE NI T4 I 8T TR
MIBEFEENTWD N T 7 4w ERIEEODT 7 2 a o TULE
LET,

dynamic-filter blacklist

Ry hXy b NT T4 0T TA4NEDT T 7 ) A EHRE
L/\ijqo

dynamic-filter database fetch

Ry "Ry N T T 49T TANEDEALTI VT T—H
NR—R % FEFITRELET,

dynamic-filter database find

RAL B ETZIP T RVRAEZ AT Iy T T—H =)
DIELET,

dynamic-filter database purge

Ry bRy N bT T4 w7 TANEDEAFT IV T T—X
R—2 % FHTHIFRLET,

dynamic-filter drop blacklist

TT v IV ANMIBEINTWDE NI 7 4 v 7 HHEITR
oy 7 LET,

dynamic-filter enable

TIEAVAMERELRWERIC. NI 74y 2D T AF
T RCONTI T4 v I DRy hFxy b VT T 427 T4
NEEARX—T NV LET,

dynamic-filter updater-client
enable

BATIv ) F=HR=ADSL T v a— L x—T ML
\i—g—o

dynamic-filter use-database

BAF Il FeB_R—= 2D HEA F—T I LET,

dynamic-filter whitelist

Ry bRy N bT 74927 ZA4NMEDKRIA U A N EHRE
]\/\i—gﬂo

inspect dns
dynamic-filter-snoop

DNS A v AT var bRy bRy b NFT7 490 T40%
AX—=V U T A RX—=T N LET,

name

Ty 7 VANERITARTA MY A MCARTEZEMLET,

CiscoASAV ) —RX a< R U7y LR SavwryF 1|



# |

a<w v R B

show asp table dynamic-filter =X =215 4 NRAIZA VAP —/LENTWARY F R
NENIT 4T TaNE NV ERRLET,

show dynamic-filter data AT IvT T—ER—=ARNKHZRIZK 7 a— RS HEE,
Fe B R—ZADNRN— g v F—BR—=A|ZEFENTNET
MU DEAOEDOT T 2 NI R E AT IV T—H
NR—=2 T L IERERTRLET,

show dynamic-filter reports (i 10 DA v [ v k FA k. Ai— k.35 L Ofede L 7=k A
MICBET 5 LK — b &R L £,

show dynamic-filter statistics R h v F NTT7 4 v 7 74V E TE=H INT-EFEOK,
BXochbsoEsED > B AL NIV AR TTv 70 R b,
TLAUVARAMI—HTIEROEER R LET,

show dynamic-filter P— XD IP 7 R LA ASA BRIZH— N THFET 5 H IR, ik

updater-client WA VARV ENTET —EZR—=ZADNN—=T g U 8 T
Tk = NICHT O RER T LET,

show running-config RNy bRy N NTT7 497 T4NEDFETaLsT 4 Fal—

dynamic-filter varvERRLET,
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show dynamic-filter reports infected-hosts

Ry bRy M T 7497 TANZTHRHENTZIRELIZAA PO LR— F2AEKT 5T
L. ¥## EXEC & — K C show dynamic-filter reports infected-hosts =~ > K& il L 9,

show dynamic-filter reports infected-hosts {max-connections | latest-active | highest-threat |
subnet ip_address netmask | all}

X OHH

all Ny 7 7IBHENTWARELZARA FOF#RETXTHFRLE
T, ZDORRIIFIBET O MNIBREENDZ ENH Y £4,CLI
Tl%72< .ASDM ZfifHi L T PDF 4 & £,

highest-threat BNV EREOR VT =T A MOERET 5 20 O KX ek

%Li‘j‘o

latest-active BET 7T 4T 4 &2iTo=20DOFRA FEFRLET . HAA M
OWNWTC. TI7RBALESHO~AVT =T A MIETHEMERNE

RENET,

max-connections

PR e b 22 VB AR A b & 20 EERR L E T,

subnet ip_address
netmask

ESNTET T Xy FNAOFRA M ERK 20 HERLET,

aw  RF 74

JU Bk

av Vs RE—F

T 7 a0 F OEEREIL S D EE A

ROKIZ, A~ FEANTEHEF—RF2RLET,

TZ7AT Ut —)V
T—F X2V T4 2V THFRAL
< JVF
b Z AR aITx
a<w v KE—F N—T v N |TVrb v | R b AT A
e ME EXEC o Xfits o Xfits o X% o X |—
o< R Jy—= EEAR
8.2(2) Ioawry RREBMESE LT,
ERLEDHA KT ZHEDOLAR— MIE R A NOFEMRBRENG TN A A N BEE L~y =7 4
A v A MBIV T2T7 A—brERLET,

LAR— b 7 —% #{H 57 51213, clear dynamic-filter reports infected-hosts =~ > K% AJj L

£75
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&iZ , show dynamic-filter reports infected hosts all =~ > FDOH 12~ L £,

ciscoasa# show dynamic-filter reports infected-hosts all

Total 2 infected-hosts in buffer
Host (interface)

15:39:40 UTC Sep 17 2009,

192.168.1.4 (internal)

Malware-sites connected to (not ordered)

Latest malicious conn time,

filter action Conn logged, dropped

dropped 3 3

Site Latest conn port, time, filter action Conn logged, dropped Threat-level Category
10.73.210.27 (bad.example.com) 80, 15:39:31 UTC Sep 17 2009, dropped 2 2 very-high Malware
10.65.2.119 (bad2.example.com) 0, 15:39:40 UTC Sep 17 2009, dropped 1 1 very-high admin-added
192.168.1.2 (internal) 15:39:01 UTC Sep 17 2009, dropped 5 5
Malware-sites connected to (not ordered)
Site Latest conn port, time, filter action Conn logged, dropped Threat-level Category
10.131.36.158 (bad.example.com) 0, 15:37:46 UTC Sep 17 2009, dropped 1 1 very-high admin-added
10.65.2.119 (bad2.example.com) 0, 15:37:53 UTC Sep 17 2009, dropped 1 1 very-high admin-added
20.73.210.27 (bad3.example.com) 80, 15:39:01 UTC Sep 17 2009, dropped 3 3 very-high Malware
Last clearing of the infected-hosts report: Never
o~ R a<w KR A

address IP7T RLVAEZT T 97 UARNERIIFTYA R A MIEBML

i‘a—o

clear configure dynamic-filter

FITRY PRy N VT T 4w T4NE 2T 4 Fab—
varuEIZIVTLET,

clear dynamic-filter
dns-snoop

Ry "Ry N T T 4w 7 4/LFZDDNS AX—E 7
FT—2&% 7 VT LET,

clear dynamic-filter reports

Ry bRy b bTT 497 TANVEDLR—F T—F %27
TLET,

clear dynamic-filter statistics

Ry bRy N NTFT7 407 T4 NEORHEHREZZ VT LET,

dns domain-lookup

PR—PFPEINTNEa~v L NI L TR—b VI T v T %
T D722 ASA 73 DNS ¥ —/ N2 DNS R HETE D
ol LET,

dns server-group

ASA O DNS — % E L7,

dynamic-filter
ambiguous-is-black

LA VANMIBEINTWD NI T4 v I BT TR
MIBEFKENTWD N T 7 4w EREIEEDT 7 2 3 o TULE
L/jz—g«o

dynamic-filter blacklist

Ry bRy N VT T 497 T4NEDT T v A NEHRE
Li‘a‘o

dynamic-filter database fetch

Ry hRry N NTT 497 TANEDOEAFI VT T—H
N—2ZFHTHRELET,

dynamic-filter database find

RAAL VB ETNLIP T RLAEXAFTI v T —H =R
%@?ﬁ‘? L/ibg‘o

dynamic-filter database purge

Ry "Xy N NTFT AT TANEDEALFTI T T—X
NR— 2% FETHIFRL £,
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dynamic-filter drop blacklist

T VR NMIBEENTWA NI T4 v 7 ZHBTER
oy 7 LET,

dynamic-filter enable

TI7EAVANEBELRZWEAIZ. NI 747D FRF
I R_RTONT T4 IZDRY NEZYy N T T 497 T4
NE A F—T I LET,

dynamic-filter updater-client
enable

BAF Iy ) F=HR=ADL T a— Red x—7 ML
ij‘o

dynamic-filter use-database

BAFI vl F—AR—=ZADME %A F—T I LET,

dynamic-filter whitelist

Ry bry N bT 74927 74NV EDERTIA U A b EHRE
Li‘a‘o

inspect dns
dynamic-filter-snoop

DNS A VAT a Ry MRy M NTT7 40 740k
AX—E T A X —T M LET,

name

Ty 7 VANERITHRTA MY A MCARTZEMLET,

show asp table dynamic-filter

EHEEFXF 2T 4 NRACA VAR ILENTNDERY hX v
NI4T TN E =V EERLET,

show dynamic-filter data

BAF I vy F=B_R=ZRRHBICH 7 o a— RSz B,
F=HAR—=ZADNR—=T g FT—ER=RIEENTNET
MY OB ANOBEDOY TN 2 N FAF Iy T—H
NR—2ZHAT L ERERRLET,

show dynamic-filter
dns-snoop

Ry bhFxy N N T 7427 7 4)LHDDNS AX—E 27O
EE R LEddetail ¥ — U — REHEE L72SEEIT. EBED IP
7 RUVABIOAHIZR R LET,

show dynamic-filter statistics

Ry bRy N NTT7 400 T4 FTE=HS INTEHROIEK.
BLOZINOLDEHEO I B FKTIA NI AN TT7v 7 U RN,
TLAVAMI—ET DO EFRRLET,

show dynamic-filter
updater-client

P— RO IP 7 KL A ASA BIRIZH— TS 5 B itk
WA VA M=V EINTZT —ER=ADNRN—=T g R T v
T—h P—RIZETHEREERLET,

show running-config
dynamic-filter

Ry bAxy b bT 7497 TANIDFETALT 4 Fab—
VarERRNLET,
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show dynamic-filter reports top

Ry bRy M T T7 497 TANZICEoTHEINT ML 10O~V T =T F A b AR—
M B IOEREA A O LVAR— N EARKT 5 I21E, Fi#E EXEC £ — K T show dynamic-filter
reports top 2~ R&H L £7,

show dynamic-filter reports top [malware-sites | malware-ports | infected-hosts]

ST malware-ports (EE)Er 10t~ =27 4 bOLAR— b ERRLET,
malware-sites (EE) 100~ =27 R—rDLR—F2ERLET,
infected-hosts UEE) FAT 10 HEDEYAR A FOLR— &R R LET,

ae VRS T 1 T 7 S OEEREITH D T AL
JU B

a<vyRKE—F ROKIZ, 2~ FEANTELHEF—RF2RLET,

T7ATUF—Iv
E—FK X274 avyTHAE
< I)VF
FF AR arrx
avrRE=F N—7y R |Tvryr (YU Zn [Rb AT A
FitE EXEC o XIS o XIS o XIS o XhE  |—
v RIgHE Jy—= EENE

8.2(1) Zoawy RBEMENE L,
8.2(2) botnet-sites &+ — 7 — K35 L O botnet-ports ¥ — 7 — R{%

malware-sites 35 2 (" malware-ports |28 S 1 FE L 72, malware-sites
LAR— MZE, ey P Ui s A A FoZB L ~LBs LT
NTIAYVMEENTVWET EKEK T VT XA LAZ U TPRBINSILE
LT BA R MIZOWTIT ERE V-V EE N L IBAIC AT
SNFE LA MISHTEIC NI H—TEET,

FEREDODHA RS ZOLR—MIT—HDARF v T gy bTREHERDOINVERRM LD EAL 10 THEIZ %L
A v WA RH D £9,

LiR— k 7—#% %3457 % 1Z1L, clear dynamic-filter reports top =~ > K& AJJ L £ 7,
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il K12, show dynamic-filter reports top malware-sites =~ > KO H %2~ L& T,

ciscoasa# show dynamic-filter reports top malware-sites

Site Connections logged dropped Threat Level Category

badl.example.com (10.67.22.34) 11 0 2 Botnet

bad2.example.com (209.165.200.225) 8 8 3 Virus

badl.cisco.example(10.131.36.158) 6 6 3 Virus

bad2.cisco.example (209.165.201.1) 2 2 3 Trojan

horrible.example.net (10.232.224.2) 2 2 3 Botnet

nono.example.org(209.165.202.130) 1 1 3 Virus

Last clearing of the top sites report: at 13:41:06 UTC Jul 15 2009

&1Z . show dynamic-filter reports top malware-ports =~ > ROl Z R L E7,

ciscoasa# show dynamic-filter reports top malware-ports

Port Connections logged

tcp 1000 617

tcp 2001 472

tcp 23 22

tcp 1001 19

udp 2000 17

udp 2001 17

tcp 8080 9

tcp 80 3

tcp >8192 2

Last clearing of the top ports report: at 13:41:06 UTC Jul 15 2009

&2 . show dynamic-filter reports top infected-hosts =~ > FOH 1 # = L E 5,

ciscoasa# show dynamic-filter reports top infected-hosts

Host Connections logged

10.10.10.51(inside) 1190

10.12.10.10(inside) 10

10.10.11.10(inside) 5

Last clearing of the top infected-hosts report: at 13:41:06 UTC Jul 15 2009

EEa~v R aw KR B

address IP7 RLAZT7 T 7 VARNEIFIARTA MY R NMTEML
i j‘o

clear configure dynamic-filter 7Ry hxv b "N T T7 4 v T4V H a7 4 X2l —
varuEIUVTLET,

clear dynamic-filter Ry FEXv RN I T 497 T4NHDDNS AX—E L F F—

dns-snoop EHEI7IVTLET,

clear dynamic-filter reports Ry h%x v h hT 7 (w7 TAAIDLE—K F—H &7 Y
7 l./ \35 —g_‘o

clear dynamic-filter statistics R hxy N T 7 4 v 74 VX OKEEREZZ VT LET,

dns domain-lookup PHR—=FENTWEa< L FICHLTHR—D VI T v 7%

T D722 ASA 73 DNS ¥ —/ N2 DNS R HETE D
oL 9,

dns server-group ASA @ DNS h—"ZHEELET,
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dynamic-filter
ambiguous-is-black

TLAYAPMIBEEINTWA NI 74w 72T T U R
MIBEKINTWDE T 74 v T LRERODT 72 a T
Li‘a‘o

dynamic-filter blacklist

Ry bF2y N VT T4 TANEDT T w7 U ANEHRE
L‘i‘a’_‘o

dynamic-filter database fetch

Ry XY N NFTT AT TANEDEA T IV T F—X
R—2 % FETRELET,

dynamic-filter database find

RAAL VB ERIZIP T RLRAEZZ AT I v T F—F_R—Z N
LMBELET,

dynamic-filter database purge

Ry XY N NFT AT TANEDEATI VT F—X
R—2 % FETHIFRL 7,

dynamic-filter drop blacklist

TT IV ANMIBEINTWDE NI 74w 7 2HHTRE v
FLET,

dynamic-filter enable

TI7ERAVARNERELRWNGRIC NI 747D T AF
PRI RTONT T4 v I DORy v Fxy b T 7497 T g
NE A =T W LET,

dynamic-filter updater-client
enable

HAFI vl F—AR—=2DK T — REA F—T WML
\i—gﬂo

dynamic-filter use-database

BAF Il TR _R—= 2D HEA F—T I LET,

dynamic-filter whitelist

Ry hEy N VT 7497 T4NEZDKRTIA N A N EfRE
L/jz—g«o

inspect dns
dynamic-filter-snoop

DNS A VAR vavbRy b2y N VT 7400 7 40H
AX—=B U T A RX—=T N LET,

name

T VARNELITIRTA MU A NMZEARIEZBINLET,

show asp table dynamic-filter

EHEXF 2T 4 NRATA VA R—=ALENTVERY PRy
NI T 4T TANE =V ERRLET,

show dynamic-filter data

AT I vy T—ER=ANFHRIZH T v — RSz HEE,
Fe R —ZADNRN— g v F—ER—A|ZEFENTNET
MU D AOEDOT TV =2 NI R E AT IV T—H
NR—2 T B IERERTRLET,

show dynamic-filter
dns-snoop

Ry "Xy N NFT7 497 7 40%DDNS AX—E 27O
FEAhAFRLET detail ¥—7U — FEETE LA EREO IP
T RUVABIOLRIZRRLET,

show dynamic-filter statistics

Ry bFy b VT 7400 T4NETE=X ST BEROK.
BXoohbsoEsED > B AUAL RNV AR TT7v 70 R b,
TLAURNM—ET RO EF R LET,

show dynamic-filter
updater-client

P— XD IP 7 R LA ASA BRIZH— NTHET 5 H IR, ek
WA VA RN—=NENTET—HIR—=2ADRR=g o8 Ty
T—h =T HEREERLET,

show running-config
dynamic-filter

Ry hry b bT T4 97 T4NFDOETALT 4 Fab—
YarErFRRLET,
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show dynamic-filter statistics

Ry b2y N NTF7 7497 T4V ZEFHALTCEFIALS NIARNTIv I VAR BLIORT L
AV ANELTHEINEROEE FRT HITIL, FiH EXEC £ — R T show dynamic-filter
statistics =~ > FZ&fifH L £9,

show dynamic-filter statistics [interface name] [detail]

WX DN

a<w s RFT7%

JV b

a<v s FE—F

detail

(EE)REB L~V THEEFITI Ry a3y O EFER
LET,

interface name

(EBEVHTEDA v —T 2 A ADHHIEREFZ R LET,

77 4 b OBIERHITZH D THE A,

WORIZ, a~ REANTEE—FERLET,

T77AT U —IV
£—F X2 T4 aALTFER R
< JVF
NP2 avTR
a<w v RE—F =7y K 7TV (7N R b AT A
¥#HE EXEC o X o X o X o X |—
< Rk JY—2 EEARN

8.2(1) o<y RpBEMmEnE L,
8.2(2) BEBL SNV THEERII Ry T EN Ty NMERRT HT-

ERHLDOTA FZ

Ay

Bl

DD detail F—U— RBNBIESNE L2 BEA X2 MZHoWTIEL,
BEREL -V REENSBEIIETINE L BB A N M sy
LI MY H—TEET,

TVLAYVANMIUIBED RAA VLIZEHBET LN TWER, INHETRXTO RAL ZHINT
Ty 7 A MIZEHEINTWEDITTIEHRWT FLAREDONET,

WEttE# 2 7 U 73 521X, clear dynamic-filter statistics =~ K& A1 L £9,

& 1Z . show dynamic-filter statistics =~ > FOH J1H %2~ L £,

ciscoasa# show dynamic-filter statistics

Enabled on interface outside

Total conns classified 11, ingress 11, egress 0

Total whitelist classified 0, ingress 0, egress 0

Total greylist classified 0, dropped 0, ingress 0, egress 0
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Total blacklist classified 11, dropped 5, ingress 11, egress 0
Enabled on interface inside
Total conns classified 1182, ingress 1182, egress 0
Total whitelist classified 3, ingress 3, egress 0
Total greylist classified 0, dropped 0, ingress 0, egress 0
Total blacklist classified 1179, dropped 1000, ingress 1179, egress 0
K1Z ,show dynamic-filter statistics interface outside detail =~ > FDH 12~ L E 7,
ciscoasa# show dynamic-filter statistics interface outside detail
Enabled on interface outside
Total conns classified 2108, ingress 2108, egress 0
Total whitelist classified 0, ingress 0, egress 0
Total greylist classified 1, dropped 1, ingress 0, egress 0
Threat level 5 classified 1, dropped 1, ingress 0, egress 0
Threat level 4 classified 0, dropped 0, ingress 0, egress 0
Total blacklist classified 30, dropped 20, ingress 11, egress 2
Threat level 5 classified 6, dropped 6, ingress 4, egress 2
Threat level 4 classified 5, dropped 5, ingress 5, egress 0
BEoa<w R a<w R BL]

address

IPT7T RLAZT Ty 7 UANERITARTYA MU X MIEML
EXD

clear configure dynamic-filter

EITRY bRy b N T T4 T4NE T T 4 K2l —
vari U7 LET,

clear dynamic-filter
dns-snoop

Ry b Xy b 8T T 497 T 4NFIDDNS AX—E T F—
47 VT LET,

clear dynamic-filter reports

Ry bFxy b NTT4 v TA4VEDLE— R T—=LH %7
7TLET,

clear dynamic-filter statistics

Ry bRy N N T T 47 T4 VFOKEREZ 7 VT LET,

dns domain-lookup

PR—PFPINTNDEa~ L R L TR—2 VI T v T %
EITT B7-9IZ.ASA 73 DNS — X2 DNS R ZX[ETE 5
rolcLET,

dns server-group

ASA @ DNS — & ELET,

dynamic-filter
ambiguous-is-black

TLA VA RMIBEINTWDL NI T4 w0 T T 7R
MIBEEINTWE T T 4y LREEEDT 7 a T
Lij—o

dynamic-filter blacklist

Ry bF2y N VT 7407 TANEDT T 7 U A NERE
L7,

dynamic-filter database fetch

Ry MRy N NTFT T4 9T TANEDOEA T IV F—X&
NR—2A & FHTHRELET,

dynamic-filter database find

RAAVEZHEZXIP T RLAZXAFT I v T—H_N—A N
ODRELET,

dynamic-filter database purge

Ry MRy N NTFT T4 w7 TANEDOEA T IV F—X&
NR—Z2 & FFHTHIBREL £,

dynamic-filter drop blacklist

TT5v I VRANMIBFEEINTWAE NI 74 v 7 2HHITRE »
FLET,

vF
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dynamic-filter enable

TI7EAVANERELBRWGEIZ. N T 747 D7 FAF
FIETR_RTON T T4 v DRy Xy b b T T 47 T g
VB A 2 —T T LET,

dynamic-filter updater-client
enable

HAFI vl FT—AR—2DKE T — KA F—T WML
S A

dynamic-filter use-database

HAF Il TR _R—= 2D EA F—T I LET,

dynamic-filter whitelist

Ry bhFxy N bT 7407 TANEDKRTA NI A b EfRE
]\/\i—gﬂo

inspect dns
dynamic-filter-snoop

DNS A VAR varvbtRy bxy b NTFT7 40907 T40H
AX—=V U T A RX—T N LET,

name

Ty 7 VANERITHRTA MY A MZARTEZBEMLET,

show asp table dynamic-filter

BHEEXF2UT 4 NRCA VA P—LENTWVWHRY bRy
NNTFTT 4T T4 = VBRI LET,

show dynamic-filter data

A FI w7 T—=ER=ANKRIZZ U a— NI BEE,
T—HR—=ADNRN—=V gV T —HRXR=RIEENTNDHT
MU DEAOEDOT TV =2 NI R E AT IV T—H
NR—2 T A IERERRLET,

show dynamic-filter
dns-snoop

Ry "Exy N NFT7 497 74020 DNS AX—E > 7O
WAFERLET detail ¥ —VU — REFEELEHAIX.EROIP
T RUVABIOLRIZFRRLET,

show dynamic-filter reports

EAL10EHORy by b A PR — P BLORERELIZARA
MZBE+TA LR —MEERLET,

show dynamic-filter
updater-client

P— XD IP 7 R LA ASA BRIZH— NTHHET 5 H IR, ik
WA VA RN—=NENTET—FR=2ADNN=g 8 T o
T—h =T HEREERLET,

show running-config
dynamic-filter

Ry bRy b bT T4 97 T4NEDOETALT fFab—
YarEFRRLET,
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show dynamic-filter updater-client

RNy b Axy N KT T 497 T4NEOT v 7T —5 F—NIZEHTHIER—OIPT RN
A ASA DY —NIZEH T DRDIA I T A VA= ILINTNDET —HZRXR—=AD/NN— 3
VI L) B FoRT 5T FiHE EXEC £ — K T show dynamic-filter updater-client =~ > % fif
HALET,

show dynamic-filter updater-client

B oA Zoawy FIEBIEERIZF—U—RIZIH Y T8 A,

a<w s RF 71 T 7 4V N OEESCHEITXH Y FH AL
JV b

a<w v RE—F WORIZ. a~ REANTESE—FeRLET,

T77AT U —IV
F—F X274 aTFHALB
%
AN 2T
a<w s FE—F =T K |TLrh YN | R b VAT b
Jua—n)ar7 4 Xal— | e XS o Xfiis o ity |— o 3t
va Y
a< v N Jyy—=x EEARN
8.2(1) Zoawy RpBEMEE Lz,
il & 1Z . show dynamic-filter updater-client =~ > KO H Nl &R~ L E 9,

ciscoasa# show dynamic-filter updater-client

Traffic Filter updater client is enabled

Updater server url is https://10.15.80.240:446

Application name: trafmon, version: 1.0

Encrypted UDI:
0bb93985£f42d941e50dc8£022350d1a8de96babclfedd5f4dbc0ead02a7d5990be32£483b
5715cd80a2l1l5cedadd4eSffe

Next update is in 00:02:00

Database file version is '907' fetched at 22:51:41 UTC Oct 16 2006,
size: 521408
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address

IP7 RLAEZT T v 7 VRAMERIIFRTA MU A MTEML
ij‘o

clear configure dynamic-filter

FITRYy Ay b T T4 w7 T4 a7 4 Xalb—
vareIZ U T LET,

clear dynamic-filter
dns-snoop

Ry bRy N NTFT T 4w T4AZDDNS AX—E L7
FT—42%7 V7 LET,

clear dynamic-filter reports

Ry bxy b bTT 40T TANIDLE— b T—2 %7 Y
TLET,

clear dynamic-filter statistics

Ry bRy N NTFT7 407 T4 NEORHEHREZZ VT LET,

dns domain-lookup

PR—PFPEINTNEa~vr NI L TR—b VI T v T %
T D722 ASA 73 DNS Y —/ N2 DNS R #HETE D
oL,

dns server-group

ASA O DNS — % E L E£7,

dynamic-filter
ambiguous-is-black

LA VANMIBEINTWD NI T4 v I 8T TR
MIBEFKENTWD N T 7 4w EREIEEDT 7 2 3 o THULE
L/jz—g«o

dynamic-filter blacklist

Ry bRy N VT T4 97 T4NEDT T v A NEHRE
Li‘a‘o

dynamic-filter database fetch

Ry bRy N b T T 497 TANEDEAF I VT T—H
N—2ZFHTHRELET,

dynamic-filter database find

RAAL VB ETNLIP T RLAEXAFTI v T —H =R
%@?ﬁ‘? L/ibg‘o

dynamic-filter database purge

Ry "Xy b NTFT AT TANEDEALFTI T T—X
R— 2% FETHIFRL £,

dynamic-filter drop blacklist

T VANMIBEENTWA NI 74y 7 HHBITHR
oy 7 LET,

dynamic-filter enable

TI7EAVANEBELRZWEEIZ. NI 747D FRF
P4 R_RTONT T4 IZDRY NEZYy N T T 4w T4
NA A F—T VI LET,

dynamic-filter updater-client
enable

BAF Iy ) F=HR=ADL T r— Red x—7 ML
ij‘o

dynamic-filter use-database

HAFI vl F—AR—=ZADMEf %A F—T I LET,

dynamic-filter whitelist

Ry "2y N T 7407 T4NEZDFRTA Y A ERE
Li‘a‘o

inspect dns
dynamic-filter-snoop

DNS A YA~y v av Ry bxy M bTT 47 T 404
AR—E T A X =T VI LET,

name

7T VARNERIIARTA P R MILETIZEBINLET,

show asp table dynamic-filter

FHEX 2 VT 4 RRAZAL VA=V ENTWVDLRY hxRy
N NT T4 T T ANE =V EERLET,

show dynamic-filter data

BAF I vy F=B = ZRRHBICH 7 m— RSz B,
F = R—=ZADNR—=T g FT—ER=RIEENTNBET
MO AOEOY TN =2 NI R E XA T I T T—H
NR—2ZHAT L EHRERRLET,
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show dynamic-filter Ry "3y N NT77 427 7 40HDDNS AX—E 7 Ok
dns-snoop HAFRRLET detail ¥— 7 — REHEELLLGEIT.EEDIP

T RUVABIOAEIZRRLET,

show dynamic-filter reports {7 10 fHDOAR Y bR b A bR — b BILOUEG L7zH A
MZBIT 5L AR— hZ2ARLET,

show dynamic-filter statistics Ry " xrv b NTFT7 4 v 7 T4V ETE=F SN0,
BIOIhooEROI H ST A NI AR TTITv 7 U AR,
TULAYVAMI—ET RO ERRLET,

show running-config Ry bRy N " T T 4907 TANADOETaL T 4 Fal—

dynamic-filter varvErRRLET,
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show eigrp events

EIGRP A X b 11 7% FRx$ 51213, F4E EXEC & — K T show eigrp events =~ > RZ{fJf] L
\ij_o

show eigrp [as-number] events [{start end} | type]

WX DN

57 )V b

a<v s RFE—F

as-number

UEB)A Xy h 7 %FERLTWD EIGRP 7ut 2D HPHY AT L

FHEEHRELETASA NV R —FT B EIGRP LV —T 4 7 7tk

ZF 1 OF T THHIED BBV AT AERAEETALE IS £

A,

end (EBE AN "N B2 AT v 7 AEKE start TRRB S A
VT I AT H end TR TTHZU NUIZRELET,

start BT 2 NI DA T v 7 AFK G ERET D HE, BGE S %
BETAE HMATEEEINT-A X NCRHEAL . end BIETIEE SN
7oA R N TRT LET, A7 MEIE. 1 ~ 4294967295 T,

type (FEE)@EESns2 A X hEaERLET,

start BE Wend ZFE L2 WA TXToOe s = N REFRINET,

WORIZ, a~ REANTEE—FERLET,

T77AT U —IV
F—F X274 aTFHALD
%
b7V AR =N

avwy RE—F V22l a2 SNV S VAT A

¥#HE EXEC o X |— o X o Xfi  |—
o< v Rk JU—2 EEARN

8.0(2) o<y RpBEMmEnE L,

9.0(1) < NTF AT HRAN T— ROV R— 2 BMEINE L,
f?ﬁﬁi@ﬁ/f K<  show eigrp events D ) TIXH K 500 DA X ERFRREINE T, A N2 MR RKREICEET

v

LEFMLNAXRY MIMDORRBIZEMIS A X MIH A ORBENSHIRSVET,
clear eigrp events =~ > NZfil] 95 & EIGRP A XU f /%27 V7 TEET,

show eigrp events type =~ > RIX.EIGRP A/ X bR X J AT —H A E£ R LET, T 7+

VR T R A N R A N—80E IS I OVDUAL FSM A v — UGk S E ¥, 1A /3 —
WA X2 b X7 1% no eigrp log-neighbor-changes =~ > K2 H L CF 4 &—7 12T
TET, RA N—EEE L R h O r X2 71T no eigrp log-neighbor-warnings =~ > RZ{#iH L T
TAE—TMITEET DUALFSM A R hOa XU 7 ET 4 =T M TE EHA,
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il 12 . show eigrp events =1~ > RO Al 2~ LE£9,
ciscoasa# show eigrp events
Event information for AS 100:
1 12:11:23.500 Change queue emptied, entries: 4
2 12:11:23.500 Metric set: 10.1.0.0/16 53760
3 12:11:23.500 Update reason, delay: new if 4294967295
4 12:11:23.500 Update sent, RD: 10.1.0.0/16 4294967295
5 12:11:23.500 Update reason, delay: metric chg 4294967295
6 12:11:23.500 Update sent, RD: 10.1.0.0/16 4294967295
7 12:11:23.500 Route install: 10.1.0.0/16 10.130.60.248
8 12:11:23.500 Find FS: 10.1.0.0/16 4294967295
9 12:11:23.500 Rcv update met/succmet: 53760 28160
10 12:11:23.500 Rcv update dest/nh: 10.1.0.0/16 10.130.60.248
11 12:11:23.500 Metric set: 10.1.0.0/16 4294967295
KIZ show eigrp events 2=~ > N CRIME S LR TEFEZER L L ZOM B Z R L ET,
ciscoasa# show eigrp events 3 8
Event information for AS 100:
3 12:11:23.500 Update reason, delay: new if 4294967295
4 12:11:23.500 Update sent, RD: 10.1.0.0/16 4294967295
5 12:11:23.500 Update reason, delay: metric chg 4294967295
6 12:11:23.500 Update sent, RD: 10.1.0.0/16 4294967295
7 12:11:23.500 Route install: 10.1.0.0/16 10.130.60.248
8 12:11:23.500 Find FS: 10.1.0.0/16 4294967295
WIZEIGRP A X h 7 Dx > kU R4 O show eigrp events =~ > KO H il &7~ L
\ij_O
ciscoasa# show eigrp events
Event information for AS 100: Event log is empty.
K1Z . show eigrp events type =~ > RO IHl =R L ET,
ciscoasa# show eigrp events type
EIGRP-IPv4 Event Logging for AS 100:
Log Size 500
Neighbor Changes Enable
Neighbor Warnings Enable
Dual FSM Enable
MEa~w R awr R B

clear eigrp events

EIGRP A R b uaX o7 Ny 772707 LET,

eigrp log-neighbor-changes

FAN—EEALAR v OuXr TE A4 FZ—T NI LET,

eigrp log-neighbor-warnings

RAN—EELS X bORFX U T A =T M LET,

B CiscoASAYV—X o= RUT77L VR Savwr R



show eigrp interfaces

EIGRP L —7 4 V' ZIZBIML TNWDA ¥ —T = A A FRT HITIE FiHE EXEC £E— KT
show eigrp interfaces =~ > N&{HH L £ 7,

show eigrp [as-number] interfaces [if-name] [detail]

WX DN

F 7 %)V b

av s RKRE—F

as-number WEB)T VT 47T A H—7 x4 A%FKR7T5EIGRP 7utADH

B AT AESERE L ET,ASA NP AR — 92 EIGRP L —7 «

T AL O THAED BBV AT LAESEIRTET D%

HEH D A,

detail B iEmfERE R L E T,

if-name (EE)nameif 2~ FTHEINTZA VU F—T = ADLEI A~
B =T 2 A ABERETDE /EINT AV H—T = A AZFKRP
IR S E 9,

A EBE—=T oA AL EFEELRVIRES . T XTOEIGRP £ % —7 = A ZADFEWMRFRENET,

ROKIZ, A~ FEANTEHEF—RF2RLET,

T7AT U+ —IV
T—F X274 arsTHXL
< J)VF
kT AR arvrFx
av RFE—F 22l v 2 NV P AT A
i HE EXEC o Xt |— o Xk o Xhi& |—
o< FBRE Uy y—= EHENE

8.0(2) Zoawy RpBMEhE Lz,
9.0(1) ~“NVF arsTFTFANT— ROV R—FRBEMENE L,

ER EDHFA RKZ  show eigrp interfaces =~ > RZfLH LT EIGRP 37 77 4 7724 2 —7 = A4 ZZ&HHI L,
A FhoDA v H—T A AZHEE T D EIGRP [ZHOWTOFREZFE L £,
A —=T 2 A APRBEINTZHE.TDA LV E—T oA ADHENPEREINET AFEI NN
WA EBIGRP ZE(TLTWAHTRTDA v B —T = A ANERINET,
HEVAT ANERESNEZHBABESNTEZAEVAT AIOWTDIL—T 47 Tak A0
FMBRENET HEINLRVWEE.TXTOEIGRP V2 ANRNFRRINET,
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il K12 show eigrp interfaces =~ > RO Nl ZR L E T,
ciscoasa# show eigrp interfaces
EIGRP-IPv4 interfaces for process 100
Xmit Queue Mean Pacing Time Multicast Pending
Interface Peers Un/Reliable SRTT Un/Reliable Flow Timer Routes
mgmt 0/0 0 11/434 0 0
outside 0/0 337 0/10 0 0
inside 0/0 10 1/63 103 0
£ O62IC.ZOMNTRRINDIEER 7 4 — )V ROWHZRLET,
Z 6-2 show eigrp interfaces ? 7 1 —/L KD HH
74— K A
process EIGRP V' —F 4 7 Fuv A0 HEY AT LAFE ST,
Peers ESEEHE I TWBET O,
Xmit Queue FHEMECEWVIEEF 2 —B I OMEFEEO S WEEFEF 2 —IZE> TS
Un/Reliable Ry DO
Mean SRTT SWHEOAL—X T RN 7R ),
Pacing Time EIGRP /3% v kN (GO v M B L OMEHEMEO V7 v 1)
Un/Reliable BAUE—T 2 AERTDIXAI VT ERETDHRODICEHIN
BH— v 7R (R,
Multicast Flow ASA B3~ /)LF ¥ A ; EIGRP /N7 v M &2 1EET 5 KIDVHL,
Timer
Pending Routes EEXF2—NTEEEZHFEL WDy RO L— kD%,
Eax< R a<wv R B
network EIGRP L —F 4 > 7 Fuv 2|28+ 5%y T —27 B LA >

H—T 2 A TERLET,
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show eigrp neighbors

EIGRP A /N\— T =T /L& Rmd 51213, FrbE EXEC E— R C show eigrp neighbors =~ >
AL ET,

show eigrp [as-number] neighbors [detail | static] [if-name]

X DA as-number (ER) x4 "— =2 U ZHIRT 5 EIGRP a2t ADHAT AT A
FFEHRELETLASA BNV HR— TS EIGRP V—T 4 7 T nk
21 OF T THAITED HEV AT AEREREETALERXHY E
A,
detail UEE)FEM R A N—FHREFR R LET,
if-name (f£&) nameif =~ > F‘T?‘é‘fﬁéz"b?’/{ VHE—T 2 ADL féIJ A
B —T o f ARG ERETHEE FDA L EZ—T = A A% LTHE
ENTETRTOFRA N— T — 7/1/ T kY b)i%réﬂi*f
32D ({EE)neighbor 2~ FEFH L TAX T 4 v 7 ICERINTZ
EIGRP R A N—%2 KR LET,
F7 )b A H =T 2 A AL EFERELRWEES . TR TCOAL X —T =2 AZ N L THEEENT-RA

N=NFEREINET,

av RE—F WORIZ, 2~ REANNTELE—RERLET,
T7AT UF—IV
T—F X2V T4 2V TFRAL
< /VF
b T AR a7 X
av s RFE—F =7y RN |7V [N |[RB AT A
Fi#E EXEC o &  |— o XfI& o XIS |
awy FERE JYy—2=x EREAK
8.0(2) Zoawy RpBEMEhE Lz,
9.0(1) ~“NVF arsTFAN T ROV R—FRBEMESNE L,
R EDHA RZ  clear eigrp neighbors =~ > RZHEH L T XA F I v 7% E IR A /S—% EIGRP %A

s W= T =T N7 VT TEET,
static ¥ — 7 — FZ M LRWIRY (X ¥ T 1 v 7 ZA AN THNICEENEE A,

CiscoASA >V —X a<= R U7y LvR Savwr R
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il 1Z . show eigrp neighbors =~ > KO H A B %~ L £,

ciscoasa# show eigrp neighbors

EIGRP-IPv4 Neighbors for process 100

Address

172.16.81.28
172.16.80.28
172.16.80.31

Interface Holdtime Uptime Q Seq SRTT RTO
(secs) (h:m:s) Count Num (ms) (ms)
Ethernetl 13 0:00:41 O 11 4 20
Ethernet0 14 0:02:01 O 10 12 24
Ethernet0 12 0:02:02 0 4 5 20

# 63 ZOHNTRRSNDEERT 4 — /L FOBHAEZRLET,

Z# 6-3 show eigrp neighbors = ¢ —/L FDF

Z4—I)VF

B

process

EIGRP )V —F 4 7 Futv A0 HAMEY AT LAFE R TT,

Address

EIGRP XA X—®D 1P 7 RL A,

A BF =Tz AR

ASA BNFH A X—=M15 hello X7y VEZET DA X —T =1 A,

Holdtime

ASANRHF T EESINDETIIHRA N—=05DINE & 5% T 5 0
£ & (BHENLD), ZDOFR—v K Z A Aid hello 737w b TRA N—n5H%%
Z L BID hello 7%y B XA N—OZETHETHD LIBDET,

FAN=RT T IV DR —IVE XA LEHEHLTWEEEIT. 20K
115115 KB TT ETHT 74V FUANDR =V K XA LEFRELT
WABAIZ. T 74 FNUSDER—IV R Z A LNFRREINET,

COMENO0IZETHEASA T, RAN—ZEZEARRE LR LET,

Uptime

ASA BN Z D RA N—= 5 DISE & BN 52E L TH B ORI R (K
ARt N

Q Count

ASA DEEZFHL TWD EIGRP X4y NT v 7FF—h. 7 —,
A DEL,

Seq Num

FAN=PORBELEREDOT v 77— b 7 — FIFIEE N
Ty D=l A,

SRTT

AL—=RA TR MYy TR, ZHUXEIGRP N7 v b & Z O XA
IN—ICHHE LLASA IRE DRy | ORERRINE & 525 2 7o O IZ B2
U BT,

RTO

Retransmission Timeout (FEED X A L7 7 K) (T UR), ZiLiE.ASA
BDEEEX2—DOERAN—IR Ty FEERET D E TIHFET D
H#F'Hﬁf—gqo

K1Z . show eigrp neighbors static =~ > KO 12~k L £,

ciscoasa# show eigrp neighbors static

EIGRP-IPv4 neighbors for process 100

Static Address
192.168.1.5

Interface
management
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F 64 ZOHMNTERINDIEERT7 4 —/VROFHAE R LET,

Z# 6-4 show ip eigrp neighbors static D=7 1 —/L FDHH
TA4—IVF B!
process EIGRP V—FT 4 7 7t AOBHEI AT LAH S TT,

Static Address

EIGRP # A /"—®D P 7 FL A,

A BE—=T AR

ASA WHRA X—In5 hello X7y NEZETDHA X —T A A,

X2, show eigrp neighbors detail =~ > RO 1Hl 2R L ET,

ciscoasa# show eigrp neighbors detail

EIGRP-IPv4 neighbors for process 100

H Address

3 1.1.1.3

Interface Hold Uptime SRTT RTO Q Seq Tye
(sec) (ms) Cnt Num
Et0/0 12 00:04:48 1832 5000 0 14

Version 12.2/1.2, Retrans: 0, Retries: 0
Restart time 00:01:05

0 10.4.9.5

Fa0/0 11 00:04:07 768 4608 0 4 S

Version 12.2/1.2, Retrans: 0, Retries: 0

2 10.4.9.10

Fa0/0 13 1wOd 1 3000 0 &6 S

Version 12.2/1.2, Retrans: 1, Retries: 0

1 10.4.9.6

Fa0/0 12 1wOd 1 3000 0 4 S

Version 12.2/1.2, Retrans: 1, Retries: 0

F£ 651 ZOHNTRRINDIEERT — /L FOBBAZRLET,

Z# 6-5 show ip eigrp neighbors details © 7 ¢ —/t FOFHH

4=V EF B!

process EIGRP L —7 4 7 o ADHF Y AT L% FTT,

H DT AT FBESINTRANRN—L DM THYLSNTEET YV 7 By
varvOIEEER LETIEIZ.OMNOIAEDER L-ESTHEIN
e I

Address EIGRP XA X—D IP 7 RL X,

A H—T A A

ASA WFRA X—=In5 hello X7y NEZETDHA X —T oA A,

Holdtime

ASAMEZ TV EBESENDETITHRA N—00 DINE 21513 D REH O
EES(BENM), ZDFR—1V K Z A Aid hello 737 v F TRA NR—=In 55213
L. BID hello 737w h &2 FANR—0 5235 ETHAD LD £,

XA N=BT T H IV EDR—V R XA LEFHLTHDEAIEL Z OHE
LIS KM CTT ETNT 74N MUSADKR— VR XA LERELTND
AL T 74V NS DR —IV R XA DRFERENET,

COfED 0ZET D L ASA T RAN—ZEERGEL RRLET,

Uptime ASA B Z DRA N—=05 DINE % B AN 325 LT 5 OR% g (K
53 ) .
SRTT AL—R 5 RN 7R, ZHUZ EIGRP X7 > & Z DR A X —

WZEE LLASA NZE DNy N OWERIGE EZET DD BRI VR
BT,
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# 65 show ip eigrp neighbors details @ = .1 —/L FOZH (FEZ)
TA4—IVF B!
RTO Retransmission Timeout (FFEED X A L7 7 F) (2 V), ZILIE ASAD
HEEX 22— R A N—2r y N EBEIEET D £ CICRHET 5 HERH
T,
Q Count ASA NIEE R L TV EIGRP X7 v M (T v 7T — b . 7=V — &
) DIk,
Seq Num RAN=NOZEFELIEREDOT v 77— M7 ) — FTSE T >
fDT—Ar v RS,
Version RBESNFEETRETFOY 7 27 N—T g
Retrans Ny B EFE LR,
Retries Ny N OFEERIT LR,
Restart time BEINTZRAN—03FEE LT b ORERRM (R0 8)
EHEa~<v R a2 R B!

clear eigrp neighbors EIGRP %A N— F—7 L% 27 U7 LE T,

debug eigrp neighbors EIGRP A N\— T 1w 7 A vt —Vh2FRLET,

debug ip eigrp

EIGRP X7 v s TR T A v —TE2FRLET,
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show eigrp topology

EIGRP FRw Y 7 —7 V& RRT 2I21%, K5 EXEC £ — R T show eigrp topology =~ > N4
BEHLES,

show eigrp [as-number] topology [ip-addr [mask] | active | all-links | pending | summary |
Zero-successors |

X DA active ({EE)EIGRP hARu Y 7 —TNVNDOT VT 47 =2 F) OIRFRL
£7,
all-links ({EE)EIGRP hAr Y 77— NANOTXTONL— KT 4 TV H
7B ThWEAL)ERRLET,
as-number (FEE)EIGRP v 2D ARV AT AEESZIEE L ET,ASA 3
RN—hrF5EIGRP L—FT 4 7 kA d 1 >EFThiH. A
VAT LEFEFZERETD2LETH Y A,
ip-addr (A7 a)ERTHIREY T—TANEDIPT RLAZEFRL
FT v A7 E—MHICRE LTSGR = MY OFM e 2 ik X
nEk4,
mask (A7 a )ip-addr 5IEWCHE T 2%y NV —0 v A7 2EHKRL
£7,
pending EE) XA RN—DLDOEHFHZHEL TOD 0, FA N—~DISE & 15
ML TWA EIGRP bRy 77— VHNOTXTOTY R EFoR
LT,
summary (EE)EIGRP FRr Y F—7 L 0FERKEZF R LET,
Zero-successors (fEE)EIGRP bR e Y F—7 VNOMHARE/R L — N 2R R L ET,
T 7 4V b TATTN BT THLNL— NOHRNRE RSN ET all-links ¥— 7V — REFEHT L L7

a<w KE—FK

TN YIS TRNLEDOLEDETRTONL— MR FERINET,

ROKIZ, A~ FEANTEHEF—RF2RLET,

TZ7AT Ut —IV
ET—F X274 avyTHAE
< IVF
FF AR SN
avw s RKE—F =7y N TV (7 [ R b VAT A
K5 HE EXEC o Xhi&x  |— o Xk o Xhi&  |—
a<w v FER JyYy—= EHENE
8.0(2) Zoawy RBEMENE L,
9.0(1) ~“NVF arsTFTFAN T ROV R—FRBEMENE L,
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# |

BRLOAA KT
fv

1l

a<r FER

clear eigrp topology =~ > RZHH L T ¥4 FIv 7 = M) & hARnr Y T—7 0 bHIR

TEET,

IZ . show eigrp topology =~ > KD H %~k L £9,

EIGRP-IPv4 Topology Table for AS(100)/ID(192.168.1.1)

Codes: P - Passive, A - Active,

r - Reply status

U - Update, Q - Query, R - Reply,

P 10.2.1.0 255.255.255.0, 2 successors, FD is 0
via 10.16.80.28 (46251776/46226176), EthernetO
via 10.16.81.28 (46251776/46226176), Ethernetl
P 10.2.1.0 255.255.255.0, 1 successors, FD is 307200
via Connected, Ethernetl
via 10.16.81.28 (307200/281600),
via 10.16.80.28 (307200/281600),

Ethernetl
Ethernet0

# 661 ZOMNTRRESNDEERT 41—V ROFHEZRLET,

# 6-6 show eigrp topology @7« —/v FIE#R

74— K B

Codes IO RRaY T—7n = b Y OIREE, Passive 3 KX TN Active 1%, Z DB
\ZB99 % EIGRP K AE % 7~ L, Update, Query, 35 £ OF Reply 1&, 155 F /3
Ty hOEA T ERLET,

P - Passive N— MIBHTE LS. Z OSSOV TO EBIGRP HH & X E/TEINE
A,

A - Active Z DFEHIT OV T D EIGRP HHEANFEITENET,

U - Update COSENCHEH Ny RREFEEINTZ EERLET,

Q - Query T ) — Ry EREEFEEINEEERLET,

R - Reply ZDSNIEE Ny FBREEEINTEZ EERLET,

r - Reply status

VTR =T R —%
777,

ERELISEELHFEL TS ESICTHRESND

address mask

SidEDIP T RL AL R,

successors Y7ok, ZOBEIZIPLV—FT 47 T—TNANHNORT A KRy S
OENZHS L ET, FsuccessorsJ NRXFTTERRINDIGE IN— FNEIX
X7 AN Ky FITEBIRETT,

FD TADPTIVTARAB A, T 4 DT T 4 AX AT SE I BET 57

DOEEIEA N v I M N— BT I T 4 T1Eo- & SIS =5
WA RN w7 T, ZOEIZT AP T A &b F =y 7 IE SN E
T LUR—FENTEN—BFDF Y RAEZLA(RAT 2 aDFEDA N v 7)

MIT LTIV T 4 AR AL O/INSWGSE. 7 0 V8T T o RERT &
NT FORRZI T4 TN Y IRV EST V7 72Tk o T

RAWT 4 DTN B 7L END & 205y =) —&%(E
TAHAMEETHY FHA,

CiscoASA >V —X a<w R U777 LR Sawr R
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# 6-6 show eigrp topology @ = .1 —/L FIE# ($¢X)
TA4—IVF B!
via ZDHEIZONTY 7 N =T IZHALIEETOIPT FLA, 2l DT

Y U OO n E#l (0 1TY 27 v O T BAEOY 7 BT, Y X FA

DEY DO NVIET 4 VTN BTV TT,

(costladv_cost)

DO TNT RAXF A XL EIGRP A MY v 7 TF,

BHIDOEAE TS5 ~D a2 2 S % FKT EIGRP A F U v 7 T9.2 & D DOEAH

interface BROFLEBTLOAL L H—T A A,

WIZIP 7 FL &L & {2 L 7= show eigrp topology D H /165 & 7~ L ¥ 4, H /11EPEL— b

IZOWNWTOHLDTT,
ciscoasa# show eigrp topology 10.2.1.0 255.255.255.0

EIGRP-IPv4 (AS 100): Topology Default-IP-Routing-Table(0) entry for entry for 10.2.1.0

255.255.255.0

State is Passive, Query origin flag is 1, 1 Successor(s),

Routing Descriptor Blocks:

0.0.0.0 (Ethernet0/0), from Connected, Send flag is 0x0
Composite metric is (281600/0), Route is Internal

Vector metric:
Minimum bandwidth is 10000 Kbit
Total delay is 1000 microseconds
Reliability is 255/255
Load is 1/255
Minimum MTU is 1500
Hop count is 0

WIZIP T KL R L& 2 L 7= show eigrp topology O H /16 % 7~k L £ 97, H /134560 — K

IZoOWVWTOHLDTT,
ciscoasa# show eigrp topology 10.4.80.0 255.255.255.0

FD is 281600

EIGRP-IPv4 (AS 100): Topology Default-IP-Routing-Table(0) entry for entry for 10.4.80.0

255.255.255.0

State is Passive, Query origin flag is 1, 1 Successor(s), FD is 409600
Routing Descriptor Blocks:
10.2.1.1 (Ethernet0/0), from 10.2.1.1, Send flag is 0x0
Composite metric is (409600/128256), Route is External
Vector metric:

Minimum bandwidth is 10000 Kbit
Total delay is 6000 microseconds
Reliability is 255/255

Load is 1/255

Minimum MTU is 1500

Hop count is 1

External data:

Originating router is 10.89.245.1

AS number of route is 0

External protocol is Connected, external metric is 0
Administrator tag is 0 (0x00000000)

CiscoASAV ) —RX a< R U7y LR SavwryF 1|



# |
[ ]
HEa~ KR a<w R B!
clear eigrp topology A F I 7 IZHEENTZ= MY ZEIGRP hARB Y T—T 05
U7 LET,
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show eigrp traffic

EEZAF &7z BIGRP X7 v b O%ta Ford 2121, Fi#E EXEC £ — R T show eigrp traffic =~
Y REMEHLET,

show eigrp [as-number] traffic

KL DR as-number (EBE)A_N F a7 %R R LTWD EIGRP 7t A0 HHEY AT L
FHEEHRELETASA RNV R—FT B EIGRP LV —T 4 7 7tk
ZNZ 12T THDITD BEVAT LAESEZRET I LELXH £
A,

F 7 %)V b T 7 4V N OEBERCHEIZH Y AL

a<vy KE—F ROKIZ, A~ FEANTELHE—RR2RLET,

T7AT U+ —IV
T—F X2V T4 2V TFRAL
< J)VF
FF AR ayFx
a<wy FE—F N—T v N |TVLvh 7N | R B AT A
Fi#E EXEC o XN |— o XfI% o XN |—
o RERE Jyy—= EEAK

8.0(2) Zoawy RpBMEhE Lz,
9.0(1) ~“NVF arsTFTFANT— ROV R—FFRBEMENE L,

R EDHA KT clear eigrp traffic 2~ > REfiH 925 & EIGRP F 77 ¢ v 7 OfatlEwa 7 V7 T& £7,
A

il K 1Z  show eigrp traffic =~ > RO FIZR L ET,

ciscoasa# show eigrp traffic

EIGRP-IPv4 Traffic Statistics for AS 100
Hellos sent/received: 218/205
Updates sent/received: 7/23
Queries sent/received: 2/0
Replies sent/received: 0/2
Acks sent/received: 21/14
Input queue high water mark 0, 0 drops
SIA-Queries sent/received: 0/0
SIA-Replies sent/received: 0/0
Hello Process ID: 1719439416
PDM Process ID: 1719439824

CiscoASAY V) —RX a<w R U7y LR Savwr R
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£ O6TIZ.ZOMNTRRESNDGEERT 4 —/V FOGHEZRLET,
# 6-7 show eigrp traffic 7.7 —/v FOFH
TA4—IVF B!
process EIGRP V—7 ¢ 7 7akt ZADOHHFEY AT LFEFTT,
Hellos sent/received W2 5 SN hello X7 v hD#K
Updates sent/received EZEINET Y TFTT— Xy N0
Queries sent/received EZEINTZII ) — Xy O
Replies sent/received EZEINTINENRT v N
Acks sent/received B E SN T HERINZE (ACK) X7 > O
Input queue high water RZAE L& WVMEIZET L CWAZENNT v M L OEEHE R
mark/drops 7y b O
SIA-Queries sent/received | 1652{F X 417= Stuck-in-active 7 = U —,
SIA-Replies sent/received  |3%52{Z X 7= Stuck-in-active &,
HEa~< R gy R =4 B

debug eigrp packets %35 Xt72 EIGRP /X7 v bDOF RNy ZiF#HAZF <L ET,

debug eigrp transmit  %{Z S7- EIGRP A v — Y DOF RNy FfEREF R LET,
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show environment

VAT A aAVR—X DYV AT LB

B & £oR” 1 5 I2I1L., FiE EXEC & — K T show

environment =1~ > RZ{HH L £1,

show environment [alarm-contact | driver | fans | power-consumption | power-supply |
temperature] [chassis | cpu | voltage]

X DN

alarm-contact

(A7 3 )ISA 3000 T84 A LDANT F—h a7 No#iE
AT —H AR RLET,

chassis

(EB)BERTE VY —VITRBELET,

cpu

(ERIRERREZ Ty FIZRELET,

driver

(A7 a)BEE=FZY 7 APMD RIA R AF—Z 2 5FK L
F9, R TAN AT —F A ZROWNTINZ72 ) F9,

e RUNNING: K7 A 2\ ZEEF T,
e STOPPED: 7 —MNRKRT NI A NI L TWET,

fans

UEB)BH 7 7V OBMEAT —Z A HRRLET, AT —H ATKD
WD £97,

e OK:7 7 VIFIEFIZEWER TT,
e Failed: 7 7 U DNHE L TV A7 D AN NE T,

power-consumption

(A7 a)POEA v FA—T =2 ADBEEBEELZFR R LET,

power-supply

(EE)EROEBEAT - AR R LET KFEREY 2 —/LD R
F— S AFROVFRN AR ET

o OK:FJERIZIEFIZEMEFT T,
o Failed: BIRNHE L TV D 72 OAZHN ML E T,
e Not Present: 8/ E SN7=EBRDVRE I N THETA,

BIREY 2—NVDORNEMAT X ALERREINE T AEHEAT —X
AIRDONTINIT 720 £97,

e OK:zx=v NIV YV —ANZEERECEFIZEERTT,
. Lost:L v MZIEM i&)@iﬁ/\/ﬁi\ﬁﬂfﬁﬁﬁm)/ A TCIEH

WCEMET T3, 2L EDOBEENEA LGS, VAT AT
vy MU VENRNET,
e N/A:Z=vy MIBEBROILEHIZFIET 2L HICHRESNTVE

A,

temperature

ERE) 7oty oy —VOREBIOAT =X A 2FR LET,
REFERTRSNET AT —F 2FTROVTANTRD 7,

-onﬁﬁiLﬁ@@ﬁﬁlW:%biﬁo
o Critical :JEJE 138 O EMERFASN TT,

BE

UEE)CPUBEF ¥ XNV 1 ~24 DR R R LE T BERT — & 2%
br& £,
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F7 %V b

a<v v RE—F

F—U—=FPRESNTORVEGEIE, FT7ANZBR TN TOBEERPI RSN ET,

WORIZ. a~ REANTESE—FexRLET,

T7AT Ut —)V
T—F X2V T 4 aTFHAB
< J)VF
FZ7 AR =N
a<wy RKRE—FR N—T v |7V} U | R B AT A
¥ HE EXEC o Xfhts o Xfhts o XfIH |— o Xfits
vy N Jyy—= EENE
8.1(1) Zoawry RpBIMEnE L,
8.4(2) ASA 5585-X SSP OH /IR IEMENFE LIz, I HIZ. T 2TV SSP A
AP =DV R— B EMINE LT,
8.4.4(1) ASA 5515-X,ASA 5525-X.5545-X. 3 L O ASA 5555-X TEREINDHE
BFIREN HOTEEEINE L,
8.6(1) ASA 5545-X 3B L TN ASA 5555-X O CPU BJEL ¥ 2 L— X iRE A X
FOHINRBIMENE LIz, BIRAN AT —Z A0 N BIMENE
L. EEE b —HORENENE L,
9.7(1) ISA 3000 1 alarm contact ¥ — 7 — R EMENFE LT,
9.13(1) Firepower 1010 PoE 1 > % — 7 = A A|Z power-consumption ¥ — 7 —
R2GBIMEnE L,
ERAEDHTA KT THAALAAOYE L KR—3 2 NOBEREEHRAZ R R TEET, 2OFERICIT. 77 BLOE
A BOBERT —H 2L CPUBLOV Y —VOREBLIORAT =X ANE 1 ET,ISA 3000 7
NA ANIANT T =0 a2 7 MIETAERPNEENLTWET,
N

) Ta2TASSPALUALN—LDOBRE LA 77  BXOEHROE T . V¥ —Y v EZ—DE
Y=l Lo TOHTENET,

1 K IZ . show environment =1~ > RO —fxH 2 H A1l 2R L £9,

ciscoasa# show environment

Cooling Fans:

Left Slot (PS0): 6900 RPM - OK
Right Slot (PS1): 7000 RPM - OK

(Power Supply Fan)
(Power Supply Fan) Power Supplies:

Power Supply Unit Redundancy: OK
Temperature:

B CiscoASAYV—X o= RUT77L VR Savwr R



Left Slot (PSO): 26 C - OK (Power Supply Temperature)
Right Slot (PS1): 27 C - OK (Power Supply Temperature)

Cooling Fans:

Left Slot (PSO): 6900 RPM - OK
Right Slot (PS1l): 7000 RPM - OK
Temperature:

(Power Supply Fan)
(Power Supply Fan)

Processor 1: 44.0 C - OK (CPUl Core Temperature)
Processor 2: 45.0 C - OK (CPU2 Core Temperature)

Chassis:

Ambient
Ambient

Ambient
Ambient

1: 28.0 C - OK (Chassis Front Temperature)

2: 40.5 C - OK (Chassis Back Temperature)
Ambient 3: 28.0 C - OK (CPUl Front Temperature)

4: 36.50 C - OK (CPUl Back Temperature)

5: 34.50 C - OK (CPU2 Front Temperature)

Ambient 6: 43.25 C - OK (CPU2 Back Temperature)

Power Supplies:

Left Slot (PS0): 26 C - OK (Power Supply Temperature)
Right Slot (PS1): 27 C - OK (Power Supply Temperature)

12 . show environment driver =~ > FOH 127 L E 9,

ciscoasa# show environment driver

Cooling Fans:

Cooling Fan 1: 5888 RPM - OK
Cooling Fan 2: 5632 RPM - OK
Cooling Fan 3: 5888 RPM - OK

Power Supplies:

Left Slot (PSO):
Right Slot (PS1):

Power Supplies:

Left Slot (PSO):
Right Slot (PS1):

Left Slot (PSO):
Right Slot (PS1):

Left Slot (PSO):
Right Slot (PS1):

Temperature:

Processor 1: 70.0

N/A
8448 RPM - OK

Not Present
Present

N/A
33 C - OK

N/A
8448 RPM - OK

C - OK

CiscoASAV ) —RX a< R U7y LR SavwryF 1|



Ambient 1: 36.0 C - OK (Chassis Back Temperature)
Ambient 2: 31.0 C - OK (Chassis Front Temperature)
Ambient 3: 39.0 C - OK (Chassis Back Left Temperature)

Power Supplies:
Left Slot (PSO): N/A
Right Slot (PS1): 33 C - OK

Voltage:
Channel 1 1.168 Vv - (CPU Core 0.46V-1.4V)
Channel 2: 11.954 v - (12V)
Channel 3: 4.998 vV - (5V)
Channel 4: 3.296 vV - (3.3V)
Channel 5 1.496 v - (DDR3 1.5V)
Channel 6 1.048 V - (PCH 1.5V)

KIZ . ASA 5555-X D4 @ show environment =1~ > RO H F1fHlZ R LE9,

ciscoasa# show environment

Cooling Fans:

Left Slot (PS0): 9728 RPM - OK
Right Slot (PS1l): 0 RPM - OK

Power Supplies:

Left Slot (PS0): Present
Right Slot (PS1): Present

Power Input:

Left Slot (PSO): OK
Right Slot (PS1l): Failure Detected

Temperature:

Left Slot (PSO): 29 C - OK
Right Slot (PS1): N/A

Processors:

Ambient 1: 39.0 C - OK (Chassis Back Temperature)
Ambient 2: 32.0 (Chassis Front Temperature)
Ambient 3: 47.0 C - OK (Chassis Back Left Temperature)

(@]
1

o

~

Power Supplies:

Left Slot (PS0O0): 33 C - OK
Right Slot (PS1): -128 C - OK
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WIZ. T 2TV SSP A A h—/L D ASA 5585-X ¥ ¥ —3 < A X — DA D show environment

avy FoOWhElZRLET,

ciscoasa(config)# show environment

Cooling Fans:

Left Slot (PS0): 7000 RPM - OK (Fan Module Fan)
Right Slot (PS1): 6900 RPM - OK (Power Supply Fan)

Power Supplies:

Power Supply Unit Redundancy: N/A

Power Supplies:
Left Slot (PS0): 64 C - OK (Fan Module Temperature)
Right Slot (PS1l): 64 C - OK (Power Supply Temperature)

Power Supplies:
Left Slot (PS0): 7000 RPM - OK (Fan Module Fan)
Right Slot (PS1): 6900 RPM - OK (Power Supply Fan)

Temperature:

Processor 1l: 48.0 C - OK (CPUl Core Temperature)
Processor 2: 47.0 C - OK (CPU2 Core Temperature)

Chassis:

Ambient 1: 25.5 C - OK (Chassis Front Temperature)
Ambient 2: 37.5 C - OK (Chassis Back Temperature)
Ambient 3: 31.50 C - OK (CPUl Back Temperature)
Ambient 4: 27.75 C - OK (CPUl Front Temperature)
Ambient 5: 38.25 C - OK (CPU2 Back Temperature)

6

Ambient 34.0 C - OK (CPU2 Front Temperature)

Power Supplies:

Left Slot (PS0): 64 C - OK (Fan Module Temperature)
Right Slot (PS1l): 64 C - OK (Power Supply Temperature)

Voltage
Channel 1 3.310 vV - (3.3V (Ul42 vX1))
Channel 2 1.492 vV - (1.5V (U142 VvX2))
Channel 3 1.053 v - (1.05V (Ul42 VX3))
Channel 4 3.328 V - (3.3V_STDBY (U142 VP1l))
Channel 5: 11.675 V - (12V (U142 VP2))
Channel 6 4.921 v - (5.0V (Ul42 VvP3))
Channel 7 6.713 vV - (7.0V (Ul42 VP4))
Channel 8: 9.763 V - (IBV (Ul42 VH))
Channel 9: 1.048 VvV - (1.05VB (U209 VX2))
Channel 10: 1.209 V - (1.2V (U209 VX3))
Channel 11: 1.109 V - 1.1V (U209 vx4))

(
Channel 12: 0.999 v - (1.0V (U209 VX5))
Channel 13: 3.324 vV - (3.3V STDBY (U209 VP1))
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Channel 14: 2.504 vV - (2.5V (U209 VP2))
Channel 15: 1.799 v - (1.8V (U209 VP3))
Channel 16: 1.899 V - (1.9V (U209 VP4))
Channel 17: 9.763 vV - (IBV (U209 VH))
Channel 18: 2.048 vV - (VTT CPUO (U83 VX2))
Channel 19: 2.048 vV - (VTIT CPUl (U83 VX3))
Channel 20: 2.048 vV - (VCC CPUO (U83 VX4))
Channel 21: 2.048 Vv - (VCC CPUl (U83 VX5))
Channel 22: 1.516 Vv - (1.5VA (U83 VP1))
Channel 23: 1.515 Vv - (1.5VB (U83 VP2))
Channel 24: 8.937 V - (IBV (U83 VH))
CPUBIEL Fa L—FREA XU MIEY ASAR Y Y v M TV ENTEHEIT ROEE R >
T URERENET,
WARNING: ASA was previously shut down due to a CPU Voltage Regulator running beyond the
max thermal operating temperature. The chassis and CPU need to be inspected immediately
for ventilation issues.
FERRIZ OV T, syslog A v E— A K @ syslog A »vt—3 735024 ML T 7EEW,
&z . sshow environment alarm-contact =~ > KO HNHZ R L £,
ciscoasa> show environment alarm-contact
ALARM CONTACT 1
Status: not asserted
Description: external alarm contact 1
Severity: minor
Trigger: closed
ALARM CONTACT 2
Status: not asserted
Description: external alarm contact 2
Severity: minor
Trigger: closed
BAEa~< R a<w v R 2B

clear facility-alarm

output

WAV L—DEFRAEY LED 7 T —okie 227 V7 LET,

show facility-alarm

relay

N H—ENFET IT—LDRATF—X AEREERLET,

show version

N—RT 2T BIRY T NI TOR—Ta 2R RLET,
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show event manager

BEINTFEZFEAR N w32 —U% T 7Ly NMCBET AIEREZR T AICIE M EXEC E— R

C show event manager =1~ > R&fEH L £,

show event manager

X DOHHA Zoa=y FIFGIEELITF—V—FEd Y A,

avr K77+ 77 4V P OBIEREIZH Y R AL

JV b

a<w v RE—FK WORIZ, a~ REANTESE—FeRLET,

TZ7AT VA=V
T— R X274 aTXRD
< IVF
[ NZAZSZ A =V
a<wrRE—F N—rv K| 7vryh |7 (Rb AT A
sa—sN)L ary7Z X ab— | e Xl o XIS o X |— o XIS
va Y
o< RERE yy—2 EHENE
9.2(1) o<y RpBEMEnE L,
il 12 . show event manager =~ > KO Il Z R L £9,
ciscoasa# show event manager
event manager applet 21, hits 1, last 2014/01/19 06:47:46
last file disk0O:/eem-21-20140119-064746.1og
event countdown 21 secs, left 0 secs, hits 1, last 2014/01/19 06:47:47
action 1 cli command "sh ver", hits 1, last 2014/01/19 06:47:46
EEa~v R aw KR B

show running-config event

manager

AR N X —=V Y DE[Ta Ly T4 Fal—TarEFznsLl
ij‘o
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