CHAPTER 5

show crashinfo ==~ >~ K~ show curpriv =<

2

show crashinfo

7T va AFVICEMNINTWIRTTOV 7 vy a7 7 A VONKEFRT DITIEL K
e EXEC “E— K T show crashinfo =~ > F&{#H L £,

show crashinfo [save]
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JYy—2=x EENE

9.4(1) HINZIZ B S U7 syslog DEHFTO 50 (THAERRENET, ZNHD
MEREZR R TE L L9127 5IT1L. logging buffer =~ > K& A x—7
T DBERDHY £,

9.7(1) BH DOV AT EERY Ty va 77 ANVDHRERRTDHEIICHN
DEFHSNE LT,

7T wva T7ANNT AN 7T v anbERK S 7 (erashinfo test 7~ 2 R TARK S 4
VS E. 7Ty a Z7ANVDERIDA MY 71l saved_Test_crash| TH Y HhD A b
U714l : End Test_crash] T, 7 T v a 77 ANNBEEDT T v anhbERINTZD
a7 7 vva 7y ANVDOERNOITOLTFTINE: savea crash] T, itk D L4

[: End_crash] T (crashinfo force page-fault =~ > K& 72 |% crashinfo force watchdog =~ >

REFRAL CRESEEZ T v a2 kETe),
TTwvvaT—HNT Ty allE o BREIN TV ARWEAX, clear crashinfo =~ K%

ANWLTI T yva 7—2%27 07 LTWE L show crashinfo =~ FEFTT 5 &=
5 Ay r—URERSNET,

crashinfo test =~ > FAMHA LR LE L TT7 T v va AR VICEZRAINSEY T vy aFl
. ZDa~vr RKOMHNIZERTEEEAEBOZ Ty a 77 A NVDHMN
crashinfo_YYYYMMDD_HHMMSS 5_UTC DX TERINET,

WIZBRIED 7 Sy valffar 7 4 Fal—a 2B RTA30%2RLET,

ciscoasa# show crashinfo save
crashinfo save enable

WIZ. VT yva 7740 TAMOHIBIZRLET(ZDT A MIE > T.ASA BNEREIZY
TFovaTBHIlEIETHYERAZOTARNCTRILEINDZDEF. VI 2 b—FENEEH T
T 7 AILTT),

ciscoasa(config)# crashinfo test
ciscoasa(config)# exit

ciscoasa# show crashinfo

: Saved_Test_Crash

Thread Name: ci/console (0ld pc 0x00la6ff5 ebp 0x00e88920)

Traceback:

00323143

0032321b

0010885c

0010763c

001078db

00103585

00000000

vector 0x000000ff (user defined)
edi 0x004f20c4
esi 0x00000000
ebp 0x00e88c20
esp 0x00e88bds
ebx 0x00000001
edx 0x00000074
ecx 0x00322f8b
eax 0x00322£f8Db
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Stack dump: base:0x00e8511c size:16384, active:1476

error code n/a
eip 0x0010318c
cs 0x00000008
eflags 0x00000000
CR2 0x00000000
F-flags 0x2
F-flags2 0x0
F-flags3 0x10000
F-flags4d 0x0
F-bytes 0
0x00e89118: 0x004flbb4d
0x00e89114: 0x001078b4
0x00e89110-0x00e8910c:
0x00e89108-0x00e890ec:
0x00e890e8: 0x004flbb4
0x00e890e4: 0x00103585
0x00e890e0: 0x00e8910c
0x00e890dc-0x00e890cc:
0x00e890c8: 0x00000000
0x00e890c4-0x00e890bc:
0x00e890b8: 0x004flbb4d
0x00e890b4: 0x001078db
0x00e890b0: 0x00e890e0
0x00e890ac-0x00e890a8:
0x00e890a4: 0x001179b3
0x00e890a0: 0x00e890b0
0x00e8909¢c-0x00e89064:
0x00e89060: 0x12345600
0x00e8905c: 0x20232970
0x00e89058: 0x616d2d65
0x00e89054: 0x74002023
0x00e89050: 0x29676966
0x00e8904c: 0x6e6£6328
0x00e89048: 0x31636573
0x00e89044: 0x7069636f
0x00e89040: 0x64786970
0x00e8903c-0x00e88e50:
0x00e88edc: 0x000a7473
0x00e88e48: 0x6574206f
0x00e88e44: 0x666e€6968
0x00e88e40: 0x73617263
0x00e88e3c-0x00e88e38:
0x00e88e34: 0x12345600
0x00e88e30-0x00e88dfc:
0x00e88df8: 0x00316761
0x00e88df4: 0x74706100
0x00e88df0: 0x12345600
0x00e88dec-0x00e88ddc:
0x00e88dd8: 0x00000070
0x00e88dd4: 0x616d2d65
0x00e88dd0: 0x74756£00
0x00e88dcc: 0x00000000
0x00e88dc8: 0x00e88e40
0x00e88dc4: 0x004£f20c4
0x00e88dc0: 0x12345600
0x00e88dbc: 0x00000000
0x00e88db8: 0x00000035
0x00e88db4: 0x315f656cC
0x00e88db0: 0x62616e65
0x00e88dac: 0x0030fcfo0
0x00e88da8: 0x3011111f
0x00e88da4d: 0x004df43c
0x00e88dal: 0x0053fef0

0x00000000
0x12345678

0x12345678

0x12345678

0x12345678

0x12345678

0x00000000

0x00000000

0x00000000

0x00000000
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0x00e88d9c: 0x004flbb4
0x00e88d98: 0x12345600
0x00e88d94: 0x00000000
0x00e88d90: 0x00000035
0x00e88d8c: 0x315f656cC
0x00e88d88: 0x62616e65
0x00e88d84: 0x00000000
0x00e88d80: 0x004£20c4
0x00e88d7c: 0x00000001
0x00e88d78: 0x01345678
0x00e88d74: 0x00£53854
0x00e88d70: 0x00£7£754
0x00e88d6c: 0x00e88db0
0x00e88d68: 0x00e88d7b
0x00e88d64: 0x00£53874
0x00e88d60: 0x00e89040
0x00e88d5c-0x00e88d54: 0x12345678
0x00e88d50-0x00e88d4c: 0x00000000
0x00e88d48: 0x004flbb4
0x00e88d44: 0x00e88d7c
0x00e88d40: 0x00e88e40
0x00e88d3c: 0x00£53874
0x00e88d38: 0x004flbb4
0x00e88d34: 0x0010763c
0x00e88d30: 0x00e890b0
0x00e88d2c: 0x00e88db0
0x00e88d28: 0x00e88d88
0x00e88d24: 0x0010761la
0x00e88d20: 0x00e890b0
0x00e88dlc: 0x00e88e40
0x00e88d18: 0x00£53874
0x00e88d14: 0x0010166d
0x00e88d10: 0x0000000e
0x00e88d0c: 0x00£53874
0x00e88d08: 0x00£53854
0x00e88d04: 0x0048b301
0x00e88d00: 0x00e88d30
0x00e88cfc: 0x0000000e
0x00e88cf8: 0x00£53854
0x00e88cf4d: 0x0048a401
0x00e88cf0: 0x00£53854
0x00e88cec: 0x00£53874
0x00e88ce8: 0x0000000e
0x00e88ced: 0x0048a64b
0x00e88cel: 0x0000000e
0x00e88cdc: 0x00£53874
0x00e88cd8: 0x00f7f96c
0x00e88cd4: 0x0048b4f8
0x00e88cd0: 0x00e88d00
0x00e88ccc: 0x0000000f
0x00e88cc8: 0x00f7f96¢c
0x00e88cc4-0x00e88ccO0: 0x0000000e
0x00e88cbc: 0x00e89040
0x00e88cb8: 0x00000000
0x00e88cb4d: 0x00£f5387e
0x00e88cb0: 0x00£53874
0x00e88cac: 0x00000002
0x00e88ca8: 0x00000001
0x00e88ca4: 0x00000009
0x00e88cal0-0x00e88c9c: 0x00000001
0x00e88c98: 0x00e88cb0
0x00e88c94: 0x004£20c4
0x00e88c90: 0x0000003a
0x00e88c8c: 0x00000000
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0x00e88c88: 0x0000000a
0x00e88c84: 0x00489f3a
0x00e88c80: 0x00e88d88
0x00e88c7c: 0x00e88e40
0x00e88c78: 0x00e88d7c
0x00e88c74: 0x001087ed
0x00e88c70: 0x00000001
0x00e88cbc: 0x00e88cb0
0x00e88c68: 0x00000002
0x00e88c64: 0x0010885c
0x00e88c60: 0x00e88d30
0x00e88cbc: 0x00727334
0x00e88c58: 0xaOffffff
0x00e88c54: 0x00e88cb0
0x00e88c50: 0x00000001
0x00e88c4c: 0x00e88cb0
0x00e88c48: 0x00000002
0x00e88c44: 0x0032321b
0x00e88c40: 0x00e88c60
0x00e88c3c: 0x00e88c7f
0x00e88c38: 0x00e88c5c
0x00e88c34: 0x004blad5
0x00e88c30: 0x00e88c60
0x00e88c2c: 0x00e88e40
0x00e88c28: 0xaOffffff
0x00e88c24: 0x00323143
0x00e88c20: 0x00e88c40
0x00e88clc: 0x00000000
0x00e88cl18: 0x00000008
0x00e88cl4: 0x0010318c
0x00e88c10-0x00e88c0c:
0x00e88c08: 0x00000074
0x00e88c04: 0x00000001
0x00e88c00: 0x00e88bd8
0x00e88bfc: 0x00e88c20
0x00e88bf8: 0x00000000
0x00e88bf4d: 0x004£f20c4
0x00e88bf0: 0x000000ff
0x00e88bec: 0x00322£f87
0x00e88be8: 0x00£f5387e
0x00e88bed: 0x00323021
0x00e88bel: 0x00e88cl0
0x00e88bdc: 0x004£f20c4
0x00e88bd8: 0x00000000
0x00e88bd4: 0x004eabbl
0x00e88bd0: 0x00000001
0x00e88bcc: 0x00£5387e
0x00e88bc8-0x00e88bc4:
0x00e88bc0O0: 0x00000008
0x00e88bbc: 0x0010318c
0x00e88bb8-0x00e88bb4 :
0x00e88bb0: 0x00000074
0x00e88bac: 0x00000001
0x00e88ba8: 0x00e88bds8
0x00e88bad: 0x00e88c20
0x00e88bal: 0x00000000
0x00e88b9c: 0x004£f20c4
0x00e88b98: 0x000000ff
0x00e88b94: 0x001031f2
0x00e88b90: 0x00e88c20
0x00e88b8c: Oxffffffff
0x00e88b88: 0x00e88cb0
0x00e88b84: 0x00320032
0x00e88b80: 0x37303133

0x00322£8b

0x00000000

0x00322£8b
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0x00e88b7c: 0x312£6574
0x00e88b78: 0x6972772f
0x00e88b74: 0x342£7665
0x00e88b70: 0x64736666
0x00e88b6c: 0x00020000
0x00e88b68: 0x00000010
0x00e88b64: 0x00000001
0x00e88b60: 0x123456cd
0x00e88b5c: 0x00000000
0x00e88b58: 0x00000008

Cisco XXX Firewall Version X.X
Cisco XXX Device Manager Version X.X

Compiled on Fri 15-Nov-04 14:35 by root
hostname up 10 days 0 hours

Hardware: XXX-XXX, 64 MB RAM, CPU Pentium 200 MHz
Flash 128F640J5 @ 0x300, 16MB
BIOS Flash AT29C257 @ 0xfffd8000, 32KB

0: ethernetO: address is 0003.e300.73fd, irg 10
1: ethernetl: address is 0003.e300.73fe, irg 7
2: ethernet2: address is 00d4d0.b7c8.139e, irg 9
Licensed Features:

Failover: Disabled
VPN-DES: Enabled
VPN-3DES-AES: Disabled

Maximum Interfaces: 3
Cut-through Proxy: Enabled

Guards: Enabled
URL-filtering: Enabled
Inside Hosts: Unlimited
Throughput: Unlimited
IKE peers: Unlimited

This XXX has a Restricted (R) license.

Serial Number: 480430455 (0xlca2c977)
Running Activation Key: 0xc2e94182 0xc21d8206 0x15353200 0x633f6734
Configuration last modified by enable_15 at 13:49:42.148 UTC Wed Nov 20 2004

Free memory: 50444824 bytes
Used memory: 16664040 bytes
Total memory: 67108864 bytes

0 in use, 0 most used

0 in use, 0 most used
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Active Session Summary

Sessions:
Active Cumulative Peak Concurrent Inactive
SSL VPN 2 2 2
Clientless only 0 0 0
With client 2 2 2 0
Email Proxy 0 0 0
IPsec LAN-to-LAN 1 1 1
IPsec Remote Access 0 0 0
VPN Load Balancing 0 0 0
Totals 3 3
License Information:
Shared VPN License Information:
SSL VPN 1500
Allocated to this device 50
Allocated in network 50
Device limit 750
IPsec 750 Configured 750 Active 1 Load 0%
SSL VPN 52 Configured 52 Active 2 Load 4%
Active Cumulative Peak Concurrent
IPsec 1 1 1
SSL VPN 2 10 2
AnyConnect Mobile 0 0 0
Linksys Phone 0 0 0
Totals 3 11
Tunnels:
Active Cumulative Peak Concurrent
IKE 1 1 1
IPsec 1 1 1
Clientless 2 2 2
SSL-Tunnel 2 2 2
DTLS-Tunnel 2 2 2
Totals 8 : 8
—————————————————— show blocks ---------------——-
SIZE MAX LOW CNT
4 1600 1600 1600
80 400 400 400
256 500 499 500
1550 1188 795 927
—————————————————— show interface ------—-—--------—---
interface ethernet0 "outside" is up, line protocol is up
Hardware is 182559 ethernet, address is 0003.e300.73fd
IP address 172.23.59.232, subnet mask 255.255.0.0
MTU 1500 bytes, BW 10000 Kbit half duplex
6139 packets input, 830375 bytes, 0 no buffer
Received 5990 broadcasts, 0 runts, 0 giants
0 input errors, 0 CRC, 0 frame, 0 overrun, 0 ignored, 0 abort
90 packets output, 6160 bytes, 0 underruns
0 output errors, 13 collisions, 0 interface resets
0 babbles, 0 late collisions, 47 deferred
0 lost carrier, 0 no carrier
input queue (curr/max blocks): hardware (5/128) software (0/2)
output queue (curr/max blocks): hardware (0/1) software (0/1)

interface ethernetl "inside"
Hardware is 182559 ethernet,

is up,
address is 0003.e300.73fe

line protocol is down
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IP address 10.1.1.1, subnet mask 255.255.255.0
MTU 1500 bytes, BW 10000 Kbit half duplex
0 packets input, 0 bytes, 0 no buffer

Received 0 broadcasts, 0 runts, 0 giants
input errors, 0 CRC, 0 frame, 0 overrun,
packets output, 60 bytes, 0 underruns

0 interface
0 deferred

output errors, 0 collisions,
babbles, 0 late collisions,
lost carrier, 0 no carrier
(curr/max blocks) :
output queue (curr/max blocks):
interface ethernet2 "intf2"
Hardware is 182559 ethernet,
IP address 127.0.0.1,
MTU 1500 bytes, BW 10000 Kbit half duplex

P O O RFr O

input queue
hardware

hardware (128/128)
(0/1)
is administratively down,
address is 00d0.b7c8.139%e
subnet mask 255.255.255.255

0 ignored, 0 abort

resets
(0/0)

software (0/1)
line protocol is down

software

0 packets input, 0 bytes, 0 no buffer

Received 0 broadcasts, 0 runts, 0 giants

0 input errors, 0 CRC, 0 frame, 0 overrun, 0 ignored, 0 abort

0 packets output, 0 bytes, 0 underruns

0 output errors, 0 collisions, 0 interface resets

0 babbles, 0 late collisions, 0 deferred

0 lost carrier, 0 no carrier

input queue (curr/max blocks): hardware (128/128) software (0/0)
output queue (curr/max blocks): hardware (0/0) software (0/0)

CPU utilization for 5 seconds = 0%; 1 minute: 0%; 5 minutes: 0%
—————————————————— show process -—-————-----—-—-—-————-—

PC SP STATE Runtime SBASE Stack Process TID

Hsi 001e3329 00763e7c 0053e5c8 0 00762ef4 3784/4096 arp_timer 0x000000000000000a
Lsi 001e80e9 00807074 0053e5c8 0 008060fc 3792/4096 FragDBGC 0x000000000000006b
Lwe 00117e3a 009dc2e4 00541418 0 009db46c 3704/4096 dbgtrace

Lwe 003cee95 009ded64 00537718 0 009dc51c 8008/8192 Logger

Hwe 003d2d18 009el55c 005379c8 0 009df5e4 8008/8192 tcp_fast

Hwe 003d2c91 009e360c 005379c8 0 009el694 8008/8192 tcp_slow

Lsi 002ec97d 00blad64 0053e5c8 0 00bl94dc 3928/4096 xlate clean

Lsi 002ec88b 00blb504 0053e5c8 0 00bla58c 3888/4096 uxlate clean

Mrd 002e3al7 00c8£f8d4 0053e600 0 00c8d93c 7908/8192 tcp_intercept_times
Lsi 00423dd5 00d3a22c 0053e5c8 0 00d392a4 3900/4096 route_process

Hsi 002d59fc 00d3b2bc 0053e5c8 0 00d3a354 3780/4096 PIX Garbage Collecr
Hwe 0020e301 00d5957c 0053e5c8 0 00455614 16048/16384 isakmp_time_ keepr
Lsi 002d377c 0047292c 0053e5c8 0 00d719a4 3928/4096 perfmon

Hwe 0020bd07 00d9cl2c 0050bb90 0 00d9blc4 3944/4096 IPsec

Mwe 00205e25 00d9elec 0053e5c8 0 00d9c274 7860/8192 IPsec timer handler
Hwe 003864e3 00db26bc 00557920 0 00db0764 6904/8192 gos_metric_daemon
Mwe 00255a65 00dc9244 0053e5c8 0 00dc8adc 1436/2048 IP Background

Lwe 002e450e 00e7bb94 00552c30 0 00e7adlc 3704/4096 pix/trace

Lwe 002e47l1le 00e7cc44 00553368 0 00e7bdcc 3704/4096 pix/tconsole

Hwe 001e5368 00e7ed44 00730674 0 00e7ce9c 7228/8192 pix/intf0

Hwe 001e5368 00e80el4 007305d4 0 00e7ef6c 7228/8192 pix/intfl

Hwe 001e5368 00e82eed4 00730534 2470 00e8103c 4892/8192 pix/intf2

H* 00la6ff5 0009ff2c 0053e5b0 4820 00e8511c 12860/16384 ci/console

Csi 002dd8ab 00e8al24 0053e5c8 0 00e891cc 3396/4096 update_cpu_usage
Hwe 002cb4dl 00f2bfbc 0051e360 0 00f2al34 7692/8192 uauth_in

Hwe 003d17d1 00f2e0bc 00828cf0 0 00f2cled 7896/8192 uauth_thread

Hwe 003e71d4 00£f2f20c 00537d20 0 00f2e294 3960/4096 udp_timer

Hsi 001db3ca 00£f30fc4 0053e5c8 0 00£3004c 3784/4096 557mcfix

Crd 001db37f 00£32084 0053ead40 508286220 00f310fc 3688/4096 557poll

Lsi 001db435 00£33124 0053e5c8 0 00f321ac 3700/4096 557timer

Hwe 001e5398 00£f441dc 008121e0 0 00£43294 3912/4096 fover_ipO0

Cwe 00ldcdad 00£4523c 00872b48 120 00£f44344 3528/4096 ip/0:0
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Hwe 001e5398 00£4633c 008121bc 10 00£453f4 3532/4096 icmpO
Hwe 001e5398 00£47404 00812198 0 00f464cc 3896/4096 udp_thread/0
Hwe 001e5398 00£4849c 00812174 0 00f475a4 3456/4096 tcp_thread/0
Hwe 001e5398 00£495bc 00812150 0 00£48674 3912/4096 fover_ipl
Cwe 00ldcdad 00f4a6lc 008ea850 0 00£49724 3832/4096 ip/1:1
Hwe 001e5398 00f4b71c 0081212c 0 00f4a7d4 3912/4096 icmpl
Hwe 001e5398 00f4c7e4 00812108 0 00f4b8ac 3896/4096 udp_thread/1
Hwe 001e5398 00£4d87c 008120e4 0 00£4c984 3832/4096 tcp_thread/1
Hwe 001e5398 00f4e99c 008120c0 0 00f4da54 3912/4096 fover_ip2
Cwe 00le542d 00f4fabc 00730534 0 00f4eb04 3944/4096 ip/2:2
Hwe 001e5398 00f50afc 0081209c 0 00f4fbb4 3912/4096 icmp2
Hwe 001e5398 00f51bc4 00812078 0 00£50c8c 3896/4096 udp_thread/2
Hwe 001e5398 00£f52c5c 00812054 0 00f51d64 3832/4096 tcp_thread/2
Hwe 003dla65 00£78284 008140f8 0 00f£77fdc 300/1024 listen/httpl
Mwe 0035cafa 00f7a63c 0053e5c8 0 00£f786c4 7640/8192 Crypto CA
—————————————————— show failover ------——-—-—-—-——————--
No license for Failover
—————————————————— show traffic --------—--------—-
outside:
received (in 865565.090 secs):
6139 packets 830375 bytes
0 pkts/sec 0 bytes/sec
transmitted (in 865565.090 secs):
90 packets 6160 bytes
0 pkts/sec 0 bytes/sec
inside:
received (in 865565.090 secs):
0 packets 0 bytes
0 pkts/sec 0 bytes/sec
transmitted (in 865565.090 secs):
1 packets 60 bytes
0 pkts/sec 0 bytes/sec
intf2:
received (in 865565.090 secs):
0 packets 0 bytes
0 pkts/sec 0 bytes/sec
transmitted (in 865565.090 secs):
0 packets 0 bytes
0 pkts/sec 0 bytes/sec
—————————————————— show perfmon ----———------—--—-—-——-—
PERFMON STATS: Current Average
Xlates 0/s 0/s
Connections 0/s 0/s
TCP Conns 0/s 0/s
UDP Conns 0/s 0/s
URL Access 0/s 0/s
URL Server Req 0/s 0/s
TCP Fixup 0/s 0/s
TCPIntercept 0/s 0/s
HTTP Fixup 0/s 0/s
FTP Fixup 0/s 0/s
AAA Authen 0/s 0/s
AAA Author 0/s 0/s
AAA Account 0/s 0/s

End_Test_Crash
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H#Ea< R a<w v K B!
clear crashinfo FRCDI Ty a7 7 AN T T2 77 A LOREEHIR
LET,
crashinfo force ASA ZHBHIICY 7 v v a SEET,
crashinfo save disable 7 Z v L 2 {E#HDT7 T v a A ~DEEXIALET 4 B—TNIT
LET,
crashinfo test ASAT7 7wy va AEVNDT 7 ANVIZT Ty v alffERFTE

ENEIMMET AR LET,
show crashinfo files BHRDO5 507 T aERTrANEAfNEZALRE L FITHS
WTERRLET,
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show crashinfo console

WX DN

F7 %V b

a<v s RFE—F

crashinfo console =~ > RO 27 (X =2 b —3 3 VRTEEZFE T SHIZ1T. show crashinfo
console =~ FZ AN LET,

show crashinfo console

Zoawy NIEBIEERIZF—U—RIIH Y T8 A,

ZOavw Y NI T 74V IREND Y £H A,

WORIZ. a~ REANTESE—FexRLET,

TrAT VA —IV
T—F X2V T 4 aTFHAB
< )VF
P AR = NS
a<wy R E—F N—F v R |TVvvyhs (VI | RB AT A
¥ #E EXEC o 3t o fits o fit — o 3t
v MR Jy—2 EHENE
7.0(4) Zoawy RRBMMEnE Lk,
FEREDOHTA RZ  FIPS 1402 IZHER L TWHZ LICL D  F =R T =R EDI7 VT VX2V T 4 N
AV FA—LET )T NER(y—2) OIMUNCEART D EREIEENTWET, T —FER
EF 2w 7 —TDET LT T A AR Ty valizb& arvy—LIFx L 7TEN
DAL ATV HEBICII BET A BREENTVWDZERHY T, 2O,
FIPS E— R TIIR TR ENLZWVWIE DT HALERH Y £,
ﬁm sw8-5520 (config) # show crashinfo console
crashinfo console enable
BEax< R awv R B!
clear configure fips NVRAM IZRIFE SN TWAB VAT A FETZITEF Y 2—/L D FIPS o

V74X 2l —aERE YT LET,

crashinfo console disable 7T allHT DI Ty aEBEALOFAINY (EEIAK,
BIar74FX¥alr—a v 25 08— LET,

CiscoASAV ) —RX a< R U7y LR SavwryF 1|



a<w K B!

fips enable VAT AFETIEET Y 2 — /LT FIPS ML A R4 5 72 DR Y
V=T v I EAF—TNERET =TI LET,

show running-config fips ASA THEITENTWAHFIPS 27 4 Fal—i g ZFERL
\i—é’_‘o

CiscoASA V'V —X a<w R U777 LR Sawr
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show crashinfo files

%ﬁ®VX?A$ﬁ®73/7:774w%M% IFRRT DHITIE, FiHE EXEC & — K C show
crashinfofiles =~ > R&E&MHERH L ET HAOKIZ. 7T v 2 AE VT
FGova ZyrANNAMNEEZ A LRAE T %waﬁréﬂih77//n774W#ﬁ

WX DN

a<w U RF7 %
VI

a<v v RE—F

WA, a< 2 R

show crashinfo files

ZTha<wy RNl

77 4 OBIERHITH D FTHE A,

WD

HHITFRSNEE A,

BB ELITF - —FiEH Y FHEA,

AV REANTELE—RNERLET,

EXIAENTZHRKRKSODY

a<w s RKE—-F

TZ7AT TF—)V

F—FK

X2V T4 aTFAXE

=T K

F T VAR
TLrrhk

DA%

< JVF

=
A b

VAT A

5k EXEC

. A

. A

. HS

. A

a< v RERE

®AEOHA B
A

4l

JY—2x
9.7(1)

EENE
Coa~y FRBMERE LE,

crashinfotest 7~ RZHH LR E LT . 7T vya AFVIZEBZAEINZZ T v aF
¥R, show crashinfo files D NIZFR R TCEERAEEDI T v o 77 A4 NLDHIN
wmmwjﬂwmmaﬁmmM&LMC@%ﬁf%ﬁéh&ﬁ;&?yyl?~&ﬁ7?y

IZEH-72< 1%@5%’(1/‘?&“%/:}@ clear crashinfo =~ > RZ AN LTV T v o T—X
%’57 U7 LCWi=4 13 show crashinfo files 2~ RZETTHLE 2T — A o —UNERE
nE,

RICVEEED 7 T v v a7 7 ANV EFRT 0 RLET,

ciscoasa# show crashinfo files

crashi nfo_20160725_012315_UTC
crashi nfo_20160725_021353_UTC
crashi nfo_20160725_022309_UTC
crashi nfo_20160725_024205_UTC
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EEa~ R avwv R i
clear crashinfo FTRTDIFTva T7ANLONKESIRELET,
crashinfo force ASA ZERHINIC Y 7 v v a2 SHFET,
crashinfo save disable 7 7 v L 2 {E#HDT7 T v a A ~ODEEXIALET 4 B—TNIC
LET,
show crashinfo BHDOI T2 77 ANVDONEEERLET,
crashinfo test ASATT7Tvva AEVHND T 7 A M7 T v v atfREREFETE

LINEIMET AN LET,
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show crypto accelerator load-balance

N=RT =2 THBLT 78T L —F MIBNOZ a— 3 Liga— RT3 U TERETIET 7
I L—FEAGOR— RRT v TR E R RT 5 1T1%, show erypto accelerator
load-balance =1~ > & L £,

show crypto accelerator load-balance [ ipsec | ssl | detail [ ipsec | ssl]]

XD detail (EE) SR 2 2R LET, 2047 v 3 DI, ipsec £72
sl F—U—RE2EDETENTEET,
ipsec B EELT 7T L —F IPSec B — RT3 v T OFEMRA
%ZT—\‘ Li—g«o
ssl (BB T 7T L —% SSL o — KT o v FOEEM%E
ForLET,
77 %)V b T 7 4V N OEESCHEIXDH Y AL

o< KRE—F WORIZ, a~ REANTEE—FERLET,

TZ7AT TF—)V
T— K X2 VT4 aAVTFER b
< JVF
2SN 3y
a<wy FE—F =T K |TLrh 7N | R B AT A
JFa—/N)y ar7 4 FXal— | e XS LI S o XIS o XIS —
va v
¥¢HE EXEC LI S LI S o Xt — —
v RIgHE Jy—= EENE
7.0(1) Zoawy RPBEIMEnE Lk,
FHEDHA KT  TeeeeeRRRREREEERRRERR. . . . ... ..o ovo ... 36.50% : _bn _mul_add_words
BEREEEEAEEAEA . & v vttt e e e e e e et ettt e e e e 19.75% : _bn_sqgr_comba8

A
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show crypto accelerator statistics

N=Ry=xT7 7VF N T 787 L—% MIBNDOZ 2 — LR eHERELIZT 7T L—X
EA OREHEREFRT DT o —L a7 4 Fa Lb—3 g v T— FE 73 EXEC
& — K C show crypto accelerator statistics =~ > R&fiH L £7,

show crypto accelerator statistics

X DN

F7 %V b

av v RE—F

T 7 a0 F OEEREILD D EE A,

oA~y P F—U— FRERITH Y FH A,

WORIZ. a~ REANTESE—FEeRLET,

T7AT Ut —)V
T—F X2V T 4 ayTFHAB
< JVF
72U AR = NS
gy RE—F N—T v R | TV I | R B VAT A
Jua—sL a7 4 F¥alb— | e & I S I S o XpIS |—
va v
5 ME EXEC LI S o Xt o ity |— —
= FRE Jyy—= EENE
7.0(1) ZoOa<wry RRBEMENE L,
FEREDHTA RS HIOEFHERIZIKOLIICERINET,
A v

Accelerator 013 Y 7 h U =7 R—ADE BT VU OFEFIEHRE R LET,

Accelerator 1 [I/N— R =7 R—2ADF B V0 O EREZ R LET,

RSA #FHEMRICIZ. T 74V b TY 7 b =7 THEITENS.2048 B v b F—0D RSA ALHLNFE
RENFET,DFED 2048 By b F—D23H H55A  IKE/SSL VPN (X, IPsec/SSL x A =—3/ 3
Tz — A2V 7 b =T TRSA LB A LT L E 9, EBED IPsec/SSL b7 7 4 v 71X, 5|
XN— Ry =T RFH LT INET, 2hIC L0 FAICBEB I REE Y > a v 35S

< HDHEE.CPUDEMH LY £, 2 D75 RSA F— B NEHIEE L .CPU O EEH &

RAAREMRH Y FT, 20X DI LT CPUDEMEAIRIEL 72> 7255 E813.1024 B b F—%

FEHL T N—RT7x7 CTRSA F—LHZFITTIXLERHD T, 2 0DITIE.TAT >

T AT AREAEEFERGET OLENH Y 7, U U —R 8.3(2) LI TIX.5510 225 5550 D
7 v N7 4 — AT crypto engine large-mod-accel 2~ RZEH L T N— KU =7 TZiLH DAL
BEFTTHZ L TEET,
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2048 B PO RSAF—ZHLTEY, Y7 b =7 TRSALENETEINTWBEAIL,
CPUT R T 7 AU T %ML T.CPUDEMARNDFIK L 72> TWHEMAERFETEET,
W bn_* BA% L BN_* BI¥UE RSA IZHEFH S d KM /27— % v b TORFENILETH
V.Y 7 MU =T TORSALEHIZ CPU OfFE RN ZMET 25 AR OEND E 7, KIZH
R LET,

CRRERERERARAREEAEREAAEA. . « . vttt 36.50% : _bn mul_add_words

[T Y G Y G G Gl 19.75% : _bn_sqgr_comba8

Diffie-Hellman #aHERICIZ. Y 7 F 7 =7 T 1024 LV REWEY 25 2 YA O SE)N
EITENT=Z & NFER I N E9 (DH5 (Diffie-Hellman 27 /L— 7" 5 28 1536 2l L CW\WE97) 7
E)e ZDHAE 2048 By b F—FEAERX Y 7 b7 T ENET, 20D FHEL DB Y
TarNEITEND EEIZCPUDOEMARIE 22V £9,

ASA 5505 (Cavium CN505 7' & v H45§) O LN ~N— RU = 7IC LY mEfb S d 768 £ b
BLO1024 © v F DX —4FL D Diffie-Hellman 7L —7F 1 BL N2 2R —F L TWET,
Diffie-Hellman 7 /L — 7 5(1536 ¥y hOF—AEF)IX. V7 b =7 CEITENE T,

WYX 2 VT 4 TTIA T ATIE 1 DOREFT P02 IPsec ALFRFS KO8 SSL AL 4 392
TLET BN~ N 2T ZJ VN T 787 —4%iZu— K= 27 U7 b (Cavium) <
A7 ma—RONR— g %R RT D121, show version 2~ > RZ2 AL ET, RICH ZR L

7,

ciscoasa(config) show version

Cisco Adaptive Security Appliance Software Version 8.0(4)8

Device Manager Version 6.1(5)

Compiled on Wed 15-Oct-09 17:27 by builders

System image file is “diskO:/interim/asa804-8-k8.bin”

Config file at boot was "startup-config"

asa up 5 days 17 hours

Hardware: ASA5505, 512 MB RAM, CPU Geode 500 MHz

Internal ATA Compact Flash, 512MB

BIOS Flash M50FW080 @ 0xffe00000, 1024KB

Encryption hardware device : Cisco ASA-5505 on-board accelerator (revision 0x0)

Boot microcode : CN1000-MC-BOOT-2.00
SSL/IKE microcode: CNLite-MC-SSLm-PLUS-2.03
IPsec microcode : CNlite-MC-IPSECm-MAIN-2.05

DSA HEHEHRIZIT 2 2D 7 = — A TOXF— RN EREINET DO 7 = — XX, 73
AN IRTGA—=ZDEINTT, ZDONRTA—Z I VAT LMDV LILHETEZ LN F
TR2F8ODT72—RF 1 NAO2—FHOME X —L AHF—OHEH T,

SSL Mgt FRICIZ N—F =T J VTN T8I L —H~DSSL b TV 7 g THEAS
N5 . 7oty ENRRABIF—ORE AT LY AT AL a— RREREINET,

RNG #EHERICIT F— L LTHEAT 2R CELEOE v M2 ABIRICAERTE 2%Ex e b
=NICHET S La— RRERTRSNET,

RIS 7=y 2y Ty Falb—vary T=RTTa— k7 V7 b 72787 L—2fE
Wz RRT 02 R LET,

ciscoasa # show crypto accelerator statistics

Crypto Accelerator Status
[Capacity]
Supports hardware crypto: True
Supports modular hardware crypto: False

CiscoASAV ) —RX a< R U7y LR SavwryF 1|



# |

Max accelerators: 1

Max crypto throughput: 100 Mbps
Max crypto connections: 750
[Global Statistics]
Number of active accelerators: 1
Number of non-operational accelerators: 0
Input packets: 700

Input bytes:

753488

Output packets: 700
Output error packets: 0

Output bytes:
[Accelerator 0]

767496

Status: Active

Software crypto engine

Slot: O
Active time:
Total crypto

167 seconds
transforms: 7

Total dropped packets: 0
[Input statistics]
Input packets: 0
Input bytes: 0
Input hashed packets: 0
Input hashed bytes: 0
Decrypted packets: 0
Decrypted bytes: 0
[Output statistics]
Output packets: 0
Output bad packets: 0
Output bytes: 0
Output hashed packets: 0
Output hashed bytes: 0
Encrypted packets: 0
Encrypted bytes: 0
[Diffie-Hellman statistics]
Keys generated: 0
Secret keys derived: 0
[RSA statistics]
Keys generated: 0
Signatures: 0
Verifications: 0
Encrypted packets: 0
Encrypted bytes: 0
Decrypted packets: 0
Decrypted bytes: 0
[DSA statistics]
Keys generated: 0
Signatures: 0
Verifications: 0
[SSL statistics]
Outbound records: 0
Inbound records: 0
[RNG statistics]
Random number requests: 98
Random number request failures: 0

[Accelerator 1]

Status: Active
Encryption hardware device : Cisco ASA-55x0 on-board accelerator

(revision 0x0)

Slot: 1
Active time:
Total crypto

Boot microcode : CNlite-MC-Boot-Cisco-1.2
SSL/IKE microcode: CNlite-MC-IPSEC-Admin-3.03
IPsec microcode : CNlite-MC-IPSECm-MAIN-2.03

170 seconds
transforms: 1534
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Total dropped packets: 0
[Input statistics]
Input packets: 700
Input bytes: 753544

Input hashed packets: 700
Input hashed bytes: 736400

Decrypted packets: 700

Decrypted bytes: 719944
[Output statistics]

Output packets: 700

Output bad packets: 0

Output bytes: 767552

Output hashed packets: 700
Output hashed bytes: 744800

Encrypted packets: 700
Encrypted bytes: 728352
[Diffie-Hellman statistics]
Keys generated: 97
Secret keys derived: 1
[RSA statistics]
Keys generated: 0
Signatures: 0
Verifications: 0
Encrypted packets: 0
Encrypted bytes: 0
Decrypted packets: 0
Decrypted bytes: 0
[DSA statistics]
Keys generated: 0
Signatures: 0
Verifications: 0
[SSL statistics]
Outbound records: 0
Inbound records: 0
[RNG statistics]

Random number requests: 1

Random number request failures: 0

RORIZFHAT P OBHERLET,

7

B!

Capacity

OB a T ASADRYR—RTEB VTN TS
I L —a S CBEELTWET,

Supports hardware crypto

(True/False) ASA I3/N— R =7 7 VTN TI7&7L—
varvuEYR—hTEET,

Supports modular hardware crypto

(True/False) VR — F L TWAEEDONN—FRKU =T 7
VXN TrRvF7Vv—4%@RDOTT T A h— RREIX
TV a—LELTHATEET,

Max accelerators

ASA THR—bENDN—KRU=T Z7VT s T27%7
V—&@%kﬁo

Mac crypto throughput

ASA DR KREK VPN Z)L—7F v k,

Max crypto connections

ASA DB R — M %% VPN kv LD e K

Global Statistics

ZDk®YZ va L ASA DBEEN—RU =T JUTS RN T
I T L—2 I ZBEE L TWET,
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H (e &)

B (BEx)

Number of active accelerators

TIT A4 TIN—R=2T7 T8I —20¥. 77
T4 TIN— R =T T8I L—2NEbEnTE
D .crypto =~ > ROMFZAE A RE T,

Number of non-operational
accelerators

T I T4 TIoN—FR 02T TI78T7 V=4O, IET
TT 4 TIpN—FR 2T 77T L —ERNBHENEL
T ML TS T LT EENFA L CEH T
B oTWVET,

Input packets TRTCON—Ry =7 7V N T 787 L —F TS
NHEENT v PO
Input bytes WIS NDEE Ty NNOT —F D31 Mg,

Output packets

FTRXTON=—FU =7 7T 7787 L —F TREX
NDHRIENT v FOK,

Output error packets

T =PRI T RTON— RNy =T ST 7 kT
L— 2 TR SN D RIE T v O,

Output bytes

WELSNDHIENT Y FNOT =2 DA ML

Accelerator 0

Kvrsva I 7V T 78T L—FIZBE#EL T
F9 .M DT Y > 3 (Accelerator 0) (L. #WIZ. Y 7 b
2T JUTS N2 TT AN R 2T TR T
L—ZTIEEHY FEANASAIZZDOY 7 =T 7))
Th VR LTREDZ VT B AT B FAT
LET, 2 2ITIE. ZOMEHERD R RSN ET,
Accelerators 1 UL EIX. Wl NN—Fu=7 2V 7T 7%
T L —HTT,

Status (A 75— % &)

TIEITL—FDAT—H A TV ET L —&ZBHHIHL
INTWDENDT I T4 TN . HDHWIFERI LI ERL
ij‘o

Software crypto engine

TIR®ITVL—HDEAT LT =TT =T g
(YT 2%556).

Aa -y b

TIREITL—FDAny NEEFGEEYTILIES),

Active time

TIETVL—ENRNT 7T 4 TIRETHT-RHREOE X,

Total crypto transforms

TIETLV—HIZEoTEITENE crypto 2~v 2 FDE
Gix- @

Total dropped packets

TT=DIDT 7T L—=ZIZLoT e y7ahion
iy F ORI,

Input statistics

ok a NI T T L —Z T ENTEAN NS
T4 v ZIZBEELTHWET AN NT 7 4 v 7 I EED
IR ETRIIF OB AT I BLERN D DS E R ESh
S

Input packets

T8 T L —=ZIZLo T ENTZATINTr v SO,

Input bytes TIETV—FIZL o T E NI AT NA ML,
Input hashed packets TIRILV—EBNya kBT LTy O
Input hashed bytes TIRITL—EBNANy 2 FET LTI M
Decrypted packets T 7RI L2 B ME SR EIT LIy O¥,
Decrypted bytes T 7RI V= BRRHE SR FAT Lo A M
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H (e &)

B (BEx)

Output statistics

ORI Va IR T/ L—FTCRBEINTEH AN
T4 ZIZEHELTWET AN NI 7 0 v 71 ek
ANy v a FRREOMFEFEITTOILERHD 7 VT
TXARNERZINET,

Output packets

T8 T L —=ZIZLo T ENTZH 187 v SO,

Output bad packets TIPS T 78T L—Z T I8
7y D,

Output bytes 77T LV—FIZ ko TR E NI A ML

Output hashed packets TIRT V=2 BRI Ny 2B FAT LTIy F O,

Output hashed bytes T T V=N a2 mFET LN MR

Encyrpted packets TR T L= E AR AL A AT LNy OHL

Encyrpted bytes TR T LR S &2 FAT LT MR

Diffie-Hellman statistics

Z DOk 7 >3 L. Diffie-Hellman 0 % —AZ#a4LH | Z B
LCWET,

Keys generated

77T L—HXIZ Lo THAR X #L7- Diffie-Hellman & —
v O,

Secret keys derived

7 7% T L—XIZ Lo THRL & L7z Diffie-Hellman 34
b DXL,

RSA statistics

D7 v a X RSA BF S LR ICBEE LTV E T,

Keys generated

T TL—H X o TAMRSILIZRSA F— 1 v FD#K,

Signatures T8I L —HXIZL o THEITENTZ RSA 7 =F v L
DI,
Verifications TR TL—=HITL o TEITENT- RSA 7 =F ¥ R

DI,

Encrypted packets

T 7T L—4 RSA B E{LEFEIT LNy 0Kk,

Decrypted packets

T T L —XMNRSAEBALEFIT LI N v N,

Decrypted bytes

TIeTL—H2 N RSAEFALEFIT LT — X DA
45,

DSA statistics

ZO® T g L DSA BRI ELE L CTWE 4, DSA IE
N—= a3 V82 LLETIEHYR— b Eanicd, Z Ot
HHRITFRINETA,

Keys generated

T T L—HIZL o TAEREINZDSA F— v FD%,

Signatures T8I L —HIZL o THEITENTZDSA ¥ 7 =F v L
DEK,
Verifications TIETL—HIZLoTEITENTDSA v 7 =F ¥ iR

DI,

SSL statistics

OB a L SSL Lo — RALFZRE L TWET,

Outbound records

7T L—FILL o T EILS I BRRES L7 SSL
:»—- }\‘\0)%&0

Inbound records

T L—FILL o THEE LI ERES L7z SSL
a— RO#,

RNG statistics

Ok va X ELBERICBEE L TV ET,
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A (Fex) A (L&)
Random number requests T T L— IR D EB DB R D,
Random number request failures TR TVL—=ZICHTHEEERD Y B ML - R

0)§&O

HEa~< R a<wr K B
clear crypto accelerator Bre7 771 —2MIBIZHDHTa—"LBIOT 78T L —
statistics 2 A O ERE 7 VT LET,
clear crypto protocol Bio7 787 L—4% MIBIZH D7 v kaEG O ERE 2
statistics V7 LET,
show crypto protocol Bs T 78T L—% MIB b 71 b )VEAORHIERE £
statistics LZET,

B CiscoASAYV—X o= RUT77L VR Savwr R |



show crypto ca certificates

BEDRT A MKRA LV MIBEEMT ONTWDHIEAE, F72IE VAT AIZA VA P—LENT
WAHTRTOIAFWAELFRLTHIE. Fa— UL a7 4 a2 b—3 g v F— FE 30
EXEC “&— K C show crypto ca certificates =~ > N&{iH L £7,

show crypto ca certificates [trustpointname]

WL DA trustpointname (ER) hT A RKA » NOLARIL ARTEEE LR WA TXASA 124
VAR =L ENTWETRTCOFFRENRERENE T,

F 7 %)V b T 7 4 N OEERLHEIZH Y AL

a<v RKE—F ROKIZ, A~ FEANTELHEF—RF2RLET,

TZ7AT VA=V
E—F X2 UT 4 aTHRAB
~)VF
FF AR aTx
a<v s RFE—F V2l el 2 SNV S AT A
sua—s)L ar7 4 ¥ alb— | o %Il o Xfit o Xfit o X |—
vaY
FibE EXEC o Xfits o Xfits o Xfits o X |—
v PR Jy—2 EENE
7.0(1) oo~  RBREMESRE L,
il K12 . show crypto ca certificates =~ > RO H &R L ET,

ciscoasa(config)# show crypto ca certificates tpl

CA Certificate
Status: Available
Certificate Serial Number 2957A3FF296EF854FD0D6732FE25B45
Certificate Usage: Signature

Issuer:
CN = ms-root-sha-06-2004
OU = rootou
O = cisco
L = franklin
ST - massachusetts
C = Us
EA = a@b.con
Subject:
CN = ms-root-sha-06-2004
OU = rootou
O = cisco
L = franklin

ST = massachusetts
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Cc = USs
EA = example.com
CRL Distribution Point
ldap://w2kadvancedsrv/CertEnroll/ms-root-sha-06-2004.crl
Validity Date:
start date: 14:11:40 UTC Jun 26 2004
end date: 14:01:30 UTC Jun 4 2022
Associated Trustpoints: tp2 tpl
ciscoasa(config)#
Az~ R a<w v R 2. BH
crypto ca aunticate BESNE R A REA » F O CA FEHEZTUF L ET.
crypto ca crl request BESNEFIAMEA L FDary 7 4 Fal—var K7
A—ZZFESWT CRL Z#E R LET,
crypto ca enroll CAZMH LT BT ot A% L 7,
crypto ca import BESNTZ T A RRA Y MIGEAELZ A U A— M LET,
crypto ca trustpoint BESNIE M IARMRA P TR TIA MRS a7 K=

L—yaryT—RefBLET,

CiscoASA V'V —X a<w R U777 LR Sawr
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show crypto ca crl

FrYovaENTVLTATOCRL ELIFHRELIL I A FRA L P THFY v a2 ST
5T _RTCOCRLAZFRFRTHICIF. Fa—)L a7 4 Falb— gy F— FEEITEHE EXEC
E— KT showeryptocacrl 2~ K& L ET,

show crypto ca crl [trustpool | trustpoint <trustpointname>]

DA trustpoint (fEE) F 7 A MRA » b OARIL A RTETRE L2 WIGETX.ASA I
trustpointname Fr v aINTWDETNTOCRL BRERSREINET,
trustpool trustpool D44 A,

77 4V b T 7 4V NOEHEREIZH D /A,

a<w v RE—F WORIZ. a~ REANTESE—FeRLET,

TZ7AT UF—)V
E—F EX2UT 4 arTHAB
< JVF
b TR avTx
a<w s RE—F =Ty N | Tk UV R B AT A
Jua—)L a7 X2 b— | o Xtin o Wi S ST o %t _
va v
¥t EXEC o Xfits o Xfits o Xfits o X |—
a<r N Jy—=x EENE
7.0(1) Ioawy RREBMENE LT,
il I . show cerypto caerl =~ > FOH Bz~ L ET,

ciscoasa(config)# show crypto ca crl tpl
CRL Issuer Name:
cn=ms-subl-ca-5-2004, ou=Franklin DevTest,o=Cisco
Systems, 1=Franklin, st=MA, c=US, ea=user@example.com
LastUpdate: 19:45:53 UTC Dec 24 2004
NextUpdate: 08:05:53 UTC Jan 1 2005
Retrieved from CRL Distribution Point:
http://win2k-ad2.frk-ms-pki.cisco.com/CertEnroll/ms-subl-ca-5-2004.crl
Associated Trustpoints: tpl
ciscoasa(config)#
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EEa~wy R awv K

Bk

crypto ca aunticate

BESNEZINTAIRA L MO CAFHEZREGL £,

crypto ca crl request

BESNEFNTIARRA L DALy 7 4Xal— g0 85
A—H|ZHSWT CRL Z8R L £,

crypto ca enroll

CAEZMHHA LT BEETa v A Z2HBLET,

crypto ca import

FBESNTF T A MRA Y MCGERAELZ A U AR—FLET,

crypto ca trustpoint

BESNEFNIARMRA VTR IA MRSV a7 K=
L—y gy T— REBBLET,
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show crypto ca server

X DN

F7 %V b

av v RE—F

ASATCE—ILVCAI L T 4Fal—alDAT—ZAERERTHIZIZ.CAY— a7 ¢
Fal—rarE®v—FR Zu—Lary74¥alb—ygy F— R E720368# EXEC £— K

C show crypto ca server =~ > RZfiH L E9,

show crypto ca server

Zoawy NIEBIEERIZF—U—RIIH VY A,

T 7 4 F OBEREITH Y £ A,

WORIZ. a~ REANTESE—FEexRLET,

T77AT U —IV
T—F X2l F 4 TUTFER b
%
VS Se 2T H
avwvRKE—F =7y |7V~ [TV |[RB AT A
CAV—nNarr7s¥alb— | e X5 |— o Xfi  |— —
vaY
Jua—n)ar74¥alb— | e St |— o XPi  |— -
varv
Fi#e EXEC o X |— o XIS |— —
a-v v RgRE Jyy—2= ERAE
8.0(2) Zoawy RBRBEMEnNE L,
il K 1Z . show crypto ca server =~ > RO B2~ L ET,

ciscoasa# show crypto ca server
#Certificate Server LOCAL-CA-SERVER:
Status: disabled
State: disabled

Server's configuration is unlocked (enter "no shutdown"

Issuer name: CN=asal.cisco.com
CA cert fingerprint: -Not found-
Last certificate issued serial number: 0x0

CA certificate expiration timer: 00:00:00 UTC Jan 1 2009

CRL not present.
Current primary storage dir: nvram:
ciscoasa#

to lock it)

CiscoASAV ) —RX a< R U7y LR SavwryF 1|
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EEa~ R avwv R

Bk

crypto ca server

CAYV—RNary74Xa2lb—raryET—ROCLIlavr K kv
FA~DOT 72 Z# ML o — /L CADORELEENTE D X
ITLET,

debug crypto ca server

B—HNV CAF—RNERETDHLEENL T AT Ave—V%R
ALET,

show crypto ca server
certificate

o —Hh )L CA OIEHE% Base-64 XX CTHE R L E T,

show crypto ca server crl

a—H)VCACRLD T A T7H A LEFERLET,

CiscoASA V'V —X a<w R U777 LR Sawr
| 5-28 | |



show crypto ca server cert-db

o — % /L CA %—

AEAEORMEL TV 7y PFFEDOZ—FITHITINTLD b ET) &

FRTHICIF.CAY— N a7 4 FXFal—varyE—RI/r—\bar7 s Falb—rvayr
F— K, 7213585 EXEC £ — R T show crypto ca server cert-db =~ > R&{iH L £7,

show crypto ca server cert-db [username username | allowed | enrolled | expired | on-hold]
[serial certificate-serial-number]

X DN

57 )V b

a<v s RFE—F

allowed FERAED AT — & AR < VB AT SN — 2 FoR
THEIICHEELET,

enrolled BN ERHEEZ S - 2R R THIOITHRELE T,

expired HREIN OFEHEZRFF L T\ A a—HF 2 FRT 5 LT L
\i—g«O

on-hold FEERGEIN W= E2FR R TA2I0ICHETELET,

serial certificate-serial-number

FRTAEEOIIREOS VT AERLZEELET. VU T L
HBF T 16 EERTHILENH D £97,

username username

SFIAEORAEE ZHE L £ 79 username (L. 22—V 4 £ 7-13FE
A=) T RLVATT  EF A= T FLADEFEAH = K 22—
PICHREEZ T U & A L N2 T — K (OTP) 2l Ai T 5 7= DI
HEHENDEF AL T RLACRDVET, =0 R 2—HF0DFE
FA—IVBHE A X —TNWICT DL EF A=/ T FLAN
METT,

774N P TR A=A BREAE S U T ARG BIEE S TORWES BT SR EO
T AR AP FIRESNET,

WORIZ. a~ REANTES2E—FeRLET,

TZ7AT TF—)V
F—FK X2V T4 aTFRXE
< JVF
72U AR = NS
a<w v RE—FR N—T v R | TV U | R b VAT A
CAV—Roar74F2lb— | e %I — o X%fhia — —
va v
sa—r)ar7 4 X¥al— | e X |— o Xfi  |— —
va v
¥ kE EXEC o X |— o X |— —
a<r N Jy—=x ERENE
8.0(2) Ioawy RPREBMESNE LT,

CiscoASA Y Y —X a<w > R U777 LR
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BRLOAA KT
fv

show crypto ca server cert-db =~ > K{X, 72— /L CA ¥ — 2 Lo THITI NIz 2 —VREE
DY ANERRLET I DU EOIEEOFEAES A 7 X — U — REfH1T T £ IMEROREH

EVITNFEGENITCRHED2—=YAZIEET LI L TREAET = =20+ 7t v b

ERRATEET,

XF—U—RFERIFIT I T AESR LT:LW%‘% EHET DL ZO—PFITKH L TRITINE
FAEHER T AN TERSNET 2= LI HANIFT 2=/ EF AT FLA FAA
A BRI S D HI 3 KO — PIOREHIR ANE R S N BN FRR S E T,

E HANTEIROFHRbERSNET,

e NOTIFIED 7 4 —/\ RiZ B0V ~ A4 /57“%:4%?— N 270K ETT, Zhicky &
FRIN) ~ A X @M ERITT 272012 —FIZ OTP DWEAEIT O LENDH DX A I
THRBFENET, 207 4 —L RIX ROIE 0 ICHRE SN TVWET, 22— ARl
D=7 P EZDOT7 4= RIFESLT1LIZRY 9, 2 ORE AT RO OTP A
NAERESET,

e NOTIFY 7 4 —/L RiX, U ~A U EREREINDH NS LET,OTP BAHIREINIZ /e 5
FETIC3 ODWANEFEEINET T, 2—RBEEFAT SN L& AHMOFRA B X
DA D 3/4 2808 U7-RES CEAPAEEINET, 207 4 —)L RIXEHEE NG
L7z gkCOREH S NET, BEGREAETFTOLA GEHET — % X— XN D NOTIFY
T 4=V RMERENET,

N

() ADHIBRANCAEAEOEH AN 2 — I SN 2 A BT 2581 Zoa~
v ROEH A T B HMEH S GEREORERD — T %%ﬂéfﬂé@ﬁ%’fﬁﬁ'ﬂ?‘
% Y5511 show crypto ca server user-db DB HI A 7 > 2 MM S 4V E 3, @ AL
cert-db TiBHR S 41, user-db IZIEF ENFEH A,

ZTNENOGEREICIX GEAED VU 7 ARG BITHAMA & AR A+, 3 XL UOGERHED 2
7 — & A (Revoked/Not Revoked) 3N /s SV E T,

IIZCA =308 ASAIZK LTHEAT LICREAEZ TN TRRT 2 L) BWRT DB 2R L £7,

ciscoasa# show crypto ca server cert-db username asa
Username: asa

Renewal allowed until: Not Allowed

Number of times user notified: 0

PKCS12 file stored until: 10:28:05 UTC Wed Sep 25 2013
Certificates Issued:

serial: 0x2

issued: 10:28:04 UTC Tue Sep 24 2013

expired: 10:28:04 UTC Thu Sep 26 2013

status: Not Revoked

WIZ. B —H)V CAH— X TRITEINZ, VU T AESD 0x2 DIAEAEL T X CTERTDH
K HYBERTDHHERLET,

ciscoasa# show crypto ca server cert-db serial 2

Username:asa

Renewal allowed until: Not Allowed

Number of times user notified: 0

PKCS12 file stored until: 10:28:05 UTC Wed Sep 25 2013
Certificates Issued:

serial: 0x2

issued: 10:28:04 UTC Tue Sep 24 2013

expired: 10:28:04 UTC Thu Sep 26 2013

status: Not Revoked

CiscoASA V'V —X a<w R U777 LR Sawr
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WIZ. a8 —H ) CA Y —RIZEL o TRITEINLEREL T RXRTERRTDLLOIERTIH 2L

£7,

ciscoasa# show crypto ca server cert-db

Username: asa
Renewal allowed until:

Not Allowed

Number of times user notified: 0

PKCS12 file stored until:

Certificates Issued:
serial: 0x2

10:28:05 UTC Wed Sep 25 2013

issued: 10:28:04 UTC Tue Sep 24 2013
expired: 10:28:04 UTC Thu Sep 26 2013

status: Not Revoked

BHEax~ R

a<wv R

B

crypto ca server

CAV—R a7 4FXal—yarEF—FROCLIa~w K&y b
~NDT VAL o —BHL CADRELEENTXSH LI
L\i—a—o

crypto ca server revoke

0—H /N CAV— N7 LIZFEHEL GEHET — 2 N—RX b
CRL i TR L ~—2 LET,

lifetime crl

CRLDODIA T7HA LEIRELET,

CiscoASAV ) —RX a< R U7y LR SavwryF 1|



# |

show crypto ca server certificate

12—V CA V— _"DOFEHE% Base-64 TR THRRTAIZIT.CAYV— N a7 4 F¥a2lb—3
YE—R =L ar 7 4 Xa b—y gy E— R, E 72355 EXEC £ — K T show crypto
ca server certificate =~ > Fa i L £,

show crypto ca server certificate

X DOHHA Zoa=y FIFGIEELITF—V—FEdH v A,

P W 77 a0 F OEEREILS D EE A

a<w v RKE—FK WORIZ. a~ REANTESE—FeRLET,

TZ7AT U F—IV
T—F X2V T 4 aTFHAB
< IVF
P AR T Xx
a<w v RE—F N—rv K| 7vryh |7 (R VAT A
CAYV—Nzar7sFal— | o 5 |— o ity |— —
va v
sa—N)Lar7 4 X¥al— | e K |— o Xty |— —
vay
H##E EXEC o XN |— o XN |— —
o< NBRE Yy y—2= EEANE
8.0(2) Ioawry RPREBMESNE LT,
FEREDHA KZ  show crypto ca server certificate =~ > K2 XV, 2 — /L CA — SOFEAEN Base-64 T T
A FRENET, TOFRRERE T B —H/V CAV—RNEEETLILERD HMOT A ZZFE
BELZTZ I AR— TR LI.FOHMHAEEZ Y N TV R RX—=XNTEET,
% R1Z . show crypto ca server certificate =~ > KO /1l Z2 R L £,

ciscoasa# show crypto ca server certificate
The base64 encoded local CA certificate follows:

MIIX1wIBAzZCCF1lEGCSQGSIb3DQEHAaACCFOIEghc+
MIIXOJjCCFzYGCSQGSIb3DQEHBQCCFycwghcjAgEAM
IIXHAYJKoZIThveNAQcBMBsGCigGSIb3DOEMAQMwDQQ
Ijph4SxJoyTgCAQGAghbw3v4bFy+GGG2dInB40Lphs
UM+IG3SD0OiDwZG9nlSvtMieoxd7Hxknxbum06JDruj

CiscoASA V'V —X a<w R U777 LR Sawr
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WKtHBIgkrm+td34glNE1iGeP2YC94 /NQ2z+4kS+uZzw
cRh11KEZTS1E4L0fSaC3uMTxJg2NUHYWmoc8pidCIels
J3h7VVMy 6gbx2AC8I+g57+QG5vG515Hi5imwtY faWwwP
EJdPQxaWZPrzoGlJ8BFgdPaljBGhAzzuSmEIm3j/2dQ3
AtrolGI9nIsRHgV39fcBgwz4fEabHG7 /Vanb+£j81d
5n10iJjDYYbP86tvbZ2yOVZR6aKFVIOb2AfCr6Pbw
fCoU8Z/aF3BCyM2sN2xPJrXva94CaYrqgyotZdAkKSYA
5KWScyEcgdgmuBeGDKOncTknfgy0XM+£G5rb3gAXyl
GkjyFI5Bm9Do6RUROOGIDSrQrKeqg/hj....

ciscoasa#

BEa< R

=c VAN

B

crypto ca server

CAY—Rar74FX¥a2l—raryE—KDOCLIlavwy KEy I
TI7EATELLOIICLET . 2NbDa~vy FEil+ 52 & T,
n—)L CA ZREBLOEHTEET,

issuer-name

REERFEAEDOY 7Y =7 b4 DN 245 E L £7°,

keysize 2 —PIEAERGETER SN ABT— L WEST—DV 4 XEHEE
LET,
SAT7EAL L CAFEFAE L BITHEADOIEAED T A 74 4 DEBTE L ET,

show crypto ca server

P—HNVCA YT 4 Fal—a % ASCIL 7 F A MEATHR
LET,

CiscoASAV ) —RX a< R U7y LR SavwryF 1|
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show crypto ca server crl

12—V CA DBIED CRL #F 7T HIZIX.CAYV—N a7 4 Xal—va =R Je—
sV AT 4 Fab— gy E— N EI3FHE EXEC £ — KT show crypto ca server crl =~

X DN

F7 %V b

av v RE—F

Y REMHLET,

show crypto ca server crl

Zoawy NIEBIEERIZF—U—RIIH Y A,

T 74V F OBEREITH D A,

WORIZ. a~ REANTESE—FeRLET,

Z7AT U F—IV
T—F X2l F 4 TUTFER b
< JVF
VS Se 2T H
avwvRKE—F N—7y R |TVvrykr (Y Zn |[Rb AT A
CAV—nRarr7s¥alb— | e X5 |— o X |— —
vay
Jua—n)ar74X¥alb— | e St |— o XPi  |— -
var
Fi#e EXEC o X |— o XIS |— —
aw v FERE JJy—2= EHENE
8.0(2) Zoawy RBRBEMEnNE L,
il & Z . show crypto ca server crl 2~ > ROHNHIZ R L ET,

ciscoasa# show crypto ca server crl
asab540 (config)# sh cry ca ser crl

Certificate Revocation List:

Issuer: cn=asab540.frga.cisco.com

This Update: 07:32:27 UTC Oct 16 2006
Next Update: 13:32:27 UTC Oct 16 2006

Number of CRL entries: 0
CRL size: 232 bytes
asab540 (config) #
ciscoasa#

B CiscoASAYV—X o= RUT77L VR Savwr R



(FEESTEAN

a<wv R

B!

cdp-url

CA SEATT DREMFEICHE D5 CRL 53R A > | (CDP) ##57E L
i‘j‘o

crypto ca server

CAYV—nRary74F¥=21—yarFT—FRDOCLIa~> K&y b
~NDOT VAL v —BHL CADRELEENTXSH LI
LET,

crypto ca server revoke

0—H /N CAV— N7 LIEFEHEL GEHET — 2 N—x b
CRL CTE#hE L C~—27 LET,

lifetime crl

CRLDODTIA T7HA LEIRELET,

show crypto ca server

CAar74Fal—T a3 DAT—FAEERRTLET,

CiscoASAV ) —RX a< R U7y LR SavwryF 1|
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show crypto ca server user-db

BBl CAH—RDa—H Fe F R ZTEFN TN D 2 FEFRT 5L CA H— 3 =
V74X alb—varyE—RN s/r—Ubary s Xalb—vay E— R EZIIFHE EXEC
& — K C show crypto ca server user-db =~ > & H L £7,

show crypto ca server user-db [ expired | allowed | on-hold | enrolled]

X DN

F7 %V b

a<v v RKE—F

allowed (FER) REBI T D A 7 — 5 A TR < kA TF Al S —Fa &
FY RS HRELET.

enrolled (EB) AR ELZ O 2 —V 2R RTHL I ELET,

expired (FEE) WIREIN OFEAEZ R L TV D 2 —F 2 #5RT 2 X 9 1T
LET

on-hold (B FRBFE ST ARV —F 2 FRT 5L I I ELET.

T 7 AN BN T F—T— RBRADNENRNGEIZIET —FRXR—=2ANDOT R TOZ—FRHER
EhET,

WDOFIZ, a~w REAJTEDE—RRERLET,

TZ7AT Ut —IV
T—F X2V T4 aVTFRALD
< IVF
FF AR arvrFx
av s RKE—F =7y N TV (7 R b AT A
CAH—nRzar7 XL — | e 3t |— o Xt |— —
var
Jua—)ar7 4 F¥al— | e % |— o X |— —
vayv
FiHE EXEC o XIS — o XIS — —
= FRE Jyy—= EENE
8.0(2) Zoawry RBEMENELE,
Al WIZ BERESE I TW DL 22— 2R AT D02~ LET,

ciscoasa# show crypto ca server user-db enrolled

Username Certificate issued Certificate expiration
exampleusercn=Example User,o=...5/31/2009 5/31/2010
ciscoasa#
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||
FREDHTA RT FEAEORENZ—FIEM SN D EEZ BT 258220 a~y RO@EMB v 2 2 H3
A4 S AR ATICFER 2 0 B 23 = — | Fﬁ%ﬂéz"bélﬁ]?ﬁ(é’ﬁ%‘iéﬁ/\ I% show crypto
ca server cert-db DBEI 7 > BMEH S 4 E T, FHLE AT, cert-db TIEBF X 1, user-db 1213 E
FhEREA,
o~ K awr R A

crypto ca server user-db add CAYV—nNOa—Y F—A_X—R|2a—FEZEMNMLFET,

crypto ca server user-db allow CA H— 1 57— X X— A NOEED L —F F 7= [T —F DI
Ty MZ.B—HL CA ~DOXGEFFTLET,

crypto ca server user-db remove CA ¥+ — XD —H F—HZX—2)h 5 aa—HFZHIELE T,

crypto ca server user-db write 17— /)L CA T —H RXR—ATRESIN TV D2 —FIFEHRE A
FL—DICEZIALET,

show crypto ca server cert-db = —H /L CAIZ L > CRITSNFIEHES>TXTERALET,

CiscoASAV ) —RX a< R U7y LR SavwryF 1|
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show crypto ca trustpool

trustpool Z AR % FEMHE A £oR" 9 5 I21E. K HE EXEC & — K T show crypto ca trustpool =t~
YREMEHLET,

show crypto ca trustpool [detail]

X DOHHA Zoa=y FIFGIEELITF—V—FEdH 0 A,

F 7%k ZD A=y R, T XTO trustpool ZEZ WX TERR L ET, [detail |47 > 3 VERELELA
XEMOERBEENET,

avyRKE—F ROKIZ, 2~ FEANTELHEF—RF2RLET,

TZ7AT Ut —)V
T—F X2V T4 aVTFRAD
< JVF
FF AR IUTx
a<w v RKE—F N—T v N |7V v | R b AT A
et EXEC o Xfits o X% o X |— —
o< R Jy—= EEAR
9.0(1) Zoawy RNBIMENE L,

ER EDHA FZ  show crypto ca trustpool 2~ > RO NITIL KFEAED 7 4 o H—7 U FOENREENET,
A TS OEITHIBREETRE T,

Bﬂ ciscoasa# show crypto ca trustpool

CA Certificate

Status: Available

Certificate Serial Number: 6c386c409f4f£f4944154635da520ed4c
Certificate Usage: Signature

Public Key Type: RSA (2048 bits)

Signature Algorithm: SHAl with RSA Encryption
Issuer Name: cn=bxb2008-root

dc=bdb2008

dc=mycompany

dc=com

Subject Name:

cn=bxb2008-root

dc=bxb2008

dc=cisco

dc=com

Validity Date:

B CiscoASAYV—X o= RUT77L VR Savwr R



start date:17:21:06 EST Jan 14 2009
end date:17:31:06 EST Jan 14 2024

CA Certificate

Status: Available

Certificate Serial Number: 58d1c756000000000059
Certificate Usage: Signature

Public Key Type: RSA (2048 bits)

Signature Algorithm: SHAl with RSA Encryption
Issuer Name:

cn=bxb2008-root

dc=bxb2008

dc=mycompany

dc=com

Subject Name:

cn=BXB2008SUB1-CA

dc=bxb2008

dc=cisco

dc=com

OCSP AIA:

URL: http://bxb2008-1.bxb2008.mycompany .com/ocsp
CRL Distribution Points:

(1) http://bxb2008-1.bxb2008.mycompany.com/CertEnroll /bxb2008-root.crl
Validity Date:

start date:11:54:34 EST May 18 2009

end date:12:04:34 EST May 18 2011

BEa< R

avv kR B

clear crypto ca trustpool trustpool 7> 5 X TCOFEHEZHIFR L 9,

crypto ca trustpool import  PKI trustpool Z k3 DAt ELZ A VAR — L ET,
crypto ca trustpool remove  f57F X7z 1 DDFEME % trustpool 7» HHIER L £,

CiscoASAV ) —RX a< R U7y LR SavwryF 1|
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show crypto ca trustpool policy

RIEH D trustpool NV ¥ —ZFIR LM SNZREAE~ v 72 L L TER L AR Y 21—

WX DN

F7 %V b

a<w s RFE—F

WZhE 2 DR
ERLET,

show crypto ca trustpool policy

Zoa<wy NIEBIEERIZF—U—RIIH VY A,

77 4N FOBERHEITH D FH A,

WORIIZ. a~ REANTESE—FEeRLET,

% Fd B I, FiHE EXEC £ — R T show crypto ca trustpool policy =~ > K%

TZ7AT U F—IV
T—F X2V T 4 aTFHAB
< IVF
rF AR =N
avyRFE—F =Ty F | TV (YT (Rb AT A
¥#HE EXEC o X o X o X |— —
=7 MR yy—= EENE
9.0(1) Zoawy RpBEMEE Lz,
9.5(2) trustpool AEFIED HE) A LR — b D AT — & R LR A RS 2 HERE
MEMEE Lz,
ﬁm ciscoasa(config)# sh run cry ca cert map

crypto ca certificate map mapl 1
manufacturing ca

issuer-name eqg cn = mycompany
issuer-name eq cn
crypto ca certificate map map
issuer-name eq cn
issuer-name eq cn
ciscoasa(config)#

ca
21

manufacturing ca

ca?2

ciscoasa(config)# sh run crypto ca trustpool policy

crypto ca trustpool policy

auto-import url http://www.thawte.com

revocation-check none

match certificate map2 allow expired-certificate
match certificate mapl skip revocation-check

crl cache-time 123
crl enforcenextupdate

auto-import

auto-import url http://www.thawte.com

auto-import time 22:00:00
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ciscoasa(config)#

ciscoasa# show crypto ca trustpool policy
800 trustpool certificates installed
Trustpool auto import statistics:
Last import result: SUCCESS
Next scheduled import at 22:00:00 Tues Jul 21 2015
Trustpool Policy
Trustpool revocation checking is disabled
CRL cache time: 123 seconds
CRL next update field: required and forced
Automatic import of trustpool certificates is enabled
Automatic import URL: http://www.thawte.com
Download time: 22:00:00
Policy overrides:
map: mapl
match:issuer-name eq cn=Mycompany Manufacturing CA
match:issuer-name eq cn=Mycompany CA
action:skip revocation-check

map: map2

match: issuer-name eq cn=mycompany Manufacturing CA
match: issuer-name eq cn=mycompany CA2

action: allowed expired certificates

ciscoasa(config)#

BEa< R

a<wv R FHEA

crypto ca trustpool policy [ 5 A 7 —/L KU So— AR RS Hav > FERIT 5T

T— FEBBLET,

CiscoASAV ) —RX a< R U7y LR SavwryF 1|
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show crypto debug-condition

IPsec B X VISAKMP DT N 7 A v —VIZk L THAERESINTND 7 4 VX —F LR
R BLOZT —REZERTHITIE Ve —NL a7 4 F a2 b— g F— KT show
crypto debug-condition =~ > K& i L £,

F 7 %)V b

a<v v RE—F

show crypto debug-condition

T 74N N OBERHIEH D R A,

WDOFIZ, a~wr REAJTESHE—RRERLET,

TZ7AT VA=V
T—F X2V T 4 aTFHRAB
< IVF
FT7 VAR avTx

awr RE—F N—Fy R | TLryh | (AR AT A

sua—s)L ar7 4 ¥ alb— | e %Il o Xt o Xt o X |—

va Y
o< RERE yy—2 EHENE

8.0(2) o<y RpBEMmMEhE L,

9.0(1) ~NVF aryTFTFANET— ROV R—FRBEMESNE L,
il RIS T ANE ) TR ERRT D02~ L ET,

ciscoasa(config)# show crypto debug-condition

Crypto conditional debug is turned ON

IKE debug context unmatched flag: OFF

IPsec debug context unmatched flag: ON

IKE peer IP address filters:

1.1.1.0/24 2.2.2.2

IKE user name filters:

my_user
BEa~<2 K a<w R A

debug crypto condition

IPsec BLOISAKMP 53y 7 A —VDT7 4 VZ Y T4
HEBRELET,

debug crypto condition error

TANZY) CTFRERTREESNTNDINE S INDT Ny T Ay
=V EFRLET,

debug crypto condition
unmatched

TANE Y TN a TR A MEBRPEENL TR
IPsec B L NISAKMP DT RN 7 A vt —U RN LET,
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show crypto ikev1 sa

IKEvl %A L SAT—HRXR—RAEFRTDHIIF. Fe—"L a7 Falb— g E—
N % 72 12%## EXEC & — K C show crypto ikevl sa =~ > RZfifH L £9,

show crypto ikev1 sa [detail]

- SO s detail

SA F—HFR—R|ZHTHFEME N2 FRLET,

7 )V b T 74N NOEERLHEIZH D R A,

avrRKE—F ROKIZ, 2~ FEANTELHEF—RF2RLET,

T7ATUF—IV
T—F X2V T4 aVTFRAL
< JVF
b7 AR =N
a<w s KRE—F =T N |TLrh o7 | A B AT b
Jua—nN)L ar7 4o Xal— | e i |— I S o it |—
va v
¥ #E EXEC I S — I S — —
g R JYy—2= ERNE
8.4(1) o<y RpBEMEnE L,
9.0(1) < NTF AT HRAN T— ROV R— 2 BMEINE L,
FEREDHAFTZ Zoa<wr FOHNZIT RO 4=V RREENTHET,
A detail 7> a v &2IEE LARWEA
IKE Peer & 4= |Dir Rky IR AE
209.165.200.225 |L2L Init No MM_ Active
detail 7> a 2 E LGS
IKE Peer % A4 =7 |Dir Rky IR BE Encrypt |Hash |Z3zF Lifetime
209.165.200.225 |L2L Init No MM_Active |3des mdS |preshrd |86400
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WOFZ 7 a—_)L a7 4 Xal—3ay BF—RTCANTEHESAT—FZ_X—Z|ZHT5

FEMIE R

SERRENET,

ciscoasa(config)# show crypto ikevl sa detail

IKE Peer
1 209.165.

IKE Peer
2 209.165.

IKE Peer
3 209.165.

IKE Peer
4 209.165.

Type Dir Rky State
200.225 User Resp No

Type Dir Rky State
200.226 User Resp No

Type Dir Rky State
200.227 User Resp No

Type Dir Rky State
200.228 User Resp No

ciscoasa(config)#

Encrypt
AM_Active

Encrypt
AM_ACTIVE

Encrypt
AM_ACTIVE

Encrypt
AM_ACTIVE

Hash
3des

Hash
3des

Hash
3des

Hash
3des

Auth
SHA

Auth
SHA

Auth
SHA

Auth
SHA

Lifetime
preshrd 86400

Lifetime
preshrd 86400

Lifetime
preshrd 86400

Lifetime
preshrd 86400

BEa< R

=c VAN

B

show crypto ikev2 sa

IKEV2 7V Z A 5 SAT—HXR—RA KR LET,

show running-config

crypto isakmp

TIF 4 TRISAKMP 2> 7 4 X a2l —3 g 02T _XTERLET,
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show crypto ikev2 sa

IKEV2 72 A L SAT—H_R—RAEFRTDHIF. Fe—" L a7 o Falb— g E—
N % 72 12%5# EXEC & — K C show crypto ikev2sa =~ > RZflifH L £9,

show crypto ikev2 sa [detail]

- SO s detail

SA F—HFR—R|ZHTHFEME N2 FRLET,

7 )V b T 74N NOEERLHEIZH D R A,

avrRKE—F ROKIZ, 2~ FEANTELHEF—RF2RLET,

T7ATUF—IV
T—F X2V T4 aVTFRAL
< JVF
b7 AR =N
a<w s KRE—F =T N |TLrh o7 | A B AT b
Jua—nN)L ar7 4o Xal— | e i |— I S o it |—
va v
¥ #E EXEC I S — I S — —
g R JYy—2= ERNE
8.4(1) o<y RpBEMEnE L,
9.0(1) < NTF AT HRAN T— ROV R— 2 BMEINE L,
FEREDHAFTZ Zoa<wr FOHNZIT RO 4=V RREENTHET,
A detail 7> a v &2IEE LARWEA
IKE Peer & 4= |Dir Rky IR AE
209.165.200.225 |L2L Init No MM_ Active
detail 7> a 2 E LGS
IKE Peer % A4 =7 |Dir Rky IR BE Encrypt |Hash |Z3zF Lifetime
209.165.200.225 |L2L Init No MM_Active |3des mdS |preshrd |86400
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|
il OB T o—N)y a7 4 Xa2lb— gy T—RCANTDEESAT—FZ_X—=RZHT5
FEMIE R S E T,
ciscoasa(config)# show crypto ikev2 sa detail
IKEv2 SAs:
Session-id:1, Status:UP-ACTIVE, IKE count:1, CHILD count:1
Tunnel-id Local Remote Status Role
671069399 10.0.0.0/500 10.255.255.255/500 READY INITIATOR
Encr: AES-GCM, keysize: 256, Hash: N/A, DH Grp:20, Auth sign: PSK, Auth verify: PSK
Life/Active Time: 86400/188 sec
Session-id: 1
Status Description: Negotiation done
Local spi: 80173A0373C2D403 Remote spi: AES8AEFA1B97DBB22
Local id: asa
Remote id: asal
Local req mess id: 8 Remote req mess id: 7
Local next mess id: 8 Remote next mess id: 7
Local req queued: 8 Remote req queued: 7
Local window: 1 Remote window: 1
DPD configured for 10 seconds, retry 2
NAT-T is not detected
Child sa: local selector 0.0.0.0/0 - 255.255.255.255/65535
remote selector 0.0.0.0/0 - 255.255.255.255/65535
ESP spi in/out: 0x242a3da5/0xe6262034
AH spi in/out: 0x0/0x0
CPI in/out: 0x0/0x0
Encr: AES-GCM, keysize: 128, esp_hmac: N/A
ah_hmac: None, comp: IPCOMP_NONE, mode tunnel
BEax< R awv R A

show cryptoikevlsa [KEvl 5 %A L SAT—Z_XR—RAEFRLET,

show running-config 775 t 72ISAKMP 2> 7 4 X2l —3 a3 2T _RTERLET,
crypto isakmp
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show crypto ikev2 stats

IKEV2 O EfTR S A2 £ R A I10E. /e —UL av 7 4 X2 b—3 g ) T— REFTH

}é EXEC <& — K C show crypto ikev2 stats =~ > RZfiH L £9,

show crypto ikev2 stats]

X DN IOy R F—U— REBITH Y 8 A,

P W T 7 a0 F OBEREILD D EE A

a<w v RE—F WORIZ. a~ REANTESE—FexRLET,

T77AT U F—IV
EF—FK X274 aTHAEL
< )VF
AL oV
a<wy FE—F N—Fy K| TVvryh | | X} VAT A
Jua—nN\)arZ4Xalb— | o Hhn | — o fits o XS |—
va v
F5#E EXEC o Xhi&  |— o Xhi&  |— —
o< RERE Jyy—= EHENE
8.4(1) Zoawy RBREMENE L,
9.0(1) VNVTF ATHFARN T ROV R—FREMENE LT,
9.9(1) 17—V IKEV2 OftsHEmA RS s K 5127 v £ LT,
FREDHTA RS Zoa<rFou—hLOHIZROLEEY TT,
4,>/ Local IKEv2 Statistics

B o< R

Active Tunnels: 320
Previous Tunnels: 1244
In Octets: 4133968

In Packets: 40527

In Drop Packets: 0

In Drop Fragments: 0

a2 K A
IKEvl 7% A 5 SAT—HFRXR—2&FK R LET,
TIF 4 TRISAKMP 2> 7 4 X a2 b —3 g 02T _RTHERLET,

show crypto ikev2 sa

show running-config
crypto isakmp
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show crypto ipsec df-bit

BESNTA v Z—T =4 AD IPsec /7 K D IPsec do-not-fragment(DF £ b)) AR U o —%
FRTHIIF. V7 —rL a7 4 Fab—vay T— NEZIIFHHE EXEC & — R T show
crypto ipsec df-bit =~ > & L £ 7, £7-.[F UEMK A 7D show ipsec df-bit =~ > N &l

HTEET,

show crypto ipsec df-bit interface

X OHH

F 7 %)V b

av v RKE—F

interface

A B =T 2 AAERELET,

T 74N N OBERHIEH D R A,

WDOFIZ, a2 REAJTESHE—RRERLET,

a<w v FE—F

TZ7AT U —IV

T—FR

X2 VT4 aryTFRE

=T K

T AR
Tk

D%

< JVF

avTx
A b

VAT A

Jua—N) arT 4 Fal—
varv

o RIS

o RIS

o RIS

¥ HE EXEC

. EPS

. EPS

. EPS

a< v Rk

EH LG A KT

AV

Bl

JYy—2=

EEAR

7.0(1)

Zoawy RBMENE L,

df By FOREICL > T Tk Eiz~ v ¥ —® do-not-fragment (DF) £ h DT X7 A
WE DB GENREY ET P~ X —HNODEE Y MZED TAAA ANy Ve T 57
AV METEDRDLEIDPRREEINT T, ZOFRTEITIHESE VAT LIIHE 5 05 H B2 /MA o

IPsec ~v X —IZXT B VTTHFAM X7y hODFEy D

MDA —=FT 30N TINEFEITLET,

U

AxX e

27 VT TN HRETD

WIZ inside L WH A L H—T 2 A ADPsecDFE Y h RV —2F 7T 502 LET,

ciscoasa(config)# show crypto ipsec df-bit inside

df-bit inside copy
ciscoasa(config)#
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BHEa< N

a<w R

B!

crypto ipsec df-bit

IPsec /347~ F®D IPsecDF B> F 7RY o —%3/EL
ij‘o

crypto ipsec fragmentation

IPsec N7 DT T T AT — g RY—%E
ELET,

show crypto ipsec fragmentation

IPsec X7 DT Z T A T—vary R v—%FK
%Li‘a‘o
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show crypto ipsec fragmentation

IPsec X7 > bDT T T AT —vary R vy—2FRrTH . /n— L ar7 s XFal—
v a v E— R 7213455 EXEC € — K C show crypto ipsec fragmentation =~ > K& i ] L &
9, £ 72 [7 UE L% £-> show ipsec fragmentation =~ > R c& £,

show crypto ipsec fragmentation interface

X OHH

a<w s RKE—F

A B =T 2 AAERELET,

interface

WORIZ, a~ REANTEE—FERLET,

TZ7AT Ut —I)V
T—F ExF2VT 4 arTFHFRLE

< VT

g RKE—F

—F v F

FZ AR
VAZAS

D%

=
Ak

Ta—nN)ar7 4 Xal—

.« A

.« A

.« A

D=V
¥t EXEC .

R R —

o NEkE

ERLOAA KT
sy

Bl

EEAR
Zoawy RNBINEE L,

JY—=x
7.0(1)

VPN IZXxtF 237 NER S LT A VAT LIy NEET U RN YU R A VX —T
AADMTU & LET, 7y FOBE LN MTU 2B 2 558133y V&7 F 7 A b
CT2RERHY £, ZDa~vr N "7y b & K5/t L7 (after-encryption) . £ 72 13K 5
{9 % fii (before-encryption) |2 AT AW/ N T T 7 A MET A0 EInERRLE

T MEHALRTD NN > FOT T 7 A MUIL FERTT 7 7 A MuE BTN ST +—

vV AEEREH EESEBED VAT ADOT 7 0 FEMEIZ o TV ET,

WL, Za—r\)L a7 4 F¥alb— a3y E— RTlinside EWHIARDOA L F—T = A AD
IPsec 77 7 AT —2ay RN v—%FRTH0%2RLET,
ciscoasa(config)# show crypto ipsec fragmentation inside

fragmentation inside before-encryption
ciscoasa(config)#
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BHEa< N

a<w R

Bk

crypto ipsec fragmentation

IPsec X7y VDT T T AL T—ary R)V—%RELET,

crypto ipsec df-bit

IPsec X7 h®ODF ¥y b RY —%2RELET,

show crypto ipsec df-bit

BELIEA v 2 —T 2L ADDFE Y h RY L —2FKRLET,
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show crypto ipsec policy

X DN

av Vs RE—F

OSPFV3 [TRE SN TS IPsec EF 27 V7 v M API(SSAPD E X =2 U 7 1 R ¥ —&FR
THIIE S D*—/\/I/ a7 4 Fab— 3 E— RELILFHE EXEC £ — KT show crypto
ipsec policy =~ > RZEH L ET, ZDa~> ROBOEX TH 5 show ipsec policy % fili il 3
HZEHLTEET,

show crypto ipsec policy

ZOa~vy P F—U— FRRERITH Y FH A,

WDOFIZ, a~<w REATJTESE—RRERLET,

TZ7ATUF—Iv
£—F X2V T4 aVTHFRALD
< IIVF
b T AR avTx
av s RKE—F V2l el 2 SNV S VAT A
Ja— )L aryZ 4 Xalb— | e % o Xt o X |— —
va Y
¥¥HE EXEC o X o X o X |— —
o< RERE yy—2 EHENE
9.0(1) Zoawy RPENSE L,
B WIZ OSPFV3 BRE L K55 AR U v — 2RI D62~ LET,
ciscoasa# show crypto ipsec policy
Crypto IPsec client security policy data
Policy name: OSPFv3-1-256
Policy refcount: 1
Policy flags: 0x00000000
SA handles: sess 268382208 (0xfff3000) / in 55017 (0xd6e9) / out 90369 (0x16101)
Inbound ESP SPI: 256 (0x100)
Outbound ESP SPI: 256 (0x100)

Inbound ESP Auth Key: 1234567890123456789012345678901234567890
Outbound ESP Auth Key: 1234567890123456789012345678901234567890
Inbound ESP Cipher Key: 12345678901234567890123456789012
Outbound ESP Cipher Key: 12345678901234567890123456789012

Transform set: esp-aes esp-sha-hmac
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HEa<w R

a<wv R

Bk

ipv6 ospf encryption

OSPFv3 OFBGEE SR Y v —2HRELET,

show crypto sockets

X2 TRy MEREERLET,

show ipv6 ospf interface

OSPFV3 A v Z—7 = A AT AEWEF~LET,
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show crypto ipsec sa

IPsec SA DU A M aRRTHITIE. Fr— b a7 4Fab—3 gy B— FELITRE
EXEC “&— KT show cryptoipsecsa =~ RAfifILET ., 2D a~ 2 FORDOIEATH S
show ipsecsa Zfifl+ 52 L b TE £,

show crypto ipsec sa [entry | identity | map map-name | peer peer-addr] [detail]

WX OB detail B ERENTVD bOICHT MR T —FREFoR LET,
entry (A7 a2 )IPsec SA #ET 7 RLADIEICFKZLET,
identity (F 73 )IPsec SA % ID DJEIZFE R LET.ESP TS ENEH A,
it =TT,
map map-name (A7vaNfBEESNTZZ7 V7 b~y 7 ?IPsec SA #F L ET,
peer peer-addr (AT aNEBESNEZET IP T RLAD IPsec SA ## 7 LET,
T 74/ b T 7 4V NOBERHEITH D A,

a<wy KNE—F

ROKIZ, A~ FEANTELHEF—RF2RLET,

a~vw s FE—F

TZ7AT U —IV
T—F X2V T4 aVTFRAD
< JVF
FF AR SN
N—FTv N |7Vvrh P/ 2R AT A

Ja—N)L ary7 Fal— | e Xk o XIS o XIS — —

va
¥ HE EXEC o Xfits o Xfits o XIS |— —
o<y NERE Jy—= EEAR

7.0(1) Zoawy RPNBIMENE L,

9.0(1) OSPFV3, ¥ /L F AT F AR =R F T VAT 5 —LE VI AR
ER43C BT B Suite B 7v T Y XA B L OVESPV3 IPsec H /12 xb4 5
PR—FRBEMEHE LT,

9.13(1) show crypto ipsec sa detail CHET LT —D N T TN 2—T 4~

JHELTROF LW D o Z3BEEE Lz,
e #pkts invalid ip version (send)

e #pkts invalid length (send)

o #pkts invalid ctx (send) and #pkts invalid ctx (rcv)
o #pkts invalid ifc (send) and #pkts invalid ifc (rcv)
o #pkts failed (send) and #pkts failed (rcv)
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RIZ.Zma—r\ a7 4 F¥al—ayE—RFT0SPFV3 & LTlklEns hrrvzgie
IPsec SA XK /R T D02~ L £,

ciscoasa(config)# show crypto ipsec sa
interface: outside2
Crypto map tag: def, local addr: 10.132.0.17

local ident (addr/mask/prot/port): (0.0.0.0/0.0.0.0/0/0)

remote ident (addr/mask/prot/port): (172.20.0.21/255.255.255.255/0/0)
current_peer: 172.20.0.21

dynamic allocated peer ip: 10.135.1.5

#pkts encaps: 0, #pkts encrypt: 0, #pkts digest: 0

#pkts decaps: 1145, #pkts decrypt: 1145, #pkts verify: 1145

#pkts compressed: 0, #pkts decompressed: 0

#pkts not compressed: 0, #pkts comp failed: 0, #pkts decomp failed: 0
#pre-frag successes: 2, #pre-frag failures: 1, #fragments created: 10
#PMTUs sent: 5, #PMTUs rcvd: 2, #decapstulated frags needing reassembly: 1
#send errors: 0, #recv errors: 0

local crypto endpt.: 10.132.0.17, remote crypto endpt.: 172.20.0.21

path mtu 1500, ipsec overhead 60, media mtu 1500
current outbound spi: DC15BF68

inbound esp sas:
spi: Ox1E8246FC (511854332)
transform: esp-3des esp-md5-hmac
in use settings ={L2L, Transport, Manual key, (OSPFv3), }
slot: 0, conn_id: 3, crypto-map: def
sa timing: remaining key lifetime (sec): 548
IV size: 8 bytes
replay detection support: Y
outbound esp sas:
spi: OxDC15BF68 (3692412776)
transform: esp-3des esp-md5-hmac
in use settings ={L2L, Transport, Manual key, (OSPFv3), }
slot: 0, conn_id: 3, crypto-map: def
sa timing: remaining key lifetime (sec): 548
IV size: 8 bytes
replay detection support: Y

Crypto map tag: def, local addr: 10.132.0.17

local ident (addr/mask/prot/port): (0.0.0.0/0.0.0.0/0/0)
ciscoasa(config)#

IPSec SARU L —IZ. 7T 7 AT —3 9 % IPsec B OFNZIAET S EHTR EIN TV S
BT ITITAT = a VRt RIZ. 7 7 T A T — 2 a VHTOEEHER T, SA KR Y v —
W77 AT —a o d IPsec LBEORIZHETHERARINTWEIGEE. 797 AT —
Va Y BOMEHERNERINET,

Jua—r\)ary7 4 F¥al—ralry ET—RKRTANSINTLZROFENZ, N TF 74w 72T —D KT
TNy a—F 4 I HELTHLBMENTED D U ZZ2HHA LT, F—Y — K detail ® [Psec
SA R LET,

(config)# sh ipsec sa det
interface: outside
Crypto map tag: outside_map, seqg num: 10, local addr: 10.86.94.103

access-list toASA-5525 extended permit ip host 10.86.94.103 host 10.86.95.135
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local ident (addr/mask/prot/port): (10.86.94.103/255.255.255.255/0/0)
remote ident (addr/mask/prot/port): (10.86.95.135/255.255.255.255/0/0)
current_peer: 10.86.95.135

#pkts encaps: 4, #pkts encrypt: 4, #pkts digest: 4

#pkts decaps: 4, #pkts decrypt: 4, #pkts verify: 4

#pkts compressed: 0, #pkts decompressed: 0

#pkts not compressed: 4, #pkts comp failed: 0, #pkts decomp failed: 0
#post-frag successes: 0, #post-frag failures: 0, #fragments created: 0
#PMTUs sent: 0, #PMTUs rcvd: 0, #decapsulated frgs needing reassembly: 0
#TFC rcvd: 0, #TFC sent: 0

#Valid ICMP Errors rcvd: 0, #Invalid ICMP Errors rcvd: 0

#pkts no sa (send): 0, #pkts invalid sa (rcv): O

#pkts encaps failed (send): 0, #pkts decaps failed (rcv): 0

#pkts invalid prot (rcv): 0, #pkts verify failed: 0

#pkts invalid identity (rcv): 0

#pkts invalid pad (rcv): 0

#pkts invalid ip version (send): 0, #pkts invalid ip version (rcv): 0
#pkts invalid len (send): 0, #pkts invalid len (rcv): 0

#pkts invalid ctx (send): 0, #pkts invalid ctx (rcv): 0

#pkts invalid ifc (send): 0, #pkts invalid ifc (rcv): O

#pkts failed (send): 0, #pkts failed (rcv): O

#pkts replay rollover (send): 0, #pkts replay rollover (rcv): 0

#pkts replay failed (rcv): O

#pkts min mtu frag failed (send): 0, #pkts bad frag offset (rcv): 0
#pkts internal err (send): 0, #pkts internal err (rcv): 0

local crypto endpt.: 10.86.94.103/500, remote crypto endpt.: 10.86.95.135/500
path mtu 1500, ipsec overhead 94 (44), media mtu 1500

PMTU time remaining (sec): 0, DF policy: copy-df

ICMP error validation: disabled, TFC packets: disabled

current outbound spi: 25356578

current inbound spi : A1029CE2

inbound esp sas:
spi: OxA1029CE2 (2701303010)
SA State: active
transform: esp-aes esp-sha-512-hmac no compression
in use settings ={L2L, Tunnel, IKEv2, }
slot: 0, conn_id: 195272704, crypto-map: outside_map
sa timing: remaining key lifetime (kB/sec): (3962879/28782)
IV size: 16 bytes
replay detection support: Y
Anti replay bitmap:
0x00000000 0x0000001F

outbound esp sas:

spi: 0x25356578 (624256376)
SA State: active
transform: esp-aes esp-sha-512-hmac no compression
in use settings ={L2L, Tunnel, IKEv2, }
slot: 0, conn_id: 195272704, crypto-map: outside_map
sa timing: remaining key lifetime (kB/sec): (4193279/28772)
IV size: 16 bytes
replay detection support: Y
Anti replay bitmap:

0x00000000 0x00000001
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Wi, Za—)L a7 4 FXFal— gy F—RCTdef EWIHILRTIDOIZ VT~ ~ v 7D IPsec
SA KT ol 2R LET,

ciscoasa(config)# show crypto ipsec sa map def
cryptomap: def
Crypto map tag: def, local addr: 172.20.0.17

local ident (addr/mask/prot/port): (0.0.0.0/0.0.0.0/0/0)

remote ident (addr/mask/prot/port): (10.132.0.21/255.255.255.255/0/0)
current_peer: 10.132.0.21

dynamic allocated peer ip: 90.135.1.5

#pkts encaps: 0, #pkts encrypt: 0, #pkts digest: 0

#pkts decaps: 1146, #pkts decrypt: 1146, #pkts verify: 1146

#pkts compressed: 0, #pkts decompressed: 0

#pkts not compressed: 0, #pkts comp failed: 0, #pkts decomp failed: 0
#send errors: 0, #recv errors: 0

local crypto endpt.: 172.20.0.17, remote crypto endpt.: 10.132.0.21

path mtu 1500, ipsec overhead 60, media mtu 1500
current outbound spi: DC15BF68

inbound esp sas:
spi: Ox1E8246FC (511854332)
transform: esp-3des esp-md5-hmac
in use settings ={RA, Tunnel, }
slot: 0, conn_id: 3, crypto-map: def
sa timing: remaining key lifetime (sec): 480
IV size: 8 bytes
replay detection support: Y
outbound esp sas:
spi: OxDC15BF68 (3692412776)
transform: esp-3des esp-md5-hmac
in use settings ={RA, Tunnel, }
slot: 0, conn_id: 3, crypto-map: def
sa timing: remaining key lifetime (sec): 480
IV size: 8 bytes
replay detection support: Y

Crypto map tag: def, local addr: 172.20.0.17

local ident (addr/mask/prot/port): (0.0.0.0/0.0.0.0/0/0)

remote ident (addr/mask/prot/port): (192.168.132.0/255.255.255.0/0/0)
current_peer: 10.135.1.8

dynamic allocated peer ip: 0.0.0.0

#pkts encaps: 73672, #pkts encrypt: 73672, #pkts digest: 73672

#pkts decaps: 78824, #pkts decrypt: 78824, #pkts verify: 78824

#pkts compressed: 0, #pkts decompressed: 0

#pkts not compressed: 73672, #pkts comp failed: 0, #pkts decomp failed: 0
#send errors: 0, #recv errors: 0

local crypto endpt.: 172.20.0.17, remote crypto endpt.: 10.135.1.8

path mtu 1500, ipsec overhead 60, media mtu 1500
current outbound spi: 3B6F6A35

inbound esp sas:
spi: OxB32CFOBD (3006066877)
transform: esp-3des esp-md5-hmac
in use settings ={RA, Tunnel, }
slot: 0, conn_id: 4, crypto-map: def
sa timing: remaining key lifetime (sec): 263
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IV size: 8 bytes
replay detection support: Y
outbound esp sas:
spi: Ox3B6F6A35 (997157429)
transform: esp-3des esp-md5-hmac
in use settings ={RA, Tunnel, }

slot: 0, conn_id: 4, crypto-map: def
sa timing: remaining key lifetime (sec):
IV size: 8 bytes

replay detection support: Y

ciscoasa(config)#

Wiz, Zae—)Lary7 4 X2l — g F— RNT,

OBl R LET,

ciscoasa(config)# show crypto ipsec sa entry

peer address: 10.132.0.21

Crypto map tag: def, local addr: 172.20.0.17
local ident (addr/mask/prot/port):
remote ident (addr/mask/prot/port): (10.132
current_peer: 10.132.0.21

dynamic allocated peer ip: 90.135.1.5

#pkts encaps: 0, #pkts encrypt: 0, #pkts digest:

#pkts decaps: 1147, #pkts decrypt: 1147,

#pkts compressed: 0, #pkts decompressed: 0

#pkts not compressed: 0, #pkts comp failed: O,

#send errors: 0, #recv errors: 0

local crypto endpt.: 172.20.0.17, remote crypto endpt.:

path mtu 1500,
current outbound spi:

ipsec overhead 60,
DC15BF68

inbound esp sas:
spi: Ox1E8246FC (511854332)
transform: esp-3des esp-md5-hmac
in use settings ={RA, Tunnel, }

slot: 0, conn_id: 3, crypto-map: def
sa timing: remaining key lifetime (sec):
IV size: 8 bytes

replay detection support: Y
outbound esp sas:
spi: OxDC15BF68 (3692412776)
transform: esp-3des esp-md5-hmac
in use settings ={RA, Tunnel, }
slot: 0, conn_id: 3, crypto-map: def
sa timing: remaining key lifetime (sec):
IV size: 8 bytes
replay detection support: Y
peer address: 10.135.1.8

Crypto map tag: def, local addr: 172.20.0.17

local ident (addr/mask/prot/port):
remote ident (addr/mask/prot/port):
current_peer: 10.135.1.8

dynamic allocated peer ip: 0.0.0.0
73723,
78878,
0,

73723,
78878,
0

#pkts encrypt:
#pkts decrypt:
#pkts decompressed:

#pkts encaps:
#pkts decaps:
#pkts compressed:

#pkts verify:

263

*— U — Kentry [Z%9 % IPsec SA % &/~

(0.0.0.0/0.0.0.0/0/70)

.0.21/255.255.255.255/0/0)

0
1147

#pkts decomp failed: 0

10.132.0.21

media mtu 1500

429

429

(0.0.0.0/0.0.0.0/0/70)
(192.168.132.0/255.255.255.0/0/0)

73723
78878

#pkts digest:
#pkts verify:
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#pkts not compressed: 73723, #pkts comp failed: 0, #pkts decomp failed:

#send errors: 0, #recv errors: 0
local crypto endpt.: 172.20.0.17, remote crypto endpt.: 10.135.1.8

path mtu 1500, ipsec overhead 60, media mtu 1500
current outbound spi: 3B6F6A35

inbound esp sas:
spi: OxB32CFOBD (3006066877)
transform: esp-3des esp-md5-hmac
in use settings ={RA, Tunnel, }
slot: 0, conn_id: 4, crypto-map: def
sa timing: remaining key lifetime (sec): 212
IV size: 8 bytes
replay detection support: Y
outbound esp sas:
spi: Ox3B6F6A35 (997157429)
transform: esp-3des esp-md5-hmac
in use settings ={RA, Tunnel, }
slot: 0, conn_id: 4, crypto-map: def
sa timing: remaining key lifetime (sec): 212
IV size: 8 bytes
replay detection support: Y
ciscoasa(config) #

0

Wiz, Za—)L a7 4FXab— a3 E— KT, ¥ —U— K entry detail % ff] L T IPsec

SA ZFRT ol R LET,

ciscoasa(config)# show crypto ipsec sa entry detail
peer address: 10.132.0.21
Crypto map tag: def, local addr: 172.20.0.17

local ident (addr/mask/prot/port): (0.0.0.0/0.0.0.0/0/0)

remote ident (addr/mask/prot/port): (10.132.0.21/255.255.255.255/0/0)
current_peer: 10.132.0.21

dynamic allocated peer ip: 90.135.1.5

#pkts encaps: 0, #pkts encrypt: 0, #pkts digest: 0

#pkts decaps: 1148, #pkts decrypt: 1148, #pkts verify: 1148
#pkts compressed: 0, #pkts decompressed: 0

#pkts not compressed: 0, #pkts comp failed: 0, #pkts decomp failed: 0
#pkts no sa (send): 0, #pkts invalid sa (rcv): 0O

#pkts encaps failed (send): 0, #pkts decaps failed (rcv): 0
#pkts invalid prot (rcv): 0, #pkts verify failed: 0

#pkts invalid identity (rcv): 0, #pkts invalid len (rcv): 0
#pkts replay rollover (send): 0, #pkts replay rollover (rcv): O
#pkts replay failed (rcv): O

#pkts internal err (send): 0, #pkts internal err (rcv): O

local crypto endpt.: 172.20.0.17, remote crypto endpt.: 10.132.0.21

path mtu 1500, ipsec overhead 60, media mtu 1500
current outbound spi: DC15BF68

inbound esp sas:
spi: Ox1E8246FC (511854332)

transform: esp-3des esp-md5-hmac
in use settings ={RA, Tunnel, }
slot: 0, conn_id: 3, crypto-map: def
sa timing: remaining key lifetime (sec): 322
IV size: 8 bytes
replay detection support: Y
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outbound esp sas:
spi: OxDC15BF68 (3692412776)
transform: esp-3des esp-md5-hmac
in use settings ={RA, Tunnel, }
slot: 0, conn_id: 3, crypto-map: def

sa timing: remaining key lifetime (sec): 322
IV size: 8 bytes
replay detection support: Y
peer address: 10.135.1.8
Crypto map tag: def, local addr: 172.20.0.17
local ident (addr/mask/prot/port): (0.0.0.0/0.0.0.0/0/0)

remote ident (addr/mask/prot/port):
current_peer: 10.135.1.8
dynamic allocated peer ip: 0.0.0.0

#pkts encaps: 73831, #pkts encrypt: 73831,
#pkts decaps: 78989, #pkts decrypt: 78989,
#pkts compressed: 0, #pkts decompressed: 0

#pkts not compressed: 73831, #pkts comp failed: 0, #pkts decomp failed:

(192.168.132.0/255.255.255.0/0/0)

#pkts digest: 73831
#pkts verify: 78989

#pkts no sa (send): 0, #pkts invalid sa (rcv): O

#pkts encaps failed (send): 0, #pkts decaps failed (rcv): 0
#pkts invalid prot (rcv): 0, #pkts verify failed: 0

#pkts invalid identity (rcv): 0, #pkts invalid len (rcv): 0
#pkts replay rollover (send): 0, #pkts replay rollover (rcv): O

#pkts replay failed (rcv): O

#pkts internal err (send): 0, #pkts internal err (rcv): O

local crypto endpt.: 172.20.0.17, remote crypto endpt.: 10.135.1.8

path mtu 1500, ipsec overhead 60, media mtu 1500

current outbound spi: 3B6F6A35

inbound esp sas:
spi: OxB32CFOBD (3006066877)
transform: esp-3des esp-md5-hmac
in use settings ={RA, Tunnel, }
slot: 0, conn_id: 4, crypto-map: def

sa timing: remaining key lifetime (sec):

IV size: 8 bytes
replay detection support: Y
outbound esp sas:
spi: Ox3B6F6A35 (997157429)
transform: esp-3des esp-md5-hmac
in use settings ={RA, Tunnel, }
slot: 0, conn_id: 4, crypto-map: def

sa timing: remaining key lifetime (sec):

IV size: 8 bytes
replay detection support: Y
ciscoasa(config)#

104

104

KT, F— 7 — K identity Z i H L7 IPsec SA O 2R~ L ET,

ciscoasa(config)# show crypto ipsec sa identity
interface: outside2
Crypto map tag: def, local addr: 172.20.0.17

local ident (addr/mask/prot/port): (0.0.0.0/0.0.0.0/0/0)
remote ident (addr/mask/prot/port): (10.132.0.21/255.255.255.255/0/0)

current_peer: 10.132.0.21
dynamic allocated peer ip: 90.135.1.5

0
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#pkts encaps: 0, #pkts encrypt: 0, #pkts digest: 0

#pkts decaps: 1147, #pkts decrypt: 1147, #pkts verify: 1147

#pkts compressed: 0, #pkts decompressed: 0

#pkts not compressed: 0, #pkts comp failed: 0, #pkts decomp failed: 0
#send errors: 0, #recv errors: 0

local crypto endpt.: 172.20.0.17, remote crypto endpt.: 10.132.0.21

path mtu 1500, ipsec overhead 60, media mtu 1500
current outbound spi: DC15BF68

Crypto map tag: def, local addr: 172.20.0.17

local ident (addr/mask/prot/port): (0.0.0.0/0.0.0.0/0/0)

remote ident (addr/mask/prot/port): (192.168.132.0/255.255.255.0/0/0)
current_peer: 10.135.1.8

dynamic allocated peer ip: 0.0.0.0

#pkts encaps: 73756, #pkts encrypt: 73756, #pkts digest: 73756
#pkts decaps: 78911, #pkts decrypt: 78911, #pkts verify: 78911
#pkts compressed: 0, #pkts decompressed: 0

#pkts not compressed: 73756, #pkts comp failed: 0, #pkts decomp failed:

#send errors: 0, #recv errors: 0
local crypto endpt.: 172.20.0.17, remote crypto endpt.: 10.135.1.8

path mtu 1500, ipsec overhead 60, media mtu 1500
current outbound spi: 3B6F6A35

RIZ.F— U — K identity 35 L O detail %z {#Jf] L 7= IPsec SA DHl %R L £7,

ciscoasa(config)# show crypto ipsec sa identity detail
interface: outside2

Crypto map tag: def, local addr: 172.20.0.17

local ident (addr/mask/prot/port): (0.0.0.0/0.0.0.0/0/0)

remote ident (addr/mask/prot/port): (10.132.0.21/255.255.255.255/0/0)
current_peer: 10.132.0.21

dynamic allocated peer ip: 90.135.1.5

#pkts encaps: 0, #pkts encrypt: 0, #pkts digest: 0

#pkts decaps: 1147, #pkts decrypt: 1147, #pkts verify: 1147
#pkts compressed: 0, #pkts decompressed: 0

#pkts not compressed: 0, #pkts comp failed: 0, #pkts decomp failed: 0
#pkts no sa (send): 0, #pkts invalid sa (rcv): 0O

#pkts encaps failed (send): 0, #pkts decaps failed (rcv): 0
#pkts invalid prot (rcv): 0, #pkts verify failed: 0

#pkts invalid identity (rcv): 0, #pkts invalid len (rcv): 0
#pkts replay rollover (send): 0, #pkts replay rollover (rcv): O
#pkts replay failed (rcv): O

#pkts internal err (send): 0, #pkts internal err (rcv): O

local crypto endpt.: 172.20.0.17, remote crypto endpt.: 10.132.0.21

path mtu 1500, ipsec overhead 60, media mtu 1500
current outbound spi: DC15BF68

Crypto map tag: def, local addr: 172.20.0.17

local ident (addr/mask/prot/port): (0.0.0.0/0.0.0.0/0/0)

remote ident (addr/mask/prot/port): (192.168.132.0/255.255.255.0/0/0)
current_peer: 10.135.1.8

dynamic allocated peer ip: 0.0.0.0

0
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#pkts
#pkts
#pkts
#pkts
#pkts
#pkts
#pkts
#pkts
#pkts
#pkts
#pkts

local

path mtu 1500,
current outbound spi:

encaps: 73771, #pkts encrypt: 73771, #pkts digest: 73771
decaps: 78926, #pkts decrypt: 78926, #pkts verify: 78926
compressed: 0, #pkts decompressed: 0

not compressed: 73771, #pkts comp failed: 0, #pkts decomp failed: 0
no sa (send): 0, #pkts invalid sa (rcv): 0

encaps failed (send): 0, #pkts decaps failed (rcv): 0
invalid prot (rcv): 0, #pkts verify failed: 0

invalid identity (rcv): 0, #pkts invalid len (rcv): 0

replay rollover (send): 0, #pkts replay rollover (rcv): 0
replay failed (rcv): 0

internal err (send): 0, #pkts internal err (rcv): O

crypto endpt.: 172.20.0.17, remote crypto endpt.: 10.135.1.8

ipsec overhead 60, media mtu 1500

3B6F6A35

a<w v R

B!

clear configure isakmp

FTRTOISAKMP =t 7 4 ¥ alb—ara2 77 LET,

clear configure isakmp

policy

TRTHOISAKMP RY v — a7 4 Falb—arz27 )7 LET,

clear isakmp sa

IKE T v %A LSAT—HX—=2% 7 VT LET,

isakmp enable

IPsec B 7 28 ASA LHETH A X —T A A LD ISAKMP % =
T—varEAFX—TMILET,

show running-config

isakmp

TIF 4 TRISAKMP 2> 7 4 X a2l —3 g 02T _XTERLET,
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show crypto ipsec stats

X DN

F7 %V b

a<v s RFE—F

show crypto ipsec stats

oA~y FIZE F—U— FRRERITH Y FH A,

77 4N FOBIERLHEITH D FHE A,

WORIZ. a~ REANTESE—FEeRLET,

IPsec HEFHEMRD U A M ERRT DX Zr— L a7 4 X a b—3 g v E— NEIIRE
EXEC “&— K C show crypto ipsec stats =~ > F& i L £,

TZ7AT T4 —)v
F—FK X2V T4 aTFRXE
< )LF
72U AR TR
a<wy KRE—F —F v K |7V §h I | R VAT A
Ja—n) a7 4 Xalb— | o St o XIS o XPIS |— —
va v
et EXEC o X% o X% o Xt |— —
a<r N Jy—= EEAR
7.0(1) Zoawy RNBIMEE L,
il OB % T a—)L a7 4 Falb— gy T— RRTANT D E IPSec #aHFMAEREN
iﬁ‘o

ciscoasa(config)# show crypto ipsec stats

IPsec Global Statistics

Active tunnels: 2
Previous tunnels: 9

Inbound
Bytes: 4933013
Decompressed bytes: 4933013
Packets: 80348
Dropped packets: 0
Replay failures: 0
Authentications: 80348
Authentication failures: 0
Decryptions: 80348

Decryption failures: 0

Decapsulated fragments needing reassembly: 0
Outbound

Bytes: 4441740

Uncompressed bytes:

CiscoASAY V) —RX a<w R U7y LR Savwr R
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4441740




# |

nET,

ciscoasa(config)# show crypto isakmp stats

Glo
Act
Pre
In
In
In
In
In
In
In
In
Oout
Out
Out
Oout
Out
Out
Oout
Out
Ini
Ini
Res
Sys

bal IKE Statistics
ive Tunnels: 132
vious Tunnels: 132
Octets: 195471
Packets: 1854
Drop Packets: 925
Notifys: 0
P2 Exchanges: 132
P2 Exchange Invalids: 0
P2 Exchange Rejects: 0
P2 Sa Delete Requests: 0
Octets: 119029
Packets: 796
Drop Packets: 0
Notifys: 264
P2 Exchanges: 0
P2 Exchange Invalids: 0
P2 Exchange Rejects: 0
P2 Sa Delete Requests: 0
tiator Tunnels: 0
tiator Fails: O
ponder Fails: 0
tem Capacity Fails: 0

Auth Fails: 0

Dec
Has

rypt Fails: 0
h valid Fails: 0

—Xa=wr R T77 LR Savwr R

|
Packets: 74029
Dropped packets: 0
Authentications: 74029
Authentication failures: 0
Encryptions: 74029
Encryption failures: 0
Fragmentation successes: 3
Pre-fragmentation successes:2
Post-fragmentation successes: 1
Fragmentation failures: 2
Pre-fragmentation failures:1
Post-fragmentation failures: 1
Fragments created: 10
PMTUs sent: 1
PMTUs recvd: 2
Protocol failures: 0
Missing SA failures: 0
System capacity failures: 0
ciscoasa(config)#
EEa~v R aw KR B
clear ipsec sa FBESNTZ/NT A—=FIZEESWT IPsec SA £71E AU Z %7
U 7 Li‘a‘o
crypto ipsec transform-set (S5 273y — Aty FEERELET,
show ipsec sa RE SN /XT A =2 |ZHSWT IPsec SA #F R LET,
show ipsec sa summary IPsec SA DEKZF R L F£7,
il WOFNE ra—r\)y 207 4 Falb—vay = RTANT DL ISAKMP #EHEHRNFR S

Il CiscoASA TV



| #

No Sa Fails: 0
ciscoasa(config)#

EEa<v K

o< R

B!

clear configure crypto
isakmp

TRTDOISAKMP 2 7 ¥ a2 lb—2 a7 U7 LET,

clear configure crypto
isakmp policy

FTRTOISAKMP RY > — a7 4 X¥aLb—a30%227 V7 LET,

clear crypto isakmp sa

IKE TV ZALSAT —HZ_X—2% 7 V7 LET,

crypto isakmp enable

IPsec BT 78 ASA L ilfET A5 A4 X —T =14 A LD ISAKMP X =3
T—VarEAFX—TMILET,

show running-config
crypto isakmp

TI7FT 4 THRISAKMP 227 4 ¥ a2l —y g 02T _RTCERLET,
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show crypto isakmp sa

IKE 7V ZALSAT—FR_N—2A%KRTHIE . Ze— L ar7 4 Fal—rar E—F
F 72 13 F5HE EXEC € — R T show crypto isakmp sa =~ > K& L E9,

show crypto isakmp sa [detail]

WX OHH

7 IV b

a<wy KNE—F

detail

SA F— 2 _X—2ZHT 5

AR 2 TR LET,

T 7 4 OBIERHITH D THE A,

ROKIZ, 2~ FEANTELHEF—RF2RLET,

T77AT UF—IV
T—F X2V T4 aVTHFRALD
< /VF
FF AR aTx
a<v s RFE—F =7y RN |7V h [N [RB AT A
Ja—s L ar7 4 Xalb— | e W5 |— o Xt |— —
va Y
Fi#e EXEC o Xhi  |— o KIS |— —
o< RERE Jyy—= EHENE
7.0(1) show isakmp sa =~ > R BIMEE L7z,
7.2(1) Z @ show isakmp sa =~ > F|ZFEIE 41 F L 72, show crypto isakmp
sa A3~V NIZEESHZ DILE LT,
9.0(1) ~“NVF arsTFTFANT— ROV R—FFRBEMENE L,
FEREDOHTA KT ZOa~vry FOMNITIZIKROT7 4 — IV EREENTHVET,
AV

detail 73 2 VEIRE LRWVWES

IKE Peer:209.165.200.225

Type:L2L * 721X User

Dir: Init

Rky:No E 721X Yes, Yes DG IE. F—HAEMRDBEEL TEBY T —FHAERNTETTHET2HE
HIZ—87 5% SA IXRAR 5 REIZRY £,

Role: Initiator ¥ 72 (% Responder State, SA D A7 — h ~ ¥  OBIEDIRIEEZ R L £,

State: N> RN T v T LT — X BZITFEL SN TWDHEA fEIZ MM_ACTIVE %7213
AM_ACTIVE O WFN0NZR 0 £9,EDMDT 7 7 4 7 fRHEIZ . MM_BLD_MSG4,
MM_BLD_MSG6,MM_FREE,MM_SND_MSG6_H,MM_START .MM_TM_INIT_MODECFG_H,
MM_TM_PEND_QM.,MM_WAIT_DELETE,MM_WAIT_MSG3,.MM_WAIT_MSGS 72 & T,
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detail 7V =3 VEEE LSS
IKE Peer:209.165.200.225
Type:L2L ¥ 7213 User

Dir: Init

Rky No F721% Yes, Yes D5 ‘i F—FHAERDPEAEALTEBY  F—HFERDTETTHET2E
(Z—ET D SA | i;%l:f;éﬂt B2 £,

Role: Initiator ¥ 7213 Responder State, SA D AT — F v~V U OHEDRELZ R LET, b Rb
ﬁ)T T LT —ZNZFELINTWAEA fEIX MM_ACTIVE 721X AM_ACTIVE ®\W\W3 i
2720 F£7,

State: MM_ACTIVE ¥ 7213 AM_ACTIVE LISt £ DD T 7 7 4 7 iRf&IL MM_BLD_MSG4,
MM_BLD_MSG6,.MM_FREE,MM_SND_MSG6_H,MM_START . MM_TM_INIT_MODECFG_H,
MM_TM_PEND_QM,MM_WAIT_DELETE,MM_WAIT_MSG3.MM_WAIT_MSGS5 72 & T,

Encrypt:3des
Hash:md5
Auth:preshrd
Lifetime : 86400

il WKOBE T a—r )y a7 4 Xal—vay E—=RCTANTEESAT—F =2 ClT2
=38 g ek o NS o=
RS RAR T INE T,
ciscoasa(config)# show crypto isakmp sa detail
IKE Peer Type Dir Rky State Encrypt Hash Auth Lifetime
1 209.165.200.225 User Resp No AM_Active 3des SHA preshrd 86400
IKE Peer Type Dir Rky State Encrypt Hash Auth Lifetime
2 209.165.200.226 User Resp No AM_ACTIVE 3des SHA preshrd 86400
IKE Peer Type Dir Rky State Encrypt Hash Auth Lifetime
3 209.165.200.227 User Resp No AM_ACTIVE 3des SHA preshrd 86400
IKE Peer Type Dir Rky State Encrypt Hash Auth Lifetime
4 209.165.200.228 User Resp No AM_ACTIVE 3des SHA preshrd 86400
ciscoasa(config)#

MEa~w R awr R B

clear configure crypto 4 <XTOISAKMP 2> 7 4 X2l — a3 %7 U7 LET,
isakmp

clear configure crypto X CHISAKMP RV v — a7 4 FXal—vara 7 U7 LET,
isakmp policy

clear cryptoisakmpsa [KE 5 % A L SAT — 4 _X—2X% 27 U7 LET,

crypto isakmp enable [Psec °7 23 ASA LT DA VX —T =4 A LD ISAKMP % 2
T—varEAFR—TNMILET,

show running-config 77 75 ¢ 772 ISAKMP = 7 4 ¥ 2L —1 a3 & T_TCERLET,
crypto isakmp
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show crypto isakmp stats

FATHRE S 2 R T 51T, Z e — UL ar 7 4 F a2 b—3y g v ®— FE 72134 HE EXEC
& — K C show crypto isakmp stats =~ > R&2flif L E 7,

WX DN

F7 %V b

a<v s FE—F

show crypto isakmp stats

Zoavwy NIEBIEERIZF—U—RIIH Y A,

77 4N FOBERHEITH D FHEA,

WORIZ. a~ REANTESE—FEeRLET,

T7ATUF—IV
T—F X2V T 4 ayTFHAB
~)VF
b7V AR =N
avw RKE—F =7y R | TV [T N [ RB AT A
Ja—n) a7 4 Xalb— | e St |— o XpIS |— —
va Y
FiHE EXEC o XIS — o XIS — —
vy MR Jyy—= EENE
7.0(1) show isakmp stats =~ > R BMENE LTz,
7.2(1) show isakmp stats =~ > F23EHESE o< o RIZ72 0 F L 72, show
crypto isakmp stats =~ > NICEE#Z S E L,
FEREDOHART Zo0a~vy FOENTIFEIROT 4 =L FREERTHNET,
A

e Global IKE Statistics

e Active Tunnels

¢ In Octets

e In Packets

¢ In Drop Packets

¢ In Notifys

e In P2 Exchanges

e In P2 Exchange Invalids
e In P2 Exchange Rejects
e In P2 Sa Delete Requests
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¢ Out Octets

e Out Packets

¢ Out Drop Packets

¢ Out Notifys

e Out P2 Exchanges

e Out P2 Exchange Invalids
e Out P2 Exchange Rejects
e Out P2 Sa Delete Requests
e Initiator Tunnels

e Initiator Fails

¢ Responder Fails

¢ System Capacity Fails

e Auth Fails

e Decrypt Fails

e Hash Valid Fails

e No Sa Fails

WOFETa—\)L a7 4 Xalb— gy B— NTCANTBE ISAKMP HEHEHNER X

nE9,

ciscoasa(config)# show crypto isakmp stats
Global IKE Statistics
Active Tunnels: 132
Previous Tunnels: 132

In Octets: 195471

In Packets: 1854

In Drop Packets: 925

In Notifys: O

In P2 Exchanges: 132

In P2 Exchange Invalids: 0
In P2 Exchange Rejects: 0
In P2 Sa Delete Requests: 0
Out Octets: 119029

Out Packets: 796

Out Drop Packets: 0

Out Notifys: 264

Out P2 Exchanges: 0

Out P2 Exchange Invalids: 0
Out P2 Exchange Rejects: 0
Out P2 Sa Delete Requests: 0
Initiator Tunnels: 0
Initiator Fails: O
Responder Fails: 0

System Capacity Fails: 0
Auth Fails: 0

Decrypt Fails: 0

Hash Valid Fails: 0

No Sa Fails: 0
ciscoasa(config)#
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o~ R a<w v R B
clear configure crypto 34 <XTOISAKMP 2> 7 4 X2l — a3 %7 U7 LET,
isakmp

clear configure crypto <X CHISAKMP RV v — a7 4 Falb—varaz7 U7 LET,

isakmp policy

clear crypto isakmpsa IKE 7 % A ASAT —4X—R% 27 U7 LET,

crypto isakmp enable  [Psec £°7 7% ASA CHlfET 251 % —7 = A X D ISAKMP X =+
T—arEAFR—TNMILET,

show running-config 775 ¢ 772 ISAKMP =2 7 4 ¥ 2L — a3 & T _TCERLET,
crypto isakmp

B CiscoASAYV—X o= RUT77L VR Savwr R



show crypto key mypubkey

ECDSA F—D % —4 AL BIOBHEHRY A X2RRmT 2103 . 7n—L a7 ¢
Fal—v gy T— RELIIRHE EXEC £ — R T show crypto key mypubkey =~ > N % {ifi |

Lij—o

show crypto key mypubkey dsa | rsa

X DA

a<v s RFE—F

dsa F—AEEELET,

rsa F—HEBELET,

WORIZ. a~ REANTESE—FexRLET,

T7AT Ut —)V
T—F X2V T 4 ayTFHAB
< J)VF
b7 AR X
a<w s KE—F N—Tv N |7V b N | R B AT A
Ja—n) a7 4 Xalb— | e St |— o XPIS |— —
va v
FEHE EXEC LI S — LI S — —
v FRE Jyy—= EENE

7.0(1) Zoawy RPBEINEnE Lk,
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show crypto protocol statistics

U7 LT 77 L—2 MIBARAOT R b a)VEAOREEHREFRRT DI e — o 3
7 4 ¥ alb—var E— FEZITEHE EXEC £ — KT show crypto protocol statistics =~ > K

ZRHLET,

show crypto protocol statistics protocol

X DN

protocol

PEIIR D & B0 TH,

ikevl: f ¥ —X v b F—RNR—T a3 1,
ipsec:IPEX¥=V7 ¢ 7=2—X27a fhaj,

ssl: Secure Sockets Layer (SSL)
other: Fil 7' v k 2 LI FHIE Bro
al FIEY R— & Tna 3T _XTo7a haj,

B WA ERT D70 havoL4uiziEE LET, 7 a b a/LoE

F 7 %)V b

a<wy KNE—F

F 740 N OBIERHEILD D EH A,

ROKIZ, A~ FEANTELHEF—RF2RLET,

TZ7AT U —IV
ET—F X274 avyTHAE
< JVF
b Z7 AR =N
a<w RE—F N—FTv N |7Vvrh P/ 2R AT A
ra—N)ar7ZoXxal— | e X LI S LI S — —
va v
¥ HE EXEC o Xfits o Xfits o it |— —
a< v R Jy—=x ERNE
7.0(1) Zoawy RBEMENE L,
] wiZZa—r)ary7 4 X¥al—yagry E—RCHEELE e haLic@l+32) 787

7T v—2ifEtE e FZoR T L0 2R LET,

ciscoasa # show crypto protocol statistics ikevl

[TKEvl statistics]
Encrypt packet requests: 39

Encapsulate packet requests:

Decrypt packet requests: 35

Decapsulate packet requests:
84

HMAC calculation requests:
SA creation requests: 1

39

35
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SA rekey requests: 3

SA deletion requests: 2

Next phase key allocation requests:
Random number generation requests:
Failed requests: 0

2
0

ciscoasa # show crypto protocol statistics ipsec

[IPsec statistics]
Encrypt packet requests: 700
Encapsulate packet requests: 700
Decrypt packet requests: 700
Decapsulate packet requests: 700
HMAC calculation requests: 1400
SA creation requests: 2
SA rekey requests: 0
SA deletion requests: 0
Next phase key allocation requests:
Random number generation requests:
Failed requests: 0

0
0

ciscoasa # show crypto protocol statistics ssl

[SSL statistics]
Encrypt packet requests: 0
Encapsulate packet requests: 0
Decrypt packet requests: 0
Decapsulate packet requests: 0
HMAC calculation requests: 0
SA creation requests: 0
SA rekey requests: 0
SA deletion requests: 0
Next phase key allocation requests:
Random number generation requests:
Failed requests: 0

0
0

ciscoasa # show crypto protocol statistics other

[Other statistics]
Encrypt packet requests: 0
Encapsulate packet requests: 0
Decrypt packet requests: 0
Decapsulate packet requests: 0
HMAC calculation requests: 0
SA creation requests: 0
SA rekey requests: 0
SA deletion requests: 0
Next phase key allocation requests:
Random number generation requests:
Failed requests: 0

0
99

ciscoasa # show crypto protocol statistics all

[IKEv]l statistics]
Encrypt packet requests: 46
Encapsulate packet requests: 46
Decrypt packet requests: 40
Decapsulate packet requests: 40
HMAC calculation requests: 91
SA creation requests: 1
SA rekey requests: 3
SA deletion requests: 3
Next phase key allocation requests:
Random number generation requests:
Failed requests: 0

[IKEv2 statistics]
Encrypt packet requests: 0
Encapsulate packet requests: 0

2
0
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Decrypt packet requests: 0
Decapsulate packet requests: 0
HMAC calculation requests: 0
SA creation requests: 0
SA rekey requests: 0
SA deletion requests: 0
Next phase key allocation requests: 0
Random number generation requests: 0
Failed requests: 0
[IPsec statistics]
Encrypt packet requests: 700
Encapsulate packet requests: 700
Decrypt packet requests: 700
Decapsulate packet requests: 700
HMAC calculation requests: 1400
SA creation requests: 2
SA rekey requests: 0
SA deletion requests: 0
Next phase key allocation requests: 0
Random number generation requests: 0
Failed requests: 0
[SSL statistics]
Encrypt packet requests: 0
Encapsulate packet requests: 0
Decrypt packet requests: 0
Decapsulate packet requests: 0
HMAC calculation requests: 0
SA creation requests: 0
SA rekey requests: 0
SA deletion requests: 0
Next phase key allocation requests: 0
Random number generation requests: 0
Failed requests: 0
[SSH statistics are not supported]
[SRTP statistics are not supported]
[Other statistics]
Encrypt packet requests: 0
Encapsulate packet requests: 0
Decrypt packet requests: 0
Decapsulate packet requests: 0
HMAC calculation requests: 0
SA creation requests: 0
SA rekey requests: 0
SA deletion requests: 0
Next phase key allocation requests: 0
Random number generation requests: 99
Failed requests: 0
ciscoasa #

EEa< K =R AN B

clear crypto accelerator a7 7271 —2 MIBIZHDZ7a—_"NLEBLONT 71T L —
statistics L EA O EHREZ VT LET,

clear crypto protocol a7 78T 1L —% MIBICHDH T a LG OkKHERE 2
statistics U7 LET,

show crypto accelerator Be7 771 —% MIBho 7 a—)LBIXOT /771 —#
statistics E A OREHE#RE R R LET,
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show crypto sockets

WEtXxaT Viy MERAETTDICT. Ze—)L a7 4F¥alb— gy F— RNEE

WX DN

F7 %V b

a<v s RFE—F

show crypto sockets

ZOavy P F—U— FRERITH Y FH A,

T 7 a0 F OEEREILS D EE A

WORIZ. a~ REANTESE—FEeRLET,

¥## EXEC & — K C show crypto sockets =~ > R&ffi fl L ¥ 9,

TZ7AT T4 —)v
F—FK TX2UT 4 arTHAb
< )LF
AV =R
a<wy KRE—F —F v K |7V §h I | R VAT A
Jua—n)yarZ 4 Xal— | e XS o fits o XS |— —
va v
et EXEC o X% o X% o X |— —
o< R Jy—= EEAR
7.0(1) Zoawy RNBIMEE L,
il Wiz, Za—nN"nparZ 4 Xal—ary T—RCHESEXaT Viry MERERRT D6

ZaRLET,

ciscoasa(config)# show crypto sockets

Number of Crypto Socket connections 1

Gi0/1 Peers: (local): 2001:1::1
(remote) : ::
Local Ident (addr/plen/port/prot):
Remote Ident (addr/plen/port/prot):

IPsec Profile: "CSSU-UTF"
Socket State: Open
Client: "CSSU_App (UTF)"

Crypto Sockets in Listen state:

(Client State:

Active)

(2001:1::1/64/0/89)
(::/0/0/89)
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[ |
KD F1Z, show erypto sockets =~ > KO ID7 4 — /v KERLET,
T4 =V F B!
Number of Crypto Socket connections |3 25 ANOKEE Y &7 v s O,
Socket State COWREBIZ. TV T 4 T PsecEX 2T 4 TV
T— 3V (SA)BFHETDHZ EEEWT D Open 2, F
721X T 7T 4 772 IPsec SA WFAE L7\ 2 & & E kT
% Closed ® EH 50T,
7747 b T = a DA EEDIRTE,
Flags ZDO7 4 —)v K)lshared 1272 > TWAHEA Y 7w b
EEO N A v =T = 2 THREEINET,
Crypto Sockets in Listen state 55 IPsec 7 12 7 7 A JL D4 Fil,
EEa< K a<wy R B

show crypto ipsec policy

WEYXaT Y7 v b APL TA VA h— /L &R Y U —1FH
rRALUET,
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show csc node-count

CSCSSM RAX ¥ LI bT T 4 v I D) — REEFRT DL F7H EXEC E— R T show
csc node-count =~ > RZfFH L £,

show csc node-count [yesterday]

O yesterday ({EE) CSC SSM 23Eii A @ 24 HEfE (FFE1 0 B 5 A O4-Hi1 0 £ T)
AXY LN T T4 IO — REERRFLET,
F7FI)V T 7 AV NTERREIND /=K B MIFRTOREND AF ¥ Sz / — T,

av RKE—F ROKIZ, A~ FEANTEHEF—RF2RLET,

TZ7AT UF—Iv
T—F X2V T4 2V TFRAL
< JVF
b Z7 AR =N
a<w v RKE—F N—T v N |TVvrb v | R b AT A
=¥ R yy—= ERNE
7.0(1) ooy RN EMENnE L,
FEREOHART J—FREIZ EEOEETLIPT FLA FHIZASAICEVHEEI LTS Ry NU—2 FOF

AV NAADT RVATT ASAILHEHD ) — K AU FEEIFL. 2—% T4 ZAD5EHO 7
®»IZ CSC SSM 1Tz x £,

il RIZ . CSC SSM 3R 0 B LARRIZ Ak v > L2/ — RO %A KR35 show csc node-count =~
Y Yo Hh#lE R~ LET,

ciscoasa# show csc node-count
Current node count is 1

KIZ,.CSC SSM 73 2 24 B (FFATO BB EHADFHIOBFE T ICAX Yy U LTI N T 7 4 v 7
D) — R %77 % show csc node-count =~ > RO FflZ R L ET,

ciscoasa(config)# show csc node-count yesterday
Yesterday'’s node count is 2
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# |

HEa< R csc

Fw hU—2 T 7 4 v 7% CSCSSM IZi%fE LT.CSC
SSM TRREINTWA LBV IZ FTP.HTTP.POP3. B L O}
SMTP # A% ¥ > L £7,

show running-config class-map

HWEDODIFTA vy T a7 40 Xal—ra 2R RLET,

show running-config
policy-map

HAEOR)— v a7 4 F¥al—ar2FRL
e I

show running-config
service-policy

HEOY—E AR — a7 4 Xa L —2 g ZFRL
ij‘o
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show ctigbe

X DN

F7 %)V b

a<v v RFE—F

ASA Z# % THEST 417~ CTIQBE & v o 2 v DI @ % £ 79 5 121%., ¥ # EXEC & — R C show
ctighe =~ RZfif L x4,

show ctigbe

Zoavwy FIEBIEERIZF—U—RIIH Y A,

T 7 x v F OEEREILD D EE A

WORIZ. a~ REANTESE—FeRLET,

TrAT VA —IV
T—F X2V T 4 ayTFHAB

< J)VF
FF AR T
gy RE—F N—T v R | TV I | R B AT A
¥k EXEC I S o XIS I S I S LI S

o< v Rk

FEREDOTA KT
AV

Jy—=x EEAR
7.0(1) Zoavy RBEMENE L,

show ctighe =~ > FIX,ASA # i x THEN. S 7= CTIQBE v ¥ a VDIF#HAEF R LET,
debug ctigbe <° show local-host & & 12, Z D2~ NX.CTIQBE f v A~XJ v a vy =P
ODMBEDO T TNy a—T 4 7R ENET,

show ctighe =~ > F& i i+ 2 H(IC pager =~ RERETHI LAHRLET LD
CTIQBE t v ¥ a U 3MF(E L pager =~ & ROEE S 4L TV WG4 show ctighe =~ 2 KD
HAREEE CTRIET 2T, LIES SRR 22 R3H 0 7,

WD D show ctighe =~ > RO NHFIZRLET ASAZBZ Ty N7 v 7 IR T
WAHT 7T 47 CTIQRE £ v a E 1 DEF T, 2Dy g i, u—hL 7 KL X
10.0.0.99 ®NEE CTI 7 /34 A (7= & Z 1%, Cisco IP SoftPhone) & 172.29.1.77 D44 Cisco
CallManager O CHESL I L TWET, Z Z T, TCP &~ — b 2748 &, Cisco CallManager T9, = D
tyaron—heE— MNERIX 120 B TT,

ciscoasa# | show ctigbe

Total: 1
LOCAL FOREIGN STATE HEARTBEAT

1 10.0.0.99/1117 172.29.1.77/2748 1 120
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RTP/RTCP: PAT xlates: mapped to 172.29.1.99(1028 - 1029)

MEDIA: Device ID 27 Call ID O
Foreign 172.29.1.99 (1028 - 1029)
Local 172.29.1.88 (26822 - 26823)

CTI 7734 A%, 7 TIT CallManager ([ZEFK SN TWET, 7 /51 ADONET N L A% KX RTP
ZER— X 172.29.1.99 @ UDP A — k 1028 |12 PAT ZH# XN TWE 4, RTCP ZEAR— X
UDP 1029 {Z PAT ZH#r XL TWE T,

RTP/RTCP: PAT xlates: CHRE DITIX.WH CTI 7 /34 A34M5 CallManager (2 8§k 4L, CTI 7
NAADT RLALER— RREDINEA v H—7 = A AT PAT B SN TV DIHAITIR Y F£or
SN FE T, 2 OFTIE, CallManager BNERA ¥ — 7 = A A RIZAE T 286, £ 72 1XE CTL 7
NAADT KA ELAR— R, CallManager DEH L TND D L[E UANTA ¥ —7 = A4 R
NAT ZH#i SN TV DA FR s EE A,

ZOHNF. T =N ZDCTI T /3, AL 172.29.1.88 125 DRI O EFEHEDOBNCHEL SN TV 5D
ZEERRLET MOBEMKD RTP B L O RTCP %15 R — HE. UDP 26822 ¥ X 1~ 26823 T,
ASA X2 F H OERE & CallManager (ZB# 35 CTIQBE v v a > La— REHiFFTE 20
DT M OEFEHIL, CallManager ERICA X —7 = A A EIZHY £ ,CTI T /31 AUDOT 7
T 47 a—/L Ly 7% Device ID 27 3L Call ID 0 THER T £,

EE=a< K

a<wv R A

inspect ctigbe CTIQRE 7 ¥V r—ya v A VAT g vl x—T M LET,

service-policy 12U DA v =T 2 AR — <y T EEALET,

show conn SE SIS A TORERIREEEZR R LET,

timeout SEIERT v barBrUOkty vy ary FA4ATOT A FVIRED K
Kikfe i 2 7% L £,
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show ctl-file

EFETuX L THHENDACIL 77 A VOREBZFR T HIZIT Fea—)Lary7 0 Xa b —
g2 F— FTshowetlfile =2~ F&EH L £,

show ctl-file filename [parsed]

O filename Fe AR =2 IR ENTWAEX 2T E— NICkHS L- 832 £ 5
LET,
parsed (EBE)RE L CTL 7 7 A VOB R EZER L ET,
77 %V b T 7 4V N OEERCHEIZH Y AL

a<w v RE—F WORIZ, a~ REANTESE—FexRLET,

TZ7AT T4 —)V
F—FK X2V T4 aTFRXE
< JVF
N aLvFH
a<wy RE—F N—T v R | TV D/ IZ A k VAT A
Ja—N\)ar74Xalb— | e XpE | — o M |— -
va v
o< v FIERE Jy—=x EENE

8.2(1) a<wy RBRBEMEINE L,

FEREDHA RS 779 a2 AEVITEMEIN TS CTL 77 ANVD T 7 A VA ERETHHRIT. T 4 A7 %
A %\77’/1)/1/% ioJZU?f%E%’f disk0:/testctl.tlv D &L 5 j:, Liﬁ— show ctl-file =~ >~ ]\%f
FEHT2E BEFETeFL AV AZ L ADREEFEOT Ny JIZESLHET,

il &Iz  show ctl-file =~ > R&E{HEHA L T.CTL 7 7 A VL DO—fRIE R A FERTHHEZRLET,

ciscoasa# show ctl-file diskO:/ctlfile.tlv
Total Number of Records: 1
CTL Record Number 1
Subject Name:
serialNumber=JMX1215L2TX+hostname=ciscoasa
Issuer Name:
serialNumber=JMX1215L2TX+hostname=ciscoasa
Function:
cucm
IP Address:
192.168.52.102
Associated Trustpoint:
cucm_primary
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WIZ  show ctl-file =~ > Rzl L C.CTL 7 7 A LV OFEMIE H & ZonT 50217 LET,

ciscoasa# show ctl-file diskO:/ctlfile.tlv parsed

TAG 0x01: Version: Maj 1, Min 2

TAG 0x02: Header Len: Len 288

TAG 0x03: Signer ID: Len 103

TAG 0x04: Signer Name: Len 45 Name: <cn=_internal_myctl_ SAST_0,ou=STG,o0=Cisco Inc>

TAG 0x05: Cert SN: Len 4 SN: c43c9048

TAG 0x06: CA Name: Len 45 Name: <cn=_internal_myctl_ SAST_0,ou=STG,o=Cisco Inc>

TAG 0x07: Signature: Len 15

TAG 0x08: Digest Alg: Len 1 Name: SHA-1

TAG 0x09: Sig Alg Info: Len 8

TAG 0x0A: Sig Alg: Len 1 Name: RSA

TAG 0x0B: Modulus: Len 1 Name: 1024

TAG 0x0C: Sig Block: Len 128 Signature:
521debcf b7a77ea8 94eba5f7 £3c8b0d8 3337a9fa 267cela7 202b2c8b 2ac980d3
9608f64d e7cd82df e205e5bf 74ald9cd fae20£f90 £3d2746a e90f439e ef93fca’
d4925551 72daadld 2c55£249 ef7e6dc2 bcb9f9b5 39beB8238 501lleech ce37eddl
866e6550 6779c3fd 25c8bab0 6e9be32c 7£79fe34 5575e3af ea039145 45ce3158

TAG Ox0E: File Name: Len 12 Name: <CTLFile.tlv>
TAG O0x0F: Timestamp: Len 4 Timestamp: 48903ccé6

### CTL RECORD No. 1 ###

TAG 0x01l: Rcd Len: Len 731

TAG 0x03: Sub Name: Len 43 Sub Name: <serialNumber=JMX1215L2TX+hostname=ciscoasa>

TAG 0x04: Function: Len 2 Func: CCM

TAG 0x05: Cert Issuer: Len 43 Issuer Name: <serialNumber=JMX1215L2TX+hostname=ciscoasa>

TAG 0x06: Cert SN: Len 4 Cert SN: 15379048

TAG 0x07: Pub Key: Len 140 Pub Key:
30818902 818100ad a752bde6 89769%9a49 13115e52 1209b3ef 96al79af 728c29d7
af7fedde c759d0ea cebd7587 dd4f7cdc 322da86b 3a677c08 ce39ce60 2525f6d2
50fe87cf 2aeab0a5 690ec985 10706e5a 30ad26db e6fdb243 159758ed bb487525
f90lefda 658445de 29981546 3867d2d1l ce519eed 62c7be32 51037c3c 751cOadé
040bedbb 3e984502 03010001

TAG 0x09: Cert: Len 469 X.509v3 Cert:
308201d1 3082013a a0030201 02020415 37904830 0406092a 864886f7 04010104
0500302d 312b3012 06035504 05130bda 44583132 31354c32 54583015 06092a86
4886£f70d 01090216 08636973 636£f6173 61301el7 04303830 37333030 39343033
375a170d 31383037 32383039 34303337 5a302d31 2b301206 03550405 130bdadd
58313231 354c3254 58301506 092a8648 86£70d401 09021608 63697363 6£617361
30819f30 0d406092a 864886f7 04010101 05000381 84003081 89028181 00ada752
b4e68976 9a491311 5e521209 b3ef96al 79af728c 29d7af7f eddec759 dlOeacebd
7587dd4f 7c4c322d a86b3ab7 7c08ce39 ce602525 £6d250fe 87cf2aea 60a5690e
c9851070 6e5a30ad 26dbe6fd b2431597 58edbbd8 7525f901 efda6584 45de2998
15463867 d2dlce51 9eed62c7 be325103 7c3c751lc 0ad6040b edbb3e98 45020301
0001300d 06092a86 4886£f70d 01010405 00038181 005d82b7 ac45dbf8 bd9ol1d4d
a330454a a2784a4b 5ef898bl 482e0bbf 4a86ed86 9019820b 00e80361 f£d7b2518
9efa746c b98ble23 fcc0793c ded8debd 6b1ad998 cdéefdeb6 bab6ld3a d200739a
ae679c7c 94£f550fb a6381b94 leae389e a9%ecdbll 30ba31f3 33cdl84e 25647174
ce00231d 102d5db3 c9cllla6b df37ebd3 66£3d2d5 46

TAG Ox0A: IP Addr: Len 4 IP Addr: 192.168.52.102

i< R a<w R BL]

ctl-file(ZF 12— L) BHETO XV EERTD720D CTL A v AX U ABIBET 50, £7-
75y a2 ARVICKRMENTWS CTL 7 7 A V&2 LE T,

ctl-file Bali 7 R X VORERFITMHHT D CTL A V AZ L AERELET,
(Phone-Proxy)
phone proxy Phone Proxy f > A X v A% ELET,
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show ctl-provider

2=Ty7 A4 Rala=r—arTHRAEND CTL 7 uf X —OR T &2 F£/RT DITIE Kk

EXEC & — K C show CTL provider =~ > F&ffif L ¥ 7,

show ctl-provider [name]

WX DN

a<v s RFE—F

name (A7 a)ZDOCTL 7a " B —DHhDFEREFRRLET,

WORIZ. a~ REANTEE—FERLET,

TZ7AT U4 —)V

=K ¥Xa2)F 4 2 FRR R

< VT

g RKE—F

=7 K

FZ AR
VAZAS

D%

=
Ak

HME EXEC

.« A

.« A

.« A

.« A

a< v Nk

Bl

Y —x

EHEAE

8.2(1)

o<y RpBEMmEnE L,

WIZCTL 70 A F—DREZFRT 202~ LET,

ciscoasa# show ctl-provider

ctl-provider my-ctl

client interface inside address 192.168.1.55

client interface inside address 192.168.1.56

client username admin password gWe.oMSKmeGtelxS encrypted

export certificate ccm-proxy
|

BHEa~ R

awv R LA

ctl-provider CTL 7u A X —%FHELET,
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show cts environment-data

X DN

F7 %V b

a<v v FE—F

ASA T Cisco TrustSec DERIET —F DY 7L v V2l ZARIEL AT — X A5 FE LT H

121 H#E EXEC & — K T show cts environment-data =~ > RZfEifH L £,

show cts environment-data

Zoawy FIEBIEERIZF—U—RIIH Y A,

T 7 a0 F OEEREILS D EE A

WORIZ. a~ REANTESE—FexRLET,

T7ATUF—IV
T—F X2V T 4 aTFHAB
~)VF
[NV SN avF R
FvvFE-F A A AN LN VAT A
iHE EXEC o X o KPR o X o M |—
= NIgHE yy—= ERNE

9.0(1) oIy RREMSHE LT,

EH EOHA KT

AV

Bl

Zoavw R T F— RN — a7 4 FXFal— g DAF N AIREEDT N AT
PHR—= P ENFEFA AL NAREDT NA ATIOav Ly REANTDHE ROZT— Ay
U NREREINET,

ERROR: This command is only permitted on the active device.

Toavr NI I ARYN S a4 F a2l — g DY AE— 2=y NTORYR—
ENFT AL—T 2=y FTZOavwy REANTDHEROZT— A vE—UNRERIN
iﬁ‘o

This command is only permitted on the master device.

R 1Z . show cts environment-data =~ > RO 4%~ L £,

ciscoasa# show cts environment-data

CTS Environment Data

Status: Active

Last download attempt: Successful

Environment Data Lifetime: 1200 secs

Last update time: 18:12:07 EST Feb 27 2012
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Env-data expires in: 0:00:12:24 (dd:hr:mm:sec)
Env-data refreshes in: 0:00:02:24 (dd:hr:mm:sec)
o< R a<w v R S%ER
show running-config E{Ta. 7 (X2l —1 a3 DO SXPEREFERLET,
cts

show cts pac PAC Do H—xo FEErLET,
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# |

show cts environment-data sg-table

ASA (T Cisco TrustSec DB X2 U T 4 F)v—7F F—7 )V A& FKRT HI121%, FiHE EXEC £ —
K C show cts environment-data sg-table =~ > RZ i L £9°,

show cts environment-data sg-table

B oA Zoawy NIEBIEERIZF—U—RIIH VY T8 A,

74/ b T 7 4V N OEERLEIXDH Y AL

a<w v RE—F WORIZ. a~ REANTESE—FeRLET,

T7ATUF—IV
T—F X2V T 4 aTFHAB
~)VF
[NV SN avF R
FvvFE-F A A AN LN VAT A
iHE EXEC o X o KPR o X o M |—
= NIgHE yy—= ERNE

9.0(1) oIy RREMSHE LT,

FEREDOHA RS Zoa~vr RE . Jx—NF—NR— a7 4 Xal—a L DAX U NAREOTF A ZTIX
[ PHR—=FENFETA ALV NAREDT NRA ATIOav Ly REANTDHE ROZT— Ay
t—UNREREINET,

ERROR: This command is only permitted on the active device.

COavryRE ITAFZN T ar7 4 Xal—va DY AS— 2=y NTORrYPR—|
SINFEFT AL—T 2=y FTZDa~vry REANTLHE ROTT— Ayt —URERRIN
ij‘o

This command is only permitted on the master device.

il 1Z . show cts environment-data sg-table =~ > KO H 12~k L £,

ciscoasa# show cts environment-data sg-table

Security Group Table:
Valid until: 18:32:07 EST Feb 27 2012
Showing 9 of 9 entries
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ANY 65535 unicast
ExampleSG1l 2 unicast
ExampleSG13 14 unicast
ExampleSGl4 15 unicast
ExampleSG1l5 16 unicast
ExampleSGl6 17 unicast
ExampleSG17 18 unicast
ExampleSG18 19 unicast
Unknown 0 unicast
EEa< R a<w K B!
show running-config FE{7a. 7 X221 —2 a3 0O SXPEREZFRLET,
cts
show cts pac PAC Do R—x v b ERRLET,
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show cts pac

WX OHH

F7 %V b

a<v s RFE—F

ASA |Z Cisco TrustSec @ Protected Access Credential (PAC) @D 1 iR — % v M &R RT HITIT F
¥é EXEC £— K C show cts pac =~ > RZ&MiH L E9,

show cts pac

Zoavwy NIEBIEERIZF—U—RIIH Y T8 A,

T 7 a0 F OEEREILD D EE A

WORIZ. a~ REANTESE—FeRLET,

T7AT Ut —)V
T—F X2V T 4 aTFHAB
< JVF
72U AR TR
gy RE—F =T K |7k I | R R VAT A
¥5#E EXEC o X%fhia o X%fhia o X%fhia o X%fhia —
= NgHE yy—= ERNE
9.0(1) Zoa<y RRBMEE L,
ER EDHA RFZ  show cts pac =~ RIE PAC 5 (A2 72 &) AR RLET.PAC DT A 7 X A LD T
vz HEASADREX 2 VT 4 IN—T T =T NOEFERGETE R LD AWMIZEZET

97, & P 13X Identity Services Engine D&X 2 U7 4 7 Vv —7 7T —7 v L DR ZLRDOTZDIT,
HUY PAC OHRRASEIIL D ENZH LV PAC 23 RTH2MENH Y F9,

Ioaw s RF T A== a7 4 X2l — g DAEUNAIREEDT N A AT
PR—PFENFHAAZ AL REDOFTASAL ZATIOavy REANTALE IROZT— Ay
t—UNEREINET,

ERROR: This command is only permitted on the active device.
Zoavwr RFI I TAZY T a7 4 FXFal—valDIAL— 2=y K TOHAYHR—k

SNFT AL—T 2=y b TCZOavry FEANTEHE ROTT— A v—UNERIN
F9,

This command is only permitted on the master device.

CiscoASA V'V —X a<w R U777 LR Sawr
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il KIZ show cts pac =2~ > ROl ZRLET,
ciscoasa# show cts pac
PAC-Info:
Valid until: Jul 28 2012 08:03:23
AID: 6499578bc0240a3d8bd6591127ab270c
I-ID: BrianASA36
A-ID-Info: Identity Services Engine
PAC-type: Cisco Trustsec
PAC-Opaque:
000200b000030001000400106499578bc0240a3d8bd6591127ab270c00060094000301
00d75a3£2293££3b1310803b9967540££7000000134e2d2deb00093a803d227383e2b9
7db59%9ed2eeacded69fcbleeblac2dd84e76e13342a4c2£1081c06d493e192616d43611
8££93d2af9b9135bb95127e8b9989db36cfl667bdfe6c284e220cllelf7dbab91721dl
00e9£f47231078288dab83a342cel76ed2410£1249780882a147cc087942£52238fc9b4
09100e1758
EEa~r R a<w R B!

show running-config ~ Ef7a 7 Fa b — 2 O SXP#HiE £ R LET,

cts

show cts environment 25557 —Z DY 7L v 3 2 EOA~L AREEL R F — X A B FERL
\i—g«O
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show cts sgt-map
HEISADIP T LA X2 T 4 IN—F T—T ) =F—Vy =2 b EFRRTHITIT
¥## EXEC & — K C show cts sgt-map =~ > R&2fifH L £,
show cts sgt-map [sgt sgt] [address ipv4[/mask] | address ipv6 [/prefix] | ipv4 | ipv6] [name] [brief
| detail]
KL DA address {ipv4[/mask] J5E D IPv4 721X IPv6 7 RLADIP T LA X2 VT 40 0 —7
lipv6|/prefix]} TN~y T DREFERLET XYy NV =T D~y BT %
FKRTHIIZIPVA Y T %y h w27 E713IPV6 L7 4 v 7 A% 5
&) \i—a_ﬂo
brief IP7 RLVAEX2 VT4 IN—TT—T N v TOEREFRRL
9,
detail IP7RLAEF2UT 4 IN—F TFT—T N~ 7 2FRrLET,
ipvd4 IPv4 7 RLA X274 IN—T T—T N ~vo 7K RLE
T T 74NV ETIPVET LA X2 VT 4 IN—TF T—T )N~
DIINERSINET,
ipv6 IPv6 7 RL A X2 )T 4 IN—T FT—T N~ 7 %FRLET,
name X2 VT4 TN—TEZN—BTDHIPT RLAEX2 T 0 T —7
TN o T EFRRLUET,
sgt sgt X2 VT4 TN—T T—TAB—HTHIPT FL A X2 T g
ITN—T T—=TN <~ T OhEFRRLET,
T 74/ b 7T 7 4 N OBEREIZH D FH A

av Vs RE—F

WDOFIZ, a2 REAJTESE—RRERLET,

TZ7AT U —IV

T—F X274 avyTHAE
< J)VF
FF AN av7x
a<w v RE—F Al S 2 NV P VAT A
i HE EXEC o Xk o Xt o Xt o Xt |—
=¥ FRE yy—= ERNE
9.0(1) o<y RRBEMEhE L,
9.3(1) [CLI-HI| Y — zﬁ%@m&ﬂf%/74/7%$#aihéiolm
TIRFEH N E Lz, ZiiT, ets role-based sgt-map =~ > FIZ L DB A
SNET,
9.6(1) Xy NU—7 = o B T ERRTHERENPEBMEINE LT,

CiscoASA V'V —X a<w R U777 LR Sawr



FRAEDHA KT —oa<y RIZHEARZAOIP T RLRA X2 T4 FV—F F—T ) <wF%—T % = R
A FPRRLET,

il KIZ  show cts sgt-map =~ > ROl 2R L 7,

ciscoasa# show cts sgt-map
Active IP-SGT Bindings Information

IP Address SGT Source
1.1.1.1 7 CLI-HI
10.10.10.1 7 CLI-HI
10.10.10.10 3 LOCAL

10.10.100.1 7 CLI-HI
198.26.208.31 7 SXP
IP-SGT Active Bindings Summary

Total number of LOCAL bindings = 1
Total number of CLI-HI bindings = 3
Total number of SXP bindings = 1
Total number of active bindings = 5

WIZ WL OMDFy U —7 XA R&$E7E L2 show cts sgt-map =~ > ROHNFIZ/R L
i‘j‘o

ciscoasa# show cts sgt-map
Active IP-SGT Bindings Information

IP Address SGT Source
10.1.1.1 7 CLI-HI
10.252.10.0/24 7 CLI-HI
10.252.10.10 3 LOCAL
10.252.100.1 7 CLI-HI
172.26.0.0/16 7 SXP

IP-SGT Active Bindings Summary

Total number of LOCAL bindings = 1
Total number of CLI-HI bindings = 3
Total number of SXP bindings = 1
Total number of active bindings = 5

&2 . show cts sgt-map ipv6 =2~ > KOH Nl Z R L ET,

ciscoasa# show cts sgt-map ipvé
Active IP-SGT Bindings Information

IP Address SGT Source
3330::1 17 SXP
FE80::A8BB:CCFF:FE00:110 17 SXP

Total number of SXP bindings = 2
Total number of active bindings = 2

12 . show cts sgt-map ipv6 detail =~ > ROH I Z R L £,

ciscoasa# show cts sgt-map ipvé detail
Active IP-SGT Bindings Information

IP Address Security Group Source

CiscoASAY V) —RX a<w R U7y LR Savwr R
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3330::1 2345 SXP
1280::A8BB:CCFF:FE00:110 Security Tech Business Unit (12345) SXP

IP-SGT Active Bindings Summary

Total number of SXP bindings =
Total number of active bindings =

12 . show cts sgt-map ipv6 brief =~ > KO HNHI 2R L ET,

ciscoasa# show cts sgt-map ipvé brief
Active IP-SGT Bindings Information

IP-SGT Active Bindings Summary

Total number of SXP bindings =2
Total number of active bindings

1]
N

& 1Z . show cts sgt-map address =~ > RO ZRL ET,

ciscoasa# show cts sgt-map address 10.10.10.5
Active IP-SGT Bindings Information

IP Address SGT Source

Total number of SXP bindings = 1
Total number of active bindings = 1

BEa~< R a<y R B

show running-config cts EfTa. 7 4 X2l —2 3D SXPHEELFERLET,

show cts environment BEST—2ZDO) 7Ly a O~V AIREEL AT —F X AFKoR
Li‘j‘o

B CiscoASAYV—X o= RUT77L VR Savwr R



show cts sxp connections

ASA T Security eXchange Protocol (SXP) #fit & 7~ 9~ 2 1213, f## EXEC “E— R C show cts sxp
connections =~ > & L E7,

show cts sxp connections [peer peer addr] [local local addr] [ipv4 | ipv6] [status {on | off |
delete-hold-down | pending-on}] [mode {speaker | listener}] [brief]

B oA brief (A7 a)SXPEFROENERRLET,

delete-hold-down (A7 9 )TCP HGIZ ONRBEETH - 72 L IR T LE L= (TCP 2
A LTWET), ZOREIZARDAREELRHHDIL, VA F— F— K
THREINT- ASA DHTT,

ipvd (A7 a)IPvd 7T RLRAED SXP xR LET,

ipvé (7> a)IPv6 7 RL AL D SXP #iia FHox LE T,

listener (A7 a)V A — F—RNCTHREINTL ASA ZFRRLET,

local local addr (AFvar)—HLi-a—hLIPT FLAEDSXP#EA2F - LET,

mode (ATvary) B LEE—FREDOSXP#ERAEERLET,

off (A7 3 V) TCP #6IEBHBE SN TWERT ALASA 1T, ZOkiED & &
DFH TCP Hft = FHalfTLET,

on (7> 3 2)SXP OPEN 721X SXPOPENRESP #* v b —U %2 LF
L72. SXP B N IE B ICTHES. SN E L2 ASA 1T, ZOREED L 2 D A
SXP A v —I a2 L £,

peer peer addr (A7 a)—BLEETIPT FLAEDSXPHFEEZERLET,

pending-on (7323 )SXPOPEN X v E—UNETICEEENELE VTS
DIEE =L T ET,

speaker (AT va)AE—F— F— RNTHREINTZ ASA R LET,

status (AT ar)—HKLI-AT—FALDOSXP#firFzLET,

F 7 %)V b T 7 4V N OEERCHEIXDH Y AL

a<v s FE—F

WORIZ, a~ REANTEE—FERLET,

av s RKE—F

TZ7AT UF—)V
E—F X274 2 TFHRXL
0%
b F7 VAR a T

N—TFT v N | TV P/ 2R

oy MR Jy—= EENR
9.0(1) oy RANBEMERE L,

CiscoASAV ) —RX a< R U7y LR SavwryF 1|
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BRLOAA KT
fv

4l

RORKMITEE LT D5 G SXPAREN LD Y £,

o BT NSXP DREEMBELIZY . SXP 2T 4 —T NI LIZTZDIT.SXP U A F—NED
SXP#ifix Fu v 7P L7234 SXP U A —|T OFF IREEIZRIT L E T,

e BTN Tyl a2l A VE—T oA AR Yy NE T LTETDIZ SXP U A F—N
F D SXP #Hii A Fu v P LA . SXP U A —|%X DELETE_HOLD _DOWN JREEICHIT L
i‘j‘o

o BHD2ODFEDONTINMNIEAET S E SXP A — I —1X OFF JREEICBIT L7,

ZDavw NI 72— VA== F—RKDT I T A TIRTNNA AL~V AF— 2=y N T T A
A DHBTHR—FINET,

& 1Z . show cts sxp connections =~ > KO H %2R L ET,

ciscoasa# show cts sxp connections

SXP

Highest version
Default password
Default local IP

Delete hold down period

Reconcile period
Retry open period
Retry open timer
Total number of SXP
Total number of SXP

Peer IP

Local IP

Conn status

Local mode

Ins number

TCP conn password

Delete hold down timer
Reconciliation timer

Duration since last

Peer IP

Local IP

Conn status

Local mode

Ins number

TCP conn password

Delete hold down timer
Reconciliation timer

Duration since last

Peer IP

Local IP

Conn status

Local mode

Ins number

TCP conn password

Delete hold down timer
Reconciliation timer
Duration since last state change:

Enabled

2

Set

Not Set

120 secs

120 secs

10 secs

Not Running
connections : 3
connection shown : 3

Listener

1

Default

Not Running

Not Running
0:00:01:25

state change: (dd:hr:mm:sec)

Listener

2

None

Not Running

Not Running
0:01:02:20

state change: (dd:hr:mm:sec)

On

Speaker

1

Set

Not Running
Not Running

0:03:01:20 (dd:hr:mm:sec)
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a<wv R

Bk

show running-config cts

FITar 7 4 ¥al— a0 SXP EEREAERLET,

show cts environment

BRET XDV 7Ly a2 flBlO~LRIRIEE AT — X A FRKoR
L/\gz—;«()

CiscoASAV ) —RX a< R U7y LR SavwryF 1|



# |

show cts sxp sgt-map

ASA |Z . Cisco TrustSec @ Security eXchange Protocol (SXP) € ¥ = —/VINDOBIED IP 7 KL A &
X274 IN=T T—=TN <2y T—=F_X=Z 2 b ZXRT HITIE FrkE EXEC
£ — K C show cts sxp sgt-map =~ > F&fifH L E7,

show cts sxp sgt-map [peer peer_addr] [sgt sgt] [address ipv4[/mask] | address ipv6[/prefix] | ipv4
| ipv6] [name] [brief | detail] [status]

X DN

F 7 %)V b

a<v v RKE—F

address {ipv4[/mask] J5ED IPv4 721X IPv6 7 RLADIP T RL A X2 VT 40 7 0—7

lipv6l/prefix]} T—=TN o T ORERERLET . Ry NV — D T
FRTAHIZIZIPVE S TRy F A7 F-I3IPv6 L7 4 v 7 AxkE
HET,

brief IP7T RLAEX2UT 4 IN—F FT—T <o TOEKEERRL
ij‘o

detail X2 VT TN—T T—TNEREERLET B2V T 4 7

I—FDOLEIMERA X WEE X2 T 40 I —7F FT—T7LED
BRIy alp L TERRINET,

ipv4 IPva 7 RLRALEDIPT RLA X2 T4 F—FF—T L =t
VI ERTRLET T I AN TIPVEA T RLALDIPT FL A ¥ =
VFrg IN—T FT—=TN <o TOARNERINET,

ipvé IPv6 7T RKVAEDIP T RL A BXa2 0T 0 IN—T T—T) <o ¥
YT ERRLUET,
name X2 VT4 TN—TELER—HTEHIPT RLA®XR2 T 4 T —TF

F—TN vy T ERRLUET,
ET7IPT FLAR—BTHIPT RLA X250 S—F 55—
N T DR EFRFLET,

peer peer addr

sgt sgt X2 VT4 IN—T T—TNR—FTHIPT LA X2 T ¢
TN—T T—=TN v T DHhERRLET,
status TITATERBIET 7T 4 Tla~v v B TR V)RR LET,

T 74N N OBERHIEH D R A,

WDOFIZ, a~w REAJTESHE—RRERLET,

T7ATUF—Iv
T—F X2V T4 aVTFRAL
< VF
FT AR a5 %
SV REE-F A—Fy K | FLvh vy Zu (R AT N
FiHeE EXEC o XIS o XTI o XIS o XS |—

B CiscoASAYV—X o= RUT77L VR Savwr R



| #

a< v Rk

BRLOAA KT
fv

Bl

yy—= EEAR
9.0(1) o<y RRBMEhE L,
9.6(1) Fy MU= = B 7 BRRTHEENBMINE LT,

ZDavwy RIESXP O oHEINEZT VT 47 RIPT RLVRA X2 )T 4 IN—TF 5T—7
NO<y B TFEHRZ N ERRILET,

ToOav y RNE T F— N a7 4 X2l —T g DAX NN RBED T N A TIE
VAR —PFEINFEFFAL I TAZTIE . vAF— 2=y b Tavwr REATLET,

& IZ . show cts sxp sgt-map =~ > ROHNHIZ R L ET,

ciscoasa# show cts sxp sgt-map
Total number of IP-SGT mappings : 3

SGT
Ipv4d
Peer IP
Ins Num

SGT
Ipv4d
Peer IP
Ins Num

SGT
IPvV6
Peer IP
Ins Num

[N N
N
I

P ow N

N
NN
[any

N
N
o

H

: FE80::A8BB:CCFF:FE00:110
: 0 2.2.2.1

1

RIZ . show cts sxp sgt-map detail =~ > RO 1l Z R~ L E T,

ciscoasa# show cts sxp sgt-map detail
Total number of IP-SGT mappings : 3

SGT
IPvd
Peer IP
Ins Num
Status

SGT
IPvd
Peer IP
Ins Num
Status

SGT
IPvV6
Peer IP
Ins Num
Status

PN N W

P w N W

TBU (7

PR -

.2.2
.2.2

: Active

TBU (7

P o -

L2.2.
.3.3.

: Inactive

: 6

: 1234::A8BB:CCFF:FE00:110
0 2.2.2.1

1

: Active

CiscoASAV ) —RX a< R U7y LR SavwryF 1|
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|
RIZ . show cts sxp sgt-map brief =~ > FOH N Z R LE T, —HO~ Yy 7Ty PV —
IR £,
ciscoasa# show cts sxp sgt-map brief
Total number of IP-SGT mappings : 3
SGT, Ipv4d: 7, 2.2.2.0/24
SGT, Ipv4d: 7, 3.3.3.3
SGT, IPv6: 7, FE80::0/64
BEa~< R a<w R LA

show running-config cts FITar 7 4 X2l —2 a0 SXP AR RLET,

show cts environment BES—20OU 7L v a WO~ RIREE

]\/\i—;’_‘o

L AT —F AEFR

B CiscoASAYV—X o= RUT77L VR Savwr R



show curpriv
BAE D 2 — VR HE 2 KRk 5 121% . show curpriv =~ > R&2fiH L £,

WX DN

F7 %V b

av v RE—F

show curpriv

Zoa<wy FIEBIEERIZF—U—RIIH VY A,

T 7 4V OBEREIZH D A,

WORIZ, a~ REANTESE—FEeRLET,

T7ATUH—IV
T—F X2V T 4 ayTFHAB
< IVF
FZ7 AR ITx
avy FE—F A—Fy |7V s (v Zr | RB LRF A
Ja—)L a7 4 FXal— | e Xk ST — _ . WG
va v
F#HE EXEC o Xt o i |— _ .
. — EXEC o Xt o XbiEH  |— — o XIS
=¥ NRE yy—= ERNE
7.0(1) CLI A RIA VCHERT H LI ICERSNE LT,
FEREDHTA RZ  show curpriv 2~ > NIX BIEDRHE L ~L 2 KRR U E T FrbE L~V OBUED /N S WIE & Fr
A MEL_ABMENZ L AR L TWET,
B RIZ (enable_15 & VD A ATD 2 —FRER 5 KM L~V IZdH 2 556 @ show curpriv 2~ 2 RO

AR Z R LET, 2—VLIF 22— R s Lt ST AN LE4ARTERLTVET,
P_PRIV (%, = —¥7  enable =~ F& AJJL7=Z & &R L TWEJ,P_CONF [T, = — 73
config terminal =~ RZ AJL7-Z & &R L £ T,

ciscoasa(config)# show curpriv
Username : enable_15

Current privilege level : 15
Current Mode/s : P_PRIV P_CONF
ciscoasa(config)# exit

ciscoasa(config)# show curpriv
Username : enable_15

Current privilege level : 15
Current Mode/s : P_PRIV
ciscoasa(config)# exit

| CiscoASAV ) —RX a< R U7y LR SavwryF 1|




# |

ciscoasa(config)# show curpriv
Username : enable_1

Current privilege level : 1
Current Mode/s : P_UNPR
ciscoasa(config)#

W B OMEOHIEZ R LET A X —T N T— FMhbT 4 E—7 L F— RIZBITLEES.
wPllca 7 A Ll — 4D enable_1 IC@ESH#b D £97,

ciscoasa(config)# show curpriv
Username : enable_15

Current privilege level : 15
Current Mode/s : P_PRIV P_CONF
ciscoasa(config)# exit
ciscoasa# show curpriv
Username : enable_15

Current privilege level : 15
Current Mode/s : P_PRIV
ciscoasa# exit

Logoff
Type help or '?' for a list of available commands.

ciscoasa# show curpriv
Username : enable_1

Current privilege level : 1
Current Mode/s : P_UNPR
ciscoasa#

H#Ea< R o< R B!

clear configure privilege =7 (X2 L —3 3 5 privilege 2~ KR A7 —hA U b %&
HIBR L £,

show running-config a<wy ROEMHEL )L ER R LFET,
privilege
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