CHAPTER I

how backup-package =~ >~ K~ show cpu =
<R

show backup-package

Cisco ISA 3000 DNy 77 w7 Ry r—VDAT—FZ ALY~ U —FlEFRT DT Fik
EXEC E— NEZF/ e — YL a7 4 F 2 L—3 3 » & — T show backup-package =~
NafEHLET,

show backup-package {status {backup | restore} | summary}

) ZOza<2 RiL.CiscolSA3000 7 7S5 AT L AZOHrBEASHET,

WX DA backup | restore BRTDHARAT—FREROZ A T HRELET,
status Ny 7Ty TEEE T IFECBIEO VT OE— R el —a
NAT L —X IHORZEHREFRLET,
summary Ny 7T v 7TEEE BT EOR T O AT — 2 AEREFRLET,
57 )V b T 7 4V b OEECHEIXH Y AL

a<vry KFE—F ROKIZ, 2~ FEANTELHEF—RF2RLET,

TZ7AT UF—Iv
T—F X2V T4 aVTFRAL
< JVF
FZ7 o AR aIVTH
a<wy RE—F N—T v |7V s | R AT A
¥ HE EXEC o Xfits o Xfits o XPIS |— —
a< v NERE JYy—x EEAR
9.7(1) Zoawy RRNBMEnE L,

CiscoASAY V) —RX a<w R U7y LR Savwr R
[
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FEREDHTA YT Fio./u—rLar7 ¥ ab—3 3 F— FTlL show backup-package =~ > N &4 T
AV TET,

il WIZ N 7T TRy =%~ ) —keHEma R 2062~ LET,
ciscoasa# show backup-package summary

backup mode : auto

backup location : disk3:

backup passphrase: cisco

last backup time : Mar 23 2014 22:05:52

restore mode : auto

restore location : disk3:

restore passphrase: cisco

Last restore time : Mar 24 2014 05:07:32

CiscoASA V'V —X a<w R U777 LR Sawr
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show bfd drops

BFD TRuy SN "Ty NOBERI-THIIT. Z7a— a7 Falb— gy E—
R C show bfd drops =~ > K& i L %9,

show bfd drops

B oA Zoawy FIEBIEERIZF—U—RIIH VY A,

F7 %)V bk ZOawy RICT 7N NOEBEEZIIEIEH Y ¥ A,

a<w v RKE—F WORIZ. a~ REANTESE—FeRLET,

T7ATUH—IV
T—F X2V T 4 ayTFHAB
< IVF
P77V AR T Xx
gy K E—R N—Fo K| 7Ly (v Fn | RE T RT A
Jua—))L ary 7 4F¥al— | e XS * — o X o X * —
va v
o< Rk JU—2 EEARN
9.6(2) Zoawy RRBMMEnE Lk,
il WIZ.BFD T Ru vy 7 EN\ry haRRT 50 E2RLET,

ciscoasa# show bfd drops
BFD Drop Statistics
IPV4 IPV6 IPV4A-M IPV6-M

Invalid TTL 0 0 0 0
BFD Not Configured 0 0

No BFD Adjacency 0 0 0 0
Invalid Header Bits 0 0 0 0
Invalid Discriminator 0 0 0 0
Session AdminDown 0 0 0 0
Authen invalid BFD ver 0 0 0 0
Authen invalid len 0 0 0 0
Authen invalid seq 0 0 0 0
Authen failed 0 0 0 0

CiscoASAY V) —RX a<w R U7y LR Savwr R
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HEa< R a<w R B!
authentication VT NERy ey varvbwLrTF Ry Sy a D BFD T
L— MZRFEERE L £,
bfd echo A B —T 2 A ATBFD Ta— T— REEHCLET,
bfd interval AV H =T 2 A AIR—=AT AV BFD "NT A =X EFHELET,
bfd map T RLAL=LF Ry T 7L — FZEEMIT S BFD v v 7 &3

ELET,

bfd slow-timers

BFD An— # A ~v—fHERELET,

bfd template

VT NEYy T BFED T T — e A A —T A RINNAL R L
\gz—a’_ﬂo

bfd-template
single-hop | multi-hop

BFD 7T 7L — 2R ELBFD 2> 7 fF¥al—i gy F— &2
mLUET,

clear bfd counters

BFD W %% 7 V7 LET,

echo

BFD > Ny F o L— Nz a—%3RELET,

neighbor

BGP 73456k S AU BFD 2 HHEIE N AMIN KA v — V22 [FETE D
KX 9IZ.BGP D BFD ¥R — h 2 ELE T,

show bfd map

BERLDBFD v~ v I EF R LET,

show bfd neighbors

WEA7 D BFD 2R O EM 2V A h &2 FRR L ET,

show bfd summary

BFD O%~ U —{F#aRK R~ LET,

B CiscoASAYV—X o= RUT77L VR Savwr R



show bfd map

X DN

F7 %V b

a<v v RFE—F

WEFRHLDOBFD vy P52 FE T A2 . 7 ue— a7 s F¥ab—3 g F— KNTshowbfd
map 2~ REEHALET,

show bfd map

Zoawy FIEBIEERIZF—U—RIIH Y T8 A,

TDavwy RIZF 740 FOBEEIZMEIZH Y FHA

WORIZ. a~ REANTESE—FexRLET,

TrAT VA —IV
T—F X2V T 4 aTFHAB
< VT
b T AR =
avy FE—F N—Ty N TV h (YT (RAb VAT A
rTa—n_) ary 74X lb— | e XL s — I S I S s —
va v
o<y KR Jy—2 ERNE
9.6(2) Zoawy RRBMMEnE Lk,
il RIZBFD v v 72 &R T 5012 R L £ 7,
ciscoasa# show bfd map
Destination: 40.40.40.2/24
Source: 50.50.50.2/24
Template: mh
Authentication (Type) : sha-1
BEa< R a<w R B!
authentication ST NVERy ey arvbwLFRy By a D BFD TV
L — MIGBFEEZZRE L ET,
bfd echo A H—T 2 A ACTBFD Ta— T— REEDILET,
bfd interval AV B =T 2 ATR—AT A BFD NT A —FZRELET,
bfd map T RLVRESANF Ry T — FNE2BEESIT S BFD v v &2 3%
ELET,
bfd slow-timers BFD At — % 4 < —fHEAHELET,

CiscoASAV ) —RX a< R U7y LR SavwryF 1|
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a<wv R

B!

bfd template

VUUNKRYy T BFED T UL — b A U —T = AT N L
i‘j‘o

bfd-template
single-hop | multi-hop

BFD7 7L — 2R ELBFD 2> 7 (FXal— gy F— N5
WBLET,

clear bfd counters

BFD ho 2% 27 V7 LET,

echo BFD v 7 Viky 7 T L — MIoa—%RELET,
neighbor BGP 7346k AU BFD M BHRE S A RIIA v —V 2 Z{ETE 5

X912 BGP ® BFD " R"— FE2HT L E7,

show bfd drops

BFD CrRuy 7 &ni=r v hoFEFERLET,

show bfd neighbors

WEAF D BFD BREZBIGROFEM2 ) X b2 Fom LET,

show bfd summary

BFD %~ U —FHfzEzRRLET,

B CiscoASAYV—X o= RUT77L VR Savwr R



show bfd neighbors

BEA7 @ BFD BE#ZRALR OFEM72 ) A &2 FoRT DI . Zua— a7 Falb—vay £—
K C show bfd neighbors =~ > F& i L 7,

show bfd neighbors [client {bgp}| details| interface interface-name | ipv4 ip-address | ipv6
ipv6-address | multihop-ipv4 ip-address | multihop-ipvé ipv6-address]

X OHH

F 7 %)V b

av Vs RE—F

72747 b (A7 a VB EDI TAT V hOIXAN—%FKRLET,

bgp (A7 a)BGP 7 747 v Nae®RnRLET,

details (AT aN)ERANRN—DFTXTHOBFD 712 hajL NI XA —ZB L
N A ~v—2RRLET,

interface (FFaNBEShIEA L F—T oA ADRA N—%FRLET,

interface-name

ipv4 ip-address (FFaNBEENTEZY IRy T IP A N—2F R LET,

ipv6 ipv6-address (AT a NNBESNTEZY IRy T IPv6 XA N—ZFRrLET,

multihop-ipv4 (AT v aNBEENTE~YAVTFHRYy T IP XA N—% KR LET,

ip-address

multihop-ipv6 (FFvaNBEShiz~LF Ry FIPv6 7 A XN—%ZFRxLET,

ipv6-address

TOawy RICTF 740 FOBEEIIMEIZH Y ¥ AL

ROKIZ, A~ FEANTELHEF—RF2RLET,

T7AT Ut —)V
T—F X2V T 4 aTFHAB
< J)VF
FZ7 AR =N
a<wy RKRE—FR N—Tv N |7V b U | R B AT A
Ja—\)ary7 4 ¥alb— | e RS > — I S I S s —
va
a< v R Jy—x EEAR
9.6(2) Zoawy RBEMENE L,
FEREOHA KT Zoa<v s FEHEHLTBFDMEEZ T 7NV a—T 4 7 TEXET,
AV

CiscoASAV ) —RX a< R U7y LR SavwryF 1|



# |

|
il RIZBFD R A N—%FR T D02 LET,
ciscoasa# show bfd neighbors
OurAddr NeighAddr LD/RD RH Holdown (mult) State Int
172.16.10.1 172.16.10.2 1/6 1 260 (3 ) Up Fa0/1
Ea~< K gy R = B
authentication NIRRT ey varvbwlFRy By a D BFD TS
L— MIFRREZ R E L £ T,
bfd echo AV H =T ATBFD =a— £— R&HFMILET,
bfd interval AVHE =T 2 AIRX—AT AV BFD RNT7 A — X EHZELET,
bfd map T RUVRESILFRY T T 71— hZBEEfTIT S BFD v v 7% #%

ELET,

bfd slow-timers

BFD 2An— ¥ A ~—fHEHELET,

bfd template

VU NKRYy T BFED T UL — b a A U —T = RTAA N L
i‘j‘o

bfd-template
single-hop | multi-hop

BFD7 7L — 2R ELBFD 2> 7 fFXal— gy E— N5
BLET,

clear bfd counters

BFD ho 2% 7 V7 LET,

echo BFD v > 7 )Viky 7 T 77— MIza—&&RELET,

neighbor BGP % §k S 4L BFD 2 LHRE N AR R A v — V2 Z(FTE D
X 9I1Z.BGP ® BFD ¥R — h &% E L E7,

show bfd drops BFD CRuyv7Iniz 7y hOoFaEFRRrLET,

show bfd map RIEHHD BFD ¥~ v TR R LET,

show bfd summary

BFD ¥~ U —fFHfEzRRLET,

CiscoASA V'V —X a<w R U777 LR Sawr
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show bfd summary

BFD OW¥ <V —{{#A2RRTAHIZIT. Ja—)L a7 ¥ a2 lb—3 3 F— KT show bfd
summary =~ > Rz L £,

show bfd summary [client | host | session]

DA 74TV (> a )2 IF3A4T L NOBFD H~ U —%2F R LET,
PPN (A7 a)tyarOBFD vV —a2FRLET,
session (AFvar)7a bavdBFD <~ —%F R LET,

F 7 %)V b ZDavwry RIZTF 740 FOBEEIIEIZH Y T A

a<vy RKE—F ROKIZ, 2~ FEANTELHEF—RF2RLET,

TZ7AT UA—)V
T—F X2V T4 2V THFRAL
< JVF
P AR =
a<w RE—F N—FTv N |7vrh P/ 2R AT A
Jua—\) a7 4 Falb— | e XK * — LI S LI S * —
va v
a<r N Jy—=x ERENE

9.6(2) Ioawry RREBMESNE LT,

EREDHA YT ZoOa<r K& LT.BFD.BFD 7 74 7 b E£/-IEZBFD t vy v a v o¥~ U —IERER
A IRCXFET.BFD 7 747V ERET LDty v a v wHiaT 5 & BFD L&A BFD il {#
Ny NEETIZRELET ROy a v OREICET AFERN. 2oa~vy RO hICE
EFhET,
e Up:Bl® BFD A > % —7 = A AH BFD #ilfll X7 v MIfHGRISETH L By aid7 v
TIRBEICBAT L7,
e Down:7 —# /NATREENA U BFD Mi%E S V2R NICHIE N7 v b 2525 L
Bl EyvartTF—F RARF UL LTCEEENET . By va BN F v LgEs
I XBFD 2 F9A TV "R NTF T4 v P TN —T 4 v T HDICRERT 7y a v &E
ITTC&BHE9IZ.BFD2ABFD 7 747 > MI@mLET,

CiscoASAY V) —RX a<w R U7y LR Savwr R
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il RIZBFD ¥~ V) — &2 KR T L5012 RLET,
ciscoasa# show bfd summary
Session Up Down
Total 1 1 0
ciscoasa# show bfd summary session
Protocol Session Up Down
IpPV4 1 1 0
Total 1 1 0
ciscoasa# show bfd summary client
Client Session Up Down
BGP 1 1 0
EIGRP 1 1 0
Total 2 2 0
BEa<w R o< R Bzl
authentication VTN Ty varvie TRy By a DBFD T
L— MCEFEZHRELET,
bfd echo A H =T 2 ATBFD =a— £— FE&HMLET,
bfd interval AVHE =T 2 AZRX—=AFT AV BFD N T A =X EHELET,
bfd map T RVAL=ALF Ry T 7 b— k&S BFD ~ v 7 &%

E]\/\ijqo

bfd slow-timers

BFD An— # A ~v—fHERELET,

bfd template

VT NEYy T BFED T T — e A A —T A RN, RL
\i—aﬁo

bfd-template

single-hop | multi-hop

BFD 7T 7L — 2R ELBFD 27 fF¥al—i gy F— &2
mLUET,

clear bfd counters

BFD o %% 7 V7 LET,

echo BFD > v VR T — Mo a—%2RELET,
neighbor BGP M3 %6k S 1. BFD 2 HHRIE NS AP R A v -V 22 [ETE D

X912 BGP D BFD " R— F 2R ELE7,

show bfd drops

BFD T Fuy 7&ENIery hOBEFIRLET,

show bfd map

MEFRLD BFD v~ v T HF R LET,

show bfd neighbors

WEAF D BFD BREZBIGROFEM2 ) X b2 Fom LET,

B CiscoASAYV—X o= RUT77L VR Savwr R



show hgp

Border Gateway Protocol (BGP) /v —7 ¢ > 7 7 —T7 LVHNO T b #FKprT BI121E, = —3 EXEC
£ — RE 721347 EXEC ©— K CTshowbgp =~ > R&fiH L £,

show bgp [ip-address [mask [longer-prefixes [injected] | shorter-prefixes [length]
| bestpath | multipaths | subnets] | bestpath | multipaths]
| all | prefix-list name | pending-prefixes | route-map name]]

WX DN

a<v s RFE—F

ip-address

(AT a)ASNNAT IR YA NERTELET,

mask

(A7 aNBELT-RXYy NU—I DO~ THARAE T 4 /LE Y
VI ERIERET LD AT,

longer-prefixes

(A7 aNEELIZL— ML XVBRENRTITO/NL— N EFRKR
LET,

injected

(A7 a)BGP V—T 4 7 T—TNICHEASNTZ LV IREM
TFLT 4o ARFRRLET,

shorter-prefixes

(A7 aNEELIZL—FE LDBRBEHNTRWVWTRTCOL— %
FRLET,

length (AT vaN)TVv7 47 AE, ZO3EOHEIZ.0 ~ 32 OfE T,
bestpath (AT va)ZDT Vv 7 47 ADKENRAEREFTLET,
multipaths (AT a)ZDTF VT 4y I ADYNFRRAEFRRLET,
subnets (AT aNEBELLET VI 47 A0S TRy b b—MEERL

iﬁ—o

all

(A7 aV)BGPNLV—T 4 7 T—TNLDTXTOT FLA 773
ViFHaFRRLET,

prefix-list name

(FFva)BELET VT 47 A YR NMIESHTHDE T 2V
)T LET,

pending-prefixes

(A7 a)BGP V—T 4 7 T—TANEOHIBRIMERE ST
HFVT 4o 7 AR RLET,

route-map name

(AFvaNfmELIEL—F vy S ICESWTCHDEZ 7 o2 ) T
LET,

WORIZ, a~ REANTEE—FERLET,

T77AT VA=V
T— R EX2VF 4 2T L
~NVF
[NV SN avF R
avwy RE—F V—Fy K |7V h A Z k 25 A
FiHe EXEC, = —¥% EXEC o XhiE  |— o I o XK |—
= NRHE yy—= EERNE

9-21) SOy FRSBMERE LT,

CiscoASAV ) —RX a< R U7y LR SavwryF 1|
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ERAEDOHA FF

show bgp =~ RIZ.BGP V' —T 4 v 7 T—T IVONEEFRT DDA LET, HIE,

A BEDT LT 4w I AP M) BEDODT LT 4w I ZAEOZ L F) BLXR L7 4 w7
A YVARN—b o7 EFRRFHAAET RARAZALA XA NEN L THEHEASINET LT 40y
TJADZ Y M) ERRTDBLHICTANVEY T TEET,

Cisco IOS Release 12.0(32)SY8. 12.0(33)S3.12.2(33)SRE, 12.2(33)XNE, 12.2(33)SXI1, Cisco I0S

XE Release 2.4, B L OFENLEDOY VU —ATIX, VAaBEHALTND 431 NAFEY AT AF
T BRIV AT AR GOERERO~ vy F o 7B LOMAERRERDOT 7 40 F & LT
asplain (72 & 2.1%.65538) Zfli HH L T\ £ 9743 RFC 5396 [Zit#i SN T\ b &80 4 34 AR

VAT LF 5 % asplain JHEIS K O asdot TEA DWW S T

EMp=ce

ix e

TXEF, 450 FAMY AT LAER

DIEHRBL~ v F o 7 EMNEROT 7 /v b % asdot TERUZZE E -5 (215, bgp asnotation dot
HEDODBGP Yy g v ad _XThA—FK

i - internal,
x best-external

a2 FiZfilS CT.oclear bgp * =2~ K& LT L,
Ty FLET,
il WIZBGP V—T 4 7 T—=7 VOl R~ LET,
Router# show bgp
BGP table version is 22, local router ID is 10.1.1.1
Status codes: s suppressed, d damped, h history, * valid, > best,
r RIB-failure, S Stale, m multipath, b backup-path,

Origin codes: i - IGP, e - EGP, ? - incomplete

Network Next Hop Metric LocPrf Weight Path
*> 10.1.1.1/32 0.0.0.0 0 32768 i
*>110.2.2.2/32 172.16.1.2 0 100 0 1
*pi10.9.9.9/32 192.168.3.2 0 100 0 10 10 1
*> 192.168.1.2 0 10 10 1
* 1172.16.1.0/24 172.16.1.2 0 100 0 1
*> 0.0.0.0 0 32768 1
*> 192.168.1.0 0.0.0.0 0 32768 1
*>71192.168.3.0 172.16.1.2 0 100 0 1
*pi192.168.9.0 192.168.3.2 0 100 0 10 10 i
*> 192.168.1.2 0 10 10 1
*p1192.168.13.0 192.168.3.2 0 100 0 10 10 1
*> 192.168.1.2 0 10 10 1

41K 74—V FOBHAEZRLET,

& 4-1

show bgp D7 ¢t —/v F

74—V F

B

BGP table
version

LET,

T—=TIVONHNN—=Va v FE G, COFFII. T =T ANREREINDLTZO

-
—

¥

H

N
7

local router
1D

NN—HDIPT KL A
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74—V K

B!

Status codes

F—TNZ N DAT—E A, T—TINDEITORINCAT —Z ANERIN
FT RKONWTNNOMEEIRETE ET,

o s:T—7 LTy hURIHSNET,

e d:T—T NIy NUNE LT T ENTOET,

e h:7—7 x> b ORERETT,

o 1T —TJ T NYNHEHTT,

o > T TN RNINZOFRy NU—7 CHEMATIHEOOREZ MY TT,

e 17— Ny FNUBNE BGPGEBGP) vy v a v ARHB L TFEEEINET,

e r:7—7/LxT hUIXRIBFEETT,

o S:T—T ATy hUIFEHLTOET,

e m:T =7 AT U EDOR Yy P =7 THAT 7DD LF/RAR
EENTVET,

« b:TF—T AT RV ZEOR Y NI =7 CHEATBODONY I T v T
NARGENTVET,

o x:7T 7N Ty MIIE Ry N =T THEMT 572D DRESNTL — B A
HEENLTWET,

Origin T b OHERRTC AR T D 2 — RIZT — T NV DOEATOK DLV IZH Y £9,%KD
codes WOz fgE TE 9,
o NEF— T A F1 bhaL(IGP) D5 IIE SN network L — &% =
T4 F¥alb—raryavry REEALTT RRZ S 28z M),
e e AT VT F—rv=oA 7 ha)L(EGP)LRIESNTZZ MY,
o VRADFEITILZ VT ISNFEHALEE, 2T IGP 5 BGP ICHEE &
nNan—4%c9,
Network Xy NI—=0 2T 4T 4DIPT RLA
NextHop /87y F&E5EHEF Y MU =2 1Tk T 5 L EIHEHESNDIRDOV AT LD IP T
FL 2,0.000 D= MY NL—FIZZDFRy hT—27 ~DIEBGP L— F b
LT EERLET,
Metric BRENTWDLEBIIMHEBRERI AT LA N v 7,
LocPrf set local-preference L' — s v~ v 7 a7 X al—v a3 avr RTRESH
fea—HN 7Y 77 LU AME, T 7 4V MEL 100 T,
Weight HEEY AT L 74NV EZ BN L THRESNTL— FDEL,
Path R Y NT =T ~DOBHREV AT LA RNRANOZEBRE AT AR LT, 2

DT 4—ILFRIC1I = b E2EDDLIENTEET,

(stale)

BELEBEVATLADRDNRANT L—A 7))L JRALZ— K a2z
Istale] s ~— 27 SN2 L &R LET,

CiscoASAV ) —RX a< R U7y LR SavwryF 1|
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show bgp (4 34 FBHEIV AT AEE) - f

WIZ.BGP V=T 4 7 T—TNVOH B 2R LET [Path] 7 4 —/V RO FIZ 454 FHAY
AT LF 5 (65536 & 65550) N FR SLE T, Z DI T, Cisco IOS Release 12.0(32)SYS,
12.0(33)S3.12.2(33)SRE. 12.2(33)XNE, 12.2(33)SXI1. Cisco IOS XE Release 2.4 £ 7= (ZZF LA D
VU —ARLETT,

RouterB# show bgp

BGP table version is 4, local router ID is 172.17.1.99

Status codes: s suppressed, d damped, h history, * valid, > best, 1 - internal,
r RIB-failure, S Stale
Origin codes: i - IGP, e - EGP, ? - incomplete
Network Next Hop Metric LocPrf Weight Path
*> 10.1.1.0/24 192.168.1.2 0 0 65536 1
*> 10.2.2.0/24 192.168.3.2 0 0 65550 1
*> 172.17.1.0/24 0.0.0.0 0 32768 i

show bgp ip-address : #

WIZ BGP L —F 4 7 FT—7 /0D 192.168.1.0 = sV ICBET A BEHROE 2R~ LET,

Router# show bgp 192.168.1.0
BGP routing table entry for 192.168.1.0/24, version 22
Paths: (2 available, best #2, table default)
Additional-path
Advertised to update-groups:
3
10 10
192.168.3.2 from 172.16.1.2 (10.2.2.2)
Origin IGP, metric 0, localpref 100, valid, internal, backup/repair
10 10
192.168.1.2 from 192.168.1.2 (10.3.3.3)
Origin IGP, localpref 100, valid, external, best , recursive-via-connected

WIZ BGP )L —F 4 77— L3 10.3.3.3 255.255.255.255 = > + VTR BB Hw O H 6l %
FLET,

Router# show bgp 10.3.3.3 255.255.255.255

BGP routing table entry for 10.3.3.3/32, version 35
Paths: (3 available, best #2, table default)
Multipath: eBGP
Flag: 0x860
Advertised to update-groups:
1
200
10.71.8.165 from 10.71.8.165 (192.168.0.102)
Origin incomplete, localpref 100, valid, external, backup/repair
Only allowed to recurse through connected route
200
10.71.11.165 from 10.71.11.165 (192.168.0.102)
Origin incomplete, localpref 100, weight 100, valid, external, best
Only allowed to recurse through connected route
200
10.71.10.165 from 10.71.10.165 (192.168.0.104)
Origin incomplete, localpref 100, valid, external,
Only allowed to recurse through connected route

B CiscoASAYV—X o= RUT77L VR Savwr R



# 421K T4V FOWMHAEZRLET,

# 42 show bgp (4 N1 FHES AT AER) DT 1 —/ F

74—V K B

BGP routing table (L —F ¢4 7 F—F )L = NUDIP T RLAEITXy T — 27 FKH
entry fo

version T—=TIONENR—=Ta v, CORFII. T —IIANREREINL -
WS LET,
Paths R TATREZR R 2 DE B LA v A h— /L ST S A DR, Fia 7S A )3

IP V=T 4 VT =T BB SN T DG, Z DTS
[Default-IP-Routing-Table | & FR S E T,

Multipath ZDT7 4= RiE. NV TFNRAa— R =T U TRng 2—=TLDOEEIZ
FRENET. ZOT 4 =L RiZ, <V F /A3 iBGP TH 572 eBGP Th 5
MreRLUET,

Advertised to T RNZA XA SPRBINDET v 7T — F T —T D,

update-groups

Origin T b Y OIER T, %15 J61% IGP, EGP, incomplete DWW F 0272 0 37, 2

DITIZIE RESINTZA R v 7 (A P w7 BERESIN TV Z2WEAIT
0).2—H/L V77 L AEA0NT 74/ 8) BEXUOL—FrDRT—
AL AT (NEB AN, < VT /R A i) E RSN ET,

Extended D7 4= R b= b BEES S 2 =T 4 B R T A A ICERE
Community NET, 2O B — RRFRRENET LRI 2 =7 I35
THHRITBHBDOITICE RINET,

show bgp all: ¥

KiZ.all ¥ —U— RZEE L7z showbgp =~ ROHAFIZRLET . RESNEZTATOT
L2 77 I VICHETLERPBRRSNET,

Router# show bgp all

For address family: IPv4 Unicast *okkok ok
BGP table version is 27, local router ID is 10.1.1.1

Status codes: s suppressed, d damped, h history, * valid, > best, 1 - internal,
r RIB-failure

Origin codes: i - IGP, e - EGP, ? - incomplete

Network Next Hop Metric LocPrf Weight Path
*> 10.1.1.0/24 0.0.0.0 0 32768 ?
*> 10.13.13.0/24 0.0.0.0 0 32768 ?
*> 10.15.15.0/24 0.0.0.0 0 32768 ?
*>110.18.18.0/24 172.16.14.105 1388 91351 0 100 e
*>110.100.0.0/16 172.16.14.107 262 272 01231
*>110.100.0.0/16 172.16.14.105 1388 91351 0 100 e
*>110.101.0.0/16 172.16.14.105 1388 91351 0 100 e
*>110.103.0.0/16 172.16.14.101 1388 173 173 100 e
*>110.104.0.0/16 172.16.14.101 1388 173 173 100 e
*>110.100.0.0/16 172.16.14.106 2219 20889 0 53285 33299 51178 47751 e
*>110.101.0.0/16 172.16.14.106 2219 20889 0 53285 33299 51178 47751 e
* 10.100.0.0/16 172.16.14.109 2309 0 200 300 e
*> 172.16.14.108 1388 0 100 e
* 10.101.0.0/16 172.16.14.109 2309 0 200 300 e
*> 172.16.14.108 1388 0 100 e
*> 10.102.0.0/16 172.16.14.108 1388 0 100 e
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*>
*>
*>

*>

172.16.14.0/24
192.168.5.0
10.80.0.0/16
10.80.0.0/16

0.0.0.0
0.0.0.0
172.16.14.108
172.16.14.108

show bgp longer-prefixes : i

K1Z  longer-prefixes ¥ — 7 — R Z 57 L7z showbgp 2~ RO Nl Z R L ET,

1388
1388

32768 ?
32768 2

Router# show bgp 10.92.0.0 255.255.0.0 longer-prefixes

BGP table version is 1738,

Status codes:
Origin codes:

10.92.1.0

10

10

10

10

10

10

10

.92

.92

.92

.92

.92

.92

.92

show b
R1Z  shorter-prefixes ¥ — 7 — N8 L7= showbgp =2~ > FOH NI Z R LET .8 B b

TV T 4w P ARERELTWVET,
Router# show bgp 172.16.0.0/16 shorter-prefixes 8

Network
10.92.0.0

11,

.14.

.15.

.16.

L17.

.18.

.19.

0

s suppressed,
i - IGP, e - EGP, ? - incomplete

Next Hop

10.92.72.30
10.92.72.30
10.92.72.30
10.92.72.30
10.92.72.30
10.92.72.30
10.92.72.30
10.92.72.30
10.92.72.30
10.92.72.30
10.92.72.30
10.92.72.30
10.92.72.30
10.92.72.30
10.92.72.30
10.92.72.30
10.92.72.30
10.92.72.30

shorter-prefixes : {5/

*> 172.16.0.0

*

2o
o o
oo
oo
SN

show bgp prefix-list : fi

WIZ  prefix-list ¥ — 7V — RZ$5E L7z show bgp 2~ > KO NI Z R LET,
Router# show bgp prefix-list ROUTE
BGP table version is 39,

Status codes:s suppressed, d damped, h history,
internal

* valid, > best,

8896

8796

42482

8796

8696

1400

1400

8876

8876

local router ID is 10.0.0.1
* valid,

Origin codes:i - IGP, e - EGP, ? - incomplete

Network
*> 192.168.1.0

Next Hop

10.0.0.2

10.0.0.2

local router ID is 192.168.72.24
i - internal

Metric LocPrf Weight

32768
0
32768
0
32768
0
32768
0
32768
0
32768
0
32768
0
32768
0
32768
0

0 50
0 50

Path
?
109
?
109
?
109
?
109
?
109
?
109
?
109
?
109
?
109

0

0 200 7

> best,

e
e

108

108

108

108

108

108

108

108

108

?

Metric LocPrf Weight Path

02

0 20

02

i -
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show bgp route-map : 5
KIZ . route-map ¥ — 7V — RZ45E L7= showbgp =2~ > FOH B ZRLET,

Router# show bgp route-map LEARNED_ PATH

BGP table version is 40, local router ID is 10.0.0.1
Status codes:s suppressed, d damped, h history, * valid, > best, i -
internal

Origin codes:i - IGP, e - EGP, ? - incomplete

Network Next Hop Metric LocPrf Weight Path
*> 192.168.1.0 10.0.0.2 0 2
* 10.0.0.2 0 0 200 7
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show bgp all community

¥#7E O Border Gateway Protocol (BGP) 2 X = =7 A IZBETHTXTOT7 FL A 77 I VU D/L—
FEFRT 51 2 —F EXEC F— FEIIRFHEXEC 2 7 1 Fab—a £—RFT
show bgp all community =~ > R&fiH L £,

show bgp all community [community-number...[community-number]] [local-as] [no-advertise]
[no-export] [exact-match]

X DN

F7 %V b

av v RE—F

community-number.

(A7vaNEELELala=T 4 FFICHEST V- FERRL
\i—g_‘(]

BHOaI 2= 4 BEE2RETEET, /AL 1 ~ 4294967295 £ 7=
T AANN(BH VAT a3 2= 4% 5021 FDFEE)) TT,

local-as

(A7 ar)m—ANVAREVAT DHIEFE IRV — T ER
RLET (VL /Uy aia=T 1),

no-advertise

(47> a ) ETIET BRSA XSNAVAL— MEFERRLET
(=) ala=F4),

no-export

(F7 > a3 ) R— LV HEY AT AOSBICT 7 AK— b STV
WA= T EFRRLET (V=D 33227 4),

exact-match

(72 a B ELEZBGP 2 2=F ¢ VA FEEMHIC 5T 5

N— T ERRILET,

) a~rRFOF—U—FORHEEZa~Yy FE—RNIXoTH
72V F£9,exact-match ¥ —7 — F}X, = —¥% EXEC £— FTIX
fEHCTEFEHA,

T 7 a0 F OEEREILS D EE A

WORIZ. a~ REANTESE—FEeRLET,

TZ7AT TF—)V
F—F X274 aTFHALB
< JVF
72 AR = NS
awv RE—F N—F 9 R 7Ly v Zr R b AT N
¥EHE EXEC, = —¥ EXEC o XIS o XIS o XIS o XIS o XIS
o KR JyY—=x EEAR

9.2(1) o<y RpBEMEnE L,
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BRLOAA KT
fv

=— 1% local-as, no-advertise, no-export D% ¥ — 7 — R & {LE D lLEV’C]\j]’Cé“ %9, bgp all
community =~ > FZEHT 258 BEOaI 2 =T 43 v=// TV aIa=7 1 DHIC
AN LTLZE Y,

7o & 2R RO LFFNT L) T,
ciscoasa# show bgp all community local-as 111:12345
RV I KOLFHNEFEH L ET,

ciscoasa# show bgp all community 111:12345 local-as

K12 show bgp all community =~ > RO HHZ R~ LET, 2 2 TiE, 1,2345,.6789012 D4 =
22T 4 ERELTVET,

ciscoasa# show bgp all community 1 2345 6789012 no-advertise local-as no-export
exact-match

For address family: IPv4 Unicast

BGP table version is 5, local router ID is 30.0.0.5

Status codes: s suppressed, d damped, h history, * wvalid, > best, i - internal,
r RIB-failure, S Stale
Origin codes: i - IGP, e - EGP, ? - incomplete
Network Next Hop Metric LocPrf Weight Path
*> 10.0.3.0/24 10.0.0.4 0437
*> 10.1.0.0/16 10.0.0.4 0 047
*> 10.12.34.0/24 10.0.0.6 0 067

#£ 4261087 4— /L FOBBEE TR LET,

# 4-3 show bgp all community D7 ¢ —/L F

74—V |BiH

BGPtable |7 —7NVORNEN—T a0 F S, ZOFFIX. T T NANETIND IS
version L9,

local router |BGP 2 X 2 =7 4 2R R THLIICRHESINTZNL—FXDNL—XZ ID, B 4 K TK
ID gonizda-04rr7 7y hELTRRENS 32 8y MME(Fy M 10 #E£RD),

Status codes | — TN N DAT—H A T —T VOB ITOEINIAT —H ANERIN
FT RONVTINDELZIEE T £,

s: 7 —7 /L hURIH S E T,

d:T—T Nz NIRF T = TENTWHWET,

h:7—7/v = bV IXERETY,

.5 —7 ) MY RNFYTT,

> T =N NUNEDOFRy NU—7 AT 00K ETZ Y T,
TF—T7 N N RNEBGP Yy s UAEARBLTHEEESNET,

Origin T b Y OIERTEE R LETAERITTD 2 — RIZT —7 A DOBITOKRDYICH Y
codes FT RKONWTNINDOBEEZIRETXET,

iNEF— b= A 7 a3V (IGP) /B 3(E S network L—#% a7 4 ¥ 2
L—yayavwry REEHLTT KX A &N MYy

e: IR — %7m47hb:»ﬂmmm%%%énkiyh%
vﬂxwﬁmmiTﬁfﬁ EHE . Z AU IGP 225 BGP ICHEM Sz — k
f‘j—o
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# 4-3

show bgp all community » = ¢ —/L F(#EZ)

74—V K

=

B

Network

Ko hU—0 TUTF 4T ARy FT—2 T RLABLGRy kU= w27,
FRLADIA T T KL A 77 IV IC k- TRR Y £,

Next Hop

Ny NERER Yy N =V ICHRET D EEIHEHEINDIRDV AT LADIP T
RLA T RLVADEA LT T RLA 77 I VI THERLYET,

Metric

HEBHREVATALAA NI 7, 207 4=V RiZbEVFEHINERTA,

LocPrf

set local-preference 2~ R CHE SN —h/V 7V 77 L2 AME, T 7 /v b
1% 100 T,

Weight

HES AT AT AN A BN L TCRESNTZL— FDOER,

Path

SEHEFR y N T — 7 ~DBABEY AT LS A RANDOEBAEV AT I LT 20
TA4—IVRNIZ1I = M EEDDLENTEET,
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show hgp all neighbors

TRTCOT KLVA 77 2 U DOFRA/N—~0 Border Gateway Protocol (BGP) ¥#t 12 B3 5 1h#H %
FoRT H120F, = —% EXEC & — N £ 72 13%5# EXEC € — K T show bgp all neighbors =~ > R

ZRHLET,

show bgp all neighbors [ip-address ] [advertised-routes | paths [reg-exp] | policy [detail]
| received prefix-filter | received-routes | routes]

X DORBLHA ip-address EE) FANR—DIP T FLATYT, 2O BEEKET 5 L. TITOx

AN—ZHET RPN EREINET,

advertised-routes (7 a)FANRN—IZT RREZ AL REINTFETRTONL— N EFERL
E3 AN

paths reg-exp (AT a )BELEXANR—DLFE LEEAREV AT LA RXAER
RLET ATV a vV OERKRBEEZLEH LT HhZ 7 4 VZ 0BT
xFE7,

RY — (A7 a)TRLR 77 IV LI AANN—IZEHENDRY >—
ERRLET,

detail (ATvaI)h—h~v 7 TVLT7 497 A YA aIa=71 R
MN727®A2arbha—/ URAKACL) ,HEVAT A INA 7 4 LK
URARREOFMARRY —EREFRLET,

received prefix-filter (47> a ) EELIRA N—DOLEEFEINEZT VT 4 v 7 A U AR
(7 7+ "7 R L—h 7 4% (0ORF)) ZFrLET,

received-routes (AT a)BELEFANRN—PEZELETRTONL— FE2ERRL
3

routes (A7 va)ZREINZTANLGNDETXTONL— FEERRLET,
TDF—TU— KB ATIENT= & ZITERREZ N D H T, received-routes
X—U—RNZXoTRREINLIH O 7Y N TT,

7 7%V b ZOawy ROMMTIE, TRTORA R—DIFERNFRENET,

a<v s FE—F

WORIZ, a~ REANTEE—FERLET,

a< v Nk

T77AT U F—IV
F—F ExX=2VT 4 aTFAL
~VF
[ NZAZSZ A =V
Oy R E—F N—F v F | 7Ly YrZA (R L AT A
¢ EXEC, = —¥ EXEC o KPS e R | e RS | e IS | e RS
JY—2= EENE
9.2(1) Zoawy RpEMmEnE L,
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BRLOAA KT
fv

1l

IPVA72 DT RLA 77 2 VICEHADFRAN— & v a0 BGP B & TCP Bkl i 2 #n

9% 1Z1%. show bgp all neighbors =~ > K& ffifl L 7,

% Z . show bgp all neighbors =~ > KOH 1l ZRL E7,

ciscoasa# show bgp all neighbors

For address family: IPv4 Unicast
BGP neighbor is 172.16.232.53, remote AS 100, external link
Member of peer-group internal for session parameters
BGP version 4, remote router ID 172.16.232.53
BGP state = Established, up for 13:40:17
Last read 00:00:09, hold time is 180, keepalive interval is 60 seconds
Message statistics:
InQ depth is 0
OoutQ depth is 0

Sent Rcvd
Opens: 3 3
Notifications: 0 0
Updates: 0 0
Keepalives: 113 112
Route Refresh: 0 0
Total: 116 11

Default minimum time between advertisement runs is 5 seconds
Connections established 22; dropped 21
Last reset 13:47:05, due to BGP Notification sent, hold time expired
External BGP neighbor may be up to 2 hops away.
Connection state is ESTAB, I/O status: 1, unread input bytes: 0

Enqueued packets for retransmit: 0, input: 0 mis-ordered: 0 (0 bytes)

Event Timers (current time is 0x1A0D543C):

Timer Starts Wakeups Next
Retrans 1218 5 0x0
TimeWait 0 0 0x0
AckHold 3327 3051 0x0
SendwWnd 0 0 0x0
KeepAlive 0 0 0x0
GiveUp 0 0 0x0
PmtuAger 0 0 0x0
DeadWait 0 0 0x0

iss: 1805423033 snduna: 1805489354 sndnxt: 1805489354 sndwnd: 15531
irs: 821333727 rcvnxt: 821591465 rcvwnd: 15547 delrcvwnd: 837

SRTT: 300 ms, RTTO: 303 ms, RTV: 3 ms, KRTT: 0 ms
minRTT: 8 ms, maxRTT: 300 ms, ACK hold: 200 ms
Flags: higher precedence, nagle

Datagrams (max data segment is 1420 bytes):
Rcvd: 4252 (out of order: 0), with data: 3328, total data bytes: 257737
Sent:4445 (retransmit: 5), with data: 4445, total data bytes;244128
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#4411 KT 44—V FOBMBAEZRLET,

£ 44 show bgp all neighbor = ¢t —/L F
TA4—IVF LA
For address family |#%&:D 7 4 — /L RBRBRTET7 FL A 773V,

BGP neighbor BGP XA N—DIP 7 RL AL ZDOHET AT L&,
remote AS FAN—DBHEY AT LE .,

external link

AR —F— 7 — 7 =4 7 | z)L (eBGP) peerP,

BGP version

VEe—h L—Z LOBEIZHEHINSD BGP /X—T 3

remote router ID

FZAN—=DIPT KL A,

BGP state Z O BGP i DR HE,

up for NR— R L 7p B TCP HE5 MFE(E L T A I (hhemm:ss FEE) .

Last read BGP 73 Z DR A N—n b IZ A v — V%5 57 L TH b OREfHE (hh:mm:ss
B,

hold time BGP N A v —VHZERTICZORANN—L v g MR LM

(B0,

keepalive interval

F—TTIAT A=V RNIORAN=THRE SN D[RR (BP0 .

Message statistics

Ao—Y 447 ZEiCE LB

InQ depth is ANJF 2 —HNDA v =V

OutQ depth is HAx 2 —HND A ve—T%,

Sent EEEINTEA v =V DA,

Revd ZEINTEA =0 EF

Opens EZEESNEA—T A v -,

Notifications PEEEINT-BA (=T —) A v —I8,

Updates EZEENET v 7T — A vv—=I%,

Keepalives EZEINTZXF—TTI7A4 T A vt —T8,

Route Refresh EZEINFL—F) 7Ly aBRAvE—H
Total ERAEINTA v =TV DEFHL

Default minimum
time between...

T RS A XA S EE DO O (%0

Connections TCP # L OV BGP #5#5e 23 IE & |2 fEAL U 7= [B14%,

established

dropped Biht oy g VCEENFEAE Lo ELE LR,

Last reset ZoETV Ty v a Yy BREZIZY By R EZTH L OREE (hh:mm:ss 2
). VY MR ZOITICERIN-ZEA,

External BGP BGP 77t ATRERE (TTL) B X 2 U T 4 T2 v I NARX—T N ThDHI &%

neighbor may be...

RLET . BE—HIAETEVE— T EEECIERTEBEHR Yy FTOREK
BN ZDITICEREINET,

Connection state

BGP V' 7 Ot AT — & A,

Local host, Local

T—H)LBGP AL —H—DIPT RL A LR— &S,
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# 44 show bgp all neighbor =7 .z —/L F (§£&)

74—V K

B!

Foreign host,
Foreign port

FA X—T KL AL BGP it — M &=,

Enqueued packets
for retransmit:

TCPIZ L > CTHEEDEDIZF = — TSI N7 v |,

Event Timers

TCP A XV "N A~— BEIBLIORYV AT v T7TOh 7 20 ENnE
T HARTINZ A <~—),

Retrans NIy ARG LR

TimeWait FHEEZ A ~—DHIREINIZ 2 5 F TR 2 e,

AckHold FINER—IL RH A ~—

SendWnd mE(EE) V4 R,

KeepAlive X =TT TAT Ty FOE,

GiveUp R YiAVANRY e ST VAT ANV N/ N = A<V g W el [E1 '8

PmtuAger INAMTU T 4 ABNY ZA~<—,

DeadWait T v Re 7 A NOFHR Y A ~—,

iss: W Ty FEES— T v A E T,

snduna: RSB SN B DORIE Y — 7 v A% 7,

sndnxt: WICIEESNDNT v bDY—0r v Ak,

sndwnd: VE—KHKARDTCP 7 4> R HA X,

irs: WSy NG — o v AF

revnxt: 02— B VIR E SN B DG — 7V A& F,

revwnd: 0—H/VHEARDTCP 7 4 v KUY A X,

delrevwnd: BIEZET 4 R a—L RA MK TEREN LA LI B A
MY E—FRAPMIT RRZA ZLTEZEY 4 2 RUNLHIBRES TV
WTF—H  ZDT 44—V ROMEIZ,. T NVYA RO ry hL K& 5%
TWEEIZHIN L EAUTE L2 Ri s Corevwnd 7 4 —/V RIZEH SvET,

SRTT: HEINIEZAL=XF T RN T XA LT Tk,

RTTO: TUYRRMN) T BALT TR,

RTV: TV RNy TR DS,

KRTT: HMLWIT R w7 ZA LT D F(Kan 7V 3 Y ZALEMHH), 2D
74—V RILFEESNTAAT Y bOT 7 KRy TG & E BB B
LET,

minRTT: FLER SN lB/INT U R RNY o7 2 A L7 7 b GHRICER S S/ EA0A
HE) .

maxRTT: RSN KT VU RN v T XA LT TR,

ACK hold H—71 v IR A R DNBINT —Z 25k (X —Ny 7)) § D 72 DI I %

EOELRFHOER S,

IP Precedence value

BGP X7 v FDIP LT v A,

Datagrams FAN—NEZEFE LT v 7T — sy R,
Revd: ZIENT Y MR,

CiscoASA V'V —X a<w R U777 LR Sawr
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# 44 show bgp all neighbor =7 .z —/L F (§£&)

74—V K

gl%

BA

with data

TR LLBIREEINET v T T = Ty PO,

total data bytes

BT — 2 DEFEC 1),

Sent

§
EEEINET v T T =Ty PO

with data

TR L QIIZELET v T T— b Xy FOR,

total data bytes

BET—ZDOEFECN B),
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show hgp cidr-only

Classless Inter-Domain Routing (CIDR) Z# f#i ] L 72=/L— F Z &K /R T 521X, EXEC & — R T show
bgp cidr-only =~ > F&fifH L £,

show bgp cidr-only

X DOHHA Zoawy FIFGIEELITF—V—FEdH 0 T8,

av RKE—F ROKIZ, A~ FEANTELHE—RF2RLET,

T7ATUH—IV
T—F X2V T4 aVTFRAL
< JVF
T AR =
a<w s KE—F N—F v N |TULrh N | A B AT b
¥ HE EXEC o Xfits o Xfits o Xfits o Xfits o Xfits
a- v g JYy—x EEAR
9.2(1) Zoawy RRNBMEnE Lk,
l & \Z . show bgp cidr-only =~ > FOH 1% L E 7,

ciscoasa# show bgp cidr-only

local router ID is 172.16.73.131

BGP table version is 220,

Status codes: s suppressed, * valid, > best, i - internal
Origin codes: i - IGP, e - EGP, ? - incomplete

Network Next Hop Metric LocPrf Weight Path
*> 192.168.0.0/8 172.16.72.24 0 1878 2
*> 172.16.0.0/16 172.16.72.30 0 108 ?

F A5 K% 74—V ROFHAELRLET,

# 4-5 show bgp cidronly D= ¢ —/L F

74—V F B

BGPtable |7 —7/LONEN—T 2 v F i, ZOFFIL T =T ANERESIND - ONTHES L
version is F 9,

220

local router |[JL— XD IP 7 KL A

ID
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# 4-5 show bgp cidronly © =7 ¢ —/L F(§£&)

74—V K

B!

Status codes

FT—T NI N DAT—F AT —TNVDEITOEINIAT —Z ANERIN
FT RONTNOOMEEFRETEET,

s:7—7 /=y MU BREH S E T,

B F—T N MU RETT,

> TN NIREFORY NI TCHEHTHROOKE Y TT,
i:7—7 > MU BHE BGPGBGP) vy v a U EARB L TEEINET,

Origin T MY O TG I D 2 — RIZT — 7 L ORAITORDLVICH Y £T kD

codes W DEEREETEET,

PN — b = A Zu b L (IGP) 5 %{E S . network L — % a7 ¢
Fal—varyavwrsy R FaEEHLTTY KA A XSz M,

eI AT VT F—hrTxA 7u baL(EGP)NLRIZENTZ= N,
VRADRETCITZ VT SN ERFABEE., 2T IGP 25 BGP IZHEGF EIND
JL—H T,

Network T RIRET Ry =T DA H—F >y b T KL A,

NextHop |\ hZ&5EHEA Y VT =7 ICIRET DL EIEHSNDIRDV AT LD IP T
KL 2,0.000 0 IV IZ. 7T 278RA b —RNIZZDFXy U —27 ~DIE BGP
=B dZLERLET,

Metric FRENTWALEAITHEB®EI AT L A MY v,

LocPrf set local-preference L' — s ~ v a7 4 X2l —v gy avr RTREIN
fea—n 7Y 7y L AME, T 7 4V MEL 100 T,

Weight HBEVAT AT AN A BN L TRESNIZL— FDOEA,

Path SEER y N =7 ~OBEBY AT DX A R ANOEAES AT A LT, 2

D7 4—=/LFAIC T2 F)E2EOL LN TEETNADOKD D IE N ADFE
fgt=a— KT,

i:=y FMUITIGP THIE Sl network L'—% 27 4 Fa2l—T gy av R
TT RARZ A XS E LT,

e:/L— MIEGP TEEINE L,

VRADFRE I TIIH U A, W8F ., ZIULIGP 2> 5 BGP IZFEAT S vz
INATT,
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show bgp community

a<wy KNE—F

FBELZBGP 2 2 =7 4 IZET 5/ — &K RT 5HITIL EXEC & — R T show bgp
community =~ > F&iH L £,

show bgp community community-number [exact]

ROKIZ, 2~ FEANTELHEF—RF2RLET,

Z7ATUF—Iv
E—K EF2YTF 4 arFERL
g%
FZ AR avFH
avsRE-FR N—Ty R TVvryr [TV (AR 2T A
¥ EXEC o ARG e AHE e HHE [ e HHE | e HHS
A7 FRE Yy —= EENA
9.2 Zoavy FRBMShE L
il WA 5 HE EXEC & — R T show bgp community =~ > KO 2R LET,

ciscoasa# show bgp community 111:12345 local-as

BGP table version is 10, local router ID is 224.0.0.10
Status codes: s suppressed, d damped, h history, * valid, > best, i - internal
Origin codes: i - IGP, e - EGP, ? - incomplete

Network Next Hop Metric LocPrf Weight Path
*> 172.16.2.2/32 10.43.222.2 0 0 222 ?
*> 10.0.0.0 10.43.222.2 0 0 222 ?
*> 10.43.0.0 10.43.222.2 0 0 222 2
*> 10.43.44.44/32 10.43.222.2 0 0 222 ?
* 10.43.222.0/24 10.43.222.2 0 0 222 1
*> 172.17.240.0/21 10.43.222.2 0 0 222 7
*> 192.168.212.0 10.43.222.2 0 0 222 1
*> 172.31.1.0 10.43.222.2 0 0 222 2

F 461 K74V ROMHETLET,

Z 4-6 show bgp community D7 ¢ —/L F

74— F B

BGP table
version

£7,

T=TNDOWNERN—=V 3 VB, COFFIE T T ADPERSADHTNTHST L

local router
1D

N—FZDIPT KL A

B CiscoASAYV—X o= RUT77L VR Savwr R



# 4-6

show bgp community » 7 ¢ —/L F(§EZ)

74—V K

B!

Status codes

FT—T NI N DAT—F AT —TNVDEITOEINIAT —Z ANERIN
FT RONTNOOMEEFRETEET,

s:7—7 /=y MU BREH S E T,

7 =TT MY BNFRTY,

> T =T NZU NURZEDOF Y NT—7 THATLEZOOKEBET FY TF,
i:7—7 v FURHEH BGPABGP) Yy v a Y ARHB L THEE SET,

Origin T MY O TG I D 2 — RIZT — 7 L ORAITORDLVICH Y £T kD

codes W DEEREETEET,

PN — b = A Zu b L (IGP) 5 %{E S . network L — % a7 ¢
Fal—varyavwrsy R FaEEHLTTY KA A XSz M,

eI AT VT F—hrTxA 7u baL(EGP)NLRIZENTZ= N,
VRADRETCITZ VT SN ERFABEE., 2T IGP 25 BGP IZHEGF EIND
JL—H T,

Network T RIRET Ry =T DA H—F >y b T KL A,

NextHop |\ hZ&5EHEA Y VT =7 ICIRET DL EIEHSNDIRDV AT LD IP T
KL 2,0.000 0 IV IZ. 7T 278RA b —RNIZZDFXy U —27 ~DIE BGP
=B dZLERLET,

Metric FRENTWALEAITHEB®EI AT L A MY v,

LocPrf set local-preference L' — s ~ v a7 4 X2l —v gy avr RTREIN
fea—n 7Y 7y L AME, T 7 4V MEL 100 T,

Weight HBEVAT AT AN A BN L TRESNIZL— FDOEA,

Path SEER y N =7 ~OBEBY AT DX A R ANOEAES AT A LT, 2

DT 4 —IVRHIZ I NV EZEOARZENTEET RNRADKDY L. /NAD
BigLa— KT7,

i:=y FMUITIGP THIE Sl network L'—% 27 4 F a2l —T gy av R
TT7 RAREZ A XEINE LT,

e:/L— MIEGP TEEINE L,

2 RADFGE I TIIH W FH A, BEF ., 1L IGP 725 BGP IZFRCAT STz
INATT,

CiscoASAV ) —RX a< R U7y LR SavwryF 1|



# |

show bgp community-list

Border Gateway Protocol(BGP) 2 X = =7 4 U A N TR SNz — b EFRRT HITIL, 2—F
EXEC & — K F 721345 EXEC £ — R T show bgp community-list =~ > K& L F 7,

show bgp community-list { community-list-number | community-list-name [exact-match]}

X DA

a<wy KNE—F

community-list-number 1 ~ 500 OFIPHOEMREF /-1 FYEZ I 2 =T 4 U X NFKE,

community-list-name a3 2= 4 VA RNDLH,. 2 I2=T 4 U A NDOLHIIX. standard F
7213 expanded (272 0 £7°,

exact-match

(A7 va)me—HEROL— T ERRLET,

ROKIZ, A~ FEANTELHEF—RF2RLET,

TZ7AT T4 —Iv
ET—F X2V T 4 aTHRAD
< JVF
NES S 2V
a<wy R E—FR =T N |7V §h UV | R B AT A
FhE EXEC, == —¥ EXEC o R | e R e RS e RS | e RS
o< FERE JY—2= EEAR

9.2(1) Zoawy RpBMEhE Lz,

ERAEDOHA FF

Ay

Bl

Zoa<wy REFHTAGEIZ. 5 EIRET ALENH Y £, exact-match ¥ — 7 — N{3fE
‘JED%"(“—;«O

WIZ . FiHE EXEC & — K T® show bgp community-list =~ > RO H Al Z 5~ L £,

ciscoasa# show bgp community-list 20

BGP table version is 716977, local router ID is 192.168.32.1

Status codes: s suppressed, * valid, > best, i - internal
Origin codes: i - IGP, e - EGP, ? - incomplete
Network Next Hop Metric LocPrf Weight Path
* 110.3.0.0 10.0.22.1 0 100 0 1800 1239 ~?
*>7 10.0.16.1 0 100 0 1800 1239 ?
* 110.6.0.0 10.0.22.1 0 100 0 1800 690 568 ?
*>3 10.0.16.1 0 100 0 1800 690 568 2
* 110.7.0.0 10.0.22.1 0 100 0 1800 701 35 2
*>7 10.0.16.1 0 100 0 1800 701 35 2
* 10.92.72.24 0 1878 704 701 35 2
* 110.8.0.0 10.0.22.1 0 100 0 1800 690 560 ?
*>7 10.0.16.1 0 100 0 1800 690 560 ?
* 10.92.72.24 0 1878 704 701 560 ?

CiscoASA V'V —X a<w R U777 LR Sawr



* 110.13.0.0
*>7

*

* 110.15.0.0
*>7

* 110.16.0.0
*>i

*

10.0.22.1 0 100 0 1800 690 200 2
10.0.16.1 0 100 0 1800 690 200 2
10.92.72.24 0 1878 704 701 200 ?
10.0.22.1 0 100 0 1800 174 »
10.0.16.1 0 100 0 1800 174 2
10.0.22.1 0 100 0 1800 701 i
10.0.16.1 0 100 0 1800 701 i
10.92.72.24 0 1878 704 701 i

#£ 4TI 74—V FOFBHAEZRLET,

# 4-7 show bgp community-list © =~ ¢ —/ F
74—V |3H
BGPtable |5 —7 N OWNHN—V g v FKE, ZOFBT. T ANPEEIND-ONTHY L

version

i—gqo

local router
1D

N—ZDIPT KL

Status TFT—=TNTU NI DAT =B A, T =T VOEITORYNIAT —Z ARFREN
codes FT kOVWTNILOEEAIEETE LT,
s:T7T—7 T MU NHI S ET,
k5 —T )T N BNENTT,
> T—I N2 NINEFOR Y N =7 THEAT A EZDOHERZ MY TY,
i 7 =7 N UBHE BGPGBGP)Ey v a v ERB L THEEINET,
Origin T MY OER T AR D 22— NIX T — 7 L OFBATORDDIZH Y £, kDN
codes ThrofEriEE TE£7,
NS — b =A 7a k3L (IGP) 2253 E S v network L —% a7 ¢
Fal—Yaravry R LTTY hRZ A Xshizz b,
T AT VT F— kU= Fu AL (EGP)poEE SN R,
VNAOREFETIFZ VT ENEE A EH . T IGP 25 BGP IZHEME S D
J— KT,
Network T NIRRT XY NT—=T DA U F—F v b T KL A,
NextHop |/XF v N&%E%ER Yy MU —ZIZHRET D EXITHEHEINDRD VAT LD IP T
KL 22,0000 D= b UIX . T7E8A B —NZZDFXy hU—27 ~DFH BGP
IN— BB HZLERLET,
Metric FBRENTWEIEBAITMEBRERIV AT L AN v 7,
LocPrf set local-preference L' — K v v 7 a7 4 Fal—r 3y avy RTHREIN
feva—n 7Y 7y L AME, T 7 4V MEIL 100 T,
Weight HES AT AT A NVE BN L TRESNTZ/L— hDER,

CiscoASAV ) —RX a< R U7y LR SavwryF 1|



# |

7# 4-7 show bgp community-list D 7. —/L F (§F&)

T 4= FA

Path R F Y N T — 7 ~DOEBY AT ASA N ANOE BB AT AR LT 2D
T4—ILFRPIZ I = N EEDOLIENTEET N ADOKDY T XZADH(E
Jta— R T,

i:> FUIXIGP THREXN . network L —% a7 4 X2l — gy awr R
TT KRR A XENE LT,

e:/l— MIEGP TEEINE L,

VRADFE LM TIIH U FH A WF ., ZIULIGP 25 BGP IR S 472
/\DXTﬁAO

B CiscoASAYV—X o= RUT77L VR Savwr R



show bgp filter-list

HELLET7 4 VA RE—ET H— FZERRT HIZILEXEC E— R T show bgp filter-list =

~ FEfEHLET,

show bgp filter-list access-list-name

X DA

a<wy KNE—FK

access-list-name

BHESZAT L RXZA T 78R U X NDOLHI

ROKIZ, A~ FEANTELHEF—RF2RLET,

TZ7AT UA—)V
ET—F X2V T 4 TR
< )VF
FF AR a T
a<w RE—F N—FTv N |7vrh P/ 2R AT A
¥eHE EXEC, = —¥ EXEC o X% o X% o X% o X% o X%
v RIgHEE Jy—= EENE
9.2(1) Zoawy RNBINEE L,
il WA, Fi#E EXEC & — KT show bgp filter-list =~ > RO H A AR~ L E9,

ciscoasa# show bgp filter-list filter-list-acl

BGP table version is 1738, local router ID is 172.16.72.24

Status codes: s suppressed, * valid, > best, i - internal
Origin codes: i - IGP, e - EGP, ? - incomplete

Network Next Hop Metric LocPrf Weight
* 172.16.0.0 172.16.72.30 0
* 172.16.1.0 172.16.72.30 0
* 172.16.11.0 172.16.72.30 0
* 172.16.14.0 172.16.72.30 0
* 172.16.15.0 172.16.72.30 0
* 172.16.16.0 172.16.72.30 0
* 172.16.17.0 172.16.72.30 0
* 172.16.18.0 172.16.72.30 0
* 172.16.19.0 172.16.72.30 0
* 172.16.24.0 172.16.72.30 0
* 172.16.29.0 172.16.72.30 0
* 172.16.30.0 172.16.72.30 0
* 172.16.33.0 172.16.72.30 0
* 172.16.35.0 172.16.72.30 0
* 172.16.36.0 172.16.72.30 0
* 172.16.37.0 172.16.72.30 0
* 172.16.38.0 172.16.72.30 0
* 172.16.39.0 172.16.72.30 0

Path
109
109
109
109
109
109
109
109
109
109
109
109
109
109
109
109
109
109

108
108
108
108
108
108
108
108
108
108
108
108
108
108
108
108
108
108

R S e VAV AV VY
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# |

482 K7 4 — /L ROHEAELRLET,

Z# 4-8

show bgp filter-list D= ¢ —/L F

74—V K

B!

BGP table
version

T—TNOWERNSN—V a3 L F T, ZOF LT T ANERSNDZONTHST L
£

local router
ID

—ZDIP T KL A

Status codes

F—TNZ N DAT—R A T —TNVDEITORINIAT — 2 AINERIN
FT ROV TNODEEIEETE 4,

s:T7T—7 Ty N BRI S ET,

7 —T ) N RNERTT,

> T—T N NUNEFEDOXy N —7 THERATA7-00BT ) TF,
7 —=7 N N RAEBGPGBGP) B v a v AREB L THEEINET,

Origin
codes

T2 MY OVER TG AER T D 2 — NET — T A DOETOKRDLDIZH Y £, kD
WDl EfEETEET,

PNES— b = Zu b2V (IGP) 5 R{E S network V— X 27 ¢
Xalb—rvaryavwry ReEFEHLTT FRXZ A X3z M,

eI AT VT F— o= 7 baLEGP) LRGN N,

VNADREITLIFZ VT ENEF A BT, UL IGP 205 BGP IZHAME S b
JL— & T9,

Network

T RNIBRETRY NT—T DA F—%y N T RL A,

Next Hop

Ny NESETEFR Y N — I ZRiET D L&A EINDIRDOU AT LDOIP T
KL 22,0000 D= sV X T 78R P—RNIZZDOFxy hU—27 ~DIE BGP
N— "B HZLERLET,

Metric

FERENTWAEASITHEBREI AT L AN v,

LocPrf

set local-preference L' — F v~ v 7 a7 4 X al—r a3 avr RCTRESH
fea—hN 7Y Ty L AE, T 7 4 v ME 100 T,

Weight

HESAT AT ANVE RN L TRESNTZL— FDEH,

Path

SRRy N — 2 ~OBEV AT ARA NANOEBEY AT LIt LT 2
D7 4=V EFHRIC1I = M) EZEDDLZENTEET, NZDOKDY 1T, /R AD%
fFgxa— KTT,

i MUITIGP THREX L. network L —&% 27 4 Fal— gy av R
TT RARFAXEINE LT,

e:/l— MIEGP TRIEINE L,

2R ADFEIENHAMETIED Y T A WE . VX IGP /5 BGP ([ZHE S 7z

B CiscoASAYV—X o= RUT77L VR Savwr R



| #

show hgp injected-paths

Border Gateway Protocol (BGP) V—7 « 7 T — 7 JMZIEA I NI TR TO/RRAERRT HITIL,
2—H EXEC & — R & 721347 # EXEC & — R T show bgp injected-paths =~ > R & L £,

X DN

av s RKRE—F

show bgp injected-paths

COawy FIZEBIEELEFZF— UV —FEH Y H A,

ROKIZ, A~ FEANTEHEF—RF2RLET,

a< v RERE

TZ7AT U —IV
T—F X2V T4 aVTFRAL
< JVF
FT AR T X
a<w s KE—F N—FTv N | 7L U | R B AT A
FfHE EXEC, = —¥ EXEC o Xfit o Xfit o Xfit o Xfit o Xfit
JY—= EEANE
9.2(1) Zoawy RRNBMEnE Lk,

KIZ . EXEC “E— K T® show bgp injected-paths =~ > RO 2R L E T,

ciscoasa# show bgp injected-paths

BGP table version is 11, local router ID is 10.0.0.1
Status codes:s suppressed, d damped, h history, * valid, > best, i -

internal

Origin codes:i - IGP, e - EGP, ? - incomplete

Network

*> 172.16.0.0
*> 172.17.0.0/16

Next Hop Metric LocPrf Weight Path
10.0.0.2 0 7
10.0.0.2 07

# A9 KT 4=V ROBMHAZRLET,

# 49 show bgp injected-path @7 ¢ —/L I

74—V i

BGPtable |7 —7 /L ONENA—Y a L F S, ZOBFSIX T T NABRERINLIZONTHS L
version *9,

local router
1D

N—ZDIP T KL A

CiscoASAV ) —RX a< R U7y LR SavwryF 1|



# |

# 4-9 show bgp injected-path @ = ¢ —/L F (§&)

74—V K

B!

Status codes

F—TNIZ N DAT—F A T —TIVDOEITORPNAT — R ANRFERIN
FT RONWTNPOOEEFRETEET,

s:7—7 Ny bR SR ET,

BT =T N N URFRTT,

>: 7 =T NEL NYUBREDOF Y hT—2 THAT 00K ET Y ) T,
17— M UBRNEBGP(BGP) v v a v ARM L TEE INET,

Origin codes

T2 b U DERICARRIED 2 — R T =7 A OFATOKRDVIZH Y 3RO
WFNDDEZIEETE £,

PN — b = A Zu b L (IGP) 26 %12 S network L — & a7 ¢
Fal—raryavwrs FNEEHLTTY KXY A XSz MY,

e LI AT VT F—rTxA 7u baL(EGP)NLRIEESNTZ-_ M,

VRADRETCIZZ VT S ERFABEE. 2T IGP 205 BGP IZHEGF IND
N—HTY,

Network

T NIRRT R NT—I DA EZ—Fy T LA,

Next Hop

PRIy Naesifery NU— 7 ICHRIET D EEICHERAENDIERDOV AT LDOIP T
KL 2,0.0000x MV IZ. 72782 b —_NIZZDOXy U —27 ~DIE BGP
N—ERHBEZLERLET,

Metric

BREINTWBEGIZHAERRI AT LA AN v 7,

LocPrf

set local-preference 1 — s v v 7 a7 4 Xal—rar avry RTHREIN
fev =) 7Y T 7 L RME, T 7 v MEE 100 T,

Weight

HESAT AT AN A EN L TCRESINZL— F OB,

Path

WHA Y NI =T ~OBEBEV AT LRXA RANOKBHEY AT AR LT 2
DT 4 —IVERERRIZTI = NI EZEDBRILENTEET ARRAOKEDY I NAD
#fgma— KT7,

i FUITIGP THRIES N . network L —% 27 4 FXal—Y gy av R
TT RRZAXENFE LT,

e:/l— MIEGP TRIEESNFE L,

2 NADRG LN TIIH D A BE . Z X IGP 225 BGP IZHEMU S
T2/ SATT,

CiscoASA V'V —X a<w R U777 LR Sawr
[ 4-36 | |



show bgp ipv4

WX DN

av s RKRE—F

IP /X—< 3 > 4(IPv4) Border Gateway Protocol (BGP) V—7 ¢ > 7 7 —7 NVAO T N B FKRT

HIZIE . FiHE EXEC £ — R Cshow bgpipvd =~ > R&MH L £,

show bgp ipv4

COawy FIZEBIEELEFZF— UV —FEH Y A,

ROKIZ, A~ FEANTELHEF—RF2RLET,

TZ7ATUF—Iv
T—F X2V T4 aVTFRAL
< /VF
FZ AR a7
awr s RKE—F V2l el 2 SNV S AT A
FfHE EXEC, = —¥ EXEC o Xfit o Xfit o Xfit o Xfit o Xfit
awy FERE JYy—2=x EREAK
9.2(1) Zoawy RRNBMEnE Lk,
il 1Z . show bgp ipv4 unicast =~ > RO Al Z R L E9,

ciscoasa# show bgp ipv4 unicast

BGP table version is 4, local router ID is 10.0.40.1
Status codes: s suppressed, d damped, h history, * valid, > best, 1 - internal
Origin codes: i - IGP, e - EGP, ? - incomplete

Network Next Hop Metric LocPrf Weight Path
*> 10.10.10.0/24 172.16.10.1 0 0 300 i
*> 10.10.20.0/24 172.16.10.1 0 0 300 i
* 10.20.10.0/24 172.16.10.1 0 0 300 1

12 . show bgp ipv4 multicast =~ > RO H A Z R L ET,
Router# show bgp ipv4 multicast
BGP table version is 4, local router ID is 10.0.40.1

Status codes: s suppressed, d damped, h history, * valid, > best, 1 - internal
Origin codes: i - IGP, e - EGP, ? - incomplete

Network Next Hop Metric LocPrf Weight Path
*> 10.10.10.0/24 172.16.10.1 0 0 300 i
*> 10.10.20.0/24 172.16.10.1 0 0 300 i
* 10.20.10.0/24 172.16.10.1 0 0 300 1

CiscoASAV ) —RX a< R U7y LR SavwryF 1|



# |

#* 4-1012.

Z# 4-10

KT 44—V ROBBHZRLET,

show bgp ipv4 O =7 ¢ —/L F

74—V K

B!

BGP table
version

T—TINVONEHEN—T a3 v FG, ZOFFII. T T ANEEIND NS L
7,

local router
ID

—ZDIP T KL A

Status codes

F—TNZ N DAT—R A T —TNVDEITORINIAT — 2 AINERIN
FT ROV TNODEEIEETE 4,

s:T7T—7 Ty N BRI S ET,

7 —7 T MU NEFERTT,

> T =T NZ NINREFEORy N THRATA2D0OKEZ MY TT,
7 —=7 N N RAEBGPGBGP) B v a v AREB L THEEINET,

Origin
codes

T2 MY OVER TG AER T D 2 — NET — T A DOETOKRDLDIZH Y £, kD
WDl EfEETEET,

PNES— b = Zu b2V (IGP) 5 R{E S network V— X 27 ¢
Xalb—rvaryavwry ReEFEHLTT FRXZ A X3z M,

e LI AT VT F—hrouxd 7 ha)L(EGP)LRIEINT-Z MY,

VNADREITLIFZ VT ENEF A BT, UL IGP 205 BGP IZHAME S b
JL— & T9,

Network

T RNIBRETRY NT—T DA F—%y N T RL A,

Next Hop

Ny NESETEFR Y N — I ZRiET D L&A EINDIRDOU AT LDOIP T
KL 22,0000 D= sV X T 78R P—RNIZZDOFxy hU—27 ~DIE BGP
N— "B HZLERLET,

Metric

FERENTWAEASITHEBREI AT L AN v,

LocPrf

set local-preference L' — F v~ v 7 a7 4 X al—r a3 avr RCTRESH
fea—hN 7Y Ty L AE, T 7 4 v ME 100 T,

Weight

HESAT AT ANVE RN L TRESNTZL— FDEH,

Path

SRRy N — 2 ~OBEV AT ARA NANOEBEY AT LIt LT 2
D7 4=V EFHRIC1I = M) EZEDDLZENTEET, NZDOKDY 1T, /R AD%
fFgxa— KTT,

i MUITIGP THREX L. network L —&% 27 4 Fal— gy av R
TT RARFAXEINE LT,

e:/l— MIEGP TRIEINE L,

2R ADFEIENHAMETIED Y T A WE . VX IGP /5 BGP ([ZHE S 7z
INATT,

B CiscoASAYV—X o= RUT77L VR Savwr R



||
show hgp ipv6
IPv6 Border Gateway Protocol (BGP) 'V —7 4 > 7 7 —7 LVNO= Y h) 2FKRT HITiE, 2 —W
EXEC &— R % 72 13%5# EXEC & — R C show bgp ipv6 =~ > K& H L 9,
show bgp ipv6 unicast [ipv6-prefix/prefix-length] [longer-prefixes] [labels]
X DA unicast IPv6 =% ¥ A F T RLA VL7 4 v 7 AZEELET,
ipv6-prefix (A7 a)IPv6 *xv NI —0 &K Z IPv6 BGP IV —T 4 ' T—T )b
WOREDR Yy N —0 2 RRTHIZDIZATILET,
Z OFIFUE RFC 2373 IZRik SN TV A RRICT HHE R H Y £,
an XY o16 By MEZEH LT 7 FL A% 16 #ETHEE L
£7.
/prefix-length (AT a)IPV6 T LT 4 v I ADRES, V7 4 v 7 A(T RLAD
Fy MU =T ) BT DT R AD Ei#EFE > MMiERT
10 M T, 10 EBIE ORI A T v ¥ 2 5 B BE T,
longer-prefixes (A7 a)—he XVRENL—FERRLET,
labels (FF>a)TRLRA 773 TLIZ.ZOXANRN—IZHEHBAENDL R

av s RE—F

Vo —%ZFRrLET,

WDOFIZ, a2 REAJTESLE—RRERLET,

TZ7AT Ut —IV
T—F X2V T4 2V THFRAL
< IVF
FF AR arrx
av s RKE—F =7y N | Tvrhd (7 [ Rb VAT A
FriE EXEC, = — ¥ EXEC o XfIS o XIS S S o XIE o %t
awy FERE JJy—2= EHENE
9.3(2) Ioawy RREBMHSE LT,
il WIZ . show bgp ipv6 =~ > RO # %Rk L £7,

ciscoasa# show bgp ipv6é unicast

BGP table version is 12612, local router ID is 172.16.7.225
Status codes: s suppressed, h history, * valid, > best, i - internal
Origin codes: i - IGP, e - EGP, ? - incomplete

Network Next Hop Metric LocPrf Weight Path

*> 10.10.10.0/24 172.16.10.1 0 0 300 1
*> 10.10.20.0/24 172.16.10.1 0 0 300 i
* 10.20.10.0/24 172.16.10.1 0 0 300 1

CiscoASAV ) —RX a< R U7y LR SavwryF 1|



# |

K 1Z . show bgp ipv4 multicast =~ > RO H Nl Z R LET,

Router# show bgp ipv4 multicast

BGP table version is 4, local router ID is 10.0.40.1

Status codes: s suppressed, d damped, h history, * wvalid, > best, i - internal
Origin codes: i - IGP, e - EGP, ? - incomplete
Network Next Hop Metric LocPrf Weight Path
* 3FFE:C00:E:C::2 0 3748 4697 1752 1
* 3FFE:1100:0:CC00::1
0 1849 1273 1752 1
* 2001:618:3::/48 3FFE:C00:E:4::2 1 0 4554 1849 65002 i
*> 3FFE:1100:0:CC00::1
0 1849 65002 1
* 2001:620::/35 2001:0DB8:0:F004::1
0 3320 1275 559 i
* 3FFE:C00:E:9::2 0 1251 1930 559 i
* 3FFE:3600::A 0 3462 10566 1930 559 i
* 3FFE:700:20:1::11
0 293 1275 559 1
* 3FFE:C00:E:4::2 1 0 4554 1849 1273 559 i
* 3FFE:C00:E:B::2 0 237 3748 1275 559 i

F 4101287 4 — /L ROFHERLET,

Z 4-1 show bgp ipv6 D7 ¢ —/L F

74—V F |BiHA

BGP table |7 =7V OWEI A= 2 V&G, ZOFFIE T T ANER SN DTN L
version F 9,

local router |[JL— XD IP 7 KL A
1D

Status codes |7 —7 LT N DAT—H A, T —T NVDOEATORPNCAT — X ANRFERIN
FT RKONTNNDEZFEE TE £7,

s:T7T—7 Ty MU NREH S ET,

h:7—7/v > bV IFERETT,

k7 =7 U BNERTT,

> T =T NEZL NIBRZEDOFR Yy NU—7 THATHZO0RET Y T,
i:7—7 > b UANES BGP(BGP) & v v a &M L TFEE SN ET,

Origin codes | = > b U DAERTE, fERIED 22— NIZT =7V OFATOR DV ICH Y £, kD
WTNPDEEZRETE 7,

PN — b oA 7 a b3 (AGP) 2B RIE E . network L —% 27 ¢
Fal—rvaryavwrRaEEHLTTY KX A&z b,

eI AT VT F—bU=A T baL(EGP) hoREINTZZ RN,

VNADREITIFZ VT ENER A BT, UL IGP 205 BGP IZHEME S d
J— & T9,

Network T RIBRT XY NUV—I DA H—Fy b T RLZA,

Next Hop Ry NESERX Y N =7 ICHEETHEEIEHEINAROV AT LADIP T
FL 22,0000 b IX. 772X B —NZZDFXy U —27 ~DIE BGP
N—"NbHZEERLET,

B CiscoASAYV—X o= RUT77L VR Savwr R



||
# 4-11 show bgp ipv6 D= ¢ —/L F(§EE)
74— |§iHA
Metric FREINTWELEEITHAEREV AT A A N v 7,
LocPrf set local-preference L' — N v v 7 a7 4 Fal—T gy avy RCREIN
feu = 7Y T 7 L AME, T 7 v MEE 100 T,
Weight HREVAT AT 4V E 5N L TRE SNz — hOER,
Path FEER Y N — 7 ~DAEL AT ANRRA RANDEAES AT A LT 2

DT 4—IVEFRNIC1I = M) ZEDLENTEET N AOKDY T 2D
FfEma— KTT,
ity FUITZIGP THRIE SN network L' —% a2 7 4 X2l —T g avw R
TT7 RARZ AL XESNE LT,

e:/l— MIEGP TRIEE&NE L1,

2: X ADFIGEIENHAMETIEH Y T AL WE . Z X IGP 2> 5 BGP IZH AR S
ToRATY,

KIZ show bgp ipv6 =~ > RO AR LET, 2 2 TiH. 7' V7 1 > 27 A 3FFE:500::/24 [T
THERERLTOET,

ciscoasa# show bgp ipvé unicast 3FFE:500::/24

BGP routing table entry for 3FFE:500::/24, version 19421

Paths: (6 availabl
293 3425 2500

e, best #1)

3FFE:700:20:1::11 from 3FFE:700:20:1::11 (192.168.2.27)

Origin IGP,
4554 293 3425 25

localpref 100,
00

valid, external, best

3FFE:C00:E:4::2 from 3FFE:C00:E:4::2 (192.168.1.1)

Origin IGP, metric 1,

33 293 3425 2500

localpref 100, valid, external

3FFE:C00:E:5::2 from 3FFE:C00:E:5::2 (209.165.18.254)

Origin IGP,
6175 7580 2500

localpref 100,

valid, external

3FFE:C00:E:1::2 from 3FFE:C00:E:1::2 (209.165.223.204)

Origin IGP,

localpref 100,

valid, external

1849 4697 2500, (suppressed due to dampening)
3FFE:1100:0:CC00::1 from 3FFE:1100:0:CC00::1 (172.31.38.102)

Origin IGP,
237 10566 4697 250

localpref 100,
0

valid, external

3FFE:C00:E:B::2 from 3FFE:C00:E:B::2 (172.31.0.3)

Origin IGP,

localpref 100,

ciscoasa# show bgp ipv6é unicast

BGP table version

Status codes:s suppressed, h history,

internal,

r RIB-failure,

valid, external

is 28, local router ID is 172.10.10.1

S Stale

* valid, > best, 1 -

Origin codes:i - IGP, e - EGP, ? - incomplete

Network
*>314004::/64

Next Hop

Metric LocPrf Weight Path

::FFFF:172.11.11.1

::FFFF:172.30.30.1

CiscoASAV ) —RX a< R U7y LR SavwryF 1|



# |

show bgp ipv6 community

IPv6 Border Gateway Protocol (BGP) Vv —7 ¢ 7 7 —T )VNDOx Y R T HITiE, 22—
EXEC & — K% 721355 # EXEC € — R T show bgp ipv6community =~ > R&fH L £,

show bgp ipv6 unicast community [community-number] [exact-match] [local-as | no-advertise
| no-export]

X DA

a<v s FE—F

unicast IPV6:L:5\"V\7}<]\7}\1/;( 701/74’/7}(%%%‘7]?]‘/35"9‘*0
community-number (A7 3 ) BRI 1 ~ 4294967295 D 3 = =F ¢ BB E7-11
AANN(BfRE AT L2023 a=T K524 hOEE) TT,
(AT v a) e BEHEON— 2T ERFLET,

focal-as (F7 v av) = VEfEY AT DMIERE SRV A— FET 2%
RLET (V=AU aia=T 1),

(7 a)ETIT RAREZ AL XENW0WL— NI E2FERLET
(V) oy aia=F4),

(A7 v a)m—R VAR AT AOIMFIZT 7 AR — b ST
WA= R EFRRLET (VL) T Al a=T 1),

exact-match

no-advertise

no-export

WORIZ. a~ REANTESE—FeRLET,

T7ATUF—IV
T—F X2V T 4 aTFHAB
~)VF
FZ7 AR aTx

a<vy RE—F N—F v N |TULrh TN A b VAT A

FfHE EXEC, = —¥ EXEC o Xfit o Xfit o Xfit o Xfit o Xfit
= NIgHE yy—= ERNE

9.3(2) Zoawr RBEMENE L,
il IPv6 BL [ T&H 5 s % k#=\ T, show bgp ipv6 community =~ > K H /1% show ip bgp

community =~ > FEHELIL TWET,

a3 2= ¢E.set community L —h v v AT 4 Xal—ar avy REHHLTE
ELETHEO I 2=T 4130V /Uy a3 a=T A DORNCANTOIULERHY £3, 72
& ZTROLFFNIIEL) T,

ciscoasa# show ipv6é bgp unicast community local-as 111:12345

Use following strings instead:

ciscoasa# show ipv6é bgp unicast community 111:12345 local-as

CiscoASA V'V —X a<w R U777 LR Sawr
| 4-42 | |



| #

Bl

& 1Z . show bgp ipv6 community =~ > FOH 1 Z R~ L E5,

BGP table version is 69, local router ID is 10.2.64.5

Status codes
Origin codes

:s suppressed, h history, * valid, > best, i - internal
:i - IGP, e - EGP, ? - incomplete

Network Next Hop Metric LocPrf Weight Path
*> 2001:0DB8:0:1::1/64 HE 0 32768 1
*> 2001:0DB8:0:1:1::/80 HE 0 32768 ?
*> 2001:0DB8:0:2::/64 2001:0DB8:0:3::2 021
*> 2001:0DB8:0:2:1::/80 2001:0DB8:0:3::2 0272
* 2001:0DB8:0:3::1/64 2001:0DB8:0:3::2 027
x> HE 0 32768 2
*> 2001:0DB8:0:4::/64 2001:0DB8:0:3::2 0272
*> 2001:0DB8:0:5::1/64 HE 0 32768 2
*> 2001:0DB8:0:6::/64 2000:0:0:3::2 023 1
*> 2010::/64 HE 0 32768 2
*> 2020::/64 0 32768 2
*> 2030::/64 0 32768 2
*> 2040::/64 0 32768 2
*> 2050::/64 0 32768 2

Z 4-12 show bgp ipv6 community O 7 ¢ —/v F

Z4—I)VF

=

B

BGP table
version

T=TNVOREN—=Y a B, ZOFFII. T T ANERSNDZCNTHS L
£,

local router
1D

U R TREIbNIZ45DF 27T vy P LTatikanDd 328y (K y MY
T 10 EHXE),

Status codes

F—TNTZ N DAT—E A, T—TNVDEITORINCAT —Z ANEREIN
FT RONWTNNDEEIEETETET,

s:7— 7Ty b Y R S ES,

h:7—7 0 = bV IZRBETT,

FT=T N MY BHHTT,

>: 7= TN NI BEOFK Y MU= THEAT 20 ORI R YT,
i:7 =7/ = b U DN BGP(BGP) & v v a Y & L THFH SN ET,

Origin T2 MY OERRTCAER TCD 2 — RIZT — 7 A DOEATOR DV ITH D T, RD

codes WIENMODEEEETE E7,
LNEY— oA 7a ka/L(IGP) B FEE S iL.network L—% a7 ¢
Fal—varyavwrs R NEFEHLTTY RANXZY A XEnz= M,
eI AT VT F—hvxot 7 ha)LEGP)NLRIEES N MU,
VRADFEETLITZ VT SNERABEBE., 2T IGP 205 BGP ICHEE SN D
JL—H T,

Network  |=  FUREFT Ry hT—Z DA Z—Fv b T FLA,

Next Hop Ny NERER Yy N =V ICHRET DL EEXIHEHEINDIRDV AT LADIP T
KL 2,0.000 D= T T7E8R B —=RNIZZDOXy hU—27 ~DFH BGP
N— BB LERLET,

Metric FBRENTWAEARITIHEBRI AT A AN v 7,

CiscoASAV ) —RX a< R U7y LR SavwryF 1|



# |

# 4-12

show bgp ipv6 community D=7 ¢ —/L F(§FEZ)

74—V K

=

B

LocPrf

set local-preference L' — s v v 7 a7 4 Fal—rv a3y av s RTHEIN
fa—A 7Y Ty L AE, T 7 40 MEIE 100 T,

Weight

BHREVATATZ A NEZ BN L THREINTIL— FDEA,

Path

SRty NT— T ~OHBEY AT AN NRANOZEEY AT AR LT, 2
D7 A4—IVFERIZIZ L M) EZEDDZENTEET NADOKDY T /NAD3E
EEa— RTT,

i FUIZIGP THESN . network L —% =27 4 Xal— g av R
TT RANF A XINFE LT,

e:/l— NI EGP TRIEINFE LI,

2 RADFEITLRHMETITH Y £ A, 8H 2T IGP 75 BGP IZH A Sz
INATCTT,

B CiscoASAYV—X o= RUT77L VR Savwr R



show bgp ipv6 community-list

IPv6 Border Gateway Protocol (BGP) 2 X = =7 1 U A M CFFrA] S L7z /b— R & RRT HITIEL,
2 —# EXEC & — RN F 721355 EXEC & — R C show bgp ipv6 community-list =~ > Rz L
\iTO

show bgp ipv6 unicast community-list {number | name} [exact-match]

X DA

a<v s RFE—F

unicast IPv6 2=F ¥ AN 7 RLRA T VL7 4 w7 A%EELET,
number 1~ 19 0#FPFHOaI2=FT 4 VA NEE,
name aXa=7 4 U R NDL4HI

exact-match

(A7 a)egle—8BEEHOL— NEITEFERLET,

WORIZ. a~ REANTES2E—FexRLET,

T7ATUF—IV
T—F X274 ayTFHAB
~)VF
b T AR =N
a<v s RFE—F =7y RN |7V h (TN [ RB AT A
FfHE EXEC, == —¥ EXEC o Xfit o Xfit o Xfit o Xfit o Xfit
a-v RgRE Jyy—2= ERAE
9.3(2) Zoavy RpBMsink L,
il IPv6 B T & 5 5 % B\ > T, show bgp ipv6 unicast community-list =< > K ® 1 J71% show ip bgp

community-list 7~ > R &L L TV ET,
il

WIZ. a2 =2=7 4 UAES 31Zx9 5 show ipv6 bgp community-list =~ > N D H /{51 % 7~
Lijqo

ciscoasa# show bgp ipvé unicast community-list 3

BGP table version is 14, local router ID is 10.2.64.6
Status codes:s suppressed, h history, * valid, > best, i1 - internal
Origin codes:1i - IGP, e - EGP, ? - incomplete

Network Next Hop Metric LocPrf Weight Path
*> 2001:0DB8:0:1::/64 2001:0DB8:0:3::1 011
*> 2001:0DB8:0:1:1::/80 2001:0DB8:0:3::1 011
*> 2001:0DB8:0:2::1/64 HE 0 32768 1
*> 2001:0DB8:0:2:1::/80 HE 0 32768 2
* 2001:0DB8:0:3::2/64 2001:0DB8:0:3::1 017>
*> B 0 32768 2
*> 2001:0DB8:0:4::2/64 0 32768 ?

CiscoASAV ) —RX a< R U7y LR SavwryF 1|



# |

*> 2001:0DBS8
*> 2010::/64
*> 2020::/64
*> 2030::/64
*> 2040::/64
*> 2050::/64

:0:5::/64 2001:0DB8:0:3::1 0172
2001:0DB8:0:3::1 017
2001:0DB8:0:3::1 01°7v?
2001:0DB8:0:3::1 01°v
2001:0DB8:0:3::1 017
2001:0DB8:0:3::1 01°-?

ROFT, ZOHNIFRENLHEE R T 4=V Fe@ LET,

# 4-13 show bgp ipv6 community-list © = ¢t —/L F

74—V K

B

BGP table
version

F—TIVORNENN— g v ER COFFII T I ANEE IS NCHS L
F9,

local router
ID

A R TREIONTZ4oDA 7Ty e LTRBEIND 2 E Y ME( Ry Mt
= 10 #FEFD),

Status codes

T—INEY M) DAT—H AT =T VOETORINIAT —F ARFIRS I
FI ROV TNNOEEIEETE £,

s:7—7 N MU BEEl S vET,

h:7—7 = bV ITERETY,

. 5—7 s N BNHFTT,

> T—TNE NINREDODXRy N7 THHATL-00KRET MY T,
7 —=7 0 U BRANEBGP(GBGP) £y v a U ARB L TEE I NET,

Origin
codes

= b OVER T AR T D 2 — FIXT — T L OEATOKR DV IZH D £9 kD
WO EREE T £,

PNEY— b = A 7a b2V (IGP) B RE S network V—X 27 ¢
Fal—varyavwl FaEHLTTY RS &= M,

eI AT VT F—hrUxA 7 baLEGP)NOLREESNTZZ MY,

VNADFGEITIEZ VT SNER A BT UL IGP 205 BGP IZHEME S b
JL— KT,

Network

TUMIBRETRY NI DA X =y b T LA,

Next Hop

Ry FEEEAR Yy VU= ICHRET A EEIHEHEINDIRDODV AT LDIP T
FL 22,0000 D> MUIE. TR P —NZZDORy b T—27 ~DIE BGP
=T NeHDZLERLET,

Metric

FRENTVWAEEITHEHBEI AT A AN v 7,

LocPrf

set local-preference L' — s v~ v a7 4 Fal—v gy avr RTHEIN
fea—nhN 7Y 7y L AE, T 7 4 MEIX 100 T,

Weight

HES AT AT AN EZEN L THRESINZL— FDOER,

CiscoASA V'V —X a<w R U777 LR Sawr
| 4-46 | |



7 4-13 show bgp ipv6 community-list D= 1 —/L F (fEZ)
74— |3
Path G FRy RT— T ~DEBY AT AXA NANOKEBREY AT A LT 2

D7 4 —I)LERIZ 1= M EEDBEIENTEET NADOKDLDIZ NAD
gt a— KTT,

iy FUITIGP TREX . network L —% 27 4 Fa2l— gy av R
T RRE A XENE LT,

e:/l— MIEGP TEEENE L,

2 RADFRE LM TIIH U A WHF ., UL IGP 75 BGP IZFHEAAT S iz
/XA TS,

CiscoASAV ) —RX a< R U7y LR SavwryF 1|



# |

show bgp ipv6 filter-list

BELIZIPV6 7 4 v H UARNE—HT DV — hERRT HITIE, 22— Y BEXEC £ — N 2 I3F5HE
EXEC “E— KT show bgp ipv6 filter-list =~ > RZfiH L £,

show bgp ipv6 unicast filter-list access-list-number

X DA

a<v s RFE—F

unicast IPv6 =%+ A M T RLVA FL 74 v 7 AEBELET,
access-list-number IPv6 AR AT A RAT 722 YR NOH, 1~ 199 OFFEOKREZIEE
T& £,

WORIIZ. a~ REANTESE—FexRLET,

T7ATUF—IV
T—F X2V T 4 aTFHAB
~)VF
7 AR aTx
avy RFE—F N—Ty N TV h (YT (RAb YAT A
F#HE EXEC, = — ¥ EXEC o Xth% o X o X o X o X
v N Jy—2 EHENE
9.3(2) Zoavwy RpBEMEE Lz,
il IPv6 BL [ T&H 5 s % B\ T, show bgp ipv6 filter-list =~ > N H /713 show ip bgp filter-list =

<~y REFELPILTWET,
1) :

WIZ APV HAEL AT A XA 778 A2 U A M5 1I12%T % show bgp ipvé filter-list =~ > K
DN FIZRLET,

ciscoasa# show bgp ipv6é unicast filter-list 1

BGP table version is 26, local router ID is 192.168.0.2

Status codes:s suppressed, h history, * valid, > best, 1 - internal
Origin codes:i - IGP, e - EGP, ? - incomplete
Network Next Hop Metric LocPrf Weight Path
*> 2001:0DB8:0:1::/64 2001:0DB8:0:4::2 0211
*> 2001:0DB8:0:1:1::/80 2001:0DB8:0:4::2 0211
*> 2001:0DB8:0:2:1::/80 2001:0DB8:0:4::2 027
*> 2001:0DB8:0:3::/64 2001:0DB8:0:4::2 027
*> 2001:0DB8:0:4::/64 HH 32768 ?
* 2001:0DB8:0:4::2 027
*> 2001:0DB8:0:5::/64 HH 32768 2
* 2001:0DB8:0:4::2 0217
*> 2001:0DB8:0:6::1/64 HH 32768 i
*> 2030::/64 2001:0DB8:0:4::2 01
*> 2040::/64 2001:0DB8:0:4::2 021°¢v
*> 2050::/64 2001:0DB8:0:4::2 021°¢v

CiscoASAYV Y —RX a<wr  F U777 LR Savwr R



WDFRT,. ZOHNIERENDIEERT 4 —V REHALET,

Z 4-14 show bgp ipv6 community-list D7 ¢ —/L F

T4 —=NF [BHA

BGP table |7 —7 VONEN—Y 3 v &KHG, ZORBIL. T ANEHRIND NI Y L
version F7,

local router
1D

A RTCRELNZ4o0F 77Ty MeELTRBEND 32y MI(Fy B
& 10 #FRL),

Status codes

F—T N N DAT—E A, T—TNVDEITORINCAT —Z ANEREIN
EFT RONTNODHEEIRETEET,

s: 7 —7 /=y MU BIH S IVET,

h:7 =70 =2 U IBIETT,

s 7Ty b U RNER T,

> 7= TNy NYBEOFK Y b= THEAT 20 OBz B YT,
i:7—7 T b U AN BGP(BGP) ¥ v & = v & H L THBE S ET,

Origin codes

T b U OAERTC fERIE D a2 — RIET — 7 L OBEATOKRDVITH Y £, RO
WFNDLDOEZIEETE £,

itNEY— b =4 7u b 2L (IGP) 16315 S .network L —% 27 ¢
Fal—varyavry FEfflLTT FAZ A4 R&n== 2 MY,

eV AT IVT F—hruxoA 7 hba/LEGP)LREINT-Z R,

VRADRIEITIZZ VT SNERABE, 2L IGP 2°5 BGP ICHEME S NS
JL—H TT,

Network T RNIPRRT Ry NT—I DA F =3y 8T KL XA,

Next Hop Ry Naesifety NU—Z [ CHET 2 L EIHHENHIRDYV AT LD IP T
KL 22,0000 T T7ERA S —=RNIZZDOXy NU—27 ~DIE BGP
N— bbb ERLET,

Metric FRESNTOEHEAIMEAREL AT A AR v,

LocPrf set local-preference L — s v v 7 a7 4 Xal—rary avwr RTREIN
fea—nh) 7Y 77 LU AME, T 7 4V MEIX 100 TY,

Weight HEES AT LT 4 NVE BN L TRESNZ/LV— hDOER,

Path oA Y N =T ~OBFBEY AT LS A RANOKHEV AT AT LT, Z

D7 4—I)VFERIZ1I = PV EEDBRILENTEETT NZAOKDY X RAD
gL a— KT7,

i FUIZIGP THE SN . network L —% 27 4 Fal— gy avwr R
TT RRZ A XENFE LT,

e:/l— NI EGP THEEINFE L,

V2 NADRIF IV TIIH Y EHAEBE . 2L IGP 225 BGP [IZFHEMUG S
Te/RATY,

CiscoASAV ) —RX a< R U7y LR SavwryF 1|



# |

show bgp ipv6 inconsistent-as

EEITIC—BEO R WEE O B AT A% & T IPv6 Border Gateway Protocol (BGP) /L— | %

FRT BI2i1%, = — W EXEC & — R F 7213 455# EXEC “E— R T show bgp ipv6 inconsistent-as % i

MLET,

show bgp ipv6 unicast inconsistent-as

X DA

unicast

IPV6 =% v A N T FL A FL 7497 A& ELET,

a<wy RKNE—F

ROKIZ, 2~ FEANTELHEF—RF2RLET,

TZ7ATUF—IV
£—F X2 VT4 a3 TXAD
< )LVF
FF AR SN
av s RKE—F =7y N | Tvrbhd (U7 [ R b VAT A
F5HE EXEC, =t — ¥ EXEC o WS | e FE | e WS | e wE | e wE
< NEE JyY—2= EEANE
9.3(2) Zoawy RpBMEhE Lz,
il IPv6 B T % /5 % [\ T . show bgp ipv6 unicast inconsistent-as =~ > K™ H /7% show ip bgp
inconsistent-as =~ > K L HEEL L TWE T,
il
&1Z . show bgp ipv6 inconsistent-as =~ > RO 12~k L F 7,
ciscoasa# show bgp ipv6 unicast inconsistent-as
BGP table version is 12612, local router ID is 192.168.7.225
Status codes: s suppressed, h history, * valid, > best, i - internal
Origin codes: i - IGP, e - EGP, ? - incomplete
Network Next Metric LocPrf Weight Path
* 3FFE:1300::/24 2001:0DB8:0:F004::1 0 3320 293 6175 ?
* 3FFE:C00:E:9::2 0 1251 4270 10318 ?
* 3FFE:3600::A 0 3462 6175 2
* 3FFE:700:20:1::11 0 293 6175 2

B CiscoASAYV—X o= RUT77L VR Savwr R



K 415 ZOHNCETRSNHEERT 4 —/V FERICHHA L £,

Z 4-15 show bgp ipv6 community-list D7 ¢ —/L F

74— K |#H

BGP table | 7—7 )LONEN—Y a2 V&R, ZOEFFI. T ABNERESND NS L
version 9,

local router
1D

YA R TRYIGNTZ4 5D 7Ty e LTRRdEND 32y Mi(Fy M
= 10 #EFRF),

Status codes |7 —T NV N DAT—H A T —TNVDOETDORINIAT — X ANRFRIN

FIRKONTRODOEEFRETE £,

s:7—7 Ny MU RISl EhET,

h:7—7 0 =2 ks UITERECT,

¥ 7 =TT MU REHTT,

> 7T =7 NV NINBRZEDOF Yy NT—7 THATIHZDORKEBT FY T,
i:7—7 N FURHE BGPUBGP) v a VAERH L CTFEE SR ET,

Origin T2 MY OVERRTC AR TED 2 — RIZT — 7 A DFATORK DLV ITH D T RD

codes WIN»rOEEZfEETE 7,
itNE— b7 = 7a b 2L (IGP) B F{E S . network L—% 27 ¢
Xal—raryavwl R LTTY RRXZ A4 XSz MY,
eI AT VT F—FruxA 7 ba/L(EGP)MLREEINT-Z N,
VRADRETLITZ VT SHERABEBE, NI IGP 205 BGP IZHEME SN D
Jb— & TC9,

Network TURYUBERT Ry RU—T DA H—Fy T RLA,

NextHop |7 v F&EFEHR Y MU= CBETHEZITHEHEINAROV AT LD IP T
RL 22,0000 D= hVIZ. TR HF—NIZZDFy T —27 ~DIE BGP
N—EBHDHZEERRLET,

Metric FBREINTWAEAITIHEBRI AT A AN v 7,

LocPrf set local-preference 1 — h v v 7 a7 4 Xal—T gy avr RTHRESN
fea—hN 7Y Ty LU RME, T 7 40 M 100 T,

Weight HEES AT AT 4 NVE BN L TCRESNTZ/LV— hOER,

Path WA Y NI =T ~OBFBEY AT LS A RANOKAEV AT AR LT 2

DT 4=V FERIZ1I = M EEGDBEILENTEET RNAOKDLY L RRAD3E
,fgﬁz»— F\‘/C“jqo

i FUITIGP THRE X . network L —#% 27 4 Fal— gy av R
TT RRF A XENFE LT,

e:/l— MIEGP TEEINE LI,

VRADFR(E I TIIH U T/ A 8H . LI IGP 25 BGP IZFHREAR S 7=
INATT,

CiscoASAV ) —RX a< R U7y LR SavwryF 1|



# |

show bgp ipv6 neighbors

A 73—~~@ IPv6 Border Gateway Protocol (BGP) £t (2 B3 A 15 = K9 5 12id, = —H
EXEC “&— K F 721355 EXEC & — R T show bgp ipv6 neighbors ==~ > K& L £ 7,

show bgp ipv6 unicast neighbors [ipv6-address] [ received-routes | routes | advertised-routes |
paths regular-expression |

X DA

a<w Vs RKE—F

unicast

IPV6 =% ¥ A F T RLA VL7 4 v 7 AZEELET,

ipv6-address

(A7 a2 )IPV6 BGP A —F% 7 XA RN—DT LA, Z D8 %
BWE LT E . T XTOIPV6 A N—RERENET,

ZOBIEIT . REC 2373 ITRIR ENTWARICT HMLERH D 3,
an XYV D16 By MEZERALT. 7T KL 2% 16 ETHEL
9,

received-routes

(A7 a ) BELERANR=NEZE LT R TONL— FEFERL
F9,

JL— b

(AT vaZEIN ZT AN TRXTOAL— 2R RILET,
Z HiZ received-routes ¥ —V— RKOHTOY 7Ty FTT,

advertised-routes

(A7 a ) RANRN=IZT RRZALXINTWDLRY NT—F 7 F
NAZADTRTONL— 2R RFTLUET,

paths
regular-expression

(A7 a)ZRBLEANAORAEIZHEH I D IERFH,

WORIZ, a~ REANTEE—FERLET,

T77AT U F—Iv
T—F X2V T 4 arTFHAb
< JVF
k7 AN a7
awy RE—F NV—7y R |TVvrsh | IN |Rb TRT A
F##E EXEC, = —¥ EXEC o I o I o KK o KK o R
v M Jy—= EHENE
9.3(2) Zoavwy RpBEMEnE Lk,
il IPv6 BEH Td 5 si% BV T show bgp ipv6 unicast neighbors =~ > K™D H /)i show ip bgp

neighbors =~ R EFEL L TWET,

Bl

K 1Z  show bgp ipv6 neighbors =1~ > KO B &~k L £ 7,

CiscoASA V'V —X a<w R U777 LR Sawr
| 4-52 | |



ciscoasa# show bgp ipv6é unicast neighbors
BGP neighbor is 3FFE:700:20:1::11, remote AS 65003,
BGP version 4, remote router ID 192.168.2.27
BGP state = Established, up for 13:40:17
Last read 00:00:09, hold time is 180, keepalive interval is 60 seconds
Neighbor capabilities:
Route refresh: advertised and received

external link

Address family IPv6 Unicast: advertised and received
Received 31306 messages, 20 notifications, 0 in queue
Sent 14298 messages, 1 notifications, 0 in queue
Default minimum time between advertisement runs is 30 seconds
For address family: IPv6 Unicast
BGP table version 21880, neighbor version 21880
Index 1, Offset 0, Mask 0x2
Route refresh request: received 0, sent 0
Community attribute sent to this neighbor
Outbound path policy configured
Incoming update prefix filter list is bgp-in
Outgoing update prefix filter list is aggregate
Route map for outgoing advertisements is uni-out
77 accepted prefixes consume 4928 bytes
Prefix advertised 4303, suppressed 0, withdrawn 1328
Number of NLRIs in the update sent: max 1, min O
1 history paths consume 64 bytes
Connections established 22; dropped 21
Last reset 13:47:05, due to BGP Notification sent, hold time expired
Connection state is ESTAB, I/0 status: 1, unread input bytes: 0
Local host: 3FFE:700:20:1::12, Local port: 55345
Foreign host: 3FFE:700:20:1::11, Foreign port: 179

Enqueued packets for retransmit: 0, input: 0 mis-ordered: 0 (0 bytes)
Event Timers (current time is 0x1A0D543C):

Timer Starts Wakeups Next

Retrans 1218 5 0x0

TimeWait 0 0 0x0

AckHold 3327 3051 0x0

SendwWnd 0 0 0x0

KeepAlive 0 0 0x0

GiveUp 0 0 0x0

PmtuAger 0 0 0x0

DeadWait 0 0 0x0

iss: 1805423033 snduna: 1805489354 sndnxt: 1805489354 sndwnd: 15531
irs: 821333727 rcvnxt: 821591465 rcvwnd: 15547 delrcvwnd: 837
SRTT: 300 ms, RTTO: 303 ms, RTV: 3 ms, KRTT: 0 ms

minRTT: 8 ms, maxRTT: 300 ms, ACK hold: 200 ms

Flags: higher precedence, nagle

Datagrams (max data segment is 1420 bytes):
Rcvd: 4252 (out of order: 0), with data: 3328, total data bytes: 257737
Sent: 4445 (retransmit: 5), with data: 4445, total data bytes: 244128

WDOFT.ZOHNCERINDIEER7 4 —/V RERHALET,

Z 4-16 show bgp ipv6 community-list D7 ¢ —/L F

74—V K (B

BGP BGP XA N—=DIP T VAL ZDHBL AT L7, FA N—=NL—F LFEL

neighbor HES AT ANICHLEE. ZNHDOMD ) o 7 13NE &R0 Z 5 TRWES
3N Y v R EIET,

remote AS XA NR—DOBE AT A,

CiscoASAV ) —RX a< R U7y LR SavwryF 1|



# |

# 4-16

show bgp ipv6 community-list D= 1 —/L F (fZ)

74—V K

BLj

internal link

ZOETHRNEHAR—F— F—+ oA 7o ba/L(iBGP) BT THDH I L &R
LET,

BGP version

VE—h L—Z L OBEICHEHENS BGP X—V g o XA X—D/)L—#F 1D
(IP7 FLA)bEESNET,

remote router
ID

A RTCRELNZ4o0F 7Ty hELTRBEND 32y MI(Fy B
& 10 #FRL),

BGP state Z @ BGP #ERONE AT — b,

up for N— 2 L7225 TCP #f BMFAE L TV D RF#,

Last read BGP N Z DR A N—InEBIZA v — U % H A B - 7=,

hold time TN DA v E— U O R IREE KRR,

keepalive TCP Rt EFF SN TVWD Z AR TED LI XF—T T 747 Ry b

interval %55 9 B e E R,

Neighbor ZDORAN=INGET RANZ A4 XENZ{E S5 BGP #HE,

capabilities

Routerefresh |)L— 1 U7 Ly Va2l L TrAN=NFAT Iy VY7 VEyh
AUV AR—h+THZLERLET,

Address BGP B 7 73 IPv6 BEATREMEE A AL L CWH Z L2 RLET,

family IPv6

Unicast

Received ZOETMOZE L. F—TT 74 7 %2ETBGP A vE—YDEFE

TBEN BT MNORELETT— X vE—TU 0,

Sent ZOETIZEFEEINT . F—TT 74 7 %51 BGP A v & —TDOHF,

N N—BNZDOETIZEFE LT — A v'—T 0¥,

advertisement |f/NT RoXZ A X X 2 EREOE,

runs

For address

BIRDT 4=V KBBRT BT KL2T77 2,

family

BGP table F—TINDORNENR— g VB, ZOBEII. T ANEREINS - ONTHS L
version F9,

neighbor BEFEHLOT VLT 4 9T ABIORZDOXANRN—ICEETIVNERNHDL LT
version I AEBYWTAEDICY 7 b =TIl Lo THERAENZE S,

Route refresh

ZDORANR—TEZEENDL—F VT Ly aBRDE,.

request

Community  |neighbor send-community =~ > K3 Z DR A N—HIZERE SN TV DHEAEITETR
attribute (/) | V£ T,

BNz L)

Inboundpath | > N7 R 7 4 LK R RNEFIN— K vy TRRESNTNDENE 0
policy (tH ) |ZRLET,

Biliz7z L)

B CiscoASAYV—X o= RUT77L VR Savwr R



Z# 4-16 show bgp ipv6 community-list D= 1 —/L F (fEZ)

Z74—NVEF |HHA

Outbound TIRNTL R 7408 URAKN — K~y F306~y ZRREIN

path policy | CWAMNE I NERLET,

(H Az

72L)

bgp-in(fi7] [IPv6 2=F ¥ A N 7 LA 77 IVDA U NU L N T v 7T —K L7 4y

B2 L) J AT 4NHE YA NDALAHI,

aggregate (ff |[IPv6 =2=F%F ¥ A F 7 RL A 77 I VDTV INY LU R Ty TF—F 7L

BN L) |74 w7 A T 4 F U A NDAT,

uni-out (17 [IPv6 2=F ¥ XA L 7 KL A 77 I VDT MY Y R b— b < 7O,

B2 L)

accepted ZIFT AN VT w7 ADE,

prefixes

Prefix T RAREARENTZT VT 4 w7 ADEK,

advertised

suppressed Wkl 1v7 4 v 7 A0,

withdrawn RV ST L7 4 v 7 ADH,

history JBIEZFLETHT-DICREEENE XA = N D8,

paths (/)

Bz L)

Connections | /L— & 3 TCP #kt # N L .2 2O T BN fHEIZ BGP BE 2179 Z L ICHEE L

established 7= A%,

dropped B2kl R LT # o > LTz alk,

Last reset ZTOEYTI T vy a ryBREBICZ) By FERTHS OB (40
),

Connection |BGP V' 7 DR EE,

state

unread input
bytes

RPEFFH D7 h DA N,

Local host,
Local port

O—N =2 BLOR—-FDOET 7 KL X,

Foreign host,
Foreign port

FANR—DET T FL A,

EventTimers | %% A ~—Oplh L V= A 7 7 v 7 ORMERTT DR,

snduna B—=b RARBEE LSOO FEBIEE 2 32F L T RWREORE > —
T ARG,

sndnxt 0—71 L IR A RBIRIZEET D —0 o 2AF 7,

sndwnd VE—RKRARDTCP U 4 ¥ KT HA X,

irs BANDZAG Y — o v A5,

revnxt 2 —71V ARA NPHERBICE LTc B DOZE T —7 A5,

rcvwnd 0—B ) IRARDTCP U 4> R A X,

CiscoASAV ) —RX a< R U7y LR SavwryF 1|



# |

7 4-16 show bgp ipv6 community-list D= 1 —/L F (fZ)

74—V F |#H

delrecvwnd | BEZ(E T 4 R0 —U /L RA ML o THERENPLHAROIL. AR A MY
F— R FRANMIT RAZAXLIEZET 4 RUDNLHIBRSALTHRNT —
HoZDT 4=V ROEIL, ZNVP A A0y B REL 0D FETREICH
MU, ZHUZEE LT FE S Corevwnd 7 0 — /b0 RIZH# A S5,

SRTT HAEINEAL—ZX T T R T ZA LT 0 (I UM,

RTTO TGOV R RN ZALT 7 NI UREN,

RTV T RRMY TR O R (I U M HAAL),

KRTT Karn 7L 3 XL %2R LT LWT O REY v F ZA L7 (I UMHHE
) ZDT7 4=V RIZ.FEEINTTry bOT T R U w7 HREE % E B
BB L F9,

minRTT HEICHAAAMEERFE A L CEREEENT-HRNT IV RN v XA AT U b

(X URHAL,

maxRTT RSN RT VY R v 7 2 A4 L7 0 b (X URHEAL,

ACK hold T=HE2IEX— Ny 75 72D m—T )V R A N DPHERIGE & B I S D R
f (X U RHAL ,

Flags BGP X% v FDIP LI F v A,
Datagrams: | XA N—MMmBZE LT v 7T —h Xy O,
Rcvd

with data TR LEBIIZE LT v T T — b Ry FOH,

total data T —H DA SR,
bytes

Sent EEINET v T T — Ty DK,

with data TR LEBITEEINET v T T Ny PO,

total data F—2 DN NEEL
bytes

RIZ , advertised-routes ¥ — 7 — R & $57E L 7= show bgp ipv6 neighbors =~ > RO H Nl Z R~ L
i hj‘o

ciscoasa# show bgp ipv6é unicast neighbors 3FFE:700:20:1::11 advertised-routes
BGP table version is 21880, local router ID is 192.168.7.225

Status codes: s suppressed, h history, * valid, > best, i1 - internal
Origin codes: i - IGP, e - EGP, ? - incomplete
Network Next Hop Metric LocPrf Weight Path
*> 2001:200::/35 3FFE:700:20:1::11 0 293 3425 2500 i
*> 2001:208::/35 3FFE:C00:E:B::2 0 237 7610 1i
*> 2001:218::/35 3FFE:C00:E:C::2 0 3748 4697 i

KIZ  routes F— U — R &5 E L 7= show bgp ipv6 neighbors ==~ > RO 162~k L 97,

ciscoasa# show bgp ipvé unicast neighbors 3FFE:700:20:1::11 routes
BGP table version is 21885, local router ID is 192.168.7.225

Status codes: s suppressed, h history, * valid, > best, i - internal
Origin codes: i - IGP, e - EGP, ? - incomplete
Network Next Hop Metric LocPrf Weight Path
*> 2001:200::/35 3FFE:700:20:1::11 0 293 3425 2500 i
* 2001:208::/35 3FFE:700:20:1::11 0 293 7610 1

B CiscoASAYV—X o= RUT77L VR Savwr R



* 2001:218
* 2001:230

::/35 3FFE:700:20:1::11 0 293 3425 4697 i
::/35 3FFE:700:20:1::11 0 293 1275 3748 i

WDFRT,.ZOHNIERENDIEERT =V REHALET,

# 4-17

show bgp ipv6 neighbors advertised-routes * routes D7 . —/b F

Z4—I)VF

B

BGP table
version

T=TNVONEN—V a B, ZOFFIL. T T ANERSNDZCNTHSS L
£,

local router
1D

YA R TRYIGNTZ45DAF 7Ty hELTRBEIND 2 E Y MME(Ky MMt
= 10 #ERF),

Status codes |7 —T NV N DAT—H A T —TNVDOETORINIAT —H ANRFRIN

FT ROVTNLDOMEEIRETE £,

s:7—7 T BRI EIvET,

h:7—7 v > NV IZEkE T,

T =T AT NYBHEHTT,

> 7 =T NVE NI BREDORy hU—7 THERT b0 RRET Y MY T,
i:7—7 Nz b UBNEBGP(BGP) £ v v a VAR L TEE SET,

Origin
codes

T b U OAER TG fEROE D a2 — RIET — 7 L OBEATOKRDVITH D £, RO
WTNPDEEZIRETE £,

itNE— b7 = 7a b 2L (AGP) B FR{E S network L—% 27 ¢
Xal—varyavw sy REEHLTT "X XNz Y,

eI AT VT F—hrU=A 7u ha)L(EGP)OHREISN M,

VRADREITLITZ VT ShERABEBE, 2T IGP 205 BGP IZHEME SN D
N— T,

Network

T RYRET Ry NT—I DA F—F v b T FLX,

Next Hop

NIy NESERy NU—JICHRIET D EEIHEHENDERDOV AT LDOIP T
KL 2,0.000 D= "M IZ. 778 RA S —RNIZZDXy U —27 ~DF BGP
=+ NHBLERLET,

Metric

FRENTWVAERITMHAEHBEI AT A AN v 7,

LocPrf

set local-preference 1 —h v v 7 a7 4 Xal—T gy avr RTHRESN
levn—Hn 7V 77 Lo AME, T 7 40 MMEIE 100 TY,

Weight

HES AT AT AN A BN L TCERESNZL— FDOER,

Path

SR Yy N —Z ~DOHBY AT ANA NRANOEEAEY AT A LT, 2
DT 4L —IVRRNIZ I = M)V EEGODRENTEET RNAOKEDY L. /RAD
gL a— KT7,

i FUITIGP TRESN . network V' —% 227 4 Xal—S gy av R
TT7 RARZ A &N FE LT,

e:/l— MIEGP TREINE L=,

2 RADFRAG I TIIH U A WF ., UL IGP 5 BGP IZFEAT S iz
INATT,

CiscoASAV ) —RX a< R U7y LR SavwryF 1|



# |

KIZ  paths ¥ — 7 — N Z57E L 7= show bgp ipv6 neighbors 2~ > RO Nl Z R L £ T,
ciscoasa# show bgp ipvé unicast neighbors 3FFE:700:20:1::11 paths 4293

Address Refcount Metric Path

0x6131D7DC 2 0 293 3425 2500 i
0x6132861C 2 0 293 7610 1
0x6131AD18 2 0 293 3425 4697 i
0x61324084 2 0 293 1275 3748 i
0x61320E0C 1 0 293 3425 2500 2497 1i
0x61326928 1 0 293 3425 2513 i
0x61327BCO 2 0 293 i

0x61321758 1 0 293 145 i

0x61320BEC 1 0 293 3425 6509 i
0x6131AAFS8 2 0 293 1849 2914 ~»
0x61320FES8 1 0 293 1849 1273 209 i
0x613260A8 2 0 293 1849 i
0x6132586C 1 0 293 1849 5539 i
0x6131BBF8 2 0 293 1849 1103 i
0x6132344cC 1 0 293 4554 1103 1849 1752 i
0x61324150 2 0 293 1275 559 1
0x6131E5AC 2 0 293 1849 786 1
0x613235E4 1 0 293 1849 1273 i
0x6131D028 1 0 293 4554 5539 8627 1
0x613279E4 1 0 293 1275 3748 4697 3257 i
0x61320328 1 0 293 1849 1273 790 i
0x6131ECOC 2 0 293 1275 5409 i

ROFT, ZOHNIFRESNLHEER T 4=V Fe@ LET,

show bgp ipv6 neighbors paths D7 v —/L'

T 4= |FiHA

7 RL A PRANMREESNDWNET KL A,
(Address)

Refcount FONRAEFEHL TWDL— kDXL

A R U w7 |23Z@ Multi Exit Discriminator MED) A b U v 7 (BGP X—Y 3 2 BXO3 D
ZDOA MY v 7 4I1ZINTER_AS T9),

Path FON—NOHBEL AT L NRR L FONA— FOXREILa— K,

K1 show bgp ipv6 neighbors =~ > KO N HZ/R L £9, 2 Z TIXIPv6 7 KL A
2000:0:0:4:2 DFZfFE/L— 2R L TWET,

ciscoasa# show bgp ipv6é unicast neighbors 2000:0:0:4::2 received-routes

BGP table version is 2443, local router ID is 192.168.0.2

Status codes:s suppressed, h history, * valid, > best, 1 - internal
Origin codes:i - IGP, e - EGP, ? - incomplete

Network Next Hop Metric LocPrf Weight Path
*> 2000:0:0:1::/64 2000:0:0:4::2 0211
*> 2000:0:0:2::/64 2000:0:0:4::2 021
*> 2000:0:0:2:1::/80 2000:0:0:4::2 027
*> 2000:0:0:3::/64 2000:0:0:4::2 027

* 2000:0:0:4::1/64 2000:0:0:4::2 0272

B CiscoASAYV—X o= RUT77L VR Savwr R



show hgp ipv6 paths

T — A _X—ZARNDOFT T O IPv6 Border Gateway Protocol (BGP) /XA % KR § 5 121E, = — ¥ EXEC
E— N E 72135 EXEC & — R C show bgp ipv6 paths 2~ > K& L £,

show bgp ipv6 unicast paths regular-expression

X DA

a<v s RFE—F

unicast IPv6 =%+ A M T RLVA FL 74 v 7 AEBELET,

regular-expression T B R=ANDZIZ R ADREITHH SN D IEHFHR,

WORIZ. a~ REANTESE—FeRLET,

T7ATUF—IV
T—F X2V T 4 ayTFHAB
~)VF
FZ7 AR aTx
a<vy RE—F N—F v N |TLrh TN A b AT A
FiHE EXEC, = —% EXEC o Xt o Xt o Xt o Xt o Xt
v N Jy—=2 EHENE
9.3(2) Zoawr RBEMENE L,
il IPv6 B F CTdH B s % B\ T show bgp ipv6 unicast paths =~ > K H 11 show ip bgp paths =<

Y REHEPLTOET,
Bl
KIZ  show bgp ipv6 paths 2~ > RO IHZRL E7,

ciscoasa# show bgp ipvé unicast paths

Address Hash Refcount Metric Path

0x61322A78 0 2 0 i

0x6131C214 3 2 0 6346 8664 786 1
0x6131D600 13 1 0 3748 1275 8319 1273 209 i
0x613229F0 17 1 0 3748 1275 8319 12853 i
0x61324AE0Q 18 1 1 4554 3748 4697 5408 i
0x61326818 32 1 1 4554 5609 1

0x61324728 34 1 0 6346 8664 9009 2
0x61323804 35 1 0 3748 1275 8319 1
0x61327918 35 1 0 237 2839 8664 ?
0x61320504 38 2 0 3748 4697 1752 1
0x61320988 41 2 0 1849 786 1

0x6132245C 46 1 0 6346 8664 4927 i

CiscoASAV ) —RX a< R U7y LR SavwryF 1|
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RORXT,.ZOHNTFIRSNLOEHERT 4 —/V FZdil L £,

!

74—V EF |BiHA

7 KL A& INAPRIFEINDINET RLA,
(Address)

Refcount FONRAEBMEHLTWBL— D%,

A NV w7 |22 @ Multi Exit Discriminator(MED) X U » 27 (BGP X—Y a2 BLXU3 D
ZDOA MY v 7 £1T INTER_AS T9),

Path FONL—FNOHPB AT A RRE FONL— FORETI— K,

CiscoASA V'V —X a<w R U777 LR Sawr



| #

show bgp ipv6 prefix-list

TVT7 4y 7 A YAMI—ETHL— FEFRRT DT, 22— EXEC £— R % 72 13454# EXEC

E— RC show bgp ipv6 prefix-list 2~ > FZfiH L £7,

show bgp ipv6 unicast prefix-list name

X DA

unicast

IPV6 2=F % A T RLVRA L7 4 w7 AEEELET,

name

BELES L7409 72 U RN,

a<v s RFE—F

WORIZ, a~ REANTESE—FeRLET,

TZ7AT U4—I)V
FT— R EFxF=2V T4 asTHRRL
< J)VF
FZ7 AR X
a<wy RKRE—FR N—Tv N |7V b N | R B AT A
##H EXEC, =— ¥ EXEC o RS e KB e RS e RS | e
a< FERE Jy—= EEANE
9.3(2) Zoawy RRBIMEnE Lk,
il BETDHTVLIZ 47 AV ANMIIPVET LT w7 AU AR ERIBEOIERDIPV6 L7 4 v
JAYARNTHILENRDY £,
i

The following is sample output from the show bgp ipvé prefix-list command:
Router# show bgp ipv6é unicast prefix-list pin
ipve prefix-list pin:
count:4, range entries:3, sequences:5 - 20, refcount:2
seq 5 permit 747::/16 (hit count:1, refcount:2)
seq 10 permit 747:1::/32 ge 64 le 64 (hit count:2, refcount:2)
seq 15 permit 747::/32 ge 33 (hit count:1, refcount:1)
seq 20 permit 777::/16 le 124 (hit count:2, refcount:1)
The ipv6 prefix-list match the following prefixes:
seq 5: matches the exact match 747::/16
seq 10:first 32 bits in prefix must match with a prefixlen of /64
seq 15:first 32 bits in prefix must match with any prefixlen up to /128
seq 20:first 16 bits in prefix must match with any prefixlen up to /124

CiscoASAY V) —RX a<w R U7y LR Savwr R
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RORXT,.ZOHNTFIRSNLOEHERT 4 —/V FZdil L £,

74—V K

B

BGP table
version

T NDOWNERN—D a U F T, ZOF T T T ANERSND NS L
=7,

local router
1D

B F R TCREI6NTZ4o0F 7Ty bELTRHRREND 2 Ey ME( Ry Mt
= 10 #F£5F0),

Status F—T N NYDAT—R A T —TILVOEITORINIAT —F ANRERIN
codes FT . KOV TNILOEEAIEETEET,
s: T —7 Ty NN SNET,
h:F—7 v = U IZBEETY,
¥ .7 — 7T N REFERTT,
> T—TI N NINFEOXy N =7 THAT A0 KBT Y T,
i:7—7 1 b DBHE BGPGBGP) By v a U ARBE L TEREINET,
Origin = MU DR T AR T D 22— RIZ T — T L DOFETOKR DLV ITH Y T, kD
codes WTNPDEEZEE T E T,
PNERAS— R A 7 k3L (IGP) 225 %5 & network V—% 227 ¢
Fal—varyavwlr RaEERALTT RRXZX A A&z MY,
e TV AT YT F— U=z 7u ha/L(EGP)OREINF-= MU,
VNADRFE T Z VT ENFEF AL B, Z UL IGP 205 BGP IZHEUME S D
J— KT,
Network T RMNIBRET XY NT—=T DA F—Fy T KL A,
NextHop |7 v M&ESEHEFR Y U —ZZHRETH EEZIERHEINDEKRDOV AT LDIP T
KL 22,0000 D= b UIX.T78A B —NZZDFXy hU—27 ~DFH BGP
N— I BBHBZLERLET,
Metric FRENTWEIEBRITMHEBREIV AT LA AN v 7,
LocPrf set local-preference L' — K v~ v 7 a7 4 ¥al—r gy av RTRESN
Tea—hn V77 LU AME, T 7 4V ML 100 T9,
Weight HES AT AT A NVEEN L TRESNTZ/L— hDEA,
Path SRy NI — 7 ~DHES AT LARA RANDOEBEY AT LI LT, 2

DT 4=V FNIC1IZ U PV EEHDDIILENTEET N ADKDLVIT SADRE
f§ox=a— FT9,

i FUIZIGP THREZN. network L —&% 27 4 Fal— gy av R
TT RRF A XENFE LT,

e:/l— MIEGP TREINE L,

2: X ADFIGIENHMETIEH Y FH AL EE . 2L IGP /5 BGP I H AN S iz

CiscoASA V'V —X a<w R U777 LR Sawr
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show bhgp ipv6 quote-regexp

ALY AT A RADEHRBUZ T 5 IPv6 Border Gateway Protocol (BGP) /L— k % 5| F4F T
FNIZXTANE L CERT DL, 22— EXEC £— R % 7213454 EXEC & — R C show bgp ipv6
quote-regexp 2~ RZEH L £,

show bgp ipv6 unicast quote-regexp regular expression

DA unicast IPv6 2=F ¥ AN T RVA L7 4w 7 ABFEELET,

IEAF 5] BGP HEV AT A NRA L —H I D7D HIND IEHEH,

a<w s RE—F WORIZ. a~ REANTESE—FeRLET,

T7ATUF—IV
T—F X2V T 4 ayTFHAB
~)VF
b T AR avTx
a<wrRE—F =7y | TV [T N |[RB AT A
F#HE EXEC, = — ¥ EXEC o Xth% o XIS o XIS o XIS o XIS
= NgHE yy—= ERNE
9.3(2) Zoawy RpBEMEnE Lk,
il IPv6 BL [ T&H 5 s % B\ T, show bgp ipv6 unicast quote-regexp = ~ > K H /)i show ip bgp
quote-regexp 2~ N EFALI L TWET,

il
R IZ ., show bgp ipv6 quote-regexp =~ > RO NP Z R L £, 2 2 TIE33 TlrE 5/ 2%
13293 2 J T/ N AZRLTVET,

Router# show bgp ipv6 unicast quote-regexp A33|293
BGP table version is 69964, local router ID is 192.31.7.225

Status codes: s suppressed, h history, * valid, > best, i1 - internal
Origin codes: i - IGP, e - EGP, ? - incomplete
Network Next Hop Metric LocPrf Weight Path
* 2001:200::/35 3FFE:C00:E:4::2 1 0 4554 293 3425 2500 1
* 2001:0DB8:0:F004::1
0 3320 293 3425 2500 i
* 2001:208::/35 3FFE:C00:E:4::2 1 0 4554 293 7610 i
* 2001:228::/35 3FFE:C00:E:F::2 0 6389 1849 293 2713 1
* 3FFE::/24 3FFE:C00:E:5::2 0 33 1849 4554 i
* 3FFE:100::/24 3FFE:C00:E:5::2 0 33 1849 3263 1
* 3FFE:300::/24 3FFE:C00:E:5::2 0 33 293 1275 1717 i
* 3FFE:C00:E:F::2 0 6389 1849 293 1275

CiscoASAY V) —RX a<w R U7y LR Savwr R
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RORXT,.ZOHNTFIRSNLOEHERT 4 —/V FZdil L £,

74—V K

!

i B

BGP table
version

T—=TNVONENR—T g v F T, ZOB NI T T ANEEIND =TS L
*9,

local router
1D

A RTRUIGNTZ4oDA 7Ty LT ENbd32Ey ME( Ry Mt
= 10 #F£F0),

Status codes

F—T N NYDRAT—F A T —TIDOEITOERINCAT —F ANEREN
FT KON TNDLOBEEIEETEET,

s:7—7 =y M BRIf S vET,

h:7—7 v hVIiTERETY,

=TT U NERTY,

> T—TNE NINREDOXRy VU7 THEATL-00KRET MY TF,
i 7 =70 MU BSNEIBGP(BGP) £ vy v a U ARH L TFEE SN ET,

Origin
codes

T b U ORI AR IE D 2 — NI T — 7V DBEATOKRDVITH Y 4, RD
WP OEEZIREETE £,

PNESY— M = A a2V (IGP) B REIE SN network L — X 27 ¢
Fal—varyavw R FaEHLTT KX A &N M,

eI AT VT F—rvuxaf 7 haL(EGP)NHLRIEENTZ-Z MU,

VNADFEITLIEZ VT SNER A B, 2L IGP 705 BGP IZHAEME S b
JL— KT,

Network

T RNIRETHRY NT—T DA F—F%y F T KL A,

Next Hop

Ny NEBER Y VU= ICHRET AL EIHEHESNDRDV AT LDIP T
FL 22,0000 NUIZ. T 7 EBA B —NIZZDOxy NI —27 ~DI BGP
=T NeHBHZLERLET,

Metric

LocPrf

FRENTWAERIIMAEBHE AT L AR v,

set local-preference L' — s ¥~ v 7 a7 4 Fal—v g avr RTHEIN
lea—n 7Y 77 LV AME, T 7 4V MMEE 100 T,

Weight

HES AT AT AN ZEN L THRESINTZL— FDOER,

Path

GRSy NT— T ~OEABEY AT ASA NRANOEEEY AT ACRLT, 2
D7 4=V ERICTI = M) EEDDLZENTEET NZADKDY T /32D
g2 — FTT,

it FUIXIGP THREXN . network L —% 27 4 Fal— gy av K
TT RARFAXENE LT,

e:/l— MIEGP TRIEENFE L1,

VRADFEITLHAMETIIH U FH AW, 21U IGP 75 BGP IZHE AT S iz
/\OX‘/C“TO

CiscoASA V'V —X a<w R U777 LR Sawr
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show bhgp ipv6 regexp

B AT A RADOEHEKBLUZ—ET 5 IPv6 Border Gateway Protocol (BGP) /L— ks & /R
5120%, = —% EXEC & — R E 7213 F5# EXEC £ — K C show bgp ipv6 regexp =~ > K& i [
L\ijqo

show bgp ipv6 unicast regexp regular-expression

X DA

a<v s RFE—F

unicast IPV6 =% v A N T FL A FL 7497 A& ELET,

regular-expression

BGP HEEV AT b /RAL —EHEXEH-0MH SN 5 ERFHR,

WORIZ. a~ REANTESE—FEeRLET,

T7ATUF—IV
T—F X2V T 4 ayTFHAB
~)VF
FF AR aTx
avw s RE—F =7y RN |7V [N [RB AT A
FriE EXEC, = — ¥ EXEC o X o XIS o XIS o XIS o XIS
v N Jy—2 EHENE
9.3(2) Zoawr RBEMENE L,
il IPv6 B[ T 5 s % BV T show bgp ipv6 unicast regexp =~ > KD H 11 show ip bgp regexp =

v FEFELTWET,

il

RIZ ., show bgp ipv6 regexp =~ > RO A FlZ/r LET, 2 2 TiE.33 THEDH /N A E 71T 293
BTN AR L TWET,

Router# show bgp ipv6 unicast regexp A33|293
BGP table version is 69964, local router ID is 192.168.7.225

Status codes: s suppressed, h history, * valid, > best, i1 - internal
Origin codes: i - IGP, e - EGP, ? - incomplete
Network Next Hop Metric LocPrf Weight Path
* 2001:200::/35 3FFE:C00:E:4::2 1 0 4554 293 3425 2500 1
* 2001:0DB8:0:F004::1
0 3320 293 3425 2500 i
* 2001:208::/35 3FFE:C00:E:4::2 1 0 4554 293 7610 i
* 2001:228::/35 3FFE:C00:E:F::2 0 6389 1849 293 2713 1
* 3FFE::/24 3FFE:C00:E:5::2 0 33 1849 4554 i
* 3FFE:100::/24 3FFE:C00:E:5::2 0 33 1849 3263 1
* 3FFE:300::/24 3FFE:C00:E:5::2 0 33 293 1275 1717 i
* 3FFE:C00:E:F::2 0 6389 1849 293 1275

CiscoASAV ) —RX a< R U7y LR SavwryF 1|



# |

WDOFRT,.ZOHNIERENDIEERT =V REHALET,

74—V K

B!

BGP table
version

T—=TNVONEN—T g v FET, ZOBFII. T T ANEEIND =TS L
*7,

local router
1D

YA R TRUbNZ4oD4F 7Ty hELTRBEND 32y (R MMt
= 10 #EFRF),

Status codes

T—=TNEL N DAT—Z A, T =T NVDEITORMNIAT — X ANEREIN
FT ROWTNILDEEIETETX E4,

s:7—7 Ny N RIH S NET,

h:7—7v = U ITBRETT,

¥ 7 =Tz MU REHTT,

> T =T N NINEOFR Y NT—7 CHEATIZOOREZ MY TY,
i:T—7 N N NHESBGP(GBGP) vy v a U ERE L THEEINET,

Origin
codes

T b U OAERIC ERRE D 22— FIET — 7V DBEATOKR DV ICH D £, RO
WTIrOEERETE T,

NETS— ho = A 7 b3/l (IGP) 7 HFRAIE St network L—& a7 4
Fal—varyavwryFEFALTTY R Xanfz= Y,

eI AT VT F—rvuxod 7 haL(EGP)LRESNTZZ MU,

VRADREITLITZ VT ShERABE, 2T IGP 205 BGP IZHEME SN
=TT,

Network

T MINRERTRY FT—=I DA Z =Ry b T FL A,

Next Hop

Ny bEEER Y N —ZICEET D LS ITHEMSNDROV AT LOIPT
FL2,0.000 DT FUIE T 7 EAF—=NZZOFRy P U —27 ~DIE BGP
N— BB EERLET,

Metric

FRENTWEIERITIMAEBHE AT L A MY v,

LocPrf

set local-preference 1 — v v 7 a7 X al—T 3y avry NTRESN
= YTy L AE, T 7 4 v ME 100 T,

Weight

HES AT AT AN EZEN L THRESINZL— FOER,

Path

Aty R — 2 ~OEARY AT WS A SNANDOEEEY AT M LT, 2
D74 —IVFHNIC1I = P E2EDLILENTEET NADKRDY T RADF
ferm=— kT,

iy FUITIGP TREX . network L —% a2 7 4 X2 l— gy av R
TT7 RANF A XEINE LT,

e:/l— NI EGP TRIEESNE LT,

VRADFR(E I TIIH U T/ A @8H . ZHUXIGP 25 BGP IZFHEAR S 472
INATT,

CiscoASA V'V —X a<w R U777 LR Sawr
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show bgp ipv6 route-map

=T 4 T T =T I ~DRERIZ I L 72 IPv6 Border Gateway Protocol (BGP) /L— k& &R
5121%, = —% EXEC & — K % 7213554 EXEC & — K C show bgp ipv6 route-map =< > K % { [
L\ijqo

show bgp ipv6 unicast route-map name

X DA

a<v s RFE—F

unicast IPV6 =%+ AN T RLVA L7 4 v 7 AEHBELET,

name BEDOEDIZIEE LAV — bk = v,

WORIZ. a~ REANTESE—FeRLET,

T7ATUH—IV
T—F X2V T 4 ayTFHAB
< IIVF
rZ AR arTHx
awr s RKE—F N—7v K| 7vryh |7 (Rb VAT A
F#HE EXEC, = — ¥ EXEC o XIS o XIS o XIS o XIS o XIS
= NgHE yy—= ERNE
9.3(2) Zoawy RPEBNSE L,
il WIZ rmap & WD ZARTO/L— b < FIZ%F 3 5 show bgp ipv6 route-map =~ > KO H J1f5i % 7R~

]\/\i—;’_‘o

Router# show bgp ipv6é unicast route-map rmap
BGP table version is 16, local router ID is 172.30.242.1

Status codes:s suppressed, h history, * valid, > best, 1 - internal,
r RIB-failure, S Stale

Origin codes:i - IGP, e - EGP, ? - incomplete

Network Next Hop Metric LocPrf Weight Path
*>112:12::/64 2001:0DB8:101::1 0 100 50 ?
*>112:13::/64 2001:0DB8:101::1 0 100 50 2
*>112:14::/64 2001:0DB8:101::1 0 100 50 2
*>1543::/64 2001:0DB8:101::1 0 100 50 ?

WDORET. ZOHNIFEREINDIEER 74—V REmBALET,

74—V A
BGPtable |5 — 7 /LN AA—T 9 0 BB ZORFII.T—IADREREINET-NTHES L
version =3

local router |V 4 R TREUILGNTZ4>DOA 7T v hELTRBEIND 32 Ey M( Ky Mt
ID X 10 #EXFD) .,

CiscoASAV ) —RX a< R U7y LR SavwryF 1|
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74—V K

BL

Status
codes

F—T N NYDARAT—F AT —TILVDOEITORYINCAT —Z ZANFR I
FT RONTNOOEEIRETEET,

s: T —7 Ty MU NREH SN ET,

h:7—7 0 = NV IZERETT,

k7 =7 U NERTT,

> T—T N NINEOXy NI =7 THEHATLOOKRET MY TT,
7 =7 N BRHE BGPGBGP) B v v a U ARKRB L TEEINET,

Origin
codes

T MY DIERIC AR IED 22— RIZT =7 A DFATOK DV IZH D £T, KON
ThrDOEZEETEET,

it — b =4 7'u b 2L (IGP) 55 {E S 4. network L —4% 27 ¢
Fal—ragryavryREEHLTT KR A &= M,

e LI AT VT F—hroxA 7o ha)LEGP)RLREINT-Z U,

VNADRFE LT Z VT ENEF AL BE ., Z UL IGP 2> 5 BGP IZHEUE S b
J—H T9,

Network

T RNIRETRY NT—T DA B —%y h T RL A,

Next Hop

Ry NESERX Yy N = ICHEETD L EIEHEINARDOV AT LDIP T
KL 22,0000 D> FU . TZ7 A S —NZZDFRy hT—27 ~DI BGP
N— "N ABZ EERLET,

Metric

FRENTVWEESITHEBEBEI AT L A MY v 7,

LocPrf

set local-preference L' — K v v 7 a7 4 Fal—T 3y avy NTREIN
lea =N 7V Ty Ly AME, T 7 40 MEIX 100 T,

Weight

HEREVAT AT AN A BN L TCEHRESINTZL— FDER,

Path

ity N — T ~OEBY AT ANRA NANOEKEERE AT LI LT 2O
T 4= IV RRNIZ1I = M) EBEOLENTEET RNAOEDVIX NADFEE
JTa— KT,

it FUITIGP THRIESH . network L' —% 27 4 X al— gy avws K
TT RARZAXEINFE LT,

e:/l— MIEGP THRIEINE LA,

2: X ADFIG IR AMETIEH D FH AL W Z VX IGP 225 BGP IZH AR ST

CiscoASAYV Y —RX a<wr  F U777 LR Savwr R
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show bgp ipv6 summary

9T D IPv6 Border Gateway Protocol (BGP) ¥t D A 7 — ¥ X % FK/x§ 5121, = —¥ EXEC
E— RE 72 I1XFrHE EXEC & — R T show bgp ipv6 summary 2~ > RAEEH L £,

show bgp ipv6 unicast summary

X DA unicast IPv6 2=F% ¥ A F T RLA VL7 4 v AZEELET,

avyRKE—F ROKIZ, 2~ FEANTELHEF—RF2RLET,

TZ7ATUF—IV
£F—F X2 VT4 aTEXAD
< )LVF
FZ AR =
av s RKE—F =7y N | Tvrbhd (7 R b VAT A
FitE EXEC, = — ¥ EXEC o XfI% o XfI% o XfI% o XfI& o XfI%
v NIEEE Jy—= EENE
9.3(2) Zoawy RpBMEhE Lz,
il IPv6 B H Td 5 i RV T show bgp ipv6 unicast summary =~ > KD /)X show ip bgp
summary 2 < FEFELL TWET,
il
K IZ  show bgp ipv6 summary 2~ > ROH I ZRL £7,
ciscoasa# show bgp ipv6é unicast summary
BGP device identifier 172.30.4.4, local AS number 200
BGP table version is 1, main routing table version 1
Neighbor A\ AS MsgRcvd MsgSent TblVer InQ OutQ Up/Down State/PfxRcd
2001:0DB8:101::2 4 200 6869 6882 0 0 0 06:25:24 Active

ROFXT,ZOMNIZFIRSNDERERT 4 —/V Rl LEd,

74—V |FiHA

BGPdevice |y hU—F 7 FNRLZADIPT KL A,
identifier
BGP table |F— 7 /NLORNEHA— g KB, ZOFEFT. T ANEHEINLHT-NTHESS L
version *1,

main ALY N—T 4 7 T =T WIEANEIINIZ BGP T — X X— A Dl D/ —
routing Ta .

table

version

CiscoASAY V) —RX a<w R U7y LR Savwr R
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# |

74—V |#HA

Neighbor FANR—D IPv6 7 R LA,

\4 FA N—|ZHBHIE LD BGP N—V 3 U E R,

AS Autonomous System

MsgRevd [ %A N—7pHZ[5 S172 BGP A v E—

MsgSent | %A N—|{ZX[E SN2 BGP A v & —,

TblVer RAN—ITEEINTZBCGP 7T —F RXN—ADFHED/N—T g

InQ B Z R L TV D RA N—=InH DA v E—T 0¥,

OutQ FAN—~DOEFEEFHHEL TND A v E—TVDH,

Up/Down  |BGP & v ¥ 3 U NFESLIRIE & 72 o 720 HENL STV R WA IRBIEDIREEIZ
oo R &,

State/ BGP & v a VOBIEDIRE/T A ANFANR—DEZEFE LT VT 4 v T A

PfxRcd DEx, e KEx (neighbor maximum-prefix =~ > K CERE) IZZET D &, LTFF

PfxRed | 3= h U IZRR S RA N—=B v vy ME T ST RN T A
R/ £,

TA RNV AT =520 (EHEE) = NI DS neighbor shutdown 2+ > R %
FEHLCYyy Ny SRzl &2 RLET,

B CiscoASAYV—X o= RUT77L VR Savwr R



show bgp neighbors

A 73—~@ Border Gateway Protocol (BGP) #f¢ 33 &L O TCP e | BT A 1 & £ R 7~ 21213,
2—H EXEC & — R & 721347 EXEC & — K T show bgp neighbors =~ > K& L £,

show bgp neighbors [slow | ip-address [advertised-routes | | paths [reg-exp] Ipolicy [detail]
| received prefix-filter | received-routes | routes]]

X DA

a<v U RSF7%

VI

a<v s RFE—F

slow (AT a)FAFT Iy ZICRESNIEE TICBET 2 W2 For
L\i—g—o
ip-address (A7 a)IPvd A N—IZEATLHIEREER R LET, 2055524

WD & FTNTORAN=IZHTDIERP TSN ET,

advertised-routes

(A7 a ) FANRN=ET R AL XENTZTRTONL— FEFERL
S

paths reg-exp

(A7 a NBELLEAAN—POFE LIEERV AT AR LK
RLET ATV a vy OERKRAELEM L T HDZ 7 4V F T
TET,

HY o— (A7 a )7 RLA 7730 ZEIL, ZOFRA A—ICH S5 K
Vr—%FRLET,
detail AFva =k~ T TLT 4y IR YVAN aIa=T4 )

AN TIZEA =L JANACL),BEVAT L RA 7 40
HVRANREOFHEMER) O —FHRE2FRLET,

received prefix-filter

(FFvafBELERA RN b RGNS V7 v 7 XA YA b
(7T R R L—hk 7 41%(ORF)) #F R LET,

received-routes

(A7 a NRELERAN—NEZELETRTONL—FE2FRRL
F9,

routes

(FFva)ZEIN 2T AN TXTONL— FERRLET,
ZDXF—TU— KPR ATIENT- & ZITRRI N D HJJiL. received-routes
F—U— KL TERREINBEHIOYTEY b TT,

ZOa<wry ROHIZ

T RTORA N—DFERMBERINET,

WORIZ. a~ REANTESE—FEeRLET,

T7AT Ut —)V
T—F X274 ayTFHAB
< J)VF
FZ7 AR X
a<wy RKRE—FR N—Tv N |7V b U | R B AT A
FfHE EXEC, = —¥ EXEC o Xfit o Xfit o Xfit o Xfit o Xfit

CiscoASAV ) —RX a< R U7y LR SavwryF 1|



# |

a< v Rk

JY—= EEANE

9.2(1) Zoawy RRNBENENE L,

FEREDOTA KT
AV

FA = v a D BGP ?SJZUTCP%%/LT ¥ & #2 7~ 9 % 121X, show bgp neighbors =~ > K
M L ET.BGP DA, 2 TREA AR R A N—BYEBERE. N A B L O T VT 1 v 7 R
WG ENTWET, TCP 0)%{3\\ :j’b IZIBGP %A N— v a HYBLIORALTF LR
B L7 N B ERTVET,

TR RSB MEENTT VT 4 v I ADRIEESN T T LT Ay I AT I T4 E
FARERENET, K Y S BT FAF A ZENT b OO, ZO% DR RSRT
WV BHBREE T RIS D TR S b — b OBRBRRINET,

VAABFHAL TS 4 A, AR AT AEGTIE AR AT AR SOERRIAO~ v F

YIBIOMANERROT 7 40 O E LT asplain (72 & 21X.65538) Z 4 L CUE 5723,

RFC 5396 TEHR SN TWD LBV 434 FEFEY AT L% 5% asplain TEXIS L O asdot TE
DM TRETEET A4, PEARV AT LAESOERKRIA~ v F U 7 L HANFRROT 7 41
k% asdot JE U H 95 121X, bgp asnotation dot =~ > KIZfilS C.clear bgp * 2~ > K& 3
TTL\IETO)BGP“IZ/‘/E VEFRTA—F Uty FLET,

1774511 . show bgp neighbors =~ > R CHEHTEZ 53 FIEFRF—U—NIZL-oTHRARD F
T LD v a TR S ESERF—TY— FOBMFIZ R LET,

show bgp neighbors : #4

%&12.10.108.50.2 D BGP A N—DH B2 R LE T, Z DR A N—L, Wi BGP(iBGP) B 7 T
T IN—FEFE ST —2T )L JRAFZ— MEREEZYFR—FLTWET,

ciscoasa# show bgp neighbors 10.108.50.2

BGP neighbor is 10.108.50.2, remote AS 1, internal link
BGP version 4, remote router ID 192.168.252.252
BGP state = Established, up for 00:24:25
Last read 00:00:24, last write 00:00:24,
60 seconds
Neighbor capabilities:
Route refresh: advertised and received(old & new)
MPLS Label capability: advertised and received
Graceful Restart Capability: advertised
Address family IPv4 Unicast: advertised and received
Message statistics:
InQ depth is 0
OoutQ depth is 0

hold time is 180, keepalive interval is

Sent Rcvd
Opens: 3 3
Notifications: 0 0
Updates: 0 0
Keepalives: 113 112
Route Refresh: 0 0
Total: 116 115

Default minimum time between advertisement runs is 5 seconds

For address family: IPv4 Unicast

BGP additional-paths computation is enabled
BGP advertise-best-external is enabled

BGP table version 1, neighbor version 1/0
Output queue size : 0

Index 1, Offset 0, Mask 0x2

B CiscoASAYV—X o= RUT77L VR Savwr R



1 update-group member

Sent Rcvd

Prefix activity: -——- -———
Prefixes Current: 0 0
Prefixes Total: 0 0
Implicit Withdraw: 0 0
Explicit Withdraw: 0 0
Used as bestpath: n/a 0
Used as multipath: n/a 0

Outbound Inbound

Local Policy Denied Prefixes: = -------- = ——————-
Total: 0 0
Number of NLRIs in the update sent: max 0, min O

Connections established 3; dropped 2
Last reset 00:24:26, due to Peer closed the session
External BGP neighbor may be up to 2 hops away.
Connection state is ESTAB, I/O status: 1, unread input bytes: 0
Connection is ECN Disabled
Local host: 10.108.50.1, Local port: 179
Foreign host: 10.108.50.2, Foreign port: 42698

Enqueued packets for retransmit: 0, input: 0 mis-ordered: 0 (0 bytes)

Event Timers (current time is 0x68B944) :

Timer Starts Wakeups Next
Retrans 27 0 0x0
TimeWait 0 0 0x0
AckHold 27 18 0x0
Sendwnd 0 0 0x0
KeepAlive 0 0 0x0
GiveUp 0 0 0x0
PmtuAger 0 0 0x0
DeadWait 0 0 0x0
iss: 3915509457 snduna: 3915510016 sndnxt: 3915510016 sndwnd: 15826
irs: 233567076 rcvnxt: 233567616 rcvwnd: 15845 delrcvwnd: 539

SRTT: 292 ms, RTTO: 359 ms, RTV: 67 ms, KRTT: 0 ms
minRTT: 12 ms, maxRTT: 300 ms, ACK hold: 200 ms
Flags: passive open, nagle, gen tcbs

IP Precedence value : 6

Datagrams (max data segment is 1460 bytes):
Rcvd: 38 (out of order: 0), with data: 27, total data bytes: 539
Sent: 45 (retransmit: 0, fastretransmit: 0, partialack: 0, Second Congestion: 08

ROFT ZOMNIFRENLGEERT 4=V FEHHLEST 7 AZ Y X7 7)) O%AH
WZHD7 4= NI AT ZPREEEOGARTETERRINET,

#£ 4101087 4 — /L FOBBEE TR LET,

Z 4-18 show bgp ipvd D7 ¢ —/L

4=V EF B!
BGP neighbor BGP XA N—DIP T KL AL ZDHMES AT L EF,
remote AS FANR—DHE AT LEE,

CiscoASAV ) —RX a< R U7y LR SavwryF 1|
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# 4-18

show bgp ipvd D7 ¢ —/ F(FEZ)

74—V K

B

local AS 300

no-prepend (HH /71
FERTRSNRW)

0= NVOBEEY AT AEFEFNZAE I N — SOOI E
TWARWZ L AR LET, 2O NI BREVATLAEZBITL TN &
O —ANVEEVAT LD ELREYR—FLET,

internal link

iBGP A /X— D54 linternal link | & 78 S 4L E 77, #4%8 BGP (eBGP) &
A NXN— DA 1 Texternal link | & ERINLET,

BGP version

UE—h V= LOBEICHENSND BGP N—V 3

remote router ID

XA N—=DIP T L A,

BGP state tyvar FTvE—va VOFRIRE~Y v (FSM) AT — Y,

up for N— 2 L 72 B TCP BN TFLE L T A (hhmmss 220 o

Last read BGP N ZDRAN—INOEREBIZA v E—U%ZE L THDORRY
(hhmmss 30,

last write BGP N Z DR A N—IZHREIZA v —T % EE L TH S O (hhmmss
),

hold time BGP B A vt —VEZERETICZIORA NN—L vy g aHifE LTk
] (%0 .

keepalive interval

X —TTIAT A —UNZOFRA N—ITHEEEINS R ).

Neighbor
capabilities

ZDORAN=BT RN A XZNZfE S5 BGP #RE. 2 2DV — X
] CHEREAS IEH I A H ST B 54 Tadvertised and received | D3R &
nET,

Route Refresh

N—hr V7 by alffEORAT—X X,

Graceful Restart
Capability

TV—=ATN JAH— MNERED AT —H A,

Address family IPv4
Unicast

ZDFAN—=D 1P Version 4 = =F ¥ X NEF T2 /37 1,

Message statistics

Ayt —V ZATTLICE LD BT HE

InQ depth is

ANFa2a—ADA v E—VH,

OutQ depth is

HAOF2—HND X -8,

Sent EEENEA -V O,

Received ZREINTEA vy E—VDOEFE

Opens EZEINEA—T A v =%,

HEN EEZEINTEA (=T —) A v —VH,

Updates EZESNT v 7T — N A vtE—U%%,

Keepalives EZEINTEX—TTIA4T A=V,

Route Refresh EZEINTEA—R) 7Ly v a2BRA vE— I8,
Total EZEEINTEZA v =08,

Default minimum
time between...

T RANZ A XA B E(EOH O (B .

For address family:

DT 4 — IV RBRERTET KL AT 73V,

N

X
3
rl&
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7 4-18 show bgp ipvd D7 ¢ —/ F(FEZ)

74—V K

B

BGP table version

F—TINDONENRI— g v BE, ZOBEIL T ANEREINS -
WZHES L E T,

neighbor version

FEFELDOTV T 4 v IV ABIOEETINERNSD S VT 4 v I A%
BT A7V 7 v =TIk T SN E S,

update-group

COTRLATZ77IVDT v 7T —h TI—TF A R—D¥,

Prefix activity

ZOT RLATZ7I VDT VT 4 v 7 AR,

Prefixes current

ZOT FLRA 77 VI LTRITANLND T VT 4 v 7 2K,

Prefixes total

ZREENTEZTVT 4 v 7 ADEHEK,

Implicit Withdraw

TVT 4y 7 AR HSNWTHT RAZ A XS nizEH,

Explicit Withdraw

T4 =T TNTHRL ozl TV 7 4w 7 AW S =B,

Used as bestpath

WAL L TA VAN VEINTZZEGET VT 4 v 7 A,

Used as multipath

TNV TFRAE LTA VA NNV EINTEZET VT 4 v 7 A5,

* Saved(Y 7 M
HERR)

V7 MR E YR — F TR N—THEITSNEY T Py hO
B ZDT7 4=V I AT IR EOGEDARRSNET,

* History paths

DT 4=V NEI AT ZREEEOGEDOHRFRINET,

* Invalid paths

N2 ADE, Z DT 4 =)V NiE I T Z DL EDSEE DHFIR
ShE7,

Local Policy Denied
Prefixes

B—ANRY P—RENRRTHG SN T VT 4 v 7 A, 0 2,
ARG RBROT U AT RORY —HER T ICHEH S E
T ZORBLOTOT 4=/ NI AT ZDOEBE LS THL5E
IR ERRESNET,

* route-map

ARV RBIORT Y MY RO — b~y 7R —EE %2 FR
LET,

* filter-list

AR RBIOT T MR RDT7 4 VZ YA RRY U—HEEFR
ZT—\‘L/\i—g—O

* prefix-list

AR RBROT Y MU ROT VT 4y 7 AY XKUY —iE
HBEERLET,

* AS_PATH too long

TIRINRNTYRDOAS XAERY —EGERRLET,

* AS_PATH loop

TIRRTURDOAS XA L—TF R —HEHEEFRRLET,

* AS_PATH confed
info

TOMULyFar7=FL—yar R ) —HEEE2FERLET,

* AS_PATH contains
AS 0O

BEVATAMS)O DT U Ay REREZFRRLET,

* NEXT_HOP 7 v kX7 KO Martian {85 % KR L £,

Martian

* NEXT_HOP TR ROFER—HN 2T AN Ry THEGEERLET,
non-local

* NEXT_HOP is us

TURMGYRORI A MRy 7AHOESEZRRLET,

* CLUSTER_LIST
loop

TORIRTUROIZTAZY AN V—THGEERRLET,

CiscoASAV ) —RX a< R U7y LR SavwryF 1|
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# 4-18

show bgp ipvd D7 ¢ —/ F(FEZ)

74—V K

B

* ORIGINATOR
loop

B—HNVTRESNIEN— DT T T FEG 2RI LET,

* unsuppress-map

Wil~ >y 1L DA R T FIERERRLET,

* advertise-map

T RNREZA X< WL DA RN FIEREEERLET,

* Well-known
Community

DN/ Uy A a2a=T 4 DA RN MEREFRLET,

* SO0 loop

site-of-origin (2L B4 N7 v RIEREEZRRLET,

* Bestpath from this
peer

BB ANAP =) =2 bk SN Z 2D T v RIS
ERFLET,

* Suppressed due to
dampening

FAN—FRFV U INE T TIRETHARZ LIZLBAA T
FEGRZERLET,

* Bestpath from
iBGP peer

B /S AD IBGP 1A N— bt S Z L2k b4 v 0 RIER
EERRLET,

* Incorrect RIB for
CE

CELV—4DRIBTT7—|ZXbHA4 "0 REGERRLET,

* BGP distribute-list |ffi U 2 MZ L DA o\ D L FERERRLET,

Number of NLRIs... |7 v 75— MNDO R v MU — 7 J@EE v GetE @M 0%,

Connections TCP 35 & UV BGP #2315 & IZHENL L 72 [R5,

established

dropped By va STEEPRFAE LML LRI

Last reset ZOETV T By va UREBICY Yy ST B ORI, Uk

r23Z DATIZER R SN T #H,

External BGP
neighbor may be...

(HAiEEREN
720N)

BGPTIL tF a2 VT 4 Fxv I RBNARX—T N THDHZLERLET,
O—HANETEVE—FETE2FERESIENTELIR Yy 7ORKENZ
DITICER RS NET,

Connection state

BGP V7 DA T — X A,

Connection is ECN
Disabled

BRGSO AT —H A (A X —TNVETITT 4 =T ),

Local host:
10.108.50.1, Local
port: 179

72—/ /) BGP A —H—®DIP 7 KL A,BGP KA— + &%= 179,

Foreign host:
10.108.50.2, Foreign
port: 42698

FA X—=T KL AL BGP 56 H— hE 5,

Enqueued packets
for retransmit:

TCPIZ L > THEFEDEDIZFX 2 — 2SIz 7 v b,

Event Timers

TCP A XV A ~— BEFB LR = 7T v 7O T 2 ZNE
NET IR Z A ~—),

it

Retrans

Ny b EEEE LR,

TimeWait

FEE Z A~ — S IIREINIT 72 D F TR 2 e,
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7 4-18 show bgp ipvd D7 ¢ —/ F(FEZ)

TA4—IVF B!

AckHold W SBEAR— N RE A~ —

SendWnd BxEEE) V4 Ny,

KeepAlive X—TT T TRy DK,

GiveUp PINBEDIRNTZ O y Ris Rr oy 7 I vfzEl,

PmtuAger NAMTU T 4 ARNY A A ~—,

DeadWait Ty RET AL NOFHMBRY A ~—,

iss: Iy DEEY—F v AE

snduna RINEINR o TR EDRES— T o AE 5,

sndnxt: WICERBEND Ty hOV—rr v AFK R,

sndwnd: UE—RFXAN=DTCP V4> R HA X,

irs: PR bZAE— T v AEE,

rcvnxt: 10— JVICHERRIS B SN B DOZE L — 7 v 2AF 7,

rcvwnd: 0—HNVEARDTCP U 4> KUY A X,

delrcvwnd: BIEZE T 4 RU:a— /L AR A ML » CTERRN LA S I, & A
FRYE—RFANMIT RRNXAXLTEZZEY 2 RUDLHIBREINT
WeWTF—H 2 D7 4 =)V ROMEIX, 7 VA XDy B XD K&EL
720 F TWEITHEIM L, Z T LR Corevwnd 7 ¢ — /L RIZiEH
SNET,

SRTT: HEINTEAL=X T RNy T XA LT U R,

RTTO: FUOLVRN) T HALT TR,

RTV: ZUURRY y RO,

KRTT: HLWI O RMY T XA LT 0 b (Karn Tv Y RAEMEH), 2D
74—V RIXHEEINTEAT Yy bOT T RNy TR A AN
B L ET,

minRTT: Rk SN/ T U RN v XA LT U N GHREICHEH S DA
ATME)

maxRTT: RSN/ KRKTI VRN T XA LT TR,

ACK hold: =B RA RRBINT — & 25k (EX— v 7) T 5 12 DI HERIGS

ZEOLELRFHOR X,

IP Precedence value:

BGP 7 v hDIP LI F A,

Datagrams IAN=IEZELET v 7T — "Ny b,
Revd: ZAENT > MK,
with data F—H L EBIZEEENTET v T T — b3y PO,

total data bytes

ERTF— 4 ORHEC P,

Sent

EEENEZT v 7T — Ny b0,

Second Congestion

HRHRIZ KX A AR I L=,

Datagrams: Revd

XA N=INDZEFE LT v 7T — 3y hO#,

out of order:

= RAENNTEE LAy PO,
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7 4-18 show bgp ipvd D7 ¢ —/ F(FEZ)

TA4—IVF B!

with data TR ELBIRELET v I T = Ry FOR,

Last reset ZoOET VT ey va yNERIZY By bIUTH D OREREH,

unread input bytes RV N VA A NS VAT G -

retransmit BEEsN= Ty ML,

fastretransmit HEE XA~ — PRI R DRI NEFF A RIEZREZ A FDT=HIT
B SN2 EHET DHERISE D

partialack TR 7R HERBIS B (B DMERBIS BN T2 TR E N LRI O ELF) D72
WZFIEE S [ElEL,

show bgp neighbors advertised-routes : 5]
WIT 172.16.232.178 XA N—DRIZT RANZ A XENT-V— NeRRT 02 RLET,

ciscoasa# show bgp neighbors 172.16.232.178 advertised-routes

BGP table version is 27, local router ID is 172.16.232.181
Status codes: s suppressed, d damped, h history, * valid, > best, i - internal
Origin codes: i - IGP, e - EGP, ? - incomplete

Network Next Hop Metric LocPrf Weight Path
*>110.0.0.0 172.16.232.179 0 100 07
*> 10.20.2.0 10.0.0.0 0 32768 1i

F 419 K7 4 — IV ROHFEHE R LET,

Z 4-19 show bgp neighbors advertised routes D7 ¢ —/L F

74—V A

BGP table |7 —7 L ONEAN—Y a VFES, ZOFRFIE T T AREREIND 2N L
version EC R

local router |)L—XZ D IP 7 KL A
ID

Statuscodes |7 —T7 VT N DAT—H A, T —T VDEAITDRPNIAT —H ANRFRIHN
FT RONVTNODEEIEETE 4,

s:T7T—7 Ty N BRI S ET,

7= Y REHTT,

> T—T N NUNEFEDOXy N —7 THERATA7-00BT ) TF,
7 —7 N N BAEBGPGBGP) B v a U ARHB L THEEINET,

Origin T2 MY OVER TG AER T D 2 — NIET — T A DOETOKRDLDIZH Y £, kD
codes WINNLDEEZIRETE 1,

PNES— b =4 Zu b2V (IGP) 5 R{E S network V— X 27 ¢
Xalb—varyavwry ReafHLTT FRXZ A X3z M,

e LI AT VT F—hrouxA 7 ha)L(EGP)LRIEINTZZ MY,

VRADRETIZZ VT SNERFABEBE. 2T IGP 205 BGP IZHEFE IND
JL— X T9,

Network T RNIRERT XY NI DA F—Fy N T R A,
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# 4-19 show bgp neighbors advertised routes D~ .1 —/L F(§c &)

74—V |FiHA

NextHop  \/NFw M&FEHER Y NT =7 ICHEET 2 L ZIEHINDRDV AT LD IP T
KL 2,0.000 Dy UL T 27 8RB —NIZZDRy T —27 ~D3IFE BGP
N—InbbdbZ LtERLET,

Metric KRINTVALAHEEIFMHAREV AT A AN v 7,

LocPrf set local-preference L' — s v~ v 7 a7 4 X2l —v gy avr RTRESN
fem—n 7V 7y L AME, T 7 4V MEIE 100 T

Weight HEREVAT AT 4 VBN L TCHESINTZL— FDOEA,

Path SRSty N — I ~DOHBEY AT AN RANOEAEY AT HIH LT, 2

D7 4=V RRIZ1IZ L NI EEGDEZENRTEET AN ZAOKDLDIL /NRAD3E
{Fre=a— RTY,

i:> FUIZIGP THREX N network L —% a7 4 X2l — gy awy R
TT RN A XENE LT,

e:/l— MIEGP TRIEESNE LT,

VN ADRE I TIED V) £ A, lH  ZHIEIGP 25 BGP IZ#FELA S L7z
INATY,

show bgp neighbors paths: %

K1Z ., paths

ciscoasa# s

*—U— K% 5 L 7= show bgp neighbors =~ > KO %~ LE T,
how bgp neighbors 172.29.232.178 paths ~10

Address Refcount Metric Path

0x60E577B0 2 40 10 2

# 42012, % 74—V ROBMHAEZRLET,

£ 4-20 show bgp neighbors paths © =7 ¢ —/L F

74—V |8

T RVZA IRABRESNDNET LA,

(Address)

Refcount FONRABEH L TWDL— DI,

A KU w7 |22 Multi Exit Discriminator  MED) A b U v 27 (BGP /X—Y 3 2 BIXUN3DZ D
A MU v 7 £41Z INTER_AS T7),

INA ZDON—FDOHBEVAT LA NAL ZON— FOFEFITLa— R,

show bgp neighbors received prefix-filter : i

wOFENE.10.0.0.0 %y N =7 DT _XTDONL— 2T 4 NVEV U TFTEHET LT 4w 7 A YRR
M 192.168.20.72 XA N—MHZEEINTI EEZRLTVET,

ciscoasa# show bgp neighbors 192.168.20.72 received prefix-filter

Address family:IPv4 Unicast

ip prefix-1

ist 192.168.20.72:1 entries

seq 5 deny 10.0.0.0/8 le 32
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£ A2 KT 44— )L FOBMBAE TR LET,

£ 4-21 show bgp neighbors received prefix filter O~ ¢t —/L F

74—V |3H

Address TVT AT AT A NERZESNDT FLAT 7 IV E—F,
family
ip RELIERAN=DOREEINT VT v T AT A B,
prefix-list

show bgp neighbors policy : 51
WIT 192.168.12 1CH DA N—IZHA SNZR Y > —DOH IR L ET, 1A N— T34 &
TRESNERY —RFERENET,

ciscoasa# show bgp neighbors 192.168.1.2 policy

Neighbor: 192.168.1.2, Address-Family: IPv4 Unicast
Locally configured policies:

route-map ROUTE in

Inherited polices:

prefix-list NO-MARKETING in

route-map ROUTE in

weight 300

maximum-prefix 10000

show bgp neighbors : #f

X1Z . show bgp neighbors =~ > RO /)2~ L E 9, 2 Z TIL.BGP TCP /N A g KRk~
=y F(MTU) T 4 AH3Y 73 172.16.1.2 128 5 BGP A N—IZx L THERZ /> TWnWBHZ &
FHER L TWET,

ciscoasa# show bgp neighbors 172.16.1.2

BGP neighbor is 172.16.1.2, remote AS 45000, internal link
BGP version 4, remote router ID 172.16.1.99

For address family: IPv4 Unicast
BGP table version 5, neighbor version 5/0

Address tracking is enabled, the RIB does have a route to 172.16.1.2
Address tracking requires at least a /24 route to the peer
Connections established 3; dropped 2

Last reset 00:00:35, due to Router ID changed

Transport (tcp) path-mtu-discovery is enabled

SRTT: 146 ms, RTTO: 1283 ms, RTV: 1137 ms, KRTT: 0 ms
minRTT: 8 ms, maxRTT: 300 ms, ACK hold: 200 ms
Flags: higher precedence, retransmission timeout, nagle, path mtu capable
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X 1Z  show bgp neighbors =~ > FOH ) O—fiZ R LET, 2 2 TiX.192.168.3.2 IT&H DB
BGP "7 IZx4 2 BGP /' L — A7 )b Y AH — MERRD AT —Z A &g L TWES, 7/ b—X

TNV YA —=NMI.ZOBGP ETIZH L TT 4= N ThHrLERENTWVET,

ciscoasa# show bgp neighbors 192.168.3.2

BGP neighbor is 192.168.3.2, remote AS 50000, external link
Inherits from template S2 for session parameters
BGP version 4, remote router ID 192.168.3.2
BGP state = Established, up for 00:01:41
Last read 00:00:45, last write 00:00:45, hold time is 180, keepalive intervals
Neighbor sessions:
1 active, is multisession capable
Neighbor capabilities:
Route refresh: advertised and received (new)
Address family IPv4 Unicast: advertised and received

Address tracking is enabled, the RIB does have a route to 192.168.3.2
Connections established 1; dropped 0
Last reset never
Transport (tcp) path-mtu-discovery is enabled
Graceful-Restart is disabled
Connection state is ESTAB, I/O status: 1, unread input bytes: 0
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show hgp paths

T — A X—=ANDOTXTD BGP /XA % KT HIZIE, EXEC & — KT show bgp paths =~ > K%

EHLET,
show bgp paths

Cisco 10000 >V — X jL—&

show bgp paths regexp

LD

a<w s RKE—F

BGP BfEV AT b RAR L —H T A IEHREH,

regexp

WORIZ, a~ REANTEE—FERLET,

TZ7AT U —I
F—F X274 aTFHALD
< )VF
72 AR = NS
awy RE—F A—Fy R 7Lk v Za RE Y RF b
¥EHE EXEC, = —¥ EXEC o XIS o XIS o XIS o XIS o XIS
v MR Jyy—= EENE
9.2(1) Zoawy RRBIMEnE Lk,
i WA KiHE EXEC & — KT show bgp paths =2~ > ROH HH &2~k L £,

ciscoasa# show bgp paths

Address Hash Refcount Metric Path
0x60E5742C 0 1 0 i
0x60E3D7AC 2 1 0 7
0x60E5C6CO 11 3 0 10 2
0x60E577B0 35 2 40 10 ?

#4212 K74V ROEAERLET,

Z 4-22 show bgp paths D7 ¢ —/L' F

74— F [BH

7 KL A NARRESNDNET FLA,
(Address)

Hash RAPRKEHENTND ANy 2 Ny b,
Refcount ZDONRAFEMA LT BH— F D,
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# 4-22 show bgp paths D 7 ¢ —/L F(#E)

Z4—NVEF B

A NV w7 |/ Z2® Multi Exit Discriminator  MED) X b U » 7 (BGP X—T 3 2 BLO3 D2
DA KU v 741 INTER_AS T9),

Path FONL—FDOBEHREVAT L NRAL FONL—FDOREELa— R,
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show bgp policy-list

RESNTERY = VRANERY— VR =2 MUICETEREERT DICE 22—
EXEC “&— KT show bgp policy-list =~ > KZ{iH L F7,

show bgp policy-list [policy-list-name]

X DA policy-list-name (AT ar) 205 BEEMLTHELLERY v— U X MZET L
WMEFRRLET,

a<wry RKFE—F ROKIZ, 2~ FEANTELHEF—RF2RLET,

TZ7AT UA—)IV
ET—F X2 UTF 4 arTFTHRB
< JVF
P AN arvrFx
a<w RE—F N—FTv N |7Vvrh P/ 2R AT A
¥¢HE EXEC, = — ¥ EXEC o Xt LI S LI S LI S LI S
v NIgHEE Jy—= EENE
9.2(1) Ioawry RPREBMESNE LT,
il KIZ  show bgp policy-list =~ > ROMH Bl ZRLET, Z0a~vy FKOHNZIE AY >— U R

R & BE ST mateh A1ARET S UE T, KO H B, 5 SN B AR L TV £,

ciscoasa# show bgp policy-list

policy-list POLICY-LIST-NAME-1 permit
Match clauses:
metric 20
policy-list POLICY-LIST-NAME-2 permit
Match clauses:
as-path (as-path filter): 1
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show bgp prefix-list

TVI7 47 AVANERFTT VT 4y 7 A VA= MVICEATOIHERERRT DICIE, 2—
W EXEC &— K % 721345 EXEC £ — K T show bgp prefix-list =~ > F&2fiH L £,

show bgp prefix-list [detail | summary]|[prefix-list-name [seq sequence-number |
networkllength [longer| first-match]]]

X DA

detail | summary

(A7 a )T R_RTCOT VT 4y 7 A YA MY 23EMEREZIX
EREREF R LET,

first-match

(A7 ayv) BELT networkllength & —E 35 € L7
T4 I AYVARNDEYOT Y b)Y #FRLET,

a<v s RFE—F

longer (F7va »)FBE LTz network/length & —Z75 7>, F7EI1EL D BREHT
BT T oy Z R Y XD RTDT Y 2 Zon L ET
networkllength (A7 a)Zory hI—27 T RLABIUOR Y b2 7 E(Ey

M) ZEAT S BELET L7 4 v 7 A VA RDOTRTOT b
VERRLET,

prefix-list-name

(AT aVFEDT VT 4y 7 A VA DT M) ZRRLET,

seq sequence-number

(AT va)BELET V74 v 7 A VA MIBELEZY =7 A%
ENHDBTV T 4 I A YA NI ETEERLET,

WORIZ, a~ REANTESE—FeRLET,

T7ATUH—IV
FT— R EFxF=2V T4 asTHRRL
~)VF
[ NZAZSZ A =V
a<wy RE—F N—T v R | TV D/ I% A k VAT A
F#HE EXEC, = — EXEC o XL e RHE e FHE e HE | e R
awr RIEE Jyy—= EHEANR
9.2(1) Zoavy RBZBEMENE L,
Bl 12 show bgp prefix-list =~ > FOH NI Z/R LEF, Z 2 Tlditest LW ARTOT LT o v

JAVAPNOFEMERLTHET,

ciscoasa# show bgp prefix-list detail test

ip prefix-list test:
Description: test-list

count: 1, range entries: 0, sequences: 10 - 10, refcount: 3
seq 10 permit 10.0.0.0/8 (hit count: 0, refcount: 1)
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show hgp regexp

HEY AT A RADEHRBLE —B T 51— &K RT 5IZILEXEC & — KT show bgp
regexp 2~ REMHEH L E7,

show bgp regexp regexp

X DA

a<w RKE—F

regexp BGP Bt AT A NR L —H T 5 EHFKEL,

HEY AT ADF SR OFEMIZ-OUVTid router bgp =~ > KDL
HEZBL T EE,

ROKIZ, A~ FEANTEHEF—RF2RLET,

TZ7ATUH—IV
T—F X2V T4 aVTFRAL

< JVF

b Z7 AR =N
a<w RE—F N—FTv N |7Vvrh P/ 2R AT A

FfHE EXEC, = —¥ EXEC o Xfit o Xfit o Xfit o Xfit o Xfit

a< v RERE

ERLOAA KT
Ay

i

JyYy—2= EREAE

9.2(1) Zoawy RRNBMMEnE Lk,

VAAPEHLTND AL FAFRY AT LF S TIE HEV AT AESOEMRKRIAO~ v F
VIBIOHAETRDOT 7 30 O E LT asplain (72 & 21£.65538) 2 L T 473,
RFC 5396 TEHEINTWDH LBV 4314 FAHRY AT LFE S % asplain JEEIS L asdot B
DM G THRETEET AN, NARI AT LAESOEREKB~Y vy F o 7 LM NRROT 7 41
k% asdot JEUIC A H 3% (21X, bgp asnotation dot =~ > F(Z#ii} T, clear bgp * =~ > N& &
ITLBEOBGP Yy v a v a3 T A—FK Uty NLET,

FICBATT 212134 N1 FHBEVAT AEFSZMEM L THRESN TV D EES AT ANICH
5T _XTDOBGP AL —H—T A4S FEARVAT LEZEZIR—FTL2L5T7 v 77 L—F
THZEEMLELET,

WA Fi#E EXEC £ — K T? show bgp regexp =~ KO # 2R~ L E7,
Router# show bgp regexp 108$

BGP table version is 1738, local router ID is 172.16.72.24

Status codes: s suppressed, * valid, > best, i1 - internal
Origin codes: i - IGP, e - EGP, ? - incomplete

Network Next Hop Metric LocPrf Weight Path
* 172.16.0.0 172.16.72.30 0 109 108 »
* 172.16.1.0 172.16.72.30 0 109 108 ?
* 172.16.11.0 172.16.72.30 0 109 108 ?
* 172.16.14.0 172.16.72.30 0 109 108 »
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()

* 172.16.15.0 172.16.72.30 0 109 108 »
* 172.16.16.0 172.16.72.30 0 109 108 ~»
* 172.16.17.0 172.16.72.30 0 109 108 »
* 172.16.18.0 172.16.72.30 0 109 108 »
* 172.16.19.0 172.16.72.30 0 109 108 ~»
* 172.16.24.0 172.16.72.30 0 109 108 »
* 172.16.29.0 172.16.72.30 0 109 108 »
* 172.16.30.0 172.16.72.30 0 109 108 »
* 172.16.33.0 172.16.72.30 0 109 108 »
* 172.16.35.0 172.16.72.30 0 109 108 »
* 172.16.36.0 172.16.72.30 0 109 108 »
* 172.16.37.0 172.16.72.30 0 109 108 »
* 172.16.38.0 172.16.72.30 0 109 108 »
* 172.16.39.0 172.16.72.30 0 109 108 »

bgp asnotation dot =~ > NZRET H & 4 /34 AT AT A NZAOEHEKEL B AN
asdot RFLIEDOHARICEH SN FE T .4 A FEHEY AT LF =1L asplain B F 7213 asdot T
DONWTNEHEH L CUERAERR CTRETCEETN BIEDOT 74V MERXELEH L TREI N
T4, NARV AT AR GTETR~yF o7 ShET,1 2 HOHITiL, show bgp regexp =~
¥ RiZ,asplain B TERI N4 A FAEV AT LB S EZHFH L TRESNTWVWET BIED
7 7 4V MERIT asdot TR 72D T~ v F U ZIF R L T H H ) v EH A, asdot TER & H
L2 FHOBITIE vy F U 7ML 43, FOBABET AT A RATET 5 HH 2 asdot
KillExfio TRIRINET,

asdot FEIETIX. VA aDERER THE LT TH L) F RE2MH L £ 4, Bik /2 &k 42 4l
B 21T . VA ROFICAYy 7 ATy a2 HHLET,

Router# show bgp regexp 265536$%
Router# show bgp regexp ~1\.0$

BGP table version is 2, local router ID is 172.17.1.99

Status codes: s suppressed, d damped, h history, * wvalid, > best, i - internal,
r RIB-failure, S Stale
Origin codes: i - IGP, e - EGP, ? - incomplete
Network Next Hop Metric LocPrf Weight Path
*> 10.1.1.0/24 192.168.1.2 0 0 1.0 1

KIZ . bgp asnotation dot =~ > K% AJJ L72% @ show bgp regexp 2~ > FOH 1%~ L %
T TIE AN FEAREVAT AEFFER L TVET,

asdot RFLIETIT. VA IO ERKXRTCRHELFTTHLE VA FEHHA L E 3, Kk Bk % Hl
R 213 VA RORIICA Yy 7 AT vy a2 HLET,

Router# show bgp regexp 41\.14$

BGP table version is 4, local router ID is 172.17.1.99

Status codes: s suppressed, d damped, h history, * wvalid, > best, i - internal,
r RIB-failure, S Stale

Origin codes: i - IGP, e - EGP, ? - incomplete

Network Next Hop Metric LocPrf Weight Path
*> 10.1.1.0/24 192.168.1.2 0 0 1.14 i
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show bgp replication

Border Gateway Protocol (BGP) 7 v 77— kN Zv—7 D7 v 77— NMEIMEHE M EZ KT 512

IZ.EXEC &— K C show bgp replication =~ > F& i/ L £,

show bgp replication [index-group | ip-address]

X DA

(AT a )Ty FTF— N TA—TOF v 75— NEEE G 5 3t
T AA T v I AEZEFLEEBICERLET . Ty T —F Z—7
DA T v 7 AFBOFMAIL 1 ~ 4294967295 T,

index-group

ip-address (AT v al)ZORANRN—DT v 7T — MK GHERE R R LET,

a<w  RFE—F

WORIZ. a~ REANTESE—FeaxRLET,

TrAT VA —IV
T—F X2V T 4 aTFHAB

< JVF
hT R avTE
gy RE—F N—T v R | TV I | R B AT A

¥¥HE EXEC, = —¥ EXEC I S I S I S I S I S

< v RERE

ER EDOTA KZ

A v

Bl

JYy—= ERNE
9.2(1) o<y RpBEMEhE L,

Zoaxy FOMINTIZBGP 7 v I 7 — b A —FEEGREHE RS R RSN ET,
TR KRR —PNELINISGE V—21E.3 002 A ~—HRPINn-% T, 7
DR R YT RNy bR NI A—FTHI LD HBMCT vy T —h I —F A
Ny 7ERHR L ARZEHALET, ZCOMEE. Ry hT—7 AR —F NI ZZHLL
G AIl. Ay 74X alb—a B BRTLRMELEZD X ICRFFENTVET  F A4~ —
HIRAEINDENIC. TV bR R Y7 8 Uy & FREITHNIT D2,

clearbgp ip-address soft out =~ > K& AJJLE£7,

K @ show bgp replication =~ > RO NHFIZIZ. T X TOXANRN—DT v T T— K T L—TD
BRI RNERINET,

ciscoasa# show bgp replication

BGP Total Messages Formatted/Enqueued : 0/0

Index Type Members Leader MsgFmt MsgRepl Csize Qsize
1 internal 1 10.4.9.21 0 0 0 0
2 internal 2 10.4.9.5 0 0 0 0

The following sample output from the show bgp replication command shows update-group
statistics for the 10.4.9.5 neighbor:
Router# show bgp replication 10.4.9.5
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Index

Type Members Leader MsgFmt MsgRepl Csize Qsize

2 internal 2 10.4.9.5 0 0 0 0

F 423127 4 — LV ROHHE R LET,

## 4-23

show bgp replication D7 ¢ —v I

Z4—I)VF

Bk

Index

T TTF— N TN —TDA T 7 A=,

B AT

VT DX AT (NEE 21348,

Members

BAF v Ty FTF—hET TIL—THNDRA L R—DH,

Leader

BAFIv I TyTT—hET IN—TDREMD AL 73—,
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show bgp rib-failure

=T 4 TIE#RAN— A (RIB) 7 — 7 /L ~D B ERIZRB L 7= Border Gateway Protocol (BGP) /L— k
%Kt 51213, FiHE EXEC & — R C show bgp rib-failure =~ > F&fiH L £,

show bgp rib-failure

B oA O E=E AN

FF—U— FEZITBIEITH Y EH A,

vy KE—F ROKIZ, A~ FEANTELHEF—RF2RLET,

TZ7ATUF—Iv
T—F X2V T4 aVTFRAL
< IVF
[NV SN SNGA-
a<vy RE—F N—F v N |TLrb TN A b VAT A
FfHE EXEC, = —¥ EXEC o Xfit o Xfit o Xfit o Xfit o Xfit
a-~ NER JyYy—2= EEANE
9.2(1) Zoawy RRNBMEnE Lk,
il K 1Z . show bgp rib-failure =~ > RO H R LET,
ciscoasa# show bgp rib-failure
Network Next Hop RIB-failure RIB-NH Matches
10.1.15.0/24 10.1.35.5 Higher admin distance n/a
10.1.16.0/24 10.1.15.1 Higher admin distance n/a

# 42412 %7 4=V ROEAEZRLET,

ZF 4-24 show bgp rib-failure D7 ¢ —v F

74—V K

Bl

Fy hU—7

Fy NI—0 ZT 4T 4 DIPT RLA,

Next Hop

Ry NESEER Yy N =85 T A L EIHERAESNARDU AT LDIP T
FL2,0.000 D= h VI A—XICZDORy NT—T7 ~DIEBGP L— 13 H
HZEERLET,

RIB-failure

RIB KU DFK, 7 RI =AML AT AT TAAZUARENE WD Z L1E A
BT 47 — R EERZURW) T RI=RA ML —T 47 T4 AX A %F
DON— N IPILV—FT 4 T T—T T TICH L ERLET,
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7 4-24 show bgp rib-failure D=7 . —/L F (§E&)

Z4—VF  |#HA

RIB-NH FVEWT FI=RA LA T 47 F 4 AH A RIB-failure F1ZF R S U fH

Matches HEnd7 RLA 757 2 UIZxt LT bgp suppress-inactive 235 & S 41TV 555

BIET#EAINDV—F AT =X A, KO 3FEENH Y 7,

e [Yes]:RIB ®/L— MIZBGP /L — FERILARZ AN Ry T 0Nd D0 Foix
AT ANKYyTHBGP R AN Ay FERIUBEICHRET 52 &2 EKE
LET,

e [NoJ:RIBDF%Z A Ky MW BGP/L— DX A b KRy 7L IXRNCHIFR
THZEEEWRLET,

e [nal:fEl & 5H7 KL A 75 2 VIZx L T bgp suppress-inactive 73 5% i&
NN EEERLET,
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show bgp summary

9T D Border Gateway Protocol (BGP) ##f5t D A 7 — ¥ A & /R HI1Z1%, = —V% EXEC E— NFE

7213454 EXEC & — K C show bgp summary =~ > R&ffH L5,

show bgp summary

a<wy RKNE—F

ROKIZ, A~ FEANTELHEF—RF2RLET,

av s RKE—F

TZ7AT Ut —I)V

T—F

X274 aTHAL

—F v F

FZ AR
TV

D%

< VT

=
Ak

VAT A

¥5ME EXEC, = —¥ EXEC o Xfits o Xfits o Xfits o Xfits o Xfits

o NEkE

ERHEDTA RS
A

JY—2= EEAR

9.2(1) Zoawy RNBINEnE L,

show bgp summary =~ > K{X BGP %A N—~DFT X TOEFANZDOWTBGP /XA T LT 4 v
A BIOBHEREREERT DML ET,

FLT 47 AT IPT FLAERY hT—2 = A7 TH, ZhiExy hT—27 2K %y b
T—7 DY 7y M ELITE-DOKRA N L= 2RTZENTEET, SR FIEDSE S~
DI—FTT, T 74/ FTIEBGP IS T &I 1 DONRAE T EA VA =L LET, <L
FRAJL— I DRBREENTVWAEAEES . BGPIIE~YLTFNRNZX NL—MNIRA L N2 AR h—
WL 1ODODOZILFIRA JL— MO/ NA L ~—7 ShET,

BGP BMEL F v v o =2 VAN HMAGDOETHER S, 2T RE N ARR T 1
YA 2F T, 20D T 0 —)V NiE BE T 5 BGP HSRENRTE SN TV A, £
WEMERNZEINTZEEICEREINET AT VMEHEIIANAS VRN TR RINET,

VAAPFEHALTND 43, ARV AT AEFEFIL BRIV AT AESZOERERO~ v F
IR IO NFREROT 7 4L k& LT asplain (72 & 21%.65538) 4 ] L TV E 343 RFC
5396 ICREH SN TWD LBV 431 FEEY XA T L% 5% asplain X3 L O asdot FEX D i )7
TRETEET AN, ARV AT LAEGFOEREKB~ vy F 7 EMNEROT 74V M %
asdot FEUZZE H 9~ 5 1213 bgp asnotation dot =~ > N{ZHiiT T.clear bgp * 2~ N&ZEIT L.
BEOBGP vy v a v &zd_XTnh—F Uty NLET,

WA Fi#E EXEC & — K T® show bgp summary =~ > FOH A ZR L £,

Router# show bgp summary

BGP router identifier 172.16.1.1, local AS number 100
BGP table version is 199, main routing table version 199
37 network entries using 2850 bytes of memory

59 path entries using 5713 bytes of memory

18 BGP path attribute entries using 936 bytes of memory
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2 multipath network entries and 4 multipath paths
10 BGP AS-PATH entries using 240 bytes of memory
7 BGP community entries using 168 bytes of memory

0 BGP route-map cache entries using 0 bytes of memory

0 BGP filter-list cache entries using 0 bytes of memory

90 BGP advertise-bit cache entries using 1784 bytes of memory
36 received paths for inbound soft reconfiguration

BGP using 34249 total bytes of memory

Dampening enabled.
BGP activity 37/2849 prefixes,

Neighbor
10.100.1.1
10.200.1.1

4 history paths, 0 dampened paths

60/1 paths, scan interval 15 secs
AS MsgRcvd MsgSent ThlVer InQ OutQ Up/Down State/PfxRcd
200 26 22 199 0 0 00:14:23 23
300 21 51 199 0 0 00:13:40 0

F 425K 74— LV ROHFEHE R LET,

# 4-25 show bgp summary D7 1 —/L F

TA4—IVF B!

BGP router B LT XA F U T ¢ DA T, bgp router-id =~ > FIZ K> THEX
identifier NI =2 ID =Ty s T RLA R IP 7 KL,

BGP table BGP 7 — ¥ XR—ADNHEN—V 3 VKB,

version

main routing
table version

AA U N—=TFT 4 T T—=TVIHEANENTZ BGP T —HF X— A DK% D
N— g,

...network entries

BGP T — 2 RXR—AD—BDTF VT 4 v 7 A x> M) O,

...using ... bytes
of memory

FICATONRA TV T 4w 7 A FTEMEOZ L Y ODICHESNT
WA AE Y & (34 MHEANL),

...path entries
using

BGP 7 — 4 RX—AD/NA > FUDE FH—D/RR = YT REFEED
SEMEICA VA RV ENFET VA TFNRRA L= RREESNTWDEEA.~
NFNRA N — TR A L NN A =L ENET,

...multipath
network entries
using

BEDSHEIZA VA F—ENTWE<LF N = U D%,

*...BGP
path/bestpath
attribute entries
using

PNANEANA & L TRIRENTWDH—E D BGP BH:OMAE b0,

* ...BGP rrinfo
entries using

ORIGINATOR J&#: & CLUSTER_LIST B0 — & DM L4 b DR,

..BGP AS-PATH |~ AS_PATH = kU O3,

entries using

...BGP BGP =X =2 =7 4 BMEO B OMAEGDEDOH,
community

entries using

*...BGP extended
community
entries using

WEa S 2 =7 4 BHEO—EDOMAEDE DL,

CiscoASAV ) —RX a< R U7y LR SavwryF 1|



# |

Z# 4-25

show bgp summary D= .y —/L F ()

74—V K

B

BGP route-map
cache entries
using

BGP /L' — b = v 7°® match ] & set ) DFLAEHOEDHEN 0 DA
N—hF XY alEThdI e LET,

...BGP filter-list
cache entries
using

AS/\"X 77 EA YA RO permit A7 — b f/f\if_idenyX?*—]\%/
BT 74V Z VA2 P OEAEBODGE 7 AV F U A b
%%//;W ETHDHILERLET,

BGP
advertise-bit
cache entries
using

(Cisco IOS Release 12.4(1 )T LARED U U —RA72F) T RARZ A XS ity
74—V Rz M) OBBIOHEETIAEVMEHE By N7 41—
R bV TV T 4 v 7 ARETIZT RANZ A RXEND L ETERS
NHEHRA By MZERLET, 7 R A XS Y b Fv v iald,
VNS CTHEA T2 v ZIER ST,

...received paths
for inbound soft

ARG R VT FEEROTZOICZE SNRFESND N ADHR,

reconfiguration

BGP using... BGP 7t A2 Lo THEHENS AT ORECSA NELD),

Dampening BGP ¥ L T =V I INA X —TNThHHI LERLET, ZOITITIE BREA
enabled... FIT 4 ZAGET HRADEB LI NE T =0 T ENTZ R ADEINFER &S

nET,

BGP activity...

NRAFEFRIFT VT 4 v 7 AR LTAE Y BNED B THNZ0, £ 38

Shicizzr LET,

Neighbor FAN=DIPT RL A,

v FA NR—ZEMEND BGP N—V 3 V&5,

AS B 2T 4 (AS) & 5,

MsgRevd XAN=INEZFEEINTA vy E—=VH

MsgSent FAN—ZEFEEINTEA v E— U,

TblVer A N—ITIEE ENT BGP T —F X— A DR NN—T 3

InQ *4ﬂ~ﬁmﬁﬁéka% —lTHMmE Nz A v E— V%%,

OutQ XA N—IZEET H20 A S T2 A B — V%K,

Up/Down BGP vl /75%%447( <‘: foto 72D HESLIRBE TII A2 WA ITBAE DR
REIC R o - D& &,

State/PfxRcd BGP & vy a v OBEDIRREL A N—FZET FA—T b2 EX

N7 V7 4 v 7 ZADH, i KL (neighbor maximum-prefix =~ > K TiX
)_ifék:i%ﬂWﬁmm#I/h) ICRR SN FRAN=NT ¥ v b
B0 ST BN T A RMCHRESNET,

TA RV AT —5 20 (EFEHE) = b UL, neighbor shutdown =~ > N %
HLTHERN Yy MY SNl EZRLET,

show bgp summary =~ > RKOWDHTIIZ . BGP R A 73— 19216832 BNF AT I v 7|

(SRR S

N ZOZEREHIN—TTHDEIN—=T192 DAL R—=THD k%rbiﬁz_wmﬁiIP

U7 4w 7 A 192.168.0.0/16 37 )L—7 192 & W\ ) LA FTOSZEHE I L —F

IZEFSH

HZEHRLETCiscolOS UV U —RA 12.2(33)SXH LAED Y U — A TIL.BGP ¥4 I v 7 X

A N—HEREIC

X0 T I —7 (ZEH

Z N —=)CBEAT T e T Ry b #EP &

LTBGP XA N—ET DX AT v 7 I ffilz YR — b SNBSS E L,
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ciscoasa# show bgp summary

BGP router identifier 192.168.3.1, local AS number 45000
BGP table version is 1, main routing table version 1

Neighbor \Y AS MsgRcvd MsgSent ThlVer InQ OutQ Up/Down State/PfxRcd
*192.168.3.2 4 50000 2 2 0 0 0 00:00:37 0

* Dynamically created based on a listen range command

Dynamically created neighbors: 1/(200 max), Subnet ranges: 1

BGP peergroup groupl92 listen range group members:
192.168.0.0/16

show bgp summary =~ > FORDOHT)IE 4 A FOFEIe D5 BT AT L% 5 (65536 B LW
65550) D 2 > BGP A /3—(192.168.1.2 8 L1V 192.1683.2) /R L TWEJ , m—h/L7/r
VAT 565538 12,4 XA PHABEV AT AFZETHLHY  ZDOFEZIET 7 4L b @ asplain JEA T
FREINET,

Router# show bgp summary

BGP router identifier 172.17.1.99, local AS number 65538
BGP table version is 1, main routing table version 1

Neighbor \Y AS MsgRcvd MsgSent ThlVer InQ OutQ Up/Down Statd
192.168.1.2 4 65536 7 7 1 0 0 00:03:04 0
192.168.3.2 4 65550 4 4 1 0 0 00:00:15 0

show bgp summary =~ > RORDHFJIEFE L 220 BGP XA N—% R L TWET A 454 K
HEY AT A% FI3 asdot RFELIEDIE A TR RSN E T R ALLE T HITT N—F a2
74 ¥ 2l —3 3 F— KT bgpasnotationdot 2~ > RZHRETHMLENH Y 7,

Router# show bgp summary

BGP router identifier 172.17.1.99, local AS number 1.2
BGP table version is 1, main routing table version 1

Neighbor \Y% AS MsgRcvd MsgSent ThlVer InQ OutQ Up/Down Statd
192.168.1.2 4 1.0 9 9 1 0 0 00:04:13 0
192.168.3.2 4 1.14 6 6 1 0 0 00:01:24 0

& 1Z . show bgp summary slow =~ > RO H il Z R LET,

ciscoasa> show bgp summary slow

BGP router identifier 2.2.2.2, local AS number 100

BGP table version is 37, main routing table version 37

36 network entries using 4608 bytes of memory

36 path entries using 1872 bytes of memory

1/1 BGP path/bestpath attribute entries using 124 bytes of memory
1 BGP rrinfo entries using 24 bytes of memory

BGP AS-PATH entries using 48 bytes of memory

BGP extended community entries using 24 bytes of memory
BGP route-map cache entries using 0 bytes of memory

BGP filter-1list cache entries using 0 bytes of memory

BGP using 6700 total bytes of memory

BGP activity 46/0 prefixes, 48/0 paths, scan interval 60 secs

o O LN

Neighbor V AS MsgRcvd MsgSent TblVer InQ OutQ Up/Down State/PfxRcd
6.6.6.6 4 100 11 10 1 0 0 00:44:20 0
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show bgp system-config

WX DN

a<v v RE—F

=P AVTFARNTYAT A ALVTHXAMDbgp DFEITAL T 4 Xal—a iR TDH
(1%, = —¥ EXEC & — N % 72 |2%## EXEC & — K T show bgp system-config =~ > R & i [ L

£,

show bgp system-config

COawy FIZEBIEELEFF— UV —FEH Y A,

ROKIZ, A~ FEANTELHEF—RF2RLET,

TZ7AT U —IV
T—F X2V T4 aVTHFRALD
< JVF
FZ7 o AR =N
a<wy RKRE—FR N—T v R |7V U | R B AT A
¥5HE EXEC, = —¥ EXEC . o Xfits o it |— —
a< v R Jy—x EEAR
9.2(1) Zoawy RRNBMEnE L,
R LEDOHA YT Zoa<r R gIEERIExF—U—FFa2Eeefica—Y a7 A M CETMEATE £,
v TOawy RE VAT arTFEREA ML oTa—Y arFx 2 ML THHA SN D ELT
AT 4 K2 b= a VEERTAIERICENL DI ENHD £7,
il WD 71411X . show bgp system-config =~ > K% =2 —H% EXEC £E— R CANT D LEREIND

HNZHEBIL TV ET,

ciscoasa/cl(config)# show bgp system-config

router bgp 1

bgp log-neighbor-changes

no bgp always-compare-med

no bgp asnotation dot

no bgp bestpath med

no bgp bestpath compare-routerid
bgp default local-preference 100
no bgp deterministic-med

bgp enforce-first-as

bgp maxas-limit 0

bgp transport path-mtu-discovery
timers bgp 60 180 0
address-family ipv4 unicast
bgp scan-time 0
bgp nexthop trigger enable
bgp nexthop trigger delay 5
exit-address-family
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show blocks

Ny b Xy 7 7 ORI A R R T S ITIE, FiHE EXEC € — K C show blocks =~ > K% i H

Lij‘o

show blocks [{address hex | all | assigned | free | old | pool size [summary]} [diagnostics |
dump | header | packet] | queue history | [exhaustion snapshot | history [list]
[I-MAX_NUM_SNAPSHOT | index] [detail]]

WX DN

address hex

EE)ZOT7 FLAICHIST 527 0 v 7 % 16 BEIE R THER L
£7

all

(FEE) TN TOT Ry 7 2R RLET,

assigned (EBE)E WY THELTT AV r—ra ko THERERTWD
Tyl ERRLET,

detail EE) —BDOXa— A 7RO T 0 v 7 O—H (128 N
A4 M EERLET,

dump ERB)~y X=Xy NOEREED . 70 v 7 ONEE2IKE
F~ LE T dump & packet OFHIE T dump DG H .~y ¥ — &
Ny MZBET 2 EMMERSEEND Z L TT,

W (FEBE)7ryro2WizRRILET,

exhaustion snapshot

(A7Tvarv)BEINTATFT YTV ay hOERBEDO xFE5(x ITH
FFERTITI0)BLOEEOA Ty v ay NOZA LAZ Tk
HALET ATy 7 ay hRBRGEESNZ%. S UL ERB LA
WeEBIDOAF T vay MIBESERA,

free EE)EMARER 7 vy 7 RN L ET,
header (EE) 7y 7D~y X —% KR LET,
history history 47> 5 VX RITDAF v T a v b EBBENOT T

1-MAX_NUM_SNAPSHOT
history index

history list

DAF v Tvay heRRLET,

history list 7> a2 VX JBBEANO A F v 7 a vy hOEHER
%Liﬁ‘o

history index 47" > a VX JBENDO AT v 7 ay hOA T v
7 ArFRLET,

history /-MAX_NUM_SNAPSHOT # 7" a VX JBEND 1 DD A
FoFay "NETEERLET,

old (EE) 1 oXvbaicsEvyconzray 7 2R RLET,
Ny b (EBE)7ay 7o~ X—BLO0ry hONBREFERLET,
pool size EE) BTV A XD Ty 7 2R xLET,

queue history

(EE)ASA R T vy 7 BRI Lzt &2, 7 ey 7 03En Y
TONAINMNEBEEZRRLET, 7—LANOT oy 7 RE D B ToHN
HZEFHVETHN . Tay s RNFa— 2BV Y THND Z LI
HYEEA, ZOGEAIZ. 7Ty 7 5B YClma—RKDOT RL A
DEND Y THPTIC e D £,
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(EE) 7 ey 7 O HRGICET 25EMEREZR R LET, 2O
BT, 207 72Ty 72808 THT 7Y r—2 a0
T T AT RVAZDITZADTay 7 Gk iz7 7Y
F—=arDTu T ITAT RVABILORZIOI T AOFE/NRT
Oy 7RBELTWSEFa—%2 LML L TY—FENTWET,

summary

F7 %)V b

av s RKRE—F

T 74N N OBERHIEH D R A,

WDOFIZ, a~w REATJTESE—RRERLET,

TZ7AT U —IV
T—F X2V T4 aVTHFRALD
< JVF
FZ7 o AR =N
a<w s RKE—FR p a2l N P NS, I B N AT A
¥ EXEC o X%fhin o X%fhin o X%fhin o X%fhin o %fhin
a< v NERE JYy—=x EEAR
7.0(1) pool summary 7> 3 UNBMENE LT,
8.0(2) dupb 7 v 71T 434 F T 7 TR EEN0DT 1 v 7 i
THEIOICRVELEZO0NA, N Ty Ao L{7H88MENE L,
9.1(5) exhaustion snapshot, history list, history index, history
1-MAX_NUM_SNAPSHOT D472 a MiBMME L E LT,
R LEDH A K7  showblocks 1~ RiX ASA DIRAGFIZ/R > TNDENE I DEHET A5G I L L ET, 2
A Da<y I FRE O Y TEHLDVAT L Ny 77 OHRREERLET, b T 70 v o0
ASA BHETHREENTWVBIRD AT Y NN XV IR > TWBIREEIZREICIZZR Y T8 A,
showconn =~ REHHATHE. N T 74 v I IMBIEINTNENE ) hEERTxET, b
ST 4y I PGEEENTELT DOAFY RN ITWNICR > TWAEAIT ENH 5 TRk
NHY EF,
ZOEWRIZT.SNMP 2 L CERRTHILEHLTEET,
X2 VT arTHRANNTERINDERIFFEHFOTe v 7 BT a7 #EHIK
MOEEEEICET D VAT ALREROERB LN TF A MNEADOERIEENET,
HAOBBINZOW T, 2SR LT EE0,
i) WIZ v 7V F— RTO show blocks =~ > RO 277 L ET,

ciscoasa# show blocks
SIZE MAX LOow CNT
0 100 99 100
4 1600 1598 1599
80 400 398 399
256 3600 3540 3542
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1550 4716 3177 3184

16384

10 10 10

2048 1000 1000 1000

#£ 4261287 4— L FOBBEE R LET,

# 4-26

show blocks D7 v —/v F

Z4—I)VF

B

SIZE

Tuav 7 =DV A XA NEALD) , FNENDOY A XX FEDX A T o
LTCWET,

dupb 71 v 7 THEHINET,

DNS.ISAKMP.URL 7 4 /% U 2 uauth, TFTP.,TCP E¥ 2 — L 72 ¥ DT 7Y
r—rarOBFETay 7 EBRLET, ER0V A XD T e v s w8
o hE RTIANIEET2a—FRETHEHEINET,

80

TCP RITAE THERISE T v b EART 27201 BIL BT = — L4 —3—
hello X v E—J Il S E 1,

256

AT — N7 T ==V F— =D R syslog LHL I L Z Dfthod TCP g IC
EHINET,

IhLDT Oy ZIE EICAT— 7 T 2= F—R_"—D A v —|Tf &
NEFT . TI7T 4772 ASAT. N7y FEARLTRAX N1 ASAIZEE LA
Bl B DT — 7 N A B L E T B BB E T s 5 8 — 2 |
N7 4 I NRETDHE MEAARERT oy 70BN 0 ETIKRTFT2Z 285
D ET, ZORIIT ] DFEITENLL EOBEEE N A X 3 ASA ITHE L CTEH
SNl EERLTCWET AT — M7V V2 —)b A —— T bajn
VT RBA R S F T d B A R BN L E 97,256 X1 b 72 v 7 O CNT B 7
ANERRICHDTZ - T 0 72132 O TER L TV D IEAILASA O LT
W51 B0 OBGENIEFEICE N DI ERT — T N LT — 7 VD[R
HAEAN TV DIRIEE ASA DHEFFCE R VRN BAEL £,

ASA P HEEEND syslog A v B—UH 256 34 F 7w 7 2 L £,
256 XA b Ty s T APEBTOIEORERRITIND Z LITEEHY F
HALCNT 1T LORT 256 34 b 71w 7 OFH 0 IV 54A 1%, Debugging
(L~UL7) D v 7% syslog — NZREEK L TWWRWNWZ E AR L T 230, 2
DOIEHRIT.ASA 27 4 X 2 L—3 3 O logging trap {TIT RSN TWET, B ¥
YNE T N T OO IZEEA E AL L 7 DA A BV T Notification (L
SOV S) LA TFIZERET D Z 2R L £,

1550

ASA TRILFT A4 —F Ry b N7y FEKENT OIS ET,

N7y MEIASAA V H—T 2 RACANDEANTIA LV H—T 2 A F a2 — | E
SN RIZANL =T 4 7 VAT AZESNTT a v 7 IZEE S IVE T, ASA
X Ny RETFRTADNEST A0 2 EX 2T 4 RY —IC SV TIRE
L ATy bEREAS I —Ta2A A FLORIF2—IZBELET,ASA N T
7 4 v ZBAMIZHIETE TWRWESIX FEHARER T 7 v 7 O 0 1 TFF
WLET(ZDa<ry ROHENO CNT IR ENET),CNT 5128 0 DG4 ASA
HTEVE< o7 ey 2B YT LET . ZOa~vy REEITTD L,
1550 34 b 7y 7 O KREE 8192 LW K& TH5Z R TEEI MHHAAHE
R7ay I N oA ASA I Ny FE Ry 7 LET,

16384

64> FN66MHz DX HE Y b A —HF R b I— F(82543) IZDOAM I FE T,
A =Wy b Xy FOFERIZ OV TIL 1550 OB AR L T &,

2048

A O RN S DEE 7 L— D FII T A FfF&E 7 L— 24,
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# 4-26

show blocks D7 .1t —/L F(fgZ)

74—V K

B!

MAX

BELEAAL N 7Tay 707 — )V CHRAREERT B v 7 O K BRI 5
KIBOT 0 v 7ER AT DT ONET @, 7 0y 7 O KEITE
L LERABIIMEL256 34 F 7T v 7B ON1550 31 b 781 v 7 TASA 1T
MBS LTENZL DT ey 7 244 FI v 7IERCEET, Z20a<w K
BFEATTHENS50 54 b Ty 7 O KREE 8192 LD KRELTHZLNTE
ESc

LOW

IEIEHEAE, Z OEIT ASA OEIRN T N o =W S F 77127 2 > 7 28 (clear
blocks =~ > RC)H&ZICZ VT ENTZHEENG ., 2OV A XD RE/R T
0y 7LD R ol b EOBAETRLTWET . LOW I 7 L0180 ThHHEE
X EITOAR P TAEY RN SN oT- 2 2R LET,

CNT

BEDOY A ADT vy s 7T— LV CTHREMARGERT 2 v 7 O,CNT I 7 L5 0
THABRS T AT DEHENSIZTWVWTHAZ LEZERLET,

&Iz show blocks all ==~ > RO 2R L £,

ciscoasa# s
Class 0, si
Block
0x01799940
0x01798e80
0x017983c0

Found 1

how blocks all

ze 4

allocd_by freed_by data size alloccnt dup_cnt oper location
0x00000000 0x00101603 0 0 0 alloc not_specified
0x00000000 0x00101603 0 0 0 alloc not_specified
0x00000000 0x00101603 0 0 0 alloc not_specified

000 of 1000 blocks

Displaying 1000 of 1000 blocks

* 42712,

£ 4-27

KT 44—V ROFEHERLET,

show blocks all ®7 ¢ —/ F

Z4—I)VF

B!

A=

Tuay D7 KLA,

allocd_by

Ty P EEBICER LT V= a0 Fa AT RLABEHENT
WRWEEATX0),

freed_by

Ty I BB LT S = a D7 u s T AT RLA,

data size

Tay INEOT ) r— gy Ny T ERIIANY Yy B F—E DY A X,

alloccnt

Zo7ay 7 PMERSHTHh MM S B,

dup_cnt

o7y 7 ICHTABRRTOSRER(ZOTay 7B fFEHINLTWDE
A 0IZ1EIOBR1IIZ2EOBREERLET,

oper

78y 71T L TRAR IS AT ST A, alloc, get, put, free D 4 DD 7
T

i

Ty 2 EERLTCWAT Y r—ar ki T a7 AR BICEID ST
77V r—varora s 57 KA (alloed_by 7 4 —/V RERIL),
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WIZ. 2T % A NN TO show blocks =~ > RO 2~ LET,

ciscoasa/contexta# show blocks

SIZE MAX LOW CNT INUSE HIGH
4 1600 1599 1599 0 0
80 400 400 400 0 0
256 3600 3538 3540 0 1
1550 4616 3077 3085 0 0

RIZ . show blocks queue history =~ > FOH 2R L ET,

ciscoasa# show blocks queue history

Each Summary for User and Queue_type is followed its top 5 individual queues

Block Size: 4
Summary for User "http", Queue "tcp_unp_c_in", Blocks 1595,

Queues 1396

Blk_cnt Q_cnt Last_Op Queue_Type User Context
186 1 put contexta
15 1 put contexta
1 1 put contexta
1 1 put contextb
1 1 put contextc
Summary for User "aaa", Queue "tcp_unp_c_in", Blocks 220, Queues 200
Blk_cnt Q_cnt Last_Op Queue_Type User Context
21 1 put contexta
1 1 put contexta
1 1 put contexta
1 1 put contextb
1 1 put contextc
Blk_cnt Q_cnt Last_Op Queue_Type User Context
200 1 alloc ip_rx tep contexta
108 1 get ip_rx udp contexta
85 1 free fixup h323_ras contextb
42 1 put fixup skinny contextb

Block Size: 1550
Summary for User "http", Queue "tcp_unp_c_in", Blocks 1595,

Blk_cnt Q_cnt Last_Op Queue_Type User Context
186 1 put contexta
15 1 put contexta
1 1 put contexta
1 1 put contextb
1 1 put contextc

Queues 1000

2, show blocks queue history detail =~ > KO H %2R L E T,

ciscoasa# show blocks queue history detail
History buffer memory usage: 2136 bytes (default)

Each Summary for User and Queue type is followed its top 5 individual queues

Block Size: 4

Summary for User "http", Queue_Type "tcp_unp_c_in", Blocks 1595,

Blk_cnt Q_cnt Last_Op Queue_Type User Context
186 1 put contexta
15 1 put contexta
1 1 put contexta
1 1 put contextb
1 1 put contextc

First Block information for Block at 0x.....
dup_count 0, flags 0x8000000, alloc_pc 0x43eala,

start_addr 0xefbl074, read_addr Oxefbll8c, write_addr Oxefbll193

urgent_addr Oxefbll8c, end_addr 0xefbl7b2

0efbl150: 00 00 00 03 47 c5 61 c5 00 05 9a 38 76 80 a3 00
0efbll160: 00 Oa 08 00 45 00 05 dc 9b c9 00 00 f£f 06 £8 f£3
0efbl170: O0a 07 04 01 Oa 07 00 50 00 17 cb 3d c7 e5 60 62
0efbl180: 7e 73 55 82 50 18 10 00 45 ca 00 00 24 24 20 49

Queues 1396
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# |

0efb1190: 50 20 2d 2d 04 Oa 31 30 2e 37 2e 31 33 2e 31 09 | P --..10.7.13.1.
Oefbllal: 3d 3d 3e 09 31 30 2e 37 2e 30 2e 38 30 04 0a 04 | ==>.10.7.0.80...

Summary for User "aaa", Queue "tcp_unp_c_in", Blocks 220, Queues 200

Blk_cnt Q_cnt Last_Op Queue_Type User Context
21 1 put contexta
1 1 put contexta
1 1 put contexta
1 1 put contextb
1 1 put contextc

First Block information for Block at 0x.....

dup_count 0, flags 0x8000000, alloc_pc 0x43eala,

start_addr O0xefbl074, read_addr Oxefbll8c, write_addr Oxefbll193
urgent_addr Oxefbll8c, end_addr 0xefbl7b2

0efbl150: 00 00 00 03 47 c5 61 c5 00 05 9a 38 76 80 a3 00 | .G.a .8v

O0efbl160: 00 Oa 08 00 45 00 05 dc 9b c9 00 00 £f 06 £8 £3 | Eoo oo

0efbl1170: O0a 07 04 01 Oa 07 00 50 00 17 cb 3d c7 e5 60 62 | ....... P...=..'Db

0efbl1180: 7e 73 55 82 50 18 10 00 45 ca 00 00 2d 2d 20 49 | ~sU.P...E...-- I

0efb1190: 50 20 2d 2d 04 Oa 31 30 2e 37 2e 31 33 2e 31 09 | P --..10.7.13.1.
|

Oefbllal: 3d 3d 3e 09 31 30 2e 37 2e 30 2e 38 30 0d 0Oa 0d

total_count: total buffers in this class

12 . show blocks pool summary =~ > RO H A AR L £,

ciscoasa# show blocks pool 1550 summary
Class 3, size 1550

total_count=1531 miss_count=0
Alloc_pc valid_cnt invalid_cnt
0x3b0al8 00000256 00000000

0x01ad0760 O0x0lacfe00 0x0lacfd4al 0xOlaceb40 00000000 0x00000000
0x3a8f6b 00001275 00000012

0x05006aa0 0x05006140 0x050057e0 0x05004520 00000000
0x00000000

total_count=9716 miss_count=0
Freed_pc valid_cnt invalid_cnt
0x9a81f3 00000104 00000007

0x05006140 0x05000380 0x04fffa20 0x04ffde00 00000000 0x00000000
0x9a0326 00000053 00000033

0x05006aa0 0x050057e0 0x05004e80 0x05003260 00000000 0x00000000
0x4605a2 00000005 00000000

0x04ff5ac0 0x0le8e2e0 0x0le2eacO0 0x01el7d20 00000000 0x00000000

total_count=1531 miss_count=0
Queue valid_cnt invalid_cnt
0x3b0als 00000256 00000000 Invalid Bad gtype
0x01ad0760 0x0lacfe00 0x0lacf4al 0x0laceb40 00000000 0x00000000
0x3a8f6b 00001275 00000000 Invalid Bad gtype
0x05006aa0 0x05006140 0x050057e0 0x05004520 00000000
0x00000000

free_cnt=8185 fails=0 actual_free=8185 hash miss=0
03a8d3e0 03a8b7c0 03a7fc40 03a6ff20 03a6f5c0 03abec60 kao-fl#

==>.10.7.0.80...
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& Z . show blocks exhaustion history list =~ > KO H &2~ L E T,

ciscoasa# show blocks exhaustion history list
1 Snapshot created at 18:01:03 UTC Feb 19 2014:
Snapshot created due to 16384 blocks running out

2 Snapshot created at 18:02:03 UTC Feb 19 2014:
Snapshot created due to 16384 blocks running out

3 Snapshot created at 18:03:03 UTC Feb 19 2014:
Snapshot created due to 16384 blocks running out

4 Snapshot created at 18:04:03 UTC Feb 19 2014:
Snapshot created due to 16384 blocks running out

F 428127 4 — /L ROFHERLET,

# 4-28

show blocks pool summary D=7 ¢ —v

74—V K

Bl

total_count

BELESADT a7 0k,

miss_count BRI LD FBE LT IY TCLR—MENRomTa v
D¥z,

Freed_pc TDITFTADTay I BRI LIET S A= ar DTl T AT RLA,

Alloc_pc COU ATy I EEVL T AV =gy DFa 58 TR
LA,

Queue DT TADE/N T oy T NELTNDF2—,

valid_cnt HESTED LY THNATWDE T e v 7 DH,

invalid_cnt

RSB Y TonTnwWianwra v 7 o,

Invalid Bad qtype | Z D % = — M S CTHNAENERNIZ /> TV B, 2D F = — 301k
INTWEFATL,
Valid F o2 —IHRTT,

tcp_usr_conn_inp

EEa~y R

a<w R

blocks

Tuy 7 ZWEICEID Y ToND AT 2P LET,

clear blocks

VAT LNy 77 OfaEHE#RE 2 VT LET

show conn

TIT 4 T Itk KR LET,
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|
show bhootvar
T—h Tyl ar 74 FXal—arOFunT  2FKRT 52T FilE EXEC £— R T
show bootvar =~ > RZ{HEH L £,
show bootvar
X DFLA vy RIS ELIZF—TU—FIEH Y A,
FT7 IV H 77 4V N OBERLEITZH D FH A,

a<v s FE—F

WORIZ. a~ REANTESE—FEeRLET,

T7AT Ut —)V
T—F X2V T 4 ayTFHAB
< J)VF
FF AR VT
a<w RE—F N—T v R | TV P/ RPN AT A
=¥ FIghEd yy—= ERNE
7.2(1) Zoawr RRBEMERE LT,

FEHEDOHA KT BOOTZHIZ.SFIERT A X LOEEA A—T DY 2 FZFE%E L £, CONFIG_FILE %
A Bt o AT a0k EN S a7 Xalb—ary e AL ERELET. 26D
EHIT. ZNE boot system =< > K & boot config =~ KN TRELET,

il BOOT A%t disk0:/f1_image ZfRFI L TWET, 2T VAT LD Y m— FNFIZT7— S D

A A—C7,BOOT OHAEDMEIE, disk0:/f1_image; disk0:/f1_backupimage CTJ ., Z DE (%,
BOOT £ %47 boot system 2~ > RCTEHINTWNDHHDOD FfTar7 4 Fal—rariNE
72 write memory =~ R CRESNTWARNWI LZEKRLTCWET FE{Ta 7 4 Fa b —
va vy ERET S & BOOT £ & BIfED BOOT Z4A i /7 & b disk0:/f1_image;
disk0:/f1_backupimage 12720 £ . FIT7a 7 4 Fa b— a U RMREHEHATHLILE. 7 — b
0 —#1L BOOT A ONE ua— KL X5 & LET,DF Y disk0:/flimage #EEH L F5, 2D
A A=V DNFE LW TH 5485413, disk0: 1/f1_backupimage # 7 — h L L5 & LET,

CONFIG_FILE Z#X VAT ADAX — T v 7 ar 7 4Fal—varyaflLET, ZOH
TIEZOEEPRESNTNRN D AL — T vy a7 s Fab—var 77 AV

boot config =~ > R THE L7727 7 4 /L h T9, BifED CONFIG_FILE Z %1% . boot config =~
> RTZAH LT, write memory 2~ > RTRIFTX LT,
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&Iz . show bootvar ==~ > FOH B2~ L E4,

ciscoasa# show bootvar

BOOT variable = disk0:/fl_image

Current BOOT variable = diskO0:/fl_image; diskO:/fl_backupimage
CONFIG_FILE variable =

Current CONFIG_FILE variable =

ciscoasa#
o< R a<w KR B
boot EEFFICEH SN 2 74 Fab—Vay T A 0FER0FA A—

7 rANVERTELET,
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# |

show bridge-group

B Y THENIA L F—T A AMACT FLAIPT RLARET Y v ZA—FIERAE#R
R B ICIE, FiHE EXEC & — R C show bridge-group =~ > K& L 9,

show bridge-group bridge_group_number

X DN

bridge_group_number

TV oY TN—TFEE 1~ 100 DBEHRTIEELET,

ave VRS T 1 T 7 N OEEREITH D T AL

JU Bk

a<v RKE—F ROKIZ, A~ FEANTELHEF—RF2RLET,

T7AT UF—IV
T—F X2V T4 aVTFRAD
< I)VF
FZ AR aTH
awr RKE—F =7y N | Tvrbhd (U7 [ R b VAT A
F#tE EXEC o Xtiis o XIS o XIS o XhE  |—
o NEEE Yy J—= EHEAE
8.4(1) Zoavy RpBMEivE L,
9.7(1) Jb—7 v K & — KT Integrated Routing and Bridging @ A — k73
BmMEhE Lk,
il WIZ IPv4 7 R L A Z 57 L 7= show bridge-group =~ > KOH 1%~ L £,

ciscoasa# show bridge-group 1

Interfaces: GigabitEthernet0/0.101, GigabitEthernet0/0.201

Management System IP Address: 10.0.1.1 255.255.255.0

Management Current IP Address: 10.0.1.1 255.255.255.0

Management IPv6 Global Unicast Address(es):
N/A

Static mac-address entries: 0

Dynamic mac-address entries: 2

WIZ IPv4 7 RLAEB X VIPV6 7 R L A% $57E L 7= show bridge-group =~ > KD H /)l % 7~

Liﬁ‘o

ciscoasa# show bridge-group 1

Interfaces: GigabitEthernet0/0.101, GigabitEthernet0/0.201

Management System IP Address: 10.0.1.1 255.255.255.0

Management Current IP Address: 10.0.1.1 255.255.255.0

Management IPv6 Global Unicast Address(es):
2000:100::1, subnet is 2000:100::/64
2000:101::1, subnet is 2000:101::/64
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2000:102::1, subnet is 2000:102::/64
Static mac-address entries: 0
Dynamic mac-address entries: 2

HEa< R

a<w v R

B!

bridge-group

NGV ART VU N T7 AT =N A E—TxAf AT Y v
TN—Fl T N—F LET,

clear configure
interface bvi

TV I N—TF A B —T xR AT (Fal—ar%7
7 L/ji—a«o

interface

AVE—=T A ZAEFEELET,

interface bvi

T v RMEA o —T 2 ABERLET,

ip address

TV oY IN—TOFEFIPT FLAZHRTELET,

show running-config
interface bvi

TV IN—F A B —T A A AT 4 X2l — g BFm
LET,
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show call-home

¢ E L7~ Call Home [E# % 7 B 121% Kb EXEC & — R T show call-home =~ > N % {#
L/ijqo

[cluster exec] show call-home [alert-group | detail | events | mail-server status | profile {profile
_name | all} | statistics]

X DN

7 %)V b

a<wy KNE—F

(EBEVERARERT 7 —F J NV —T %R R LET,

(AT a7 722 ) 7RETIE. HDH2=> T show
call-home =~ REFITL. FDa~vr REoOT XTHO2=v K
TRIFFICFEITTE T,

alert-group

cluster exec

detail (f:E)CallHome 2> 7 4 X¥a L — 3 VOFEMAERRLET,
events (FEB)BAEORHENT-A XV b 2R LET,

mail-server status (fE&)Call Home A —/L $— "DRTF —X AlF#fEFRLET,

profile profile _name all ({LZ) 4 _XRCOMGFES 2 77 A NVDaAr 7 4 X2l —a 5%
FrRLET,

statistics ({L:E) Call Home OFEitE#RZFR R L ET,

F 740 N OBIERHEILD D EH A,

ROKIZ, 2~ FEANTELHEF—RF2RLET,

T7AT U+ —IV
T—F X2V T4 aVTFRAD
< J)VF
b T VAR T X
a<w v RE—F 2l 2 NV P VAT A
i HE EXEC o Xt o Xt o Xths | — o Xt
v NEHE Jyy—= EENE
8.2(2) Zoawry RpNEMEShE LR,
9.1(3) show cluster history =~ > K15 J (" show cluster info =~ > FOH 1% 58 5
72812 . Smart Call Home X v B—2OF LWZ A4 7R EMENE LT,
il WIZ R S 7z Call Home % € % # 7~ 3 % show call-home =~ > KO Al Z R~ L £9,

ciscoasa# show call-home

Current Smart Call-Home settings:

Smart Call-Home feature : enable

Smart Call-Home message's from address: from@example.com

Smart Call-Home message's reply-to address: reply-to@example.com
contact person's email address: example@example.com

contact person's phone: 111-222-3333
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street address: 1234 Any Street, Any city, Any state, 12345
customer ID: ExampleCorp

contract ID: X123456789

site ID: SantaClara

Mail-server[l]: Address: smtp.example.com Priority: 1
Mail-server[2]: Address: 192.168.0.1 Priority: 10
Rate-limit: 60 message(s) per minute

Available alert groups:

Keyword State

Syslog Enable

diagnostic Enable

environmental Enable

inventory Enable

configuration Enable

firewall Enable

troubleshooting Enable

report Enable

Profiles:

Profile Name: CiscoTAC-1

Profile Name: profl

Profile Name: prof2

&IZ.CallHome 2> 7 4 ¥ = L—13 3 VEROEMZ F /R8T 5 show call-home detail =~ > K

DBl R L ET,

ciscoasa# show call-home detail

Description: Show smart call-home configuration in detail.
Supported Modes: single mode and system context in multi mode, routed/transparent.
Output:

Current Smart Call-Home settings:

Smart Call-Home feature: enable

Smart Call-Home message's from address: from@example.example.com
Smart Call-Home message's reply-to address: reply-to@example.example.com
contact person's email address: abc@example.com

contact person's phone: 111-222-3333

street address: 1234 Any Street, Any city, Any state, 12345
customer ID: 111111

contract ID: 123123

site ID: SantaClara

Mail-server[l]: Address: example.example.com Priority: 1
Mail-server[2]: Address: example.example.com Priority: 10
Rate-limit: 60 message(s) per minute

Available alert groups:

Keyword State

syslog Enable

diagnostic Enable

environmental Enable

inventory Enable

configuration Enable

firewall Enable

troubleshooting Enable

report Enable

Profiles:

Profile Name: CiscoTAC-1

Profile status: ACTIVE Preferred Message Format: xml

Message Size Limit: 3145728 Bytes

Email address(es): anstage@cisco.com

HTTP address(es): https://tools.cisco.com/its/service/oddce/services/DDCEService
Periodic inventory message is scheduled monthly at 01:00
Alert-group Severity

inventory n/a
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# |

Profile Name: profl

Profile status: ACTIVE Preferred Message Format: xml

Message Size Limit: 3145728 Bytes

Email address(es): example@example.com

HTTP address(es): https://kafan-1lnx-01.cisco.com:8443/sch/sch.jsp
Periodic configuration message is scheduled daily at 01:00
Periodic inventory message is scheduled every 60 minutes
Alert-group Severity

configuration n/a

inventory n/a

Profile Name: prof2

Profile status: ACTIVE Preferred Message Format: short-text
Message Size Limit: 1048576 Bytes

Email address(es): example@example.com

HTTP address(es): https://example.example.com:8443/sch/sch.jsp
Periodic configuration message is scheduled every 1 minutes
Periodic inventory message is scheduled every 1 minutes
Alert-group Severity

configuration n/a

inventory n/a

I A F AT HE 72 Call Home 1 X b % F7~K3 % show call-home events =~ > KD H /i &7~ L
\ij_o

ciscoasa# show call-home events

Description: Show current detected events.

Supported Modes: single mode and system context in multi mode, routed/transparent.
Output:

Active event list:

Event client alert-group severity active (sec)

Configuration Client configuration none 5

Inventory inventory none 15

W AF A ATHEZR Call Home A —/L $— "D A5 — X X % F<1 % show call-home mail-server
status 2~ ROH IR LET,

ciscoasa# show call-home mail-server status
Description: Show smart call-home configuration, status, and statistics.
Supported Modes: single mode and system context in multi mode, routed/transparent.

Output:
Mail-server[l]: Address: example.example.com Priority: 1 [Available]
Mail-server[2]: Address: example.example.com Priority: 10 [Not Available]

WA M FREZR T 7 — ~ 7 )V—T7 % #"T % show call-home alert-group =~ > KD H 71 %
~LET,

ciscoasa# show call-home alert-group

Description: Show smart call-home alert-group states.
Supported Modes: single mode and system context in multi mode, routed/transparent.
Output:

Available alert groups:

Keyword State

syslog Enable

diagnostic Enable

environmental Enable

inventory Enable

configuration Enable

firewall Enable

troubleshooting Enable

report Enable
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12 . show call-home profile profile-name | all =~ > ROHAHIE TR TCOEBHKEHLT 07 7
ANBLO2—PERT 07 7 A VICHT LIEHRERLET,

ciscoasa# show call-home profile {profile-name \ all}
Description: Show smart call-home profile configuration.
Supported Modes: single mode and system context in multi mode, routed/transparent.
Output:

Profiles:

Profile Name: CiscoTAC-1

Profile status: ACTIVE Preferred Message Format: xml

Message Size Limit: 3145728 Bytes

Email address(es): anstage@cisco.com

HTTP address(es): https://tools.cisco.com/its/service/oddce/services/DDCEService
Periodic inventory message is scheduled monthly at 01:00
Alert-group Severity

inventory n/a

Profile Name: profl

Profile status: ACTIVE Preferred Message Format: xml

Message Size Limit: 3145728 Bytes

Email address(es): example@example.com

HTTP address(es): https://example.example.com:8443/sch/sch.jsp
Periodic configuration message is scheduled daily at 01:00
Periodic inventory message is scheduled every 60 minutes
Alert-group Severity

configuration n/a

inventory n/a

Profile Name: prof2

Profile status: ACTIVE Preferred Message Format: short-text
Message Size Limit: 1048576 Bytes

Email address(es): example@example.com

HTTP address(es): https://example.example.com:8443/sch/sch.jsp
Periodic configuration message is scheduled every 1 minutes
Periodic inventory message is scheduled every 1 minutes
Alert-group Severity

configuration n/a

inventory n/a

RIZ . Call Home Oft it 15 & /x93 % show call-home statistics =~ > RO B2~ L F9,

ciscoasa# show call-home statistics

Description: Show smart call-home statistics.

Supported Modes: single mode and system context in multi mode, routed/transparent.
Output:

Message Types Total Email HTTP

Total Success 0 0 0

Total In-Queue 0 0 O

Total Dropped 5 4 1

Tx Failed 5 4 1

inventory 3 2 1

configuration 2 2 0

Event Types Total

Total Detected 2

inventory 1

configuration 1

Total In-Queue 0

Total Dropped 0

Last call-home message sent time: 2009-06-17 14:22:09 GMT-07:00
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# |

&Iz . Call Home OFTEHE# % 7R3 % show call-home status =~ > ROH Al Z R L E9,

ciscoasa# show call-home mail-server status

Description: Show smart call-home configuration, status, and statistics.

Supported Modes: single mode and system context in multi mode, routed/transparent.
Output:

Mail-server[1l]: Address: kafan-1lnx-0l.cisco.com Priority: 1 [Availablel]
Mail-server[2]: Address: kafan-1lnx-02.cisco.com Priority: 10 [Not Available]

37. ciscoasa# show call-home events

Description: Show current detected events.

Supported Modes: single mode and system context in multi mode, routed/transparent.
Output:

Active event list:

Event client alert-group severity active (sec)

Configuration Client configuration none 5

Inventory inventory none 15

WIZ, 7 T A% ® Call Home Ot E#H % &~ 5 cluster exec show call-home statistics =~ >~
Kol Z "L E£9,

ciscoasa(config)# cluster exec show call-home statistics
A(LOCAL) IEEEEEEEEEEEEEEEEEEEEEEEEEEEEEEEEEEEEEEEEEEEEEEEEEEEEEEEEESEEE]

Message Types Total Email HTTP
Total Success 3 3 0
test 3 3 0
Total In-Delivering 0 0 0
Total In-Queue 0 0 0
Total Dropped 8 8 0
Tx Failed 8 8 0
configuration 2 2 0
test 6 6 0
Event Types Total
Total Detected 10
configuration 1
test 9
Total In-Processing 0
Total In-Queue 0
Total Dropped 0
Last call-home message sent time: 2013-04-15 05:37:16 GMT+00:00
B:*******~k~k***********************************************************
Message Types Total Email HTTP
Total Success 1 1 0
test 1 1 0
Total In-Delivering 0 0 0
Total In-Queue 0 0 0

CiscoASA V'V —X a<w R U777 LR Sawr
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Total Dropped
Tx Failed
configuration

Event Types

Total Detected
configuration

test

Total In-Processing

Total In-Queue

Total Dropped

Last call-home message sent time: 2013-04-15 05:36:16 GMT+00:00

Cohkhkhkhkhkhkhkhkhkhkhkhkhkhkhkhkhkhkhkhkhkhkhkhkhkhkhkkhkkkkkkkkkkk kK%

Message Types
Total Success
Total In-Delivering
Total In-Queue

Total Dropped
Tx Failed
configuration

Event Types

Total Detected
configuration

Total In-Processing
Total In-Queue

Total Dropped

Total Email HTTP
_____________ o o
0 0 0
0 0 0
2 2 0
2 2 0
2 2 0
Total
_______________ 1
1
0
0
0

Last call-home message sent time: n/a

Dekkhkkhkhkhkhkhkhkhkhkhkhkhkhkhkhkhkhkhkhkhkhkhkhkhkkkhkhkkkkkkkkkkk k%

Message Types

Total Success
test

Total In-Delivering
Total In-Queue

Total Dropped
Tx Failed
configuration

Event Types

Total Detected
configuration
test

Total Email HTTP
1 1 0
1 1 0
0 0 0
0 0 0
2 2 0
2 2 0
2 2 0
Total
2
1
1
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|
Total In-Processing 0
Total In-Queue 0
Total Dropped 0
Last call-home message sent time: 2013-04-15 05:35:34 GMT+00:00
ciscoasa(config)#
BEa~ R a<w R B

call-home

CallHome 2> 7 4 ¥ 2L — 3
ET— F&EHBELET,

call-home send alert-group

BEDTI—hF I —F Aot —T%
EELET,

service call-home

Call Home % A *— 7 /VE 1L 4
=7z LE 9,
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show call-home registered-module status

B INTZEY 2—VDAT —HX A% FRT DI FFHE EXEC € — KT show call-home
registered-module status =~ > K& L £,

show call-home registered-module status [all]

[al] 7> a3 F. AT arTHA N E— R TCORFELTT,

- S RO s all VT F R NEMNTEHARL TFAL RAZESNTEY 2—L ATF—X
2EFRLFET VN F aoTFTXFARN TR ADRILEE1TOD
AVTHFRARNTEY 2= ARBA X—T NI TWAEA. lalll 47

VarBEHEERLTODIUR AR =T LI TS ERRESNET,

F 7 %)V b T 7 4 N OEERLEIZH Y AL

a~<w v KE—F WORIZ. a~ REANTESE—FeRLET,

TrAT VA —IV
T—F X2V T 4 ayTFHAB
< )VF
FF7 AR T Xx
gy R E—F N—Fy K| Tk | | X} AT A
¥¢#E EXEC o 3t o 3t o 3t — o fit
=~ FIEE ) U —x EENE
8.2(2) Zoawy RpBEMEhE Lz,
il 12 . show call-home registered-module status all ® 716 % /~k L £,
Output:
Module Name Status
Smart Call-Home enabled
Failover Standby/Active
HE o< R36. avy R LA
call-home CallHome =2 7 4 ¥ a2l —> 3 E— RZRBLET,

call-home send alert-group

BEDTIT— K I —F Ao —UFEELET,

service call-home

CallHome # A X*—7NVEFZT 4 —T NI LET,
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# |

[ |
show capture
T a v ERELRVWEAEOX Y T TFy DA 7 4 X2 b— g Ly ERRT DI FE
EXEC & — K C show capture =~ > RZfiH L £7,
[cluster exec] show capture [capture_name] [access-list access_list_name] [count number]
[decode] [detail] [dump] [packet-number number]
O access-list EBE)VEBEEDT 7EAVARNIDDOIP 74—V RERIZL VSO T 4 —
access_list_name L N|ZHASNWT A7y MZBETAEREZFELET,
capture_name (AT a )7y b Fry T FYyOL4RIEZIRELET,
cluster exec (A7 a)rI7AZ Y o TRETIE.HDH=2=> ;T show capture =~
REBITL.ZDa~vy REMoOFT X ToO2=y N CRKHZFETTE £,
count number (EB)EESNEET 2D ry Mg EFRRILET,
decode ZDOF T avidisakmp XA T DX ¥ T F v INA U H—T = A AT
SNTWAGARICESLLET YBEDOA L F—T oA AR T 5
ISAKMP 7 —# (X 5L OBRIZT R TxF ¥ 7 F ¥ SN 74—V R&ET
a— RLEZRIZZOMOERE & bICERRINET,
detail UEE) &7 MzonWT. 7 e haF@ezemErsLET,
dump (A7 va)T—4% Vo 7RATEESNI Ay b 16X > T HR
~LET,
packet-number f5FE L7/ v NEENOLRRERBLET,
number
T 7 &I h Zoawry R T 74NV NRERH D A,

a<w v RE—F WORIZ. a~ REANTESE—FexRLET,

T7ATUF—IV
FT—FK X2 VT4 aVTHRRAL
~)VF
FZ7 AR a7
avw s RE—F =7y RN |7V h [N [RB AT A
i HE EXEC o Xt o Xt o Xt o Xt o Xt
a<y KR Jyy—=x EEARN

7.0(1) Zoawy RMBEMENE L,
8.4(2) IDS D JIZFEMIE R EMS L E LT,
9.0(1) cluster exec 47> a UNBIMMENE LT,
9.2(1) Hi7)C vpn-user R A A 47 filter-aaa [CEF I NLE LT,
9.3(1) SGTBLIOA —HV 3y h X 7oHAnBENEE L,
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| #

FEREOTA RS
%

JY—= EEAE
9.10(1) GRE O IP 1 5t L OV IPinlP & 7 /AL OV R — F BN BEMEI I E L,
9.13(1) asp-drop D ¥ 7' F v ¥ A 7 D show capture 2 YL5E S 41, drop D 7

= a ryDOFEMREENDE L OICR Y F LT,

capture_name T L2 BIX. FOX Y 7 F vy DX ¥ 7T v Ry 7 7 ONENERINET,
dump ¥— 7V — FZHEEL TH MAC fEHIL 16 X TR RSN ER A,

Ry hOFa— RHENEZ A7y hoFa harll ko TR 3, @% . 2oa~vr N,
ICMP.UDP. B XU'TCP 71 ha /LD IP T a— RK&EHR—FLET, A= 3 29.10(1) 1D,
Z®» =z~ R ICMP.UDP. 3 L O TCP 25\ T® GRE 3 X OV IPinlP 1 AL/ ALD IP F =2 —
FHIIOERREY R — T DX IZImRanTWVET,

# 429 THI v ICEHENLTWAH AT detail F— T — RE2BELFEASICEREINET,

# 4-29 N b F v T F v DT

Nry b AT

¥ ¥ 7 F v DHAHEK

802.1Q

HH:MM:SS.ms [ether-hdr] VLAN-info encap-ether-packet

FARP] HH:MM:SS.ms [ether-hdr] arp-type arp-info

IP/ICMP HH:MM:SS.ms [ether-hdr] ip-source > ip-destination: icmp:
icmp-type icmp-code [checksum-failure]

IP/UDP HH:MM:SS.ms [ether-hdr] src-addr.src-port dest-addr.dst-port:
[checksum-info] udp payload-len

IP/TCP HH:MM:SS.ms [ether-hdr] src-addr.src-port dest-addr.dst-port:
tcp-flags [header-check] [checksum-info] sequence-number
ack-number tcp-window urgent-info tcp-options

IP/GRE GRE TH 7L S iz ICMP:

HH:MM:SS.ms [ether-hdr] carrier-ip-source>
carrier-ip-destination: gre: [gre-flags] ip-source >
ip-destination: icmp: icmp-type icmp-code [checksum-failure]

GRE TX 7L Shi- UDP:
HH:MM:SS.ms [ether-hdr] carrier-ip-source>

carrier-ip-destination: gre: [gre-flags] src-addr.src-port
dest-addr.dst-port: [checksum-info] udp payload-len

GRE TH 7EMEENT= TCP:

HH:MM:SS.ms [ether-hdr] carrier-ip-source>
carrier-ip-destination: gre: [gre-flags] src-addr.src-port
dest-addr.dst-port: tcp-flags [header-check] [checksum-info]
sequence-number ack-number tcp-window urgent-info
tcp-options
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# |

#F 429 Ao » P FrTFrOHGEHFES)

4l

Nry b AT X 7 F ¥ OHAERK

IP/IPinIP IPinIP TH 7 &/t &7z ICMP:

HH:MM:SS.ms [ether-hdr] carrier-ip-source>
carrier-ip-destination: ipip-proto-4: ip-source > ip-destination:
icmp: icmp-type icmp-code [checksum-failure]

IPinIP TJ 7 ENLAL X7~ UDP:

HH:MM:SS.ms [ether-hdr] carrier-ip-source>
carrier-ip-destination: ipip-proto-4: src-addr.src-port
dest-addr.dst-port: [checksum-info] udp payload-len

IPinIP THh 7L E - TCP:

HH:MM:SS.ms [ether-hdr] carrier-ip-source>
carrier-ip-destination: ipip-proto-4: src-addr.src-port
dest-addr.dst-port: tcp-flags [header-check] [checksum-info]
sequence-number ack-number tcp-window urgent-info
tcp-options

IP/Other HH:MM:SS.ms [ether-hdr] src-addr dest-addr: ip-protocol
ip-length
Other HH:MM:SS.ms ether-hdr: hex-dump

ASA N ARERFEAD TCP ~» ¥ —fF & D37 % %A U invalid-tcp-hdr-length &\ 9 ASP
Ky Z7HEOEODIZZD/ Ny e Ray P LESBAE TRy baZE LizaA v ¥ —
7 = A ATl show capture =~ > RO v FRFERSNERA,

/N—37 3 2 9.13(1) LAKE, show capture D I NILIRS IV N T TNV a—T 4 VT ERBHIZT D
7®IZ asp-drop DF¥ ¥ T F ¥ X A TRFRRINT- L ST Ny FAEBRPEZEND L HITR
DFELEASP Ny P H O AR LIE NI TN 2—T 4 7 TiX R CHEAIC XK 5 ASP
Fay 7RI EIERGHTCTHEHA SN T IEEIIRC, Fe y 7O EMRMLEITRATT, 2
DOFERIT, Ry TORKERZHET 25 ECTEETT, ZOWEKELZETNT & . R
2= FASA Y U —AF S N—KRu=7 7L BEIOASLR A€V 7F & MEZR ED
ASP Fu v 7OFMNRRRINET (R y TOMBOT 2 — RBEHIZHRD £7),

W XX T F¥YxDar 74 Xal—ara2FrTA0%2Rr1UET,

ciscoasa(config)# show capture
capture arp ethernet-type arp interface outside
capture http access-list http packet-length 74 interface inside

WIZARP ¥ ¥ 7T v ([ L > TCHxy 7 F v Ny haRRTHHERLET,

ciscoasa(config)# show capture arp

2 packets captured

19:12:23.478429 arp who-has 171.69.38.89 tell 171.69.38.10
19:12:26.784294 arp who-has 171.69.38.89 tell 171.69.38.10
2 packets shown
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WIZ 7 TAZY TERED 1 DOa2=y hTXxYv TF v ENTE Ty baFRTH0 %L
i‘j‘o

ciscoasa(config)# show capture

capture 1 cluster type raw-data interface primary interface cluster [Buffer Full - 524187
bytes]

capture 2 type raw-data interface cluster [Capturing - 232354 bytes]

WIZ 7 TAZ Y TREOT X TOaA=y N TRy I F vy SN Ty FaRRT L6458
Lij‘o

ciscoasa(config)# cluster exec show capture
mycapture (LOCAL) :—————— - - - - - oo

capture 1 type raw-data interface primary [Buffer Full - 524187 bytes]
capture 2 type raw-data interface cluster [Capturing - 232354 bytes]

yourcapture:-——-----——------ - - - - -
capture 1 type raw-data interface primary [Capturing - 191484 bytes]
capture 2 type raw-data interface cluster [Capturing - 532354 bytes]

KIZ KD A~ REAS LIRTY I A5 ) 2 FBED Y 7 A5 HE Y » 7 T v 7 F % &
NIz oz LET,

ciscoasa (config)# capture a interface cluster
ciscoasa (config)# capture cp interface cluster match udp any eq 49495 any
ciscoasa (config)# capture cp interface cluster match udp any any eq 49495

(
(
(
ciscoasa (config)# access-list ccl extended permit udp any any eq 4193
(
(
(

ciscoasa (config)# access-list ccl extended permit udp any eq 4193 any
ciscoasa (config)# capture dp interface cluster access-list ccl
ciscoasa (config)# capture lacp type lacp interface gigabitEthernet 0/0

ciscoasa(config)# show capture
capture a type raw-data interface cluster [Capturing - 970 bytes]
capture cp type raw-data interface cluster [Capturing - 26236 bytes]
match udp any eq 49495 any
capture dp type raw-data access-list ccl interface cluster [Capturing - 4545230 bytes]
capture lacp type lacp interface gigabitEthernet0/0 [Capturing - 140 bytes]

WIZSGT & A —HYF v N XX TN, L Z—T 2 ATA F—T N> TVEHEEITF v
TFx ENTTy OBl ERLET,

ciscoasa(config)# show capture my-inside-capture

1: 11:34:42.931012 INLINE-TAG 36 10.0.101.22 > 11.0.101.100: icmp: echo request

2: 11:34:42.931470 INLINE-TAG 48 11.0.101.100 > 10.0.101.22: icmp: echo reply

3: 11:34:43.932553 INLINE-TAG 36 10.0.101.22 > 11.0.101.100: icmp: echo request

4: 11.34.43.933164 INLINE-TAG 48 11.0.101.100 > 10.0.101.22: icmp: echo reply

SGT ¢ A —V Ry h XU ITNA L H—T 2 ATA X—TIVDEE A VX —T = A AIL5|
EREE XTI ERFy FERFZ TR LNy bEZETEET, 20X B

INLINE-TAG 36 " D X 7t & 7y NHTT . RUA U F—T oA ANZ T2 LNy N &%
BLESA L WA ZEDLY HA(DF Y TINLINE-TAG 36— F VI G ENEEA),

WIZ N7y b FL—HIC k> TABEN D GRE IPInIP. B L RZFDfMD 7 v N BIUA
H—T 2 ANDOHKBEDOX ¥ 7 F v HI1OHZ R L ET,

GRE "7 > b

packet-tracer input inside gre ipv4 31.1.1.6 32.1.1.6 tcp 1.1.1.1 1234 2.2.2.2 80
packet-tracer input inside gre ipv4 31.1.1.6 32.1.1.6 udp 1.1.1.1 1234 2.2.2.2 80
packet-tracer input inside gre ipv4 31.1.1.6 32.1.1.6 icmp 1.1.1.1 8 0 2.2.2.2
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# |

()

IPinlP /X o b

packet-tracer input inside ipip 31.1.1.6 32.1.1.6 tcp 1.1.1.1 1234 2.2.2.2 80
packet-tracer input inside ipip 31.1.1.6 32.1.1.6 udp 1.1.1.1 1234 2.2.2.2 80
packet-tracer input inside ipip 31.1.1.6 32.1.1.6 icmp 1.1.1.1 8 0 2.2.2.2

BE O tep/udpficmp /X7 > b

packet-tracer input inside tcp 1.1.1.1 1234 2.2.2.2 80
packet-tracer input inside udp 1.1.1.1 1234 2.2.2.2 80
packet-tracer input inside icmp 1.1.1.1 8 0 2.2.2.2

ciscoasa(config)# show capture inside

12:10:37.523746 31.1.1.6 > 32.1.1.6: gre: 1.1.1.1.1234 > 2.2.2.2.80: S
2145492151:2145492151(0) win 8192

12:10:37.623624 31.1.1.6 > 32.1.1.6: gre: 1.1.1.1.1234 > 2.2.2.2.80: wudp O
12:10:37.714471 31.1.1.6 > 32.1.1.6: gre: 1.1.1.1 > 2.2.2.2 icmp: echo request
12:10:37.806690 31.1.1.6 > 32.1.1.6: ipip-proto-4: 1.1.1.1.1234 > 2.2.2.2.80: S
1501131661:1501131661(0) win 8192

12:10:37.897673 31.1.1.6 > 32.1.1.6: ipip-proto-4: 1.1.1.1.1234 > 2.2.2.2.80: udp O
12:10:41.974604 31.1.1.6 > 32.1.1.6: ipip-proto-4: 1.1.1.1 > 2.2.2.2 icmp: echo
request

12:16:14.957225 1.1.1.1.1234 > 2.2.2.2.80: S 2091733697:2091733697(0) win 8192
12:16:15.023909 1.1.1.1.1234 > 2.2.2.2.80: udp O
12:16:15.090449 1.1.1.1 > 2.2.2.2 icmp: echo request

GRE B X OV IPinIP 734 » L. TCP/UDP/ICMP & =1 — FIREZ ] L CF o — R & v  NER -8
Ty heERRLET,

KOFNE. ZDa~<y ROBHIZRHTIELREZRL TCWET, Kaey 7T238H07a s <
LH T B FINTHAEDORE R (R TE S . BNV X —5 v FASA DY U —AFKZ N—F
VT ETNV EBLWNASLR AEY DT XX MEEAX ¥ 7T ¥ SN TERIN, Ry 7T5
BITOE S ILERHICLET,

ciscoasa(config)# capture gtp_drop type asp-drop inspect-gtp

ciscoasa(config)# show capture gtp_drop [trace]

Target: SSP

Hardware: FPR4K-SM-12

Cisco Adaptive Security Appliance Software Version 9.13.1
ASLR enabled, text region 55cd421df000-55cd47530ea9

1 packets captured

1: 15:55:58.522983 192.168.108.12.41245 > 171.70.168.183.2123: wudp 27 Drop-reason:
(inspect-gtp) GTP inspection, Drop-location: frame 0x000055cd43db4019 flow (NA)/NA

ciscoasa(config)# show capture gtp_drop trace detail
Target: SSP

Hardware: FPR4K-SM-12

Cisco Adaptive Security Appliance Software Version 9.13.1
ASLR enabled, text region 55cd421df000-55cd47530ea9

1 packets captured

1: 15:55:58.522983 0050.56b0.bd99 5057.a884.2beb 0x0800 Length: 69

192.168.108.12.41245 > 171.70.168.183.2123: [udp sum ok] udp 27 (ttl 64, id 53384)
Drop-reason: (inspect-gtp) GTP inspection, Drop-location: frame 0x000055cd43db4019 flow
(NA) /NA
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BHEa< N

a<w R

B!

capture

NRry N A=w 740 TBIORy N BEEDOYY 315 D7=8
Wy b Xy ST v R A R2—T NI LET,

clear capture

v T Fv Ny 777 VT LET,

copy capture

¥y 7Ty TrA N EYF—NZar—LET,
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show chardrop

UTIN ar Y= Ray 7 ENELTFORERRT 5121, FiHE EXEC E— R C show
chardrop =~ > RZMH L E7,
show chardrop

WX DN

Zoavwy NIEBIEERIZF—U—RIIH Y A,
57V b

77 4N FOBERHEITH D FHEA,

a<v s FE—F

WORIZ. a~ REANTESE—FEeRLET,

T7AT UH4—
TR EFX2VT4 aVTHRXL
< VT
[NV SN avF R
vy FE-F N—F v K | FTLYyh |[vvZn (&b ST A
*#*@ EXEC . iﬁﬁﬁ . jﬁﬁg ° ;#;S ° i#;g o §#E§
= NgHE yy—= ERNE
7.2(1) Ty RREMENE L,
2l

IZ . show chardrop =~ > ROz~ L £,

ciscoasa# show chardrop
Chars dropped pre-TxTimeouts: 0, post-TxTimeouts:

0
BEa< R

a<v R

gﬁl(l

B
B OEWMER E

Ax A

show running-config

FRRLET,
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show checkheaps

X DN

F7 %V b

a<v s RFE—F

checkheaps (2 B9~ 2 #dH 1 &2 £/~ 5 1I21%. K54 EXEC & — R T show checkheaps ==~ > K%
FERLET . Fzv e =712, t—7 AFY Ny 77DEFEBINa— FEEOZ2MES
RAET 2 MR 7o v A TH(FEAF I v 7 ARV IV AT L b—7 AT VHEENLEID Y
THonET),

show checkheaps

Zoavwy NIEBIEERIZF—U—RIIH VY A,

77 4V FOBIERLHEITH D FHE A,

WORIZ. a~ REANTESE—FEeRLET,

TZ7AT VA=V
E—F X274 aTXFAL
%
rZ7 AR aryrx
a<w v RE—F V22l Va2 SNV S VAT A
¥#HE EXEC o XIS o XIS o X |— o XIS
v N Jy—2 EHENE
7.0(1) Zoawy RBEMENE L,
il &1Z . show checkheaps =~ > RO 1l 2R L 7,

ciscoasa# show checkheaps

Checkheaps stats from buffer validation runs

: 42 secs
: 0 millisecs

Time elapsed since last run
Duration of last run

Number of buffers created : 8082
Number of buffers allocated : 7808
Number of buffers free : 274

: 43570344 bytes
: 87000 bytes

Total memory in use
Total memory in free buffers

Total number of runs : 310
BEa~< R gy R =4 B
checkheaps checkheap DHEFEHIFR 25 E L £
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# |

a<v v FE—F

|
show checksum
a7 4 K2l —rarDF =y IV AEERTHITIEL. EiME EXEC £ — K T show checksum
a~vr RefHALET,
show checksum
O TOawy NIZIEEIEELIETF—TU—-REIHD EFEA,
T 7 4V b TDavwy RIIE. T 74NV IERERDH D /A,

WORIZ. a~ REANTESE—FexRLET,

TZ7AT TF—)V
£—F X2V T4 aALTFER R

< JVF
FF AR arrFx
a<wy RE—F N—Fv R |TVvvyhs (VI |RB AT A

FiHE EXEC o I o X o XIS o XK |—

a< v Nk

JY—= EEAR

FEREOTA RS

A

7.2(1) Zoawy RMBEMEnE L,

show checksum 2=~ F&HAT AL a7 4 FaLb—v g v ONEOT VXL < —L
LCHEBET B4 0D N—T D16 EEEFRRTEET , Z2OF =y 7 LANRFHEINDIDF, =
V74X 2= arE T Ty AT VITEAT DS L EDORTT,

show config =~ > K % 721% show checksum =~ > RO TF = v 7B LOFNT K hLA
RRINTEHAE. ZOHNT EFEOa Ly 7 4 Fab—a UVtARIARETLITEZIALE— RO
A= R L TVWET(ASA DT T v va N=T7 4 aVPbDFmHcsr K7
Ty a N=T 4 a r~DEZALE) T ASA PEIETT TITHEA SN TV DR, Iy
7 o7 L TWAEDLIFTlE NI & xR LET, 2D A v&— L, I'system processing, please
wait] A v E— I TV ET,

WIZ. Ay 7 4 FXal—2alE 3 Foyv V22 RR3TH0%2R7LFET,

ciscoasa(config)# show checksum
Cryptochecksum: 1a2833c0 129ac70b 1a88df85 650dbb81
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show chunkstat

T 7 BT A REHE R 2 KT 21213, B EXEC & — K C show chunkstat =~ > K% fifi
)EH L\ij_o

show chunkstat

HX DA ZOavwy FIESIBELITF—U—RNIbY £HA,
P W T 7 a0 F OBEREILS D EE A

a<w v RKE—FK WORIIZ. a~ REANTESE—FexRLET,

TZ7AT U F—IV
T—F X2V T 4 ayTFHAB
< IIVF
AR =V
avy RFE—F N—Ty N TV h (YT (RAb VAT A
¥#HE EXEC o XIS o XIS o X |— o XIS
o< RERE yy—2 EHENE
7.0(1) o<y RpBEMEnE L,
il I F ¥ o7 ICElT 2EHERE R~ T 202~ LET,
ciscoasa# show chunkstat
Global chunk statistics: created 181, destroyed 34, siblings created 94, siblings

destroyed 34

Per-chunk statistics: siblings created 0, siblings trimmed 0

Dump of chunk at Oledbdcc, name "Managed Chunk Queue Elements", data start @ 0ledbd24, end
@ 0leddc54

next: 0leddc8c, next_sibling: 00000000, prev_sibling: 00000000

flags 00000001

maximum chunk elt's: 499, elt size: 16, index first free 498

# chunks in use: 1, HWM of total used: 1, alignment: 0

Per-chunk statistics: siblings created 0, siblings trimmed 0

Dump of chunk at 0leddc8c, name "Registry Function List", data start @ 0Oleddea4, end @
0lede348

next: 0lede37c, next_sibling: 00000000, prev_sibling: 00000000

flags 00000001
maximum chunk elt's: 99, elt size: 12, index first free 42

# chunks in use: 57, HWM of total used: 57, alignment: 0
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HEa< R a<w K B
show counters Ta hav A2y T By ERRILET,
show cpu CPU OEALRILICBE T D1 HmaE R~ L E T,
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show class

7T AZED Y ToNa T XA N EFERT DI EXEC £ — KT show class =2~

RzfHLET,

show class name

WX DN

F 7 %)V b

a<v s RKE—F

name

20 LFETCOXFHTLAEERTE LET . T 74NV 7T AERRT
HIIE. 4R LT default & A S LET,

T 74N N OBERHIEH D R A,

WDOFIZ, a~w REAJTESE—RRERLET,

T7AT U+ —IV
T—F X2V T4 2V TFRAL
< J)VF
b T VAR T X
a<wv RE—F N—Fy RN |TVvrbh | Fr | RAb AT b
i HE EXEC o Xt o Xt |— — o Xt
o< RERE yy—2= EEAK
7.2(1) Ioawy RREBMENE LT,
l K IZ . show class default =~ > RO HZR7 L F9,
ciscoasa# show class default
Class Name Members D Flags
default All 1 0001
BEax< R awv R A
class VY —2 75 2%FELET,

clear configure class

I3 2 a7 4Xal—arEIUTLET,

context

X274 a2 TXFAMERELET,

limit-resource

77 ADY Y —AHIREBE L £,

member

AUTFXFANEY V—R 75 RZE DY TET,
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aw RS T+
JU Bk

a<wy RKNE—F

|
show clns
IS-IS ® Connectionless Network Service (CLNS) & & £/~ 3 5 121X, ¥4 EXEC £ — F T show
clns 2~ FEMHLET,
show clns {filter-set | interface [interface_name] | is-neighbors [interface_name] [detail] |
neighbors [areas] [interface_name] [detail] | protocol [domain] | traffic [since {bootup |
show}]}
XD =7 (A7 a2 »)CLNS v v F = U 7R 2 RoR L E7,
T—r T o7 T— R T v 7LD CLNS 7’1 b a VisHE#RE £ LET,
detail (A7 a )Pk AT LCEEMS TNV T ERRLET
)TV RIE P~V —FrRPRtInE 7,
domain (723 )CLNS RAAL v DNA—F 427 Fua hal FatvxfF
HwERRLET,
filter-set CLNS 74 V¥ &y hERRLET,
interface CINS A v Z—T 2 ZADAT —H AL HRELEFRLET,

interface_name

BV v A —T oA AL ER/ELET,

is-neighbors

IS FA N—BEERERER R LET, A NN— = MU IR BE SN T
WA Y TS CTY—hbENET,

A N— T2 K VAT AES) Tk AT A(AS)  BILO~ LT FARr VKA
Intermediate System-to-Intermediate System (M-ISIS) k£ /X — % KR L
9,

protocol CLNS V—F 4 v 7 Fu b= Fuv 2 ff@afnr LET, bl b
H2ODN—F 4T FTutA LU 1 BILORLVAUL 2 BNEITIELE
L.EBIZZVWEAELHD £7,

show Z D show 2~ REFEHBICHEH LZLIEO CLNS 7' a b 2 L#E 5
WEFRTILET,

since (FFva)T— T v 7L £7213 2 O show 2< 2 REEKZIC
L7V 002 CLNS 71 k a UieHE e R L £,

A 4 ZDON—HA N LT CLNS X7y b EUAKNLET,

T 7 4 F OBEREIZH Y A,

ROKIZ, A~ FEANTELHEF—RFE2RLET,

TZ7AT UA—)IV
T—F X2 UTF 4 aryTFTHRBE
< VT
AR =
a<w RE—F N—FTv N |7V h P/ 2R AT A
¥EHE EXEC o XS |— o i o N |—
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a< v Rk

JYy—2=

EEAR

9.6(1)

Zoawy RNBEMENE L,

FEREDOTA KT
AV

4l

ZDa~<r RIZIS-IS @ CLNS E#HA R < LET,

LUF O H )T,

TANE By "BRROa~ RTEREINTZHLDEREL TWET,

ciscoasa(config)# clns filter-set US-OR-NORDUNET 47.0005...
ciscoasa(config)# clns filter-set US-OR-NORDUNET 47.0023...
ciscoasa(config)# clns filter-set LOCAL 49.0003...

&Iz . show clns filter-set ==~ > FOH 2~ L E1,

ciscoasa# show clns filter-set

CLNS filter set

permit 47.
permit 47.

CLNS filter set

permit 49.

US-OR-NORDUNET
0005. ..
0023...

LOCAL

0003...

WIC.h—27 2 VDo TBLIRUTA A F—T A4 ZADFEHREZE 5 show clns interface =
~v ROl EZr~LET,

ciscoasa# show clns interface
GigabitEthernet0/1 is up, line protocol is up
Checksums enabled, MTU 1500
ERPDUs enabled, min. interval 10 msec.
DEC compatibility mode OFF for this interface
Next ESH/ISH in 0 seconds
Routing Protocol: IS-IS
Circuit Type: level-1-2
Interface number 0x0, local circuit ID 0x1
Level-1 Metric: 10, Priority: 64, Circuit ID: c¢2.01
DR ID: c2.01
Level-1 IPv6 Metric: 10
Number of active level-1 adjacencies: 3
Level-2 Metric: 10, Priority: 64, Circuit ID: c¢2.01
DR ID: c2.01
Level-2 IPv6 Metric: 10
Number of active level-2 adjacencies: 3
Next IS-IS LAN Level-1 Hello in 1 seconds
Next IS-IS LAN Level-2 Hello in 1 seconds

# 4-30 show cins interface 7 1 —/L

TA4—IVF A

GigabitEthernet0/1 is up, line protocol is up AVEBE—T 2 A ANT v T . I942 7a b
ANNT v T THDHIIEERLET,

Checksums enabled AR—=TNEZITT 4 =T VI TEET,

MTU R RAGEHAL (MTU) D% A2 H 5871, =
DA LB =T 2 A ZAD/RT Y MIHT DK
YA XTI,
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Z 4-30 show clns interface D7 ¢ —/L F(#EZ)

TA4—IVF A

ERPDUs Error Protocol Data Unit (ERPDU) ™4 I B4
HEMERRLET  AX—TAERET «
=T NI TEET A X =T NVOLE FBE
SNTHEFEED DHEBRICEEFEINETA,

RDPDUs Redirect Protocol Data Unit (RDPDU) DAk iz

BT 2aEHREEZRLET A X =TV E1T
TAE—TNZTEET A X =T ILVOEA,
BESNZMREE Y bEBICERFEINLER
ho7 RLVA AT INAX—=TNLDGAE Y X
AV FBRT RLA A7 TEEINET,

Congestion Experienced

CLNS W oOlFERHE Yy 24 12T 50
MERLET, T 74/ MI.F2—HNIZ 48
Ty NEBAXAENT Yy NRHAGEICIO
By bR A 20 FT,

DEC compatibility mode

Digital Equipment Corporation (DEC) A_#t73 A
AX—=TNMNEIPERLET,

Next ESH/ISH

wHx K A7 A(ES)hello F 7213 ks
27 A (IS)hello WD Z DA VX —T =4 R
R EEINTE=rE R L ET,

Routing Protocol

DA VHE =T 2 A ANFETHZY T HU R
FLET . BE A EZ—T A AT 1DODO=x
UT DOIRITEELET,

Circuit Type

A EBE =T 2 A APRB =)V )V—T T
(L L 1) mUT —TF 4 7 (L~ 2),
Fliie—AINrBIOR YT v—FT 4T
(L IR L TERESINTWDNE S
MERLET,

Interface number, local circuit ID, Level-1
Metric, DR ID, Level-1 IPv6 Metric, Number of
active level-1 adjacencies, Level-2 Metric, DR
ID. Level-2 IPv6 Metric, Number of active level-2
adjacencies, Next IS-IS LAN Level-1, Next IS-IS
LAN Level-2

Hefth D—# D 7 ¢ —/b FiX, Intermediate
System-to-Intermediate System (IS-IS) (2B %
WA FRLETISIS TR LT Lr 18
KT~ 2 A MY v o Faxs o [\
ID.BLXOT 7T 47 LV T BLOL~L
2 BREEBIR B R E S L E T,

BFD enabled

BFD A v Z—7 = A ATA X —7 LT,

12 . show clns is-neighbors =~ > KO 1B %R L E7,

ciscoasa# show clns is-neighbors

System Id Interface State Type Priority Circuit Id Format
CSR7001 inside Up L1L2 64/64 ciscoasa.01l Phase V
CSR7002 inside Up L1L2 64/64 ciscoasa.0l Phase V
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£ 4-31 show clins is-neighbors = ¢t —/L F

TA4—IVF A

System Id VAT AD ID fHE,

B =Tz A A |(N—EBPBEINBEA L EZ—T AR,

bN BEEEIREE, Up 38 & O Init 234RHEE T, show clns neighbors DA 2 &M L
TLIE&EW,

AT L1.L2. B8 L O'LIL2 % A 7 OB, show clns neighbors O] % 2 L
TLEEW,

TIAFTIT 4 BE R A N—=0NT RRXF AL ZLTWBIS-IS TI9AF VT (oA v F—
Tz A ADEISIS L —HIZH L TIHRL T 744V T 4 OFEWDFA
N—m@®IENE T,

Circuit Id FEEISAS L —F DN A v Z—T = A AT H DDA N— DRk,

X FAN=NT =— X V(0OSI) £ 72157 = — X 1V (DECnet) B D
TNThHHINERLET,

& Z . show clns is-neighbors detail =~ > FOH /1 & R L £,

ciscoasa# show clns is-neighbors detail

System Id Interface State Type Priority Circuit Id Format
CSR7001 inside Up L1L2 64/64 ciscoasa.01l Phase V
Area Address(es): 49.0001
IP Address(es): 1.3.3.3*

Uptime: 00:12:49
NSF capable
Interface name: inside

CSR7002 inside Up L1L2 64/64 ciscoasa.01l Phase V
Area Address(es): 49.0001
IP Address(es): 20.3.3.3*%

Uptime: 00:12:50
NSF capable
Interface name: inside

RIZ . show clns neighbors detail =~ > RO HH R L E T,

ciscoasa# show clns neighbors detail

System Id Interface SNPA State Holdtime Type Protocol
CSR7001 inside 000c.2921.ff44 Up 26 L1L2

Area Address(es): 49.0001

IP Address(es): 1.3.3.3%*

Uptime: 01:16:33
NSF capable
Interface name: inside

CSR7002 inside 000c.2906.491c Up 27 L1L2
Area Address(es): 49.0001
IP Address(es): 20.3.3.3%*

Uptime: 01:16:33
NSF capable
Interface name: inside
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12 . show clns neighbors =~ > RO H #i %7~ L £9,

ciscoasa# show clns neighbors

System Id Interface SNPA State Holdtime Type Protocol
CSR7001 inside 000c.2921.ff44 Up 29 L1L2
CSR7002 inside 000c.2906.491c Up 27 L1L2
£ 4-32 show clns neighbors D=7 .t —/L' F
74—V FiEA
System Id TUTHNOYAT LZ@INT 5 6 /34 MH,
A BE—=T AR VAT ADFEBTA S —T =2 AL,
SNPA YT xRy N =TGR, ZET—% Vo7 TR AT,
/NS ES.IS. F 72 1% M-ISIS DIk HE,
e Init: AT LXK IS TUS-IShello A v —I 2L TWET,
IS-IS %, R A N—ZBEEEARIC RN E R LET,
o Up:ES F7IXIS BNENERRETHD EMEL TWET,
Holdtime ZOBEBEGRT S P Y REA LT T TS5 ETOREK,
2 A7 BERZRIR D X A 7 RN EN D AREMED H AT D LB Y T,
o ES:T R AT ABEHEEIGRAN BS-IS 712 h 2L &4 LT &
N FEEMICRESNE L,
o IS:/L— & BEEEEAMEM EBS-IS 71 ha L&A L THRH S0,
FTHEICERESINE L,
o M-ISIS: /L — % BEHEEER N .~ L F h AR P IS-IS 71 h 2 L&A}
LCHEINE L,
e L1:L~UL 1 )b—F 4 v T DHD)N—F R,
o LIL2:L~UL 1 BLIRLV 2 V—TF 4 T DN— X BEERER,
o L2: L2 OHDN— X BB,
Protocol MR A EE SN ha L @i han J— AL,

ES-IS.IS-IS.ISO IGRP. Static, DECnet. 3 X O} M-ISIS T,

%12 . show clns protocol =~ > ROl ZRL £7,

ciscoasa# show clns protocol

IS-IS Router
System Id:

0050.0500.5008.00

IS-Type: level-1-2

Manual area address(es):

49.0001

Routing for area address(es):

49.0001

Interfaces supported by IS-IS:

outside - IP
Redistribute:
static

RRR level: none

Generate narrow metrics:

Accept narrow metrics:
Generate wide metrics:
Accept wide metrics:

(on by default)
Distance for L2 CLNS routes:

110

level-1-2
level-1-2
none
none

Sawr K
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&Iz . show clns traffic =~ > FOH 2R L £,

ciscoasa# show clns traffic

CLNS: Time since last clear: never
CLNS & ESIS Output: 0, Input: 8829
CLNS Local: 0, Forward: 0
CLNS Discards:
Hdr Syntax: 0, Checksum: 0, Lifetime: 0, Output cngstn: 0
No Route: 0, Discard Route: 0, Dst Unreachable 0, Encaps. Failed:
NLP Unknown: 0, Not an IS: 0
CLNS Options: Packets 0, total 0 , bad 0, GQOS 0, cngstn exprncd 0
CLNS Segments: Segmented: 0, Failed: 0
CLNS Broadcasts: sent: 0, rcvd: 0
Echos: Rcvd 0 requests, 0 replies
Sent 0 requests, 0 replies
ESIS(sent/rcvd): ESHs: 0/0, ISHs: 0/0, RDs: 0/0, QCF: 0/0
Tunneling (sent/rcvd): IP: 0/0, IPv6: 0/0
Tunneling dropped (rcvd) IP/IPV6: O
ISO-IGRP: Querys (sent/rcvd): 0/0 Updates (sent/rcvd): 0/0
ISO-IGRP: Router Hellos: (sent/rcvd): 0/0
ISO-IGRP Syntax Errors: 0

IS-IS: Time since last clear: never

IS-IS: Level-1 Hellos (sent/rcvd): 1928/1287
IS-IS: Level-2 Hellos (sent/rcvd): 1918/1283
IS-IS: PTP Hellos (sent/rcvd): 0/0

IS-IS: Level-1 LSPs sourced (new/refresh): 7/13
IS-IS: Level-2 LSPs sourced (new/refresh): 7/14
IS-IS: Level-1 LSPs flooded (sent/rcvd): 97/2675
IS-IS: Level-2 LSPs flooded (sent/rcvd): 73/2628
IS-IS: LSP Retransmissions: 0

IS-IS: Level-1 CSNPs (sent/rcvd): 642/0

IS-IS: Level-2 CSNPs (sent/rcvd): 639/0

IS-IS: Level-1 PSNPs (sent/rcvd): 0/554

IS-IS: Level-2 PSNPs (sent/rcvd): 0/390

IS-IS: Level-1 DR Elections: 1

IS-IS: Level-2 DR Elections: 1

IS-IS: Level-1 SPF Calculations: 9

IS-IS: Level-2 SPF Calculations: 8

IS-IS: Level-1 Partial Route Calculations: 0
IS-IS: Level-2 Partial Route Calculations: 0
IS-IS: LSP checksum errors received: 0

IS-IS: Update process queue depth: 0/200

IS-IS: Update process packets dropped: 0

Z 4-33 show cins traffic © =7 1 —/L F

74— K B

CLNS & ESIS Output | Z D/L—Z N[ L7237 v b O/,

AH ZDON—ENZAG LTy b DA,

CLNS Local TON—FIZE o TERSINT NNy MgEY A NLET,

Forward

CON—=ENEEE LAy AR Y A M LET,

CLNS Discards

CLNS WEFEE LIy b ZOREFEHBEZ IV AN LET,

CLNS Options

CLNS X7 > FNTR OS> 47varw ) AN LET,

CLNS Segments

T A MEEnT= ATy FOE Ty N A METE R
Mol=Z LIk o TRELEEEN A A LET,
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Z# 4-33

show clins traffic ® 7 7 —/ F(#EZ)

74—V K

B!

CLNS Broadcasts

EEZEENTZCLNS 7r— RE¥ ¥ X oz ) 2 M LET,

Echos

ZEINTcZa—ERTy bz a—tE Ty hoE Y X b
LET,ZD7 44—/ ROHADITIZIE EE SN o o o —F RN
Ty bz a—gE ATy hOBaE ) AP LET,

ESIS (sent/rcvd)

EZEINT-T 2 F 225 A Hello(ESH) . Ffk 25 A Hello(ISH) .
BLOUVXAS VY FoEVANLET,

ISO IGRP

%5215 S 7= 1SO Interior Gateway Routing Protocol (IGRP) 7 = J —
BLUOEH O AL R LET,

Router Hellos

EZEENT- ISO IGRP /L—#Z hello X7 > FO AR R LET,
IS-IS: Level-1 hellos EZEENTZ UL 1IS-IS hello X7 v O AEFERLET,
(sent/rcvd)
IS-IS: Level-2 hellos EZEINTEZLUL 2 DIS-IS hello X7y hO¥AEFRFLUET,
(sent/rcvd)
IS-IS: PTP hellos YUTNA D7 BB LTCEZEINTZRA Y N —KRA > FDIS-IS
(sent/rcvd) hello /8% v k¥ & Fam LET,
IS-IS: Level-1 LSPs EZEINELVTIDY I ATF—h Fa bal F—F 2=y b
(sent/rcvd) (PDU) O & FR L ET,
IS-IS: Level-2 LSPs EZEINEZLL2DY 7 AT — K PDUOEAERRLET,
(sent/rcvd)

IS-IS: Level-1 CSNPs
(sent/rcvd)

EEZAE S 472 UL 1 Complete Sequence Number Packet (CSNP) D%k
rRAFLET,

IS-IS: Level-2 CSNPs
(sent/rcvd)

EZEEINZL_L 2 D CSNP O EFERLET,

pall

IS-IS: Level-1 PSNPs
(sent/rcvd)

%25 & 7= L ~UL | Partial Sequence Number Packet (PSNP) D % 32
R~LET,

IS-IS: Level-2 PSNPs
(sent/rcvd)

EZFEENTZ LUV 2 O PSNP O &R R LET,

IS-IS: Level-1 DR
Elections

LoUL | OFREN—F OBEDMTONZEEEF R LET,

IS-IS: Level-2 DR
Elections

LUL 2 DIRTEN—HF DBETE D TONZREEFRLET,

IS-IS: Level-1 SPF
Calculations

LoL 1 DEE /S AESE (SPE) Y U — N HE SR R R L ET,

IS-IS: Level-2 SPF
Calculations

L~UL2 D SPEY Y —RN#HE INZREEERLET,
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advertise passive-only

Ry T A B =T 2 A RET RREZAXTHIIITASA ZHEL
e

area-password

IS-IS = U 7RG SA T — RZREL £,

BAEx—

IS-IS DFRBGEE 7' v — "V THZ LET,

authentication mode

T — LR IS-IS A VA K v AR LT IS-IS N7 v T &
%)nqu:E*‘ ]‘0)57/])7%11: Ebi—a«o

authentication 7u—Aw&mB4/x&/xfi%ﬁéhé@ﬁfmﬁw
send-only IS-IS /X7y N COHRFBIENFITEIND LI ITHELET,
clear isis IS-IS 7 — 4 t&E% 7 V7 LET,

default-information
originate

S-ISV—FT 4> 7 RAALL~DF TV s b— EERLET,

distance

IS-IS 7 Fa VX WEREINZLV—MIEDY T DT K=
ARNL—F 4T T4 RAX L AEERELET,

domain-password

IS-IS RAA VIR AT— REHZELET,

fast-flood

IS-ISLSP R 7 iz B L H IR EL £77,

hello padding

IS-IS hello 2 7 /L MTU ¥4 RITHREL X,

hostname dynamic

IS-IS XA F X v RAMKEZADICLET,

ignore-lsp-errors

WEF = v 7 h =5 —DdH 5 IS-IS LSP #5215 L= A1 LSP %
N—=TFTBH5OTIHRERT S K512 ASA %7 ELiT

isis adjacency-filter

IS-IS BEHEBIR OFESL 2 7 4 LV ZFR L £,

isis advertise-prefix

ISISA v Z—T 2 A4 AT LSPT RARZ A4 XA F&fH L Tkt
DFy FNT—TDIS-IS LT 4w T AET AR AL XLUFET,

isis authentication key

4V&_7I4xz:j¢ﬁ—éutuuﬁ%ﬁfﬂ L/i‘a—o

isis authentication
mode

A B =T 2 A AT LI AV AZ AR LTCIS-IS 237 > kT
é*bz)nunft:&% }‘0)57/])7%11: ﬁbif

isis authentication
send-only

AR SN D (5 TRARISIS /37y MK L TORGILE FATT
LR A F=—T oA ATLDISISA U AZ A ERELET,

isis circuit-type

IS-IS THEM SN L HHEMRO XA 72HELET,

isis csnp-interval

Tu—FREY AN A F =T =2 A ETEHAIIC CSNP /3T v B3
EESNOHEEZRELET,

isis hello-interval

IS-IS 72%:##5E L C hello X7 v A EETHRHIOEIEZHELET,

isis hello-multiplier

FAN—RRIEE T2 LN TE S ISIS hello /34 v MO i K % 5
FELET REE INTERry MR ZOEAB 25 & ASA 1T
WAL TWDHEEFLET,

isis hello padding

IS-IShello A > Z—T = A AT, D7)V MTU A4 RICHELET,

isis Isp-interval

A H =T 2 A AT L ORI D IS-IS LSP 513 M D BB LM [ % 5% &
L/ij‘o

isis metric

SIS A RY v 7 DEEFEELET,

isis password

AV B =T 2 A ZADTFFFNRNAT— FE2HRELET,

isis priority

A H =T 2 A ATOREENTZASAD T T A F VT 4 HRELET,

isis protocol shutdown

A H =T 2 A AT LIZISIS 7 ha L EEHICLET,

isis
retransmit-interval

A B —T 2 A A LD IS-IS LSP OHEEM OB ZHEL £7,
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isis

retransmit-throttle-int

A B =T 2 A A FDFKIS-IS LSP OFEEM OB ZHEL £7,

erval

isis tag IP L7 4y 7 AP LSPICHIASNIZE SN2 A 7 — T = A AITHK
ESNZIPT FLRICH 7 HFRELET,

is-type SIS V=T 4> 7 Tuk ZADON—T 4 7 LoyLzE Y B TET,

log-adjacency-changes

NLSP IS-IS BB MM AT — "2 B H (T v 7 E T L v V) T 5K
WCASADRa T XA o —V AR TEAL91CLFET,

Isp-full suppress

PDU R 7 Wil oz L 2l il Endsrv— b EFRELET,

Isp-gen-interval

LSPARDIS-IS Avy N T HDAZ~vA X LET,

Isp-refresh-interval

LSP O HFrflba 2 a & L £9,

max-area-addresses

IS-IS = U 7 OBMOFET FLAZFRELET,

max-lIsp-lifetime

LSP NEH SN TIZ ASA DF — X N— AN THREE SN 5 i K %
HELET,

maximum-paths

IS-IS D~ LVFRAa—KR =TV THRELET,

metric

FTRTODIS-AIS AV HZ—T oA ADA RN w7 fliE 7 a— LI EHE
Li‘g—o

metric-style

HHAZA N ES BLIOMEF 7Y =2 F(TLV) 248 L . TLV O %
BT AND LI IS-IS B LT\ 5 ASA 2R ELET,

net

N—F 47 Frut 2D NET #6FE LE 7,

passive-interface

Ry T A B =T AERELET,

prc-interval

PRCDISIS 2y Ny v 7% AZ~A X LET,

protocol shutdown

A H =T A A LETCHBEREBREEHRLTLSP 7 —4X—2% 7
TTHIENRTERWEHITISIS 7 baila s a— )L CHEYC
l_/ibg‘o

redistribute isis

BRZ L~ I D L 2 ~ E7-E LU0 2 0B Loyl 1~ IS-IS
J— N BEAALET,

route priority high

ISISIP 7'V 7 4 w7 AINA TITAF VT 4 ZFID Y TET,

router isis

IS-ISV—T 4 v T A F—T VI LET,

set-attached-bit

Lyl 1 & Lo 2 DL — & 28 Attach By FERTETHLERH
LGB ORI ERELET,

set-overload-bit

SPFHEOFREIA y 7L L THEATERWZ L &2 o/ —Z 1Z@ad
HEIITASA ZRELET,

show isis

IS-IS DfFHRE=FR L E T,

show route isis

IS-IS V— " &FE R LET,

spf-interval

SPF A D ISIS ARy b UL T hH AZ <A XLET,

summary-address

IS-IS DEKT KL A%/ER L E7,
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show clock

show clock [detail]

ASA ICHER % FRT 51213, = — % EXEC E— KR Cshowelock 2~ R&ZHLET,

X OHH

detail (EEZ)7ayy V—A(NTP i3 —F a7 4 Fal—33))

EBEDO HRFRIRE ((FIET D a) R LET,

F 7 %)V b

av v RKRE—F

T 7 4 OBIERMHITH D THE A,

ROKIZ, A~ FEANTELHEF—RFE2RLET,

TZ7AT Ut —IV
T—F X2V T4 2V TFRAL
< IVF
b7 AR a7

a<wv RE—F N—Fo K| TVvyh (Y |Rb AT b

= —# EXEC o X o X o X o X o &
o< NBE Jyy—2= EEANE

7.0(1) Zoavy RBBMESiE L,
il &Iz show clock =~ > RO Al ZRLET,

ciscoasa# show clock

12:35:45.205 EDT Tue Jul 27 2004

&2 . show clock detail =~ > NOH B EZR L E T,

ciscoasa# show clock detail

12:35:45.205 EDT Tue Jul 27 2004

Time source is user configuration

Summer time starts 02:00:00 EST Sun Apr 4 2004

Summer time ends 02:00:00 EDT Sun Oct 31 2004
BEa<w R o< R B!

clock set ASAD7 vy 7 FETHRELET,

clock summer-time HFMz R T2 AftodfiEEREL ET,

clock timezone FrE 28R e LE T,

ntp server NTP #— " ZfEL 7,

show ntp status NTP 7 Vi m—3a Vv DAT—H A%FRLET,
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|
show cluster
7T A2 BERDERT — 2 ETXE DM O Z FRT 5ITI1E . FriE EXEC £— R T show
cluster =~ > RZMH L E7,
show cluster [chassis] {access-list [acl_name] | conn [count] | context [context_name] |
cpu [usage] | history | interface-mode | memory | resource usage | service-policy | traffic |
xlate count}
HESC DA access-list [acl_name]l 77w A RV —Db v b W7 ZZRmLET HED ACL DA 7

UH BRRT BT acl_name E ANTILET,

chassis

Firepower 9300 ASA X = U7 4 EV 22— /LI OV T, Uy — D7
TR ERER R LET,

conn [count]

ERFPOHEHD. T X Thx2=y N TOEFHEFR 7L E T, count
X—T— REANTD L EREETRRRINET,

context [context_name]

SNFACTFAINE-RTOEF 2T 4 THRA T LM
W ZFR LET,

cpu [usage]

CPU Offi i REF R LET,

history

7 TR AL v F U TIEEEFR R LET,

interface-mode

JIGAE A BF—T 2 A A F— e LET (spanned £ 7213

individual) ,

rEY

VAT A AEVEHRR EOEREERLET,

resource usage

VAT AU Y—ALFHRNERRLET,

service-policy

MPF ¥ — ¥t 2 R o —#iEmEE R L ET,

FoFT7 407

N7 T4 v 7R ERE R R LET,

xlate count

BUEDEBIGMAE TR L ET,

avw s RTF7%

VI

a<v v FE—F

T 7 N OEERLEIZH D EH A,

WORIZ. a~ REANTESE—FexRLET,

T7AT U=V
T—F X2V T 4 aTFHAB
~I)VF
AV S o TR
IV RE-F N—Fy R |TLrybh | Zn | Rb SR A
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3~ NigEE JYy—2=x EHENE
9.0(1) Zoavy RpNBMSivE L,
9.4(1) service-policy ¥ — VU — RGBS E Lz,
9.4(1.152) chassis ¥ — U — R2GEME v E Lz,
9.9(1) context X — 7 — R2LBII S E L7z,
9.14(1) BREHINIESN, b T TNV a—T 4 V7 OFEMBNEREND K

IR E LT,

EREDHA KZ  show cluster info =~ > N335 X U\ show cluster user-identity =~ > FHE 2 LT 7Z S0,
A

il %z . show cluster access-list =~ > KO F1ffilZ 7 L £9,

ciscoasa# show cluster access-list

hitcnt display order: cluster-wide aggregated result, unit-A, unit-B, unit-C, unit-D
access-1list cached ACL log flows: total 0, denied 0 (deny-flow-max 4096) alert-interval
300

access-1list 101; 122 elements; name hash: 0xe7d586b5

access-1list 101 line 1 extended permit tcp 192.168.143.0 255.255.255.0 any eq www
(hitcnt=0, 0, 0, 0, 0) 0x207a2b7d

access-list 101 line 2 extended permit tcp any 192.168.143.0 255.255.255.0 (hitcnt=0, O,
0, 0, 0) Oxfedf4947

access-list 101 line 3 extended permit tcp host 192.168.1.183 host 192.168.43.238
(hitcnt=1, 0, 0, 0, 1) 0x7b521307

access-1list 101 line 4 extended permit tcp host 192.168.1.116 host 192.168.43.238
(hitcnt=0, 0, 0, 0, 0) 0x5795c069

access-list 101 line 5 extended permit tcp host 192.168.1.177 host 192.168.43.238
(hitcnt=1, 0, 0, 1, 0) Ox51bde7ee

access list 101 line 6 extended permit tcp host 192.168.1.177 host 192.168.43.13
(hitcnt=0, 0, 0, 0, 0) 0xle68697c

access-1list 101 line 7 extended permit tcp host 192.168.1.177 host 192.168.43.132
(hitcnt=2, 0, 0, 1, 1) Oxclce5c49

access-list 101 line 8 extended permit tcp host 192.168.1.177 host 192.168.43.192
(hitcnt=3, 0, 1, 1, 1) 0xb6£59512

access-list 101 line 9 extended permit tcp host 192.168.1.177 host 192.168.43.44
(hitcnt=0, 0, 0, 0, 0) 0xdcl04200

access-1list 101 line 10 extended permit tcp host 192.168.1.112 host 192.168.43.44
(hitcnt=429, 109, 107, 109, 104)

Oxcedf281d

access-1list 101 line 11 extended permit tcp host 192.168.1.170 host 192.168.43.238
(hitcnt=3, 1, 0, 0, 2) 0x4143a818

access-list 101 line 12 extended permit tcp host 192.168.1.170 host 192.168.43.169
(hitcnt=2, 0, 1, 0, 1) Oxbl8dfead

access-list 101 line 13 extended permit tcp host 192.168.1.170 host 192.168.43.229
(hitcnt=1, 1, 0, 0, 0) 0x21557d71

access-list 101 line 14 extended permit tcp host 192.168.1.170 host 192.168.43.106
(hitcnt=0, 0, 0, 0, 0) 0x7316e016

access-list 101 line 15 extended permit tcp host 192.168.1.170 host 192.168.43.196
(hitcnt=0, 0, 0, 0, 0) 0x013fd5b8

access-1list 101 line 16 extended permit tcp host 192.168.1.170 host 192.168.43.75
(hitcnt=0, 0, 0, 0, 0) 0x2c7dba0dd
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AP OERD . T X TO2=y FTOEFHBERRT HITIT RO LEBVITATLET,
ciscoasa# show cluster conn count

Usage Sumary In Cluster:*********************************************

200 in use (cluster-wide aggregated)
clz (LOCAL) :***********************************************************

100 in use, 100 most used

cll.******************************************************************

100 in use, 100 most used

EEa~ R a2 R A

show cluster info I ALERERR LET,
show cluster 7 ZAH 2—WID IFlb L O EHEREERLET,
user-identity
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show cluster info

75 AZIEREFRT HITIL B HE EXEC & — R T show cluster info =~ > F&2fH L E£9,

show cluster info [auto-join | clients | conn-distribution | flow-mobility counters | goid [options]
| health [details] | incompatible-config | loadbalance | load-monitor | old-members |
packet-distribution | trace [options] | transport {asp | cp [detail]} | unit-join-acceleration
incompatible-config]

X OHH

auto-join

(EE) —TEHRBE LRI TAX 2=y PRI T AXIZHEIW
WCHEZNT 50 E I N BLOBEERE(T A B RORHESCY ¥ —
DNNVAF oy JEERE)R I VT INEZNEINERLET,
= AKX ED > TV DS i =y FBRTTIZY
FGRAERNICHAGEE . ZDa~vy RTIIHAORFERENLERE A,

clients

(AT a )BT TAT L bOAR—=V g v EBFFLET,

conn-distribution

(AT a)r T AZNOEGE i EF I LET,

flow-mobility counters

(A7 3 )EID OBEIC 7 0 — A —F—OBENCET 5 R4 %
RLET,

goid [options]

(FF>aN)rZa—N"L F7oc27 FIDF—F_X—2 &R LET,
WROF T arndyE4,

classmap
conn-set
hwidb
idfw-domain
idfw-group
interface
policymap

virtual-context

health [details]

(ATvar)~VA =) U TTEREFERLE T, details F— U —
RiZ.on—hFE— K 2o bB—VDRBHMERRELET,

incompatible-config

(A7 a)BEOETa L T4 Fal—a DI ITRAEY 7L
H#MEDRWwa~wy RERRLET, Z0a~vr K. 7 FAX Y
A X =T NV T DRI B F T,

loadbalance

(FAFva)a— RS FEREPFRLET,

load-monitor

(AT al)ITAEAARNOD N T T 4y VA EETE=XLET, I
IR AR CPU & A Y DR Ny 77 Fa vy 77 En
BENET AWMPETEIHLEE.HVOa=y NBRAWMELETE 5
a2y b TG AX Y T FENTEBIT D0 AL v
FOu— RRT U T aRETANERINTE 9, 2 OREIE,

load-monitor =~ > RZHHA L TTF 74+ /L N TEINZ > TWET,

old-members

(T2 a )7 TAZDLURIDA Y N—%2FRLET,

packet-distribution

(AT a)yFAEONry Nyt FonR LET,
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trace [options]

(FFva)rI722 ) o THIEEY 2— A X b hL—RA%FK

RLET ROE T a rBNdb v £9,

o latest [number]: T HT D number DA X k& Fx L ¥ 9, number
I$ 1~ 2147483647 OHIPH T, 7 7 4/ F TIET X THRERRIN
7,

o level level: L X)L TAXRU b2 T 42 T LET, level 1T all,
critical, debug. informational, warning O\ 3 117> CT9,

e module module: €2 2 — NV TA XU N NET 4 NVEZY T LET,
module 13X ccp. datapath, fsm, general, hc, license, rpc. transport @
WFRNTT,

o time {[month day] [hh:mm:ss]} 8 E L= 721X B LV ETO
AN P EFRLET,

transport {asp | cp
[detail] }

(AT a)®D T AR— FEEOKHERERTILE T,

e asp:T — 4 T L—rD LT U AR— MEFHER,

o cp:arhu—)L FL—r T AR— MEEER,
detail ¥ — VUV — FZASTHL. 7T AL TEEEDENFT R
A=k 7u baroARERERIN NNy 7 rRar be—
VL= T oW ozt &Ny b Fa vy 7oRE
FRETEET,

unit-join-acceleration
incompatible-config

(473 2 > ) unit join-acceleration =~ > RAE N2> TV BHIFHE
(T 74N —HOFREa~ L NiX, 7 T AXGEEOmEm#EL & Bk
NHYEHA, I NLDa~vy RR2=y MIFETDIHA. 7 T AX
fEa O EEAEDB AN 2> T T H REDFHITHITRELE T, 7
T ALFEG O BB EBESE D120, EEEO R WEREEHIFRT S

WELR BV F T, BHMEO I W GE & KT 5 1213 show cluster info

unit-join-acceleration incompatible-config =~ > R & H L £,

avwrRTF7F
JV R

a<w s RKE—F

T 74N N OBERHIEH D R A,

WORIZ, a~ REANTEE—FERLET,

TZ7ATUF—IV
TR X274 aTHRRAL
~ VT
FZ AR avFH
AYRE-FR 2l A 2 P AT M
Fi#E EXEC o X o %I . w5 |— .
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o< v RIghE Jyy—2= ERAE
9.0(1) Zoawy RRNBMEnE L,
9.3(1) show cluster info health =~ > ROKEINI-EY 2 — /L DY R— |k
MBS E L,
9.5(1) HA M IDFEHRAHATBIMS L E L,
9.5(2) flow-mobility counters ¥ — 7 — RBM I E L7,
9.8(1) health details ¥ — 7V — R2uEN S E Lz,
9.9(2) auto-join ¥ — U — RN BIESNE L7,
9.9(2) transport cp O detail ¥ — VU — F2LEM S E Lz,
9.13(1) load-monitor % — 7 — 35 & O} unit-join-acceleration

incompatible-config % — 7 — R2BEM I E LTz,

FEREDODHA RS 72 a o Z2EELRWVWES show cluster info =~ 37 T A DARIEAT—F A 75
A AP A= A UNR—DAT—R Al & —i7e ) T AZEREFERLET,

WEtE# A2 7 U 73 5121 clear cluster info =~ > F&fEH L £,
show cluster =~ > KI5 X U show cluster user-identity =~ > KL B L T 7230,

%l &Iz . show cluster info =~ > RO O Z =L £,

ciscoasa# show cluster info
Cluster stbu: On
This is "C" in state SLAVE

ID : 0

Site ID : 1

Version : 9.5(1)

Serial No.: P3000000025
CCL IP : 10.0.0.3

CCL MAC : 000b.fcf8.cl92

Last join :
Last leave:

17:08:59 UTC Sep 26 2011
N/A

Other members in the cluster:

Unit "D" in state SLAVE
ID : 1
Site ID : 1
Version : 9.5(1)
Serial No.: P3000000001
CCL IP : 10.0.0.4
CCL MAC : 000b.fcf8.cl62

Last join :
Last leave:

19:13:11 UTC Sep 23 2011
N/A

Unit "A" in state MASTER
ID : 2
Site ID : 2
Version : 9.5(1)
Serial No.: JAB0815R0JY
CCL IP : 10.0.0.1
CCL MAC : 000f.£775.541e

Last join :
Last leave:

19:13:20 UTC Sep 23 2011
N/A

Unit "B" in state SLAVE
ID : 3
Site ID : 2
Version 9.5(1)
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Serial No.: P3000000191

CCL IP : 10.0.0.2

CCL MAC : 000b.fcf8.c6le

Last join : 19:13:50 UTC Sep 23 2011
Last leave: 19:13:36 UTC Sep 23 2011

& Z . show cluster info incompatible-config =~ > FOH /1 &~ L7,

ciscoasa(cfg-cluster)# show cluster info incompatible-config
INFO: Clustering is not compatible with following commands which given a user's
confirmation upon enabling clustering, can be removed automatically from running-config.
policy-map global_policy
class scansafe-http
inspect scansafe http-map fail-close
policy-map global_policy
class scansafe-https
inspect scansafe https-map fail-close

INFO: No manually-correctable incompatible configuration is found.

K IZ . show cluster info trace =~ > FOH %R~ L £4,

ciscoasa# show cluster info trace

Feb 02 14:19:47.456 [DBUG]Receive CCP message: CCP_MSG_LOAD_BALANCE

Feb 02 14:19:47.456 [DBUG]Receive CCP message: CCP_MSG_LOAD_BALANCE

Feb 02 14:19:47.456 [DBUG]Send CCP message to all: CCP_MSG_KEEPALIVE from 80-1 at MASTER

I ASA 5500-X T show cluster info health ==~ > KO H /142 R L £,

ciscoasa# show cluster info health
Member ID to name mapping:
0 - A 1 - B(myself)

0 1
GigabitEthernet0/0 up up
Management0/0 up up
ips (policy off) up None
sfr (policy off) None up
Unit overall healthy healthy
Cluster overall healthy

LR H 71215, ASA IPS (ips) & ASA FirePOWER (sfr) Di F DE Y 2 — VBT R INET, T
Vo —/L T LI ASA iEpolicy on] F 7z id Ipolicy off ]| I L TH—E R KR U —DNREINT-
MEI MR LET RICHZRLET,
class-map sfr-class

match sfr-traffic
policy-map sfr-policy

class sfr-class

sfr inline fail-close

service-policy sfr interface inside

FREOFEIC L Y ASA FirePOWER £ ¥ = — /L (Isfr]) (X[ policy on) & ForENEd .55 E
Va—nARN BB TTAK A AN—Tlupl MDA 2 N—TiEdown | F 72 1LNone | IZ72 > T
WABGE . EDEY a2 —/bNdown E72 o TWD AU N— T 7 TAXNLHRIIESNET 72720,
P—EA RV —BRESNTWRWEE 7 TAY A3 TAZNLRA S ERE
WNeFEY 2= )b AT —=F AT BV 2= VRETFTHLILEICOHRBEEL T,

CiscoASA V'V —X a<w R U777 LR Sawr



I ASA 5585-X T show cluster info health ==~ > KO H /4% R L £,

ciscoasa# show cluster info health
spyker-13# sh clu info heal
Member ID to name mapping:

0 - A(myself) 1 - B

01
GigabitEthernet0/0 upup
SSM Card (policy off) upup
Unit overall healthyhealth
Cluster overall healthyhealth

P—EA R —IZEY 2a— VE2RELTHAIE I policy on) & RSN ET —EX
RY—FRELRVGEIT EY 2 — RNy ¥y —UIFE L TH I Tpolicy off] & R S
NET,

& 1Z . show cluster info flow-mobility counters =~ > KO H /1l Z 7~ L F 9,

ciscoasa# show cluster info flow-mobility counters

EID movement notification received : 0
EID movement notification processed : 0
Flow owner moving requested : 0

&1iZ . show cluster info auto-join =~ > ROl ZR L £7,

ciscoasa(cfg-cluster)# show cluster info auto-join
Unit will try to join cluster in 253 seconds.
Quit reason: Received control message DISABLE

ciscoasa(cfg-cluster)# show cluster info auto-join
Unit will try to join cluster when quit reason is cleared.
Quit reason: Master has application down that slave has up.

ciscoasa(cfg-cluster)# show cluster info auto-join
Unit will try to join cluster when quit reason is cleared.
Quit reason: Chassis-blade health check failed.

ciscoasa(cfg-cluster)# show cluster info auto-join
Unit will try to join cluster when quit reason is cleared.
Quit reason: Service chain application became down.

ciscoasa(cfg-cluster)# show cluster info auto-join
Unit will try to join cluster when quit reason is cleared.
Quit reason: Unit is kicked out from cluster because of Application health check failure.

ciscoasa(cfg-cluster)# show cluster info auto-join
Unit join is pending (waiting for the smart license entitlement: entl)

ciscoasa(cfg-cluster)# show cluster info auto-join
Unit join is pending (waiting for the smart license export control flag)

show cluster info transport cp detail =~ > RIZOWTIZIKROH 12 S L T 72 &0,

ciscoasa# show cluster info transport cp detail
Member ID to name mapping:
0 - unit-1-1 2 - unit-4-1 3 - unit-2-1

Legend:
U - unreliable messages
UE - unreliable messages error
SN - sequence number
ESN - expecting segquence number
R - reliable messages
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RE - reliable messages error

RDC - reliable message deliveries confirmed

RA - reliable ack packets received

RFR - reliable fast retransmits

RTR - reliable timer-based retransmits

RDP - reliable message dropped

RDPR - reliable message drops reported

RI - reliable message with old sequence number

RO - reliable message with out of order sequence number
ROW - reliable message with out of window sequence number
ROB - out of order reliable messages buffered

RAS - reliable ack packets sent

This unit as a sender

all 0 2 3
U 123301 3867966 3230662 3850381
UE 0 0 0 0
SN l656a4ce acb26fe 5£839f76 7b680831
R 733840 1042168 852285 867311
RE 0 0 0 0
RDC 699789 934969 740874 756490
RA 385525 281198 204021 205384
RFR 27626 56397 0 0
RTR 34051 107199 111411 110821
RDP 0 0 0 0
RDPR O 0 0 0

This unit as a receiver of broadcast messages

0 2 3
U 111847 121862 120029
R 7503 665700 749288
ESN 5d75b4b3 6d81d23 365ddd50
RI 630 34278 40291
RO 0 582 850
ROW 0 566 850
ROB 0 16 0
RAS 1571 123289 142256

This unit as a receiver of unicast messages

0 2 3
U 1 3308122 4370233
R 513846 879979 1009492
ESN 4458903a 6d841a84 7Tbde7fa’
RI 66024 108924 102114
RO 0 0 0
ROW 0 0 0
ROB 0 0 0

RAS 130258 218924 228303

Gated Tx Buffered Message Statistics

current sequence number: 0

total: 0
current: 0
high watermark: 0
delivered: 0
deliver failures: 0
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buffer full drops: 0
message truncate drops: 0
gate close ref count: 0

num of supported clients:45

MRT Tx of broadcast messages

Message high watermark: 3%
Total messages buffered at high watermark: 5677
[Per-client message usage at high watermark]

Client name Total messages Percentage
Cluster Redirect Client 4153 73%
Route Cluster Client 419 7%
RRI Cluster Client 1105 19%

Current MRT buffer usage: 0%
Total messages buffered in real-time: 1
[Per-client message usage in real-time]
Legend:
F - MRT messages sending when buffer is full
L - MRT messages sending when cluster node leave
R - MRT messages sending in Rx thread
Client name Total messages Percentage F L R
VPN Clustering HA Client 1 100% 0 0 0

MRT Tx of unitcast messages(to member_id:0)

Message high watermark: 31%
Total messages buffered at high watermark: 4059
[Per-client message usage at high watermark]

Client name Total messages Percentage
Cluster Redirect Client 3731 91%
RRI Cluster Client 328 8%

Current MRT buffer usage: 29%
Total messages buffered in real-time: 3924
[Per-client message usage in real-time]
Legend:
F - MRT messages sending when buffer is full
L - MRT messages sending when cluster node leave
R - MRT messages sending in Rx thread

Client name Total messages Percentage F L
Cluster Redirect Client 3607 91% 0 0 0
RRI Cluster Client 317 8% 0 0 0

MRT Tx of unitcast messages(to member_id:2)

Message high watermark: 14%
Total messages buffered at high watermark: 578
[Per-client message usage at high watermark]
Client name Total messages Percentage
VPN Clustering HA Client 578 100%

Current MRT buffer usage: 0%
Total messages buffered in real-time: 0
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MRT Tx of unitcast messages(to member_id:3)
Message high watermark: 12%
Total messages buffered at high watermark: 573
[Per-client message usage at high watermark]
Client name Total messages Percentage
VPN Clustering HA Client 572 99%
Cluster VPN Unique ID Client 1 0%
Current MRT buffer usage: 0%
Total messages buffered in real-time: 0
% Z . show cluster info load-monitor =~ > KO H %2R~ LE T,
ciscoasa(cfg-cluster)# show cluster info load-monitor
ID Unit Name
0 B
1 A1
Information from all units with 50 second interval:
Unit Connections Buffer Drops Memory Used CPU Used
Average from last 1 interval:
0 0 0 14 25
1 0 0 16 20
Average from last 25 interval:
0 0 0 12 28
1 0 0 13 27
X IZ . show cluster info unit-join-acceleration incompatible-config =~ > RO 2R L £ T,
ciscoasa# show cluster info unit-join-acceleration incompatible-config
INFO: Clustering is not compatible with following commands. User must manually remove them
to activate the cluster unit join-acceleration feature.
zone sf200 passive
BEax< R awv R A
show cluster 7 TG ABREROERNT — 2 2RI LET,
show cluster 7 7 A% 2—H 1D B LOMEHERAR R LET,
user-identity
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show cluster user-identity

7T AL 2RO —WID 1FH &G HRE L RT B I2I1L, F7#HE EXEC £ — R T show cluster
user-identity =~ > R&fifH L 9,

show cluster user-identity {statistics [user name | user-group group_name] |
user [active [domain name] | user name | user-group group_name] [list [detail] | all [list
[detail] | inactive {domain name | user-group group_name] [list [detail]]}

X DN

aw Y RF74

JU Bk

a< v RE—F

active

TIOTFT 4T RIPIa—F v I NhEa—FEFRRLET,

all

domain name

AL Da—FFEREFRLET,

inactive 77T 4 TR IPI—F v~ B TR —FERRLET,
list [detail] a—YDY A NERERLET,

statistics 77 AL 2a—%ID HatFHE R = LET,

user 22— F—HRXR—=RERRLET,

user name BED2Z—HFDFEREERRLET,

user-group BEDIN—T DK 2—FOERERTLET,

group_name

T 74N FOBERERSH Y EE A

WORIZ. a~ REANTEE—FERLET,

TZ7AT TF—)V
T—F X2 VF4 ALTEHR b
< JVF
P S
a<wy RE—F N—Fv R | TV (VI |RB AT A
¥k EXEC I S I S o XpIS |— LI S
= FRE Jyy—= EENE
9.0(1) Zoawy RNBEINEhE L,
FHEDHA FF  show cluster info =~ > N3 L (Nshow cluster =2~ RHESH L TL 72 &0,
A v
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EHEa~<v R a2 K A

show cluster

7T ARRKRDERT - R R LET,

show cluster info I T ALERER R LET,
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show cluster vpn-sessiondb distribution

JIGARRERTT I T4 T7TRBIONR I T v By g BDEDODLITHEL TWELERR
TAICIE B EXEC E— R TCZDavwyr REETLET,

show cluster vpn-sessiondb distribution

aw RF 74
JU Bk

av v RE—F

T 7 A FOBIERHIZH D FH A,

WDOFIZ, a~w REAJTESE—RRERLET,

T7AT U+ —IV
T—F X2V T4 aVTHFRAD
< J)VF
b T AR arrx
av s RFE—F 22l a2 NSV S VAT A
i HE EXEC o Xt o Xt o Xt |— o Xt
o< RER Uy y—= EHENE
9.9(1) Zoawy RBREMENE L,
FEREDHA KT ZDshow a~<> REMif7T 2 & %K A /3—T show vpn-sessiondb summary % E{779 25 LE/R
A A ByvarorsAfyr va—nigtanzzi,
BATINE AV N—=ID AU N—H T I 747 By val BMBIONRNYy 7 Ty By gy
WDIEHET DA UN=REENTWET,
] 7= & %13, show cluster vpn-sessiondb distribution XL FO X S I EnN=HEE2B 1 £7,

Member 0 (unit-1-1): active: 209; backups at: 1(111), 2(98)
Member 1 (unit-1-3): active: 204; backups at: 0(108), 2(96)
Member 2 (unit-1-2): active: 0
ZHIZ RO & D ITRIRTE £,
o AUN—0IZIF09 DT 7T 47 By arBH 1Oy va A= 11Ty
ITT v TENIDEy T a I FA N2 NI T T EINET,

o XUNR—1IZIF204 DT 7T 47 By arndby 108Dy a I A L NN—0I1T Ny
T TEN9 DE YL g U NEA NN = 2N I T v T ENET,

o AUN=RIETIT AT By alBNRWnWzdD JTARAZ AUN=TZD /) — KDk
varvENy I T v T LTWHWERA,
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EHEa~<v R a2 K A

cluster redistribute DRI VPN 7 Z AX DT 77 4 77 VPNt v a v EHEmALET,
vpn-sessiondb
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show compression

ASA DJEMERFHEM &2 £5 4 51215 K #E EXEC & — K C show compression =~ > K& i [ L

£,

show compression [all | anyconnect-ssl | http-comp]

774N b oAy RIZT 74V NOBELH Y A,
WX DR all T T DO EFEHEFHE # (anyconect-ss, http comp) % F 7R

a<v s RFE—F

anyconnect-ssl

AnyConnect SSL JEMEFEHEHRZF R L E T

http-comp

HTTP-COMP [EFE#EFHFH &2 £oR

WORIZ, a~ REANTEE—FERLET,

TZ7ATUF—IV
F—F X2V T 4 arTFRAE
< )LVF
FZ AR =
awr RKE—F 2 abl vl P SNV P VAT A
sa—r)ar7 o Xal— | e i |— o X —

vayr

a< v Nk

4l

yy—= ETEAKR
7.1(1) Zoawry RRBMENE L,

Show compression all TIZK D ¥ A 7 OFHERNE RSN ET,

Compression AnyConnect Client Sessions

Compressed Frames
Compressed Data In
Compressed Data Out
Expanded Frames
Compression Errors
Compression Resets

(bytes)
(bytes)

Compression Output Buf Too Small

Compression Ratio
Decompressed Frames
Decompressed Data In
Decompressed Data Out
Decompression CRC Errors
Decompression Errors
Decompression Resets
Decompression Ratio

Block Allocation Failures
Compression Skip Percent
Time Spent Compressing (peak)

O O O O O O O O OO OO oo o o o

o
o0

0.0%
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|
Time Spent Decompressing (peak) 0.0%
Number of http bytes in 0
Number of http gzipped bytes out 0
BHEa~ R a2 R 2B
JEAE FRTD SVC #id5 KL O WebVPN BEft D &2 4 21— 7 /M LE T,
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show configuration

ASAT7 T vva AFVIREESNTWVAE I 7 4 X2 b—a UEFRT 50T, ke
EXEC “&— K C show configuration =~ > K& i L 7,

X DN

F7 %V b

a<v v RFE—F

show configuration

Zoawy FIEBIEELIZF—U—RIZIH Y A,

T 7 a0 F OEEREILD D EE A

WORIZ. a~ REANTESE—FeRLET,

Z7AT U F—IV
T—F X274 aTXRE
< IVF
[NV SN avF R
vy FE—F N—=Ty R | TV (YT (Rb T RF A
*#*@ EXEC . jﬁﬁﬁ . jﬁﬁg ° i#ﬁﬁ ° iﬁﬁﬁ o §#ﬁ§
v FRE Jyy—= EENE
7.01) Zoavy RAEESHE LE,
ER EDHA FZ  show configuration =~ > FIZ ASA DT T vz AEVIZREFEINTWNDEII LT 4 F a2 b—

o 3 v %F5 L £ 7, show running-config =~ > K L3572 ¥  show configuration =~ > KD
FATTIEZNIEELZ LS D CPU VY —ARERINEE A,

ASADAETYVNDOT 7T 4 7lhar74Fal—vary(BEShTnsar7 4 Xal—
vayDEERY) 2 FRT 5I21L, show running-config =~ > N&2HH L £9,

il K 1Z  show configuration =~ > KO R L E T,

ciscoasa# show configuration

: enable password 8Ry2YjIyt7RRXU24 encrypted
names
dns-guard

|

interface Ethernet0/0

nameif inside

security-level 100

ip address 192.168.2.5 255.255.255.0
|

interface Ethernet0/1

nameif outside

security-level 0

ip address 10.132.12.6 255.255.255.0
!
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interface Ethernet0/2
nameif dmz
security-level 50
ip address 10.0.0.5 255.255.0.0
|
interface Ethernet0/3
shutdown
no nameif
no security-level
no ip address
|
interface Management0/0
nameif management
security-level 100
ip address 192.168.1.1 255.255.255.0
management-only
|
passwd 2KFQnbNIdI.2KYOU encrypted
boot system disk0:/newImage
ftp mode passive
access-1list acll extended permit ip any any
access-list mgcpacl extended permit udp any any eq 2727
access-list mgcpacl extended permit udp any any eq 2427
access-1list mgcpacl extended permit udp any any eq tftp
access-list mgcpacl extended permit udp any any eq 1719
access-list permitIp extended permit ip any any
pager lines 25
logging enable
logging console debugging
logging buffered debugging
logging asdm informational
mtu inside 1500
mtu outside 1500
mtu dmz 1500
mtu management 1500
icmp unreachable rate-limit 1 burst-size 1
icmp permit any inside
icmp permit any outside
icmp permit any dmz
asdm image diskO:/pdm
no asdm history enable
arp timeout 14400
global (outside) 1 10.132.12.50-10.132.12.52
global (outside) 1 interface
global (dmz) 1 interface
nat (inside) 1 0.0.0.0 0.0.0.0
access-group permitIp in interface inside
access-group permitIp in interface outside
access-group mgcpacl in interface dmz
|
router ospf 1
network 10.0.0.0 255.255.0.0 area 192.168.2.0
network 192.168.2.0 255.255.255.0 area 192.168.2.0
log-adj-changes
redistribute static subnets
default-information originate
|
route outside 0.0.0.0 0.0.0.0 10.132.12.1 1
route outside 10.129.0.0 255.255.0.0 10.132.12.1 1
route outside 88.0.0.0 255.0.0.0 10.132.12.1 1
timeout xlate 3:00:00
timeout conn 1:00:00 half-closed 0:10:00 udp 0:02:00 icmp 0:00:02
timeout sunrpc 0:10:00 h323 0:05:00 h225 1:00:00 mgcp 0:05:00 mgcp-pat 0:05:00
timeout sip 0:30:00 sip_media 0:02:00 sip-invite 0:03:00 sip-disconnect 0:02:00
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timeout uauth 0:05:00 absolute
dynamic-access-policy-record DfltAccessPolicy
aaa authentication ssh console LOCAL
http server enable
http 10.132.12.0 255.255.255.0 outside
http 192.168.2.0 255.255.255.0 inside
http 192.168.1.0 255.255.255.0 management
no snmp-server location
no snmp-server contact
snmp-server enable traps snmp authentication linkup linkdown coldstart
telnet 192.168.2.0 255.255.255.0 inside
telnet 10.132.12.0 255.255.255.0 outside
telnet timeout 5
ssh 192.168.2.0 255.255.255.0 inside
ssh timeout 5
console timeout 0
dhcpd address 192.168.1.2-192.168.1.254 management
dhcpd enable management
|
threat-detection basic-threat
threat-detection statistics access-list
|
class-map inspection_default
match default-inspection-traffic
|
!
policy-map type inspect dns preset_dns_map
parameters
message-length maximum 512
policy-map global_policy
class inspection_default
inspect dns preset_dns_map
inspect ftp
inspect h323 h225
inspect h323 ras
inspect rsh
inspect rtsp
inspect esmtp
inspect sglnet
inspect skinny
inspect sunrpc
inspect xdmcp
inspect sip
inspect netbios
inspect tftp
inspect mgcp
policy-map type inspect mgcp mgcpapp
parameters
call-agent 150.0.0.210 101
gateway 50.0.0.201 101
gateway 100.0.0.201 101
command-queue 150
|
service-policy global_policy global
webvpn
memory-size percent 25
enable inside
internal-password enable
onscreen-keyboard logon
username snoopy password /JcYsjvxHfBHc4ZK encrypted
prompt hostname context
Cryptochecksum: 62bf8f5de9466cdb64£fe758079594635:
end
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a<w R A

configure — D ASA ZRELET,
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show configuration session

BEDary 74 ¥alb—varktyra By v a VINTOERZFK AT 511X, Rtk
EXEC “&— K C show configuration session =~ > F& i L 7,

show configuration session [session_name]

XA session_name BFEOay 74Xl —rarytyial  O4R, ZDONRT XA —H %
AW LT GE BEFOTRTOEy v a VBRRRINET,

F 7 %)V b T 7 4V N OEBERCHEIZH Y AL

a<vy KE—F ROKIZ, A~ FEANTEHEF—RF2RLET,

TZ7AT UF—Iv
T—F X2V T4 2V TFRAL
< JVF
b Z7 AR avTF
avwV RE—F N—Fv N |TLr§b U | A b TRT A
Ta—N) ar7 4 Fal— | e XL o Xfhis o Xfhis o Xfhis —
va v
a< v R JY—2= EEAR
9.3(2) Ioawy RREBMENE LT,

FEREOHTA RS Z0a<wy RIACLREOMOA TV 27 NeRETAT-OICEEESNT-E Yy > a v 2 ERK
AV J % .configure session =~ > NE LI LET, Zoa~vr N By vra e 20
Yo ia rTIThhid_RTOary 74 X2l —2a BEEZRRLET,
a3y FERELTOREINTWAEE Y a3 VIZOWT EENEESB D ICHEREL TR
ML BAIE. F0oe vy a VEBWTC FOLEEZRV BT Z N TEET,

B WIS T _XTOMPARERE v v a v OflZz R L E£T,

ciscoasa# show configuration session
config-session abc (un-committed)
access-1list abc permit ip any any
access-list abc permit tcp any any
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# |

|
config-session abc2 (un-committed)
object network test
host 1.1.1.1
object network test2
host 2.2.2.2
ciscoasat#
o< R a<w v R W ER
clear configuration a7 4 X alb—YaryrkyiarEFEORNBEEEIBRLET,
session
clear session a7 44X a2lb—Yary by aryrONBEZ VT TENFOT Y
®vRX 77 7% Uty FLET,
configure session vy a VEERT DN HEET,
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show conn

BE LIRS A 7O IREEL £/RT 51213, F7H EXEC E— K T show conn =< > R & ff
HALET, Z0a~<wr RIiZIPve BELORIPV6 DT KL A&ZHR—FLET,

show conn [count | [all] [detail [data-rate-filter {It | eq | gt} value]] [long] [state state_type]

—_— r——_,———

protocol {tcp | udp | sctp}] [scansafe] [address src_ip[-src_ip] [netmask mask]]

port src_port[-src_port]] [address dest_ip[-dest_ip] [netmask mask]]

port dest_port[-dest_port]]

user-identity | user [domain_nickname\]luser_name | user-group
domain_nickname\luser_group_name] | security-group] [zone zone_name [zone zone_name]
...]] [data-rate]

WX DN

address (EBE)VEELEEELIP 7 FLAEIISEAEIP 7 R LR & OB
FrLET,

all (EE)EE N T 7 4 v 7 ORI A T T, A~OHFER & T 34
A DA TR LET,

count UER) T 7T 4 7o sz R LET,

dest_ip (EE)5E%EIP T RLZ(IPv4 7213 1Pv6) 45 E L4 . #iHZiEET
DI IP T RLAEX v () TRYID T RkichHlzr~LET,
10.1.1.1-10.1.1.5

dest_port (FEE) AR — b ESAEELE T ®HALZEECT DT . R— &S
BH v a(-) TREIY 4, kichlE R LET,
1000-2000

detail (EBE)VEWA AN T A L B —T oA ZADIERE GO FHOFEME#E

%Li‘j‘o

data-rate-filter {1t | eq
| gt} value

(FFva)T—4Lb—MEABHZY DAL MOITEKESNTT o
NE) T InNEREFERILET RIHE R LET,

data-rate-filter gt 123

long

(EB)#EREn 7 73—~y P TERRILET,

netmask mask

EERESNEZIPT RVATHERTA Y 7Ry b X7 ZHBEL
S

port

(EB)EE LR EnAR— hEi3sieR— b L o4 TR L ET,

protocol {tcp | udp |
sctp}

EB) 7o baLafRE LET,

scansafe

(A7 a)r7 77 K Webtxal T g Hh— TRk S D HEE
FRLET,

security-group

(AT 2 a ) FRENDTNTOHERNEE LIz X2V T 1 7
N—TIZwTH L /ELET,

sre_ip (EE)EETIP 7 LA (IPv4 7213 1IPv6) 28 E L &l 2 5 7€
FTAHCFHIPT FLAEZX v v (o) TREIY 9 RICHERLET,
10.1.1.1-10.1.1.5

src_port FER)EETR—FOFEFEIEELE 4. MEAIEET AT R—

FHasdyva () TR £ /I ZRLET,

1000-2000
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|

state state_type (EBE) BN A T2 RELE T BEREY 4 SIfEHATE 5
F—T— KDY R NMIOWTIEFE 434 2L T TEE,

user (AT a ) RRENDITRTCOERBEE L2 —VIZETDHZ &

[domain_nickname\] € L E 9, domain_nickname BB & EL TV R WIEAS ASA X5

user_name THNV b RAAL O —PICETAHEREZRARL E T,

user-group (AT a ) FRENDITRXRTOFERNIBE LTZ2—Y ZL—T7I1C

[domain_nickname\\] BT 52 L &24E L E T, domain_nickname B3N E F LTV W

user_group_name B ASAITXT 74V N RAAL v Dz —Y T A—T T AEREFER
%Ljﬁjﬂo

user-identity ATV a)ASART AT YT AT 4 7 74T U4 —/VHEREICK T
DI RTCOREHEFRRTDHIEEZHBELE T . B e XrnT 2854,
ASAIF—HT 22—V ZHATHELEEZO2—FHEIPT RLRAEE
RLUETRERIZASA (Z—ET DR A F&Ei#BIT 2 L Z2DHRA M
LIPT RLRAERRLET,

zone [zone_name] (A7 vav)/—r O R R LET Jong F—U— K & detail F—
U— NI BRI N-T I~ A F—T A AL T
T4 OERBIERAEINDBEDA v F—T = AFRLET,

data-rate (A7Tva)T—HLb—hF NT X T AT —FANREHITIR->T
WD NN TWNDNEFRLET,

T 7 H T 74 TR TR COBEBERLI R R INE T T A~OFRER L RRT 51T, all

a<v v RFE—F

F—U— NI o8ERLY £,

WORIZ. a~ REANTESE—FeRLET,

av s RFE—F

T7AT Ut —)V
T—F X274 aTFHAB
< J)VF
FZ7 o AR avTXx

N—T v |7V} U | R B AT A

¥ HE EXEC

o XE e EE e 3G e I —

a<v v RERE

Y —=

EEAR

7.0(8)/7.2(4)/8.0(4)

fe—H & TANETiE e < CRETL s e OB 2N+ 2 L9
W AEXIPAE G SN E L BT LWDESCTIL AE LT R ARA
NENTRNOT RUVATHER 2FBDOT FLATT, LATO

3L Tl foreign <° fport 72 O X — U — R&fiH L TsE7 FL
ABILPR—FE2RHELTWE L,

7.2(5)/8.0(5)/8.1(2)/8.2(4)/  tep_embryonic KR X 1 T BEMENE LI, ZDOXA T30 7 7

8.3(2) T HPED T _TO TCP it (R5Eef) 22X~ LE£7,UDP @i
77 VHERIIR TR INEY A,

8.2(1) TCP AT — ks NA R 7 I 7 NBEMENE LT,

8.4(2) TATYTAT A 774 T Ur—NEYR— T 5H7DIC,

user-identity . user, 33 . " user-group ¥ — VU — R8BI S E Lz,
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BAEOHA B
Ay
~
()

JY—x EEAR

9.0(1) 7T AKY T DY HR— FABIMELE LTz, scansafe ¥ — 7 — K
& O security-group ¥ — 7 — R BS N E LT,

9.3(2) zone ¥ — VU — KRR BMENE Lz,

9.5(2) LISP 70— EbE VT 4 OxHRENRDNT 7 4 v 7IZL 777 M8
mEnE L,

9.5(2) Diameter #6522 FEM7Z2 1D Q 7 7 FiniBIISIVE LT,
protocol sctp ¥ — 7V — R EMENE L. A7 — Fanie”
o—Z BEMAH D o0 7 UaEMENE LT,

9.6(2) STUN it \Z i o u 7 7 78 iBInEnE L=, M3UA
el v 7T 7 miBMEnE L,

9.7(1) JTGAR F 4L Z a—R B —a ORI AE T 7
B—Na—H T 4 LI ENID FEEr— I Ny 7T Tyl
ThHZLERTIEHD I 7T IIRBIMENE LT,

9.9(1) detail /1 DHEZLITNET D VPN AX TI . ZD 7 T AXOa—)b

Wz T 8 VPN I B{b A Z 7 7Ju—ou— L& 8- LT
HZEHERLET,

9.13(1) DCD sfit#fE HIZ . 7 v ket (DCD) A = = — % /L AR

A 7'a—=7 J1 77 b show conn detail O H I BIMEVE L7,

9.14(1) BT — 2L — K b TR T AT —FANBINENE LT,

I—PREDT —X L — MEIC K> THRAE 74 NZ ) L TT5
7= ¥1Z . show conn detail = <~ > F(Z data-rate-filter ¥ — 7 — K3
BIMEE L,

showconn =~ > R|L. 77 T 1 772 TCP ¥ 8 L N UDP #fic DA FKom L S E S F e A 7
DOEEGICET A IE R B L ET BT — 7 V2K A2 B4 512i%. show conn all =~ K
PREHALET,

ASA TH2 DB 2T v R — U MER SN TZHE. 2 D ¥ A —/LiZ, show conn =< F
THARERERE L TERINET, ZORER2E 427 V77 5I21%. clear conn 2~ >/
FaEFEHLET,

# 4-34|Z.showconnstate 2~ FE2EHATH L B TECE G A 7o~ LET EHD
Vi A A TERET DG E . XV — ROREIV I o~ EFHLET 2Z L A=
VEHD FHA,

X 434  BFEREOS 1T

F—U—F RRINDEHREAT
up T v TIRRE D
conn_inbound A EEER T

ctigbe CTIQBE #%#it

data_in BFRET — & i
data_out AT — X Bifii

finin FIN 7515 $&fot
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# 4-34  BERBOS 1 T (#EE)

F—U—F RRINDEREAT

finout FIN J&15 #2#¢

h225 H.225 #&fi

h323 H.323 #&i

http_get HTTP get ##i

mgcep MGCP ¢

nojava Java 7 7Ly hA~DT 7 A EBHET 586
rpc RPC #fie

service_module SSM IZ X » TAF v &bk

sip SIP #f5¢

skinny SCCP #&ft

smtp_data SMTP A —)L 7 — & i

sqlnet_fixup_data SQL*Net 7—% A VAR vra v TP U8k
tcp_embryonic TCP #3185

vpn_orphan MMSZ L7 VPN h o xL 7 —

detail 7> a v &MHTDHE F 435K LR 7T V2R LT BMA A T (v 7 —
T A AT AERNEREINET . E7-. VPN ZRZ T T, . 20 a~r RO O E#KIZHFET
SN FDYT TAEZDO—)VIZIMAZ T RN VPN b A Z 7 7a—nra— L& - LT
5L ERLETVPN ZAZ TIRHERHE VPN b T 7 4 v 7D F VA EIINT n AKR—7 D
CFUFT . ZIVT THXFAIDNT Y MEKESLTAT-OIZEH I ET,

# 4-35 B>

Flag |3

a SYN (2%} 2458 ACK % F7Hk

A SYN (2% % N ACK % £k

b TCP A7 — bk /XA /XA

B SRER DB DHIH SYN

C ALV a—H TLIFm— A B =T A A TA T RNy Ty 2ra—F 40
(CTIQBE) A T 1 7 ¢,

d dump

D DNS

E INERIS 7 BEfGE, ZAUL NI AR A RSB EN TV DOIRENH LD XY T—X
B T - e 2 IE NEZ T4 T > RISPASV i~ > REFIT L MR — 05T A
A% ASA X FTP 2 L CZ D7 7 UV WFRE ST ANB S > 7 Hfse & FrpiEl v 4
TLET AT IAT 2 bRV —NCEHE L LD &35 & ASA L Z OFEfeaA T4 4H
BLET A — R NHFE Y Y CTELOE D U F ) B e X £,

f NS FIN

F SE FIN

AF 4T F—F Tz ar ha—/ 7 kai (MGCP) i

B CiscoASAYV—X o= RUT77L VR Savwr R |



Z# 4-35

#7727 (B &)

Flag

B!

G

Bl S 7 — 7 D —, !

h

H.225

H

H.323

—-

RN5E473 TCP 8245t £ 7213 UDP 855t

HlETF—

Skinny Client Control Protocol (SCCP) A 7 « 7 ¢

GTP 3 5%

O—HNVT A VI RN I T T AXT 7a—

LISP 7 — (U T 4 OXMGERDLNT T 4 v 7

SIP X T ¢ 7 ¥t

SMTP 5 — ¥

Fr7ue—RFanikzr7e—,

BlaT—

B CREEAD)

gls | ol o

PR S > 7 Bifot, ZAUT AR A GRS TV AR ERH LI XY T —
ARG T, 72 I N A4 7> 2 PORT 2~ > R&IEIT L AR — 30352
TN ASA X FTP 2 L T2 D7 T I MNRIE S NIZNERN v 7 Bk 2 FaE
DU TLET AT =BT T AT MTHERL &S &9 5 & ASA 13 2 DR
TEHESLET HNEZ T4 T 2 METNERIEID Y CTHELOED &) B 26 A
T&FET,

a)

SQL*Net 7 — %

@)

Diameter %5t

-

TETRINE SN 7= NEL FIN

TCP #Efe X3 2 RIS S 72458 FIN

~| &

UDP RPC?

2]

SR SYN 2 31

95}

NS SYN % 751k

SIP — s’

-

SIP Hfget

STUN #%#5

c| =

up

M3UA ##5¢

VPN D7

WAAS

CSCSSM 2 EDHP—E R £ 2 —/Z Lo THE

TJITGABZY U TDFE NI T v F—F— T7a—%#FLET,

<<= =g <<

TIGARZN U TOGEE T4 VX 7a—&E#ilLET,
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# 4-35 ke 7 (R &)

Flag 3iBA
z TIGARBZN U TDORE THT—F Tu—E@ LET,
zZ 77 RWebtx=l T4

. GZIZ 7R BB I N—TO—HThs I &ErLET MRS X OEET 2T XTorh & U EiafiE
F 5 72 ¥IZ.GRE 3 L U FTP Strict A L > TRE SN E I, HlEEE SN S b & BEET2 T XToe b
2V b S ET,

2. show conn =~ > R FIDOEATIE 1 DO (TCP £721X UDP) 2K 3720 1472 1 DDOR 7 7 Z I BNFELET,

3. UDP B OHE M t (3BHEN 1 DRICHA LT U R THZEERLTVET,

4. UDP ##i DA M8 T 1, timeout sip 2~ > F&MEH L THRE LIS > TERA XA LT U M T 52 &R0
TWET,

DNS H— 3% fii F1-4~ % 8t DA show conn =~ > RO H J) T D 2E1E 7T AR — H 2% DNS
V—=ANDIP 7 FLAZBESHBRIONDZ LD 7,

HEODNS By a URREIL2DODFRA MNEATRAEAL. ZENLDEY T a D5 OOX TN (%
BILBEHIP 7 LA KB ISR — . BLXO7e ha/ W) BRRIC LD THLIHEE. TRHD
Ty ATk UCEEER S | D72 ERE L E T DNS ID I app_id TiEBF &1, 4% app_id O
TA RNV ZA~—ITML L TEITINET,

app_id OFZWHBRITZ N ENMNE LT 73 5720 1E2% 72 DNS IS4 7% ASA Z @i T& 50
RN T THY U Y — 2Dk EHIZTTE %A, 727 L.show conn =< > R
AT BHEDNSERDOT A KV EA~—DBHLWDNSEy va ildioTUEy haihT
WAHEDICRZET, ZHUTIEA DNS #HOMHEIC LI 5D TH Y MHETT,

timeout conn =~ R CEF LI ET 7 7« 7HM (F 7 4 /v b 1:00:00) FiZ TCP ~Z
T4y I INESTELKBE LD GEIX  BRAK T L RIS T 28777 = MU HERR
SN £9,

LAN-to-LAN h > RV EZFR Yy NU—ZHEEE— R b xR Fe v 7L EE LG E
XIS Le bk 70 —DBELS BELET . ZOLS BT =T XX T T L5
T ENFEFEAN. I 70 —%2 0 L CRBZRAADLTXTOT—F R Ry FEnE
J,showeconn =2~ FOHNTIZ. 2L BRI L7 —%2 V777 TrRLET,

WO TCP#fm FIME7 Z VBRI LEX 2 VT 4 LV DA ¥ —T = A AR ORI S
72354 (same-security permit =~ > FZZM) R LEXF a2V 7 4 LXLDOAS U F—T oA R
TILTNER ) E 7T 372N T2 7 7 7 O HF NI ERER L 72D £ T ASA IX. 2 Nb D7 7
TEBEICLEX 2T 4 VRALOER CHEATILENRD D720 ASA B OB O REICKE
SWTL1ODT7F3 75077 7 X 0EBELTERNTLIZENHY T (72L& 21X fXFF) 28,8
WENTFHEITEET 208N H 0 £,

o B4 S DOHIH SYN

a:SYN ITXF3 2405 ACK % f7H%
A:SYN (2% 2 NHE ACK % 17
f: NS FIN

F: 4N FIN

s: /M SYN % 54

S:NHE SYN % 1%

CiscoASA V'V —X a<w R U777 LR Sawr



4l

FRE OB BT D IE I A £” T 5 121E, security-group ¥ — U — R & A L &kt oT & ki st
DG CTEXF2 VT4 IN—T T—TNMEETZITEX 2V T 0 I V—T4%EELET,ASA
W HBEDEX=2 VT 4 IN—T T—TNMEERITEX 2T 4 IV —THIC T D8k %
FRLET,

Pl KO EDEX 2 U T ¢ I N—T T—T M E T3 L KO SE DO 2
VT 4 TN—T724%ERTIT security-group ¥ — 7 — REZRET D & ASA 1XTXTD SXP
BT — 2 2RI LET,

ASA X 86T — ¥ %& security_group_name (SGT_value) DIER TERT D). Elzidtx =V
T4 TN BN ARG A T HIC SGT _value & L TR R LET,

2B TG MERE AR AR BB LW D . EX 2 VT 4 T —F F—Z 3R X TG IME
TEFEH A, A TERIIZ ERONAE I T v b EEGET D 72 OB E R A REF
EhET,

H—=DtXx2)T 4 JIV—TDAFIEZREL T 7 FAZADT XN TOEHGAEZFRTEET
EAXFKRDBITIE 7 FAZDOTRTOD2=y hOEF 2V T 4 Zb—7 mkig I —F T 542
N ERSINET,

ciscoasa# show cluster conn security-group name mktg

BT — XL — M T X TRBEOBEORE (A 32— NV ETFT =T V) 2RKRT D
IZ1% . data-rate % — 7 — R Z{# ] L £9°. data-rate filter ¥ — 7V — FZ2HFH L . F—& L — Mi
A BB ONRAL M) BRI E 7 AN Z ) T LET BT — 25274V Z ) 755
W A (L D/ E D E LW, K0 KREW) A L £, IR ES 1A & 5 1h o
WGHO7a—lZOWT . T T 4 ThEERE 2 o007 —% L— M (B (1 7) B LR KT —
ZL— ME)BRFERENET,

BHEOEG 2 A TEIRET AR . XF— UV — FRORG W IZIZh or~&2H L. 7277 L. &
R 2 IMEH Y FH AL RIS T v FIREED RPC #ifs  H.323 #5535 L O SIP #5212 B A 1
HMERRTHEHAEZRLET,

ciscoasa# show conn state up,rpc,h323,sip

&Iz . show conn count =~ > RO I ZR L E T,

ciscoasa# show conn count
54 in use, 123 most used

IZ show conn =1~ > RO B2~ L E$, RIS AEAR A B 10.1.1.15 25 10.10.49.10 D4+
B Telnet — 3 ~D TCP & v ¥ a Y HHOFIZ R LET.B 77 VB FE LW oD HktidN
LRI THET ULTUBIROI 77 73 Bn 777 47T ElfT—4 &
RIEF—FEZE LD L ER LET,

ciscoasa# show conn

54 in use, 123 most used

TCP out 10.10.49.10:23 in 10.1.1.15:1026 idle 0:00:22, bytes 1774, flags UIO

UDP out 10.10.49.10:31649 in 10.1.1.15:1028 idle 0:00:14, bytes 0, flags D-

TCP dmz 10.10.10.50:50026 inside 192.168.1.22:5060, idle 0:00:24, bytes 1940435, flags
UTIOB

TCP dmz 10.10.10.50:49764 inside 192.168.1.21:5060, idle 0:00:42, bytes 2328346, flags
UTIOB

TCP dmz 10.10.10.51:50196 inside 192.168.1.22:2000, idle 0:00:04, bytes 31464, flags UIB
TCP dmz 10.10.10.51:52738 inside 192.168.1.21:2000, idle 0:00:09, bytes 129156, flags UIOB
TCP dmz 10.10.10.50:49764 inside 192.168.1.21:0, idle 0:00:42, bytes 0, flags Ti

CiscoASAV ) —RX a< R U7y LR SavwryF 1|
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TCP outside 192.168.1.10(20.20.20.24) :49736 inside 192.168.1.21:0, idle 0:01:32, bytes 0,
flags Ti

TCP dmz 10.10.10.50:50026 inside 192.168.1.22:0, idle 0:00:24, bytes 0, flags Ti

TCP outside 192.168.1.10(20.20.20.24) :50663 inside 192.168.1.22:0, idle 0:01:34, bytes 0,
flags Ti

TCP dmz 10.10.10.50:50026 inside 192.168.1.22:0, idle 0:02:24, bytes 0, flags Ti

TCP outside 192.168.1.10(20.20.20.24) :50663 inside 192.168.1.22:0, idle 0:03:34, bytes 0,
flags Ti

TCP dmz 10.10.10.50:50026 inside 192.168.1.22:0, idle 0:04:24, bytes 0, flags Ti

TCP outside 192.168.1.10(20.20.20.24) :50663 inside 192.168.1.22:0, idle 0:05:34, bytes 0,
flags Ti

TCP dmz 10.10.10.50:50026 inside 192.168.1.22:0, idle 0:06:24, bytes 0, flags Ti

TCP outside 192.168.1.10(20.20.20.24) :50663 inside 192.168.1.22:0, idle 0:07:34, bytes 0,
flags Ti

&IZ . show conn 2~ > RO Tl R L ET 8N SSMICL>TAFYy IR TWVWHI L%
RYIXI 7 77 BREENLTHET,

ciscoasa# show conn address 10.0.0.122 state service_module
TCP out 10.1.0.121:22 in 10.0.0.122:34446 idle 0:00:03, bytes 2733, flags UIOX

%12 . show conn detail =~ > RO A A7 L EJ, RIC AR A - 10.10.49.10 7> 5 N A A
k 10.1.1.15 ~® UDP ¥t Dl ~c LE$.D 7T V1L DNS #fi ThHh H = L ZRr L TWET,
1028 i, 85t - DNS ID T,

ciscoasa# show conn detail

54 in use, 123 most used

Flags: A - awaiting inside ACK to SYN, a - awaiting outside ACK to SYN,

- initial SYN from outside, b - TCP state-bypass or nailed,

- CTIQBE media, c¢ - cluster centralized,

- DNS, d - dump, E - outside back connection, e - semi-distributed,
- outside FIN, f - inside FIN,

- group, g - MGCP, H - H.323, h - H.225.0, I - inbound data,

- incomplete, J - GTP, j - GTP data, K - GTP t3-response

- Skinny media, L - LISP triggered flow owner mobility

- local director/backup stub flow

- SMTP data, m - SIP media, n - GUP

- inspected by Snort

outbound data, o - offloaded,

- inside back connection,

- Diameter, g - SQL*Net data,

- outside acknowledged FIN,

- UDP SUNRPC, r - inside acknowledged FIN, S - awaiting inside SYN,
- awaiting outside SYN, T - SIP, t - SIP transient, U - up, u - STUN,
- VPN orphan, v - M3UA W - WAAS,

- secondary domain backup,

- inspected by service module,

- per session, Y - director stub flow, y - backup stub flow,

- Scansafe redirection, z - forwarding stub flow

N X X0 H"HWOmU"wozHFAEQHOAQW
l

Cluster units to ID mappings:
ID 0: asal
ID 255: The default cluster member ID which indicates no ownership or affiliation
with an existing cluster member

TCP outside:10.10.49.10/23 inside:10.1.1.15/1026,

flags UIO, idle 39s, uptime 1D19h, timeout 1hOm, bytes 1940435
UDP outside:10.10.49.10/31649 inside:10.1.1.15/1028,

flags dD, idle 39s, uptime 1D19h, timeout 1hOm, bytes 1940435
TCP dmz:10.10.10.50/50026 inside:192.168.1.22/5060,

flags UTIOB, idle 39s, uptime 1D19%h, timeout 1hOm, bytes 1940435
TCP dmz:10.10.10.50/49764 inside:192.168.1.21/5060,

flags UTIOB, idle 56s, uptime 1D19h, timeout 1hOm, bytes 2328346

CiscoASA V'V —X a<w R U777 LR Sawr
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TCP dmz:10.10.10.51/50196 inside:192.168.1.22/2000,
flags UIB, idle 18s, uptime 1D19h, timeout 1hOm, bytes 31464
TCP dmz:10.10.10.51/52738 inside:192.168.1.21/2000,
flags UIOB, idle 23s, uptime 1D19%h, timeout 1hOm, bytes 129156
TCP outside:10.132.64.166/52510 inside:192.168.1.35/2000,
flags UIOB, idle 3s, uptime 1D21h, timeout 1hOm, bytes 357405
TCP outside:10.132.64.81/5321 inside:192.168.1.22/5060,
flags UTIOB, idle 1m48s, uptime 1D21h, timeout 1hOm, bytes 2083129
TCP outside:10.132.64.81/5320 inside:192.168.1.21/5060,
flags UTIOB, idle 1m4d6s, uptime 1D21h, timeout 1hOm, bytes 2500529
TCP outside:10.132.64.81/5319 inside:192.168.1.22/2000,
flags UIOB, idle 31s, uptime 1D21h, timeout 1hOm, bytes 32718
TCP outside:10.132.64.81/5315 inside:192.168.1.21/2000,
flags UIOB, idle 14s, uptime 1D21h, timeout 1hOm, bytes 358694
TCP outside:10.132.64.80/52596 inside:192.168.1.22/2000,
flags UIOB, idle 8s, uptime 1D21h, timeout 1hOm, bytes 32742
TCP outside:10.132.64.80/52834 inside:192.168.1.21/2000,
flags UIOB, idle 6s, uptime 1D21h, timeout 1hOm, bytes 358582
TCP outside:10.132.64.167/50250 inside:192.168.1.35/2000,
flags UIOB, idle 26s, uptime 1D21h, timeout 1hOm, bytes 375617

Wiz .show conn =< > FOHE Il RLET . VIZIT T TRINTWHLERBY MM L7 —
ﬁ\sﬁﬁ L/i‘j‘o

ciscoasa# show conn

16 in use, 19 most used

TCP out 192.168.110.251:7393 in 192.168.150.252:21 idle 0:00:00, bytes 1048, flags UOVB
TCP out 192.168.110.251:21137 in 192.168.150.252:21 idle 0:00:00, bytes 1048, flags UIOB

To limit the report to those connections that have orphan flows, add the vpn_orphan option to the show
conn state command, as in the following example:

ciscoasa# show conn state vpn_orphan

14 in use, 19 most used

TCP out 192.168.110.251:7393 in 192.168.150.252:5013, idle 0:00:00, bytes 2841019, flags
UOVB

IIGARN T DBRE BT u— % NG TN a—TF 4 T A RIIICT R TDha =y
MO A —ER R LET, ENITIE, ¥ A X — 2= ;T cluster exec show conn =~ > K% A
NLETTAVIZX) RN T7v7 (W) BIOT7ATV =X () D7 T T o7 a—% L
FTXKOENTIT.3 DDTTD ASA TD 172.18.124.187:22 725 192.168.103.131:44727 ~D
SSH ##t N E RSN TWETASALIZIZ 2z 7T 7R H Y  ZDEERD 7 + TV —F ThHhH L %
FLTWETASAIIZIZY 7797 0RB0D . ZOFEROT 4 LI A THDHZ EERLTOVET,
ASA2 (IR 72 7 Z 37 . 2 F —F —ThH D L E2E L TWET, 7V XU U KT
[Tl Z DGR D /47 ML ASA2 DNEA v Z—T = A ZIZAY HEA v B —T = A A
HDHTWEET A AT REM T, ZOERO /X7 > X ASAL 3 XV ASA3 DAV A >~
H—=T A AN 7T AZEINY > 7 %4 LT ASA2 ITHEE S RIS ASA2 DNERA ~
H—T oA APHHTHEET,

ciscoasa/ASAl/master# cluster exec show conn

ASAI(LOCAL) :**********************************************************

18 in use, 22 most used

Cluster stub connections: 0 in use, 5 most used

TCP outside 172.18.124.187:22 inside 192.168.103.131:44727, idle 0:00:00, bytes
37240828, flags z

ASAD s *hhkkkhkkkhhkkh kA hh kA kX kh kX kh kX kh Ak h kA kh kA khkkhhkkhkkhkkkkhkkkk* %K

12 in use, 13 most used

Cluster stub connections: 0 in use, 46 most used

TCP outside 172.18.124.187:22 inside 192.168.103.131:44727, idle 0:00:00, bytes
37240828, flags UIO
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ASA3 :*kkkkkkkkkhkkhkkhkkhkkhkkhkkhkkhkkhkkhkhkkhkkhkhkhkhkhkhkhkkkkkkkkkkkkkkkk k%

10 in use, 12 most used
Cluster stub connections: 2 in use, 29 most used

TCP outside 172.18.124.187:22 inside 192.168.103.131:44727,

Y

idle 0:00:03,

bytes 0,

flags

ASA2 T® show conn detail D H JIX . HHFTDO 7+ T —FN ASAl ThHhoT2Z LA RLTWET,

ciscoasa/ASA2/slave# show conn detail
12 in use, 13 most used

Cluster:
fwd connections: 0 in use, 0 most used
dir connections: 0 in use, 0 most used
centralized connections: 1 in use, 61 most used
Flags: - awaiting inside ACK to SYN, a - awaiting outside ACK to SYN,

- CTIQBE media, c¢ - cluster centralized,

- outside FIN, f - inside FIN,
- group, g - MGCP, H - H.323, h - H.225.0,

- local director/backup stub flow

- SMTP data, m - SIP media, n - GUP
inspected by Snort

- outbound data, o - offloaded,

- inside back connection,

- Diameter, g - SQL*Net data,

- outside acknowledged FIN,

- UDP SUNRPC, r - inside acknowledged FIN,

- VPN orphan, v - M3UA W - WAAS,
- secondary domain backup,
- inspected by service module,

NX X ™D OmU"wozHFAEFQHEOAOQWW®
1

Cluster units to ID mappings:
ID 0: asal
ID 1: asa2

- DNS, d - dump, E - outside back connection,

- initial SYN from outside, b - TCP state-bypass or nailed,

e - semi-distributed,

I - inbound data,

- incomplete, J - GTP, j - GTP data, K - GTP t3-response
- Skinny media, L - LISP triggered flow owner mobility

S - awaiting
- awaiting outside SYN, T - SIP, t - SIP transient,

U - up,

inside SYN,
u - STUN,

- per session, Y - director stub flow, y - backup stub flow,
- Scansafe redirection, z - forwarding stub flow

ID 255: The default cluster member ID which indicates no ownership or affiliation

with an existing cluster member

TCP outside: 172.18.124.187/22 inside: 192.168.103.131/44727,
flags UIO , idle 0s, uptime 25s, timeout 1hOm, bytes 1036044,

0/1032983, cluster sent/rcvd total bytes 0/1080779,
Traffic received at interface outside
Locally received: 0 (0 byte/s)

owners

From most recent forwarder ASAl: 1032983 (41319 byte/s)

Traffic received at interface inside
Locally received: 3061 (122 byte/s)

WIZTATYT AT 4 7747 U4 —/VEEE DBt

ciscoasa# show conn user-identity
1219 in use, 1904 most used

UDP inside (www.yahoo.com))10.0.0.2:1587 outside (userl1)192.0.0.2:30000,

bytes 10, flags -

UDP inside (www.yahoo.com)10.0.0.2:1586 outside (user2)192.0.0.1:30000,

bytes 10, flags -
UDP inside 10.0.0.34:1586 outside 192.0.0.25:30000,

idle 0:00:00,

(1,255)

cluster sent/rcvd bytes

BRI W R LET,

bytes 10,

flags -

idle 0:00:00,

idle 0:00:00,

B CiscoASAYV—X o= RUT77L VR Savwr R



ciscoasa# show conn user userl

2 in use

UDP inside (www.yahoo.com))10.0.0.2:1587 outside (user1)192.0.0.2:30000, idle 0:00:00,
bytes 10, flags -

show conn long zone =1~ > RORDOH =B L T 7ZE W,

ciscoasa# show conn long zone zone-inside zone zone-outside

TCP outside-zone:outsidel (outside2): 10.122.122.1:1080 inside-zone:insidel (inside2):
10.121.121.1:34254, idle 0:00:02, bytes 10, flags UO

detail *— U — Rl 2 & 7 v Mk (DCD) 7' n — 7 OiF@nFrn sS4, 2ol
WX M LSBT HER S 7 n— 7 SN HEZ R L E T, 72 & 21X . DCD st O Hfe
FEMIRD L 212 £,
TCP dmz: 10.5.4.11/5555 inside: 10.5.4.10/40299,
flags UO , idle 1s, uptime 32ml0s, timeout 1lmOs, bytes 11828, cluster sent/rcvd bytes
0/0, owners (0,255)
Traffic received at interface dmz
Locally received: 0 (0 byte/s)
Traffic received at interface inside
Locally received: 11828 (6 byte/s)
Initiator: 10.5.4.10, Responder: 10.5.4.11
DCD probes sent: Initiator 5, Responder 5

ROFITIEI /T —F L— b b T v R THRED AT = A2 TR T D HIEZOWTURLET,

ciscoasa# show conn data-rate
Connection data rate tracking is currently enabled.

ROPITIXAGE LT —F L — MIESWTHEREZ 7 A V2 ) o 7T 2 HIEZOWTORLET,
ciscoasa# show conn detail data-rate-filter ?
eq Enter this keyword to show conns with data-rate equal to specified value
gt Enter this keyword to show conns with data-rate greater than specified
value
1t Enter this keyword to show conns with data-rate less than specified value
ciscoasa# show conn detail data-rate-filter gt ?

<0-4294967295> Specify the data rate value in bytes per second

ciscoasa# show conn detail data-rate-filter gt 123 | grep max rate

max rate: 3223223/399628 bytes/sec
max rate: 3500123/403260 bytes/sec

o< R a<wv R B
clear conn BHEx 7 VT LET,

clear conn data-rate {77 STV B BEDIAT — 4 L— R %22 U7 LET,
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# |

|
show console-output
BUEF Y 7 TF v STV D oY — V) &2FRRT 51213 F#E EXEC £ — R T show
console-output =~ > RZfiH L F9,
show console-output
WX DA Zoawy RIS ELITZF—U—FiEdb Y 8 A,
77 4V b T 7 4V OBEREIZH D EH A,

a<v s FE—F

WORIZ. a~ REANTESE—FEeRLET,

TZ7AT U=V
T—F X2V T4 ayTFHAB
< IIVF
r7 AR =V
avy FE—F N—Ty N TV h (YT (RAb YAT A
¥#HE EXEC o X o XIS o XIS o XIS o XIS
= NgHE yy—= ERNE
7.0(1) Zoavy RB¥EMENE L,
il K IZ  show console-output =~ > RO HIZ R L ET, 2 Y — AR RWEE RO A >
E—UNRERRINET,
ciscoasa# show console-output
Sorry, there are no messages to display
o< R a<w v R SWER

s =L

clear configure console =7 4 /)L cO 2 YV — VR TEICRE LE T,

clear configure a7 4K 2= a DT A RVEMMEGERERZT 730 MZIEL
timeout £7,

ASAICSKHT B2 Y — VB8RO T A KV 2 A LT MR ELET,

show running-config  ASA |ZxfT 52 Y — GO T A LV AL LT NE2RRLET,
console timeout

console timeout
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show context

BB THNTWDEAS LT —T oA A AT 4 Fal—3 77400 URL.BILOEE
HEHALTHXFARNOREEEZEO Ty T XA MEMERRT DITIL(ETIT VAT AFETAR—
AMBETRTCOaALyTHARDY A MERRTHITIL)  F5HE EXEC £ — KT show context =<
VREMEHLET,

show context [name | detail | count]

X DN

F7 %)V b

av v RE—F

count (EB)REFH AL THFANOKERRLET,

detail (FE38) FATIRERS L OB O -0 O #E & T, 27 % A b
(BT DREM AR A FR LET

name (EB) v T %A M ERE LET ARZIRE LRV 4 ASA 1T

FTRCOaAVTFAMERRLET , 2 TFANNTANTEDD
T BIEO T XA N OB TT,

VAT ANEFTAR—ATIZ ARERE LRWES ASA T TR TCoOa Ly TX X MaF s LET,

WDOFIZ, a~w REAJTESE—RRERLET,

TZ7AT UF—Iv
T—F X2V T4 2V THFRAL
< JVF
b T AR T X
a<w RE—F N—FTv N |7vrh P/ 2R AT A
FrHE EXEC O o Wi |— o X o Xt
v RIgHE Jy—= EENE
7.0(1) Zoawy RNBINEE L,
8.0(2) Bl YU THNE PSRBT U —IZ oW TOHERPBMENE LT,
FERHEOHA KT HAOOHBHIZOWTIL FESR LTI EE N,
A
il RIZ . show context =~ > RO IFIZRLET, ZOHFITIE. 3 2O THF A INRERINT

l/\i?o

ciscoasa# show context

Interfaces URL
flash:/admin.cfg

Context Name
*admin GigabitEthernet0/1.100
GigabitEthernet0/1.101
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contexta GigabitEthernet0/1.200 flash:/contexta.cfg
GigabitEthernet0/1.201
contextb GigabitEthernet0/1.300 flash:/contextb.cfg

GigabitEthernet0/1.301
Total active Security Contexts: 3

F 4361287 4 — LV ROHFEHE R LET,

# 4-36 show context D7 ¢ —/L N

74—V K A

Context Name TRTOALVTHRAMNPERENET  TAZYRT ()OO T N5z
VTXA N BBy T XA NTY,

A B —Tx ZOaryTXFANMIEIDETOENZA U H—T oA A,
4 A

URL ASANILTHXA DLy T 4 FXFal—ar%vu— 1% URL,

I Y AT BWFELTAL— 2 TOD show context detail =~ > FOH B Z R L F9,

ciscoasa# show context detail

Context "admin", has been created, but initial ACL rules not complete
Config URL: flash:/admin.cfg
Real Interfaces: Management0/0
Mapped Interfaces: Management0/0
Real IPS Sensors: ipsl, ips2
Mapped IPS Sensors: highsec, lowsec
Flags: 0x00000013, ID: 1

Context "ctx", has been created, but initial ACL rules not complete

Config URL: ctx.cfg

Real Interfaces: GigabitEthernet0/0.10, GigabitEthernet0/1.20,
GigabitEthernet0/2.30

Mapped Interfaces: intl, int2, int3

Real IPS Sensors: ipsl, ips3

Mapped IPS Sensors: highsec, lowsec

Flags: 0x00000011, ID: 2

Context "system", is a system resource

Config URL: startup-config

Real Interfaces:

Mapped Interfaces: Control0/0, GigabitEthernet0/0,
GigabitEthernet0/0.10, GigabitEthernet0/1l, GigabitEthernet0/1.10,
GigabitEthernet0/1.20, GigabitEthernet0/2, GigabitEthernet0/2.30,
GigabitEthernet0/3, Management0/0, Management0/0.1

Flags: 0x00000019, ID: 257

Context "null", is a system resource
Config URL: ... null
Real Interfaces:
Mapped Interfaces:
Flags: 0x00000009, ID: 258
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F 437 K7 4 — LV ROHFEHE R LET,

# 4-37 27 FX P DLEE

74—V K

B

Context

AT HRA DA, XV 2T F A DOFERITNE T OB
S FE T, system EWVVH) T T HF A ML VAT HFETAL—
AEFRLTWHET,

RERX v EB—:

LT E R ORI KIS ERENDTHERDSH D A vt —
AR LET,

Has been created, but
initial ACL rules not
complete

ASAIZa v 7 4 FXalb—ya @i LELERN. T 740 1
X2 U7 4 RV —%fLTH70DT 74/ N ACL % &
A a—RLTWERA T 74/ X2 T 4 R
X T AR_RTOa TR A MG L THEMCEHEND H O
T.FMitXR=2V T4 LD B x2 ) T 4 LoD
N7 4w VEEERILLEY TV r—var AV ARY
varBLOFOMDNRTG A=A X =T LET, 2D
tFa2 VT4 R —lZhoT . ar74F¥alb— g URF
HEnThbar7 4 Fal—alOACLNa L L LEN
HETOBIZ. T 7 4 v 7D ASA 2o SVVEIR LARWT &
PEFEENET ., 2074 Fab—3 3 O ACL ITIERF 1T EH
Tay A NVENDTED, ZORENRFERINDZ EITIFEA
oy EEA,

Has been created, but not
initialized

context name 2~ > K& NJ) L¥E L7225, £72 config-url =~ >
READLTHERA,

Has been created, but the
config hasn’t been parsed

T74NVRDACLRZ U a— RS E LA, £72 ASA 8=
V74X alb—varERITLTETA, ZORENRERE
NDGEIT Ry P =7 MERH D720 a7 4
Xal—varoFyra— RRRRLIEAEERH Y £77,
F7zid.config-url =~ REFEEAHN L TWERTA I T 4
Fal—rarzlue—RRTaE,.a7F X NADND copy
startup-config running-config = AJJ L £, VAT AN D,
config-url =~ > REHEANLET, 701X, 7 7 7 OFELT
a7 4 X2l —a VORELXBBLET,

Is a system resource

ZOWREEIZHEYTEDIT VAT LAFETALN—R LX) a T
FARDHRTT XNV A THFAMIVATAIZE > THEHS
. Z OB RIINE CORER I NET,

Is a zombie

no context =~ > KF 721 clear context =~ F&EHH L T=
YTRANEZHIBRLE LR, 27 F X FOIEHILASAD =
VTXARNIDEH LT XA MNMIHMHT LI . B2V
TATTIAT AZHEDHTLETAEVICRFFSNET,

Is active

DT HRAMNIBREERITHITHY . 2 THFRA P ar Ty
Fal—rarobxa sy R) =1~ ThTFT7 47
ZHRBIEARZ ENTEET,

Is ADMIN and active

ZOarTFRANMIBHEaILUTFRANTHY BAEFEITPT T,

Was a former ADMIN, but
is now a zombie

clear configure context =~ > RZfiffl L CEHa > TF A+ &
IR LE LN . 2T 2 ORI ASA AT F & b

IDZF LA TFX MIEMAT 20 X274 777
AT AZBEBTIHETAEVIHREFINET,

CiscoASAV ) —RX a< R U7y LR SavwryF 1|
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#* 4-37 ITFX FDOLEEREE)

TA4—IVF B!

Real Interfaces ZDAVTXFAMIEVETCoNTEA L E—T oA A AV
H—7 x4 AD ID % allocate-interface =~ N C~v v B/
LA FRENDDIEA Z—T = A ADEBEOLETTT,

Mapped Interfaces A B —7 A AD ID % allocate-interface =~ > N T~v v &I
VI LTEBA B RENDLDIF~Y Y B T ENTARITT A v
H—T oA A~y BT LRPoT=HE81. EEOLARIND
) ERRINET,

Real IPS Sensors AIPSSM %A VA R — /L L TWAEAIC. 2T F & MIEDY
BTHND IPS gt o h—, & ¥ —4 % allocate-ips =~ >
RCv oy BT LEGAE RRSNDHDITE U —DEEOS
FINSER

Mapped IPS Sensors o —4 % allocate-ips 2~ > R T~ v B 7 LA R
SINLHDF~vy BT InARI T B —AEx vy
T Lo G B IEEBEOARIN S 9 —ERRINET,

Flag WER TOREH SN E T,

ID ZOarT XA MOWNHESID,

K12 . show context count =~ > RO AH 2~ L EJ,

ciscoasa# show context count

Total active contexts: 2

HEa~< K a<w R B

admin-context

FHa yTXAMERELET,

allocate-interface

AVTFRRARNMIAVE—T oA AFEID YK TET,

changeto

aVTXFARNIERIT U THFARNE VAT LAFEITAR—ZADMTY)
DR ZITWVWET,

config-url

IVFFARN AL T4 X2 b —va OEFEEELE T,

context

VAT A QT 4 FXal—ralilexa )T a7 A MEE
KL .2y FFAFary740Xal—3v a3y F— REBBLET,
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show controller

FETDHTRTOAL v F—T 2 A ZAZHONWT, a2 ba—F @ DOFREERT DL, FiHE
EXEC “&— K T show controller =~ > RZfF ] L x 7,

show controller [slot] [physical_interface] [pci [bridge [bridge-id [port-num]]]] [detail]

WX DN

F 7 %)V b

a<v s RFE—F

bridge (722 > )ASA 5585-X D PC1 7'V v VEADEREF R LET,
bridge-id (A7 a2 )ASA5585-X D—EDHEPCI 7 U v ID #F R LET,
detail EBE)ar he—J0rMERRLET,

pei (7> a2 )ASA5585-X DPCL 17 4 X2 L—3 g UHEI O

256 XA hEEBITPCI T AL ADE K EFRRLET,

physical_interface

EB)A 2 —T A4 2D ZFELET,

port-num

(A7 3 ) ASA 5585-X THEinH ASA D% PCI1 7Y v PHNDO—ED
R— b+ EEE2ERLET,

slot

(733 2)ASA 5580 @ PCl-e NAB LR T v FOFEH O %
ARLET,

AV B =T A AEBEELRWES. Z0a<wy RITRXTOA v Z—T7 oA ZADER A2 FR

Lij‘o

WORIZ. a~ REANTESE—FEeRLET,

T7ATUH—IV
T—F X2V T 4 ayTFHAB
< )VF
r7 AR a7
avwy RE—F V22l a2 SNV 2 VAT A
FibE EXEC o X o X o X o X o X
< Rk Jyy—=x EEARN

7.2(1) o<y RpBEMEnE L,
8.0(2) ZDOa=y RIZASAS505 DA TERL TR TOT T v F 7 — A4

WHENAD LT F L detail ¥— 7V — RRBEMENE LT,

8.1(1)

ASA 5580 HIZ slot ¥ — U — Ry S E Lz,

CiscoASAV ) —RX a< R U7y LR SavwryF 1|
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EEAR

8.2(5)

IPS SSP 73 > A h—/L & L7 ASA 5585-X 11T pei. bridge. bridge-id.
port-num DEF 7> a URBMSIVE Lic, £72,.7XTD ASA 7
ML A=A 7L =22 FZEFELTIXHIEY b A =Ry b AV
=T A ATO7n—l#flZz eiIZT 27D0%R— FRBENSh
L7,

8.6(1)

ASA LY T D=7 BV a—EORIE T T 4y 7SS
ASA 5512-X 75 ASA 5555-X Internal-Control0/0 £ TDA 4 —7 =
A2ZAHEASAL Y 7 2T FV2a—NA~DTF—Z NT T 47T
ffi H £ 415 Internal-Data0/1 A > % —7 = A AT detail ¥ —7U — K
OV R—FBEMSE LT,

FEREDHA RS Zoa<y RIZNBEHREERI AXv—ICL WV BRRENTEAREAZHET S L &2 . Cisco

A TAC232a Y ha—FIZOWTOHEMRT Ny THEREIWET D7 DICENL L E T, EEOH T
. ETNVEA—Y Ry b arba—F(lXoCTEARYET, 2D~ RKIZ IPSSSP 31 A
F—/L & T D ASASS85-X DX G L 725 T _XTCOPCI 7 ) w VICET HERLFRLET,
ASA —E R EY 22—/ O¥4A  show controller =~ > RO IC PCle 2 1 v MEBIIFRR

SNEHA,
il &2 show controller =~ > RO H Al Z R LET,
ciscoasa# show controller
Ethernet0/0:
Marvell 88E6095 revision 2, switch port 7
PHY Register:
Control: 0x3000 Status: 0x786d
Identifierl: 0x0141 TIdentifier2: 0x0c85
Auto Neg: 0x0lel ©LP Ability: 0x40al
Auto Neg Ex: 0x0005 PHY Spec Ctrl: 0x0130
PHY Status: 0x4c00 PHY Intr En: 0x0400
Int Port Sum: O0x0000 Rcv Err Cnt: 0x0000
Led select: 0Oxla34
Reg 29: 0x0003 Reg 30: 0x0000
Port Registers:

Status: 0x0907 PCS Ctrl: 0x0003
Identifier: 0x0952 Port Ctrl: 0x0074
Port Ctrl-1: 0x0000 Vlan Map: 0x077£
VID and PRI: 0x0001 Port Ctrl-2: 0x0cc8
Rate Ctrl: 0x0000 Rate Ctrl-2: 0x3000
Port Asc Vt: 0x0080

In Discard Lo:

In Filtered:

Global Registers:

Control:

0x0000 In Discard Hi: 0x0000
0x0000 Out Filtered: 0x0000

B CiscoASAYV—X o= RUT77L VR Savwr R



Ethernet0/6:
Marvell 88E6095 revision 2, switch port 1
PHY Register:

Control: 0x3000 Status: 0x7849
Identifierl: 0x0141 Identifier2: 0x0c85
Auto Neg: 0x0lel LP Ability: 0x0000
Auto Neg Ex: 0x0004 PHY Spec Ctrl: 0x8130
PHY Status: 0x0040 PHY Intr En: 0x8400
Int Port Sum: 0x0000 Rcv Err Cnt: 0x0000
Led select: 0xla34

Reg 29: 0x0003 Reg 30: 0x0000

Port Registers:

Status: 0x0007 PCS Ctrl: 0x0003
Identifier: 0x0952 Port Ctrl: 0x0077
Port Ctrl-1: 0x0000 Vlan Map: 0x07fd
VID and PRI: 0x0001 Port Ctrl-2: 0x0cc8
Rate Ctrl: 0x0000 Rate Ctrl-2: 0x3000
Port Asc Vt: 0x0002

In Discard Lo: 0x0000 In Discard Hi: 0x0000
In Filtered: 0x0000 Out Filtered: 0x0000

----Inline power related counters and registers----
Power on fault: 0 Power off fault: 0

Detect enable fault: 0 Detect disable fault: 0
Faults: 0

Driver counters:

I2C Read Fail: 0 I2C Write Fail: 0

Resets: 1 Initialized: 1

PHY reset error: 0

LTC4259 registers:

INTRPT STATUS = 0x88 INTRPT MASK = 0x00 POWER EVENT = 0x00
DETECT EVENT = 0x03 FAULT EVENT = 0x00 TSTART EVENT = 0x00
SUPPLY EVENT = 0x02 PORT1 STATUS = 0x06 PORT2 STATUS = 0x06
PORT3 STATUS = 0x00 PORT4 STATUS = 0x00 POWER STATUS = 0x00
OPERATE MODE = 0x0f DISC. ENABLE = 0x30 DT/CLASS ENBL = 0x33
TIMING CONFIG = 0x00 MISC. CONFIG = 0x00
Internal-Data0/0:

Y88ACS06 Register settings:

rap 0xe0004000 = 0x00000000
ctrl_status 0xe0004004 = 0x5501064a

irg_src 0xe0004008 = 0x00000000

irg msk 0xe000400c = 0x00000000

irqg hw_err_src 0xe0004010 = 0x00000000

irg _hw_err_msk 0xe0004014 = 0x00001000
bmu_cs_rxg 0xe0004060 = 0x002aaa80
bmu_cs_stxg 0xe0004068 = 0x01155540
bmu_cs_atxg 0xe000406c = 0x012aaa80

Bank 2: MAC address registers:

&Iz . show controller detail =~ > FOH B 277 L F4,

ciscoasa# show controller gigabitethernet0/0 detail

GigabitEthernet0/0:
Intel 182546GB revision 03

Main Registers:
Device Control: 0x£8260000
Device Status: 0x£8260008

0x003c0249
0x00003347
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Ext
RX
TX
RX
TX
TX
RX
RX

RX Desc
RX
RX
RX
RX
RX
RX
RX
RX
RX
RX
RX
RX

TX Desc
X
X
X
X
X
X

RX Addr
Eth
Eth
Eth
Eth
Eth
Eth
Eth
Eth
Eth
Eth
Eth
Eth
Eth
Eth
Eth
Eth

PHY Reg
Phy
Phy
Phy
Phy
Phy
Phy
Phy
Phy
Phy
Phy
Phy
Phy

ended Control:
Config:

Config:

Control:

Control:

Inter Packet Gap:
Filter Cntlr:
Chksum:

riptor Registers:
Descriptor 0 Cntlr:
Descriptor 0 AddrLo:
Desccriptor 0 AddrHi:

Descriptor 0 Length:
Descriptor 0 Head:
Descriptor 0 Tail:
Descriptor 1 Cntlr:
Descriptor 1 AddrLo:
Descriptor 1 AddrHi:
Descriptor 1 Length:
Descriptor 1 Head:
Descriptor 1 Tail:

riptor Registers:
Descriptor 0 Cntlr:
Descriptor 0 AddrLo:
Descriptor AddrHi:
Descriptor Length:
Descriptor Head:
Descriptor Tail:

ess Array:

ernet Address
ernet Address
ernet Address
ernet Address
ernet Address
ernet Address
ernet Address
ernet Address
ernet Address
ernet Address
ernet Address
ernet Address
ernet Address
ernet Address
ernet Address
ernet Address

Hh DO QQ O ® VWow-Jou b WwWwNPRr o

isters:

Control:

Status:

ID 1:

ID 2:

Autoneg Advertise:
Link Partner Ability:
Autoneg Expansion:
Next Page TX:

Link Partnr Next Page:

1000T Control:
1000T Status:
Extended Status:

FUZ77L X Sawr K

0x£8260018
0x£8260180
0x£8260178
0x£8260100
0x£8260400
0x£8260410
0x£8260150
0x£8265000

0x£8262828
0x£8262800
0x£8262804
0x£8262808
0x£8262810
0xf8262818
0x£8262828
0x£8260138
0x£826013c
0x£8260140
0x£8260148
0x£8260150

0x£8263828
0x£8263800
0xf8263804
0x£8263808
0xf8263810
0xf8263818

0x000000cO
0x0c000000
0x000001a0
0x04408002
0x000400fa
0x00602008
0x00000000
0x00000300

0x00010000
0x01985000
0x00000000
0x00001000
0x00000000
0x000000££
0x00010000
0x00000000
0x00000000
0x00000000
0x00000000
0x00000000

0x00000000
0x01987000
0x00000000
0x00001000
0x00000000
0x00000000

0012.d948.ef58

Not Valid!
Not Valid!
Not Vvalid!
Not Valid!
Not Valid!
Not Vvalid!
Not Valid!
Not Valid!
Not Vvalid!
Not Valid!
Not Valid!
Not Vvalid!
Not Valid!
Not Valid!
Not Valid!

0x1140
0x7969
0x0141
0x0c25
0x01lel
Ox4lel
0x0007
0x2801
0x0000
0x0200
0x4000
0x3000

CiscoASA 'V —X o<
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Detailed Output - RX Descriptor Ring:

rx_bd[000]: baddr = 0x019823A2, length = 0x0000, status = 0x00
pkt chksum = 0x0000, errors = 0x00, special = 0x0000

rx_bd[001]: baddr = 0x01981A62, length = 0x0000, status = 0x00
pkt chksum = 0x0000, errors = 0x00, special = 0x0000

WIZ,ASA 5512-X 75 ASA 5555-X £ CTOWHEA X — 7 = A A|Z%T % show controller detail
a~vy ROEDMFERLET,

ciscoasa# show controller detail
Internal-Control0/0:

ASA IPS/VM Back Plane TunTap Interface , port id 9
Major Configuration Parameters

Device Name : en_vtun

Linux Tun/Tap Device : /dev/net/tun/tapl

Num of Transmit Rings : 1

Num of Receive Rings : 1

Ring Size : 128

Max Frame Length : 1550

Out of Buffer : 0

Reset : 0

Drop : 0
Transmit Ring [0]:

tx_pkts_in_queue : 0

tx_pkts : 176

tx_bytes : 9664
Receive Ring [0]:

rx_pkts_in_queue 0

rx_pkts 0

rx_bytes 0

rx_drops 0

Internal-Data0/1:
ASA IPS/VM Management Channel TunTap Interface , port id 9
Major Configuration Parameters

Device Name : en_vtun

Linux Tun/Tap Device : /dev/net/tun/tap2

Num of Transmit Rings : 1

Num of Receive Rings : 1

Ring Size : 128

Max Frame Length : 1550

Oout of Buffer : 0

Reset : 0

Drop : 0
Transmit Ring [0]:

tx_pkts_in_queue : 0

tx_pkts : 176

tx_bytes : 9664
Receive Ring [0]:

rx_pkts_in_queue 0

rx_pkts 0

rx_bytes 0

rx_drops 0
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W1z .show controller slot =~ > RO 1l %R LET,

Slot Card Description PCI-e Bandwidth Cap.

3. ASA 5580 2 port 10GE SR Fiber Interface Card Bus: x4, Card: x8
4. ASA 5580 4 port GE Copper Interface Card Bus: x4, Card: x4
5. ASA 5580 2 port 10GE SR Fiber Interface Card Bus: x8, Card: x8
6. ASA 5580 4 port GE Fiber Interface Card Bus: x4, Card: x4
7. empty Bus: x8

8. empty Bus: x8

R1Z  show controller pci =~ > KO flZR L E T,

ciscoasa# show controller pci

PCI Evaluation Log:

PCI Bus:Device.Function (hex): 00:00.0 Vendor ID: 0x8086 Device ID: 0x3406

PCI Configuration Space (hex):

0x00: 86 80 06 34 00 00 10 00 22 00 00 06 10 00 00 0O
0x10: 00 00 00 00 00 00 00 00 00 00 OO 00 00 00 00 0O
0x20: 00 00 00 00 00 00 00 00 00 00 OO0 00 86 80 00 0O
0x30: 00 00 00 00 60 00 00 00 00 00 00 00 05 01 00 0O
0x40: 00 00 00 00 00 00 00 00 00 00 OO 00 00 00 00 0O
0x50: 00 00 00 00 00 00 00 00 00 00 OO 00 00 00 00 0O
0x60: 05 90 02 01 00 00 00 00 00 00 OO0 00 00 00 00 0O
0x70: 00 00 00 00 00 00 00 00 00 00 OO 00 00 00 00 0O
0x80: 00 00 00 00 00 00 00 00 00 00 OO 00 00 00 00 0O
0x90: 10 e0 42 00 20 80 00 00 00 00 00 00 41 3c 3b 00
0Oxa0: 00 00 41 30 00 00 00 00 cO 07 00 01 00 00 00 0O
0xb0: 00 00 00 00 3e 00 00 00 09 00 00 00 00 00 00 0O
OxcO: 01 00 00 00 00 00 00 00 00 00 OO 00 00 00 00 0O
0xd0: 00 00 00 00 00 00 00 00 00 00 OO 00 00 00 00 0O
0xe0: 01 00 03 c8 08 00 00 00 00 00 00 00 00 00 00 0O
0xf0: 00 00 00 00 00 00 00 00 00 00 OO 00 00 0O 00 0O

Link Capabilities: x4, Genl
Link Status: x4, Genl

HEa< R a<wy R LA

show interface AE—T A AEFHEREERLET,

show tech-support Cisco TAC IZ L 2RO ZW # aHElc T2 K o elFREaR R~ LE T,
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show coredump filesystem

WX DN

F7 %V b

a<v s RFE—F

Ay T Ty AN VAT AOWNEEFETAT HIZIX, show coredump filesystem =~ > K% A
HLET,

show coredump filesystem

Zoavwy NIEBIEERIZF—U—RIIH VY T8 A,

FTIFNV T a7 X TNEAF—T L TEHY THA,

WORIZ. a~ REANTESE—FeRLET,

T7AT Ut —)V
T—F X2V T 4 ayTFHAB
< J)VF
hT R avTE
gy RE—F N—T v R | TV I | R B VAT A
JFa—/N) ar7Z 4 FXal— | e XS o XIS I S I S —
va v

o< RERE JJ—2R EEANE
8.2(1) o<y RpBEMEnE L,

EREDHA KT
A

4l

Zoawry RNR aTH TS T AN VAT LAONEER R LET,

R1Z  show coredump filesystem =~ > R4 AJJ L C RIEERSNTATREO 2T X T ORNE
BERRT DL ERLET,

ciscoasa(config)# show coredump filesystem

Coredump Filesystem Size is 100 MB

Filesystem type is FAT for diskO

Filesystem lk-blocks Used Available Use% Mounted on

/dev/loop0 102182 75240 26942 74% /mnt/disk0/coredumpfsys

Directory of disk0:/coredumpfsys/

246 -rwx 20205386 19:14:53 Nov 26 2008 core_lina.2008Nov26_191244.203.11.gz
247 -rwx 36707919 19:17:27 Nov 26 2008 core_lina.2008Nov26_191456.203.6.g9z
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EHEa~<v R a2 K A

coredump enable a7y BT EEEY A 2 — T2 LET,

clear configure coredump =7 %7 75 A LT AT MIBERTFENTWE a7 Z T
TR CHIBR L. arZd ey a7 )7 LET . a7y 7
TrAN VAT AEERTOEET 2 W a7 X7 a7 g
XFal—valrPDERINLY HEEZTEVTH5ZEETHY
T A,

clear coredump AT Ty ANV AT MIBEREES L TS aT X
ETRCHIBRL. a7 X el 7 )7 LET  a v
77 ANV AT LAARTOEET WD . aTr X7 ar7 gy
Xal—varyPNERINTY BEELZ TV TH5ZL1ETHY
FH A,

show coredump log ay X7y a7 ERRLET,

CiscoASA V'V —X a<w R U777 LR Sawr
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show coredump log

a7y o7 a T ONEEH LWIEICERT 5121, show coredump log =~ > REZ A LET,
a7 U7 a T ONEE HWIRIZZE R T 51213, show coredump log reverse =~ > K& AJjL

£,

show coredump log

show coredump log [reverse]

L DA reverse KbowWwarZ oy arszkRrLET,
F7 %)V bk FIZFNPTIHR ITE L TIIA =T A TIEHY £ A,

a<w v RKE—F WORIZ. a~ REANTES2E—FeaxRLET,

T7AT Ut —)V
T—F X2V T 4 aTFHAB
< J)VF
FZ7 AR X
a<wy RKRE—FR N—Tv N |7V b U | R B AT A
Ja—s )L a7 4 F¥alb— | e X I S I S I S —
va v
v PR Jy—2 EENE
8.2(1) Zoa<wy RRBMEE L,

EH EOHA KT

A v L CTWET,

il wio,.Znboa~<y ROWAZRLET,

ciscoasa(config)# show coredump log

Zoaxvy NI arZr 7 a ONEERRLET . B 7L BET 4 A7 LIZHD b DEK

[ 1 ] Wed Feb 18 22:12:09 2009: Coredump completed for module 'lina', coredump file
'core_1lina.2009Febl8_221032.203.6.gz', size 971722752 bytes, compressed size 21293688
[ 2 ] Wed Feb 18 22:11:01 2009: Filesystem full on 'disk0', removing module coredump

record 'core_lina.2009Febl18_213558.203.11.gz"

[ 3 ] Wed Feb 18 22:10:32 2009: Coredump started for module 'lina', generating coredump

file 'core_1lina.2009Febl8_221032.203.6.gz' on 'disk0'

[ 4 ] Wed Feb 18 21:37:35 2009: Coredump completed for module 'lina', coredump file
'core_1lina.2009Febl8_213558.203.11.gz', size 971722752 bytes, compressed size 21286383

[ 5] Wed Feb 18 21:35:58 2009: Coredump started for module 'lina’',

file 'core_lina.2009Febl8_213558.203.11.gz' on 'diskO'

generating coredump

CiscoASAY V) —RX a<w R U7y LR Savwr R
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HlLnwarZr FHOEM AR T A0 . FnWa 727 7y A VTHIBR ST, 2T,
AT ET Ty AN VAT AR XN BIEOaT X T OB M o T
BICASAICE > THBMIITONE T, 20D 7Ty adBELCaryZ 7N EEx
SNEVWE I . TELALPTRLL ary ¥ o T a7 — AT TAHZERARAIRERD F3,

ciscoasa(config)# show coredump log reverse

[ 1 1] Wed Feb 18 21:35:58 2009: Coredump started for module 'lina', generating coredump
file 'core_lina.2009Febl8_213558.203.11.gz' on 'diskO0'"

[ 2 ] Wed Feb 18 21:37:35 2009: Coredump completed for module 'lina', coredump file
'core_lina.2009Febl8_213558.203.11.gz', size 971722752 bytes, compressed size 21286383
[ 3 1 Wed Feb 18 22:10:32 2009: Coredump started for module 'lina', generating coredump
file 'core_1lina.2009Febl8_221032.203.6.gz' on 'disk0'

[ 4 1 Wed Feb 18 22:11:01 2009: Filesystem full on 'disk0', removing module coredump
record 'core_lina.2009Febl8_213558.203.11.gz"

[ 5] Wed Feb 18 22:12:09 2009: Coredump completed for module 'lina', coredump file
'core_1lina.2009Febl8_221032.203.6.gz', size 971722752 bytes, compressed size 21293688

EEa<v K

a<wy R LA

coredump enable a7 XTI E A X —T NI LET,

clear configure coredump =747 75 A4 )L AT AIHERESRLTWS a7 X
EIR_RCHIBRL. a7 X7 ar7% )7 LET . aryrr
T ANV AT LNARTOEET WD . aTr X7 arr gy
Xal—valryPNERINTY BEELZ TV TH5ZL1ETHY
FHA,

clear coredump AT T ANV AT MIBEREES L WS a T XS
ET_CHIBRL. a7 Xl w7 )7 LET . a7 X
Tr AN AT ABERTOEEIT WD a7 XS a7y
Xal—valryPNERINTLY EEELZTLVTLHZLEHY
FHA,

show coredump filesystem =7%. 7 757 A4)L AT LONEZERLET,

CiscoASA V'V —X a<w R U777 LR Sawr
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show counters

Ja ba) AE vy R ERRT AT ¥ EXEC £ — K T show counters =~ > K%

L £

show counters [all | context context-name | summary | top N ] [detail] [protocol protocol_name
[:counter_name]] [ threshold N]

B DA all T AN OFEMERRILET,
context context-name aVTHRRANLERELET,
:counter_name B ELRITCHRELET,
detail PR T B HRER TR LET,
protocol protocol_name 57 Li=7 1 F I DB T 4 AR LET,
summary B EDERERRLET,
threshold N BELEZLEWELL LI T 2 DOHhEFRRLET FRETE HEMA
13 1 ~ 4294967295 T,
top N HELLELEWEIL LD Y 2 2R R LET FEETE HHMHIT 1~
4294967295 T,
T 74k show counters summary detail threshold 1

a<v s RFE—F

WORIZ. a~ REANTESE—FeRLET,

TrAT VA —IV
T—F X2V T 4 aTFHAB
< VT
T AR =N
a<wy RE—F N—Fo K| TVrbh [P | Rb VAN
¥5HE EXEC o Xt LD SIS o Xt o Xt o X%
o~ RERE Jyy—=x EREAK
7.2(1) Zoawy RRNBMEnE L,
9.2(1) ARV N X=X DI AP BMENE LT,

9.13(1)

Firepower 1000 38 LN 2100 D7 7' Z A4 7 AE— RIZH LWA T o ¥
THTTPERR 2B E N E L7z, Z L. FX0OS ~® HTTP Bk X v
=T F A LT NOBERLET,
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il RIS T_XTOIT o Z xRt L0~ L ET,
ciscoasa# show counters all
Protocol Counter Value Context
TIO0S_IPC IN_PKTS 2 single_vf
IOS_IPC OUT_PKTS 2 single_vf

ciscoasa# show counters

Protocol Counter Value Context
NPCP IN_PKTS 7195 Summary
NPCP OUT_PKTS 7603 Summary
IOS_IPC IN_PKTS 869 Summary
IOS_TIPC OUT_PKTS 865 Summary
Ip IN_PKTS 380 Summary
Ip OUT_PKTS 411 Summary
Ip TO_ARP 105 Summary
Ip TO_UDP 9 Summary
UDP IN_PKTS 9 Summary
UDP DROP_NO_APP 9 Summary
FIXUP IN_PKTS 202 Summary
UAUTH IPV6_UNSUPPORTED 27 Summary
IDFW HIT USER_LIMIT 2 Summary

W D B OERNERRT D0 2R L E£T,

ciscoasa# show counters summary

Protocol Counter Value Context
TIOS_TIPC IN_PKTS 2 Summary
IOS_IPC OUT_PKTS 2 Summary

WIZ.AVTHFANDH T B eTprmT D0 E2R7LET,

ciscoasa# show counters context single_vf

Protocol Counter Value Context
TIO0S_IPC IN_PKTS 4 single_vf
IOS_TIPC OUT_PKTS 4 single_vf

RICAXRY N IR=T DI o Zaformd D0 R LET,

ciscoasa# show counters protocol eem

Protocol Counter Value Context
EEM SYSLOG 22 Summary
EEM COMMANDS 6 Summary
EEM FILES 3 Summary
HEa~< K a<w R Bk
clear counters Ta haN AF T horo A EI7 VT LET,
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show cpu
CPU Offi FIRIICBAT A 5 &2 K9 21213, F# 4 EXEC “E— R T showepu =~ &Ml L
\iTO
[cluster exec] show cpu [usage core-id | profile | dump | detailed]
“NF aArTHRARN FT—RTIHE VAT L I 74 Fa2b—2arnbROIIICANLET,
[cluster exec] show cpu [usage] [context {all | context_name}]
DR all TRTCOALVTHRANERRITHZEEZRELET,
cluster exec (AT a)rI3ARY U TRKETIE. 5 == T showcpu 2~
YREFITL. DAY FERfOTRTO2=y FTHRFHIFETT
% \i—g—()
avTFHR b 1 2ODaryTHFAMNERFTHIEEZRELET,
context_name RRTDHALVTHXANDARIERELET,
core-id TutyY arvTofrEiEE L £9,
detailed (A7 a »)CPU OWEBMEHICET 25 e iE AR~ LET,
dump (AT aNNTIYWCF T TadrA )0 F—FE2FRLET,
profile (AFva)CPUTua Ty AV T T—2%FKRLET,
usage (fE&) CPU fE HIR A £ L E T,
T 74k T 7 F v NOEHEREILH D EH A,

a<w v RE—F WORIZ. a~ REANTESE—FeRLET,

T7ATUF—IV
T—F X2V T 4 aTFHAB
~)VF
F 7V AR =N
avy RFE—F N—Ty N TV h (TN (RAb VAT A
¥#HE EXEC o X o XIS o XIS o XIS o XIS
v NgHE yy—= ERNE
7.0(1) Zoawry RpBEMEhE Lz,
8.6(1) ASA 5512-X.5515-X,5525-X.5545-X. B LN 5555-X VAR —F9 5
7=\ core-id 7 a UBIMENE LT,
9.1(2) show cpu profile =~ > N & show cpu profile dump =~ > KO 33
R EhE L,
9.2(1) AT T > b7+ —20 CPU M ARILAY ASAv DHAJICIBINES N E

L7,
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EREDHTA K7 CPUMMARIUL.S B I L 0AMOTLMEAZMEH L, Z OBREEZ S LD 2 SOB @Y
L AT itk CRIHENET,

show cpu 2~ > REMHT 5L e AHEOAMZ KR TE £ (-DF D  show process =
vV RE VTN E—RESALTF I THRARNE—RDVAT LA AT 4 X2l —a D
WA CEIT LG RICRREINLIHEORDVIZ. T 7 T4 T 4 2R TEET),

IO VAT arTFHR AN B FTIE. T ABEAREZSBT 5 L0 REINZT T
DALTHFANTHEIND CPUICERTEET, ZOLDITIFE E L THFANMIELLT
show cpu =2~ > K% AJJ9 % 7> show cpu context =~ > K& A LET,

T at ABEOAM L R D ITWVERICHO SN ETHN, 27 F X MEEO AR O AT E
ZFRTI0ERN 1 2B ET . 72E 2 showepu 2~ RE VAT A I T XA MND
A3 % & show cpu context system =1~ > R& A ) LT2GE L3RR 2 8EN RS VET AT
# 1% show cpu context all =~ > R CERINDHELK L IFIZFE U TTN BEILZOEHO—
T EEHEA,

show cpu profile dump =~ > K% cpu profile activate =~ > F & & § (2 L C.CPU RED
NZ TN a—T 4 VR TAC 2MEH T 5 16 # % IN4E T & £ 97, show cpu profile dump =~
v RO i 16 #EX T,

CPU 7’1 7 7 A 7 NS O A % 8 L T 5354 . show cpu profile =~ > Nk D H
EFERRLET,

CPU profiling started: 12:45:57.209 UTC Wed Nov 14 2012
CPU Profiling waiting on starting condition.

Core 0: 0 out of 10 samples collected.

Core 1: 0 out of 10 samples collected.

Core 2: 0 out of 10 samples collected.

Core 3: 0 out of 10 samples collected.

CcP

0 out of 10 samples collected.

ASAVICEIL T IRDTIA BV A A RTA4 ZHEBELTLEE N,

o FFH[EIDH vCPU UL A VA R =L ENTWHVCPU T v h 7+ —L T4 A
LoTHREEINET,
- FAEUAVCPU DKM, TR BV a =27 Eijz vCPU D% & 554 ORI
Compliant 2729 £7°,

- FAEUAVCPU OB, 7y a =7 &Nl vCPU 0¥ % T 554
Noncompliant: Over-provisioned (272 V) F 97,

aik
- 74 AVCPU DN, 7RV a =7 Ei- vCPU O a8 2 5456 KRB
Compliant: Under-provisioned (272 V) £,
o AEVHIRBIF. Vb Ya=r 7 Iz vCPU OIZEL - TIRESNET,
- b va=r s I AE YD ERICH DA CIKAEIL Compliant (2720 £97,
- b va=r s IR AE YD EREZE X 556 K8 Noncompliant:
Over-provisioned (272 V) F 97,
- TuEVa=mr IR AT YN ERE FESE5E ., KEEIT Compliant:
Under-provisioned (272 V) £9°,
o FAEETHBIRIZ. 7rEYa =07 I vCPU OB K> TRIESILET,
- BT AT DLEREKRER (1000 MHz) UL ETh 554 IKHEIX Compliant (272 D
‘iﬁ‘o

- AT AT Y PLERKR (1000 MHz) £iifi ToH 254 IREIX Compliant:
Under-provisioned (272 V) F 97,

R&l

I
Ee
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i

T2 T ROHINE. FTA B ABFEH SN TR 2R LET 7S5 vCPU DO
127 A & RS 7% % 7~ L Noncompliant: Over-provisioned (%, MR 7 A4 X &z
Y=AEDHZNY Y=L TETSNTND I L EZRLTVET,

Virtual platform CPU resources

Number of vCPUs : 1
Number of allowed vCPUs : 0
vCPU Status : Noncompliant: Over-provisioned

BHEALTHEAIT. 2Ol AE a2 — L. TAC IZHRHEE L £9,

ASA 23 FXOS ¥ ¥ — ¥ THEITENTWAS A show epu 2~ > RO JIZE RTINS CPU 227
DHLH  Firepower 4100 77 v b 7 4 — A% 9300(FX0S N—R) 7T v N7 4 — L L —#HDT
Z v b 74— AL ® show version 2~ > RO NIZEREINDGEELD DWW E3HY FT,

B NA N —A L T 4 T OV R — R OEAIZ LY  Firepower 4100 77 v 8 7+ — LB X
w9300 77 v h 7 4 —LTDshowepu 2~ FOHINEFSNE L, T 74 v 7 DA
N—"7" F MRV show cpu [detailed | core | external] CLI O /113, A% > K7 1 D ASA
HACERRIND D LRV ET CPUNAN—RA Ly T 4 U ITHERENRT 4 E—7 LIl o
TWAH %A .CPU 27 O ALIRGLH ) D% K< 20 3T, ASA T 7 4 v 7 DA L—
Ty R LEWVED EREZBZ TWDEHE.CPU N, R—ZA L T ¢ v THRER A 1 — T LT
T 5L showepu 2~ RBAX L R7r VD ASA LRICHNE2FRRTDH L1270 9,

KIZ CPU R 2 RoR T 202 m L E£T,

ciscoasa# show cpu usage
CPU utilization for 5 seconds = 18%; 1 minute: 18%; 5 minutes: 18%

&IZ . CPU O R IICEE T B 1582 £RT B0 2R L ET,

ciscoasa# show cpu detailed

Break down of per-core data path versus control point cpu usage:
Core 5 sec 1 min 5 min

Core 0 0.0 (0.0 + 0.0) 3.3 (0.0 + 3.3) 2.4 (0.0 + 2.4)

Current control point elapsed versus the maximum control point elapsed for:
5 seconds = 99.0%; 1 minute: 99.8%; 5 minutes: 95.9%

CPU utilization of external processes for:
5 seconds = 0.2%; 1 minute: 0.0%; 5 minutes: 0.0%

Total CPU utilization for:
5 seconds = 0.2%; 1 minute: 3.3%; 5 minutes: 2.5%

['Current control point elapsed versus the maximum control point elapsed for | &\ 9 i, 22> k72—
NV RA R DOBAEDAR N ER SN HHANICHEE SN o RAR L SN D 2 L 2 5%
L, ZAUTHERHE T g7 < BT 5 BRI LT 99% & o ik, 2> hr—/L &
A~ FOBHED AR, O 5 BERICE T DHMKAMD 9% ThHDH Z L 2 FR L 9, A2
HACHEIN LT 56 BAHIEHIC 100% (2720 F97, 7272 L R KHHEA EFR STV RN T
HUEBED CPUIIIBI EHE B DB ERBNH L AREMENH Y £,
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WIZ IV F FT—RTVAT L aryTHF A MO CPU R ZERT OB EZRLET,

ciscoasa# show cpu context system
CPU utilization for 5 seconds = 9.1%; 1 minute: 9.2%; 5 minutes: 9.1%

WIZ. TR TCOaryTxFA MO CPUMARNER RTIHE2RLET,

ciscoasa# show cpu usage context all

5 sec 1 min 5 min Context Name
9.1% 9.2% 9.1% system

0.0% 0.0% 0.0% admin

5.0% 5.0% 5.0% one

4.2% 4.3% 4.2% two

Wiz Tone)] W) a2 T F A b CPU IR ZERT 027 LE7,

ciscoasa/one# show cpu usage
CPU utilization for 5 seconds = 5.0%; 1 minute: 5.0%; 5 minutes: 5.0%

WOBTIZ.7a 77 A7 7T 4 7{ LT 1000 BOY > T IVEEMNTDH L OIZHERLET,

ciscoasa# cpu profile activate

Activated CPU profiling for 1000 samples.

Use "show cpu profile" to display the progress or "show cpu profile dump" to interrupt
profiling and display the incomplete results.

wiz.7a 7y A4 YT OAT—4 X (in-progress 3 & U completed) DFl &7~ L E T,

ciscoasa# show cpu profile

CPU profiling started: 13:45:10.400 PST Fri Nov 16 2012

CPU profiling currently in progress:

Core 0: 209 out of 1000 samples collected.

Use "show cpu profile dump" to see the results after it is complete or to interrupt
profiling and display the incomplete results.

ciscoasa# show cpu profile dump

Cisco Adaptive Security Appliance Software Version 9.1(2)
Hardware: ASA5555

CPU profiling started: 09:13:32.079 UTC Wed Jan 30 2013
No CPU profiling process specified.

No CPU profiling trigger specified.

cores: 2

Process virtual address map:

End of process map
Samples for core 0 - stopped
{0x00000000007eadb6, 0x000000000211ee7e}

WIZ . ASAv @ CPU i R OHI &2~ L ET,

ciscoasa# show cpu
CPU utilization for 5 seconds = 0%; 1 minute: 0%; 5 minutes: 0%

Virtual platform CPU resources

Number of vCPUs : 2
Number of allowed vCPUs : 2

vCPU Status : Compliant
Frequency Reservation : 1000 MHz
Minimum required : 1000 MHz

CiscoASA V'V —X a<w R U777 LR Sawr
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Frequency Limit : 4000 MHz
Maximum allowed : 56000 MHz
Frequency Status :  Compliant
Average Usage (30 seconds) : 136 MHz

WIZ . ASAv @ CPU fli FlRILOZEM OB 2R L E T,

Break down of per-core data path versus control point cpu usage:

Core 5 sec 1 min 5 min

Core 0 0.0 (0.0 + 0.0) 0.0 (0.0 + 0.0) 0.0 (0.0 + 0.0)
Core 1 0.0 (0.0 + 0.0) 0.2 (0.2 + 0.0) 0.0 (0.0 + 0.0)
Core 2 0.0 (0.0 + 0.0) 0.0 (0.0 + 0.0) 0.0 (0.0 + 0.0)
Core 3 0.0 (0.0 + 0.0) 0.1 (0.0 + 0.1) 0.0 (0.0 + 0.0)

Current control point elapsed versus the maximum control point elapsed for:
5 seconds = 0.0%; 1 minute: 0.0%; 5 minutes: 0.0%

CPU utilization of external processes for:
5 seconds = 0.0%; 1 minute: 0.0%; 5 minutes: 0.0

e

Total CPU utilization for:
5 seconds = 0.1%; 1 minute: 0.1%; 5 minutes: 0.1%

Virtual platform CPU resources

Number of vCPUs : 4
Number of allowed vCPUs : 4

vCPU Status :  Compliant
Frequency Reservation : 1000 MHz
Minimum required : 1000 MHz
Frequency Limit : 20000 MHz
Maximum allowed : 20000 MHz
Frequency Status :  Compliant
Average Usage (30 seconds) : 99 MHz

ASANR—T =961 LI 2 hr—LiRA >k (CP) DMELIZ 2 DE 71T 4 DD 2 7 3R
SN AMHARERTRTOaATIZCPRIANLRNWE I FEITTE L7 CPOREFIBRLET, ©
774y 7 AMBIRWEGAE TS CPAHTIIERS NI a7 CPU B = ZIZ—EDALMD
WD ET E T —HRAMDP) ALy R&F =y 7 T5DICE{FEaT7 TDPEFR—Y 7L
9, Z OE L show epu core H I IZ1XE F 4L TV E 5728 show cpu detail /) TIXfFRS ST
WE T, Z4LiE. show cpu detail IZE > TCP B LDP OAMNT = v 7 INBH7HTT,

WD show cpu core 3 1 OF show cpu detail =~ > FOHNIZEFEFND S F X F722 CPU fEH
HAH (Core 0 B L WM Core 2) & LET,

ciscoasa(config)# show cpu core
Core 5 sec 1 min 5 min
Core 0 18.0% 18.0% 18.0
Core 1 0.0% 0.0% 0.0%
Core 2 18.6% 18.5% 18.6%
Core 3 0.0% 0.0% 0.0%

oe

ciscoasa(config)# show cpu detail

Break down of per-core data path versus control point cpu usage:
Core 5 sec 1 min 5 min
Core 0 1.6 (0.0 + 1.6) 1.6 (0.0 + 1.6) 1.6 (0.0 + 1.6)

CiscoASAV ) —RX a< R U7y LR SavwryF 1|
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Core 1 0.0 (0.0 + 0.0) 0.0 (0.0 + 0.0) 0.0 (0.0 + 0.0)
Core 2 1.6 (0.0 + 1.6) 1.6 (0.0 + 1.6) 1.6 (0.0 + 1.6)
Core 3 0.0 (0.0 + 0.0) 0.0 (0.0 + 0.0) 0.0 (0.0 + 0.0)
EEa~r R a<w R B!

show counters

Ta bha)N REZ T B R EERRILET,

cpu profile activate

CPUZa 757 A T %7 0T 4_X—hKLET,
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