CHAPTER :!:

show aaa kerberos =~ > K~ show asdm
sessions =2 <> RN

show aaa kerberos

Kerberos ¥ — B 2 2 F 9 512 1% . M EXEC & — K T show aaa kerberos =t~ > N Z{# [
L/ \i j—O

show aaa kerberos [username user] | keytab]

X DA keytab Kerberos ¥ — % 7 7 7 A MIZET 2B REEFZ TR LET,
username user BESNa2—FOFrv heFrLET,
F 7/ b F—U—REBEELRWGEA. TXTO2—FDOFrv hRERSNET,

a<w v RE—F WORIZ. a~ REANTESE—FEeRLET,

T7ATUH—IV
T—F X2V T 4 aTFHAB
< IVF
[NV S oL
a<wy RE—F N—7v K| 7vryh |7 (Rb VAT A
s HE EXEC o X |— o Xt o X |—
2~ NIgRE JYy—2=x EHENE
8.4(1) Ioawry RPREBNSE LT,
9.8(4) keytab ¥ — U — K BEMEE LT,
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FEREDHA KT ASAICF v v 2 &N NTO Kerberos F7 v FEFRRT DT F—V— FEEEEETIC

A show aaa kerberos =~ > RZfEH L £ 7, & D= —H D Kerberos 77 > F & RRT HITIX,
username ¥ — 7 — R&ZBIMLET,F—X 77 7 A VICHT 18 E £~ T 51215 keytab
X—U—REMEHTHILERHY £7,

2l LI Tz . show aaa kerberos =~ > RO B %2R L%,
ciscoasa(config)# show aaa kerberos
Default Principal Valid Starting Expires Service Principal
kcduser@example.com 06/29/10 17:33:00 06/30/10 17:33:00 asa$/mycompany.com@example.com

kcduser@example.com 06/29/10 17:33:00 06/30/10 17:33:00
http/owa.mycompany.com@example.com

WIZ . Kerberos ¥—4% 7 7 7 A WVICHET 2 FEWRER T HH0 2R~ LET,

ciscoasa# show aaa kerberos keytab

Principal: host/asa2@BXB-WIN2016 .EXAMPLE.COM
Key version: 10
Key type: arcfour (23)
BEa~< R a<y R B
aaa kerberos Kerberos & — %47 /5 (KDC) 7» 5 = 7 AR — bk L 7= Kerberos % —
import-keytab BT 77 ANEALVHR—FLET,
clear aaa kerberos X ¥ v a2 &7 Kerberos F7 v "2 27 U T LET,
show running-config AAA — ROBRTEEZHFZ R LET,
aaa-server
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show aaa local user

BfEr vy 7 & Tnaa2—HFHDY A NE2RRT D0 Flid2—FA OFMERRT HITIE,
Fa—s)L ary 7 4FXal—3 3y E— RTaaalocaluser 2~ > REEH L £,

show aaa local user [locked]

WX DN

57 )V b

a<wy KNE—K

locked (ER)BEr Yy 7 STV —FLDY A MERRLET,

77 4 OBIERMHITH D FTHE A,

ROKIZ, A~ FEANTELHEF—RF2RLET,

TZ7ATUF—IV
E—F X2V T 4 avTHAL
< JVF
FT AR T X
avwv FE—F N—FT v N |TLrh 7N | R b AT A
Jua—)LaryZ 4 Xalb— | e % o XIS o XIS o XS |—
va v

o NEkE

ERH LA RZ

A

4l

JY—=x EEAR
7.0(1) Zoawy RNBINEE L,

F 7 g DF—U— Klocked ZEWET 5 E ASAICL ST T R_RTDOAAA B —N /)L 2—HF D
LMRITB LR v 7T F AT —F ZAOFEMRERINET,

username 1+ a VAEFH L THEH—O2—YFE2EETAIal T 7> a v E2FHA L TTXTo
a—FEBEETEET,

ZOaw NI eI T RENTWEL—FDAT —F APTITEE L9,
BHEEZTANAZANO0 Yy I T T R THZEIETEEY A

Wiz show aaalocaluser 2~ FEFHL . T _XTHO2—VFLDOr Yy I T T N AF—X X%
TR TDHHERLET,

I IR Z 5 ISR E L7112 show aaalocaluser =~ RA{HEHL T, XTD AAA 2 —2h
NV a—FORKLUZEERITEEB LN vy 7 70 N 27— X 20HEMERTZT L0 2R~ L
7.
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ciscoasa(config)# aaa local authentication attempts max-fail 5
ciscoasa(config)# show aaa local user
Lock-time Failed-attempts Locked User
- 6 Y test
- 2 N mona
- 1 N cisco
- 4 N newuser
ciscoasa(config)#
WA HIBEZ 5 [BNZFRE L 721212 lockout ¥ — 7 — R % f57E L T show aaa local user =~ > R %
BHL. By 277 FENTVD AAA B — /L 2—FDLDFRE L BAERTE R L Ote v
IT U RAT—=ZADFHMERRT HHERLET,
ciscoasa(config)# aaa local authentication attempts max-fail 5
ciscoasa(config)# show aaa local user
Lock-time Failed-attempts Locked User
- 6 Y test
ciscoasa(config)#
EEa~v R aw KR B
aaalocal authentication — —NfA[EFR /722 T — R REZ AT AHLavy s 77 &b
attempts max-fail W T RS A R E LE T
clear aaa local user Oy TR AT —FALREHE LARWT RIERITEEZ 01V
fail-attempts v FLET,
clear aaa local user EE L a—YER TR TCO—FDOan v /7Y kN ATF—H 2%
lockout VT LT ENGLD2—FDORMEITI Y 2% 0 ITRELET,

CiscoASA V'V —X a<w R U777 LR Sawr
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show aaa login-history

07 A VR AR 5121, FiHE EXEC & — R C show aaa login-history =~ > K& L £,

show aaa login-history [user name]

WX DN

aw Y RF 74
JV Bk

user name

(AT a)EDa—HFou sV EREZEELET,

T 7 a0 F OBEREILS D EE A

a<v s RE—F

VN2E e

VAR Y REANTEHEF—RF2RLET,

TZ7AT Ut —IV
T—F X2V T4 2V TFRAL
< J)VF
b7 AR arrx
av RFE—F 22l S 2 NV S AT A
¥ ke EXEC o Xt o Xt o Xt o Xz |—
o< RER Uy y—= EHENE
9.8(1) Zoawy RBREMENE L,
9.12(1) HACE HE L2 —FDBIEDE v g » ORE L ~L L FTD
tyvarnEgEnEd,
FEREDOHTA KT F7 4L FTiE OL,LLOD CLI & # )7 (SSH, Telnet, > U 7/ =1 Y —)L) T —7 )L AAA
A BAEE A X —T NI LTS A ASA T — 0L 5T —H _XR— 2D 2 —T 4 F 7213 AAA T—230
B O — W4 Z AT Li’é’ 0 7 A Vg A Fr T %121, show aaa login-history =~ > R % ff
ﬁﬁ L E 9, BIE TR % 5% €7 5 (21, aaa authentication login-history =~ > R & & L T<
ASDM D1 7 A BRI/ SN E R A,
nrA VBRI =y FEE) IR FENE T T AN LT TR E Y T
RETII. K=y FRBEIO0 VA VIBRERO B ZRE L ET,
n A OERET =21 Ve —Fahd RS2 £7,
il iz v 7 A Vg R R T o0 2R LET,

ciscoasa(config)# show aaa login-history

Login history for user: cisco

Logins in last 1 days: 45

Last successful login: 14:07:28 UTC Aug 21 2018 from
10.86.190.50
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Failures since last login: 0
Last failed login: None
Privilege level: 14
Privilege level changed from 11 to 14 at: 14:07:30 UTC Aug 21 2018
Ea~ K a<wy R = B
aaa authentication o — %)L username D12 7 A VIEREZIFEFEL E T,
login-history
password-history ELH] D username NA Y — REZ{RFLET , 2 —HFITZDa~vr Fx
HETEERHA,
password-policy username /N A U — ROFHHZ 2L L E 4,
reuse-interval
password-policy username DA H & —EH T B /2T — &I LE T,
username-check
username n—) a—FEHRTELET,

CiscoASA V'V —X a<w R U777 LR Sawr
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show aaa-server

AAA B — 3D AAA — 1 FEEHE R 2 Fon 9 21213 ¥ EXEC £ — K T show aaa-server =~
Y REFEALET,

show aaa-server [LOCAL | groupname [host hostname] | protocol protocol]

B oA LOCAL

groupname

(EE)n—h a—H F—=FX—2DfEHERE R R L ET,
EE) 7 V=T ROV = Otz #£r- L £7,
(BB 7V —TNOREED Y — N DfEHERZ R R LET,

(A7 a)UFnb7a halEEEL T —"OMEHERE2 %
/ji\‘ L/\ijqo

e Kkerberos

host hostname

protocol protocol

e ldap

e nt

e radius
e sdi

e tacacs+

F7 %V b F 74 h T T RTD AAA VP —FEEHBERNEREINE T,

a<w v RE—F WORIZ. a~ REANTESE—FexRLET,

T7AT U=V
T—F X2V T 4 aTFHAB
~I)VF
FZ RN 2T X
avwrsRE—F =7y | TV [T N |[RB AT A
¥#HE EXEC o X o X o X o X |—
av v gt Jyy—= EENE

7.1(1) http-form 7' 17 h 2 /LAGEMEVE Lz,
8.0(2) aaa-server active 2~ > RN E 723 fail a~ > F&EH L CFETAT —

BANEFEINTENE I DR —NR ZF—F R IR REIND Lok
nELR,
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il &Iz . show aaa-server =~ > ROH Ol %#R L E T,

ciscoasa(config)# show aaa-server groupl host 192.68.125.60

Server Group: groupl

Server Protocol: RADIUS

Server Address: 192.68.125.60

Server port: 1645

Server status: ACTIVE. Last transaction (success) at 11:10:08 UTC Fri Aug 22
Number of pending requests 20

Average round trip time 4ms

Number of authentication requests 20

Number of authorization requests 0
Number of accounting requests 0
Number of retransmissions 1
Number of accepts 16
Number of rejects 4
Number of challenges 5
Number of malformed responses 0
Number of bad authenticators 0
Number of timeouts 0
Number of unrecognized responses 0

R D F 2, show aaa-server 2~ KD 7 —/)L ROFBRHAZ R LET,

TA4—IVF B!

Server Group aaa-server 2~ . N Ko THESI N —R 7 L—T74,

Server Protocol aaa-server 2~ NIZX o THREENTY—N T L—T7D
=T kan,

Server Address AAA H— "D IP 7 KL &,

Server port ASA BEX U AAA — 2L o THEMA S DEER— |,

RADIUS #ZFEAR— b X, authentication-port =~ > K % i
LCHETEXET . RADIUS T U T 4 7 R— M,
accounting-port =~ > RZ{iH L THfRECTE £7 .9k
RADIUS #— 3T, A — M server-port =2~ > NiZ L -
THEINET,

Server status P —RDOAT—F A IROWNTNNOENFERINET,
e ACTIVE:ASA IZZ D AAA — L HEfELE T,

e FAILED:ASA lZZ D AAA H— RN BETXEHA, =
DIRREIZ I o Te P — NI E SN TWVDHAR Y & —IZk
CC—EHMZDREDTE T LT BT 7747
fbanxd,

AT — & A D% (admin initiated) | & FR SN TWHIEHE

Z O —,3|L aaa-server active =~ > FF7=1% fail 2~

RZ2MEH L CFE CRERAREBICINZ, £/ T

77 4 7EENTVET,
BTV a yAREROFEANTRLET,

Last transaction ({success | failure}) at time timezone
date

ASA Y —NELFBELEZ EBRRWESIZ KD R v —
UNREREINET,

Last transaction at Unknown

B CiscoASAYV—X o= RUT77L VR Savwr R
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Number of pending requests

BUEEATH DO ZREL,

Average round trip time

P—=REeD TP T a U EBETTHETITLNL Y
R,

Number of authentication requests

ASA IZ J:OTL1H éjq/ﬁ_nunﬁgjkéi &/])-57'7 ]\?(ﬁ@ﬁ
EEF.ZOEICIEFEEENEE A,

Number of authorization requests

ntuj‘g;kiio\—@{ i o< ]\wu‘f s S 3—*‘57%3;@

T35 877 4 v 7 (TACACS+ Y — "DFE) DFBA, b %
v T N—TTA F—T WM E 7= WebVPN B L O IPsec 72
ARSBEN IR OFB T EREZIE LET XA L7 ¥V MEOF

EEIZ.ZOMEIITEENEE A,

Number of accounting requests

THOUT 4 TERE,ZA LT 7 FEOBEEEIX. 2D
EIZITEEFNEHE A,

Number of retransmissions

NESH A LT 7 MMEIZA v —U D HEE IR, 2
Dl 1. Kerberos 3 & T RADIUS #— 3 (UDP) 1< @ %435
SNFET,

Number of accepts

R L 72 REREEE SRR,

Number of rejects

S SNk, ZoEICIE,. =T —IREE B L OERIC
T LT LD AAA #w/\ﬁ%?ﬁféﬂf:%é\@ﬁﬁﬁ
NEENET,

Number of challenges

BN 2 —HH LA T — ROIFREZIE LI2%I2.AAA
P — NP — P LR DOE R 2 Bk L 7= 813,

Number of malformed responses

MR L AR R D= DI PRI STV E T,

Number of bad authenticators

ROWF DI LTz B,

e RADIUS /4 v k ®lauthenticator] 2 kU > 7 23HE L
TWh (ENRr—A),

e ASA OIEFFLEE X — L RADIUS H— DGR —
N—F LRV, ZOMBEEZEET LI E LN —N
*—E AN LET,

Z OfEIZ . RADIUS IO A v E 3,

Number of timeouts

ASA B AAA P — " RE LW, FITEENARETH
HlERBREL.AT7TA40THDE R LIZREE,

Number of unrecognized responses

B CERWREET TR — L TORWVIEEZ ASAN
AAA = DO ZAF LTI 72 & 2 13— b D
RADIUS /N7y b 22— R 2 A 7 (BER D
laccess-accept] . [access-reject] . laccess-challenge | & 72 1%
laccounting-response | IS D % A7) Tl 58556 TH, @ H
ZAUE = 3025 D RADIUS JE& /37w R MEHE LT
52 EEFERLTOVETR ENRT—ATT,
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EHEa~<v R a2 K A
show running-config (5T L7V — N L —THNOTRTOHF— N FHITETEDOF— D
aaa-server mattE R AE R R L ET,
clear aaa-server AAA Y — NEREHERZEZ VT LET,
statistics

B CiscoASAYV—X o= RUT77L VR Savwr R



show access-list

TI7RAVANDE Y b BT U ZBIOY A DAX T EEFRT HI2IT, FiHE EXEC £— F
C show access-list =~ > RZ{#HH L £,

show access-list [id [ip_address | brief | numeric] | element-count]

X OHH

F 7 %)V b

a<wy KNE—K

brief EE) 7278 A UARID.Ey F BTy M BEOEKEL—L b v
NDEALDAS T HFTRT 16 ERATRRLET,

id (AT a NEEDT /A UARNDID DAY v 4 &don LET,

'paddress (A7> 2 EELET 72 AU A NADEREEIP 7 KL AE A
WANLDA Y o FFRLET,

numeric (EB)ACL A ZHET D L A— FRART TR BE TR R ENE

Tl X www TIER< 80 L RRSNET,

element-count

(EBE)VATATERINTVWDITRTOT 7RV A NDT 7tk
A ayvihp— Ty ) ORBEFRILET,

F 740 N OBIELHEILD D EH A,

ROKIZ, 2~ FEANTELHEF—RF2RLET,

TZ7AT Ut —)V
T—F X2V T4 2V THFRAL
< JVF
FF AR aIUTx
a<w v KE—F N—T v N |TVrb v | R b AT A
e ME EXEC o Xfits o X% o X% o X |—
o< R Jy—= EEAR
8.0(2) brief X — VUV — KOV R— kMBI ENE LT,
8.3(1) ACL Z A LAHX T HFRTDHIZDD ACE FHR-XF —URNEBIN
F L7
9.14(1) numeric 3 X O\ element-count ¥ — 7 — R EMENE LT,
FERHEDHA KT  brief x—TV— REEELTC. 727X VAN by N 7y M ID.BLRY A LARX L FIEH
A 16 I TCERTEET, 6 EEXNTCERINDI a2 7 4 X2 b — 3 ID 3 FNICETR

&I, Syslog 106023 35 L T8 106100 T SN2 b0 &[FH L ID T,

TI7EA VA MPEEERSNIHE ) A MIEOPLRASNET, ORI A v E—
VIZEDZ ERRSNET,
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B CiscoASAYV—X o= RUT77L VR Savwr R

HNZIZ ACLIZE EFNAEFZORDBEZRINET, ZOFFILT LT LEL ACLNOT 7R 2
YhI;ua—L = MU (ACE) LRI L TIEH Y FHAT-EZIE. T FLAFEFHEZ L DRy b
U—0 37V VEFERTIHAE VAT MIEMOEREZERT L2 E08B0 TN, 20
LOBMERIIHNCEENEEA,

TIGREY U TDHA RTA v

ASA 7 Z ALV T EMHT A5G N7 74 v 7P HE—0Da=y MLV ZEINTEAET
B I TARZY U TDHA LI E Yy ZIZLy . Foo2=y MIACLOE Y N I T b
EaRTHENGY T, ZE T ENTZEETCT. 2 ATV R D EEAST y b EZ(E L
Molza=y MIFIAEEERIISCUTYZ T RAZHIEY > 7 20 LTz Ean- 7 v h %%
BT bnd,. 2=y MINXFry b aZfga=y MIETHIWZACL 2T =v 7352
CRHVET OO N T T4 IRy PEBB LR ETHLACLE Y b Ay
YR ERET,

i 16 R TRESNTZT 78X R —(b vy b BT b23Er TiEZeVW ACE) IZBET %
fH R ROF 2R UET RO 2 NI ID 28 16 EERNTE RSN FEOOHICITE v
BT BT RARINABDODOINNIFA LAF L TEN 16 EEXTERENET B b
AT ROMEIZ N T 74y 7=l y FLEEEEEZERLET XA LAX T EIT &
ey hoORZZRELET . By N AU R BeORE BRIIRREINEEA,

&2 . show access-list =~ > KO iz~ L £, 23 [IN] HF [\ D outside A > X —7 = A
2WCEAEINDE . T A YA Mtest] 2R LET,

ciscoasa# show access-list test
access-1list test; 3 elements; name hash: 0Oxcb4257a3
access-list test line 1 extended permit icmp any any (hitcnt=0) 0xb422e9c2
access-1list test line 2 extended permit object-group TELNET-SSH object-group S1
object-group D1 0x44ae5901

access-1list test line 2 extended permit tcp 100.100.100.0 255.255.255.0 10.10.10.0
255.255.255.0 eqg telnet (hitcnt=1) OxcalOca2l

access-list test line 2 extended permit tcp 100.100.100.0 255.255.255.0 10.10.10.0
255.255.255.0 eq ssh(hitcnt=1) 0x5b704158

K12, object-group-search 7 /L — 7" 3 A 3 —"T LT 72 > TR WA D show access-list =~ >~
FoOH B ZR L £,

ciscoasa# show access-list KH-BLK-Tunnel
access-list KH-BLK-Tunnel; 9 elements
access-list KH-BLK-Tunnel line 1 extended permit ip object-group KH-LAN object-group
BLK-LAN 0x724c956b

access-list KH-BLK-Tunnel line 1 extended permit ip 192.168.97.0 255.255.255.0
192.168.4.0 255.255.255.0 (hitcnt=10) 0x30fe29a6

access-1list KH-BLK-Tunnel line 1 extended permit ip 13.13.13.0 255.255.255.0
192.168.4.0 255.255.255.0 (hitcnt=4) Oxc6ef2338

access-list KH-BLK-Tunnel line 1 extended permit ip 192.168.97.0 255.255.255.0
14.14.14.0 255.255.255.0 (hitcnt=2) Oxce8596ec

access-1list KH-BLK-Tunnel line 1 extended permit ip 13.13.13.0 255.255.255.0 14.14.14.0
255.255.255.0 (hitcnt=0) O0x9a2flc4d
access-list KH-BLK-Tunnel line 2 extended permit ospf interface pppoel host 87.139.87.200
(hitcnt=0) 0xb62d5832
access-list KH-BLK-Tunnel line 3 extended permit ip interface pppoel any (hitcnt=0)
Oxa2c9ed34
access-list KH-BLK-Tunnel line 4 extended permit ip host 1.1.1.1 any (hitcnt=0) 0xd06f7e6b
access-list KH-BLK-Tunnel line 5 extended deny ip 1.1.0.0 255.255.0.0 any (hitcnt=0)
0x9d979934




access-list KH-BLK-Tunnel line 6 extended permit ip 1.1.1.0 255.255.255.0 any (hitcnt=0)
0xa52a0761

1, object-group-search 7' /L — 7 3 A4 X — T LT 72 > TV 5 A D show access-list 7~ > K
DOz R L ET,

ciscoasa# show access-list KH-BLK-Tunnel

access-1list KH-BLK-Tunnel; 6 elements

access-list KH-BLK-Tunnel line 1 extended permit ip object-group KH-LAN(1l) object-group
BLK-LAN (2) (hitcount=16) 0x724c956b

access-list KH-BLK-Tunnel line 2 extended permit ospf interface pppoel host 87.139.87.200
(hitcnt=0) 0xb62d5832

access-list KH-BLK-Tunnel line 3 extended permit ip interface pppoel any (hitcnt=0)
Oxa2c9ed34

access-list KH-BLK-Tunnel line 4 extended permit ip host 1.1.1.1 any (hitcnt=0) 0xd06f7e6b
access-list KH-BLK-Tunnel line 5 extended deny ip 1.1.0.0 255.255.0.0 any (hitcnt=0)
0x9d979934

access-list KH-BLK-Tunnel line 6 extended permit ip 1.1.1.0 255.255.255.0 any (hitcnt=0)
Oxa52a0761

Wiz Telnet b T 7 ¢ v 7 238189 5B show access-list brief =~ > KO H HHI 25~ L £,

ciscoasa (config)# sh access-list test brief
access-1list test; 3 elements; name hash: Oxcb4257a3
calOca2l 44ae5901 00000001 4a68aa7e

WIZ.SSH b7 7 v 7 3@ 5B show access-list brief =~ > FOH 1277 L E 9,

ciscoasa (config)# sh access-list test brief
access-1list test; 3 elements; name hash: Oxcb4257a3
calOca2l 44ae5901 00000001 4a68aa7e

5b704158 44ae5901 00000001 4a68aaad

KIZ . show access-list =~ > RO B2~ L F 4, 2L ACL i ki A r— 772> T
WA TINJF O outside f X —7 = A AZ@EHAIND . TR VA test] 2R LET,

ciscoasa# show access-list test
access-list test; 3 elements; name hash: 0Oxcb4257a3
access-list test line 1 extended permit icmp any any (hitcnt=0) 0xb422e9c2
access-list test line 2 extended permit object-group TELNET-SSH object-group S1
object-group D1 0x44ae5901

access-list test line 2 extended permit tcp object-group S1(1l) object-group D1(2) eq
telnet (hitcnt=1) 0x7blcl660

access-1ist test line 2 extended permit tcp object-group S1(1) object-group D1(2) eqg ssh
(hitcnt=1) 0x3666£922

Wiz Telnet b T 7 ¢ v 7 238189 5B show access-list brief =~ > KO H HHI 2R~ L ET,

ciscoasa (config)# sh access-list test brief
access-1list test; 3 elements; name hash: 0Oxcb4257a3
7blcl1l660 44ae5901 00000001 4a68ab51l

WIZ.SSH b7 7 v 7 3@ 5B show access-list brief =~ > FOH #2772 L E 9,

ciscoasa (config)# sh access-list test brief
access-list test; 3 elements; name hash: Oxcb4257a3
7blcl660 44ae5901 00000001 4a68ab51

3666£922 44ae5901 00000001 4a68abbb

CiscoASAV ) —RX a< R U7y LR SavwryF 1|



# |

RISV AT ATERBENTWVWETRTOT 7RV A MDOT 782 avba—L IO
BETHIEZIT L MBI ZRLET, 778X A—TL LTEDLTHNATNET 7
AYRANDGE T 7R E 70— VI FEidA v F—T7 oA A ETHIBIT 57201
object-group-search access-control =~ > Rl L TA T V=7 NN —T B E A R2—T )L
L:ﬁ‘é CET EBEITVNEROTZIENTEET ATV NIV —TRREA X —T L
CT5E XY NIV— 0 F T2 "R TR aryho— Lz N THERHINET, F1
USNDGZE ATVl NIZTOAT V=7 MZEHEENDIEA2DIP 7 KLU AZER S, #ET
BT RV AT ZelIZf@plom N REZAENET, LER ST S5 2DOIPT RL A%
FFORELTR Yy NT—0 3T V27 b 6 ODT RLAEROWNEAT V=7 FNafEfd 5H
— D=L T 1O TIERL 30 DEFEGx6 = M) ICEBEINET  BEEI VY EBRZWVIE
ET7 78RV ARBRELSRY RT 4=~ AR BEEZ G2 D RERE R £7,
asa(config)# show access-list element-count
Total number of access-list elements: 33934

o~ R a<wy K B
access-list ethertype  EtherType (- SWC T 7 4 v 7 Z2HlflIT 257 7 A U R NERE
LET,
access-list extended TIRAVAMNe a7 4 X2 b—2 g ZBML.77A T U4—
NEERTDHIP T T 4y VHOR) v—2RELET,
clear access-list TI7RAVAN 227 VT LET,

clear configure EiTar 74 F¥al—rarnb 778 A VAU T LET,
access-list

show running-config  BI{ER{7 LT\ 57 /€A UAF 07 4 Falb—savkdinl
access-list *9,
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show activation-key

K7 A &
E?%F'Hﬁ/\“*—x

VA TIT AT RERNR—ADITA A BIOKETA B RET VT 4 T
DIAT L ADRHBEDLETHIEITIA B AE2FK AT 51T, B EXEC £ —

RC show activation-key =~ o FZfifl LEd ., V= — A F—_"— 2=y FTIZ. ZDOa~x R
WKLo T 794~V BIOCEN A HY 22y FOFMEF—THL. [T =2—NF—1"— 27 T X
H )T B ABLRRINET,

show activation-key [detail]

X DN

F 7%V b

av s RE—F

detail

T 7T 4 TR N—2 T4 v A2 FERLET,

VAN

DEIWEEIZ D W £E A,

ROKF,. ZDa~wr FEANTELE—FERLTHET,

TZ7AT UF—Iv
T—F X2V T4 2V TFRAL
< JVF
b Z7 AR =N
a<w v RE—F N—FTv N |7vrh U | A b AT A
e ME EXEC o X% o X% o X% o XIS o X%
v NIgHEE Jy—= EENE
7.0(1) Zoa<wy KRB E L,
8.0(4) detail ¥ — 7 — F23BIMEHE LT,
8.2(1) HABREFEINTEMDOT AL RAERREENE LI F LT,
8.3(1) HIIZ HERE TR S5 OB KX — F 72T R— 2 =W TN ThH
L BLOMATOREN—2 $—OHIHNEEND L2100 LT,
A VA P=NLENTWVETRTCORF/INRN—RA F—(T 7T 4T EIHETIT 4
TOmG) bRRINET,
8.4(1) NS a— RSO R WET L O R — RN BEIMENE L,
FEREDHA KT —HOKGKTIA B ATIE. T 7T 4 7{LZICASA 2 ) o0 — RTB3LERHY £ ,F 2-11Z,
AV Vo— RRMBERT AL AR LET,

& 21 KEES 4 RADY o— NEAE

T Ve— KRR ERTA BV ATIVay
TRTOET IV BrEAL T A B ADE T T L— R
ASAv vVCPU SA B ADE T T L— R,
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U n— RN M4 13 show activation-key /71X D L 512720 97,

The flash activation key is DIFFERENT from the running key.

The flash activation key takes effect after the next reload.

N a— R SEERED R NET L TIA B A A ETRTHE VPN B LI =T7 74 N =
Raz=l—vary T4 AU A MIRENEE A

#] 2-1 show activation-key =~ FDX 5> F7r2 2= FDHT

WIZFATTA B AR T A BV A LFFHIAN—R T4 B ZADMAEDLE) BLOT 77+
TIREREMNR—R2 T A B RAERT AX L RT7 0y 2= O show activation-key =~ > K

DBl R L ET,

ciscoasa# show activation-key

Serial Number: JMX1232L11M

Running Permanent Activation Key:
Running Timebased Activation Key:
Running Timebased Activation Key:

Licensed features for this platform:

Maximum Physical Interfaces
Maximum VLANS
Inside Hosts
Failover
VPN-DES
VPN-3DES-AES
Security Contexts
GTP/GPRS
AnyConnect Premium Peers
AnyConnect Essentials
Other VPN Peers
Total VPN Peers
Shared License

Shared AnyConnect Premium Peers
AnyConnect for Mobile
AnyConnect for Cisco VPN Phone
Advanced Endpoint Assessment
UC Phone Proxy Sessions
Total UC Proxy Sessions
Botnet Traffic Filter
Intercompany Media Engine

This platform has a Base license.

The flash permanent activation key is the SAME as the running permanent key.

Active Timebased Activation Key:

Unlimited
150
Unlimited
Active/Active
Enabled
Enabled
10
Enabled

2
Disabled
750

750
Enabled
12000
Disabled
Disabled
Disabled
12

12
Enabled
Disabled

perpetual
perpetual
perpetual
perpetual
perpetual
perpetual
perpetual
perpetual
perpetual
perpetual
perpetual
perpetual
perpetual
perpetual
perpetual
perpetual
perpetual
62 days

62 days

646 days
perpetual

0xaB821d549 0x35725fed 0xc918b97b 0xcel0b987b 0x47c7c285

Botnet Traffic Filter : Enabled

646 days

Oxyadayad2 Oxyadayad2 Oxyadayad2 Oxyadayad2 Oxyadayad?2

Total UC Proxy Sessions : 10

62 days

Oxce06dcbb 0x8a7b5ab7 0Oxale2ldd4d 0xd2c4b8b8 0xcd594f9c
0xa821d549 0x35725fed 0xc918b97b 0xce0b987b 0x47c7c285
Oxyadayad2 Oxyadayad2 Oxyadayad2 Oxyadayad2 Oxyadayad2
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#i 2-2 show activation-key detail DX 5> N7z =z=x» FDHT

WIRITTA B A KT A B A LN —2 T4 AOMAE D) L OKEET A
BUAEALA VARV ENTWDEREMR—RA TV A(T I T A TRBIOHET I T4 7) %
IR AHX L RT vy 2=y ;@ show activation-key detail =~ > FOH 1%~ L E 5,

ciscoasa# show activation-key detail

Serial Number: 88810093382

Running Permanent Activation Key: 0xce0O6dcé6b 0x8a7b5ab7 0xale21dd4d 0xd2c4b8b8 0xcd594f9c
Running Timebased Activation Key: 0xa821d549 0x35725fed 0xc918b97b 0xcel0b987b 0x47c7c285

Licensed features for this platform:

Maximum Physical Interfaces : 8 perpetual
VLANS : 20 DMZ Unrestricted
Dual ISPs : Enabled perpetual
VLAN Trunk Ports : 8 perpetual
Inside Hosts : Unlimited perpetual
Failover : Active/Standby perpetual
VPN-DES : Enabled perpetual
VPN-3DES-AES : Enabled perpetual
AnyConnect Premium Peers : 2 perpetual
AnyConnect Essentials : Disabled perpetual
Other VPN Peers : 25 perpetual
Total VPN Peers : 25 perpetual
AnyConnect for Mobile : Disabled perpetual
AnyConnect for Cisco VPN Phone : Disabled perpetual
Advanced Endpoint Assessment : Disabled perpetual
UC Phone Proxy Sessions : 2 perpetual
Total UC Proxy Sessions : 2 perpetual
Botnet Traffic Filter : Enabled 39 days
Intercompany Media Engine : Disabled perpetual

This platform has an ASA 5505 Security Plus license.
Running Permanent Activation Key: Oxce06dc6b 0x8a7b5ab7 0Oxale2ldd4 0xd2c4b8b8 0xcd594f9c

Licensed features for this platform:

Maximum Physical Interfaces : 8 perpetual
VLANS : 20 DMZ Unrestricted
Dual ISPs : Enabled perpetual
VLAN Trunk Ports : 8 perpetual
Inside Hosts : Unlimited perpetual
Failover : Active/Standby perpetual
VPN-DES : Enabled perpetual
VPN-3DES-AES : Enabled perpetual
AnyConnect Premium Peers 2 perpetual
AnyConnect Essentials : Disabled perpetual
Other VPN Peers : 25 perpetual
Total VPN Peers : 25 perpetual
AnyConnect for Mobile : Disabled perpetual
AnyConnect for Cisco VPN Phone : Disabled perpetual
Advanced Endpoint Assessment : Disabled perpetual
UC Phone Proxy Sessions 2 2 perpetual
Total UC Proxy Sessions 2 2 perpetual
Botnet Traffic Filter : Enabled 39 days
Intercompany Media Engine : Disabled perpetual

The flash permanent activation key is the SAME as the running permanent key.

Active Timebased Activation Key:
0xaB821d549 0x35725fed 0xc918b97b 0xce0b987b 0x47c7c285
Botnet Traffic Filter : Enabled 39 days
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Inactive Timebased Activation Key:
Oxyadayada3 Oxyadayada3 Oxyadayada3 Oxyadayada3 Oxyadayada3
AnyConnect Premium Peers : 25 7 days

4l 2-3 show activation-key detail D7 = —/LgF—N— NFD7F 4+ J 2= FDHL

WIZ. T T4~ 7 xz—/LA—,3— 2= O show activation-key detail =~ > KD H /)il %

~LET,

o T4~ 2=y b TABLVACKETA B ALEEHNRN—R T4 ARG DY),

o TIATIBLIOEI L HFVEBDOTA L ADHMARDLETHDL 72— A —— 7
FAZTA B A, ZHIIEASA TEERICETINTWDEIA B AT, 774~V B &
OB HY FA B ADMAEDLDEERBMLIZZ DT A &2 ADOEIL KFHI /2> T
\ij_o

e FIA~Y 2=y FOKKTA B A,

o TIA7Y 2=y FOA VAN NVELDREMAN—R FA VAT 7T 4 7BLOHET
7T 47 )0

ciscoasa# show activation-key detail

Serial Number: P3000000171

Running Permanent Activation Key: Oxce06dc6b 0x8a7b5ab7 0Oxale2ldd4 0xd2c4b8b8 0xc4d594f9c

Running Timebased Activation Key: 0xa821d549 0x35725fed 0xc918b97b 0xcel0b987b 0x47c7c285

Licensed features for this platform:

Maximum Physical Interfaces : Unlimited perpetual
Maximum VLANS : 150 perpetual
Inside Hosts : Unlimited perpetual
Failover : Active/Active perpetual
VPN-DES : Enabled perpetual
VPN-3DES-AES : Enabled perpetual
Security Contexts : 12 perpetual
GTP/GPRS : Enabled perpetual
AnyConnect Premium Peers : 2 perpetual
AnyConnect Essentials : Disabled perpetual
Other VPN Peers : 750 perpetual
Total VPN Peers : 750 perpetual
Shared License : Disabled perpetual
AnyConnect for Mobile : Disabled perpetual
AnyConnect for Cisco VPN Phone : Disabled perpetual
Advanced Endpoint Assessment : Disabled perpetual
UC Phone Proxy Sessions : 2 perpetual
Total UC Proxy Sessions 2 2 perpetual
Botnet Traffic Filter : Enabled 33 days
Intercompany Media Engine : Disabled perpetual

This platform has an ASA 5520 VPN Plus license.

Failover cluster licensed features for this platform:

Maximum Physical Interfaces : Unlimited perpetual
Maximum VLANS : 150 perpetual
Inside Hosts : Unlimited perpetual
Failover : Active/Active perpetual
VPN-DES : Enabled perpetual
VPN-3DES-AES : Enabled perpetual
Security Contexts 12 perpetual
GTP/GPRS : Enabled perpetual
AnyConnect Premium Peers : 4 perpetual
AnyConnect Essentials : Disabled perpetual
Other VPN Peers : 750 perpetual
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Total VPN Peers : 750 perpetual
Shared License : Disabled perpetual
AnyConnect for Mobile : Disabled perpetual
AnyConnect for Cisco VPN Phone : Disabled perpetual
Advanced Endpoint Assessment : Disabled perpetual
UC Phone Proxy Sessions : 4 perpetual
Total UC Proxy Sessions : 4 perpetual
Botnet Traffic Filter : Enabled 33 days
Intercompany Media Engine : Disabled perpetual

This platform has an ASA 5520 VPN Plus license.
Running Permanent Activation Key: 0xce0O6dcé6b 0x8a7b5ab7 0Oxale2l1dd4d 0xd2c4b8b8 0xcd594f9c

Licensed features for this platform:

Maximum Physical Interfaces : Unlimited perpetual
Maximum VLANS : 150 perpetual
Inside Hosts : Unlimited perpetual
Failover : Active/Active perpetual
VPN-DES : Enabled perpetual
VPN-3DES-AES : Disabled perpetual
Security Contexts : 2 perpetual
GTP/GPRS : Disabled perpetual
AnyConnect Premium Peers : 2 perpetual
AnyConnect Essentials : Disabled perpetual
Other VPN Peers : 750 perpetual
Total VPN Peers : 750 perpetual
Shared License : Disabled perpetual
AnyConnect for Mobile : Disabled perpetual
AnyConnect for Cisco VPN Phone : Disabled perpetual
Advanced Endpoint Assessment : Disabled perpetual
UC Phone Proxy Sessions : 2 perpetual
Total UC Proxy Sessions 2 2 perpetual
Botnet Traffic Filter : Disabled perpetual
Intercompany Media Engine : Disabled perpetual

The flash permanent activation key is the SAME as the running permanent key.

Active Timebased Activation Key:
0xa821d549 0x35725fed 0xc918b97b 0xceO0b987b 0x47c7c285
Botnet Traffic Filter : Enabled 33 days

Inactive Timebased Activation Key:

Oxyadayad3 Oxyadayad3 Oxyadayad3 Oxyadayad3 Oxyadayad3
Security Contexts 2 2 7 days

AnyConnect Premium Peers : 100 7 days

Oxyadayad4 Oxyadayad4 Oxyadayad4 Oxyadayad4 Oxyadayad4d
Total UC Proxy Sessions : 100 14 days

#i 2-4 show activation-key detail D7 = —/L.-F—/N— NFDELZ Y 2= FDHL

Wizt XY 7 z— VA —s3— 2= kO show activation-key detail =~ > KD H )il %

RLUET,

o BHUHY a2z N FTAVLRAGKEETA B AL —2 T4 ZADOMBE DY),

o FIATIBIVEI L FVEBOITA B ADHBLEDLETHL [T z— L —— 7
TABITA B A, ZHUTASA TEBEIZEITSNTWEL IS BUVATT , 774~V BX
N h o Z) T4 ADMBBEDLEERKMLTEZ DT A ADOMHEIL, KFIZR->TW
i‘j‘o
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o EHUHY 2=y MDOKEETA B A,

o BHLUHIDA LA RN—NELDOEMR—R FTA L A(TI7F 4 TBLIOET 7T 4
T D=y MFEEINR—2 T4 v 21380, ZOH NI ML FRENE
A,

ciscoasa# show activation-key detail

Serial Number: P3000000011
Running Activation Key: Oxyadayadl Oxyadayadl Oxyadayadl Oxyadayadl Oxyadayadl

Licensed features for this platform:

Maximum Physical Interfaces : Unlimited perpetual
Maximum VLANS : 150 perpetual
Inside Hosts : Unlimited perpetual
Failover : Active/Active perpetual
VPN-DES : Enabled perpetual
VPN-3DES-AES : Disabled perpetual
Security Contexts : 2 perpetual
GTP/GPRS : Disabled perpetual
AnyConnect Premium Peers : 2 perpetual
AnyConnect Essentials : Disabled perpetual
Other VPN Peers : 750 perpetual
Total VPN Peers : 750 perpetual
Shared License : Disabled perpetual
AnyConnect for Mobile : Disabled perpetual
AnyConnect for Cisco VPN Phone : Disabled perpetual
Advanced Endpoint Assessment : Disabled perpetual
UC Phone Proxy Sessions : 2 perpetual
Total UC Proxy Sessions 2 2 perpetual
Botnet Traffic Filter : Disabled perpetual
Intercompany Media Engine : Disabled perpetual

This platform has an ASA 5520 VPN Plus license.

Failover cluster licensed features for this platform:

Maximum Physical Interfaces : Unlimited perpetual
Maximum VLANs : 150 perpetual
Inside Hosts : Unlimited perpetual
Failover : Active/Active perpetual
VPN-DES : Enabled perpetual
VPN-3DES-AES : Enabled perpetual
Security Contexts : 10 perpetual
GTP/GPRS : Enabled perpetual
AnyConnect Premium Peers : 4 perpetual
AnyConnect Essentials : Disabled perpetual
Other VPN Peers : 750 perpetual
Total VPN Peers : 750 perpetual
Shared License : Disabled perpetual
AnyConnect for Mobile : Disabled perpetual
AnyConnect for Cisco VPN Phone : Disabled perpetual
Advanced Endpoint Assessment : Disabled perpetual
UC Phone Proxy Sessions : 4 perpetual
Total UC Proxy Sessions : 4 perpetual
Botnet Traffic Filter : Enabled 33 days
Intercompany Media Engine : Disabled perpetual

This platform has an ASA 5520 VPN Plus license.
Running Permanent Activation Key: Oxyadayadl Oxyadayadl Oxyadayadl Oxyadayadl Oxyadayadl
Licensed features for this platform:

Maximum Physical Interfaces : Unlimited perpetual
Maximum VLANs : 150 perpetual
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Inside Hosts

Failover

VPN-DES

VPN-3DES-AES

Security Contexts

GTP/GPRS

AnyConnect Premium Peers
AnyConnect Essentials

Other VPN Peers

Total VPN Peers

Shared License

AnyConnect for Mobile
AnyConnect for Cisco VPN Phone
Advanced Endpoint Assessment
UC Phone Proxy Sessions
Total UC Proxy Sessions
Botnet Traffic Filter
Intercompany Media Engine

Unlimited
Active/Active
Enabled
Disabled
2
Disabled
2
Disabled
750
750
Disabled
Disabled
Disabled
: Disabled
2
2
Disabled
Disabled

perpetual
perpetual
perpetual
perpetual
perpetual
perpetual
perpetual
perpetual
perpetual
perpetual
perpetual
perpetual
perpetual
perpetual
perpetual
perpetual
perpetual
perpetual

The flash permanent activation key is the SAME as the running permanent key.

#J 2-5 show activation-key D Z 1 2 XBLVVASAY DX &> BTz z=x hDHT

B L7120 vCPU ASAY DR DOHNIZ. ZZEADT VT 4 X—v a3y F— T4 B ARLD
KA1 DD VCPU FA B AEA VA= TDEA Y=V RLTOET,

(1) Z ® =z R 3121 [ This platform has an ASAv VPN Premium license. |3 & /R INET, 2D
Ay E—UIX ASAY B B — R B(LZFATTELH T L AR L THY ASAY OFEHET 1 &
A & Premium 74 B AR UEE A,

ciscoasa# show activation-key
Serial Number: 9APM1G4RV41
Running Permanent Activation Key: 0x00000000 0x00000000 0x00000000 0x00000000 0x00000000

ASAv Platform License State: Unlicensed
*Install 1 vCPU ASAv platform license for full functionality.

The Running Activation Key is not valid, using default settings:

Licensed features for this platform:

Virtual CPUs : 0 perpetual
Maximum Physical Interfaces : 10 perpetual
Maximum VLANS : 50 perpetual
Inside Hosts Unlimited perpetual
Failover Active/Standby perpetual
Encryption-DES Enabled perpetual
Encryption-3DES-AES Enabled perpetual
Security Contexts : 0 perpetual
GTP/GPRS Disabled perpetual
AnyConnect Premium Peers : 2 perpetual
AnyConnect Essentials : Disabled perpetual
Other VPN Peers : 250 perpetual
Total VPN Peers : 250 perpetual
Shared License Disabled perpetual
AnyConnect for Mobile Disabled perpetual
AnyConnect for Cisco VPN Phone Disabled perpetual
Advanced Endpoint Assessment Disabled perpetual
UC Phone Proxy Sessions : 2 perpetual
Total UC Proxy Sessions : 2 perpetual
Botnet Traffic Filter Enabled perpetual
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Intercompany Media Engine : Disabled perpetual
Cluster : Disabled perpetual

This platform has an ASAv VPN Premium license.

Failed to retrieve flash permanent activation key.
The flash permanent activation key is the SAME as the running permanent key.

#i 2-6 show activation-key ? vCPU {Z > 1 &> X 2 4 OFfF 7 3 ASAV DI Z > FFraz=xy hD
H

() oz~ RHJ3IZIiE I This platform has an ASAv VPN Premium license. | 3 FR/R SN ET, 2D
Ay —=UIE ASAY A 0 — RS2 3T TE 5 2 L 2R L TR Y (ASAY DIEHET A &
A L Premium 714 B AR LEH A,

ciscoasa# show activation-key

Serial Number: 9ALQ8W1XCJ7

Running Permanent Activation Key: 0x0013e945 0x685a232c 0xl1ll153fdac 0Oxeae8b068 0x4413fdae
ASAv Platform License State: Compliant

Licensed features for this platform:

Virtual CPUs : 4 perpetual
Maximum Physical Interfaces : 10 perpetual
Maximum VLANsS : 200 perpetual
Inside Hosts : Unlimited perpetual
Failover : Active/Standby perpetual
Encryption-DES : Enabled perpetual
Encryption-3DES-AES : Enabled perpetual
Security Contexts : 0 perpetual
GTP/GPRS : Enabled perpetual
AnyConnect Premium Peers 2 perpetual
AnyConnect Essentials : Disabled perpetual
Other VPN Peers : 750 perpetual
Total VPN Peers : 750 perpetual
Shared License : Disabled perpetual
AnyConnect for Mobile : Disabled perpetual
AnyConnect for Cisco VPN Phone : Disabled perpetual
Advanced Endpoint Assessment : Disabled perpetual
UC Phone Proxy Sessions : 1000 perpetual
Total UC Proxy Sessions : 1000 perpetual
Botnet Traffic Filter : Enabled perpetual
Intercompany Media Engine : Enabled perpetual
Cluster : Disabled perpetual

This platform has an ASAv VPN Premium license.

The flash permanent activation key is the SAME as the running permanent key.

Al 2-7 show activation-key @ vCPU Premium >t X% 4 DFfF 73 ASAV DX & FFo =
= FDHT

() o=z~ RHJIZIX This platform has an ASAv VPN Premium license. | 3 F/R SIVE T, 2D
A= UL ASAY A B — RS2 FITTE L 2 L 2R L TR Y (ASAY DFEHET A &~
A L Premium 7 A B AESRLEEA,
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ciscoasa# show activation-key
Serial Number: 9ALQ8WI1XCJ7
Running Permanent Activation Key: 0x8224dd7d 0x943ed77c 0x9d71cdd0 0xd90474d40 Oxcb04df82

ASAv Platform License State: Compliant

Licensed features for this platform:

Virtual CPUs : 4 perpetual
Maximum Physical Interfaces : 10 perpetual
Maximum VLANS : 200 perpetual
Inside Hosts : Unlimited perpetual
Failover : Active/Standby perpetual
Encryption-DES : Enabled perpetual
Encryption-3DES-AES : Enabled perpetual
Security Contexts : 0 perpetual
GTP/GPRS : Enabled perpetual
AnyConnect Premium Peers : 750 perpetual
AnyConnect Essentials : Disabled perpetual
Other VPN Peers : 750 perpetual
Total VPN Peers : 750 perpetual
Shared License : Disabled perpetual
AnyConnect for Mobile : Enabled perpetual
AnyConnect for Cisco VPN Phone : Enabled perpetual
Advanced Endpoint Assessment : Enabled perpetual
UC Phone Proxy Sessions : 1000 perpetual
Total UC Proxy Sessions : 1000 perpetual
Botnet Traffic Filter : Enabled perpetual
Intercompany Media Engine : Enabled perpetual
Cluster : Disabled perpetual

This platform has an ASAv VPN Premium license.

The flash permanent activation key is the SAME as the running permanent key.
ciscoasat#

# 2-8 show activation-key D7 = —/LF—N— NFTDASA ¥ —EX £F2—n T/ v) 2=
rDHT

WIZ. 7T 7A4<1) 7xz—bA—sN— 2= h® show activation-key =2~ > FOH /1l Z /R L

9

o I 4=) 2=y N TABUVAGKETA B A LIERNRN—R T4 ADMEEDE),

o ITIARIBINEI LA VEBEBDOTA L ADHAEDLETHD [T 2—LF—R— 7
TABZITA B A, ZHUTASA TEEIZEITSNTWDL I B VAT, 7714~V B X
WeH o ZY T4V ADMAEDEERBR LT Z DT A & ADHEIZ, KFTR > T
£7.

o IYIA4=) 2=y hDA LA N NFEHDOIEFFR—Z TA VL A(T 7T 4 TBIOIHET
TT47),

ciscoasa# show activation-key

erial Number: SAL144705BF

Running Permanent Activation Key: 0x4dled752 Oxc8cfeb37 0xf4c38198 0x93c04c28 0Ox4alc049a
Running Timebased Activation Key: 0xbc07bbd7 0xbl5591e0 0xed68c013 0xd79374ff 0x44£87880

Licensed features for this platform:

Maximum Interfaces : 1024 perpetual
Inside Hosts : Unlimited perpetual
Failover : Active/Active perpetual
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DES : Enabled perpetual
3DES-AES : Enabled perpetual
Security Contexts : 25 perpetual
GTP/GPRS : Enabled perpetual
Botnet Traffic Filter : Enabled 330 days

This platform has an WS-SVC-ASA-SM1 No Payload Encryption license.

Failover cluster licensed features for this platform:

Maximum Interfaces : 1024 perpetual
Inside Hosts : Unlimited perpetual
Failover : Active/Active perpetual
DES : Enabled perpetual
3DES-AES : Enabled perpetual
Security Contexts : 50 perpetual
GTP/GPRS : Enabled perpetual
Botnet Traffic Filter : Enabled 330 days

This platform has an WS-SVC-ASA-SM1 No Payload Encryption license.
The flash permanent activation key is the SAME as the running permanent key.

Active Timebased Activation Key:
O0xbc07bbd7 0xb15591e0 0xed68c013 0xd79374ff 0x44£87880
Botnet Traffic Filter : Enabled 330 days

# 2-9 show activation-key D7 = —/LF—N— NFTDASA ¥V—EX EF2— A oY 2=
rDHT

Wiz B Z ) 72— A —sN— 2= h® show activation-key =2~ FOH 1z~ L

7,

o EHUHEY 2=y b TABVLVRAKETA B ALIEBRN—Z T4 ADMLEEDE),

o TI5ATIUBLIOEI LA VEBRBDODS AL ZAORBEDLDETHA [T z— A —R"— 7
FTAF | TA VA, ZHUTASA TERBRIZEITEINTNWDEI I BV ATT, 74~V EBX
WA HY T4 ADMBELEERM LT Z DT A ZAOHEIE, KFIZR>TW
EScN

o THLUHIYDA LA N —NELDORER—Z2 SA L A (T 7T 4 7BIXOET 7T 4
TN D= MIUIEHRN—R T4 23200, 2o ABIIcIZMbRRENE
A,

ciscoasa# show activation-key detail

Serial Number: SAD143502E3
Running Permanent Activation Key: 0xf404cd6a 0xb8e5bd84 0x28clb900 0x92ecal9c 0x4e2al683

Licensed features for this platform:

Maximum Interfaces : 1024 perpetual
Inside Hosts : Unlimited perpetual
Failover : Active/Active perpetual
DES : Enabled perpetual
3DES-AES : Enabled perpetual
Security Contexts : 25 perpetual
GTP/GPRS : Disabled perpetual
Botnet Traffic Filter : Disabled perpetual

This platform has an WS-SVC-ASA-SM1 No Payload Encryption license.
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Failover cluster licensed features for this platform:

Maximum Interfaces : 1024 perpetual
Inside Hosts : Unlimited perpetual
Failover : Active/Active perpetual
DES : Enabled perpetual
3DES-AES : Enabled perpetual
Security Contexts : 50 perpetual
GTP/GPRS : Enabled perpetual
Botnet Traffic Filter : Enabled 330 days

This platform has an WS-SVC-ASA-SM1 No Payload Encryption license.

The flash permanent activation key is the SAME as the running permanent key.

# 2-10 2 5 X % TP show activation-key DM}

ciscoasa# show activation-key
Serial Number: JMX1504L2TD
Running Permanent Activation Key: Ox4a3eea7b 0x54b9f6la 0x4143a90c 0xe5849088 0x4412d4a9

Licensed features for this platform:

Maximum Physical Interfaces : Unlimited perpetual
Maximum VLANs : 100 perpetual

Inside Hosts : Unlimited perpetual

Failover : Active/Active perpetual

Encryption-DES : Enabled perpetual
Encryption-3DES-AES : Enabled perpetual

Security Contexts : 2 perpetual

GTP/GPRS : Disabled perpetual

AnyConnect Premium Peers : 2 perpetual

AnyConnect Essentials : Disabled perpetual

Other VPN Peers : 250 perpetual

Total VPN Peers : 250 perpetual

Shared License : Disabled perpetual

AnyConnect for Mobile : Disabled perpetual
AnyConnect for Cisco VPN Phone : Disabled perpetual
Advanced Endpoint Assessment : Disabled perpetual
UC Phone Proxy Sessions : 2 perpetual

Total UC Proxy Sessions : 2 perpetual

Botnet Traffic Filter : Disabled perpetual
Intercompany Media Engine : Disabled perpetual
Cluster : Enabled perpetual

This platform has an ASA 5585-X base license.

Failover cluster licensed features for this platform:
Maximum Physical Interfaces : Unlimited perpetual
Maximum VLANs : 100 perpetual

Inside Hosts : Unlimited perpetual

Failover : Active/Active perpetual

Encryption-DES : Enabled perpetual
Encryption-3DES-AES : Enabled perpetual

Security Contexts : 4 perpetual

GTP/GPRS : Disabled perpetual

AnyConnect Premium Peers : 4 perpetual

AnyConnect Essentials : Disabled perpetual

Other VPN Peers : 250 perpetual

Total VPN Peers : 250 perpetual

Shared License : Disabled perpetual

AnyConnect for Mobile : Disabled perpetual
AnyConnect for Cisco VPN Phone : Disabled perpetual
Advanced Endpoint Assessment : Disabled perpetual
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UC Phone Proxy Sessions : 4 perpetual

Total UC Proxy Sessions : 4 perpetual

Botnet Traffic Filter : Disabled perpetual
Intercompany Media Engine : Disabled perpetual
Cluster : Enabled perpetual

This platform has an ASA 5585-X base license.

The flash permanent activation key is the SAME as the running permanent key.

Serial Number: JMX1232L11M
Running Activation Key: Oxyadayadl Oxyadayadl Oxyadayadl Oxyadayadl Oxyadayadl
Running Activation Key: Oxyadayad2 Oxyadayad2 Oxyadayad2 Oxyadayad2 Oxyadayad2

Licensed features for this platform:

Maximum Physical Interfaces : Unlimited perpetual
Maximum VLANS : 50 perpetual
Inside Hosts : Unlimited perpetual
Failover : Disabled perpetual
VPN-DES : Enabled perpetual
VPN-3DES-AES : Enabled perpetual
Security Contexts : 0 perpetual
GTP/GPRS : Disabled perpetual
SSL VPN Peers : 2 perpetual
Total VPN Peers : 250 perpetual
Shared License : Disabled perpetual
AnyConnect for Mobile : Disabled perpetual
AnyConnect for Linksys phone : Disabled perpetual
AnyConnect Essentials : Enabled perpetual
Advanced Endpoint Assessment : Disabled perpetual
UC Phone Proxy Sessions 12 62 days

Total UC Proxy Sessions : 12 62 days

Botnet Traffic Filter : Enabled 646 days

This platform has a Base license.
The flash permanent activation key is the SAME as the running permanent key.

Active Timebased Activation Key:
Oxyadayadl Oxyadayadl Oxyadayadl Oxyadayadl Oxyadayadl

Botnet Traffic Filter : Enabled 646 days
Oxyadayad2 Oxyadayad2 Oxyadayad2 Oxyadayad2 Oxyadayad?2
Total UC Proxy Sessions : 10 62 days

Inactive Timebased Activation Key:
Oxyadayad3 Oxyadayad3 Oxyadayad3 Oxyadayad3 Oxyadayad3

SSL VPN Peers : 100 108 days
HEav K a<w K 20
activation-key TIT 4= gy F—2EHELET,
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show ad-groups

Active Directory #—/MZ U 2 b TV 5 F N—T% KR T 5121, f5H# EXEC € — K T show
ad-groups 2~ R&fH LT,

show ad-groups name [filter string]

WX DN

name IV &5 Active Directory H—/3 7L — 7 D4 Hi,
string MBS DTN —THDOREEINT—MEIEET 5. 5 A CHAZRWEG
ODEIZEDDLARN) T,
T7FIV B T 7 v S OEBEREIZDH D EH AL

a<v v RE—F

WORIZ. a~ REANTESE—FeRLET,

TZ7AT TF—)V
£—F X2 T4 aALTFER R

< JVF

avw v RFE—F

=T K

F T VAR
Tk

DA%

arTx
A b

VAT A

¥rkE EXEC E— K

o XIS

o XIS

o< v R

FEREOTA RS
A v

JY—=
8.0(4)

EEANE
o<y RpBEMmEnE L,

show ad-groups ==~ > KX, 7 /L —7 OHHIZ LDAP 7' & k 2V %4 5 Active Directory
Y= L CORMEHENET, Zoavwr Pl LT ¥ A FIv s T78RA XY v—
AAA JEPREEEICHNTE D AD Vv —T 2 FR L E T,

LDAP J&: % A 7'73 LDAP D355  ASA MW — b DIRE R 3 57 7 4+ /v NIRRT 10 B
T9,aaa-server KA 27 4 X2 L—3 g F— KT group-search-timeout = ~ > K% 54T
L. Rz TE £,

Active Directory % — NI EZ < O 7V —TNEEN TV DLEEIL T —"DINE T v MK
MTE DT —ZBEBOHIBRIZE ST show ad-groups =2~ > ROHAREYVETHEND Z ENH
0 E9, ZOMBEAZRRET D ICE filter 47> 3 VEMHLC =" LER—- &5 S
N—TBEREO LET,
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ﬁm ciscoasa# show ad-groups LDAP-AD17
Server Group LDAP-AD17
Group list retrieved successfully
Number of Active Directory Groups 46
Account Operators
Administrators
APP-SSL-VPN CIO Users
Backup Operators
Cert Publishers
CERTSVC_DCOM_ACCESS
Cisco-Eng
DHCP Administrators
DHCP Users
Distributed COM Users
DnsAdmins
DnsUpdateProxy
Doctors
Domain Admins
Domain Computers
Domain Controllers
Domain Guests
Domain Users
Employees
Engineering
Engineeringl
Engineering?2
Enterprise Admins
Group Policy Creator Owners
Guests
HelpServicesGroup

WIZ @bz~ RCfilter 7> a v ZEHALI-FlEZRLET,

ciscoasa(config)# show ad-groups LDAP-AD17 filter “Eng”

Server Group LDAP-AD17

Group list retrieved successfully

Number of Active Directory Groups 4
Cisco-Eng

Engineering

Engineeringl

Engineering?2

H#Ea< R o< R B!

ldap-group-base-dn Y=\ FAFI T TA—T R —THEAEND 7 L—T DR
P& BT 5 Active Directory BEJE O L~V Z4RE L £7°,

group-search-timeout 7' )L—=7"®D Y A M Z-5U T Active Directory H—/ 35 D% % ASA 8
Fetg T DP9,
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show admin-context

BEEHa T3 AR LTEDETONA TSI LT X R N EFRT BT, FikE EXEC
£ — R T show admin-context =~ > RZfF ] L ¥ 7,

show admin-context

F 7 %)V b T 7 4V N OEBERLHEIZH Y AL

avy KE—F ROKIZ, 2~ FEANTELHEF—RF2RLET,

T7AT U+ —IV
T—F X2V T4 aVTFRAD
< JVF
T AR =
a<y RE—F N—Fo K| TVrb [P | Rb AT b
¥iHE EXEC o Xfit o XS |— — o XIS
=~ FIEHE J U —% ERNE

7.0(1) Zoawy RRNBMEnE Lk,

l KIZ . show admin-context =~ > RO S1Hl %~ L E 3, IROHBITiL, ladmin) & W5 4REIT, 7
TovaDh—h T4 L7 FVIRESNTOLEHEHI LTI A MPRERINTNET,
ciscoasa# show admin-context
Admin: admin flash:/admin.cfg

BEa<w R a<w K B

admin-context

BHaLTXFRAMERELET,

changeto

aVTXRRAMAFELITIUTERA N E AT AETAR—=ZADM TY])
DRZEITWVWET,

clear configure context X T a L FF X FEAHIRLET,

mode

AVTHRRARN BT— FEVUIAERIFAFICHRELET,

show context

AVTHRALDY A MY AT AETAR—R) EFBEO 2T
A MCHET 2 HEFRLET,

CiscoASAV ) —RX a< R U7y LR SavwryF 1|
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show alarm settings

ISA 3000 THE X A 7 DT 7 — LDOH#EN % Frd 5121F, = —H% EXEC & — KT show alarm

X DN

avw U RFT7+
VIR

av v RE—F

settings =~ > &M L £,

show alarm settings

Zoavwy NIEBIEERIZF—U—RIIH Y A,

77 4 b OBIERMHITH D HE A,

WORIZ. a~ REANTESE—FEeRLET,

T7AT VA=
T— R X274 ATXRD
< JVF
7 AR =V
a<w v RE—F N—rv K| 7vrh |7 (Rb AT A
sa—sN)L aryzZ X ab— | e Xl o XIS o X |— —
va Y
o< RERE yy—2 EHENE
9.7(1) o<y RpBEMEnE L,
il 1 . show alarm settings =~ > KO & /~k L £,

ciscoasa> show alarm settings
Power Supply

Alarm Disabled

Relay Disabled

Notifies Disabled

Syslog Disabled
Temperature-Primary

Alarm Enabled

Thresholds MAX: 92C MIN: -40C

Relay Enabled

Notifies Enabled

Syslog Enabled
Temperature-Secondary

Alarm Disabled

Threshold

Relay Disabled

Notifies Disabled

Syslog Disabled
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Input-Alarm 1
Alarm Enabled
Relay Disabled
Notifies Disabled
Syslog Enabled
Input-Alarm 2
Alarm Enabled
Relay Disabled
Notifies Disabled
Syslog Enabled
BEa~< R g R = B
alarm contact T =LA ANTIOWAERELET,
description
alarm contact severity 75— ADOEKRKELZIEELET,
alarm contact trigger | >FE 7~ (IT_XTCOTF—LASTDO NY H—%EELET,
alarm facility TS—AANSIOuX S F g l@amt S a R EELE T,
input-alarm
alarm facility BIRT 7 —LERELET,
power-supply rps
alarm facility BET I —2uxHELET,
temperature
alarm facility BELEIVWEDO FREZITEREZFHFELET,
temperature (R3S
L OVFIRD L & VM)
show environment TRTCONEET 7 — LR EZTRRLET,
alarm-contact
show facility-alarm TIT 4T ENTRED ) L—EFKRLET,
relay
show facility-alarm M) AT—ENTZTRTOT T —LE2RR-THN ERITRBEINTE
status KEZEASNWTT I—b5E R LET,
clear facility-alarm HAD L—DERZEYY LED 7 7 —AREEEXZ 7 VT LET,
output

CiscoASAY V) —RX a<w R U7y LR Savwr R
[



# |

[ |
show arp
ARP 7 — 7 /L % KR 9 5 |21%. FilE EXEC £ — K Cshowarp =~ > R&2fiH L £,
show arp
WL DA Zoawy RIZEBIEELIEF—T— RiEdb v £HA,
T 7 FIV B T 7 4V FOEMIEREIZH Y £ A,

a<v v RFE—F

WORIZ. a~ REANTESE—FeRLET,

T7AT Ut —)V
T—F X2V T 4 aTFHAB
< J)VF
AL 3a =
gy RE—F N—T v R | TV I | R B VAT A
¥k EXEC o XIS I S I S o XpIS |—
= NIgHE yy—= ERNE
7.0(8)/7.2(4)/8.0(4) 24 F w7 ARP OHfEm A ERIEBMENE L,
FEREDOHTA KT FRHEDCIZI AT IvI AET 497 BIOTRFTUARP = N BRRINET,F
LV A4+ IvZ7 ARP = M UIZIZARP =2 NV OB O - IRNEERTWET, =—
VIIDROVICAZT 47 ARPZ FUICIFE vy =2 ()N, 7 aF ARP = kU2
lalias] & WO AREENEG TN TWET,
il Wz showarp =~ RO NGIZ R LET. 1 DDO=y M2 B=—Yr7&nTnb
A F Iy 2 b)Y TT 22000 NVIIAXT w7 =) 39500 M) x~7
X% ARP O U T,
ciscoasa# show arp
outside 10.86.194.61 0011.2094.1d42b 2
outside 10.86.194.1 001a.300c.8000 -
outside 10.86.195.2 0040.02a8.440a alias
HEa< R o< R A
arp AAT 47 ARP= v MY ZBEMLET,

arp-inspection

ARP %7 v N EZE L. ARP A/ —7 4 > 7 %51E LET,

clear arp statistics ARP #EHEHZ 7 VT LET,

CiscoASA V'V —X a<w R U777 LR Sawr
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B!

show arp statistics

ARP fFtHEHR =R~ L £,

show running-config
arp

ARPZ A LT NOBIEDa L 7 4 X2l — g b2FERLET,
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show arp-inspection
HA LS =T A AD ARP A Y AXRT ¥ a URE R R AT HI2IE FiHE EXEC £ — F T show
arp-inspection =~ > RZfiH L £,
show arp-inspection
XD Zoavwy RIS ELEFEF—UY—FEH D A,
varE WA T 7N S OEEREIZH Y EH A,

a<v s FE—F

WORIZ. a~ REANTESE—FEeRLET,

Tr7AT VA —IV
T—F X2V T 4 aTFHAB
< VT
rF AR =
a<wy RE—F N—F o R | TV (VI | Rb AT A
¥¢#E EXEC PSS o fit o 3t o XS |—
v N Jy—2= EHENE
7.0(1) Zoawy RRBMMEnE Lk,
9.7(1) =T v KE— RO HR— MR BEIMESNE L,
il K 1Z . show arp-inspection =~ > RO 12 /R L 7,
ciscoasa# show arp-inspection
interface arp-inspection miss
insider enabled flood
outside disabled -
miss FIZIZ ARP A A7 2 a VA X—T IV DFEIC—FH LW 7y MOk L THEITT
577NV DT 7 v a v (Iflood) £72i1%no-flood)) NFERS I ET,
HEa~< K a<w K B
arp ABT 47 ARP =2 MU ZBILET,

arp-inspection

ARP X% v NEMAE L. ARP X/ —7 4 T &L LET,

clear arp statistics

ARP #iittE#RE= 27 V7 LE T,

show arp statistics

ARP #FHEHRZ R L E T,

show running-config
arp

ARP ZA LT U NOBIEOa L 7 4 X2l —a v BFRLET,
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show arp rate-limit

ARP L — MHIBRERE % £ R 5 121E, F#HE EXEC & — R T show arp rate-limit =~ > N % {ifi ff]
LET,
show arp rate-limit

WX DN

Zoavwy FIEBIEERIZF—U—RIZIH Y A,

a<w  RF7+
JV b

77 4 OBERHITH D FTHE A,

a<v v KRE—FK

WORIZ. a~ REANTES2E—FeRLET,

T7ATUF—IV
T—F X2V F 4 arFHFRB
< LF
[NV SN avF R
vy FE-F N—F v K | FTLYyh |[vvZn (&b ST A
¥¢HE EXEC o IS o FS . wE | — . S
= NgHE yy—= ERNE
9.6(2) Toavr FABEMENE Lk,

ER EDOTA FZ  arprate-limit RELZFRT 5T, Z0a~vr FaLET,
AV

il W R 10000 & LT ARP L— h & FRT 502~ LET,
ciscoasa# show arp rate-limit
arp rate-limit 10000
BEa~< R a<v R =4 B
arp rate-limit ARP L — MR AR E L E T,
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show arp statistics

WX DN

F7 %V b

a<v s RFE—F

show arp statistics

Zoawy NIEBIEERIZF—U—RIIH Y T8 A,

77 4N FOBERLHEITH D FHE A,

WORIZ. a~ REANTESE—FexRLET,

ARP it &2 £R T 5 I2I1E, F5HE EXEC £ — R T show arp statistics =2~ > RZ#H L £7,

T7ATUH—IV
T—F X2V T 4 aTFHAB
< IVF
rZ AR a7 H
a<w s RE—F =7y K| 7vrh |7 (Rb VAT A
ik EXEC o Xt o Xfits o Xfits o X |—
= NIgHE yy—= ERNE
7.0(1) ooy RRBMERE L,
il R1Z . show arp statistics =~ > KO 1l 2R L 7,

ciscoasa# show arp statistics
Number of ARP entries:
ASA : 6
Dropped blocks in ARP: 6
Maximum Queued blocks: 3
Queued blocks: 1

Interface collision ARPs Received: 5
ARP-defense Gratuitous ARPS sent: 4

Total ARP retries: 15
Unresolved hosts: 1
Maximum Unresolved hosts:

2

T2 K574 — /L FO@BHEZRLET,

# 2-2

show arp statistics D7 . —/L ]

74—V F

B

Number of ARP entries

ARP 57 —7 L = U &,

Dropped blocks in ARP

IP7 RLANRKINT D= R =T 7 KL RIS
TWAHlc ey rXEan=7ua v 7,
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# 22 show arp statistics D7 ¢ —/L F(§EZ)

74—V K

B

Maximum queued blocks

IP 7 R L ZAOfRRZFE L TWAMIZ ARP £ 2 — Lz
Xao—A T EINERERT 0y 7,

Queued blocks

BAEARPEY 2 — VI Fa—A 7 ENTWE 70y 7,

Interface collision ARPs received

TRTDOASA A F—T = A ZATEZFESNTZASA A~
H—=TxzAADIPT FLVALFELIPT FL A7) 5O ARP
N7y M

ARP-defense gratuitous ARPs sent

ARP-Defense A H = A LD—E L LT ASA IZ L - TEE
X117~ Gratuitous ARP O¥%,

Total ARP retries

PO ARP BRA~DISETT R LU AN I N2 0o 7=
BAICARP EV 2 — L L 5 TEESNLD ARP E R DA
A%,

Unresolved hosts

BAEDH ARP E¥ = — /LI L » T ARP ExR B EEFE I TV
BHARFERD AR A N

Maximum unresolved hosts

BHBIZ7 )T EN-% . FE7-13 ASA OFEEIZIC.ARP £
Vo — VIZTFEE LT R AR A - D e K3,

BHEa< K

a<w v R B

arp-inspection ARP X7 v FEMAEL ARP A7 —7 ¢ v 7 %51 LE1,
clear arp statistics ARP #HERAZ 7V 7 LC iz nicVky hLET,
show arp ARP 7 —7 VEFRLET,

show running-config ARP # A A7 7 FOEAED 2L 7 4 Fal—a 2R LET,

arp
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show arp vtep-mapping
VE—KREBITALUE RALLIZHDLIPT RLADVNIA VU H—T7 =2 ATH v v oIz
MAC 7 KL 2 & U%E— K VIEPIP 7 K L XA & £/ 7 5 21%, K #E EXEC & — K T show arp
vtep-mapping =~ > R&fEH L £7,
show arp vtep-mapping
XD Zoavwy RIS ELEFTF—U—NEH Y A,

avw U RFT7+
VI

a<v v FE—F

T 7 4 b OBIERMHITH D THE A,

WORIZ. a~ REANTES2E—FeRLET,

T7AT UF—)
TN ¥X2UTF 4 arTXRE
~NVF
k7 RN avFx
FvvFE-F e A A AN LN AT A
¢#E EXEC o Xa o W& o S o *S _
= NgHE yy—= ERNE
94 SOy FRSBMNERE L,
HREDHA K5 ASA BET VIEP O EITH 5T A 2N v b2 EET HBAASA ITIZKD 2 SO EE
i RGP LETT,

o UE—k F/A ADSE MAC 7 KL A
e E7 VTEP ®%i5EIP 7 FL %
ASA N ZDOFEHRERET DX 2 2O FESH Y £,
e H—MET VIEPIP 7 KL 2% ASA ICHHIICRETE £,
FHHTHEBROETEZERT LI LITTEETA,

ASA 28 VXLAN 1 7t/ L ARP 72— R+ XA b & VTEP IZEfE L. = F /— KD MAC
T RLAERELET,

o WANTFHXXY AR TN —TIX VNIA LV F—TxAf AT LIZ(FETI1Z VTEP £KI2) B E T
e

ASAIZ P~ /L F X Xk 2347 hINDO VXLAN 1 7E AL ARP 72— R¥ ¥ 2 | X4
h% VTEP XA v X —7 =2 A A& AL TEELET, 2D ARP R A~DIEFITL Y,
ASAIZUE—FRVTEPDIPT KL X & UE—F =2 K J— FDO%EH%E MAC 7 KL XD
FEERETAHZENTEET,

B CiscoASAYV—X o= RUT77L VR Savwr R



ASAIZ VNI A v X —T 24 AD VU FE— K VTEPIP 7 R L R IZH T H5EMACT KL AD~ v
VU RHERFLET,

il show arp vtep-mapping =~ > FIZOWTIZ KD HEZBRL T ZEW,
ciscoasa# show arp vtep-mapping
vni-outside 192.168.1.4 0012.0100.0003 577 15.1.2.3
vni-inside 192.168.0.4 0014.0100.0003 577 15.1.2.3

EE=~> R o< R ET;

debug vxlan

VXLAN N7 7 4 w7 &5 Xy 7 LET,

default-mcast-group

VTEP iAEmA v X — 7 = A RAZBEE#EM T 5 TWA T TO VNI
A H =T 2 A ADT T HF L DL FXX AN T AL—THEEL
ji—g_‘o

encapsulation vxlan

NVE A VA H A% VXLAN B 7B ALIZRE L £,

inspect vxlan

FRYE VXLAN ~ v Z — U i I L S B % 4,

interface vni

VXLAN # X ZJHD VNI A v & —7 = A4 ZAZERLET,

mcast-group

VNIA v Z =T 2 A ADZNLVTFXFx AN TN—T T RLAEZREL
ji—g«o

nve Xy MU= Rk = RRA Vb AV AX L AEFRELET,
nve-only VXLAN (E0A v Z—T7 = A ANNVEHHTHLZ L 2EELET,
peer ip 7 VIEP D IP 7 RL A2 F#THRELET,

segment-id VNI A > X =724 AD VXLAN EZ7 A2 MNID ZfREL 7,

show interface vni

VNI A VX =T 2 ADINT A=K AT —H A BILOKFER L.
TV VENTVWAL U F—T oA A(RESNTWVELEL) DA
F—H A RS WNIEEMT SN TWANVE A V¥ —T =2 A A% FH
R~LET,

show
mac-address-table
vtep-mapping

UE— K VIEPIP 7 L ANEESINTZ VNI A » F—T = A A LD
LAY 28567 —7/L(MACT RL A T—7 W) EFRLET,

show nve

NVE A VX —T = AD/INT A —HF AT —H A FXOWFTE#HRE
XY VT A H—T 2 A A(ERIKA LV E—T 2 A A)DAT—H X
Z ® NVE % VXLAN VTEP & L CfEf4 5 VNI, 72 5 NI Z D NVE
A B =T A AZBEEITOENTWAET VIEPIP 7 R L X & FIR
LET,

show vni
vlan-mapping

VNItEZ AL FID & VLAN A vV Z—T A ZAFEITNT AT L
VM E—FROWEA =T oA A O~y B T ERRLET,

source-interface

VTEP (ETA v Z—T = A4 2R ELET,

vtep-nve VNI A % —7 = A A% VITEP IXEIA ¥ —7 = A AP T
7,
vxlan port VXLAN UDP AR — &3 E L £ 3,7 7 4/ h TIX,VTEP X561

S —7 A AXUDP AR — |k 4780 ~®D VXLAN ~7 7 ¢ v 7 &3} A
h\i—a—o
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show asdm history

ASDM JEIFE/S > 7 7 DN % FK R %1213, Fi#E EXEC £ — KT show asdm history =~ > F %

L £,

show asdm history [view timeframe] [snapshot] [feature feature] [asdmclient]

O asdmclient

(fEE)ASDM 27 7 A4 7~ P 7 +—~ > h S4L72 ASDM BIET —
ZaRRLET,

feature feature

(EE) BIEF R 487 LT HEREICHI IR U &£ 3, feature 5180213 IR DAE
AEETEET,

all: TR TOWEDORELFRRLET (T 74 1),

blocks: v AT L Ny 7 7 DfEREEZFRRLET,

cpu:CPU IR DJBEE 2 FoR L £ 77,

failover: 7 = — /L A — \—DEREEZF R L ET,

ids:IDS DEEZF R L £7,

interface if name 8 € LA V2 —7 =2 A ADJEHEEZF R L F
I, if_name 31%%% . nameif =~ FTHELEA LV F—T =A A
DAATTT,

memory: A & U AR OIEREZ R R L ET,
perfmon: /X7 oy —< U ABREEZ TR L E T,

sas: EX =2 UT 4 7Y Z—varOEEERRILET,
tunnels: b > RV DEREEZF R L ET,

xlates: 2 A 1 NEREZFRRLET,

snapshot

(EE) b D ASDM BIET — 4% A v DI ERRLET,

view timeframe

(EB)BROFREZHTE LI YIRNICHIR U E 7, timeframe 51 5021%.
WOEEFEETE £7,

all: BNy 7 7 NOTXTORNEFE(T 7 4V 1),
12h:12 [

5d:5 H

60m: 60 77

10m: 10 73

A I FIBELITF =T = FZHEELLRVERIE T TOREDOT N TORERFHENERENET,
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||
av RE—F ROKIZ, a~y e AN TC&ELE—RERLET,
T77AT UF—IV
T—F X2V T4 aVTFRAL
< /VF
FF AR arrx
avrRKE-F =7y RN |7V h (PN [ RB AT A
FrHE EXEC O o %S o it o X o Xt
3~ NgE JY—2 EHENE
7.0(1) Z D =2=< > RH, show pdm history =~ > K> show asdm history =

YU RICEESNE L,

R LD A FZ  show asdm history =~ > FiZ,ASDM BN v 7 7 DNE % Fx L £ 9, ASDM B FEIE % &
AV ~ 9 5 HiIC, asdm history enable =~ > FZfliH{ L T ASDM JEfE 7 v ¥ v 7 & A x—T WVI(C
TOHMLENRDY FT,

il W AZ  show asdm history =~ > RO IFlZ R LET, 2D a~r RTIEEEO 10 5 EICIE
ENTHEBA v H—T 2 A ADT —HIZHABFIR S TWET,

ciscoasa# show asdm history view 10m feature interface outside

Input KByte Count:

[ 10s:12:46:41 Mar 1 2005 ] 62640 62636 62633 62628 62622 62616 62609
Output KByte Count:

[ 10s:12:46:41 Mar 1 2005 ] 25178 25169 25165 25161 25157 25151 25147
Input KPacket Count:

[ 10s:12:46:41 Mar 1 2005 ] 752 752 751 751 751 751 751
Output KPacket Count:
[ 10s:12:46:41 Mar 1 2005 ] 55 55 55 55 55 55 55

Input Bit Rate:

[ 10s:12:46:41 Mar 1 2005 ] 3397 2843 3764 4515 4932 5728 4186
Output Bit Rate:

[ 10s:12:46:41 Mar 1 2005 ] 7316 3292 3349 3298 5212 3349 3301
Input Packet Rate:

[ 10s:12:46:41 Mar 1 2005 ] 5 4 6 7 6 8 6
Output Packet Rate:

[ 10s:12:46:41 Mar 1 2005 ] 1 0 0 0 0 0 0
Input Error Packet Count:

[ 10s:12:46:41 Mar 1 2005 ] 0 0 0 0 0 0 0
No Buffer:

[ 10s:12:46:41 Mar 1 2005 ] 0 0 0 0 0 0 0

Received Broadcasts:
[ 10s:12:46:41 Mar 1 2005 ] 375974 375954 375935 375902 375863 375833 375794

Runts:

[ 10s:12:46:41 Mar 1 2005 ] 0 0 0 0 0 0 0
Giants:

[ 10s:12:46:41 Mar 1 2005 ] 0 0 0 0 0 0 0
CRC:

[ 10s:12:46:41 Mar 1 2005 ] 0 0 0 0 0 0 0
Frames:

[ 10s:12:46:41 Mar 1 2005 ] 0 0 0 0 0 0 0
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Overruns:

[ 10s:12:46:41 Mar 1 2005 ] 0 0 0 0 0 0 0
Underruns:

[ 10s:12:46:41 Mar 1 2005 ] 0 0 0 0 0 0 0
Output Error Packet Count:

[ 10s:12:46:41 Mar 1 2005 ] 0 0 0 0 0 0 0
Collisions:

[ 10s:12:46:41 Mar 1 2005 ] 0 0 0 0 0 0 0
LCOLL:

[ 10s:12:46:41 Mar 1 2005 ] 0 0 0 0 0 0 0
Reset:

[ 10s:12:46:41 Mar 1 2005 ] 0 0 0 0 0 0 0
Deferred:

[ 10s:12:46:41 Mar 1 2005 ] 0 0 0 0 0 0 0
Lost Carrier:

[ 10s:12:46:41 Mar 1 2005 ] 0 0 0 0 0 0 0

Hardware Input Queue:
[ 10s:12:46:41 Mar 1 2005 1] 128 128 128 128 128 128 128
Software Input Queue:

[ 10s:12:46:41 Mar 1 2005 ] 0 0 0 0 0 0 0
Hardware Output Queue:

[ 10s:12:46:41 Mar 1 2005 ] 0 0 0 0 0 0 0
Software Output Queue:

[ 10s:12:46:41 Mar 1 2005 ] 0 0 0 0 0 0 0
Drop KPacket Count:

[ 10s:12:46:41 Mar 1 2005 ] 0 0 0 0 0 0 0
ciscoasa#

K12 show asdm history =~ > RO H HlZRx LET, miof & [FERIC, 203~ R T ELT
D10 ST ENTNA v & — T = A ZDT —ZITHOBHIRS W TWET 2L C
OHITIE AT ASDM 7 A4 7 P HIC 7 4+ —~y PSS T,

ciscoasa# show asdm history view 10m feature interface outside asdmclient

MH|IBC|10|CURFACT|O|CURVAL|O|TIME|1109703031|MAX |60 |NUM|60|62439|62445|62453|62457|62464 |
62469|62474|62486]62489|62496|62501|62506|62511|62518|62522|62530|62534]62539|62542(62547 |
62553 |62556|62562]62568|62574|62581|62585|62593|62598|62604|62609|62616]62622|62628]62633 |
62636]62640|62653|62657|62665]62672|62678|62681|62686|62691|62695|62700|62704|62711]62718 |
62723|62728|62733|62738|62742|62747|62751|62761|62770|62775|

RIZ . snapshot % — 7 — K% [} L 7= show asdm history =~ > FOH il E R~ L ET,

ciscoasa# show asdm history view 10m snapshot

Available 4 byte Blocks: [ 10s] : 100
Used 4 byte Blocks: [ 10s] : O

Available 80 byte Blocks: [ 10s] : 100
Used 80 byte Blocks: [ 10s] : O

Available 256 byte Blocks: [ 10s] : 2100
Used 256 byte Blocks: [ 10s] : O
Available 1550 byte Blocks: [ 10s] : 7425
Used 1550 byte Blocks: [ 10s] : 1279
Available 2560 byte Blocks: [ 10s] : 40
Used 2560 byte Blocks: [ 10s] : O
Available 4096 byte Blocks: [ 10s] : 30
Used 4096 byte Blocks: [ 10s] : O
Available 8192 byte Blocks: [ 10s] : 60
Used 8192 byte Blocks: [ 10s] : O
Available 16384 byte Blocks: [ 10s] : 100
Used 16384 byte Blocks: [ 10s] : O
Available 65536 byte Blocks: [ 10s] : 10
Used 65536 byte Blocks: [ 10s] : O

CPU Utilization: [ 10s] : 31
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Input KByte Count: [ 10s] : 62930
Output KByte Count: [ 10s] : 26620
Input KPacket Count: [ 10s] : 755
Output KPacket Count: [ 10s] : 58
Input Bit Rate: [ 10s] : 24561
Output Bit Rate: [ 10s] : 518897
Input Packet Rate: [ 10s] : 48
Output Packet Rate: [ 10s] : 114
Input Error Packet Count: [ 10s] : O
No Buffer: [ 10s] : O

Received Broadcasts: [ 10s] : 377331
Runts: [ 10s] : O

Giants: [ 10s] : O

CRC: [ 10s] : O

Frames: [ 10s] : O

Overruns: [ 10s] : O

Underruns: [ 10s] : O

Output Error Packet Count: [ 10s] : O
Collisions: [ 10s] : O

LCOLL: [ 10s] : O

Reset: [ 10s] : O

Deferred: [ 10s] : O

Lost Carrier: [ 10s] : O

Hardware Input Queue: [ 10s] : 128
Software Input Queue: [ 10s] : O
Hardware Output Queue: [ 10s] : O
Software Output Queue: [ 10s] : O
Drop KPacket Count: [ 10s] : O
Input KByte Count: [ 10s] : 3672
Output KByte Count: [ 10s] : 4051
Input KPacket Count: [ 10s] : 19
Output KPacket Count: [ 10s] : 20
Input Bit Rate: [ 10s] : O

Output Bit Rate: [ 10s] : O

Input Packet Rate: [ 10s] : O
Output Packet Rate: [ 10s] : O
Input Error Packet Count: [ 10s] : O
No Buffer: [ 10s] : O

Received Broadcasts: [ 10s] : 1458
Runts: [ 10s] : 1

Giants: [ 10s] : O

CRC: [ 10s] : O

Frames: [ 10s] : O

Overruns: [ 10s] : O

Underruns: [ 10s] : O

Output Error Packet Count: [ 10s] : O
Collisions: [ 10s] : 63

LCOLL: [ 10s] : O

Reset: [ 10s] : O

Deferred: [ 10s] : 15

Lost Carrier: [ 10s] : O

Hardware Input Queue: [ 10s] : 128
Software Input Queue: [ 10s] : O
Hardware Output Queue: [ 10s] : O
Software Output Queue: [ 10s] : O
Drop KPacket Count: [ 10s] : O
Input KByte Count: [ 10s] : O
Output KByte Count: [ 10s] : O
Input KPacket Count: [ 10s] : O
Output KPacket Count: [ 10s] : O
Input Bit Rate: [ 10s] : O

Output Bit Rate: [ 10s] : O

Input Packet Rate: [ 10s] : O
Output Packet Rate: [ 10s] : O
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Input Error Packet Count: [ 10s] : O
No Buffer: [ 10s] : O

Received Broadcasts: [ 10s] : 0
Runts: [ 10s] : O

Giants: [ 10s] : O

CRC: [ 10s] : O

Frames: [ 10s] : O

Ooverruns: [ 10s] : O

Underruns: [ 10s] : O

Output Error Packet Count: [ 10s] : O
Collisions: [ 10s] : O

LCOLL: [ 10s] : O

Reset: [ 10s] : O

Deferred: [ 10s] : O

Lost Carrier: [ 10s] : O

Hardware Input Queue: [ 10s] : 128
Software Input Queue: [ 10s] : O
Hardware Output Queue: [ 10s] : O
Software Output Queue: [ 10s] : O
Drop KPacket Count: [ 10s] : O
Input KByte Count: [ 10s] : O
Output KByte Count: [ 10s] : O
Input KPacket Count: [ 10s] : O
Output KPacket Count: [ 10s] : O
Input Bit Rate: [ 10s] : O

Output Bit Rate: [ 10s] : O

Input Packet Rate: [ 10s] : O
Output Packet Rate: [ 10s] : O
Input Error Packet Count: [ 10s] : O
No Buffer: [ 10s] : O

Received Broadcasts: [ 10s] : O
Runts: [ 10s] : O

Giants: [ 10s] : O

CRC: [ 10s] : O

Frames: [ 10s] : O

Overruns: [ 10s] : O

Underruns: [ 10s] : O

Output Error Packet Count: [ 10s] : O
Collisions: [ 10s] : O

LCOLL: [ 10s] : O

Reset: [ 10s] : O

Deferred: [ 10s] : O

Lost Carrier: [ 10s] : O

Hardware Input Queue: [ 10s] : 128
Software Input Queue: [ 10s] : O
Hardware Output Queue: [ 10s] : O
Software Output Queue: [ 10s] : O
Drop KPacket Count: [ 10s] : O
Available Memory: [ 10s] : 205149944
Used Memory: [ 10s] : 63285512
Xlate Count: [ 10s] : O

Connection Count: [ 10s] : O

TCP Connection Count: [ 10s] : O
UDP Connection Count: [ 10s] : O
URL Filtering Count: [ 10s] : O
URL Server Filtering Count: [ 10s]
TCP Fixup Count: [ 10s] : O

TCP Intercept Count: [ 10s] : O
HTTP Fixup Count: [ 10s] : O

FTP Fixup Count: [ 10s] : O

AAA Authentication Count: [ 10s] : O
AAA Authorzation Count: [ 10s] : O
AAA Accounting Count: [ 10s] : O
Current Xlates: [ 10s] : O

0
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Max Xlates: [ 10s] : O
ISAKMP SAs: [ 10s] : O
IPsec SAs: [ 10s] : O
L2TP Sessions: [ 10s] : O
L2TP Tunnels: [ 10s] : O
ciscoasa#

HEa< R a<w R A
asdm history enable ASDM BB 7 v X 7% A4 2—T NI LET,
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show asdm image

HHEDASDM V7 b7 A A= 77 A )V &EFRT DI FFHE EXEC £ — R C show asdm

WX DN

F7 %V b

a<v s FE—F

image 2~ REMEHL £,

show asdm image

Zoavwy FIEBIEERIZF—U—RIIH Y A,

77 4N FOBERLHEITH D FHE A,

WORIZ. a~ REANTESE—FEeRLET,

T7ATUH—IV
T—F X2V T4 ayTFHAB
< I)VF
AL SaS =N
a<vy RE—F =T N |7k TN A b VAT b
¥¢#E EXEC o XIS o fit o 3t — o 3t
o< K@ Jyy—= EEARN
7.0(1) Z D=3~ RH show pdmimage =~ > N7 show asdm image =~
VRIZERENE LT,
il IZ . show asdm image =~ > RO H Il 2R L £,
ciscoasa# show asdm image
Device Manager image file, flash:/ASDM
MEa<r R a<w R B

asdm image

BHED ASDM A A—V 77 A VERELET,
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show asdm log_sessions

TIT 47 ASDM BX 7 By v ary BIOEALICHESS Y3 IDDOY A b E
FR T DI IE FEHE EXEC € — R C show asdm log_sessions =~ > K&l L £9,

show asdm log_sessions

X DOHHA Zoawy FIFGIEELITF—V—FEdH v ¥ A,

574/ b T 74V N OEERLCHEITDH Y AL

a<w v RE—F WORIZ. a~ REANTESE—FeaxRLET,

T7AT U=V
T—F X2V T 4 ayTFHAB
~IVF
[NV SN avF %
a<vwy RE—F JV—Fy K |7V b A Z k 25 A
¥¢#E EXEC o Xt o Nthn o i o i __
= NIgHE yy—= ERNE

7.01) Zoavy FRBMSE LK,

ERHLEDHTA KT ZNENDOT 7T 4772 ASDM £ v g 2t 1 DL EORET 5 ASDM eX> 7/ v g

v YHRHYETASDMIZ X Ty v g U EMEH L TIASA 75 Syslog A v E— U Z2HUG L
FT . HASDM EX 7 By v a ik, —BEokyvaryrIDREVYETOENRET, 2Dy
v 3 ID % asdm disconnect log_session =~ R CHEHA LT HHEL-Ey v a v 2K TTE
7,

) HASDM v a3t b 1 2OASDM uX> 7 v a b 57, show asdm
sessions 3 2 O show asdm log_sessions D JIZFEIC L HICR 2B E0n3H D £7,

il 12 . show asdm log_sessions =~ > D H /1l Z~ L £,

ciscoasa# show asdm log sessions

0 192.168.1.1
1 192.168.1.2
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EHEa~<v R a2 K A

asdm disconnect

TIT 4TI ASDM XS ke va v EKRTLET,
log_session
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show asdm sessions

WX DN

F7 %V b

a<v s RFE—F

TIT 47 RASDM Yy v a Ly BIOENALICEET Iy a v IDDY R MEFRT D]
X, ¥4 EXEC &£ — F C show asdm sessions =~ > K& H L 9,

show asdm sessions

Zoavwy FIEBIEERIZF—U—RIIH Y T8 A,

T 7 4N FOBERHEITH D FHE A,

WORIIZ. a~ REANTESE—FexRLET,

-
—

Tr7AT VA —IV
T—F X2V T 4 ayTFHAB
< I)VF
A SaS a3k
a<w RE—F =T K |7k P/ RPN VAT A
¥ #E EXEC I S o XIS I S o XpIS |—
= NIgHE yy—= ERNE
7.0(1) Z D=3 RH show pdm sessions =~ > K75 show asdm sessions
a~v FICEBRINE L,
FREDTA RS 727747724 ASDM Yy a i, B0ty ar IDREY Y TORNET, 20k
A v vz v ID % asdm disconnect 2~ > R CHEH LT HBELLEy Y a v 2K TTEET,
il &z . show asdm sessions =~ > KO 127 LEd,
ciscoasa# show asdm sessions
0 192.168.1.1
1 192.168.1.2
BEa~< R a<v R =4 B

asdm disconnect T T 47 ASDM Yy a BT LET,
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