A R

show tcpstat =~ > K~ show traffic =~

show tcpstat

ASA D TCP 2% v 7 B L NASA TRIGL TWD TCPHFGED AT —Z 2% (F Ny 7 D1=HIT)
FR T DAL FEME EXEC £ — R Cshow tepstat 2~ > REHH L EJ, 2D a~ > RiLIPvd B
JOIPV6 D7 FL 2&HR—FLET,

show tcpstat
HESCDOFEA Zoawy RIZFSIEELEFEF—TU—NEH A,
VA E W 774V P OEEREIZH Y TR AL

a<w v RE—F WORIZ. a~ REANTESE—FexRLET,

T7AT Ut —)b
T—F X2V T4 aTFHAR
< J)VF
FZ7 o AR =N
a<wy RKRE—FR N—T v R |7V U | R B AT A
¥+ EXEC LI S I S I S o XPIH |—
a< v R Jy—x EEAR
7.0(1) Zoawy RRNBMEnE L,

A EOHA K5 show tepstat =~ > R&FEHT 25 & TCP A 4 v 7 35 L U ASA THI L TV % TCP #:#d 2
A F 5 A FRCE £ F 28 10 B SN TCP FEAHIR OB 2% L £ T,
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# 13-1 show tcpstat =+ > FoD TCP #FHEH

WLEt .

tcb_cnt TCP = —H D%k,

proxy_cnt TCP 711 % 3 O¥, TCP 7' 11 3 (%, = — Y38 7] Tl

éz"bi'ﬂﬁo

tcp_xmt pkts

TCP A ¥ w7 B3k LT3 v FD#k,

tep_rcv good pkts

TCP A% v 7 BZAZ LTZIER 7237 v S D#K,

tep_rcv drop pkts

TCP A v 7N Fa vy X LESZENry FOK,

tcp bad chksum

F =y 7Y LITRYBHTZE Ty B0,

tcp user hash add

Ny Vo T—T BN E T TCP =2 —% D¥K,

tcp user hash add dup

HLWTCP 22— W&y a F—7 BNl LS L
LIzl & Z0a—FRNTTICT—7 AWITHEEL T
7= 1814k,

tep user srch hash hit

RBEEIZ Ny ¥ a2 7 — 7 LNT TCP = — ¥R & h
7= [F1#K,

tcp user srch hash miss

MBEEC Ny 2 T—7 /LN TTCP 22— ¥R S
T2y o 7= a4,

tcp user hash delete

TCP = —H W Ny v a T —T7 0 bR S vz a4k,

tcp user hash delete miss

TCP 2 —HZHIFRLE Y E L& 20—y
Yo T NLNTERE IR E,

lip TCP 2—HDua—Hh/LIPT FL A,
fip TCP = —H DI IP 7 R LA,
Ip TCP = —H¥Dua—Hh /L R— k,
fp TCP = —HF DANEAR— b,
st TCP = —F DIRKE (RFC 793 % &), KR SN A HIZK
DEEBYTT,
1 CLOSED
2 LISTEN
3 SYN_SENT
4 SYN_RCVD
5 ESTABLISHED
6 FIN_WAIT_ 1
7 FIN_WAIT_ 2
8 CLOSE_WAIT
9 CLOSING
10 LAST_ACK
11 TIME_WAIT
rexqlen TCP 2 —HFDOHEEFEF 2 —DEI,
inglen TCP 2 —HFDANF2—D &,
tw_timer TCP = —H @ time_wait ¥ 1 ~—DfE (I VD),
to_timer TCP 2—Y DT /T 4T 4 XA LT UK XA ~—
OE(L V),
cl_timer TCP —HF D/ u—XFRI A ~—DE(I U F),
per_timer TCP = —H DFfHE ¥ A ~—DfE (I U ),
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Z# 13-1 show tcpstat =~> Ko TCP sFHE#H (k&)

HEt A

rt_timer TCP 21—V DHFEEFEH A ~—DE (I V),
tries TCP = —% O FEF R4,

il WIZ.ASA D TCP AH v 7 DAT—H A% RRT DBl R~LET,
ciscoasa# show tcpstat
CURRENT MAX TOTAL
tcb_cnt 2 12 320
proxy_cnt 0 0 160
tcp_xmt pkts = 540591
tcp_rcv good pkts = 6583
tcp_rcv drop pkts = 2
tcp bad chksum = 0
tcp user hash add = 2028
tcp user hash add dup = 0
tcp user srch hash hit = 316753
tcp user srch hash miss = 6663
tcp user hash delete = 2027
tcp user hash delete miss = 0
lip = 172.23.59.230 fip = 10.21.96.254 1lp = 443 fp = 2567 st = 4 rexglen = 0
in0
tw_timer = 0 to_timer = 179000 cl_timer = 0 per_timer = 0
rt_timer = 0
tries 0
BEa<w R o< R B!
show conn 1) & LT 2B & T AT AR R e 2 R L £,
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show tech-support
T =H AR—= K~ T YA NBZWRHE T D R A KR T 51T FrbE EXEC £E— R T
show tech-support =~ > R&{H L £,
show tech-support [detail [vsn] | file | no-config | performance]
X OB detail (LR M mE R LE T,
file EE) A~y FOMNE T 7 ANICEZRABLET 77 ANV VAT LDEA
NI D & B0 T9, disk0: ., disk1:, ftp:, scp:, smb:, 35 L O tftp:,
no-config (EE)F 7oy 74 X2 —2a o hEBRALET,
NI —<V A (FTva )R T7r—v AFRERRLET,
vsn (AT a)T7r7A M)A L7 FERDBEIMO ASAI000V K Y 32—
T—Vxr DT =hV PR — MEREEOET,
T7 A H T 74V NOBEREILZH D FHE A,

a<wy KNE—F

ROKIZ, 2~ FEANTELHEF—RFE2RLET,

TZ7ATUF—IV
T—F X2V T4 a2 TFRE
< /VF
FZ AR aTH
a<w» RKE—F =7y |7V (PN [ RB AT A
F#tE EXEC o Xtiis o Xtiis o xti  |— o XIS
o< FERE Jyy—= EEAE

7.0(1) detail ¥— 7 — KRB XU file ¥— T — KRR BIMINE LT,

7.2(1) HAOPIEESN.CPU 2 58 LTS 7 et R L T, & BIZFEM
RIERBRRSIND LRV E LT,

9.1(2) H 71 2353 & 11, show environment =2~ > ROFERN G EN D L 91
20 F LT,

9.13) H ) 3 PE3E S 71, show memory detail, show memory top-usage. 35 & O
show vlan 2~ > ROERNEENDL L O/ L1,

9.2(1) show memory detail, show cpu detail, show blocks queue history
core-local, show asp drop.show asp event dp-cp.show cpu usage history
B L ¥ show traffic summary =~ > K26 OfEHZ2 &t L 2SN
Pk 41 E L 7=, show kernel cgroup-controller detail =~ > K2>5 D
H 7713 HIBR S 4vE L7z, performance 35 X O vsn F— 7 — R BII X
E L,

9.2(1) HAOMNPEE S #u show vlan 2~ > ROBEWAEENDH L o0 £

L7,
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EEAR

9.1(7)/9.3(1)

show tech-support = < > KN|Z show resource usage count all 1 ™ /73
EEND L O/ F L, ZiZiL, xlate, conn, inspect, syslog 72 &
BT LIRS EENE T, 2O AT 4 — v AT 5 M
EWT A& b ET,

9.3(2)

show route-summary =~ > K ® /77 show tech-support detail = ~

v RIZEMEnE L,

9.4(1)

show tech-support =~ > RO J)IZIE AERL S A7z syslog DT 50 17
DEENET, INOOREEZR R TE S L )T HITIE. logging
buffer =~ > F& A X =T VT 2MENHY £7,

ERLOAA KT
Ay

9.1(7)/9.4(3)/9.5(2)

show tech support =~ > RIZBIfERD LBV T,

e dir all-filesystems O /)N EENE T, ZOHINTROGEITHK
NOZERNHY ET,
— SSLVPN 227 4 Fa2lb—3 g hBER T Y —ZA0 ASA I
HHEMNE I EERLET,
- IO a:lTvva TrANDAMNOEY A DAL T
ff%fﬁ%wu Liﬁ—o

e show kernel cgroup-controller detail ® | ) OH|x: ZDa<w 2
H 771% show tech-support detail O H JNIZE I ET,

9.7.(1)

show tech-support =~ > RIZ KOEER Mz oNEH INE L,

e 7T v a LAl y RH) 6O thread name, registry content,
timestamp. traceback 72 & @ crashinfo #itEMaE & L D12 H
DYEIE S L7z, Saved crash D % A L AKX 7 )36 D H A IEH]
PrEitE L7,

e show ipsec stats, show crypto ikev1 stats 35 & UF show crypto ikev2
stats 2~ REGL L HICH B EEEhE LTz, 2hboa~
YRIEILRNTI TN 2a—T 0 7 AR E LT VPN BEEHE A I
LT oD sNET,

e show tech-support =~ > R{Z . show vm O /IR EEND L 9 I
720 F LT, ZHUE ASAY RBUEBRE) L TV D A 73— H—
ZHBILE T, ZOERIZ AL T 7 > b7 4 — L ETHEEO A E)
fbENTeF =y 7 2 FTTHDITHELELET,

e show tech-support =< > K|Z show module detail =~ > 3 & £
NIV ELE, Z0a~y X EEOEY 2 — VBT
DIEMERET D700, S E S E R LA T — % ZDRME
DRT TNV a—T 4 TITELHET,

9.12(1)

show ipv6 interface,show aaa server. 35 J2 U" show fragment O [ /173
show tech support O H JIZiEM S E Lz,

9.13(1)

show flow-offload info detail.show flow offload statistics. 335 &2 O" show
asp table socket =~ > RAVEII S VE L7z,

show tech-support =~ > R C{X. 77 =W/ YR — b 7TF U R S BEEZZWT 25810 %
OFRNFRENET . T/ =hV PR—K 7TFUAMI, ZDOa~ REEHshow 2~ B
DOHNEMAEDE TSI EIEREREZATFTLET,
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WIZ.T 7 =N HR—ForicfER SN EREFR T H60 %275 LE T, HH 77, show module

A< FOMNDTIHED X OICEMSN TWET,

ciscoasa# show tech-support | beg show module

Mod Card Type Model Serial No.
0 ASA 5525-X with SW, 8 GE Data, 1 GE Mgmt, AC ASA5525 FCH18087TA3
ips Unknown N/A FCH18087TA3
cxsc Unknown N/A FCH18087TA3
sfr Unknown N/A FCH18087TA3
Mod MAC Address Range Hw Version Fw Version Sw Version
0 7426.acba.b362 to 7426.ac5a.b36b 1.0 2.1(9)8 99.3(0)34
ips 7426.acb5a.b360 to 7426.ac5a.b360 N/A N/A
cxsc 7426.acb5a.b360 to 7426.acb5a.b360 N/A N/A
sfr 7426.acb5a.b360 to 7426.acba.b360 N/A N/A
Mod SSM Application Name Status SSM Application Version
ips Unknown No Image Present Not Applicable
cxsc Unknown No Image Present Not Applicable
sfr Unknown No Image Present Not Applicable
Mod Status Data Plane Status Compatibility
0 Up Sys Not Applicable
ips Unresponsive Not Applicable
cxsc Unresponsive Not Applicable
sfr Unresponsive Not Applicable

Mod License Name License Status Time Remaining

ips IPS Module Disabled perpetual

Name: "Chassis", DESCR: "ASA 5525-X with SW, 8 GE Data, 1 GE Mgmt, AC"

PID: ASA5525 , VID: V02 , SN: FTX181010F5
Name: "Storage Device 1", DESCR: "Model Number: Micron_M550_MTFDDAK12

PID: N/A , VID: N/A , SN: MXA184200GL

—————————————————— show environment ------------------

Cooling Fan 1: 5888 RPM - OK
Cooling Fan 2: 5888 RPM - OK
Cooling Fan 3: 5888 RPM - OK

Temperature:

8MAY"
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Processors:

Processor 1: 64.0 C - OK

Chassis:

Ambient 1: 45.0 C - OK (Chassis Back Temperature)
Ambient 2: 40.0 (Chassis Front Temperature)
Ambient 3: 46.0 C - OK (Chassis Back Left Temperature)

(@]
1

o

~

Voltage:
Channel 1: 1.064 V - OK (CPU Core)
Channel 2: 12.126 V - OK (12V)
Channel 3: 5.104 V - OK (5V)
Channel 4: 3.280 V - OK (3.3V)
Channel 5: 1.504 V - OK (DDR3 1.5V)
Channel 6: 1.048 V - OK (PCH 1.05V)
ALARM CONTACT 1
Status: not asserted
Description: external alarm contact 1
Severity: minor
Trigger: closed
ALARM CONTACT 2
Status: not asserted
Description: external alarm contact 2
Severity: minor
Trigger: closed
Driver Information:
Status : RUNNING
Driver Error Statistics:
I2C I/O Errors 0
GPIO Errors 0
Toctl Null Ptr Errors 0
Poll Errors 0
Invalid Ioctl Errors 1
PECI Errors 0
Unknown Errors 0

Last 5 Errors:

Free memory: 3512376646 bytes (80%)
Used memory: 868110256 bytes (20%)
Total memory: 4380486902 bytes (100%)

Note: Free memory is the free system memory. Additional memory may
be available from memory pools internal to the firewall process.
Use 'show memory detail' to see this information, but use it
with care since it may cause CPU hogs and packet loss under load.
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Heap Memory:

Free Memory:
Heapcache Pool:
Global Shared Pool:
Message Layer Pool:
System:

Used Memory:
Heapcache Pool:
Global Shared Pool:

Reserved (Size of DMA Pool):
Reserved for messaging:

MMAP usage:
System Overhead:

Total Memory:

376278288 bytes
134208 bytes
1980160 bytes
3133648118 bytes

313684720 bytes
960 bytes
230686720 bytes
116992 bytes
7782400 bytes
316174336 bytes

4380486902 bytes

Warning: The information reported here is computationally
determine, and may result in CPU hogs and performance impact.

oe

~N O o Ul o
P o0 oe

o0 o

(100% )

expensive to

MEMPOOL_MSGLYR POOL STATS

Non-mmapped bytes allocated = 2097152
Number of free chunks = 6
Number of mmapped regions = 0
Mmapped bytes allocated = 0
Max memory footprint = 2097152
Keepcost = 1979264
Max contiguous free mem = 1979264
Allocated memory in use = 116992
Free memory = 1980160
————— fragmented memory statistics -----
fragment size count total
(bytes) (bytes)
48 1 48
64 1 64
96 1 96
112 1 112
144 1 144
1979264 1 1979264
* - top most releasable chunk.
** - contiguous memory on top of heap.
————— allocated memory statistics -----
fragment size count total
(bytes) (bytes)
80 19 1520
96 11 1056
112 23 2576
128 21 2688
144 3 432
160 2 320
176 6 1056
192 5 960
208 2 416
224 4 896
240 6 1440

*
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256
384
512
768
1024
4096
8192

O R O W O

1024
4224
3072
2304
6144
4096
73728

MEMPOOL_HEAPCACHE_0 POOL STATS:

Non-mmapped bytes allocated
Number of free chunks
Number of mmapped regions
Mmapped bytes allocated
Max memory footprint

Keepcost

Max contiguous free mem
Allocated memory in use

Free memory

fragment size

(bytes)

96

128

160

176

512
393216
524288
4194304
6291456
12582912
331991792

count

EF R WRRPRP R WNDRE R R

689963008
562

0

0
689963008
331991792
331991792
313684720
376278288

560
404208
636784

4730464
20478336
17731296

331991792*

- top most releasable chunk.
** - contiguous memory on top of heap.

fragment size

(bytes)

count

total
(bytes)
121440
1234848
338352
210304
483696
67520
68992
69120
54704
61824
44880
656384
210816
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512 837 428544
768 729 559872
1024 747 764928
1536 343 526848
2048 371 759808
3072 49 150528
4096 426 1744896
6144 59 362496
8192 205 1679360
12288 114 1400832
16384 593 9715712
24576 24 589824
32768 68 2228224
49152 19 933888
65536 424 27787264
98304 21 2064384
131072 15 1966080
196608 15 2949120
262144 17 4456448
393216 16 6291456
524288 12 6291456
786432 4 3145728
1048576 17 17825792
1572864 5 7864320
2097152 5 10485760
3145728 1 3145728
4194304 3 12582912
6291456 4 25165824
8388608 1 8388608
12582912 4 50331648
MEMPOOL_DMA POOL STATS:
Non-mmapped bytes allocated = 230686720
Number of free chunks = 156
Number of mmapped regions 0
Mmapped bytes allocated 0
Max memory footprint = 230686720
Keepcost = 41968336
Max contiguous free mem = 41968336
Allocated memory in use = 188644800
Free memory 42041920
————— fragmented memory statistics -----
fragment size count total
(bytes) (bytes)
96 1 96**
256 60 19328
384 32 15360
512 62 38688
41968336 1 41968336*
- top most releasable chunk.
** - contiguous memory on top of heap.
————— allocated memory statistics -----
fragment size count total
(bytes) (bytes)
160 2 320
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256
384
512
768
1024 16
2048
8192
12288 1
16384
32768
49152
65536
98304
131072
196608
262144
393216
524288 1
786432
1048576
1572864
2097152
3145728
6291456
12582912

WNh I bkhboowbdDooadbdroabd PP WIRFPLOREODR® U WEJ

1792

384

1536
3840
167936
12288
8192
221184
16384
229376
147456
65536
393216
524288
1179648
1048576
2359296
5242880
1572864
3145728
9437184
8388608
22020096
12582912
37748736

MEMPOOL_GLOBAL_SHARED POOL STATS:

Non-mmapped bytes allocated
Number of free chunks
Number of mmapped regions
Mmapped bytes allocated
Max memory footprint
Keepcost

Max contiguous free mem
Allocated memory in use
Free memory

fragment size count
(bytes)

80 1

112 329

144 1

fragment size count
(bytes)
88 1
104 1
168 1
184 3

Summary for all pools:

Non-mmapped bytes allocated
Number of free chunks
Number of mmapped regions
Mmapped bytes allocated
Max memory footprint

135168
3

0

0

0
97136
0

960
134208

922882048
727

0

0
922746880

CiscoASA V) —RX a< R U777 L vX A~HavwvF 1



Keepcost = 376036528
Allocated memory in use = 502447472
Free memory = 420434576

—————————————————— show conn count ------------------

1 in use, 18 most used

0 in use, 0 most used

OSPFv3 IPsec 1 1 1

Total Active and Inactive : 1 Total Cumulative : 1
Device Total VPN Capacity : 750

Device Load : 0%

Server Group: LOCAL

Server Protocol: Local database
Server Address: None

Server port: None

Server status: ACTIVE, Last transaction at unknown
Number of pending requests 0

Average round trip time Oms

Number of authentication requests
Number of authorization requests
Number of accounting requests
Number of retransmissions

Number of accepts

Number of rejects

Number of challenges

Number of malformed responses
Number of bad authenticators
Number of timeouts

Number of unrecognized responses

O O O O O O O O o o o

Server Group: ACS

Server Protocol: radius

Server Address: 65.5.31.100

Server port: 1645 (authentication), 1646 (accounting)
Server status: ACTIVE, Last transaction at unknown
Number of pending requests 0
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Average round trip time

Number of authentication requests
Number of authorization requests
Number of accounting requests
Number of retransmissions

Number of accepts

Number of rejects

Number of challenges

Number of malformed responses
Number of bad authenticators
Number of timeouts

Number of unrecognized responses

Active tunnels: 1

Previous tunnels: 1

Inbound
Bytes: 0
Decompressed bytes: 0
Packets: 0
Dropped packets: 0
Replay failures: 0
Authentications: 0
Authentication failures: 0
Decryptions: 0
Decryption failures: 0
TFC Packets: 0

Oms

O O O O O O O o o o o

Decapsulated fragments needing reassembly: 0

Valid ICMP Errors rcvd: 0

Invalid ICMP Errors rcvd: O
Outbound

Bytes: 0

Uncompressed bytes: 0

Packets: 0

Dropped packets: 0

Authentications: 0

Authentication failures: 0

Encryptions: 0

Encryption failures: 0

TFC Packets: 0

Fragmentation successes: 0

Pre-fragmentation successses: 0
Post-fragmentation successes: 0

Fragmentation failures: 0

Pre-fragmentation failures: 0
Post-fragmentation failures: 0

Fragments created: 0

PMTUs sent: 0

PMTUs rcvd: O
Protocol failures: 0
Missing SA failures: 0
System capacity failures: 0
Inbound SA delete requests: 0
Outbound SA delete requests: 0
Inbound SA destroy calls: 0
Outbound SA destroy calls: 0
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—————————————————— show crypto ikevl stats ----------------—-

Global IKEvl Statistics
Active Tunnels:
Previous Tunnels:
In Octets:
In Packets:
In Drop Packets:
In Notifys:
In P2 Exchanges:
In P2 Exchange Invalids:
In P2 Exchange Rejects:
In P2 Sa Delete Requests:
Out Octets:
Out Packets:
Out Drop Packets:
Out Notifys:
Out P2 Exchanges:
Out P2 Exchange Invalids:
Out P2 Exchange Rejects:
Out P2 Sa Delete Requests:
Initiator Tunnels:
Initiator Fails:
Responder Fails:
System Capacity Fails:
Auth Fails:
Decrypt Fails:
Hash Valid Fails:
No Sa Fails:

O O O O O O O OO OO OO0 O0OO0OO0OO0OO0OO0OOoOOoO oo oo

—————————————————— show crypto ikev2 stats ----------------—-

Global IKEv2 Statistics

Active Tunnels: 0

Previous Tunnels: 0

In Octets: 0

In Packets: 0

In Drop Packets: 0

In Drop Fragments: 0

In Notifys: 0

In Child SA Exchanges: 0

In Child SA Exchange Invalids: 0
In Child SA Exchange Rejects: 0
In Child SA Sa Delete Requests: 0
Out Octets: 0

Out Packets: 0

Out Drop Packets: 0

Out Drop Fragments: 0

Out Notifys: 0

Out Child SA Exchanges: 0

Out Child SA Exchange Invalids: 0
Out Child SA Exchange Rejects: 0
Out Child SA Sa Delete Requests: 0
Initiator Tunnels: 0

Initiator Fails: O

Responder Fails: 0

System Capacity Fails: 0

Auth Fails: 0

Decrypt Fails: 0

Hash Valid Fails: 0

No Sa Fails: 0
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SIZE MAX LOW CNT

0 2950 2939 2950

4 400 399 399

80 2500 2459 2500

256 5660 5544 5655

1550 10589 10580 10587

2048 8848 8848 8848

2560 2964 2964 2964

4096 100 100 100

8192 100 100 100

9344 100 100 100

16384 154 154 154

65536 16 16 16

—————————————————— show blocks core ---------------——-

CORE LIMIT ALLOC HIGH CNT FAILED
0 24576 16 16 16 0

History buffer memory usage: 3744 bytes (default)
History analysis time limit: 100 msec

Please see 'show blocks exhaustion snapshot' for more information

History buffer memory usage: 3744 bytes (default)
History analysis time limit: 100 msec

Interface GigabitEthernet0/0 "outside", is up, line protocol is up
Hardware is 182574L rev00, BW 1000 Mbps, DLY 10 usec

Auto-Duplex (Full-duplex), Auto-Speed (1000 Mbps)

Input flow control is unsupported, output flow control is off
MAC address 7426.acba.b367, MTU 1500

IP address 85.5.28.254, subnet mask 255.255.224.0

60 packets input, 4786 bytes, 0 no buffer

Received 34 broadcasts, 0 runts, 0 giants

0 input errors, 0 CRC, 0 frame, 0 overrun, 0 ignored, 0 abort
0 pause input, 0 resume input

0 L2 decode drops

47 packets output, 4232 bytes, 0 underruns

0 pause output, 0 resume output

0 output errors, 0 collisions, 2 interface resets

0 late collisions, 0 deferred

0 input reset drops, 0 output reset drops

input queue (blocks free curr/low): hardware (501/461)

output queue (blocks free curr/low): hardware (511/508)

Traffic Statistics for "outside":

(GG N

60 packets input, 3706 bytes
47 packets output, 3296 bytes
2 packets dropped

minute input rate 0 pkts/sec, 2 bytes/sec
minute output rate 0 pkts/sec, 0 bytes/sec
minute drop rate, 0 pkts/sec

minute input rate 0 pkts/sec, 2 bytes/sec
minute output rate 0 pkts/sec, 0 bytes/sec

minute drop rate, 0 pkts/sec
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Control Point Interface States:
Interface number is 3

Interface config status is active

Interface state is active
Interface GigabitEthernet0/1
Hardware is 182574L rev00,
Auto-Duplex (Full-duplex),

"inside",

Input flow control is unsupported,
MTU 1500
subnet mask 255.255.224.0

MAC address 7426.ac5a.b363,
IP address 65.5.28.254,
34 packets input, 2748 bytes,
Received 6 broadcasts,
0 input errors, 0 CRC,
0 pause input, 0 resume input
0 L2 decode drops
79 packets output,
0 pause output,
0 output errors,
0 late collisions,
0 input reset drops,
input queue (blocks free curr/
output queue

6280 bytes,

0 collisions,
0 deferred

Traffic Statistics for "inside":
34 packets input, 2136 bytes
79 packets output, 4192 bytes

0 packets dropped
minute input rate 0 pkts/sec,
minute output rate 0 pkts/sec,
drop rate, 0 pkts/sec
input rate 0 pkts/sec,
output rate 0 pkts/sec,
5 minute drop rate, 0 pkts/sec
Control Point Interface States:
Interface number is 4

minute
minute
minute

[CIRC, B

BW 1000 Mbps,
Auto-Speed (1000 Mbps)

0 runts,
0 frame,

(blocks free curr/low) :

is up, line protocol is up
DLY 10 usec

output flow control is off

0 no buffer
0 giants
0 overrun,

0 ignored, 0 abort

0 underruns

0 resume output

2 interface resets

0 output reset drops

low) : hardware (477/477)

hardware (511/508)

0 bytes/sec
0 bytes/sec

0 bytes/sec
0 bytes/sec

Interface config status is active

Interface state is active
Interface GigabitEthernet0/2 "82net",
Hardware is 1i82574L revO00,
Auto-Duplex, Auto-Speed

Input flow control is unsupported,
MTU 1500

subnet mask 255.252.0.0
0 no buffer

MAC address 7426.acb5a.b368,
IP address 82.124.22.9,
0 packets input, 0 bytes,
Received 0 broadcasts,
input errors, 0 CRC,
pause input, 0 resume input
L2 decode drops
packets output,
pause output,
output errors,
late collisions,
input reset drops,
input queue
output queue

0 bytes,

0 collisions,
0 deferred
0 output

O O O O O O O o

Traffic Statistics for "82net":
0 packets input, 0 bytes
0 packets output, 0 bytes

0 packets dropped

minute input rate 0 pkts/sec,
minute output rate 0 pkts/sec,
minute drop rate, 0 pkts/sec
input rate 0 pkts/sec,
output rate 0 pkts/sec,
drop rate, 0 pkts/sec

minute
minute

(G RN RN i

minute

BW 1000 Mbps,

0 runts,
0 frame,

(blocks free curr/low):
(blocks free curr/low) :

is administratively down, line protocol is down

DLY 10 usec

output flow control is off

0 giants

0 overrun, 0 ignored, 0 abort

0 underruns
0 resume output

2 interface resets

reset drops
hardware (511/511)
hardware (511/511)

0 bytes/sec
0 bytes/sec

0 bytes/sec
0 bytes/sec
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Control Point Interface States:
Interface number is 5
Interface config status is not active
Interface state is not active

Interface GigabitEthernet0/2.83 "83net", is down, line protocol is down

Hardware is 182574L rev00, BW 1000 Mbps, DLY 10 usec
VLAN identifier 83
MAC address 7426.acba.b368, MTU 1500
IP address 83.124.22.9, subnet mask 255.252.0.0
Control Point Interface States:
Interface number is 16
Interface config status is active
Interface state is not active
Control Point V1an83 States:
Interface vlan config status is active
Interface vlan state is DOWN

Interface GigabitEthernet0/3 "failover", is down, line protocol is down

Hardware is 182574L rev00, BW 1000 Mbps, DLY 10 usec
Auto-Duplex, Auto-Speed

Input flow control is unsupported, output flow control is off

Description: LAN/STATE Failover Interface

MAC address 7426.acba.b364, MTU 1500

IP address 99.1.1.1, subnet mask 255.255.255.0
454 packets input, 107664 bytes, 0 no buffer
Received 0 broadcasts, 0 runts, 0 giants

0 input errors, 0 CRC, 0 frame, 0 overrun, 0 ignored,

0 pause input, 0 resume input

0 L2 decode drops

457 packets output, 45112 bytes, 0 underruns

0 pause output, 0 resume output

0 output errors, 0 collisions, 2 interface resets
0 late collisions, 0 deferred

0 input reset drops, 0 output reset drops

input queue (blocks free curr/low): hardware (511/511)
output queue (blocks free curr/low): hardware (511/511)

Traffic Statistics for "failover":
403 packets input, 81258 bytes
397 packets output, 31420 bytes
0 packets dropped

1 minute input rate 0 pkts/sec, 0 bytes/sec
1 minute output rate 0 pkts/sec, 0 bytes/sec
1 minute drop rate, 0 pkts/sec

5 minute input rate 0 pkts/sec, 0 bytes/sec
5 minute output rate 0 pkts/sec, 0 bytes/sec

5 minute drop rate, 0 pkts/sec
Control Point Interface States:
Interface number is 6
Interface config status is active
Interface state is not active

Interface GigabitEthernet0/4 "", is administratively down, line protoco

Hardware is 182574L rev00, BW 1000 Mbps, DLY 10 usec
Auto-Duplex, Auto-Speed

Input flow control is unsupported, output flow control is off

Available but not configured via nameif

MAC address 7426.acba.b369, MTU not set

IP address unassigned

0 packets input, 0 bytes, 0 no buffer

Received 0 broadcasts, 0 runts, 0 giants

input errors, 0 CRC, 0 frame, 0 overrun, 0 ignored,
pause input, 0 resume input

L2 decode drops

packets output, 0 bytes, 0 underruns

pause output, 0 resume output

0
0
0
0
0
0 output errors, 0 collisions, 2 interface resets

1 is down
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0 late collisions, 0 deferred
0 input reset drops, 0 output reset drops

input queue (blocks free curr/low): hardware (511/511)
output queue (blocks free curr/low): hardware (511/511)

Control Point Interface States:
Interface number is 7
Interface config status is not active
Interface state is not active

Interface GigabitEthernet0/5 "", is administratively down, line protocol is down
Hardware is 182574L rev00, BW 1000 Mbps, DLY 10 usec

Auto-Duplex, Auto-Speed

Input flow control is unsupported, output flow control is off

Available but not configured via nameif
MAC address 7426.ac5a.b365, MTU not set
IP address unassigned

0 packets input, 0 bytes, 0 no buffer
Received 0 broadcasts, 0 runts, 0 giants

pause input, 0 resume input

L2 decode drops

packets output, 0 bytes, 0 underruns
pause output, 0 resume output

late collisions, 0 deferred
input reset drops, 0 output reset drops

O O O O O O O o

input errors, 0 CRC, 0 frame, 0 overrun,

0 ignored, 0 abort

output errors, 0 collisions, 2 interface resets

input queue (blocks free curr/low): hardware (511/511)
output queue (blocks free curr/low): hardware (511/511)

Control Point Interface States:
Interface number is 8
Interface config status is not active
Interface state is not active

Interface GigabitEthernet0/6 "", is administratively down, line protocol is down
Hardware is 182574L rev00, BW 1000 Mbps, DLY 10 usec

Auto-Duplex, Auto-Speed

Input flow control is unsupported, output flow control is off

Available but not configured via nameif
MAC address 7426.acba.b36a, MTU not set
IP address unassigned

0 packets input, 0 bytes, 0 no buffer
Received 0 broadcasts, 0 runts, 0 giants

pause input, 0 resume input

L2 decode drops

packets output, 0 bytes, 0 underruns
pause output, 0 resume output

late collisions, 0 deferred
input reset drops, 0 output reset drops

O O O O O O o O

input errors, 0 CRC, 0 frame, 0 overrun,

0 ignored, 0 abort

output errors, 0 collisions, 2 interface resets

input queue (blocks free curr/low): hardware (511/511)
output queue (blocks free curr/low): hardware (511/511)

Control Point Interface States:
Interface number is 9
Interface config status is not active
Interface state is not active

Interface GigabitEthernet0/7 "", is administratively down, line protocol is down
Hardware is 182574L rev00, BW 1000 Mbps, DLY 10 usec

Auto-Duplex, Auto-Speed

Input flow control is unsupported, output flow control is off

Available but not configured via nameif
MAC address 7426.acb5a.b366, MTU not set
IP address unassigned

0 packets input, 0 bytes, 0 no buffer
Received 0 broadcasts, 0 runts, 0 giants
0 input errors, 0 CRC, 0 frame, 0 overrun,

0 ignored, 0 abort
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pause input, 0 resume input

L2 decode drops

packets output, 0 bytes, 0 underruns

pause output, 0 resume output

output errors, 0 collisions, 2 interface resets

late collisions, 0 deferred

input reset drops, 0 output reset drops

input queue (blocks free curr/low): hardware (511/511)
output queue (blocks free curr/low): hardware (511/511)

O O O O O O o

Control Point Interface States:

Interface number is 10
Interface config status is not active
Interface state is not active

Interface Internal-Control0/0 "cplane", is up, line protocol is up
Hardware is en_vtun rev00, BW Unknown Speed-Capability, DLY 1000 usec

(Full-duplex), (1000 Mbps)

Input flow control is unsupported, output flow control is unsupported
MAC address 0000.0001.0001, MTU 1500

IP address 127.0.1.1, subnet mask 255.255.0.0

0 packets input, 0 bytes, 0 no buffer

Received 0 broadcasts, 0 runts, 0 giants

0 input errors, 0 CRC, 0 frame, 0 overrun, 0 ignored, 0 abort
0 pause input, 0 resume input

0 L2 decode drops

796 packets output, 43320 bytes, 0 underruns

0 pause output, 0 resume output

0 output errors, 0 collisions, 0 interface resets

0 late collisions, 0 deferred

0 input reset drops, 0 output reset drops

input queue (blocks free curr/low): hardware (0/0)

output queue (blocks free curr/low): hardware (0/0)

Traffic Statistics for "cplane":

0 packets input, 0 bytes
0 packets output, 0 bytes
0 packets dropped

minute
minute
minute
minute
minute

[CIRC B

input rate 0 pkts/sec,
output rate 0 pkts/sec,
drop rate, 0 pkts/sec

input rate 0 pkts/sec,
output rate 0 pkts/sec,

0 bytes/sec
0 bytes/sec

0 bytes/sec
0 bytes/sec

5

minute drop rate, 0 pkts/sec

Control Point Interface States:

Interface number is 12
Interface config status is active
Interface state is active

Interface Internal-Data0/0 "asa_mgmt_plane", is up, line protocol is up
Hardware is 182574L rev00, BW 1000 Mbps, DLY 10 usec

(Full-duplex), (100 Mbps)

Input flow control is unsupported, output flow control is off
MAC address 7426.acba.b362, MTU not set

IP address unassigned

8925 packets input, 720821 bytes, 0 no buffer

Received 8677 broadcasts, 0 runts, 0 giants

0 input errors, 0 CRC, 0 frame, 0 overrun, 0 ignored, 0 abort
0 pause input, 0 resume input

0 L2 decode drops

4081 packets output, 1010626 bytes, 825 underruns

0 pause output, 0 resume output

0 output errors, 0 collisions, 1 interface resets

0 late collisions, 0 deferred

0 input reset drops, 0 output reset drops

input queue (blocks free curr/low): hardware (505/459)

output queue (blocks free curr/low): hardware (460/0)
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Traffic Statistics for "asa_mgmt_plane":

0 packets input, 0 bytes

0 packets output, 0 bytes

0 packets dropped

minute input rate 0 pkts/sec,

minute output rate 0 pkts/sec,

minute drop rate, 0 pkts/sec

minute input rate 0 pkts/sec,

minute output rate 0 pkts/sec,
5 minute drop rate, 0 pkts/sec

Control Point Interface States:

Interface number is 2

(ST, B E

0 bytes/sec

0 bytes/sec

0 bytes/sec

0 bytes/sec

Interface config status is active

Interface state is active
Interface Internal-DataO/1 "", is down,

line protocol is down

Hardware is ivshmem rev03, BW 1000 Mbps, DLY 10 usec
Input flow control is unsupported, output flow control is unsupported
MAC address 0000.0001.0002, MTU not set

IP address unassigned

0 packets input, 0 bytes, 0 no buffer

Received 0 broadcasts, 0 runts,
input errors, 0 CRC, 0 frame,
pause input, 0 resume input
L2 decode drops

pause output, 0 resume output
output errors, 0 collisions,
late collisions, 0 deferred
output decode drops

O O O O o oo oo

Queue Stats:
RX[00]: 0 packets, 0 bytes, 0
Blocks free curr/low:
RX[01]: O packets, 0 bytes, 0
Blocks free curr/low:
RX[02]: 0 packets, 0 bytes, 0
Blocks free curr/low:
TX[00]: 0 packets, 0 bytes, 0
Blocks free curr/low:
TX[01]: O packets, 0 bytes, 0
Blocks free curr/low:
TX[02]: 0 packets, 0 bytes, 0
Blocks free curr/low:
Control Point Interface States:
Interface number is 11

0 giants
0 overrun, 0 ignored, 0 abort

packets output, 0 bytes, 0 underruns

0 interface resets

input reset drops, 0 output reset drops

overrun
-1/2687
overrun
-1/2687
overrun
-1/2687
underruns
-1/2687
underruns
-1/2687
underruns
-1/2687

Interface config status is active

Interface state is active

Interface Internal-Data0/2 "mgmt_plane_int_tap", is up, line protocol is up
Hardware is en_vtun rev00, BW Unknown Speed-Capability, DLY 1000 usec

(Full-duplex), (1000 Mbps)

Input flow control is unsupported, output flow control is unsupported
MAC address 0000.0001.0003, MTU not set

IP address unassigned

4907 packets input, 1213857 bytes, 0 no buffer

Received 0 broadcasts, 0 runts,
0 input errors, 0 CRC, 0 frame,
0 pause input, 0 resume input

0 L2 decode drops

0 giants
0 overrun, 0 ignored, 0 abort

8985 packets output, 689313 bytes, 0 underruns

0 pause output, 0 resume output
output errors, 0 collisions,
late collisions, 0 deferred

o O O

0 interface resets

input reset drops, 0 output reset drops
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input queue

output

Traffic Statistics for
0 packets input,
0 packets output,

queue

0 bytes
0 bytes

0 packets dropped

minute
minute
minute
minute

[CINC, BTSN EY

minute
5 minute

input rate 0 pkts/sec,
output rate 0 pkts/sec,
drop rate, 0 pkts/sec
input rate 0 pkts/sec,
output rate 0 pkts/sec,
drop rate, 0 pkts/sec

Control Point Interface States:

(blocks free curr/low) :
(blocks free curr/low):
"mgmt_plane_int_tap":

hardware (0/0)
hardware (0/0)

0 bytes/sec
0 bytes/sec

0 bytes/sec
0 bytes/sec

Interface number is 13
Interface config status is active
Interface state is active

Interface Internal-Data0O/3
Hardware is en_vtun rev00,
(Full-duplex),

Input flow control is unsupported,

MAC address 0000.0100.0001,

IP address 169.254.1.1,

8 packets input,
Received 0 broadcasts,

input errors,
pause input,
L2 decode drops
packets output,
pause output,
output errors,

late

O O O O Ul O o o

output

Traffic Statistics for
8 packets input,
5 packets output,

input reset drops,
input queue

(1000 Mbps)

676 bytes,

0 CRC,
0 resume input

370 bytes,

0 collisions,

collisions, 0 deferred

queue

564 bytes
300 bytes

8 packets dropped

minute
minute
minute
minute
minute

[CIRC, B

5 minute

input rate 0 pkts/sec,
output rate 0 pkts/sec,
drop rate, 0 pkts/sec
input rate 0 pkts/sec,
output rate 0 pkts/sec,
drop rate, 0 pkts/sec

Control Point Interface States:

"nlp_int_tap",
BW Unknown Speed-Capability,

line protocol is up
DLY 1000 usec

is up,

output flow control is unsupported

MTU 1500

subnet mask 255.255.255.248
0 no buffer

0 runts,
0 frame,

0 giants

0 overrun, 0 ignored, 0 abort

0 underruns
0 resume output

0 interface resets

0 output reset drops
(blocks free curr/low) :
(blocks free curr/low) :
"nlp_int_tap":

hardware (0/0)
hardware (0/0)

0 bytes/sec
0 bytes/sec

0 bytes/sec
0 bytes/sec

Interface Management0/0
Hardware is en_vtun rev00,

Interface number is 15

Interface config status is active

Interface state is active

"management", is up, line protocol is up

BW 1000 Mbps, DLY 10 usec

Auto-Duplex (Full-duplex), Auto-Speed (100 Mbps)

Input flow control is unsupported, output flow control is off
MAC address 7426.acba.b362, MTU 1500

IP address 10.86.193.25, subnet mask 255.255.255.192

9048 packets input, 693653 bytes, 0 no buffer

Received 0 broadcasts, 0 runts, 0 giants

0 input errors, 0 CRC, 0 frame, 0 overrun,
0 pause input, 0 resume input

0 L2 decode drops

4896 packets output, 1212963 bytes,
0 pause output, 0 resume output
0 output errors, 0 collisions,
0 late collisions, 0 deferred

0 input reset drops, 0 output reset drops

0 ignored, 0 abort

0 underruns

1 interface resets
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input queue (blocks free curr/low): hardware (0/0)

output queue (blocks free curr/low): hardware (0/0)
Traffic Statistics for "management":

9048 packets input, 549861 bytes

4896 packets output, 1144419 bytes

3256 packets dropped

[CENC RN

minute input rate 15 pkts/sec,
minute output rate 0 pkts/sec,
minute drop rate, 4 pkts/sec
minute input rate 12 pkts/sec,
minute output rate 0 pkts/sec,
minute drop rate, 4 pkts/sec

865 bytes/sec
40 bytes/sec

766 bytes/sec
44 bytes/sec

Management-only interface. Blocked 0 through-the-device packets

0 IPv4 packets
0 IPv4 packets
0 IPv6 packets
0 IPv6 packets

originated from management network
destined to management network
originated from management network
destined to management network

Control Point Interface States:
Interface number is 14
Interface config status is active
Interface state is active

82net is administratively down, line protocol is down
IPv6 is enabled, link-local address is fe80::7626:acff:fe5a:b368 [TENTATIVE]
Global unicast address(es):
£d82:124::82:124:22:9, subnet is £fd82:124::/64 [TENTATIVE]
Joined group address(es):
£f£f02::1:££22:9

£f£02::6
££02::2
££02::5
££f02::1

f£f02::1:ff5a:b368
83net is down, line protocol is down
IPv6 is enabled, link-local address is fe80::7626:acff:fe5a:b368 [TENTATIVE]
Global unicast address(es):
£d83:124::83:124:22:9, subnet is £d83:124::/64 [TENTATIVE]
Joined group address(es):
f£f02::1:££22:9
£f£02::2
£f£f02::1
ff02::1:ff5a:0368
nlp_int_tap is up, line protocol is up
IPv6 is enabled, link-local address is fe80::200:1ff:fe00:1
Global unicast address(es):
£d00:0:0:1::1, subnet is £d00:0:0:1::/64
Joined group address(es):
f£f02::1:£f£00:1
£f£f02::1
ICMP error messages limited to one every 100 milliseconds
ICMP redirects are enabled
ND DAD is enabled, number of DAD attempts: 1
ND reachable time is 30000 milliseconds
ND advertised reachable time is 0 milliseconds
ND advertised retransmit interval is 1000 milliseconds
ND router advertisements are sent every 200 seconds
ND router advertisements live for 1800 seconds
Hosts use stateless autoconfig for addresses.
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Interface: outside
Size: 200, Chain: 24, Timeout: 5, Reassembly: virtual
Queue: 0, Assembled: 0, Fail: 0, Overflow: 0
Interface: inside
Size: 200, Chain: 24, Timeout: 5, Reassembly: virtual
Queue: 0, Assembled: 0, Fail: 0, Overflow: 0
Interface: management
Size: 200, Chain: 24, Timeout: 5, Reassembly: virtual
Queue: 0, Assembled: 0, Fail: 0, Overflow: 0

Current running state : Enabled
User configured state : Enabled
Offload App : Running
Offload allocated cores : SO[ 1] S1[ 18]
Offload reserved Nic : 9 22
Max PKT burst : 32
Port-0 details
RX queue number : 277
FQ queue number : 1813
Keep alive counter : 4854
Port-1 details
RX queue number : 275
FQ queue number : 1811
Keep alive counter : 4854

Packet stats of port : 0
Tx Packet count
Rx Packet count
Dropped Packet count
VNIC transmitted packet
VNIC transmitted bytes
VNIC Dropped packets
VNIC erroneous received
VNIC CRC errors
VNIC transmit failed
VNIC multicast received

Packet stats of port : 1

Tx Packet count
Rx Packet count
Dropped Packet count
VNIC transmitted packet
VNIC transmitted bytes
VNIC Dropped packets
VNIC erroneous received
VNIC CRC errors
VNIC transmit failed
VNIC multicast received

O O O O O O O O O o

O O O O O O O o o o

CPU utilization for 5 seconds = 0%; 1 minute: 0%; 5 minutes: 0%
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Protocol Socket State Local Address Foreign Address
SSL 00002c68 LISTEN 10.86.193.26:443 0.0.0.0:*
TCP 00005a1l8 LISTEN 10.86.193.26:22 0.0.0.0:*
EEa<v R a<w v K B!
show clock Syslog #—/N(PFSS) B L OMAF— A 77 A T 7 F % (PKI) 7'=

FarvcElsns 7y 7 #RRLET,

show conn count

i ST e & T AT RE e i &2 2o L £,

show cpu

CPU O HRPUCBIT DI Z FR L £,

show failover

BHOAT —ZABLOT 7T 4 71272 >TW5H ASA #F R LET,

show memory

WA ORREBLOTNL—F 7 VAT A CTHREM A
BERZ2& A Y HEIZHOWT ERNEERRLET,

show perfmon

ASA DRT F—< AT HHERER R LET,

show processes

BELTWVWAYeERADY R NEERLET,

show running-config

ASA FCHBIEREITEIATWAa Ly 7 X2l —1a 2R rLET,

show xlate

iz my MBI LHERERTLET,
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show telemetry

T LA MY TF—ZEFRT HIZIEL FHE EXEC & — R T show telemetry =~ > RZflifH L £,
T —H R ISON JE TR RSN ET,

show telemetry [history | last-report | sample]

O history (A7 a)TLARNIDOBRELET 7T 4 BT 4 ([ZHET HiZE 100 D
AR hERRLET,
last-report (A7 v a3 V)FXOS TR E SN OT VA Y 7 —4 % JSON &
KTHERLET,
sample (FF>a )Rz SN T LV A Y5 —%% JSON B THER
L/i—gdo

aw VRS T7# T 7 S OEERLEITH D T AL
JU B

av RKE—F ROKIZ, A~ FEANTELHEF—RF2RLET,

TZ7AT Ut —)V
T—F X2V T4 2V THFRAL
< JVF
b Z7 AR =N
a<w v KE—F N—T v N |TVrb TN | R b AT A
¥eHE EXEC o Xti o XS |— — o XHi
o< B Jy—2 EEAR
9.13(1) o< RARBMEE L,

EREDHTA FZ  service telemetry 2~ RIIT 7 4V K THMI/R > TOET HBICEFELEZT LA RN TF—

A BuaRERTDHNTUVANIDOREET 77T 47 4 ICHET 5O 100 A X N ERRT
EMEIRINTE £,
il KIZ . show telemetry =~ > KO Il Z R L F9,

ciscoasa# show telemetry history

Jan 9 2019 1:00:03: Telemetry request from FXOS received. SSE connector status:
connected. Telemetry config on Lina: disabled. Telemetry data Not Sent.

Jan 10 2019 0:10:11: Telemetry support on FXO0S: disabled

Jan 11 2019 0:15:17: Telemetry support on FXO0S: enabled

Jan 11 2019 1:00:02: Telemetry request from FXOS received. SSE connector status:
connected. Telemetry config on Lina: disabled. Telemetry data Not Sent.
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|
Jan 11 2019 2:02:02 Telemetry config on Lina: enabled
Jan 12 2019 1:00:02: Telemetry request from FXOS received. SSE connector status:
connected. Telemetry config on Lina: enabled. Telemetry data Sent.

EEax< R a<w v R Bk

no service telemetry

TLA MY —EREBEICL ET,

show running-config

RESNTWVWDET 74NV NIHNDT LA NI REDOHERRLET,

show running-config
all

REFHDT LA M REZFRILET,
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show terminal

WX DN

a<w s RFT7%

JV b

a<v s RFE—F

ZRHLET,

show terminal

Zoawy NIEBIEERIZF—U—RIIH Y T8 A,

77 4 b OBIERHITH D FHE A,

WORIZ, a~ REANTESE—FeRLET,

HEDOCLLE Y v a v OMWMKRERELYFRT HI21E. Hi M EXEC = — R T show terminal =~ > R

T7ATUF—IV
TR X2 VF4 ALTEHR b
%
7 AR avTX
a<wrRE—F =7y |7V~ [TV |[RB AT A
FiHe EXEC o XIS o XIS o XIS o XIS o XIS
a< v Rk Jyy—=x EEARN
7.0(1) S RAGBMEE LT,
FEREDOTA R Woavwr Pl L TwmROT e T 4 2R ELET,
1~  terminal interactive:CLI CT? Z AJ) 75 & B{EDOCLIE Y ¥ a » TALVTEHPILET,
e terminal monitor: BIf£D CLI ¥ v ¥ 5 > Tsyslog A vE—UNEREIND L HIZLET,
e terminal width: = Y —/)L ¥ v ¥ a U HICERTAIHEROBERE L ET,
show terminal =~ > K C{J terminal pager DX EILHR R INFEHA,
il IZ  show terminal =~ > ROz~ L £,

ciscoasa# show terminal

Width = 80, no monitor
terminal interactive
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|
EHEa~<v R a2 K A
clear configure MADERRIEFREEZZ VT LET,
terminal
pager Telnet &~ >3  Cl-—cmore--—- | 70 7 " NFREIND £ TOITH%E

BRELET, Z0avwr NIar7 4 Fal—a NIRESNET,

show running-config
terminal

BAEDmMARREZZ I LET,

terminal interactive

CLIT?2%HANTAL BIEOCLIE Y Vg v TALTEENCLET,

terminal monitor

BAED CLIE v a o Tsyslog A v E—UNERRINDHEIICLET,

terminal pager

Telnet ¥ v > 3 ¥ Clo-cmore--- ] 702 7 R RERRIND £ TOITE
EBRELET. 2Oavr RFar 7o Xab—ya L EFEINE
B A,

terminal width

A=y va XPIERT HEROEZHRE LET,
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show threat-detection memory

X DN

a<w U RF7+
VI

a<v s RFE—F

threat-detection statistics =~ > N2 LV A 2 — T /W S5 BB O FEGEFHE ¢ 6 H
END ATV EFART DL FHE EXEC £ — K T show threat-detection memory =~ > K% fii
)EH [./ \i TO

show threat-detection memory

Zoavwy FIEBIEERIZF—U—RIZIH VY A,

77 4 OBIERMHITH D THE A,

WORIZ. a~ REANTESE—FEeRLET,

T77AT U —IV
£—F ¥X2VF 4 IUFFR b
< IVF
b7V AR =N
avy RFE—F N—Ty N TV h (YT (RAb VAT A
¥#HE EXEC o X o XIS o X |— —
= NIgHE yy—= ERNE
8.3(1) Zoawry RpBEMEhE Lz,
FEREDOHTA R WMEHERICE > TE KREOAETY ZH L TASA DT+ —~v AR ELHEX D20 b
A VET. ZOa~vr REHEHATE MBS Tar 7 Fal—rary2fETEsL91C
AEIVHHEEZE=FTEET,
il 12 . show threat-detection memory =~ > RDH AR L E9,

ciscoasa# show threat-detection memory
Cached chunks:

CACHE TYPE BYTES USED
TD Host 70245888
TD Port 2724
TD Protocol 1476
TD ACE 728
TD Shared counters 14256
Subtotal TD Chunks 70265072
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Regular memory BYTES USED
TD Port 33824
TD Control block 162064
Subtotal Regular Memory 195888
Total TD memory: 70460960
Az~ R a<w v R 2B

show threat-detection
statistics host

RA S OMGHEREZFTLET,

show threat-detection
statistics port

K R OFFHERE £ LET,

show threat-detection
statistics protocol

7 b2V OREHEREFRRLET,

show threat-detection
statistics top

L7 10 2 FE CTOMEHEHREF R L E T,

threat-detection
statistics

R OFEREHE R A A R — 7 T LET,
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show threat-detection rate

threat-detection basic-threat =~ > FZ i L CHRARM LR EBR OB 2 A 2 —Tic+ 5 L Fr
¥ EXEC “E— R T show threat-detection rate =~ > RZiH L CHEIEREFZRTEET,

show threat-detection rate [min-display-rate min_display_rate] [acl-drop | bad-packet-drop |
conn-limit-drop | dos-drop | fw-drop | icmp-drop | inspect-drop | interface-drop |
scanning-threat | syn-attack]

WX OHH

F7 %V b

acl-drop (EE)T7T7EA VR PNTHEAEINZZDIZ Ry 7 Iz v b
D L— }\ %%ZT—\‘ L/SE —’9,40

min-display-rate (FEBE)R/NERL—NERHT=D DA X0 ) 2B 2 TSR

min_display_rate TREREIND XD IZHIIR U E T, min_display_rate 13,0 ~ 2147483647
DIEIZRRETEET,

bad-packet-drop (ER) N v FERUZEE Y 28 & - T (invalid-ip-header £ 7213

invalid-tcp-hdr-length 7¢ E) HES SN/ edIiZ K vy &7z 37 > K
D L— }\ %%ZT—\‘ L/ji—g«o

conn-limit-drop (R #EfIR (3 A7 A 2K D Y V) — A i[RI L OEE S 7 il R o
WF) ZBATDIC ey 7XEN " ry hoLv— &R LET,

dos-drop ({£E)DoS W8 (M) 72 SPICAT — NIV T3 AT U4 —)b F = v
IRERE) R LEETEDIC ey a7y koL — &
FrRLET,

fw-drop ER)ERTZ 7 AT U+ =N Ty JICAREKIE STl Ry
TENTEART Yy POV — b aRRLET, ZOF T a T, 2oav
VROT AT U —NMIBE LNy N ey P ETRTET
#A L — b T, interface-drop. inspect-drop. scanning-threat 72 £,
Tr7AT U4 —VIEHELRN ey L— MIZENLEE A,

icmp-drop ER) DO LWICMP N7 vy M3 S 7lo il Fe y 7SN
Ty hOL— b ERRLET,

inspect-drop HEB)T 7V r—vary A VAT v a VICRERKRIE T2 v b
BFEKTR Ry 7SNy hOL— MlREZFRRLET,

interface-drop (EB)A v H—T =24 ADWAMMBFRNT R vy 7 ENT= 37y D
L— MMHRZEF R LET,

scanning-threat UEE) AF ¥ VIEBRIHS NI Ry TSRy b o

L—hE2FRLET, ZOF TV a TR 2 E 2IERYIO TCP <
7 RISSYN Xy R TRW EIFA) =D N Ry =AD
T TCP HERIC R L T2 ED AR v VBB A E =S LET, ERA
X ¥ B ) (threat-detection scanning-threat =~ > K& £ [) T
. ZDOAX Yy VHEL— FOIFRERSG L. EOHEHE S LIZ LT,
e ZIIARAMERBEFEL L THBELEBNICEN T 2722 8D HIET

KLU E 9,

syn-attack (A7 22 >)TCP SYN WEBLRE Y 77— X 72 LD UDP & v v 3 VIR
RERTEREyarBRNRERRTRey 7SNy ko L— b
PRRLET,

AR N FATERHRELRWGEA. TXTOA XY MRFRRINET,
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av s RKE—F

WDOFIZ, a2 REAJTEDE—RRERLET,

TZ7AT JF—I)V
T—F X2V T4 aVTFRAL
< JVF
FF AR IUTx
a<wy RKE—F N—T v N |7V v | R b AT A
et EXEC o XIS o X% o Xt |— —
o< R Jy—= EEAR
8.0(2) Toavwy RBEMENE L,
8.2(1) NR—Z F L— FEBEOFH L — B 605D 1 35 30450 1 ITEHEX
nNE L=,
8.2(2) BEA N MZOWTIEERE LNV EE N LB ET SN E
LIz BiA Ry MEIS DT LI ) H—TxF 7,
FEREDOHART TARATVLALOHEDNITIZ KROEFEERBIERINET,
1 o EBEICHT D EHL— k(Y M),
o T LEHRBEDONN—Z2MNBIZBITA2HRED N SI—Z N L— (4 X M) 73— A L
fElL S ER L — RERD 1730 & 10 D H 5 EHL B REWITH ORI
o L — FONHIIR & 8 2 72 15K,
o [ETEINT-HWMIZBITHA XY FOEEFHEK
ASA X . FHL— FEBEINTA XU N AT b2 30RIFFHRLET, DE Y ASA L. AFF 30 |
DETN—=A MAR T HENN—X FMIBOKDVICL— 2F = v 7 LET, BUEEITTORSE
TA—Z MERIZ. P L — FMCEENET AT E 21T P L — MR 10 504 N—
2 MR 10 B TF Bt o N— 2 MR 3:00:00 25 3:00:10 £ TTH - 725512 show =
<Y R%& 3:00:15 12T 5 & KEZDO SHOOERITHNICEENERT A,
0)/1/—/1/ BIFAME—DFIMI. EHA N MEEHFE TS EEIT RE T A= MNEEO A
MR D H V=X | F'%m(l/so HE)DA X MLV T TIZEZL o TWVWHEAET
fro ZOWE ASA X O 59 O5ET LIZRBROA N Mids KORFE T O/3—Z MHEOB
EETOARY MEEEFH LT AFHARV M EHELEST, 206N LY A XV M ED
KEE2BENAZ Y TNV EZA LA TE=X TEET,
1 %12 . show threat-detection rate =~ > FOH 2R L E9,

ciscoasa# show threat-detection rate

Average (eps) Current (eps) Trigger Total events
10-min ACL drop: 0 0 0 16
1-hour ACL drop: 0 0 0 112
1-hour SYN attck: 5 0 2 21438
10-min Scanning: 0 0 29 193
1-hour Scanning: 106 0 10 384776
1-hour Bad pkts: 76 0 2 274690
10-min Firewall: 0 0 3 22
l-hour Firewall: 76 0 2 274844
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10-min DoS attck: 0 0 0 6

l1-hour DoS attck: 0 0 0 42

10-min Interface: 0 0 0 204

1-hour Interface: 88 0 0 318225
MEa~w R awr R Bk

clear threat-detection rate

EAGREBHOMmGEERE 2 V7 LET,

show running-config all
threat-detection

BRIy 7 X2 —va v EERLET AL —
FREZ L TWARWERIZT 74/ DL — FEE S FoR
ENnET,

threat-detection basic-threat

BEAREGRG A X —T M LET,

threat-detection rate

AR AT T OBV — MRIRZZRE L £,

threat-detection scanning-threat

BBREDOAX Y A X =T M LET,
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show threat-detection scanning-threat

threat-detection scanning-threat =~ > RZ i L TAX ¥ N KD EFBOMm &2 A xR — 7 1iT
L 72556 1%, ¥ H EXEC & — K C show threat-detection scanning-threat =~ > N2 {li 325 & |
BBEBIOHESG L HINTHRA NBRRINET,

show threat-detection scanning-threat [attacker | target]

XD attacker UEB)HWETLARAIDIP T RL2AEERLET,
target (AT a ) HBEHARFEAIDIPT RLAEERRLET,
T 7B T 7 4V NOBEHEILH D EH A,

a<w v RE—F WORIZ. a~ REANTESE—FeRLET,

T7ATUF—IV
£—F ¥X2VF 4 IUFFR b
< JVF
7 AR =V
a<w v RE—F N—7v K| 7vryh |7 (Rb AT A
¥#HE EXEC o XIS o XIS o X |— —
a< v R JU—2 EEARN
8.0(2) Zoawy RpBEMmEnE L,
8.0(4) L7 ¥ A MZl& Subnet List) # R T 5 X ) ICER SN E L,
8.2(2) BA R MIZOWTIT ERE LA REE NS BAICER SN E
L7 BBA R MES 2 EIc Y A—T&EET,
9.0 AU —=T = A RERNVBAITBMSE LT,
il 12 . show threat-detection scanning-threat ==~ > N D H Al %27~ L £9,

ciscoasa# show threat-detection scanning-threat
Latest Target Host & Subnet List:
192.168.1.0 (121)
192.168.1.249 (121)
Latest Attacker Host & Subnet List:
192.168.10.234 (outside)

192.168.10.0 (outside)
192.168.10.2 (outside)
192.168.10.3 (outside)
192.168.10.4 (outside)
192.168.10.5 (outside)
192.168.10.6 (outside)
192.168.10.7 (outside)
192.168.10.8 (outside)
192.168.10.9 (outside)
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clear threat-detection shun

PEBRRI RN D AR A M ZERIN L E T,

show threat-detection shun

BIERDEE S L TWD AR A P ERRLET,

show threat-detection statistics protocol 7o r 2 /L OFHEHFEHREZFT R LE T,

show threat-detection statistics top

AT 10 AL FE TORMEHEHREZ R L E T,

threat-detection scanning-threat

BEREDOAX Y VA X =T M LET,
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show threat-detection shun

threat-detection scanning-threat =~ > RZ i L TAX ¥ N KD EFBOMm &2 A xR — 7 1iT
L. B oA A &2 BB [EGEE L7235 1% Bi#E EXEC & — R T show threat-detection shun =
<~ REMHTD & BERBINTWDEA RREREINLET,

WX DN

F7 %V b

a<v v RE—F

show threat-detection shun

Zoawy NIEBIEERIZF—U—RIIH VY A,

77 4N FOBERLHEITH D FH A,

WORIZ. a~ REANTESE—FEeRLET,

T7AT UH4—
T—F X2V T 4 aTFHAB
< JVF
b T AR =
a<wy FE—F =T K |TLrh 7N | R b AT A
¥ #E EXEC o Xfits o Xfiis o XpIS |— —
= NgHE yy—= ERNE
8.0(2) o<y RpBEMEnE L,
8.2(2) BIA R MZOWTIEL, ERE LA EE NS BMICAET SN E
LT BA Ry ME 58I by T—T& £,
9.0 AH—T oA AERPH BN ES N E Lz,
FEREDOHA KT HEREtE 5 HR R & RS3 51213 clear threat-detection shun =~ > R&H L £9,
AV
il K12 . show threat-detection shun =~ > RO H Sz~ L £ 9,

ciscoasa# show threat-detection shun

Shunned Host List:

(outside) src-ip=10.0.0.13 255.255.255.255
(inside) src-ip=10.0.0.13 255.255.255.255
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clear threat-detection shun

PEBRRI RN D AR A M ZERIN L E T,

show threat-detection statistics host

RA N OREHEIRE FR LET,

show threat-detection statistics protocol 7o r 2 /L OFHEHFEHREZFT R LE T,

show threat-detection statistics top

AT 10 AL FE TORMEHEHREZ R L E T,

threat-detection scanning-threat

BEREDOAX Y VA X =T M LET,
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show threat-detection statistics host

threat-detection statistics host 2~ FZfH L TERBEOMERE A 21— T VI LTIGEIE.
¥ He EXEC “E— R T show threat-detection statistics host =~ > FZ i 9% & &= 2 G
NEREINET . ZBBERHERIZ.TFIBION Ry 7SN T 7 4 v 7 Lb— R
EnEJ,

show threat-detection statistics [min-display-rate min_display_rate] host [ip_address [mask]]

HX DA ip_address ER)FFEDKRA FOKGHEREFR R LET,
mask FEEBE)VRARMIPT RFLAODY T Xy h v A7 ERTELET,
min-display-rate (EE)/NERL— N HT=0 DA Xy M) 2B 2 = EE R
min_display_rate FRFRREND L HITHIFR U E J, min_display_rate 13,0 ~ 2147483647
DIEICRRETEET,
T 74N T 74/ FOMERLEIZH Y EE A,

avy KE—F ROKIZ, A~ FEANTEHEF—RF2RLET,

TZ7ATUH—IV
T—F X2V T4 aVTFRAD
< JVF
b7 AR T X
avw v FE—F =Ty N |TLrh 7N | R b AT A
¥ ke EXEC o Xfits o Xfits o Xt |— —
o< RERE Jy—=x ERENE
8.0(2) Ioawry RPREBMESNE LT,
8.2(1) NR—=Z h L— FHEOFEEH L — RN 60450 1 02530450 1 ICEE X
FE L,
8.2(2) BA X MZOWTE ERE LU RSN LEMICET I E
L7 BIA X ME STl MY H—T&x %7,
FEREDOHA RS TAARATLADOHINZIFZ ROERPBRINET,
AL

o HEESNIHMOFE L — |k (f X2 MUR)

o T LEHRBEDONN—Z2MNBIZBITA2HRED A= N L— (4 X MURD) 73— A R
fEIL S EE L — REFRD 1730 &L 10 D 5 5 EH B0 RKEWIE D ORKE

o L— BB LEZRE(Fe y 7SN NT 7 4 v 7 OfGHERDHEIZRD)
o HESINTHMICET DA FOEFHK
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ASA 1P L — FRIBBNTA XU b Ao b &30 EEHE L ET,2F 0D ASA I, A5 30 7]
DFET A= MR T &A= MIBOK DV IZL— 2 F = v 7 LET REET P ORSE
T2 MNERRIZ EE L — MZEENEF AL X EE L — NREIED 20 5056 S —

A N ERRIE 20 B2 0 £, B O N— X NMEES 3:00:00 ~ 3:00:20 T, 3:00:25 |2 show =+
Y REFEATD & EED S BRITHAOICEENER A,

ZDON— VT DME—DFIINE AREA R MR EHET D E X RE T N—A NEROA
Ry MR LW AR—Z MR QB0 EHE) DA Xy ML VT TICE L o TWAIFET
T ZOHE ASA T B D 29 FOE TR TEFA XY MIEHE L. ZORFRTORET
N NHROA Xy "EEMELET, Z0FISMI LY A X2 MO KRB Z V) 7 v
A LATE=HTEET,

K 1Z . show threat-detection statistics host =~ > KO H Al %2R L £ 9,

ciscoasa# show threat-detection statistics host

Average (eps) Current (eps) Trigger Total events
Host:10.0.0.1: tot-ses:289235 act-ses:22571 fw-drop:0 insp-drop:0 null-ses:21438 bad-acc:0

l-hour Sent byte: 2938 0 0 10580308
8-hour Sent byte: 367 0 0 10580308
24-hour Sent byte: 122 0 0 10580308
1-hour Sent pkts: 28 0 0 104043
8-hour Sent pkts: 3 0 0 104043
24-hour Sent pkts: 1 0 0 104043
20-min Sent drop: 9 0 1 10851
1-hour Sent drop: 3 0 1 10851
1-hour Recv byte: 2697 0 0 9712670
8-hour Recv byte: 337 0 0 9712670
24-hour Recv byte: 112 0 0 9712670
l1-hour Recv pkts: 29 0 0 104846
8-hour Recv pkts: 3 0 0 104846
24-hour Recv pkts: 1 0 0 104846
20-min Recv drop: 42 0 3 50567
1-hour Recv drop: 14 0 1 50567
Host:10.0.0.0: tot-ses:1 act-ses:0 fw-drop:0 insp-drop:0 null-ses:0 bad-acc:0
1-hour Sent byte: 0 0 0 614
8-hour Sent byte: 0 0 0 614
24-hour Sent byte: 0 0 0 614
1-hour Sent pkts: 0 0 0 6
8-hour Sent pkts: 0 0 0 6
24-hour Sent pkts: 0 0 0 6
20-min Sent drop: 0 0 0 4
1-hour Sent drop: 0 0 0 4
1-hour Recv byte: 0 0 0 706
8-hour Recv byte: 0 0 0 706
24-hour Recv byte: 0 0 0 706
1-hour Recv pkts: 0 0 0 7
#1321 F 74—V ROWMHAEZRLET,
Z 13-2 show threat-detection statistics host D7 1 —/L
74— K B
ARA B ARARNDIPT RVRAERRLET,
tot-ses BRARNRT —HRXR—=REMENTLUED, ZDOFRA N TOEGHE Y
valrBERERLET,
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# 13-2 show threat-detection statistics host D7 1 —/L F($£ &)

74—V K

B!

act-ses

RARNDPBERBRLTWAT 7T 47ty a O EERRL
F9,

fw-drop

T7AT A= NVTORRy TRHERRLET , 77 A4 T UA—L
oy AL EAREGE R CEB SN T_RTOT7 7 AT U+ —/LEHED
Ny b Fay7eEEgMAaedbE Ll — T, 2E. 772X U
A N TOER AR v b HEGHIIROIE, DoS WE /7 > N b
LWICMP /Y%7 v F  TCPSYN BT v N BIORV T —H72 LD
UDP vy a W,y e ERNEENET A X —T =2 AD
BEM. T TV r—2ary A VAR a VTREKEO o &
Xy o RBEOBRERE . 77 AT U —NVIEELRN Y B R
2y FIEEENANTOERA,

insp-drop

TV r—ay A ART Vg SR T- I Ra v
SNTeNTy MaERRLET,

null-ses

XNy arORERTILET XV By a XA A LT UL
THETO30MLUNICTET LR TCPSYN vy v arv b ty
varRBBENTHD 3N — IS T — X OEEN 2o
7ZUDP v 3 TY,

bad-acc

FALOINTREED AR X FDOAR— MIXTBHARIERT 7 & XORITREIE
ERRLET ARV By g REEB(FEEASR) Th D L
EEIND L FAMDOKR— MRAEIX HOST_PORT_CLOSE IZ3RE SN E
T EDRANDR—=NMNITIH®VALELD ETD7 74T MET
T HALT U NERETICTSAET 7R LTHEINET,

Average(eps)

FRHMEICBIT 2 L— b (A~ M) 2 KR L ET,

X2 VT4 TTIAT AL AFB30EIOET Lo/ SN—Z MERE T,
ZN—2 NI O TS 7> M ERGF LS5, BIEEITh ORE
TA—Z MERIX. R L — MIEENRNERFA - & T EH L — R
WE78 20 5y DBE 23— 2 MR 20 BIc e 0 4, kB OA— 2 M
FE723 3:00:00 ~ 3:00:20 T.3:00:25 {2 show 2~ R&fiff4 5% & Fk
OS5 PREITHEICE ENEE A,

ZDON— BT HME— DB AR A N MR EET S L X,
REETN—Z MEIRO A X2 M b v y— 2 REkg (1730 8 B )
DARY MLV T TITEL o TWABATT, 204 ASA I3,
B#% 0 29 FOE TR TAERA Xy MEAHE L. L0 ETORE
TA—=ZA NHROA R MEEMAELEST, Z0FIFMZ LD A X2 b
ﬁ@kEQWM%U7w&4A@%~&@%i¢

Current(eps)

BT LT ON—Z MERRIZEBIT 2BIENS—A N L— (X2 b
ﬁ@%%%rbiﬁﬂﬂ_xbﬁhiiﬁﬁv ~FEIRE D 1/30 & 10 B
IHEBLLPREWIZE S TT, Average(eps) Dt TR S 726l D
A VBRE L — MIE3:19:30 ~ 3:20:00 D L — kT,

Trigger

Faey7Enfzry b b— FORIREZBEE L ZFEPFERINE
T EZENA ey NOITTERESNLEEN R N T 7 4 v 7 DY
BVIOEITFIZO T 2R AR N T T4 72 NV T—T 5%
L— MR 72N 2D T,
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# 13-2 show threat-detection statistics host D7 .1 —/L F($£ &)

74—V K

B!

Total events

FL— MHRBIZBIT DA X hOEFHEEFRRLET BEETHOR
SETN—Z NHEBRIX.GFA R MUICEENETEA, 20— IZE
T AME—DFISME, EFA N M EHET A E X RET /A=A b
MIMED A R MR b VD — 2 RREIRE (130 il H) DA <> MK
DI TILEL > TWDIHETT, ZOEAASA I %D 29 [BIDO5E
THIRCTERA N MEEFE L . ZORRTORE T N— R NHED
AR MNEEMELET, ZOFSMC LD A X2 RO RIE 8%
YT NEANTE=XTEXET,

20-min, 1-hour,

8-hour, B L X

T 7 4V h T3 oD L— NERENRER S E T, threat-detection
statistics host number-of-rate =~ > FZ i35 & . L — FEREOH %

24-hour BWMOTZENTEET AR MEHERCTIIREO AT Y BNMEHIND
. L— NBOEEA T 7+ FD 3 LS T & AF VR
DB LET, ZOFXF—TU— & LIZRET D L KEOL— LR
FHERTZ T NRFINE T AMEEZ 2 ICRET D L2 DOKBEOMEI R
FFEanEd,
Sent byte RANPOLEFICEE SN MERRLET,
Sent pkts RARNNLIEFICEEINTZ Ay M ER R LET,
Sent drop RANPOLERFBENTRXT Y FOHF T AF Y LV HEO - ThHoT27
izkay7rEn"\ry MgEERLET,
Recv byte RAMNEBIZZELIEAL PEEEFRRLET,
Recv pkts RARMPNERICZELEZ Ny M EEFR T LET,
Recv drop RAMRZIELEANY Y "OP T ATy U HEDO - THoT-7-DIC
Fay 7SN ry MERRILET,
BEax< R o=y R E|
threat-detection scanning-threat BRBREOAF YV EBA =T NI LET,
show threat-detection statistics top FAT 10 COMEFEREZFRLET,

show threat-detection statistics port R— FOWEFEREFE R LET,

show threat-detection statistics protocol 7o r 2 /L OHEHFEHREZFT R LE T,

threat-detection statistics B OBEEREZ A 2 — T VI L ET,
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show threat-detection statistics port

threat-detection statistics port =~ > FZ i L TEHBOFEHTME A £ — 7 WM LTEGA L
¥## EXEC & — K C show threat-detection statistics port =~ > RZ i3 2% & TCP R— 8
L OVUDP AR — h OFEFHEMA TR SIVE S, R B EHERICIZ TP B L P e vy 7S

T T7 4w L= ERERENET,

show threat-detection statistics [min-display-rate min_display_rate] port
[start_port[-end_port]]

X DN

57 )V b

a<w s RKE—F

start_port[-end_port]

(EE)0 ~ 65535 DO EDR— M E-IIR— FMEFH O EHE R A
FRLET,

min-display-rate
min_display_rate

(EE) R/ ERL— N (ERHTZ0 OA X2 M) 2B 2 - HaHE®
RFREND LD ITHIBR U &9, min_display_rate 13,0 ~ 2147483647
DIEIZRRETE E£7,

T 7 N OEERLHEIZH D EH A,

WORIZ. a~ REANTEE—FERLET,

TZ7AT T4 —)v
T—F XaVTF 4 arTFA D
< JVF
FF AR T
gy RE—F N—T v R | TV I | R B AT A
¥ HE EXEC o Xfiits o Xfiits o Xty |— —
v FRE Jyy—= EENE
8.0(2) Zooawr RRBEMERE LT,
8.2(1) N—=Z  L— FEBOFEH L — 2604 D 1 0530450 1 ICEHE S
NE L=,
8.2(2) AR PZOWTIHR ERE LUV REENSEMICEE SN E
L7z BA X MEIS T IR A —TEET,
FEREDOHA RS TAATVLALOHEDNIT KROFEENIEREINET,
A4

o [HESNTHREDOFE L — b (X M UR)

o KTLT

DNR—Z NEABIZBITHBEONR—Z F L— (A4 X2 " FD) , N— A

fEIL TR L — RRHIBRO 1730 & 10 D D H EBLLMREWIE I ORIk
o L—hZEELEEK(Fr y 7SN T 7 4 v 7 OFGHERDHAITIRD)
o BEESNIHBICET DA N FORFHK
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4l

ASA 1P L — FRIBBNTA XU b Ao b &30 EEHE L ET,2F 0D ASA I, A5 30 7]
DFET A= MR T &A= MIBOK DV IZL— 2 F = v 7 LET REET P ORSE
T2 MNERRIZ EE L — MZEENEF AL X EE L — NREIED 20 5056 S —
A N ERRIE 20 B2 0 £, B O N— X NMEES 3:00:00 ~ 3:00:20 T, 3:00:25 |2 show =+
Y REMHAT D & KGOS BRITHNCEENEE A,

ZDON— VT DME—DFIINE AREA R MR EHET D E X RE T N—A NEROA
f\,/1~§kﬂ>ﬁz%>é3u\/\~—;z NREIRE (130 B H) DA R_> ML D T TIZEL o TWAHHAT
T ZOHE ASA T B D 29 FOE TR TEFA XY MIEHE L. ZORFRTORET
A~szM®4«/bﬁ%mﬁLiﬂ_®m% X0 A NI DO RIEREEMAE Y T
A LATE=HTEET,

& Z . show threat-detection statistics port =~ > NOHE Nl Z R L F9,

ciscoasa# show threat-detection statistics port

Average (eps) Current (eps) Trigger Total events

80/HTTP: tot-ses:310971 act-ses:22571
1-hour Sent byte: 2939 0 0 10580922
8-hour Sent byte: 367 22043 0 10580922
24-hour Sent byte: 122 7347 0 10580922
1-hour Sent pkts: 28 0 0 104049
8-hour Sent pkts: 3 216 0 104049
24-hour Sent pkts: 1 72 0 104049
20-min Sent drop: 9 0 2 10855
1-hour Sent drop: 3 0 2 10855
1-hour Recv byte: 2698 0 0 9713376
8-hour Recv byte: 337 20236 0 9713376
24-hour Recv byte: 112 6745 0 9713376
l1-hour Recv pkts: 29 0 0 104853
8-hour Recv pkts: 3 218 0 104853
24-hour Recv pkts: 1 72 0 104853
20-min Recv drop: 24 0 2 29134
1-hour Recv drop: 8 0 2 29134

#1331 %7 4=V FOBHERLET,

Z 13-3 show threat-detection statistics port D7 ¢ —/L'

T4V A
Average(eps) MBI L — (A Xy M) ZFE R LET,

X2 VT 4 TTIA4AT L AX ARF30BIOET Lz N—A LG
T EN—Z2 MM OKTIRICH 7 v MERG L E 7, BUEETH
®$mTﬂ_Xkﬁ%iZQQV_$Kaiﬂiﬁhﬁﬂwﬂi¥ﬁ
L — FREIREDS 20 3 DGE /N— A MR 20 iz 72 0 9, K% D
sN— 2 S EBRE2Y 3:00:00 ~ 3:00:20 T, 3:00:25 {2 show =~ > K%
5 & EDOSPEITHAICE T EEA,

ZDON— BT HHE—DRFISMNT, AREA R MR EFRET S L X,
KRBT /A=A MEEOA X RSV S— 2 MERE (1730 8 1)
DARY MEL VT TIZEL 2o TV DA TT, ZDOHA L ASA I,
etk D 29 [AlD5E TG CEFHA XV I EFE L, ZOR S TOR
TAR—2 MNHEROA XY MEEME L ET, Z0FISc I D A X2 b
HOKRELBEMAE ) TV L TE=ZTXET,
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# 13-3 show threat-detection statistics port D7 ¢ —/L F(§z &)
74—V F B
Current(eps) KT LI ON—A MERIZB T DBITES—A R L— M (A XU b
BuRp) #Fom LET 23— A MERRIECE L — FERRO 1/30 & 10 B
DHH EBLNRKEWVIT D TT, Average(eps) Dt TR I =60
B VBIE L — Mg 3:19:30 ~ 3:20:00 O L — kT,
Trigger Fey 737y b L— N OFIREZ B L7 FEPAERR I
FTEZENAAL FERXT Yy NOITTHRESINTEAD R NT T 40 v 7
DG ZOEITEIZ0 T, 2L AR T 74 v o % ) AT —
95 L— MRS Z2W2 D TT,
Total events K L— NHRICKTHA X NOGFHEEFRR LT, BUEETTO
RET /A=A NERIZ.EF AN MRICEENETFA, ZDL—)1
BT DME—DRIIMNI G A XY NI EHRET D EXIT RET
N—=Z MNEAMRDOA X MRS O N— 2 MERE (1730 @ H) oA
R MEEIVFTTIZEZL R TWDHETT, ZOHE ASA 130K
%D 29 HDOE TR TERA XY MIEHE L. ZORFRTORE
TA—ZX NHROA Xy MEAEMELES, ZOFIFM LD A R
NEDOKIBZREEME Y TNVHA L TE=HTEET,
port_numberlport_name |/\/r sy NEZIIANA MR EGFE ZE . ERIEI ey S A— RO
Fg iz R-LET,
tot-ses ZOR—=bDEYa rORHEEFRLET,
act-ses A= " RNHREBEBRL WD T 7T 4 7ty a OREHEEETR
Li‘a‘o
20-min. 1-hour.8-hour. | =45 DOEE L — FEFEICE T 2 FaHEREZER L ET,
¥ &Y 24-hour
Sent byte A= P OLEFIZEFE SN, MERRLET,
Sent pkts A= FIENLIEFICEEFEINTZ Ty MEERRILET,
Sent drop AX ¥y VREO—H{ThHoleHIl Ry FEnz R— M BE(E
SN Ty MtaERIRLET,
Recv byte A= "B IEFIZZE LT A MERRLET,
Recv pkts R—FPEFICZE LTy MEERTILET,
Recv drop AX XY VHBO I THoTTOIC ey S R— FBZEL
ey MERERRLET,
EEa~v R a2 R FEA
threat-detection scanning-threat BRI OAX v A X—T W LET,
show threat-detection statistics top FAL 10 E TOHEEREZERLET,

show threat-detection statistics host RANOWHEHEREFR R L ET,

show threat-detection statistics protocol 7' = /L O EREZF L E7,

threat-detection statistics

B OWHERE A 2 —T NI LET,

WA~Ha<wVF
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show threat-detection statistics protocol

threat-detection statistics protocol =~ > RZ i ] L THBOMEHMERE A R—T M LT2HE
L. ¥## EXEC & — K C show threat-detection statistics protocol =~ > K& i3 2% & IP 7' 1
AV ORMFHERD TR SN E T E BRI ERIIT T AIB IO Ry I b7

T4 vT L—IBREREINET,

show threat-detection statistics [min-display-rate min_display_rate] protocol [protocol_number

| protocol_name]

XD protocol_number (EE)0 ~ 255 OREIOKFED 71 b a LB S OMEHEREF R LET,

min-display-rate EE)VR/NFETRL—NEDHTZ0 OA X M) 2B =R
min_display_rate TRFEREIND XD IZHIFR U E 9, min_display_rate 13,0 ~ 2147483647
DIEICERE T ET,

protocol_name (ER)FEDT v b aZOREHEREFRLET,

ah
eigrp
esp
gre
icmp
igmp
igrp
ip
ipinip
ipsec
nos
ospf
pcp
pim
pptp
snp
tcp
udp

57V b T 74N NOEERLHEIZH D R A,
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av s RKE—F

WDOFIZ, a2 REAJTEDE—RRERLET,

T7ATUH—I
T—F X2V T4 aVTFRAL

< JVF
FF AR ayFx
a<wy RKE—F N—FTv R 7TV U | A b

et EXEC o XIS o Xfits o Xt |— —

o NEkE

ERAEDOHA FZ

Ay

4l

Jyy—= EEAE

8.0(2) Zoawy RpBEMEhE Lz,

8.2(1) N—=Z F L— FEEOTFE L — R 60530 1 705 30430 1 ITEE S
nE L,

8.2(2) BIA R MZOWTIE, ERE LA EE NS EMICAT SN E
LIz BiA Ry MEIS DT LI ) H—TxF 7,

T AAT LA DOHINIT RDERNFTRINET,
B E S IO v — b (f x> M)

KT LIEREBEONN—Z MNEBIZBITABED NS~ N L— F (X MNE/FD) /X — 2 M
fElL S ER L — RERD 1730 & 10 D H 5 EHL B REWITH ORI

L— b a#dmLzBE(Fe y 7ENTE b T 7 4 v 7 OfGHERO L EITIRD)
[ S HIRIC R T DA N2 FOEFHK

ASA 1. P L — FREIBBNTA XU b B> b &30 FHRELET,2F D ASA 1. A7 30 [
DFET A=A MNERET. &= MIBOKDbYICL— 2T =y 7 LET,BEEITHORSE
TA=Z MHRRIZEH L — MZEENET AT E TS U — MRERED 20 5055 N —

A MR 20 B2 0 9, B O N— X MEIFEAY 3:00:00 ~ 3:00:20 T.3:00:25 {Z show =~
YREMENT L E &EOSBREIZHDICEENEE A,

®w~w BT HME—DEIIMT, AR A R MR EHFET D LTI RE T AN—Z MREIROA
ﬁ#m%ﬁwﬂwx mmumwmm@4m/hﬁ;@¢r TEL o TWABRAET
ﬁg:@ﬁmA%;t %D 29 BOETRIBETEA XY MIEFRE L. ZORATORET
NR—=Z RO A Ry M EMRE L ET, ZOFISMI LY A X MO KRIEZRBM%Z U 7%
{ ATE=HTEET,

K12 . show threat-detection statistics protocol =~ > RO Nl Z R~ L E T,

ciscoasa# show threat-detection statistics protocol

Average (eps) Current (eps) Trigger Total events

ICMP: tot-ses:0 act-ses:0
1-hour Sent byte: 0 0 0 1000
8-hour Sent byte: 0 2 0 1000
24-hour Sent byte: 0 0 0 1000
1-hour Sent pkts: 0 0 0 10
8-hour Sent pkts: 0 0 0 10
24-hour Sent pkts: 0 0 0 10
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#£ 1341074 — /L FOBMBAERLET,

# 13-4 show threat-detection statistics protocol D~ ¢ —/L F

74—V K

B

Average(eps)

BRI 2L — (A~ M) 2R LET,

X2 U T4 TTITAT AT AR 30 EIOET Liz/N—Z MNEE
T HN—R NI OKR TEICH 7 MR ZRE L £, BUEETT
DORFETN—=A MEARBITZEH L — MG EREHA 2 E ZIEFEY
L— NREIREDY 20 3 DA S — A MR 20 FIZ 2 0 E3, %O
=2 kRN 3:00:00 ~ 3:00:20 T.3:00:25 |2 show =1~ > N4 ffi [
T5E &EOSHRITHAOICEENERA,

ZDN—IUZET DME—DFISNI AR N MEERE TS L X,
RIFET/N—A MNMEWRDOA X2 N RS v S—2 Mg (1730 @ B)
DARY ML DT TIZEL 2o TWVBHEATT, ZDHE,ASA 1L,
%D 29 [O5E TR TERA Xy MEEFHE L. O TOR:
TAN—=Z MNHEBROA Ry MEEMAELET, ZOFIFMI LD A <2 b
BOKRIERBENE VT AXA A TE=XTXET,

Current(eps)

KT LI ON—A MNERIZBT DBIENS—A N L— (A XU b
BUR) 2 RKR LE T A=A FMHEFREIZCES L — RREFRO 1/30 & 10 7
DI B EHLBLNKEWIE D TI, Average(eps) Din TR S 74D
Y BUE L — BT 3:19:30 ~ 3:20:00 O L— kT,

Trigger

Fa vy 7F&ENn7="7 > b L— hOHIRE L Bl L7z RESFRRI N
FTEZENAL ATy NOITTHRESNEZAR T 7 4 v
OEA . ZOEIXFEIZ0 T, ZAUX BN RN T 70w 7 2 N H—
5L — MRR 7207280 T9,

Total events

KL — MERBIZBIT D4 X boGiEEERLE T BHAEETFHO
RETN—2 MEHBIZ. A A X M RICEENEHA, ZDL—L
BT HME—DEISNT, AEA R MR EHAE TS L X RET
N NHRDA Xy bR SV S—2 MERE (1730 H) oA
Ry MEEDVTTICEL o TV HEAETT, ZDHA ASA 1T &
%029 D5 TR CTAEIA XY MUERE L, Z OB HE TOR:E
TNR—A NROA X MEEMAELET, ZofsMc L 1R
N DO KIEZ2HEME Y TAX A A CE=XTXET,

protocol_number/
protocol_name

SNy BEZEIAA MREERE ERI ey T ER e b=
NDEG AR ERRLET,

tot-ses

BAEMH ST ERE A,

act-ses

BEFHE N TOERE A,

20-min, 1-hour, 8-hour,

¥ LY 24-hour

IO DEE L — FERICR T DREHE#RE FR L £,

Sent byte 7u hahbIEFIZEGE SRS MEERRLET,

Sent pkts 7a hahbIEFICEGE SNy MIERRLET,

Sent drop A XY VIHBO I THoTT-OIC Rey SR T a harns
EEENTAATy Nk EFRRLET,

Recv byte 7u h AN EFICZE LA, M EFRRLET,
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# 13-4 show threat-detection statistics protocol D=7 ¢ —/L N (§&)
T A—=NF B
Recv pkts 7a R A NEFICZE LIy MERRLET,
Recv drop AXy VIHBO I Tholcl-0Il Rey a7 a ha iz
BLeATy MEERRLET,
EHEa< R a2 K LA

threat-detection scanning-threat

BRBREOAX Y B A F—T NI LET,

show threat-detection statistics top

EA7 10 AL E TOREHE IR AR R LET,

show threat-detection statistics port

R— FOMFHEHREZFRLET,

show threat-detection statistics host

RA b ORFHE#REZRT L ET,

threat-detection statistics

BB O EREA X —T VI LET,
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show threat-detection statistics top

threat-detection statistics =~ > R& i L TEBOMEHERZ A 2 — T VI LI G 1 Rk
EXEC & — [ T show threat-detection statistics top =~ > K& {425 & EA7 10 E O FH1EH#
DERRINET FHEDHX A T TEROBHOMEHERNA R —T NV TRWEE . ZDa~v s R
TIRZENL OMFHERZF R TE LA BB EHERIITFTB IO P e y a7 b
T4y 7 L= IBRERRINET,

show threat-detection statistics [min-display-rate min_display_rate] top [[access-list | host |
port-protocol] [rate-1 | rate-2 | rate-3] | tcp-intercept [all] [detail] [long]]

= 3q0p)

B

access-list (ILE)#F W ACE & HE4F ACE Oi f A2 & e /37 v MZ—%7T 5 Ef
10D ACE # R/RLE T, ZOFRRTITFFWI SN T T 4 v 7 &
HEEEINTZ T 7 4 v 7 BB EUE R A, threat-detection
basic-threat 2=~ > K& L CHRAGEBHEE A 2 —T T 5 L,
show threat-detection rate access-list =~ > FZfHH L7 7 Ax U
A2 NOERFE B TE 9,

all (fEE) TCP RATZIE DBA B SN+ X TOH — D EIETF — ¥
ERALET.

detail (LB TCP /AT REDOWA S > TV > 7 F— 4 DREEFRLET,

ARA b (FEE) MM & &0 B 10 RO R 2 MEEHERZ FR LE T,

) BEOBETAITY) ALY Tz—NF—R— VT F=
AT — M VU7 IERATDA 2 —7 = A A%, EAL 10 D
RARD 1 DL LTERSINDAEMERSHY £, Z0HES
. 72— d ==V T XF— VT OEFIZ1 DD
A HF =T 2 A AT L EITRET D IREMENEL 22
DNFET, ZNEEFZRIETHY . ZDOIP T RLABRKRIN

THEHE L THhEVER A,
long EBE) Y —"OEBEDOIP T FLABIOELEHBEDOIP 7 FL AL LY
W A ROBREE T S T —~ v P TERLET,
min-display-rate (EB)R/INFERL— FEBHZY OA X M) 22 - HEHE®
min_display_rate TRFRREIND L O ITHIIR U E T, min_display_rate 13,0 ~ 2147483647
DEICHETEET,
port-protocol ({EE)TCP/UDP R— h A 7L IP 7 u ko)L B A T ElHrtber-

B4 10 thofEHEHRE R LET, TCP(Z a2 k2L 6) & UDP(7'H
MoV 1) E P 7' a h 2 L OERIITEEN TV EE AN, TCP R —
F& UDP AR— MIKR—FORRIZEGEEFNTWET . CNOEDE AT
(R—FFEFRIT7Ta bar)o 1 SOFEHERZ T2 A4 X —T1ICT 5
A F—T M ENTFHEHE R T NERRSINET,

rate-1 (ER)RRINTVWDHL—EL— MIRD S b /o L— MEROKEEE
BMEFoR LET 728 2 E O 1 B8 R, 3 L OV 24 BRR 0 #t
FHERPFREIN TV S EA L rate-1 F— U — R&2H 1345 &1 B
B2 23 ASA ICFR R ENFE T,

rate-2 (EBE)ERINTWVWE—EL— MERD > b o L — FEREOK
FHEREZR R LET 72 & 2TV ELIT O 1 RF[E]L 8 IRFfA], d8 L TN 24 R
DOFEFHERP R IRINTWDHEGAE X rate-2 ¥ — 7V — FEEHT 5
L 8 RFMIRIRR 72T 28 ASA ICERENFE T,
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a<w s RKE—F

[ ]
rate-3 (EB)RREINTWDL—EL— RO Y b KD L — MEEOF
FHEMAR R L E T 72 & 2T B 1 REHL 8 e, 3 K O 24 K
DOFEFHEEN TR RSN TV DA X rate-3 ¥ — U — R&2fEHT 5
L 24 BRI 2 ASA ICF TR ENET,
tep-intercept TCP RATRAZ DOFEFHE M A R L E 77, RO WA= T TRE S
= B 10 b — "R EFNFE T,
F 7 %)V b AR N BZATERELZWVGSE.TXTOAXRXY RERINET,

WORIZ, a~ REANTEE—FERLET,

TZ7AT U —
T—F X274 arTXAL
< JVF
b T AR =
a<wy FE—F =Ty K| TV bh [P | Rb AT A
FikE EXEC o XIS o X o Xfi  |— —
2w M Jy—= EHENE
8.0(2) Zoawry RRBMENE L,
8.0(4) tep-intercept ¥ — U — RVEIMS N E LT,
8.2(1) NR—=Z F L— FHREOFEEH L — N 60450 102530450 1 ICEE X
FE L,
8.2(2) tep-intercept (2 long ¥ — U — RGBS E Lz, BRiA <2 Mo
WX BERE L LR EE NS BAICETESINE L BlA <2k
X5 TN Y H—T& T,
FEREDHTARZ TARATLADOHNZIT ROERPBERINET,
AV

o HEESNIHMOFH L — b (f X2 MUR)

o KTLT

D=2 PERBCBY 2BAED S—R b L— b (£ R M), S — 2

fEIL PR L — RHBROD 1730 & 10D D B EBLLMREWIE ) ORIl
o L—hZEBLAEFK(Nr y 7SN T T 4 v 7 OMEHERDHEIZIRD)
o BEESNIHIMICHIT DA~ FOAFHL

ASA T EH L — FEIBENTA XU b B k& 30 [H]

FHELET,DED ASA X, A7 30 (A

DFETNA—=A MNEARB T NN MoK DbYICL— 2 F v 7 LET BAERITRORTE
TA=Z MHRRIZCEH L — MCEENEEA 2L 2T E L — MR 20 2056 N —
A RS 20 BT FF B0 = MEREA 3:00:00 ~ 3:00:20 T, 3:00:25 IZ show =~
YREMENT L E &EOSBREIZHDICEENEE A,
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ZDON=VIZBITAEME—DFIMI EEHA N N ERHFE TS E X RE T A=A MNEREOA
Ry MR EDEWSI—ZX MEABAB0OEE) DA X2 ML DT TIZEL 2> TWBEAET
T, DA ASA T KB D 29 BO5E TRIECTEHA XV MIEHRE L. ZOR S TORET
N—=A NEBEDOA R MEEME L ES, Z0FMC LD A X MO KIERBNE ) T X
A LATE=HTEXES,

K12 . show threat-detection statistics top access-list =~ > FDOH1H%2 R L E7,

ciscoasa# show threat-detection statistics top access-list

Top Average (eps) Current (eps) Trigger Total events
l1-hour ACL hits:
100/3[0] 173 0 0 623488
200/2[1] 43 0 0 156786
100/1[2] 43 0 0 156786
8-hour ACL hits:
100/3[0] 21 1298 0 623488
200/2[1] 5 326 0 156786
100/1[21] 5 326 0 156786

#F 13512 %7 4 — /VROHHE R LET,

# 13-5 show threat-detection statistics top access-list D7 ¢ —/L F

TA—=VE LA

I [0] (B0 75 [9] (B AREL) D& T MWD ACE DT & v 7 a5
RLETHMEHERDDRN0BEOT > 7 T RTHREE SR WGE
1. FEREND ACE 28 10 R & 720 £97,

Average(eps) FHRIZRB T 2L — b (AR M) 2 RN LET,

X2 VT 4 T IAT AL A B30EIORET Lo —Z MERE T,
ZN—2 N O TS 7 NI ERF L £, BIEEITh O RS
TA—Z MERIZEH L — MIEENFHA - &I EH L — M
WE73 20 53 DBA N — 2 MRRRIZ 20 Ic e £, K% O AA—Z MME
78 3:00:00 ~ 3:00:20 T.3:00:25 |2 show =1~ > R&A{EHT 5 & ik
OSBREITHEACEENEE A,

ZDON— BT HME—DOFISMNE AR X MR EFHRE TS L XU,
RFET N—A MNEBOA X2 MRSV 3— 2 MiElkg (1730 @ H)
DANRY MELYTTIIE L o TWVDEEETT, ZDOHE . ASA I,
%D 29 BOSETBBETARA Xy M ARFHE L Z O ETOR:E
TAN—A NEROA X MIEMNRLET, Z0FIFMZ LY A X2 |k
BOKIELRBEINAE ) TNVEZA LA TE=ZTEXET,

Current(eps) KT LT REDOANA—Z MERRIZBIT 2HENS—Z F L— bk (£ |k
BR) 2 RRLET A=A MHEFRIZEA L — FERO 1/30 & 10 o
IHELLMPREWIZE S TI, Average(eps) Dt Bl OF) Tl BLED
L— R 3:19:30 05 3:20:00 & 720 £97,

Trigger T7EAVAN VT 749 7B ) T—F5 L — MlBRIZRE SN T
WRWTZD  ZOFNTHICT 0 T, ZORRTIEFFAI SN T 7 4 >
7 EHESREINTZ NT T 4w 7 BB E UE R A, threat-detection
basic-threat =~ > R& il L CEAZEMREEZ A X —7WIZT 5 &,
show threat-detection rate access-list =~ RZHEHL 77X U &
FOESEZ B CTE ET,
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# 13-5

show threat-detection statistics top access-list D= ¢t —/L F (§F&)

74—V K

B!

Total events

KL — R BB T DA X NOGEFHEEFR L T, BIEETFOR
SETN—A MEEIZ. AFA RV MRICEENEEA, ZOL— LB
T oME—DRFISMI AREA XY MR EFHRET D LI RE T A=A B
RAED A Xy RIS i 3— 2 FRERE (130 5 B) O A > ML
DT TIEEL > TWDIHETT, ZOGA ASA I KEZD 29 RIO5E
T CARA Xy MEEHRE L. ZORE TORRE T /N—Z MNHERO
AR MEEMELET, 20BN LY A X2 MO KIE 8N %
UTIVEALTE=XTEET,

1-hour. 8-hour

L DOEE LV — MERICBIT DREHERAE R R L ET,

acl_namelline_number

HEEENDERER>TZACEDT 7 A U R MBIOITE SRR
LET,

X IZ . show threat-detection statistics top access-list rate-1 =~ > FOH 1l Z R~ L E£79,

ciscoasa# show threat-detection statistics top access-list rate-1

Top
l1-hour ACL hits:
100/3[0]
200/2[1]
100/1[2]

Average (eps) Current (eps) Trigger Total events
173 0 0 623488
43 0 0 156786
43 0 0 156786

X2, show threat-detection statistics top port-protocol ==~ > KD J1f5 %~ L £ 97,

ciscoasa# show threat-detection statistics top port-protocol

Top Name Id
1-hour Recv byte:
1 gopher 70
2 Dbtp-clnt/dhcp 68
3 gopher 69
4 Protocol-96 * 96
5 Port-7314 7314
6 BitTorrent/trc 6969
7 Port-8191-65535
8 SMTP 366
9 IPinIP * 4
10 EIGRP * 88
1-hour Recv pkts:
8-hour Recv byte:
8-hour Recv pkts:
24-hour Recv byte:
24-hour Recv pkts:
Note: Id preceded by *

Average (eps) Current (eps) Trigger Total events
71 0 0 32345678
68 0 0 27345678
65 0 0 24345678
63 0 0 22345678
62 0 0 12845678
61 0 0 12645678
55 0 0 12345678
34 0 0 3345678
30 0 0 2345678
23 0 0 1345678

denotes the Id is an IP protocol type
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#F 136 12. %7 4 —/VROHHE R LET,

# 13-6 show threat-detection statistics top port-protocol D~ ¢ —/L F

TA4—IVF B!

= [0] (B850 7 B [9] (e E) OHiPH C HFHE RO RN A 712 dH
BR—FNEFIF T ha DT xS EER LUET RGBS
CAOADZ v 7T _RTHREBELRWIERIZ. BREINDR— M7 b
UM 10 R & 72D £,

A RN—rEZIT7e bargs xR LET,

Id AR—=FIDEBSEZIIT0 ralIDHEEEZRRLET . TAXY RS
NI ZFOIDMNIP e harFEETHE I LA EHRLET,

Average(eps) # 132 DEHZBR LT E &0,

Current(eps) £ 1320MBAEZSHR LTI,

Trigger FevyZE&nfzry b b— FORIREZ B L7ZEERERINE

TLIEZENAL ATy NOITTIRESNTZEN RN T 7 4 v 7 O
AVIOEIEFEICO T, 2N AR N T T4 72 NV T—TF 5
L — MRS 2N -8 T,

Total events

#£ 132 0HESRL T &0,

Time_interval Sent EHRICBWC REFENTZA— FBEOT R b abn b EFICEE S
byte NI A MEFIRLET,
Time_interval Sent | FHIMICHB VT FRR SRR~ FBLBT 1 b2 h bIEFHICHERFS

packet

N7 Ty M ERRLET,

Time_interval Sent
drop

BBV T AXF Yy P HBO—HTHo7220Il Ke vy T a3z,
HRENTEAR—=FBLIOT o halnbEZEINT Ny N A FRR
L/i‘j‘o

Time_interval Recv
byte

FHIFNZB N T RRENTEA— B LT m 3L TIEFIZZE LT
NA M EFRLET,

Time_interval Recv
packet

—EICHDHR— FBLOT v Fa LREFITZE LTy Mg i
Mk Z SRR LET,

Time_interval Recv
drop

—EIIHHR—FBIORT B FaARNZEL AFy VK EO—TH
L0l Fay 7 a3tz 7y Mk R L IcERLET,

port_number/
port_name

Ny NERIFAAL MREE ZE EE Frey FEanc A— F0F
TEAIERRLET,

protocol_number/
protocol_name

Ny FERIIAA REE ZE. EFRE ey rFanz. 7 n han
DFEFELAIERRLET,

X2 . show threat-detection statistics top host 2~ > KO H Nl Z R L ET,

ciscoasa# show threat-detection statistics top host

1-hour Sent byte:

10.0.0.1[0]

1-hour Sent pkts:

10.0.0.100]

20-min Sent drop:

10.0.0.1([0]

Average (eps) Current (eps) Trigger Total events
2938 0 0 10580308

28 0 0 104043

9 0 1 10851
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1-hour Recv byte:

10.0.0.1([0] 2697 0 0 9712670
1-hour Recv pkts:
10.0.0.1([0] 29 0 0 104846
20-min Recv drop:
10.0.0.1([0] 42 0 3 50567
8-hour Sent byte:
10.0.0.1([01] 367 0 0 10580308
8-hour Sent pkts:
10.0.0.1([0] 3 0 0 104043
1-hour Sent drop:
10.0.0.1([0] 3 0 1 10851
8-hour Recv byte:
10.0.0.1([01] 337 0 0 9712670
8-hour Recv pkts:
10.0.0.1[0] 3 0 0 104846
1-hour Recv drop:
10.0.0.1([0] 14 0 1 50567
24-hour Sent byte:
10.0.0.1([01] 122 0 0 10580308
24-hour Sent pkts:
10.0.0.1[0] 1 0 0 104043
24-hour Recv byte:
10.0.0.1[0] 112 0 0 9712670
24-hour Recv pkts:
10.0.0.1([0] 1 0 0 104846
#N3-TIC K7 4=V ROBHAZRLET,
# 13-7 show threat-detection statistics top host O~ ¢t —/L' F
74—V K B
& [0] (e 50) 70 & [9] (g5 O FiPH T FEFHE R DIFEN N Z A 72 d
DIRANDT ¥ T aFRLET MHERB DA (10D T 0
TRTCPHMESRWGEIX . RRINDARA MR 10 R E 720 7,
Average(eps) £ 1320MBAZEH L TIEE0,
Current(eps) #£ 132 0FHAEZERML T Z 30,
Trigger # 132 OFEHAZZHRL T ZE 0,

Total events

F 132 OFAEZZRL TS0,

Time_interval Sent
byte

FHIMIZB N T RR SRR MTIEFIZHEE SN A M E R
LiTO

Time_interval Sent
packet

FHMICB N T RRINTEA R MTEFICEE ST v MiaR
%Liﬁ‘o

Time_interval Sent
drop

BBV T Ay VHBO—HThHo2=0Il Fe vy F Sz,
FRENTERA MIEEINEZAAry M EEERLET,

Time_interval Recv
byte

FHIRICB W T RRESNTZA A P TIEFIZZE LeAA MaRRL
\ijﬁo

Time_interval Recv
packet

—EILHDR—FBLOT v Fa LREFITZE LTy Mk
MR EIcR R LET,

Time_interval Recv
drop

—BIZHOHA—FBIOT B FaPRZEFE L AF v VHEBEO—HTH
IO Ny TSN ATy & BRI Z S ISR R LET,

host_ip_address

Ny NEREFEAAL REF . REFE. Fey PENZHFA NPT FLA
ERRLET,
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X2, show threat-detection statistics top tcp-intercept =~ > KO %~ L E T,

ciscoasa# show threat-detection statistics top tcp-intercept

Top 10 protected servers under attack (sorted by average rate)

Monitoring window size: 30 mins Sampling interval: 30 secs

<Rank> <Server IP:Port> <Interface> <Ave Rate> <Cur Rate> <Total> <Source IP (Last Attack
Time) >

1 192.168.1.2:5000 inside 1249 9503 2249245 <various> Last: 10.0.0.3 (0 secs ago)
2 192.168.1.3:5000 inside 10 10 6080 10.0.0.200 (0 secs ago)

3 192.168.1.4:5000 inside 2 6 560 10.0.0.200 (59 secs ago)

4 192.168.1.5:5000 inside 1 5 560 10.0.0.200 (59 secs ago)

5 192.168.1.6:5000 inside 1 4 560 10.0.0.200 (59 secs ago)

6 192.168.1.7:5000 inside 0 3 560 10.0.0.200 (59 secs ago)

7 192.168.1.8:5000 inside 0 2 560 10.0.0.200 (59 secs ago)

8 192.168.1.9:5000 inside 0 1 560 10.0.0.200 (59 secs ago)

9 192.168.1.10:5000 inside 0 0 550 10.0.0.200 (2 mins ago)

10 192.168.1.11:5000 inside 0 0 550 10.0.0.200 (5 mins ago)

#£ 138107 4 — /L FOBBEE R LET,

Z 13-8 show threat-detection statistics top tcp-intercept D7 ¢ —/L F

T A—NF B

Monitoring window size: |#EEHERD - HOIC ASA NT —Z 2 H 7V v 7T 58 2F R L E
FToT 7 AN MI305 T, ZORELZELT HITIT,
threat-detection statistics tcp-intercept rate-interval =~ > K& fli f L
FITASA L, ZOMBTT—% %307V 7 LET,

Sampling interval: YooY OB ER R LUET, ZOEIX FEICL— MR E 30 T
Bl 7o Bl 72 0 £,

rank 1~ 100D T7 X 7 2FRRLETOAITROKEEZ T2 —N
TO0 LT b BN D 7o o — T,

server_ip:port KEEZSZITTWNWDLEY—DIPT7 FLABIOAR— 2R RLET,

interface P —RNNEBEZITTWVWAA X —T =2 AR RLET,

avg_rate YooY TR O LE L — A2 1 BH ) OB TER
Li‘a‘o

current_rate HHEOKEL— N1 BB OBRBEH) 2R R LET,

total KLBOEHBER T LET,

attacker_ip WEEDIPT RLAZERLET,

(last_attack_time ago)  |FxE ODIWENIKE LR E2ER T LET,

X1 . show threat-detection statistics top tcp-intercept long =~ > KO F1fil %2~ L £9, FEED
YETIP T RLARS v aNIZE RIS TWET,

ciscoasa# show threat-detection statistics top tcp-intercept long

Top 10 protected servers under attack (sorted by average rate)

Monitoring window size: 30 mins Sampling interval: 30 secs

<Rank> <Server IP:Port (Real IP:Real Port)> <Interface> <Ave Rate> <Cur Rate> <Total>
<Source IP (Last Attack Time)>

1 10.1.0.2:6025 (209.165.200.227:6025) inside 18 709 33911 10.0.0.201 (0 secs ago)
2 10.1.0.2:6026 (209.165.200.227:6026) inside 18 709 33911 10.0.0.201 (0 secs ago)
3 10.1.0.2:6027 (209.165.200.227:6027) inside 18 709 33911 10.0.0.201 (0 secs ago)
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4 10.1.0.2:6028 (209.165.200.227:6028) inside 18 709 33911 10.0.0.201 (0 secs ago)
5 10.1.0.2:6029 (209.165.200.227:6029) inside 18 709 33911 10.0.0.201 (0 secs ago)
6 10.1.0.2:6030 (209.165.200.227:6030) inside 18 709 33911 10.0.0.201 (0 secs ago)
7 10.1.0.2:6031 (209.165.200.227:6031) inside 18 709 33911 10.0.0.201 (0 secs ago)
8 10.1.0.2:6032 (209.165.200.227:6032) inside 18 709 33911 10.0.0.201 (0 secs ago)
9 10.1.0.2:6033 (209.165.200.227:6033) inside 18 709 33911 10.0.0.201 (0 secs ago)
10 10.1.0.2:6034 (209.165.200.227:6034) inside 18 709 33911 10.0.0.201 (0 secs ago)

%12 . show threat-detection statistics top tep-intercept detail =~ > FOH Nl 2R L E T,

ciscoasa# show threat-detection statistics top tcp-intercept detail

Top 10 Protected Servers under Attack (sorted by average rate)

Monitoring Window Size: 30 mins Sampling Interval: 30 secs
<Rank> <Server IP:Port> <Interface> <Ave Rate> <Cur Rate> <Total> <Source IP (Last Attack
Time) >
1 192.168.1.2:5000 inside 1877 9502 3379276 <various> Last: 10.0.0.45 (0 secs ago)
Sampling History (30 Samplings) :
95348 95337 95341 95339 95338 95342
95337 95348 95342 95338 95339 95340
95339 95337 95342 95348 95338 95342
95337 95339 95340 95339 95347 95343
95337 95338 95342 95338 95337 95342
95348 95338 95342 95338 95337 95343
95337 95349 95341 95338 95337 95342
95338 95339 95338 95350 95339 95570
96351 96351 96119 95337 95349 95341
95338 95337 95342 95338 95338 95342

#£ 1391 %7 4 — /L FOFEBEEZRLET,

# 13-9 show threat-detection statistics top tcp-intercept detail =~ ¢ —/L F

74—V F FHEA

Monitoring window size: |EFHERD =D ASA BT — X % H 7V v 7 Z> WM 2R L%
ToT 7 ALK i 305 TT, ZORELLEHST BT

threat-detection statistics tcp-intercept rate-mterval a~vr REMiHL
FTL.ASA X, ZORMRTT —# % 30 IEHJL‘/7° Vo7 LET,

Sampling interval: Yo7 OB E R R LE T, ZOE] ZlL— MHERE%E 30 T
Fo T HEIZ 720 £97,

rank 1~ 10D T7 o F 7 a2RKR UET TR b BEEZZIT T2 —
TO0 AL b HBER D 72 o Toh— 3T,

server_ip:port REEZZT VDY —DIPT FLABIOR— 2R RLET,

interface Y= "PNHEEZZ T CNWDA L Z—T 2 ZA5FRLET,

avg_rate threat-detection statistics tcp-intercept rate-interval =~ > N T E &

Rk FHCOREREL b E 1 BHE ) DABETHRL
ET(F 740 b L— MR 30 23T, L— MR LASA (3
30 ﬁ\" \_ﬁf“‘ﬁzéfif‘/d7 ) //57L/jijro

current_rate HAEOKEL — M1 BH7-0 OB ZFR AL ET,

total REOARHEEFRRLET,

attacker_ip or WBEDIP T FLAZRRLET EBEOKEE NV DA
<various> Last: [<various> | DI HEHEDOHEED IP 7 KL ANER éhi*ﬂ

attacker_ip
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# 13-9 show threat-detection statistics top tcp-intercept detail D~ 1 —/L F(§c &)

74—V K

B

(last_attack_time ago)

R DBEPFEA LR 2 2o L E7,

sampling data

0OV TN T F— i TN TR RLET R & OB E
A FERREINET,

BHEa~ R

o< R

B!

threat-detection scanning-threat BRRHDAX v o BA X =T NIZLET,

show threat-detection statistics host RA NOWHFHHERERERLET,

show threat-detection statistics port AR— FOWEFEREZFRLET,

show threat-detection statistics protocol 7o s = /L O ERER L F7,

threat-detection statistics

BB O EREA X —T VI LET,
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show time-range
TRTORMHEEAA 7 =7 b OFKEE R RT DI FiHE EXEC £ — R Tshow time-range =
~  REMEHALET,
show time-range [name]
WL DA name (A7 ay) ZOBEEEA 7 Y27 hOFROREFRLET,

a<w s RE—F WORIZ. a~ REANTEE—FERLET,

T77ATUF—IV
T—F X2V T7 4 arTXREb
~)VF
FF AR avTE
avy KE—F N—7y R | TV~ (TN |RB AT A
F##E EXEC o XIS e ®IE e x5 e wm |—
a e PRE )Y —2 ERNE
7.0 Coavy FRBMNEE L,
i WIZ A 7 V=7 FOBREERRT DHEZRLE T, 2 OFITid, work-hours &\ H 4
MOA7=7 M3 12V £J inactive (T4 7 V=7 FRAEHINTWRNWZ E2EKL

£7,

ciscoasa# show time-range

time-range entry: work-hours (inactive)
periodic weekdays 9:00 to 17:00

BEa~< R gy R =4 B
time-range MEEA 727 FEHRTELET,
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show tls-proxy

TLS e X BLOE vy g UIEREZERT LI Zue—L a7 4 Fal—r gy F—

K C show tls-proxy =~ > RZiH L E7,

show tls-proxy [7ls_name | [session [host host_addr | detail [cert-dump] | count | statistics]]]

WX OHH

cert-dump a—) XA F Iy IiEREE XY T LET X LDC O 16 4
NG
count o Tar AT EERRALET,

detail[cert-dump]

£ SSL L v 7B L ONLDC O 2 & il TLS 7 u UM A £
ALETcertdump ¥— UV — REZENML T . a—IAXAF I vk
BHE(LDC) D 16 #n# o 7 H#BE L £1,
INHOF—U—REZhost A7 arttblicfifldTarztyTE
S

host host_addr

Bh#Ef T oty v a VERRTIHFEDERA MO IPvd £721%
IPv6 7 KL AEZRELE T,

TIT4TRTILS 7axs vty g 2FH - LET,

session
statistics TLS Ty a2 T4 BLOVEHTLZOORERER T LET,
tls_name F9 5 TLS 7' u v O4 i,

F 7 %)V b

av v RKRE—F

T 74N N OBERHIEH D EH A,

ROKIZ, A~ FEANTEHEF—RF2RLET,

TZ7ATUF—Iv
E—F X2 VT4 arTHAL
< /VF
FF AR SN
avw s FE—F N—T v N |TVr§b v | R b AT A
FHE EXEC £— I o KIS e RS [ e RS [ e X e XS
=% R ) U —x EENE
8.0(2) Zoawy RBEMENE L,
8.3(1) statistics ¥ — 7 — R BN E L,
il IZ  show tls-proxy =2~ > RO I Z R L £9,

ciscoasa# show tls-proxy
TLS-Proxy ‘proxy’: ref_cnt 1, seg#l
Server proxy:
Trust-point: local_ccm

CiscoASA YV —RX a<w R U777 LV A A~Havw K
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Client proxy:
Local dynamic certificate issuer: 1ldc_signer
Local dynamic certificate key-pair: phone_common
Cipher-suite <unconfigured>
Run-time proxies:
Proxy 0x448b468: Class-map: skinny_ssl, Inspect: skinny
Active sess 1, most sess 4, byte 3244

1Z . show tls-proxy session =~ > KD H Sz~ L £,

ciscoasa# show tls-proxy session
outside 133.9.0.211:51291 inside 195.168.2.200:2443 P:0x4491a60 (proxy)
S:0x482e790 byte 3388

& 1Z . show tls-proxy session detail =~ > KOH %2R~ LE T,

ciscoasa# show tls-proxy session detail
1 in use, 1 most used
outside 133.9.0.211:50433 inside 195.168.2.200:2443 P:0xcba60b60 (proxy) S:0xcbcl0748 byte
1831704
Client: State SSLOK Cipher AES128-SHA Ch Oxcab55efc8 TxQSize 0 LastTxLeft 0 Flags 0x1
Server: State SSLOK Cipher AES128-SHA Ch Oxcab5efa8 TxQSize 0 LastTxLeft 0 Flags 0x9
Local Dynamic Certificate
Status: Available
Certificate Serial Number: 29
Certificate Usage: General Purpose
Public Key Type: RSA (1024 bits)
Issuer Name:
cn=TLS-Proxy-Signer
Subject Name:
cn=SEP0002B9EBOAAD
o=Cisco Systems Inc
c=US
Validity Date:
start date: 00:47:12 PDT Feb 27 2007
end date: 00:47:12 PDT Feb 27 2008
Associated Trustpoints:

K12 . show tls-proxy session statistics =~ > RO Nl ZR L ET,

ciscoasa# show tls-proxy session stastics
TLS Proxy Sessions (Established: 600)
Mobility: 0
Per-Session Licensed TLS Proxy Sessions
(Established: 222, License Limit: 3000)

SIP: 2
SCCP: 20
DIAMETER: 200

Total TLS Proxy Sessions
Established: 822
Platform Limit: 1000

Ea~< K gy R = B
74Tk WAL — R NEeERL.AB—HNV AT Iy Z7iEHEORITE F721%
F— ST EBELET,
ctl-provider CTL 7u A X — [ VAR AEERL TN X —aLT 4 X

L—yary E—REBHBLET,
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show running-config
tls-proxy

FTRCEFITEESINSETLS 70X 0FETFaLy 7 X2l — g
VERRLET,

tls-proxy

TLS 72Xy f VAF UV ABRTEREL KKy Y a VEERELET,
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show track

TF2UT 4 LULEESLA) F T vX S FTav ARNBW LA T Y =7 MCBET A RE
FRTBI121%,. 22— EXEC £— KN Cshow track =~ FZfEH L £,

show track [track-id]

WX DN

track-id

FSwXr S MY 7Y FIDEE (1 ~500),

F 7 %)V b

a<w s RKE—F

track-id IMETE SRS T2 AR TR TO N T v xR o7 A7V =7 MIEATLHERNERRS

nNET,

WORIZ, a~ REANTEE—FERLET,

avw v RFE—F

TZ7AT TF—)V
£—F X2V T4 aALTFER R

< )LF
hT R avTE
N—T v R | TV I | R B AT A

. —% EXEC

. A |— .« I~ -

a< v Nk

Bl

JYy—2=

EENE

7.2(1)

Zoawy FpBEMEnE L,

&IZ  show track =1~ >

ciscoasa(config)# show

Track 5

ROHABZR L ET,

track

Response Time Reporter 124 reachability

Reachability is UP

2 changes, last change 03:41:16
Latest operation return code: OK

Tracked by:

STATIC-IP-ROUTING O

EEa~r R

a<w v R

B!

show running-config
track

EiTary7 X2l —arDtrackrtr 2~ REFRRLE T,

track rtr

SLAZR—=V o 7 F520D N7 vx 7 o ) #ERLET,
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show traffic

AVE—T 2 A ADKET VT AT 4 EZET 7T 4 ©T 4 FART DI, i EXEC

F— R C show traffic =~ > RZMH L £7,

show traffic
O Coawy RIEBIEELITIF—TU—RIIH Y 8 A,
574/ b T 7 4V N OEBECHEIEH Y AL
a<v v RFE—F WDOFRIZ,a~w REAJJTEAE—RRERLET,
T7AT Ut —)V
T—F X2V T 4 aTFHAB
< JVF
FF AR T

gy RE—FR N—T v R | TV U | A B AT A

¥4 EXEC o X%fhia o X%fhia o X%fhia o X%fhia o X%fhia
= NIgHE yy—= ERNE

7.2(1) ASA 5550 O AIANEMENE Lz,

9.3(1) WEA X —T 2 A ADEK T T4 v 7 O IIRNBIMENE LT,

9.5(2) SCTP BLSCTP A > 227 g UNEEMA I BIESNE L,
FEHEOHTA KS  show traffic =~ > NiZ.show traffic 2~ FREBICAN SN RS EIZASA BA T4
AL NI o TR A X —T oA AFRB LT Ny PO ENA M EEERLET,

BRI ASA DNEFTDO Y 7' — FUBE A T A 17> TH S OFGBEBRE T4 (ERTo ) 7 — k
PIBEIZ clear traffic =2~ > ROBATTENTWRWEE), 2~ RBRATENTWEEEIZ. 2~
VRBATENTZEEE NS OB & 2 9,

ASA 5550 D4 show traffic =2~ > RE2EITTHERAT Y FTEDEHANL—T v FHFERS
NWETASASSS0 DAN—T v R KIZTDHIZIE. N T 7 4 v 7 B A0y MIH—ITHoT
HVENBYET, ZOENE. T 7 4 v I BRE T L TWENE I DEHRT DDITK
DAY Sl

MBA VB —T 2 A ADEK ST T 4 v 7 BRRT HITIL AT sysopt traffic
detailed-statistics =~ N2 AN LT, ZOHEEEZ A 2T HILERH D F7,
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il &Iz show traffic =~ > RO AHl %2R LET,
ciscoasa# show traffic
outside:
received (in 102.080 secs):
2048 packets 204295 bytes
20 pkts/sec 2001 bytes/sec
transmitted (in 102.080 secs):
2048 packets 204056 bytes
20 pkts/sec 1998 bytes/sec
EthernetO:
received (in 102.080 secs):
2049 packets 233027 bytes
20 pkts/sec 2282 bytes/sec
transmitted (in 102.080 secs):
2048 packets 232750 bytes
20 pkts/sec 2280 bytes/sec
ASA 5550 DHA KDOT F A MPRBICERINET,
Per Slot Throughput Profile
Packets-per-second profile:
Slot O: 3148 50%|****************
Slot 1: 3149 50%'****************
Bytes-per-second profile:
Slot O: 427044 50%'****************
Slot 1: 427094 50%|****************
WIS EA 2 5 =T = A AR LT 7 4 v 7 ITEM S B 2R LET
IP packet size distribution (values listed in percentages)
Total Packets = 1278:
32 64 96 128 192 256 512
00.0 43.5 10.4 10.1 26.1 01.4 03.6
1024 1536 2048 4096 8192 9216
03.6 06.6 00.0 00.0 00.0 00.0
Protocol Total Conns Packets Bytes Packets Total
———————— Conns /Sec /Conn /Pkt /Sec Packets
SCTP 0 0.0 0 0 0.0 0
SCTP-inspected 0 0.0 N/A N/A 0.0 0
TCP 8 0.2 98 215 26.8 1279
TCP-inspected 0 0.0 N/A N/A 0.0 0
UDP 3 0.0 0 90 0.0 2
UDP-inspected 5 0.0 1 189 0.0 56
ICMP 0 0.0 1 98 0.0 2
ESP 0 0.0 N/A N/A 0. 0
P 0 0.0 N/A N/A 0.0 0
Total: 16 0.2 22 207 26.8 1433
Last clearing of statistics: Never
MEa<r R a<w R B

clear traffic

£7

RETIVT 4 T4 BT I/7T 48T 4DV 2%y FL
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