S

show running-config =~ > K> show
sw-reset-button =~ R£ T

show running-config

ASA FCHIEFEITENTWA L 7 4 X al—3a 2R ATHITIE S EXEC E— R T
show running-config =~ > F&fiH L £,

show running-config [all] [command]

B OB all T AN e E) BERERREERLET,

command BrEoa<y FICEBEMITON-ary 74 X2l —YaraEzRrLE
I ATBEZr =~ > RIZ-2W Tl show running-config ? % i | L C
CLI VT LTS a0,

74/ b T 7 4V N OEERLEITDH Y AL

a<w s RE—F WORIZ. a~ REANTESE—FexRLET,

TrAT VA —IV
T—F X274 ayTFHAB
< VT
T AR =N
a<wy RE—F N—Fo K| TVrbh [P | Rb VAN
¥5HE EXEC o Xt o Xt o Xt o Xt o X%
o REgRE JYy—=x ERNE
7.0(1) o<y RpBEMEnE L,
8.3(1) B s b ST XA U — R AICBMEnE L,
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# |

JY—= EEANE

9.7(1) Zoa<wr ROMBE IPVE6 7 R LA TRE ST syslog b — 3% %
%Li‘a‘o

EREDOHA FZ

fv

()

Bl

9.13(1) o TLARMUREDFHFMMAHNTEENTVET,

e HLWwawy N:RESNEZT 0y 7 A X (F 7 /v MEER
<) %FT 5 tftp blocksize 2V EM I E Lz,

show running-config =~ FIZ ASADAEVIZHDT /T 47 HRar7 4 Fab—a(fk
fraflcar 74 Xab—va v OEREGL) #RRLET,

ASADT7 Ty va AFVIREFEENT a2 7 4 F 2 b— a3 rEFRRT 5I21E, show
configuration =~ > K& L £9,

show running-config =~ > RO 1 TIE XA T — ROBE AL A X2—T AN T 4 B—T L h
WG U TR AY = RBESL. A7 (E137 V7 TF A FORETERRINET,

ZOavwy REFEHALTASA ~DOEFEFIIREXITo-HIT. a7 4 Falb— 3
ASDM i< RBRERENE T,

ASA U U —2R93TT 4 &—7/VZAEHT S 7 error-recovery disable D7 7 4 /L K T3, %D
72 %, WebVPN error recovery 737 7 /b MED 54 show running-config =~ > Ni%
error-recovery disable % CLIZ XRT DL IRV E L MEO VT T NAY 2—T 4V THEZ
VAADT I ZAN T VAB LA BN ORBRVRY ( ZET =T D EE
WL TEBLZEaHELET,

ASA9.13() LR, Z D a~< 2 ROWINZIZT L A MY OFFMINE 4TV E L7z, show
running-config =2~ > NiZIX, 7 L A MU —EZ2DTFT 7 4 /L FADOFRGE (no service
telemetry) DA NRREINE T all 2~ REEHTHE T 740 DT LA MU —ERAFE
ED IR RINET,

& 1Z . show running-config =~ > KO 1l 2Rk L £,

ciscoasa# show running-config
: Saved

ASA Version 9.0(1)
names
|
interface Ethernet0
nameif test
security-level 10
ip address 10.1.1.2 255.255.255.254
|
interface Ethernetl
nameif inside
security-level 100
ip address 10.1.1.3 255.255.254.0
|
interface Ethernet2
shutdown
no nameif
security-level 0
no ip address
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interface Ethernet3
shutdown

no nameif
security-level 0
no ip address

!

interface Ethernet4
shutdown

no nameif
security-level 0
no ip address

!

interface Ethernet5
shutdown

no nameif
security-level 0

no ip address
|

enable password 8Ry2YjIyt7RRXU24 encrypted

passwd 2KFQnbNIdI.2KYOU encrypted

hostname examplel

domain-name example.com
boot system flash:/cdisk.bin

ftp mode passive
pager lines 24
mtu test 1500
mtu inside 1500

monitor-interface test
monitor-interface inside
ASDM image flash:ASDM
no ASDM history enable
arp timeout 14400

route inside 0.0.0.0 0.0.0.0 10.1.1.2

timeout xlate 3:00:00
timeout conn 2:00:00 half-closed 1:00:00 udp 0:02:00 icmp 1:00:00 rpc 1:00:00 h3
23 0:05:00 h225 1:00:00 mgcp 0:05:00 mgcp-pat 0:05:00 sip 0:30:00 sip_media 0:02

: 00

timeout uauth 0:00:00 absolute

http server enable

http 0.0.0.0 0.0.0.0 inside

no snmp-server location
no snmp-server contact

snmp-server enable traps snmp

fragment
fragment
fragment
fragment
fragment
fragment

telnet 0.0.0.0 0.0.0.0 inside

size 200 test
chain 24 test
timeout 5 test
size 200 inside
chain 24 inside
timeout 5 inside

telnet timeout 1440
ssh timeout 5
console timeout 0

group-policy todd internal

class-map inspection_default
match default-inspection-traffic

policy-map abc_global_fw_policy

class inspection_default
inspect dns
inspect ftp
inspect h323 h225
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inspect h323 ras
inspect http
inspect ils
inspect mgcp
inspect netbios
inspect rpc
inspect rsh
inspect rtsp
inspect sip
inspect skinny
inspect sglnet
inspect tftp
inspect xdmcp
inspect ctigbe
inspect cuseeme
inspect icmp

|

terminal width 80

service-policy abc_global_fw_policy global

Cryptochecksum:bfecf4b9d1b98b7e8d97434851f57el4
end

X Z . show running-config access-group =~ > KOH Nl Z R L F9,

ciscoasa# show running-config access-group
access-group 100 in interface outside

YXIZ . show running-config arp =~ > FOH 2R L £ T,

ciscoasa# show running-config arp
arp inside 10.86.195.11 0008.023b.9893

BEa~< R a<y R = B

clear configure FITary 7 4Xal—varx2 77 LET,

show configuration AB—K T v ary7 4 ¥al—rarx=FR nr0ET,
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show saml metadata

WX DN

a<w U RF7+
VI

a<v s RFE—F

SAML A X F—ZD hv )V TV—T 4 %F R LET,

show saml metadata tunnel-group-name

SAML X Z 5 —X %2 FR_TDH M RN T)—TDL4RTEATTLET,

77 4 b OBIERMHITH D FTHE A,

WORIZ. a~ REANTESE—FeRLET,

TrAT VA —IV
T—F X2V T 4 aTFHAB
< JVF
P AR =S
a<wy FE—F N—Fo R | TV (VI |RXb AT A
Ja—\)ar7Z 4 FXal— | e XS o XIS I S I S LI S
va v
= NgHE yy—= ERNE
9.5(2) Zoawy RRBMMEnE Lk,
FEREOHTA RS HBEDOR XL Z—TF0D SAMLSP DA ZF—2 %Ki LET,
A4
il show scansafe server =~ > ROV 7 VH N RIZRLE T,
ciscoasa# show saml metadata saml_sso_tunnel_group
BEa~< R a<v R =4 B
saml idp R4 M)A MR EINTZ2—HF LT N—T DA AT g v

7T A =y TR LET,
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# |

show scansafe server

I3 RWebtXa T 4w Fuxs h—R_"DORATFT—F 2 &K RT HITIL FHEEXEC E— R T

X DN

a<w  RF 7+

JV b

a<v v RFE—F

show scansafe server =~ > R&Z{#HH L £,

show scansafe server

Zoa<wy NIZEBIEERIZF—U—RIIH Y T8 A,

77 4 b OBIERHITH D TE A,

WORIZ. a~ REANTESE—FeRLET,

T7AT UH4—
F—F X274 aTFHALB
< JVF
A ayvFR
a<w R E—F N—T v R | TV YT R R VAT A
Fa—/N) ar7 4 FXalb— | e XS o 3t o 3t o 3t o 3t
va v
o< RER JY—2R EEAR
9.0(1) o<y RpBEMEnE L,

ER EDOTA FF

Ay

Zoawy RIX Y —AABBIEDOT 77 4 7 =N Ny 77 T =N FITBIEREON
THNTHLIN Y —RORAT—H ZZ2FK R LET,

2ILF arTFHFARNET—FRTIRE.ZOa~v 2y RO L, ScanSafe — NZBFET HE o
TFEAPNOHWEICE-> TRV ET EHa T2 NI EMMICR—Y 272347 LT,k
T 7 4 v 7N ASA iR L TV R WIEAIT ScanSafe — 3037 v LTV AN E D I E HERR
LET . AR—V 7B ITORBITERERAT T IS DICEESN THWET, £ E#HaTF A b
1%.ScanSafe Z UV —|CX%—F T 54 T EEEFELET,

show scansafe server =~ . ROV 7 VH D ERIZRLE T,

ciscoasa# show scansafe server
ciscoasa# Primary: proxyl97.scansafe.net (72.37.244.115) (REACHABLE)*
ciscoasa# Backup: proxyl37.scansafe.net (80.254.152.99)
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(FEESTEAN

a<wv R

B!

class-map type inspect
scansafe

RUA MY R MZRBENTZ2—F L IN—T DA AT g
75 A < EERLET,

default user group

ASAICASTL 22 —FDT AT T 4T 4 % ASA DB TE 22
BEDT 74NV hDZ—FHRL T N—TEEELET,

http[s] (/X7 A — %)

A ART gy R =<y T OV —E R X A7 HTTP £7-i1%
HTTPS) # {58 E L £ 7,

inspect scansafe

DI TADRNT T 4 v 7K TDHI7T7 TR Web X T 0 A2
ARG avEAFR—T NI LET,

license

FEROEETCOMMEZRTIZD ASAN T T 7 FWeb X2 U T ¢
TaXy b= NCEET IR R ELET,

match user group

=P ELFIN—TERTA PR MERELET,

policy-map type
inspect scansafe

A VART g R =~y T EERTHE =L DT DI
BNRGA—BEBRELMAEETARIA ) A NE@AITEET,

retry-count

B TREEA AN LET, ZOEIX ATHMEZ T = v 7 325701,
777 RKWebtXal T4 7axy =RV 7T 500
ASA SRS DRI T,

scansafe VAF ALTFHXARN T RTE. AT FARDEILZ T YR Web
TF YT 4 BRI LET,
scansafe WHZ T REWebtXx=lT 4 =N A7 armkE LET,

general-options

server {primary |
backup}

TIA<VERLEGEIARN I T TDITTT RWeb X2 UT 4 Tk
VY= RNOBEEM N AA VA EIZIPT RLAEZHRTELET,

show conn scansafe

RKXLFDZ 77 TR ENTZEIITTRTOI T T KWebEF=al
T A ERERRLET,

show scansafe
statistics

Bt EBUED hip Bt 2 FHR LET,

user-identity monitor

AD ==V 2V "B E L= EREI I N —TFERE L U
o—RLET,

whitelist

o774 DITATHRYA NIANT 7 a a2 FITLET,
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show scansafe statistics

WX DN

avw U RFT7+
VIS

a<v v RFE—F

77U RWebtxalT7 4 777487 0 ICHTDIERERRT HITIL FFHE EXEC E— R T
show scansafe statistics =~ > R&2HEH L £,

show scansafe statistics

Zoavwy FIEBIEERIZF—U—RIIH Y A,

77 4 bOBERHITH D THE A,

WORIZ. A~ REANTESE—FEeRLET,

T7AT Ut —)V
F—F X274 aTFHALB
< JVF
kT oz avTFR
awy R E—F a2 A A DAY & S AT A
Jua—nN)ar7 4 Xalb— | e XS o Xfiis o ity |— o 3t
va v
o KR JJ—2R EEAR

9.0(1) o<y RpBEMEnE L,

BAEOHA £
Ay

show scansafe statistics =~ > RiZ. 7o ¥ $—R U XA L7 N ENLFEFGR BEY 24
L7 FENTWDOHERE AT A P R MIGRH SN TV DR R ED 7 T K Web £ =
V7rg4 77747 4 ICETEHRERLET,

K1z . show scansafe statistics =~ > FOH 2R L £,

ciscoasa# show scansafe statistics

Current HTTP sessions : 0

Current HTTPS sessions : 0

Total HTTP Sessions : 0

Total HTTPS Sessions : 0

Total Fail HTTP sessions : 0

Total Fail HTTPS sessions : 0

Total Bytes In : 0 Bytes

Total Bytes Out : 0 Bytes

HTTP session Connect Latency in ms(min/max/avg) : 0/0/0
HTTPS session Connect Latency in ms (min/max/avg) : 0/0/0
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(FEESTEAN

a<wv R

B!

class-map type inspect
scansafe

RUA MY R MZRBENTZ2—F L IN—T DA AT g
75 A < EERLET,

default user group

ASAICASTL 22 —FDT AT T 4T 4 % ASA DB TE 22
BEDT 74NV hDZ—FHRL T N—TEEELET,

http[s] (/X7 A — %)

A ART gy R =<y T OV —E R X A7 HTTP £7-i1%
HTTPS) # {58 E L £ 7,

inspect scansafe

DI TADRNT T 4 v 7K TDHI7T7 TR Web X T 0 A2
ARG avEAFR—T NI LET,

license

FEROEETCOMMEZRTIZD ASAN T T 7 FWeb X2 U T ¢
TaXy b= NCEET IR R ELET,

match user group

=P ELFIN—TERTA PR MERELET,

policy-map type
inspect scansafe

A VART g R =~y T EERTHE =L DT DI
BNRGA—BEBRELMAEETARIA ) A NE@AITEET,

retry-count

B TREEA AN LET, ZOEIX ATHMEZ T = v 7 325701,
777 RKWebtXal T4 7axy =RV 7T 500
ASA SRS DRI T,

scansafe VAF ALTFHXARN T RTE. AT FARDEILZ T YR Web
TF YT 4 BRI LET,
scansafe WHZ T REWebtXx=lT 4 =N A7 armkE LET,

general-options

server {primary |
backup}

TIA<VERLEGEIARN I T TDITTT RWeb X2 UT 4 Tk
VY= RNOBEEM N AA VA EIZIPT RLAEZHRTELET,

show conn scansafe

RKXLFDZ 77 TR ENTZEIITTRTOI T T KWebEF=al
T A ERERRLET,

show scansafe server

P NBUEDT I T 4 7 F =Ny 7T T PN E o g
REDONWTNTHEIN P — DA TFT—F 2 EFH R LET,

user-identity monitor

AD ==V 2V "B E L= ERIEI I N —TERE L U
o—RKLEJ,

whitelist

o774 7DITATHRYA NIANT 7 ala®FITLET,
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# |

show sctp

HIFE @ Stream Control Transmission Protocol (SCTP) Cookie & 7 Y v —3 g VAR BT,
¥##E EXEC € — K Cshowsctp 2~ R&EMHH L E7,

show sctp [detail]

WX DN

F 7 %)V b

a<v RFE—F

detail

SCTP 7Y vx=— a BT I3 MEREEZRLET,

77 4 b OBIERHITH D FHE A,

ROKIZ, 2~ FEANTELHEF—RF2RLET,

T7AT U+ —IV
T—F X2V T4 aVTFRAD
< JVF
b T VAR T X
avwv FE—F N—FT v N |TLrh 7N | R b AT b
¥iHE EXEC o Xfits o Xt o Xt o Xt |—
o< N JY—2= EEAR

9.5(2) Zoawy RpBEMEhE Lz,
9.7(1) PRI AT AR = EBEDOA M) — A BRI T L—A

ER EDOTA FF

AV

4l

U7 e TNVCETDERPEEND L OITRY LT,

show sctp =~ > F{Z.SCTP Cookie & 7 V¥ T —3 a VZHEATHHEMEF R L £,

KIZ show setp 2~ > RO NHlZR L ET,

ciscoasa# show sctp

AssocID: 2279da7a
Local: 192.168.107.
Remote: 192.168.108.
AssocID: 4924f520
Local: 192.168.107.
Remote: 192.168.108.

11/20001
11/40174

11/20001
11/40200

(ESTABLISHED)
(ESTABLISHED)

(ESTABLISHED)
(ESTABLISHED)
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KIZ  show sctp detail =~ > KO B2 R L ET,

ciscoasa(config)# show sctp detail

AssocID: 8b7e3ffb
Local:

Receiver Window: 48000
Cumulative TSN: 5cbé6cd9b
Next TSN: 5cbé6cd9c
Earliest Outstanding TSN:
Out-of-Order Packet Count:

192.168.100.56/3868 (ESTABLISHED)

5cb6cd9c

0

Remote: 192.168.200.78/3868 (ESTABLISHED)

Receiver Window: 114688
Cumulative TSN: 5cb6cd98
Next TSN: 0

Earliest Outstanding TSN:
Out-of-Order Packet Count:

5cb6cd9c

0

9.7(1) 6 FEMIZRH NI VTR —I T BEOA N —ABL R T7 L —A UT BTV
BT AHEMNEGEEND LI E L=,

asa2005# show sctp detail

AssocID: 2e590263
Local:

10.0.103.250/50000 (ESTABLISHED)

Multi-homing IP's: 10.0.103.251(10.0.103.251)

Receiver Window: 106496
Cumulative TSN: bf0a3180
Next TSN: 0

Earliest Outstanding TSN:
Re-ordering queue:

Stream ID 3: next SN 10, first/last queued SN 11/16, hole SN:

Stream ID 4: next SN 10, first/last queued SN 11/16, hole SN:
Remote: 10.0.102.250/3868 (CLOSED)

Multi-homing IP's: 10.0.102.251(10.0.102.251)

Receiver Window: 106496

Cumulative TSN: 91545916

Next TSN: 0

Earliest Outstanding TSN:

Re-ordering queue:
Secondary Conn List:

10.0.102.251(10.0.102.251):3868 to 10.0.103.251(10.0.103.251) :50000

10.0.103.251(10.0.103.251) :50000 to 10.0.102.251(10.0.102.251) :3868

10.0.102.250(10.0.102.250) :3868 to 10.0.103.251(10.0.103.251):50000

10.0.103.251(10.0.103.251) :50000 to 10.0.102.250(10.0.102.250) :3868

10.0.102.251(10.0.102.251) :3868 to 10.0.103.250(10.0.103.250) :50000

10.0.103.250(10.0.103.250) :50000 to 10.0.102.251(10.0.102.251) :3868
Ea~<v K gy R = B

show local-host

A H =T 2 A AT LI, ASA B CTHRIZHENL L TV AR A b

WERRLET,

show service-policy
inspect sctp

SCTP A v AT L a v OWHEREERLET,

show traffic

LET,

A B =T 2 A AT LI Bl A VAR v a v OREEHIE#RE TR
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# |

|
show service-policy
=2 R —HEHE#R A KT D121 7 EXEC “E— R T show service-policy =~ > N %
R L £,
show service-policy [global | interface intf] [csc | cxsc | inspect inspection [arguments] | ips |
police | priority | set connection [details] | sfr | shape | user-statistics]
show service-policy [global | interface intf] [flow protocol {host src_host | src_ip src_mask}
[eq src_port] {host dest_host | dest_ip dest_mask} [eq dest_port] [icmp_number |
icmp_control_messagel]]
L DA csc (FFva)ese a~y RagheRY o —ICHETA3MERELFRL

£,

CXScC

(A7 v aexse a~y FaEgtedR ) o—ICHT 23 MEREEFERL
E

dest_ip dest_mask

flow ¥ — 7 — RNICHTA5LEIPT FLABLIR NS 7 v Y 77—
DFXy "< AT,

details (#4733 »)set connection Xx—V — FOHE 7 T4 7 NI O
BRIREN A R —T NVIRGEIWC . 774 T N EOEREREERL
E

eq dest_port flow X — U — FOLAE. ZOHEICE LW g —O%5E R — MNMIHY L
e

eq src_port (FF v a)flow F—U— FOBE. ZOFEICE LW T o0 —DEET

A— MY LET,

flow protocol

(K72 a)550F 7N (Fr haL EELIP 7 FL A EET
He N FESEIP 7 R LR g8 d— b)) TR SN B 1 E 7 m—Ic 5
THRYV—%RLET . ZOa<vwr KNEFHTHE —ERX K
V= ar 74X alb—a ko TOLERY— B RANERE OB
iRt SN Z L 2R TE ET,
TH—=N5ODFTNELTRINDTED, TXTORY —NHR—
FENDIDITFTIEFEREAMKDY R — bRRFY —N—F L FET,

e match access-list

e match port

e match rtp

e match default-inspection-traffic

global

(A7va)thar7a—r v RY —IZHIRLET,

host dest_host

flow ¥ —U—FIZHTDH T 74 v 7 7u—0OKRARMIEIPT FLA,

host src_host

flow X —U—RIZHTHITFT 747 7u0—0DFAMEEFEILIPT R
LA,

icmp_control_message

(FFva)7a handt LTICMP 2 8E L7254 O flow F—
TJ—RIZKH LT . I 74 v 27 7u2—0 ICMP §lIfil A vt — % EE
LE9,

icmp_number

(A7 ar)7a bands LTICMP Z3E LIZEE D flow % —
U— Rk LT I 74 v 27 78— ICMP 7u f a V&S5 EE
LET,

CiscoASA V'V —X a<w R U777 LR Sawr
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57 )V b

a<v s RFE—F

inspect inspection

[arguments]

(7> a V)inspect 2~ REETARY o —ICBT 253G HZ &
RLUFETLFEME 7 TIL, —#80D inspect =~ > RiZHAR—hSh
N TXRTDA VAN v a riERRT DI S EEHE I
show service-policy =~ > REZEH L ET KA AT T a T
TEDHIBITHRR Y ET 35OV TIT.CLI~NV T 2SR LT
AN

interface intf

(FEE)inf BIECHRE LA V2 —T 2 AT SNDHRY) —%FK
ARLETintf IX nameif 2~ RCER LA VX —T =1 A4 TT,

ips (A7 ar)ips a2~y RaEaieR ) V—ICBT 23 MIER A2 F R L
£7,

police (7 a V)police a2~ FEGFTeR Y —ICEAT L 3MIE#RE &R
Li‘a—o

priority (A7 a »)priority 2~ REETRY —ICBT 25EMIEH 2 F

%Lij‘o

set connection

(A7 3 2 )set connection =~ > K& &TeR U o —IZBE4 2 MG
WEERLET,

sfr

(A7 a)sfr a~r REEeR Y o —ICBET D 3EMEm a2 FR L
£9,

shape

(A7 a v)shape 2~ RaEdieR ) o —ICBT 253G H 2 &R
LET,

src_ip src_mask

flow ¥ — U — NIZHTAEETLIP T RLABIV NS 74 v 7
n—TCHHIND Ry h~vRA7,

user-statistics

(7" 3 v )user-statistics 2~ K& &R Y o —I(ZB8T B 361
WERRLET . ZOavy NI TAT T 474 77 AT T 4—
BT 22—V R E2E R LET, 2T BN L2 —W
DEERT Y MELEE Fe vy 78 ZE 7y MBI OEE R
2y THNEENET,

BIBERELRVWES . Z0a~vy RIZTRXTos7/a— L R V=B v F—T = A A

N —%FRLET,

WORIZ. a~ REANTESE—FexRLET,

T7ATUH—IV
T—F X274 ayTFHAB
< IVF
[NV S oL
a<wy RE—F N—7v R |7vryh |7 (Rb VAT A
Fi#E EXEC o X o X o Xt o X |—
av v gt JJy—2= EHENE
7.0(1) Zoavwy RBNBEMEnE L,
7.1(1) esc F—U— RKpnBMEnE Lz,
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# |

JJ—2 EENE

7.2(4)/8.0(4) shape ¥ — U — R EMS N E Lz,

8.4(2) TATUT AT 4 7 74T U4 —/LHOD user-statistics ¥ — 7 — KD
PAR— P EMEIE LT,

8.4(4.1) ASACX EV 2—/LH®D exse ¥ —U— ROV R— FRBINSLE LT,

9.2(1) ASA FirePOWER £ = — /LD sfr ¥— U — KDY R — F 3B E
NE L,

9.5(2) inspect sctp 35 X ) inspect diameter ¥ — 7 — R2VBMEvE L7z,

9.6(2) inspect stun 35 J (" inspect m3ua {drops | endpoint ip_address} % —
U— RpREBMMESE LT,

9.7(1) inspect m3ua session % — 7 — K L inspect gtp pdpmcb teid reid ¥ —

T— RKPEBMENFE LI, T KRNV —IVDHIRN T TA <7D
720 64 05 1281251 & EiFoivE Lz,

9.10(1) dns AT 5 detail F— 7 — 28BS FE L 7=, Cisco Umbrella (2
AR T S DT T I g V= S

FEREOTA RS

A

Bl

show service-policy =~ > FODHJIZFRKIR S 15 WK DT class-map =~ > NI X - T

BINENT T4 07 v T TIC—BTHA L H—T oA A~D FIEER O Z R~ LT
b‘iﬁ‘ fembryonic-conn-max |7 4 — /L RIZIZ . EV 2T R v— 7L —AU—7 #FHHT Dk
774w TR L&“iéf{bﬁﬁfﬁ*ﬂiﬁﬁﬁmfﬁ' PRAEZSF R SV E T, R S 2 BUED W
B IR R L FE LW A  ETIERKEZBE X TW DA 8 L TCP ##i2° class-map
av U RCLoTERSINIZ NI T 4 v 7 ZATIZ—T D L ZOHERIZx LT TCP 175%
EREHSNET,

AT A4 X2 alICH LT —ERA R —OERE MG EIX. T X TOH L0
mMTH LW —E R RN o—0nH I ET, BT O T, %@@‘ﬁﬁ%ﬁiéﬂtﬂ%ﬁﬁf 4
EINTWERY U —DfHREIT SN E 9, show 2~ RO IZIE, ORI 2
TFT=ANEGFENTWHERA, - 21X, /l’/ﬁ 7 A A5 QoS “*j‘*—l:X AU —mHIEEL,
B LTz/N—2 g &2 BB L7=%4  show service-policy =2~ > RIZIZ #f LW —E R K
U —IZ—83 28 LWk %@HT%%ﬁJ@Sﬁ?/&tJmﬁ%Téﬂi?‘EPT)
U—DRETFOEG I o~ FHEOICIEFRRENRLS RV ET . T _XTCOERNFT LR Y >—
EMEFEIHEAT L LI BIEOEGZMEL T LVWARY o—2H L THEER TS L)
12 L £9 . clear conn F 7217 clear local-host =~ FEZZSMR L T 2 &V,

inspect icmp ¥ X UM inspect icmp error &R U > —DFE Ny MUIZIF a—FER Ay R E
ISENT  NOBRNEFEENET,

K12 . show service-policy global =1~ > KD Nl Z R~ L E T,

ciscoasa# show service-policy global

Global policy:
Service-policy: inbound_policy
Class-map: ftp-port
Inspect: ftp strict inbound_ftp, packet 0, drop 0, reset-drop 0
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K12 . show service-policy priority =~ > RO 1l Z/R L E 7,

ciscoasa# show service-policy priority
Interface outside:

Global policy:
Service-policy: sa_global_fw_policy

Interface outside:
Service-policy: ramap
Class-map: clientmap
Priority:
Interface outside: aggregate drop 0, aggregate transmit 5207048
Class-map: udpmap
Priority:
Interface outside: aggregate drop 0, aggregate transmit 5207048
Class-map: cmap

& 1Z . show service-policy flow =1~ > RO Nl %R L ET,
ciscoasa# show service-policy flow udp host 209.165.200.229 host 209.165.202.158 eq 5060

Global policy:
Service-policy: fl_global_fw_policy
Class-map: inspection_default
Match: default-inspection-traffic
Action:
Input flow: inspect sip

Interface outside:
Service-policy: test
Class-map: test
Match: access-list test
Access rule: permit ip 209.165.200.229 255.255.255.224 209.165.202.158
255.255.255.224
Action:
Input flow: 1ids inline
Input flow: set connection conn-max 10 embryonic-conn-max 20

K12 . show service-policy inspect http =~ > KO /165 %/~ L £ 9, Z OF| Tl match-any 7 7
A < w 7WNO match 2~ > K2 L ICHFHERAE RSN E T,

ciscoasa# show service-policy inspect http

Global policy:
Service-policy: global_policy
Class-map: inspection_default
Inspect: http http, packet 1916, drop 0, reset-drop 0

protocol violations
packet 0

class http_any (match-any)
Match: request method get, 638 packets
Match: request method put, 10 packets
Match: request method post, 0 packets
Match: request method connect, 0 packets
log, packet 648
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# |

BED CPU a7 2 L TWET NS ADEE X vy 7 RIRHO D 20360 £946F
ENDT— ARG EERITEROaTIC > THEHARER D . TN G 2 Ri#ET L0 v
I A= ZLMMERENE T aT7iiey 7 ORGICER TS E . 2y 7 OREEZFERITLE
Tomy TR T 2L BATN R T 5 LT ENET,

ciscoasa# show service-policy

Global policy:
Service-policy: global_policy
Class-map: inspection_default

Inspect: esmtp _default_esmtp_map, packet 96716502, lock fail 7, drop 25,
reset-drop 0
Inspect: sglnet, packet 2526511491, lock fail 21, drop 2362, reset-drop 0

K12 . show service-policy inspect waas =~ > KO H /B %7~ L9, Z OFI Tl waas DFEHE
WARTRINET,

ciscoasa# show service-policy inspect waas

Global policy:
Service-policy: global_policy
Class-map: WAAS
Inspect: waas, packet 12, drop 0, reset-drop 0
SYN with WAAS option 4
SYN-ACK with WAAS option 4
Confirmed WAAS connections 4
Invalid ACKs seen on WAAS connections 0
Data exceeding window size on WAAS connections 0

WIZ.GTP A > AT v a v OfaHE#RER R T~y ReErRLET HAITON T,
#£ 12-1 TS TWET,

firewall (config)# show service-policy inspect gtp statistics
GPRS GTP Statistics:

version_not_support 0 msg_too_short 0
unknown_msg 0 unexpected_sig_msg 0
unexpected_data_msg 0 ie_duplicated 0
mandatory_ie_missing 0 mandatory_ie_incorrect 0
optional_ie_incorrect 0 ie_unknown 0
ie_out_of_order 0 ie_unexpected 0
total_forwarded 67 total_dropped 1
signalling_msg_dropped 1 data_msg_dropped 0
signalling_msg_forwarded 67 data_msg_forwarded 0
total created_pdp 33 total deleted_pdp 32
total created_pdpmcb 31 total deleted_pdpmcb 30
total dup_sig mcbinfo 0 total dup_data_mcbinfo 0
no_new_sgw_sig_mcbinfo 0 no_new_sgw_data_mcbinfo 0
pdp_non_existent 1
& 121 GPRS GTP #71E#
AT BD~y F— LA
version_not_support PR—FENTWVWARWGTP N—V gy 74—
IV REFFONT y NOEERRLET,
msg_too_short REM 8L hEOENAY y bRk ETR
LET,
unknown_msg TR A T DA v e—VRERFLET,
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Z 12-1 GPRS GTP #7Hg# (%t &)

BT ED~y H—

B

unexpected_sig_msg

FHL2WS T T A=V AERT
LET,

unexpected_data_msg

FTHILWTF =% Ay —UHERRLET,

mandatory_ie_missing

VBB HREZIE)BNRELTNDERA vE—
BAaAFRLET,

mandatory_ie_incorrect

RIEZR T XD AN W F (IB) /oA v
=V EFRLET,

optional_ie_incorrect

e A7 T a UIERERE) ZFFO A v
- ERRLET,

ie_unknown

ARG RERAE) 2RO A v — Ve R
ALET,

ie_out_of order

I E 0 TrRVMERESE (E) 2FFD A »
v —CHEERLET,

ie_unexpected

T L2 WEREFE(E) 2> A v —V%
FKRLET,

ie_duplicated

HELIERERUE) 2 /oA vt —VH%E
FoRLET,

optional_ie_incorrect

REREROF T a L 1EHESE IE) 2>
Ayt —UKERRLET,

total_dropped

Fey 7ENTA =083 ER R L
9,

signalling_msg_dropped

Ky 7E3NTEEFA =V EaFRRL
\i—a_‘o

data_msg_dropped

Ky &Ny —4 Ave—UHEHRRFL
ij‘o

total_forwarded

HRIE SILTZ A v E—V ORI ERTLET,

signalling_msg_forwarded

BRI S NG A v E—VHAERTLET,

data_msg_forwarded

HRIE SN T —F A=V HERRLET,

total created_pdp

e &tz 37 v b 5 —% 71 | 2L (PDP)
FRERT T — a7 A MOEEHEEER
Li‘a‘o

total deleted_pdp

HIfRSN7=7r >y v 5—% 7 v b a1 (PDP)
FEIRT T — 3T XA NOFEHEAEER
LET,
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Z 12-1 GPRS GTP #7Hg# (%t &)

BT ED~y F— Bk

total created_pdpmeb IRBHDT 4L Rix, KR TH B PDP

total deleted_pdpmcb < AX—HfHT ey 7 OFFICEEL TWE
N T INDLDA T T TNy a—T

total dup_sig_mcbinfo VIITICY AT T =Hh L BR— T

total dup_data_mcbinfo Lo, = N2 —FITIXEBEOM

RITHY £HE A,

no_new_sgw_sig_mcbinfo
no_new_sgw_data_mcbinfo

pdp_non_existent HFELRVPDP 227 % 2 Mokt LTE L
TtAvE—VEERRILET,

WIZ.PDP 2> 7 XA MIBT M ER T Ha~v RERLET,

ciscoasa# show service-policy inspect gtp pdp-context
1 in use, 32 most used

Version TID MS Addr SGSN Addr Idle Timeout APN
v2 2692026893437055 10.0.0.1 10.0.0.11 0:00:11 0:04:00
gprs.example.com

ASA9.6.2 LI GTPPDP =t 7 % A MERIZTT — 7 LTI 1T ToR"ENET, 2D,
IPv6 7 KL A DEHIRFIC AR FAIY B < 700 £,

ciscoasa# show service-policy inspect gtp pdp-context
4 in use, 5 most used

Version vl, TID 050542012151705f, MS Addr 2005:a00::250:56ff:fe9%6:eec,

SGSN Addr 10.0.203.22, Idle 0:52:01, Timeout 3:00:00), APN ssenocauthl4dé6
Version v2, TID 0505420121517056, MS Addr 100.100.100.102,

SGW Addr 10.0.203.24, Idle 0:00:05, Timeout 3:00:00, APN ssenoauthl46

Version v2, TID 0505420121517057, MS Addr 100.100.100.103,

SGW Addr 10.0.203.25, Idle 0:00:04, Timeout 3:00:00, APN ssenoauthl46

Version v2, TID 0505420121517055, MS Addr 100.100.100.101,

SGW Addr 10.0.203.23, Idle 0:00:06, Timeout 3:00:00, APN ssenoauthl46

7 12-2 12, show service-policy inspect gtp pdp-context =~ > RO OFHPAZR L E7,

# 12-2 PDP =7 F2X |

BT BDNy HF— B

N— g GTP DR —2 g VAR RFLET,

TID b RNVEBI TR RR L E T,

MS Addr EFNRAN AT =g DT RLAZHFERL
7,

SGSN Addr Y- F—hrv=zA —ERAX /) —F

SGW Addr (SGSN) ifcﬁi%wt“‘/ﬁ‘ F—hro A
(SGW) =R~ L ET,
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# 122 PDP =27 F X } (§EZ)

BTG ED~Y H— LA
Idle PDP £7/-13_XT7 T —arTFX X NRMEFA SN
TWARWHIRZ2FE R LET,
APN TIRBARA L N EFRRLET,
BEa< R a<wy R LA

clear configure
service-policy

Y—b ARV —Dary 7 4 FX¥alb—rar%27 07 LET,

clear service-policy

FTRTOY—ERA R — a7 4 Xal—aru27 )7 LET,

service-policy

P—bE 2R —EFRELET,

show running-config
service-policy

EITa 74X 2b—vaVIERESNTWAY—ERA KR —%
#FrLET,
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show shared license

HH T A& AFEEHEREFRRT HI21L . Fi M EXEC &£ — R T show shared license =~ > R %
FERHLET . A7 arDF—U—KEI7A4 B A P—ROLTHHATEET,

show shared license [detail | client [hostname] | backup]

WX DN

aw s RTF7x
JV b

a<w s RFE—F

Ry 72T 97 ERB) ANy 2T o7 —=NHETLERER T LET,

7747V b (FEE) 2=y FOEFRETZ2FR L ET,

detail EZ) BN =y » T L OftiHERZ & e, T~ TOMFHEHR 2 £~
LET,

hosmame EB)FEDSMA=y FOFERIET 2 FKRLET,

77 4 b OBIERHITH D HE A,

WORIZ. a~ REANTESE—FeRLET,

T77AT VA=V
Tk X2 VF4 ALTEHR b
~NVF
kT VAN =Ny
avy FE—F NV—7y K |TVvrsh | N |Rb VAT A
¥ #E EXEC o %S |— o %tE  |— _
= NIgHE yy—= ERNE
8.2(1) Zoawy RRBMEShE L
ER EDOTA KT HEHE®RA 2 U 73 2121%. clear shared license =~ > R& AL £,
AV
Bl WIZ. T A B ABM2= > |k TO show shared license =~ > FOH il &R~ L ET,

ciscoasa# show shared license

Primary License Server : 10.3.32.20
Version 1
Status : Inactive

Shared license utilization:

SSLVPN:
Total for network : 5000
Available 5000
Utilized : 0
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| #

This device:
Platform limit
Current usage
High usage :
Messages Tx/Rx/Error:

Registration 0 /

Get : 0/

Release : 0/

Transfer : 0/

Client ID Usage
ASA0926K04D 0

o O O Oo

~ N N~

250

o O O o

Hostname

5510-B

%% 12-3 |Z.show shared license ==~ > RO Z R L £7,

# 12-3

show shared license Dz¢H

Z4—I)VF

Bk

Primary License Server

TIA=<Y b—1DOIPT KL A,

Version

EEHESA B ADNR— g 2,

Status (A 7 — & R)

a<y KRNy 7T v 7 b= NTEITINTZHE . [Active | 1T
ZOTNRARANRTTA<VETA A =L LTOHK
EBER7ZLTWDZ EEEW L LT, [nactive | 1%, T /34 AN
AB R T— R TEHELTBY T, AT T T4~
P—NREBELTWALAZLEERLET,

T 2= VF—=R—= FGA B ANTTA <] $—R_"THREIN
HE NI T T P—rNF, T == d— N — BREIAYIC
[Active 12720 F 353 @{F ORBNEHOE T 75 & lNnactive |
IRV £79,

Shared license utilization

SSLVPN
Total for network HEATTRE R I v > 3w OBHENERENET,
Available MTXBIED DALy g R RTR LET,
Utilized FIFATITA A PNk LTI S U 26T

varERTLET,

This device

Platform limit

AVAPR—=ALENTWNWELETA B ZGE LT T34 ZAD SSL
VPNt aOEHEERILET,

BUE O R BAEZ DT A APRFAT 5 67— 026 0464 SSL VPN
tyia BERRLET,
High usage ZDOT A ANHAE LI2HH SSL VPN v v a O K

FRLET,

Messages Tx/Rx/Error

Bk KR XA T OEGE ZERBLOT—0 v "MEERLET,
get
JU—=
Transfer
Client ID —B0Dr 547 bID,
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# 12-3 show shared license DB (FZ)

TA—IVE FiEA

fit JiE AT Oty v a L EERRLUET,

Hostname TDFNRAL ZADKRA N EFR R LET,

WIZ. T A & A B —,3FTO show shared license detail =~ > RO H I Z R L ET,

ciscoasa# show shared license detail
Backup License Server Info:

Device ID : ABCD
Address : 10.1.1.2
Registered : NO
HA peer ID : EFGH
Registered : NO
Messages Tx/Rx/Error:
Hello :
Sync
Update

o O o
~ N .
o O o
~ O~
o O o

Shared license utilization:
SSLVPN:
Total for network : 500
Available : 500
Utilized : 0
This device:
Platform limit : 250
Current usage : 0
High usage : 0
Messages Tx/Rx/Error:
Registration
Get
Release
Transfer

o O O O
~ N N
o O O O
~ N N
o O O O

Client Info:

Hostname : 5540-A
Device ID 1 XXXXXXKXXXXX
SSLVPN:

Current usage : 0

High :

Messages Tx/Rx/Error:
Registration
Get
Release
Transfer

o O O
~N N N
o O O
~N N N
o O O o

HEa~< R a<wr R FHEA

activation-key FABV AT IT 4= ary —2 AN LET,

clear configure license-server HEEIA LA Y= a7 4 Fal—2aE 70T L
ij‘o

clear shared license EHEIZAS B AFFHERE 7 VT LET,
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| #

a<wv R

k!

license-server address

WEHESA LA F—"DIP T RL R LBINEOILFIE %
BELET,

license-server backup address

BMEOERET AV AN I T v T b—NERELET,

license-server backup
backup-id

AAVDODEETA B LA P —RONRNy I T v P—3D IP
T RLABIORV Y TARSEZIETLET,

license-server backup enable

HEEITA VAN I T v T =R Ba=y oA
F—=T WM LET,

license-server enable

HETA LA P—N D=y Fef X—TMILET,

license-server port

Y= NIRBNENS O SSL iz V) v A oA — h ik
ELET,

license-server refresh-interval

Y= NEWBETIHELZRET DDA RSN D
ERHbE e LEd,

license-server secret

WHEMEL LG I AR F—NITRELET,

show activation-key

AVAPM—NLENTWIHEDT A B ABERLET,

show running-config
license-server

HEIA B A —Rar 74 Fal—ar2FRrLET,

show vpn-sessiondb

VPNt v a4 AEREFRLET,
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av v RE—F

[ |
show shun
shun H % F£RT 5121 8 EXEC E— F T showshun =~ > RZHH L E9,
show shun [src_ip | statistics]
XD src_ip (ERE)ZO7 FLAIZET EREFR I LET,
statistics FEB)A VHE—T 2 A ADIH U HAPETEFERLET,
57/ b T 7 4V N OEERCHEITEDH Y AL

WORIZ. a~ REANTESE—FeRLET,

T7AT Ut —)V
T—F X2V T 4 aTFHAB
< )LF
hT R avT R
gy RE—F =T N |7k v | R B AT A
¥F#E EXEC o XIS LI S o XIS o XIS —
= NIgHE yy—= ERNE
7.0(1) o<y RpBEMmMEhE L,
8.2(2) BIA R MZOWTIE, ERE LA EE NS BMICAEAT SN E
LIz BiA Ry MEIS DT LI P H—TxF 7,
151 wIZ . show shun =~ > FOH /1l Z 5~ L £,
ciscoasa# show shun
shun (outside) 10.1.1.27 10.2.2.89 555 666 6
shun (insidel) 10.1.1.27 10.2.2.89 555 666 6
HEa~<v R o< R B!
clear shun BEA R — 7 NI ENTWAEBEE T RXTF ¢ B—7 1 L, BB
e U7 LET,
shun PR ZIH L BEFEOT XCTOERN LD/ v M EARFFRNCT
HZETEY WBILEANADEAF I v I IRE A RT—TNIZL
i‘a‘o
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show sip
SIP & v g v &FRd 5%, KM EXEC & — F T showsip =~ > F&MH L £7,
show sip
WL DA ooy RIS ELEIF T - Rixdb v A,
77 %)V b T 7 4V N OEMIERMEIZH Y £ A,

a<w v RE—F WORIZ. a~ REANTESE—FeRrLET,

T7ATUH—IV
T—F X2V F 4 arTFHRR B
< VT
[NV SN IV TR
vy FE—-F N—F v K | FTLYyh |[vvZn (&b ST A
*#*@ EXEC . jﬁﬁﬁ . jﬁﬁg ° i#ﬁﬁ ° iﬁﬁﬁ o §#ﬁ§
= NIgHE yy—= ERNE
7.0 Comvy FaEMShE L,

R EDHA KT  showsip 2~ FIX.ASA 22 THENL SN TWASSIPE Yy v a VOEREFERLET,

A v
A

() pager =2~ REHREL T2 D showsip 2~ RZEHTHZ L 2HRLET. LHDOSIPE Y
vay La— FAFEET HEEIC pager 2~ 2 RARE STV & show sip =~ > KA
% ETHHSND T TITREMMB 20 77,

il Iz show sip 2~ > RO HHIZ R LET,
ciscoasa# show sip
Total: 2
call-id c3943000-960ca-2e43-228f@10.130.56.44
| state call init, idle 0:00:01
call-id c3943000-860ca-7elf-11£7@10.130.56.45
| state Active, idle 0:00:06

ZOBTIX ASA FD 20507 7T 4 TR SIPE Yy Y a UREREINTWET (total 7 A —/b
REZHM) ., % call-id D1 2Oz —LE2FLET,
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RO >~ 3 1% call-id ¢3943000- 960ca- 2e43- 228f @L0. 130. 56. 44 T.call Init JREEIZH Y
FT, 2L 2Oy v a rRELEa—AREFTHL I EERLTVET, I LHENE
TH DX ACK BERENTHLTT. 20ty a i A0 BT A RVREET LT,

2F/EDDE YV a Ui active REETT, ZORETIIT—AERENTET L. RAFA > FR A
TATEXEBLTCWET, 2Dy aif.6 BE7T A RARAET L 7=,

MEa<r R a<w R B
inspect sip SIPT7 7V /r—vary A VAT v a vk x—7 W LET,
show conn SESERERELA TOBRIREZF R LET,
timeout EESEARTubarBrlOkyyary XA FOT A RVIREED K

Rilke b ]z e L £,

CiscoASA V'V —X a<w R U777 LR Sawr
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show skinny

X DN

F7 %V b

a<v v RFE—F

SCCP(Skinny) f > AT g v 2oV U OMEE NT TNy a—T 4 73 5120% FibE
EXEC “&— K C show skinny =~ > K& H L £7,

show skinny

Zoa<wy FIEBIEERIZF—U—RIIH Y A,

T 7 a0 F OEEREILS D EE A

WORIZ. a~ REANTESE—FeRLET,

T7AT U=V
T—F X2V T 4 aTFHAB
~IVF
[NV SN avF R
a<vy RE—F J—Fy K |7V b A Z k 25 A
¢#E EXEC o Xt o Nthn o i o i __
= NIgHE yy—= ERNE

7.01) Zoavy FRBMSE LK,

EH EOHA KT

AV

Bl

show skinny =~ > K{Z,SCCP(Skinny) & v 3 2 BT HHEREF R LET,

R DG T show skinny 2~ > RO Z R LET ASAZBZT2Oo07 77 4772
Skinny B v a UMty MY v 7SN TWET /KA O Skinny By g i, e—Hv 7 KL
2 10.0.0.11 {24 % PN B Cisco IP Phone & 172.18.1.33 (2 & % 4} Cisco CallManager O [B 2 ST
SN TWET,TCP A — K 2000 |%,CallManager T9,2 & H ® Skinny & v ¥ a3 »id, v—nhL
7 KL% 10.0.0.22 IZ& 5 B DS Cisco IP Phone & [F] U Cisco CallManager @ 12 fESE S 41 C
WET,

ciscoasa# show skinny

MEDIA 10.0.0.22/20798 172.18.1.11/22948

LOCAL FOREIGN STATE

1 10.0.0.11/52238 172.18.1.33/2000
MEDIA 10.0.0.11/22948 172.18.1.22/20798

2 10.0.0.22/52232 172.18.1.33/2000
MEDIA 10.0.0.22/20798 172.18.1.11/22948

O TN T DOPNE Cisco IP Phone D] T — /LD HEN. SN TWAZ EB¥bh 9. &
W& 2FZBDEFHMED RTP U A2 AR— ME. Z1ZF4 UDP 22948 & 20798 T,
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Ea<v R awv R 248
inspect skinny SCCPT 7V r—vary AV AXRTva vzl R2—7 M LET,
show conn SESERERLA TOBRIREZF R LET,
timeout SESERTo barBrIOty v ar XA TDOT A KIVIREED i

Rilkebr ]z e L £,
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show sla monitor configuration

T7 4N NG SLABEO Y 7 4 Fa b—v 3 UEEFRT DI, = —% EXEC £— R
C show sla monitor configuration =~ > RZfliH L £9,

show sla monitor configuration [sla-id]

WX DN

F 7 %)V b

a<v s RFE—F

sla-id ({E) SLA Ei{ED ID F 5, 2072 1% 1 ~ 2147483647 T,

sla-id DIEEINTWVARWESIZ. T XTOSLAEED a7 4 Fal— 3 VENREREIN
\ij_o

WORIZ. a~ REANTEE—FERLET,

TZ7AT TF—)V
F—FK X274 aTFHALD
< JVF
DN 2V
awy RE—F A—Fy R 7Lk v Za Rk Y RF b
= — ¥ EXEC o S e xtE e st e xbiE |—
o< R JYy—2= EEAR
7.2(1) Zoa<y RRBMELE L,
FEREDHA KT Fitar 74 X=2b— 300 SLA Biffa~ 2 N2 7 5I21%, show running config sla
A v monitor =~ REHEHLET,
il & IZ . show sla monitor =~ > NOHNFIZ /R LET ,SLAEBEI2Z3 a7 4 FXalb— g

B3 7~ &4 E 97, show sla monitor =~ > KD H/12#i T [A U SLA EifED show
running-config sla monitor =~ > F2AH 1S E 7,

ciscoasa> show sla monitor 124

SA Agent, Infrastructure Engine-II
Entry number: 124

Owner:

Tag:

Type of operation to perform: echo
Target address: 10.1.1.1

Interface: outside

Number of packets: 1

Request size (ARR data portion): 28
Operation timeout (milliseconds): 1000
Type Of Service parameters: 0x0
Verify data: No

CiscoASAV ) —RX a< R U7y LR SavwryF 1|



# |

|
Operation frequency (seconds): 3
Next Scheduled Start Time: Start Time already passed
Group Scheduled : FALSE
Life (seconds): Forever
Entry Ageout (seconds): never
Recurring (Starting Everyday): FALSE
Status of entry (SNMP RowStatus): Active
Enhanced History:
ciscoasa# show running-config sla monitor 124
sla monitor 124
type echo protocol ipIcmpEcho 10.1.1.1 interface outside
timeout 1000
frequency 3
sla monitor schedule 124 life forever start-time now
Ea~<v K gy R = B
show running-config FE{Ta. 7 X2l —L a3 DSLAEEzy 74 Fal— gy
sla monitor ~ v REFRRLET,
sla monitor SLAE=% Y v JEEZERL £ T,

CiscoASA V'V —X a<w R U777 LR Sawr



show sla monitor operational-state

SLA EifEDEIEIREE & KR 5|21, =—¥ EXEC & — K C show sla monitor operational-state

awy Rz LES,

show sla monitor operational-state [s/a-id]

WX DN

57 IV b

sla-id

({E) SLA Ei{ED ID F 5, 2072 1% 1 ~ 2147483647 T,

sla-id DR E SN TORWEEIL.TXTO SLA BMEOFKEBEEAEREINET,

a<vry KFE—F ROKIZ, A< FEANTELHEF—RF2RLET,

TZ7AT UF—Iv
T—F X2V T4 2V TFRAL
< JVF
b Z AR T X
avwV RE—F =T K |71 b U | A b AT A
= —¥ EXEC R . R . L
o< N Jy—= EEAR
7.2(1) Zoawy RNBINEE L,

FHEOHA KT
AV monitor =~ > FZfEH L E£5,

il X Z . show sla monitor operational-state =~ > FOH 1 Z 7~ L E 5,

ciscoasa> show sla monitor operationl-state

Entry number: 124

Modification time: 14:42:23.607 EST Wed Mar 22 2006
Number of Octets Used by this Entry: 1480

Number of operations attempted: 4043

Number of operations skipped: 0

Current seconds left in Life: Forever

Operational state of entry: Active

Last time this entry was reset: Never

Connection loss occurred: FALSE

Timeout occurred: TRUE

Over thresholds occurred: FALSE

Latest RTT (milliseconds): NoConnection/Busy/Timeout
Latest operation start time: 18:04:26.609 EST Wed Mar 22 2006
Latest operation return code: Timeout

EiTar 74X 2 b— a3 O SLA #{Ea~ > R&3F£/~7 % I121L, show running-config sla

CiscoASAY V) —RX a<w R U7y LR Savwr R
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|
RTT Values:
RTTAvg: O RTTMin: O RTTMax: 0
NumOfRTT: 0 RTTSum: 0 RTTSum2: 0
MEa~w R awr R B
show running-config HEi7oL 7 X2l — a3 DOSLAEEa 7 4 Falb— a3y o
sla monitor v RERRLET,
sla monitor SLAE=%V iz ERX L £7,
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show snmp-server engineid

ASA FTHREINTWS SNMP =20 ?D ID 2 £ 7T 51213 EHe EXEC E— R T show
snmp-server engineid =~ > K& i L £,

show snmp-server engineid

B oA Zoa<wy FIEBIEERIZF—U—RIIH Y A,

574/ b T 7 4V N OEERLEITDH Y AL

a<w v RE—F WORIZ. a~ REANTESE—FeRLET,

TrAT VA —IV
T—F X2V T 4 aTFHAB
< IVF
[NV SN avF R
FvvFE-F e A A AN AT A
FiHE EXEC o I o X o XIS o XPE | —
= NIgHE yy—= ERNE
8.2(D) o~y RRENSHE LT,
i RIZ . show snmp-server engineid =~ > RO 2R L £ T,

ciscoasa# show snmp-server engineid
Local SNMP engineID: 80000009fe85f8fd882920834a3af7ed4ca79a0al220£fel0685

EREDODHA KT SNMP Ui, m—H/L T/3( A LIZEECTE 5 SNMP D2 —T9, =Y ID X%
AL ASA T FAPFDSNMP = —2 = T & ICE VY THNLEADMTT,ASA TiEm ¥
VIDERECEEFERTA, TV IDDEIE25 5 FT. 2O ID I L ENTZ/ AT — R
DERICHEH SN ET B LEINTENRNAT—-RE7 I v va AR VIR EFEIRET, P
DXy v a2t bl NTEET, 72— A —NR— XTI, =P ID AT &R

SNET,

EHEa~v2 R a<w v K A
clear configure snmp-server SNMPH— R a7 4Xa2lb—varz27 )7 LET,
show running-config snmp-server SNMP —/ 2. 7 4 X2l —L a V52 F R LET,
snmp-server SNMP H—"ZFELET,

CiscoASAY V) —RX a<w R U7y LR Savwr R
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show snmp-server group

REWH#D SNMP 7 L —T D4R MEHT 58X 27 4 ET NV SESERE2—DAT—4
A BIOREIN—T DA N — ¥ AT HFRT HITIL, F5HE EXEC & — KT show
snmp-server group =~ R&fEH L £,

show snmp-server group

B oA Zoawy NIEBIEERIZF—U—RIIH Y A,
57 %)V b T 7 4V N OEERCHEIXDH Y AL

a<w v RE—FK WORIZ. a~ REANTESE—FEeRLET,

TZ7AT U F—IV
FT—FK X2 VT4 aVTHRRL
< JVF
7 AR =V
a<w v RE—F V22l a2 SNV P AT A
¥#HE EXEC o XIS o XIS o XIS o X |—
o< RERE yy—2 EHENE
8.2(1) o<y RpBEMEnE L,
il & 1Z . show snmp-server group =~ > KO B %2R L E£7,
ciscoasa# show snmp-server group
groupname: public security model:vl
readview : <no readview specified> writeview: <no writeview specified>
notifyview: <no readview specified>
row status: active
groupname: public security model:v2c
readview : <no readview specified> writeview: <no writeview specified>
notifyview: *<no readview specified>
row status: active
groupname: privgroup security model:v3 priv
readview : def_read_view writeview: <no writeview specified>

notifyview: def_notify_view
row status: active
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FREDHA KT  SNMP = —H LN SNMP 7 /L — 71X, SNMP @ View-based Access Control Model (VACM) (Z

v oTHERENET HEHENDEX2 VT 4 ET/VIXSNMP Z L —F 1L > TREY 97,
SNMP 2 —H#|X SNMP /' /L —7 Dtx 2 VT 4 FETNVIC—HTHHENH Y £7,4 SNMP 7
N—TeeXa )T 4 LV DORTII—ETHILERHY £7°,

BEa< R awy R Bl
clear configure snmp-server SNMP YV — R a7 4 FXal—vars227 U7 LET,
show running-config snmp-server SNMP #—/N 227 (¥l —a vy 2FnLET,
snmp-server SNMP #— "Z&ELET,

CiscoASAV ) —RX a< R U7y LR SavwryF 1|
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show snmp-server host

RARN TN —TFIZBTHHREFHLD SNMP R A NOLA4BTMHENTWAAL X —T oA AE
FJOMHHENTWS SNMP O X— g U &2 FKoRxT 51203, FitE EXEC £ — R T show
snmp-server host =~ > RZ i L £,

show snmp-server host

HX DA ZOavy FIESIBELITF—U—RNIbY £HA,
P W T 7 a0 F OEEREILD D EE A

a<w v RE—F WORIZ. a~ REANTESE—FeRLET,

T7AT U=V
T—F X2V T 4 aTFHAB
< IVF
[NV SN avF R
AvyREE-E AM=F vk TLvh vy IA AP Y RF
FrH EXEC e e wme ews e wm =
AV REE - Yy —= ERAR
8.2(D toavy FRBMSE LK,
9.4(1) HAEASA ZHE—V L 7 LTNDT 7T 4 Tk A R & Eiick

ESNTWHRA MDA ERRT DL IICHEFSNE L,

il 12 . show snmp-server host =~ > FDH /%2~ L £9,

ciscoasa# show snmp-server host

host ip = 10.10.10.1, interface = mgmt poll community ***** yersion 2c
host ip = 10.10.10.10, interface = mgmt poll community ***** version 2c
host ip = 10.10.10.2, interface = mgmt poll community ***** vyersion 2c
host ip = 10.10.10.3, interface = mgmt poll community ***** yersion 2c
host ip = 10.10.10.4, interface = mgmt poll community ***** yersion 2c
host ip = 10.10.10.5, interface = mgmt poll community ***** vyersion 2c
host ip = 10.10.10.6, interface = mgmt poll community ***** yersion 2c
host ip = 10.10.10.7, interface = mgmt poll community ***** yersion 2c
host ip = 10.10.10.8, interface = mgmt poll community ***** vyersion 2c
host ip = 10.10.10.9, interface = mgmt poll community ***** yersion 2c

IZ . Version 9.4(1) BLE D show snmp-server host 2~ > KOH %2R LET,ASA ZR—1
YILTWAT VT 4 TIRARANDHBNRKRRENET,
ciscoasa# show snmp-server host

host ip 10.10.10.3, interface
host ip 10.10.10.6, interface

mgmt poll community ***** yersion 2c
mgmt poll community ***** version 2c
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(FEESTEAN

a<wv R

Wi

clear configure snmp-server

SNMPH#—RN a7 4 FXal—ar 2707 L%ET,

show running-config snmp-server

SNMP#— RN a7 4 Fa2l—arr2FzLET,

snmp-server

SNMP #—R_R&EEELFET,

CiscoASAV ) —RX a< R U7y LR SavwryF 1|
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show snmp-server statistics

SNMP H— e aHE & #1795 121, KM EXEC & — K C show snmp-server statistics =~ >~
REMEHLET,

show snmp-server statistics

¥ESTOH Zoavwy FIEBIEERIZF—U—RIIH Y A,
77 4V b T 7 4V N OEEREIZH D AL

a<w v RE—F WORIZ. a~ REANTESE—FEeRLET,

T7ATUF—IV
T—F X2V T 4 aTFHAB
~)VF
[NV SN avF R
a<vy RE—F JV—Fy K |7V h A/ Z k 25 A
Fi#E EXEC o X o it o X o X |—
= MRE Jy—= EEAR
7.0(1) Zoa~y RBAEMSHE LT,
i &1Z . show snmp-server statistics =~ > RO IHZ R L E£7,

ciscoasa# show snmp-server statistics
0 SNMP packets input

Bad SNMP version errors

Unknown community name

Illegal operation for community name supplied
Encoding errors

Number of requested variables
Number of altered variables
Get-request PDUs

Get-next PDUs

Get-bulk PDUs

Set-request PDUs (Not supported)
0 SNMP packets output

O O O O O O o o o o

0 Too big errors (Maximum packet size 512)
0 No such name errors

0 Bad values errors

0 General errors

0 Response PDUs

0 Trap PDUs
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a<wv R

B!

clear configure snmp-server

SNMPH#—R a7 4 FXal—a27 07 L%ET,

clear snmp-server statistics

SNMP "7 EDODANID o ZBX MO D 2 %2
U7 LET,

show running-config snmp-server

SNMPH#— RN a7 FXal— g ZERLET,

snmp-server

SNMP $—NEFHELET,

CiscoASAV ) —RX a< R U7y LR SavwryF 1|
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show snmp-server user

BE S LTV D SNMP = — O RHEICBI T 5 1 & o9 21213, F#H EXEC & — K T show
snmp-server user =~ > RZfliH L £9,

show snmp-server user [username]

L OB username  ({175) SNMP 1i§ # & R4 5 K O = —H (JE)) 2488 L £,

7 IV b T 74N NOEMERLHEIZH D R A,

a<vyRKE—F ROKIZ, 2~ FEANTELHEF—RF2RLET,

TZ7ATUF—Iv
T—F X2V T4 aVTFRAD
< IVF
AR a7
avw s RKE—F =7y N | Tvrbhd (U7 [ R b VAT A
Fi#e EXEC o XfI% o XfI% o XfI& o XN |—
o< NBE Yy y—2= EEANE
8.2(1) Zoavy RpBMEivE L,
il K12 show snmp-server user =~ > RO HHZ R LET,

ciscoasa# show snmp-server user authuser

User name: authuser

Engine ID: 00000009020000000C025808

storage-type: nonvolatile active access-list: N/A
Rowstatus: active

Authentication Protocol: MD5

Privacy protocol: DES

Group name: VacmGroupName

ZOHATITROERPFRINE T,
o Z—HL SNMP 2—HFDLATZFHINTHA MY 7 TT,
e TV ID,ASA D SNMP ® a2 — %R+ A2 MY v 7T,

o ARV —U X AT ASA DIFERMAT Y FIT AT VICREVEBHINTWHIEN . H 5D
UVMIREBEME AT ) 213K A TV NI T A0 E R LET IEHEEATY £/
WEKBEA T VIR SN TODEEEASA 2L 7IC L THES VIC LGS THLREITLHF
BLET,

o TIUTATRT A UANSNMP 2 —HICEHEMIT ENTWDHIEREEDIP T /A U R
~C9,
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FEREDOTA KT
AV

e Rowstatus, L —VNT 7T 4 TNIET 7T 4 ThERLET,

o IS AN HEHENTWARIE e ha Lz LET, RBIRTX 503 MD5,.SHA,
BRLOWTNNTT , V7 "7 A A=V CTRIAEDRT R —FENTWARNWEESE. 20
T 4=V RIIFRRENER A,

o FTIANY— T u bANDESIZE DT Y MEGIERA X =T NN E S IR LET, Y
TR 2T AA=TVTTITANT—=BHER—= SN TWRWESE. 2D 7 —/L FIERR
SINEHEA

o T N—T4 2—HFNELTVWADSNMP 7 L—F %R L%, SNMP 7 /L — 7% View-based
Access Control Model (VACM) 1296 > CEFR SN E T,

SNMP == —H# L SNMP 7' /L —7 O T 5 LEN & Y £ 3, username 51BN T) S 172 -o
72354 . show snmp-server user =~ > NIZIEREF DT X TOL—FIZHT HFERNP TR S
NFE T username BIENB AN SN, Z D2 —FRNEETHEEIT FEE L2 —FIBET B 1E®
NRRINET,

HEa<v R

a<wv KR A

clear configure snmp-server SNMP #— N a7 4 Falb—rara2 77 LET,
show running-config snmp-server SNMPH#— RN a7 4 F¥Fal—arw2FRLET,
snmp-server SNMP #— "Z5E L E7,

CiscoASAV ) —RX a< R U7y LR SavwryF 1|
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show software authenticity development

AR —BHA A=V DO — FREEITEDI /> TWD Z & ZiERT D21 F7HE EXEC
& — K C show software authenticity development =~ > R & i f L £ 97,

show software authenticity development

B oA Zoavwy FIEBIEERIZF—U—RIIH Y A,

57V b T 7 4V N OEERCHEIXDH Y AL

a<w v RE—F WORIZ. a~ REANTESE—FEeRLET,

TZ7AT U=V
T—F X2V T 4 aTFHAR
< IIVF
AR =V
a<w s RE—F =7y K| 7vvh |7 (Rb VAT A
¥#HE EXEC o XIS o XIS o XIS o XS |—
o< RERE Jyy—= EHENE
9.3(2) o<y RpBEMEnE L,
il K12 show software authenticity file =~ > FOH 2R L E9,
ciscoasa(config)# show software authenticity development
Loading of development images is disabled
ciscoasa(config)#
BEa~<2 K a<w v R B
show version VI NI =2T R—=Y g s N—FRyx7 a7 4%

L—a iy, 94 R F— 8 5K OBHE T 5 B RF
T—HERKRLET,

software authenticity key add SPI 7T vy 2 lZH LWBHEXT—ZEBINL £,
special

software authenticity key revoke SPL 7 T v anbiniERET—2HIB L £,
special

show software authenticity keys SPI 7T vy 20X —E2FRALET,

show software authenticity file R — 77 A NVONETEERLET,

disk0:asa2932-1fbff.SSA

CiscoASA V'V —X a<w R U777 LR Sawr
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a<w v R

Bk

show software authenticity running

BEFITHFOT7 7 A VB LIz T U X VEATEHE £
i_\‘l_/ij‘o

show software authenticity

BEDAA— T7ANDY 7 M7= TERAEICEEE L
T UANEBELEREFR T LET,

CiscoASAV ) —RX a< R U7y LR SavwryF 1|
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show software authenticity file

BEDA A=Y T7ANDY T MY =TI HEE LT U2 VELEHRERRT DITILFF
¥é EXEC & — K C show software authenticity file =~ > KZ i L £9°,

show software authenticity [filename]

WX DN

57 )V b

a<wy KNE—F

filename (AT a NVRFEDA A=Y 77 A NVERELET,

77 4 OBIERHITH D HE A,

ROKIZ, 2~ FEANTELHEF—RF2RLET,

T7ATUH—IV
T—F X2V T4 aVTFRAD
< JVF
FT AR =
avwv FE—F N—FT v N |TLrh 7N | R b AT b
¥iHE EXEC o Xfits o Xfits o Xt o Xt |—
o< RERE yy—2= EEAK
9.3(2) Ioawry RPREBMESNE LT,
il 12 . show software authenticity file =~ > FOH Al Z R L E9,

ciscoasa# show software authenticity file asa913.SSA

File Name : disk0:/asa913.SSA
Image type : Development
Signer Information
Common Name : Cisco
Organization Unit : ASA5585-X
Organization Name : Engineering
Certificate Serial Number : abcdl234efgh5678
Hash Algorithm : SHAS512
Signature Algorithm : 2048-bit RSA
Key Version : A

ZOHAITRDIERPERINET,

o AEVNDOTZ 7 ANVDARTTHD T 7 A VA,

o RREINDAA—TDEATTHDIA AT XA,

o BAEMRICL- T KDL Ry 7 =F ¥ FERNHESINET,
- AT NU =T A—H—DHRETTT,
- MR, Y 7 N 2T A A—UBEREINOINN— RN =T 2R LET,
- A, T N 2T A A=V DOEHAHETT,
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o FEAEI Y T NE ST VX NELOFERE LY T AEFSTT,

o Ny a TN XA, TIUVXNVELHRBIHEREINDE Ny 2 TAI ) XLOXA T %
ARLET,

o BATNAY AL, TIUHNVELBINENESNDBLTNAY LD A T2l LET,
o XF—AN—Val ERIHENEINSF— N=TarERLET,

Ea~< K a<w K A
show version VIR 2T RXR—V g N"—RU=z7 a7 %=
L—yar 7948 A F— 8 XOBHET 2 B
T—HERKRLET,

CiscoASAV ) —RX a< R U7y LR SavwryF 1|



# |

show software authenticity keys

SPI 7T v ¥ 2 lZBRMEN TV BHEF—BLIWY V=R X —DFREFKRT DI HHE

WX DN

F7 %V b

a<v s FE—F

EXEC “&— K C show software authenticity keys =~ > F& i L 7,

show software authenticity keys

Zoavwy FIEBIEERIZF—U—RIIH Y A,

T 7 4N FOBERLHEITH D FHE A,

WORIZ. a~ REANTESE—FEeRLET,

TZ7AT U F—IV
T—F X2V T 4 aTFHAB
< IVF
7 AR =V
a<w v RE—F V22l a2 SNV P AT A
¥#HE EXEC o X o XIS o XIS o X |—
= NIgHE yy—= ERNE
9.3(2) Zoawy RpBEMEE Lz,
il 2 . show software authenticity keys =~ > KOH NHIZ R L ET,

ciscoasa# show software authenticity keys
Public Key #1 Information

Key Type
Public Key
Modulus

El:

05

DD:

99
27

DD:

EO

C4:
7C:
OA:
FB:
3E:
0D:
09:
B3:
DA:

Algorithm

61:
:C8:

30

:D4
:A3:

13

:E6

68

3E:
:DE:
Cl:
44
:33
:FE:
:76
86:

co

CF:
BE:

C8
32

9C:
:D4:

B5

22

02:
:3C:
:AS
31:
:22
:70:
4E:

08

68

:18:
5C:

50

:A6:
A5:
:22
1B:
DE:
:E3:
31:
DD:
82:
:4AF:

38

6D:
B6:
:26
13:
05:
:41:
DE:
A3:
03:
9D:

16
65
13

:C2
:BO
81:

0D:
51:
:F6
68:
95:
:3A:
4F:

A7

98

83:
4B:
:75:
:2F:
:C6:
A2
:BF':

B4

: Development
: 2048-bit RSA

A3
47

:E8
8D:
:AF:

63

69

:F6
91:
:D8:A6:78:B8
:FC:1B:5C:
:FF:25:1A:
:D8:53:FC:11:

14
82
66
62

:E2:
0D:
:D1:

:D8:C8:
:C7:23
:26:F9:D7:69:

:EB:92:84:34
:2E:5A:B5

54:62:
:AF:1D:

B0:53:39:02:
EA:EB:26
FC:19:80:BE:

:AC:
30:11:29:E3:

FF:
FA:

56:E5:ED:93:
FD:33:E6:F6:
3B:5E:81:1E:

:23:61

:B5:84:04

(Primary)

0D:8D:9A:0E:
1E:AC:8D:9D:
D2:1E:DA:4E:
61:64:81:70:

:AB:39:8C:31:
:39:

FC:13:2A:C1
:AE:46:
18:05:90:37:
12:B0:26:23
:EA:
B7:C0:36:88
2C:B2:03:17:
1A:9C:3C:10
89:40:46:B9
8C:26:D9:FF:
20:9F:BE: 6E:

09:
OE:
24:
94:
6A:

53:
80:

:AC:

C7:

:E3:

16:

:EE:
:E4:

FO:
B7
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Exponent : 65537

Key Version : A

Public Key #2 Information

Key Type : Release (Primary)

Public Key Algorithm : 2048-bit RSA

Modulus
96:A2:E6:E4:51:4D:4A:B0:FO0:EF:DB:41:82:A6:AC:D0:
FC:11:40:C2:F0:76:10:19:CE:D0:16:7D:26:73:B1:55:
FE:42:FE:5D:5F:4D:A5:D5:29:7F:91:EC:91:4D:9B:33:
54:4B:B8:4D:85:E9:11:2D:79:19:AA:C5:E7:2C:22:5E:
F6:66:27:98:1C:5A:84:5E:25:E7:B9:09:80:C7:CD:F4:
13:FB:32:6B:25:B5:22:DE:CD:DC:BE:65:D5:6A:99:02:
95:89:78:8D:1A:39:A3:14:C9:32:EE:02:4C:AB:25:D0:
38:AD:E4:C9:C6:6B:28:FE:93:C3:0A:FE:90:D4:22:CC:
FF:99:62:25:57:FB:A7:C6:E4:A5:B2:22:C7:35:91:F8:
BB:2A:19:42:85:8F:5E:2E:BF:A0:9D:57:94:DF:29:45:
AA:31:56:6B:7C:C4:5B:54:FE:DE:30:31:B4:FC:4E:0C:
9D:D8:16:DB:1D:3D:8A:98:6A:BB:C2:34:8B:B4:AA:D1:
53:66:FF:89:FB:C2:13:12:7D:5B:60:16:CA:D8:17:54:
7B:41:1D:31:EF:54:DB:49:40:1F:99:FB:18:38:03:EE:
2D:E8:E1:9F:E6:B2:C3:1C:55:70:F4:F3:B2:E7:4A:5A:
F5:AA:1D:03:BD:A1:C3:9F:97:80:E6:63:05:27:F2:1F

Exponent : 65537

Key Version : A

Public Key #3 Information

Key Type : Development (Backup)

Public Key Algorithm : 2048-bit RSA

Modulus
E1:61:22:18:6D:0D:A3:D8:C8:54:62:0D:8D:9A:0E:09:
05:C8:02:5C:B6:51:47:C7:23:AF:1D:1E:AC:8D:9D:0E:
DD:30:3C:50:26:F6:E8:26:F9:D7:69:D2:1E:DA:4E:24:
99:D4:A5:A6:13:68:8D:B0:53:39:02:61:64:81:70:94:
27:A3:31:A5:05:95:63:AF:EA:EB:26:AB:39:8C:31:6A:
DD:13:22:22:41:A7:3A:FC:19:80:BE:FC:13:2A:C1:39:
EO:E6:70:1B:DE:4F:69:EB:92:84:34:23:61:AE:46:53:
C4:68:4E:DE:A3:98:F6:2E:5A:B5:AC:18:05:90:37:80:
7C:3E:08:E3:03:83:91:30:11:29:E3:12:B0:26:23:AC:
OA:CO0:DE:31:9D:4B:14:D8:A6:78:B8:B5:84:04:EA:C7:
FB:CF:C1:DD:16:75:82:FC:1B:5C:FF:B7:C0:36:88:E3:
3E:BE:44:82:65:2F:66:FF:25:1A:FA:2C:B2:03:17:16:
0D:C8:33:4F:13:C6:62:D8:53:FC:11:1A:9C:3C:10:EE:
09:32:FE:38:C2:A2:E2:56:E5:ED:93:89:40:46:B9:E4:
B3:9C:68:76:B0:BF:0D:FD:33:E6:F6:8C:26:D9:FF:F9:
DA:B5:D4:86:81:B4:D1:3B:5E:81:1E:20:9F:BE:6E:B7

Exponent : 65537

Key Version : A

HEa< R a<w R A

show software authenticity file BHEX— 77 A NVORNERER T LET,
disk0:asa932-1fbff.SSA

show software authenticity keys BIRET—2 R RLET,

show software authenticity running {EFEITHO 7 7 A IVICEE LT X LVEBELITER LR
i—\‘ l_/ i j‘o

CiscoASAY V) —RX a<w R U7y LR Savwr R
[



# |

a<w K A

software authenticity key add SPR 77 v o= |l LV S — 2 BN L £9.
special

software authenticity key revoke SPR 75 v amb VBRI —%2EIRLE9,
special

B CiscoASAYV—X o= RUT77L VR Savwr R



show software authenticity running

BEDA A=Y T7ANDY 7 MY =7 RBIECEE LT P2 NVEAERETTRT HITIE K
}E EXEC & — R T show software authenticity running =~ > F&2fH LI, 2 Da~r Nix 8
EFATTDOT7 7 A WV LT T U2 VELEREERTRT D Z L ZFRE  show software
authenticity file &[] U T3,

show software authenticity running

B oA Zoawy FIEBIEERIZF—U—RIIH VY A,

P W T 7 x v F OEEREIL S D EE A

a<w v KE—F WORIZ. a~ REANTES2E—FexRLET,

TZ7AT U=V
£—F ¥X2Y7 4 aVFERL
< JVF
[N Sa =V
a<w v RE—F =7y K 7TV (7N R b VAT A
¥#HE EXEC o X o XIS o XIS o X |—
o< RERE yy—2 EHENE
9.3(2) o<y RpBEMEnE L,
il & Z . show software authenticity running =~ > KOH %2R LET,
ciscoasa# show software authenticity running
Image type : Development
Signer Information
Common Name : abraxas
Organization Unit : NCS_Kenton_ASA
Organization Name : CiscoSystems
Certificate Serial Number : 5448091A
Hash Algorithm : SHA2 512

Signature Algorithm : 2048-bit RSA
Key Version : A

Verifier Information
Verifier Name
Verifier Version

: ROMMON
: Cisco Systems ROMMON,1.0.16

ZOHINTITROERPFRSINE T,
e AEFVHNDOT 7 AINDELFITHD T 7 A NV4,
o FIRENDAA—VDEATTHDIA A=Y X AT,

CiscoASAY V) —RX a<w R U7y LR Savwr R
[



# |

BEAEHRICL > T ROL I Ry T =F v IFWRBEESNET,

- EA YT MU =T A—T—DLAREITTT,

- MR, Y 7 N 2T A A—UBEREINOINN— RN =T 2R LET,

- A, T N 2T A A=V DOFAHETT,

FERES Y T AEE T VA NVEL OERE S Y TS TT,

Ny T a TN XL, T VENEBLERML SN NNy 2 TV X LDZA T %
RLET,

BLT NI XL, TIVZNVELHERIER SN ELT V) RLAOX A T HHALET,
F— N—Va VU ERICERN SN — N—Va v ERLET,

EHEa< N

a<w R B

show software authenticity file BHEX— 77 A NVORNERER T LET,
disk0:asa932-1fbff.SSA

software authenticity key add SPR 75 v = lZH LW —% B8N L £,
special

software authenticity key revoke SPR 75 v ambi iR —%24IRLET,
special

B CiscoASAYV—X o= RUT77L VR Savwr R



show ssh sessions

ASA EOT 77 477 SSH & v v a BT B 1EHRE R RT BITIL, Fi#E EXEC E— R T
show ssh sessions =~ > RZHEH L x4,

show ssh sessions [hostname or A.B.C.D] [hostname or X:X:X:X::X] [detail]

X DN

57 IV b

a<wy KNE—FK

hostname or A.B.C.D (F 7 g )fEESNTZSSHZ T4 7 MPvd T R L ZD%H D SSH
tyvarERERRLET,
hostname or (A7 aNEEESNTZSSHZ 747 hIPv6 7 KL ADH D SSH
X:X:X: XX oy rvaERERRLET,

detail SSH v ¥ a VORIt R EZF L ET,

F 740 N OBIELHEILD D EH A,

ROKIZ, A~ FEANTELHEF—RF2RLET,

TZ7AT T4 —Iv
T—F X2V T4 2V THFRAL
< JVF
FF AR aIUTx
a<w v KE—F N—T v N |TVrb TN | R b AT A
e ME EXEC o Xfits o X% o X% o X |—
o< FERE Jy—= EEAR
7.0(1) Ioawy RREBMESNE LT,
9.1(2) detail +~7"> 3 UGBS VE L=,
FEREDHA KT SIDIX.SSHEY v a & i#ild2—EDESTT, ClientlIP|X.SSHZ 747 MEETLTW
AV HUYATLADIPT KL ATT, Version 1Z.SSH 7 79A4A T "R AR—FLTWWAT 2 hajib

W= g v FEESTT,SSHMNSSH AN~V g 172 &2V R— L TWBEE, Version #1213 1.5
NERENET,SSHZ T4 T N SSH A=Y a1 & SSH AN~V 3> 2 Olifi &V HR— h
L CTWA A Version 5111 1.99 NFERENFETSSHZ T4 T2 RN SSH X—T 3 v 2720
ZHAR— F L TWADEE Version F1121% 2.0 233 r 4L E §°, Encryption FI1Z1X . SSH 7 7 A 7 >
FAEEFH L TWAORE LD X A TR R ISV E T, State FNZIX. 7 74T & ASA 2375 T
WA IEE DEI TR F R EINE T, Username [21E,. 2D v v a U CRREESRTCWbdn 7 A v

=P NERINE T Mode FNIIX . SSHT —% A MU — 2D HMPERINET,

SSH X—2 3 v 2 DBAIT.FUKESTLITY ZLAE2ERATLHZL S BERAT7 0 T) Xb%k

FHATAZEHTEET Mode 7 4 — /L RIT iln%i()\outﬁ)%ﬂtéﬂi'@” SSH N— 3 1
DAL DT NOF I HE CREELZ2EH LE T, Mode 7 4 —/b RIZIZiZ4 R LEFRT
F(-DBRFRREN SOHERICKI LT 2O Y @%Lﬁé%réﬂif

CiscoASAV ) —RX a< R U7y LR SavwryF 1|
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|
il iz . show ssh sessions =~ > RO /1B %2 5~ L £,
ciscoasa# show ssh sessions
SID Client IP Version Mode Encryption Hmac State Username
0 172.69.39.39 1.99 IN aesl28-cbc md5 SessionStarted pat
OUT aesl28-cbc md5 SessionStarted pat
1 172.23.56.236 1. - 3DES - SessionStarted pat
2 172.69.39.29 1.99 IN 3des-cbc shal SessionStarted pat
OUT 3des-cbc shal SessionStarted pat
12 . show ssh sessions detail =~ > KO il 2~ L E£9,
ciscoasa# show ssh sessions detail
SSH Session ID 0
> Client IP 161.44.66.200
> Username root
> SSH Version 2.0
> State SessionStarted
> Inbound Statistics
> Encryption aes256-cbc
> HMAC shal
> Bytes Received 2224
> Outbound Statistics
> Encryption aes256-cbc
> HMAC shal
> Bytes Transmitted 2856
> Rekey Information
> Time Remaining (sec) : 3297
> Data Remaining (bytes): 996145356
> Last Rekey : 16:17:19.732 EST Wed Jan 2 2013
> Data-Based Rekeys 0
> Time-Based Rekeys 0
EEa~r R a<w R B!

ssh disconnect

TIT 477 SSHYE v a s EUELET,

ssh timeout

TA RWVIREED SSHEY Y a v DEA LT Y MaEHRELET,
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show ssl

ASA o SSL
EXEC &— R Cshowssl =~ F&EFEHLE3,

BREBIORT 7T 4 7R SSLEy v a T AEREFR T AT

show ssl [cache | ciphers [/evel] | errors | information | mib | objects]

DA cache (A7 a)SSLEyvvay vy vraDfiHERE2FZRLET,

ciphers [level] (F 7 a )ssleipher =~ RAfH L TRE L L-ULIZES
ST HEDOICRESNTWARESFREERLET KON
DL~V ERETHE ZDOLNVDE S FRDOLEFRRTEE
T LA EEELARVES ML~ o SSL.TLS.DTLS D4 /N —
TarhERINET,
e Al T RTOREEHFANEENETT,
e low:NULL-SHA %< R CTOMSREENE T,
e medium:NULL . DES.RC4 O 2 5 A< TR ToREE AN

GENET,
o fips: T T®D FIPS O B HF XN EHENE T,
e high:TLSV1.2 ICO LB S i b IR 2G5 RO BB E £
i‘j‘o

errors (A7 a)SSL=T—%FK R LET,

& #H (7> a2 )3DES 74 B ADHBEZh )b LT F-F /34 AT
PR — FAREZ T R T O R AE M H L T.SSL THAHR— I T
WARTEEFRRNLET,

mib (A7 3 )SSLMIB OfEatEwAEFR R L ET,

T2 b (A7 a)SSLAT V2 FOWHEBEHRAEERLET,

F7 )k Show ssl information TIX. K DT 7 # /L hEXED 3DES OFEIZ»b Ot S x4,

e 3DES(E/IXZFNL EOREEY R — M BRBRWEEDT 7 /L FEEIZRO LB T,

ssl
ssl
ssl
ssl
ssl
ssl
ssl
ssl
ssl
ssl
ssl

server-
client-

cipher
cipher
cipher
cipher
cipher
cipher

version tlsvl dtlsvl
version tlsvl
default low

tlsvl low

tlsvl.l low

tlsvl.2 low

dtlsvl low

dtlsvl.2 low

dh-group group?2
ecdh-group groupl?9
certificate-authentication fca-timeout 2

o 3DES(F/IFETNU LD EYR—F)RHIBEDOT 74V FREFTKRDOLEEY T,

ssl
ssl
ssl
ssl
ssl
ssl

server-
client-

cipher
cipher
cipher
cipher

version tlsvl dtlsvl
version tlsvl dtlsvl
default medium

tlsvl medium

tlsvl.l medium
tlsvl.2 medium
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# |

a<w s RKE—F

ssl cipher dtlsvl medium
ssl cipher dtlsvl.2 medium
ssl dh-group group2

ssl ecdh-group groupl?9

ssl certificate-authentication fca-timeout 2

WORIZ. a~ REANTEE—FERLET,

T77AT U —IV
£—F ¥F2VF 4 IVFHER L
< JVF
FZ AR avTx
avv RKE—F =7y |7V (TN [ RB AT A
a~ NERE JyYy—2x EEANE
8.4(1) o<y RpEMmEnE L,
9.0(1) ~NF arTHFAN T— ROV R— B BMENE L,
9.1(2) detail =7 > 3 VaNBIIE N E Lz,
9.3(2) TLSv1.1 3 XY TLSv1.2 ®# R — F B &4V E L7, ciphers ¥ —
U— FpBEimEShE L,

9.12(1) Show ssl cipher all @~ > R23HIER & 41 THE L 41, show ssl cipher

information =~ R2MBMENE L=,

FEREOTA RS

A

4l

Toawy NE BIED SSLV2 BELUSSLv3 By v a BT AERER T LET BRICIT.
A F—T NI ENTFREEDIER . T 42— M ENTFRE SEHEINTWASSL FJ & FRA
VN GFAEEIEN A X — T AN E I R EREENE T,

Wiz . show ssl 2~ > RO 2R L ET,

ciscoasa# show ssl

Accept connections using SSLv2 or greater and negotiate to TLSv1.2 or greater
Start connections using SSLv3 and negotiate to SSLv3 or greater

SSL DH Group: group2

SSL trust-points:
Self-signed RSA certificate
Default: certsha256

Interface inside: certsha256
Certificate authentication is not enabled

12 . show ssl ciphers fips =~ > FOH Al 2R L £,

available

ciscoasa# show ssl ciphers fips

ECDHE-ECDSA-AES256-GCM-SHA384

ECDHE-RSA-AES256-GCM-SHA384
DHE-RSA-AES256-GCM-SHA384
AES256-GCM-SHA384 (tlsvl.2)

(tlsvl.2)

(tlsvl.2)

(tlsvl.2)
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ECDHE-ECDSA-AES256-SHA384 (tlsvl.2)
ECDHE-RSA-AES256-SHA384 (tlsvl.2)
DHE-RSA-AES256-SHA256 (tlsvl.2)

AES256-SHA256 (tlsvl.2)
ECDHE-ECDSA-AES128-GCM-SHA256 (tlsvl.2)
ECDHE-RSA-AES128-GCM-SHA256 (tlsvl.2)
DHE-RSA-AES128-GCM-SHA256 (tlsvl.2)
AES128-GCM-SHA256 (tlsvl.2)
ECDHE-ECDSA-AES128-SHA256 (tlsvl.2)
ECDHE-RSA-AES128-SHA256 (tlsvl.2)
DHE-RSA-AES128-SHA256 (tlsvl.2)

AES128-SHA256 (tlsvl.2)

DHE-RSA-AES256-SHA (tlsvl, tlsvl.l, dtlsvl, tlsvl.2)
AES256-SHA (tlsvl, tlsvl.1l, dtlsvl, tlsvl.2)
DHE-RSA-AES128-SHA (tlsvl, tlsvl.l, dtlsvl, tlsvl.2)
AES128-SHA (tlsvl, tlsvl.1l, dtlsvl, tlsvl.2)

1Z . show ssl ciphers =~ > KO HERLET,

ciscoasa# show ssl ciphers all

These are the ciphers for the given cipher level; not all ciphers

are supported by all versions of SSL/TLS.

These names can be used to create a custom cipher list
ECDHE-ECDSA-AES256-GCM-SHA384 (tlsvl.2)
ECDHE-RSA-AES256-GCM-SHA384 (tlsvl.2)
DHE-RSA-AES256-GCM-SHA384 (tlsvl.2)
AES256-GCM-SHA384 (tlsvl.2)
ECDHE-ECDSA-AES256-SHA384 (tlsvl.2)
ECDHE-RSA-AES256-SHA384 (tlsvl.2)
DHE-RSA-AES256-SHA256 (tlsvl.2)

AES256-SHA256 (tlsvl.2)
ECDHE-ECDSA-AES128-GCM-SHA256 (tlsvl.2)
ECDHE-RSA-AES128-GCM-SHA256 (tlsvl.2)
DHE-RSA-AES128-GCM-SHA256 (tlsvl.2)
AES128-GCM-SHA256 (tlsvl.2)
ECDHE-ECDSA-AES128-SHA256 (tlsvl.2)
ECDHE-RSA-AES128-SHA256 (tlsvl.2)
DHE-RSA-AES128-SHA256 (tlsvl.2)

AES128-SHA256 (tlsvl.2)

DHE-RSA-AES256-SHA (tlsvl, tlsvl.1l, dtlsvl, tlsvl.2)
AES256-SHA (tlsvl, tlsvl.1l, dtlsvl, tlsvl.2)
DHE-RSA-AES128-SHA (tlsvl, tlsvl.1l, dtlsvl, tlsvl.2)
AES128-SHA (tlsvl, tlsvl.1l, dtlsvl, tlsvl.2)
DES-CBC3-SHA (tlsvl, tlsvl.l, dtlsvl, tlsvl.2)
RC4-SHA (tlsvl)

RC4-MD5 (tlsvl)

DES-CBC-SHA (tlsvl)

NULL-SHA (tlsvl)

asa3 (config-tlsp)# show ssl ciphers medium
ECDHE-ECDSA-AES256-GCM-SHA384 (tlsvl.2)
ECDHE-RSA-AES256-GCM-SHA384 (tlsvl.2)
DHE-RSA-AES256-GCM-SHA384 (tlsvl.2)
AES256-GCM-SHA384 (tlsvl.2)
ECDHE-ECDSA-AES256-SHA384 (tlsvl.2)
ECDHE-RSA-AES256-SHA384 (tlsvl.2)
DHE-RSA-AES256-SHA256 (tlsvl.2)

AES256-SHA256 (tlsvl.2)
ECDHE-ECDSA-AES128-GCM-SHA256 (tlsvl.2)
ECDHE-RSA-AES128-GCM-SHA256 (tlsvl.2)
DHE-RSA-AES128-GCM-SHA256 (tlsvl.2)
AES128-GCM-SHA256 (tlsvl.2)
ECDHE-ECDSA-AES128-SHA256 (tlsvl.2)
ECDHE-RSA-AES128-SHA256 (tlsvl.2)
DHE-RSA-AES128-SHA256 (tlsvl.2)
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AES128-SHA256 (tlsvl.2)

DHE-RSA-AES256-SHA (tlsvl, tlsvl.l,
AES256-SHA (tlsvl, tlsvl.1l, dtlsvl,
DHE-RSA-AES128-SHA (tlsvl, tlsvl.l,
AES128-SHA (tlsvl, tlsvl.1l, dtlsvil,

dtlsvl, tlsvl.2)
tlsvl.2)
dtlsvl, tlsvl.2)
tlsvl.2)

asal3 (config-tlsp)# show ssl ciphers fips
ECDHE-ECDSA-AES256-GCM-SHA384 (tlsvl.2)
ECDHE-RSA-AES256-GCM-SHA384 (tlsvl.2)

DHE-RSA-AES256-GCM-SHA384 (tlsvl.2)
AES256-GCM-SHA384 (tlsvl.2)
ECDHE-ECDSA-AES256-SHA384 (tlsvl.2)
ECDHE-RSA-AES256-SHA384 (tlsvl.2)
DHE-RSA-AES256-SHA256 (tlsvl.2)
AES256-SHA256 (tlsvl.2)

ECDHE-ECDSA-AES128-GCM-SHA256 (tlsvl.2)
ECDHE-RSA-AES128-GCM-SHA256 (tlsvl.2)

DHE-RSA-AES128-GCM-SHA256 (tlsvl.2)
AES128-GCM-SHA256 (tlsvl.2)
ECDHE-ECDSA-AES128-SHA256 (tlsvl.2)
ECDHE-RSA-AES128-SHA256 (tlsvl.2)
DHE-RSA-AES128-SHA256 (tlsvl.2)
AES128-SHA256 (tlsvl.2)
DHE-RSA-AES256-SHA (tlsvl, tlsvl.1l,
AES256-SHA (tlsvl, tlsvl.1l, dtlsvl,
DHE-RSA-AES128-SHA (tlsvl, tlsvl.l,
AES128-SHA (tlsvl, tlsvl.1l, dtlsvl,

asal3 (config-tlsp)# show ssl ciphers

Current cipher configuration:

default (medium) :
ECDHE-ECDSA-AES256-GCM-SHA384
ECDHE-RSA-AES256-GCM-SHA384
DHE-RSA-AES256-GCM-SHA384
AES256-GCM-SHA384
ECDHE-ECDSA-AES256-SHA384
ECDHE-RSA-AES256-SHA384
DHE-RSA-AES256-SHA256
AES256-SHA256
ECDHE-ECDSA-AES128-GCM-SHA256
ECDHE-RSA-AES128-GCM-SHA256
DHE-RSA-AES128-GCM-SHA256
AES128-GCM-SHA256
ECDHE-ECDSA-AES128-SHA256
ECDHE-RSA-AES128-SHA256
DHE-RSA-AES128-SHA256
AES128-SHA256
DHE-RSA-AES256-SHA
AES256-SHA
DHE-RSA-AES128-SHA
AES128-SHA

tlsvl (medium) :
DHE-RSA-AES256-SHA
AES256-SHA
DHE-RSA-AES128-SHA
AES128-SHA

tlsvl.l (medium):
DHE-RSA-AES256-SHA
AES256-SHA
DHE-RSA-AES128-SHA
AES128-SHA

tlsvl.2 (medium) :
ECDHE-ECDSA-AES256-GCM-SHA384
ECDHE-RSA-AES256-GCM-SHA384
DHE-RSA-AES256-GCM-SHA384
AES256-GCM-SHA384

dtlsvl, tlsvl.2)
tlsvl.2)
dtlsvl, tlsvl.2)
tlsvl.2)
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ECDHE-ECDSA-AES256-SHA384
ECDHE-RSA-AES256-SHA384
DHE-RSA-AES256-SHA256
AES256-SHA256
ECDHE-ECDSA-AES128-GCM-SHA256
ECDHE-RSA-AES128-GCM-SHA256
DHE-RSA-AES128-GCM-SHA256
AES128-GCM-SHA256
ECDHE-ECDSA-AES128-SHA256
ECDHE-RSA-AES128-SHA256
DHE-RSA-AES128-SHA256
AES128-SHA256
DHE-RSA-AES256-SHA
AES256-SHA
DHE-RSA-AES128-SHA
AES128-SHA

dtlsvl (medium) :

DHE-RSA-AES256-SHA
AES256-SHA
DHE-RSA-AES128-SHA
AES128-SHA

HEa< R

a<w R A

license-server port

Y= "RBIENOD SSL#ERAZ Y v AT HR—FaRELET,

ssl ciphers

£7.

SSL.DTLS. B LO'TLS 712 F a L OREELT AT Y AT L
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a<v s RKRE—F

|

show startup-config
AZ—=K Ty T ardZfXal—yvaraRR L) A= Ty 7 ar74¥al—vs
vhAr—REn x0T —%2FKR LD T 5I21E, F7HE EXEC & — R T show startup-config
a~v s REEMRLET,

show startup-config [errors]
KL DA errors (EE)ASANAE — T v a7 Fal—grrxu—RLi-
EXICERSNT= T —52FKRLET,
77 %V b T 74V FOBIEREIZH Y EH A,

ROKIZ, A~ FEANTELHEF—RF2RLET,

TZ7AT U —IV
T—F X2V T4 aVTFRAD
< JVF
b Z7 AR =N
avwV RE—F N—T v R |7V U | A b AT A
¥ EXEC o ARG e AHE e HE [ e HHE | e HHS

1. errors ¥— U — NI . V7N = RFBI OV AT LETAR—ATEFHATEET,

a< v RERE

ERAEDHA FF

qy

JYJ—2R EEANE
7.0(1) errors ¥ — U — R BEMINE LT,
8.3(1) WAL I/ NA T — RN IBEMEnE Lz,

< /VF 3T F A bk E— KTl show startup-config = < > RIZHEDFEITAN—Z (VAT A
A7 4 Xalb—varilt3tXalTi 0 aryTXANDRI =T T arT ¥
L—va v ERRLET,

show startup-config =~ > KO I TiL, XA T — ROBFEALBN A B DMEN TS U T8
T — KRB~ A7 F3 7 VT TF A MORETRREINET,

AE—= R T v T =% AEYNE2Z U T T 5HIZIX, clear startup-config errors =~ > K% ffi
HLET,

K12, show startup-config =~ > ROl 2R L ET,

ciscoasa# show startup-config
: Saved
: Written by enable_15 at 01:44:55.598 UTC Thu Apr 17 2003
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Version 7.X(X)
|
interface GigabitEthernet0/0
nameif inside
security-level 100
ip address 209.165.200.224
webvpn enable
|
interface GigabitEthernet0/1
shutdown
nameif test
security-level 0
ip address 209.165.200.225

|

enable password 8Ry2YjIyt7RRXU24 encrypted
passwd 2KFQnbNIdI.2KYOU encrypted

hostname firewalll

domain-name example.com

boot system diskO:/cdisk.bin

ftp mode passive

names

name 10.10.4.200 outside

access-list xyz extended permit ip host 192.168.0.4 host 209.165.200.226
|

ftp-map ftp_map

|

ftp-map inbound_ftp

deny-request-cmd appe stor stou
|

Cryptochecksum:4edf97923899e712ed0da8c338e07e63

& Z . show startup-config errors =~ > NOH N Z R L £7,

ciscoasa# show startup-config errors

ERROR: 'Mac-addresses': invalid resource name

*** Qutput from config line 18, "limit-resource Mac-add..."

INFO: Admin context is required to get the interfaces

*** OQutput from config line 30, "arp timeout 14400"

Creating context 'admin'... WARNING: Invoked the stub function ibm_4gs3_context_
set_max_mgmt_sess

WARNING: Invoked the stub function ibm_4gs3_context_set_max_mgmt_sess

Done. (1)

*** Qutput from config line 33, "admin-context admin"

WARNING: VLAN *24* is not configured.

*** Qutput from config line 12, context 'admin', "nameif inside"
*** OQutput from config line 37, "config-url disk:/admin..."
o< R a<w v R SAE
clear startup-config =~ AX— L7 v/ TT7—&AEU 57 )T LET,
errors

show running-config E{Ta. 7 X2l —Tara2ERLET,
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show sunrpc-server active

F 7 %)V b

a<v v RKRE—F

Sun RPC #—E A HIZBHW TV 2 BV — /L& FoRT 5 121, f54# EXEC & — K T show
sunrpc-server active =~ > K& L £7,

show sunrpc-server active

T 74N N OBERHIEH D R A,

ROKIZ, A~ FEANTEHEF—RF2RLET,

T7AT U+ —IV
T—F X2V T4 aVTFRAL
< J)VF
FF AR SNV
av s RFE—F N—T v |7V} D% Z b VAT A
¥k EXEC I S I S I S I S —
2> PR V== ERNA
7.0(1) Ioawy RPREBMHSE LT,
ER EDH A KZ  show sunrpe-server active =~ > K%, NFS <> NIS 72 £ ® Sun RPC ¥ —E X HIZBiV Wb B
L R—NEFRT DI L £,
% Sun RPC $r—E X TR TV 5 B R — /L& R T 5 IZ1L, show sunrpe-server active =2~ >
K% AJJ L %9, &IZ.show sunrpe-server active =~ > KO Il Z R~ L F 9,
ciscoasa# show sunrpc-server active
LOCAL FOREIGN SERVICE TIMEOUT
192.168.100.2/0 209.165.200.5/32780 100005 00:10:00
LOCAL # 7 LDy N UIX NEA v Z—T 2 A AD I TAT v NEIIY—DIP T KL
A %" LET,FOREIGN # 7 ADEIZ A L H—T =2 A AD I TAT > bEIEH—0D
IP7 RLAZRLET,
BEa< R a<w R B

clear configure
sunrpc-server

ASAPSDSun VE—F ety a—nHP—RXE27 VT LET,

clear sunrpc-server NFS <2 NIS 72 &® Sun RPC —E A HIZEHWNTWA B HR—/L %7
active U7 LET,

CiscoASA V'V —X a<w R U777 LR Sawr
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=Ec VAN

B!

inspect sunrpc

SnRPCT7 AU r—ar A VAT avikAx—7ERIT
Fa—Tniz L MHENAFR—- 1 ERELET,

show running-config
sunrpc-server

SunRPC h—bER a7 4 Falb—va T oEREFZRLET,

CiscoASAV ) —RX a< R U7y LR SavwryF 1|
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show switch mac-address-table

X DA

57 )V b

a<w s RKE—F

AA > FDOMAC 7 R AT —T7 )V ERRT HIZIL, FiHE EXEC € — K T show switch
mac-address-table =~ > RZ{#HH L £,

show switch mac-address-table

Firepower 1010 35 X U8 ASA 5505 TO ALY AR — K I TWET,

Zoawy FIIFBIEELITIF—T—FEIH T A,

T 7 N OEERLEIZH D EH A,

WORIZ, a~ REANTEE—FERLET,

TZ7AT Tt —IV
T—F X274 arTEXA L
< JVF
AV =
gy RE—F N—T v R | TV I | R AT A
¥ HE EXEC o Xfits o Xfits o Xty |— —
v FRE Jyy—= EENE
7.2(1) Zoawr RBEMmERE L,
9.13(1) Firepower 1010 O ¥R — R 2B S 4L E L7z,
R LEOHA KT ZALYFMACT FLAT—TNMIZIF AL v F N—FRT=2THDOKE VLAN D T 7 4 v 71T
A WHTDMACT RLARALE AL v F R— D~ B 7R ENET, T 2T Lo b

77 A7 74—/ F— FTlX.show mac-address-table =~ FZHHLTASA VY7 b7 =7
WOT7 YT MACT RLAT—TNEFRRLET . ZOTV v MACT RLA T—7 /LT
IZ.VLAN 1 ZBid925 b7 7 4 v 7 IZ#HAT D MACT KL A& VLAN f X —T = AD
v v BTN REFSNE T,

MAC 7 FL A = MU SR+ 2L=—Y 7 7o b LET,
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il K IZ . show switch mac-address-table ==~ > KO H /14~ L £,
ciscoasa# show switch mac-address-table
Legend: Age - entry expiration time in seconds
Mac Address | VLAN | Type | Age | Port
000e.0cd4e.2aad | 0001 | dynamic | 287 | Et0/0
0012.d927.£b03 | 0001 | dynamic | 287 | Et0/0
0013.c4ca.8a8c | 0001 | dynamic | 287 | Et0/0
00b0.6486.0c14 | 0001 | dynamic | 287 | Et0/0
00d0.2bff.449f | 0001 | static | - | In0/1
0100.5e00.0004 | 0001 | static multicast | - | In0/1,Et0/0-7
Total Entries: 6
# 12412 % 74—V ROMHAZRLET,
Z 12-4 show switch mac-address-table © 7 ¢ —/L F
74— K B
Mac Address MAC 7 FL A ZF R L %1,
VLAN MAC 7 R L A IZBHEAF I 5T\ b VLAN &R L £ 7,
BAT MAC 7 RV R%& FATFTI v IIZFETEINAET 4 v 7 <F
Y ART RLRLE LT%”#%# EIIAZT 4 v 7 IZFET D
MERLET AXT v 7 = MU NEARNy 7 T —0
2—T = f ZADPENTDIEEY Li@‘o
Age MAC 7 RV A T—7NVRNICHDHEAF I v 7 = b U OfKERRH %
FRLET,
Port ZOMACT RLADKRA MIBEETEDLAAL vF A—MaERRL
S
BEa< R a<w R A
show mac-address-table FHDIASLAAL o FDRNET VO MAC T KL A T —7 V&3
~LET,

show switch vlan

VLAN L #F MAC 7 R L ADOBEAMTF A2 FRLET,

CiscoASAV ) —RX a< R U7y LR SavwryF 1|
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show switch vlan

X DA

57 )V b

a<w s RKE—F

VLAN B X OBEHET 5 A4 v FR— hZ2FRT HI21E. B4 EXEC £ — K C show switch vlan =
~ v REMHLET,

show switch vlan

Firepower 1010 35 X U8 ASA 5505 TO ALY AR — K I TWET,

Zoawy FIIFBIEELITIF—T—FEIH T A,

T 7 N OEERLEIZH D EH A,

WORIZ, a~ REANTEE—FERLET,

TZ7AT TF—)v
T—F XaVT 4 arTFA D
< )LF
T AR T
gy RE—F N—T v R | TV I | R B VAT A
¥ #E EXEC o XIS o XIS o XPIS |— —
v FRE Jyy—= EENE
7.2(1) Zoawy RNBEINEhE L,
9.13(1) Firepower 1010 O ¥R — R 2B S 4L E L7z,
HFREDOHTA KT Zoa<vwy R HBPABRAAL v F 2 O>ET VEH T hoET /L DAL, . show vlan =~
A Y REFEALET,
% IZ  show switch vlan =~ > ROH 2R L £,

ciscoasa# show switch vlan

VLAN Name Status Ports
100 inside up Et0/0, Et0/1
200 outside up Et0/7
300 - down Et0/1, Et0/2
400 backup down Et0/3
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#£ 1251 %7 4— )L FO@MBAERLET,

Z 12-5 show switch vlan ® 7 ¢ —/L

TA4—IVF B!
VLAN VLAN & 552 £ R LET,
£ i VLAN A % —7 = A4 ADLFi & LE T, nameif 2~ > K& {# H

L CTARIMEEE S TWRWE A £721F interface vlan =~ > R73EE
TENTVWARWEAIZ. Ay va(ORERRINET,

Status (A T — & A)

AA Y FHNDVLAN & T 7 4 v 7 #EZETHTEODARAT—H A
(up 7213 down) Z#HE /R LE T, VLAN 37 v 7HREEIZ/R DT ZF D
VLAN T <K EH 1 DDA, v F R— R T v 7 IRETH D ME
NV FET,

A—k A VLAN (ZE D B ToNAL v T A=+ E2ERLET 1 ODR
A v F F— NDNEHD VLANIZU A R ERTWAES . FOR— MNE
rZ 27 AR— K TT, EFEOHJIH] T, Ethernet 0/1 X VLAN 100 5 &
N VLAN 300 #5595 77 &"— F T,
BEa<w R o<y K Bk

clear interface

show interface =~ KO U 2% 7 VT LET,

interface vlan

VLAN £ v H—T = ZAZ{ER L. AV HA—T A A 3T 4
Xal—laryET—FEHEBLET,

show interface

A B =T 2 A ZADETHERT —Z 2 L HHERER R LET,

show vlan

HLIRIATR A A FDIR2NET LD VLAN #FRx LE T,

switchport mode

AAYFR—=FDE—RKET /A E—FREFIFINT T £—
RIZRELET,

CiscoASAV ) —RX a< R U7y LR SavwryF 1|



# |

show sw-reset-hutton

WX DN

a<w s RFT7x

JV b

ASA 5506-X.5508-X. F7-135516-X DY 7 v 7 =T Uty N REUPENNRoTNHENEH
MEFHRT HITIL i ME EXEC & — R C show sw-reset-button =~ > FZHH L 9,

show sw-reset-button

Zoawy NIEBIEERIZF—U—RIIH VY A,

V7 2T Uy b BRENIT T4 N THEII > TWET,

a<v v RE—F

WORIZ. a~ REANTESE—FeRLET,

T7ATUF—IV
TN ¥X2UTF 4 arTXR L
< IVF
[NV SN avF R
a<vy RE—F =T K |TLrh v | Xk RT A
¥¢HE EXEC o IS o RS . wE | — Je
= NIgHE yy—= ERNE
232 Ay RAEMENE L,
ER EDHA FZ  service sw-reset-button =~ > RAZEH LT . V7 b= Uty b RE U EZHENEITELNIC
A LET. VY Fh REZ NFEFHR NN H DN EREBDIALTIOR X T K3 L B4 L
ASA Yty b &N KDY 7 — MEICTHFRE  OFT 7 4L MRIBICR Y £ BELED T
HEEF 7+ Moty FERFET.EE L. 77 v v 23R EnR0ni=0n, 7 7 A L EHE]
PranEt A,
il WIZ, V7 b =T Uy b RE A F—T T B0 &R LET,

ciscoasa(config)# service sw-reset-button
ciscoasa(config)# show sw-reset-button

Software Reset Button is configured.

RIZYT7bo=T7 Vky b RZ2EHT L0 2RLET,

ciscoasa(config)# no service sw-reset-button
ciscoasa(config)# show sw-reset-button

Software Reset Button is not configured.
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HEa<w R

a<w R

B!

service
sw-reset-button

Y7 =T VY AR F A R—TNERTT =TT L
i‘j‘o

CiscoASAV ) —RX a< R U7y LR SavwryF 1|
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