e b

show pager =~ > K~ show route =~ > R

show pager

AB =T 2 A ADT T H NV b V= FETFIAZT 4 v 7 — b EFRRT LI, FiMe EXEC
“&— KT show pager =~ R&fifl LE7,

show pager
X DA Zoavwry REsIBELITF—TI—FNEb 0 A,
P W T 7 a0 F OEEREILS D EE A

a<w v RKE—FK WORIZ. a~ REANTESE—FeRLET,

T7AT Ut —)V
T—F X2V T 4 ayTFHAB
< J)VF
FZ7 AR X
a<wy RKRE—FR N—Tv N |7V b N | R B AT A
i #E EXEC LI S I S I S I S I S
a- v g JYYy—=x EEAR
4.0(1) Zoawy RRNBMEnE L,
2l KIZ . show pager =~ > RO R L ET,

ciscoasa(config)# show pager
pager lines 0

CiscoASAY V) —RX a<w R U7y LR Savwr R
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i~ R awv R B
clear configure pager Telnet ¥ v 3 Cl---More---| 72 7 hE CIZEREND L H &
EEINTWAITHEZEITa 74 F2b—a ol LET,
show running-config FEf7a. 7 X 21— 32 Telnet & v 3 > Cl---More---| 7' &

pager VT METICRREINDEIRESN TWAITHEARRLET,

terminal pager Telnet & v 3 3 > Cl---More-—- ] 71 > 7 N E TIZRRTHITEREH
ELET, ZOa~vy REEITary 74 ¥ alb—va VIR ESRLE
A,
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show password encryption

WX DN

F7 %V b

a<v s RFE—F

NAT = RiHbDa s 7 4 Xab—a UREEXRRT HITIL FiME EXEC £ — R T show
password encryption =~ > & L £9,

show password encryption

Zoawy NIEBIEERIZF—U—RIIH Y T8 A,

77 4N FOBERLHEITH D FHEA,

WORIFT. ZDa~xw REAJTEDHE—FE2RLTWET,

T77AT U F—Iv
F—F X274 aTFHALD
~VF
b5z 2Tk
avwy RE—F =7y K 7TV (7 R b VAT A
¥¢HE EXEC o X o X o X o X o X
a< v Rk JY—2X EHENE
8.3(1) o<y RpBEMEnE L,
8.4(1) Z—H 327 % X M show password encryption 23 B SV E LTz,
FERLEDHTA RZ % —7 write memory =~ FZMH L THRIES N TV DG E . F— Ny ¥ =2 OfFIZsaved) 2

A FRENFET , F—DRWVWGEE FREF—NE T2 74 X2 b—varpoillRaEnizs
BNy a @b IZNot set) NERINET,

il &1Z . show password encryption =~ > FDOH Nl 2R L E T,

ciscoasa# show password encryption
Password Encryption: Enabled
Master key hash: 0x35859e5e 0xc607399b 0x35a3438f 0x55474935 Oxbeclee7d(not saved)

HEa< R a<wy R LA

NAT — OB b E A R—7 M LET,

password encryption
aes

key config-key X —%24MT 2720l ENDE SR TL—R 2R ELET,

password-encrypt

CiscoASAY V) —RX a<w R U7y LR Savwr R
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show perfmon

ASA D/XT7 F—=< 2 AT B 1EWE R T 21213, K54 EXEC £ — K T show perfmon =~

RzfHLET,

show perfmon [detail]

WX DN

detail EE) BIMORKEHERAF R LET, 200 OEHEHRIZ Cisco
Unified Firewall MIB @ 7' v — NV AT =7 M e v har i &
DA77 MIEIOVIRESINT-ERE B LET,

F 7 %)V b

a<v s RKRE—F

COavwy NIE. T 74V MREND Y TH A,

ROKIZ, A~ FEANTEHEF—RF2RLET,

TZ7AT Ut —IV
£—F X2V T4 aVTFRAD
< J)VF
FZ AR a7
av RFE—F Al S 2 NV P AT A
i HE EXEC o X o X o X o Xhi&  |—
o~y RBRE Jyy—2= EENE
7.0(1) ASA TZOa~y ROV R— BN sShE Lz,
7.2(1) detail ¥— 7 — FNBIIEHE Lz,

ER EDOTA KF

A

Bl

Zoa<y RO Telnet &g SFFRRrENET A,

perfmon =~ > N TIX f8E LIZIMR CT/R 7 4 —~  AFEHE RS EHEAYIC KR S E T, show
perfmon 2~ RZfEHT 5 & 3 ITHEWMARRTEET,

I . show perfmon =~ > RO H Il 2R L £,

ciscoasa(config)# show perfmon
Context: my_context

PERFMON STATS: Current Average
Xlates 0/s 0/s
Connections 0/s 0/s
TCP Conns 0/s 0/s
UDP Conns 0/s 0/s
URL Access 0/s 0/s
URL Server Req 0/s 0/s
WebSns Reqg 0/s 0/s
TCP Fixup 0/s 0/s
TCP Intercept 0/s 0/s
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HTTP Fixup

FTP
AAA
AAA
AAA

Fixup
Authen
Author
Account

0/s
0/s
0/s
0/s
0/s

0/s
0/s
0/s
0/s
0/s

K12 show perfmon detail =~ > KO H B %2R L ET,

ciscoasa(config)# show perfmon detail

PERFMON STATS: Current Average

Xlates 0/s 0/s

Connections 0/s 0/s

TCP Conns 0/s 0/s

UDP Conns 0/s 0/s

URL Access 0/s 0/s

URL Server Reqg 0/s 0/s

TCP Fixup 0/s 0/s

HTTP Fixup 0/s 0/s

FTP Fixup 0/s 0/s

AAA Authen 0/s 0/s

AAA Author 0/s 0/s

AAA Account 0/s 0/s

TCP Intercept 0/s 0/s

SETUP RATES:

Connections for 1 minute = 0/s; 5 minutes = 0/s

TCP Conns for 1 minute = 0/s; 5 minutes = 0/s

UDP Conns for 1 minute = 0/s; 5 minutes = 0/s
Ea~<v K gy R = B

perfmon WBELEHBCEEMAR N7+ —~ o X B EREFRLET,

CiscoASAV ) —RX a< R U7y LR SavwryF 1|
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show phone-proxy (B IE 7 &)

phone-proxy [EH OEHRE R RT HITIX. 72— L a7 4 FaLb— 3 EF— FTshow
phone-proxy =~ > F&fEH L 7,

show phone-proxy [ media-sessions [detail] | signaling-sessions [detai] | secure-phones ]

LD detail FEfE A RRLET,
media-sessions BE T XL TRGEENTVD ST DHEAT AT By gy
ERRLETEL AT AT By a v BHELENTWDA VH—
T2 ATEREINTWVWERAT 4T A —IF%—2 3 T RLAZFERR
Li‘j‘o
secure-phones Fe A NR—=2 RN ENTWDEEX T F— Niokho L7-EF a2 ER
l./\i—g_‘o
signaling-sessions EBE X VIR ESINTWE RS TH 7 F ) v Ty va ek
i_\‘l_/ij‘o
T 7 %I b T 7 4V NOBERHEIZH D EH A,

o< RE—FK WORIZ, a~ REANTEE—FERLET,

TZ7AT TF—)V
E—F TX=2UT 4 arTHAb
< JVF
b T AR =
a<wy FE—F N—F v R |TVvvyhs (VI |RB AT A
Jua—nN)arZ 4 Xalb— | e W |— o XS |— —
va v
2w M Jy—= EENE
8.0(4) Zoawry RpNEMEhE LR,
8.2(1) g RREH S . media-sessions ¥— 7 — REZHELTH AT 47
Ty alUPHLENTWDAS v A —T 2 ATRESNTIZAT 4T
H—IFx—2ay T RUARKREND L H1Z720 F LT,
9.4(1) ZDa<y RiX.73TPD phone-proxy T— K a2~ F& & HIZFELEX
nELE,
il K12 show phone proxy =~ > RZ{EiH L CEE 2 X U EADOIHFREEST 0 2R LET,

ciscoasa(config)# show phone-proxy
Phone-Proxy 'mypp': Runtime Proxy ref_cnt 2
Cluster Mode: nonsecure

Run-time proxies:
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Proxy 0xd55f6fd8: Class-map: secsip, Inspect: sip
Proxy 0xd58a93a8: Class-map: secsccp, Inspect: skinny
phoneproxy (config) # show phone-proxy secure-phones

mypp: 5 in use,

Interface
outside
outside
outside
outside
outside

5 most used

IP Address Port MAC Timeout Idle

69.181.112.219 10889 00le.7ac4.da9%c 0:05:00 0:01:36
98.208.25.87 14159 001c.581c.0663 0:05:00 0:00:04
98.208.25.87 14158 0007.0e36.4804 0:05:00 0:00:13
98.208.25.87 14157 00le.7ac4.deb8 0:05:00 0:00:21
128.107.254.69 49875 001b.0cad.1£f69 0:05:00 0:00:04

ciscoasa(config)#

K1Z . show phone proxy 2~ > RZEH L T, 7 —#_XR—R R FEINLTWDH X 2T =K

XS LT

iz R LET,

ciscoasa(config)# show phone-proxy secure-phones
asa_phone_proxy: 3 in use, 4 most used

Interface/IP Address MAC Timeout Idle

outside:69.181.112.219 00le.7ac4.dadc 0:05:00 0:00:16
outside:69.181.112.219 0002 .b9eb.0aad 0:05:00 0:00:58
outside:98.208.49.30 0007.0e36.4804 0:05:00 0:00:09

ciscoasa(config)#

KIZ show phone proxy 2~ > REZHEH L CIEFIZE T Liea—nLom e AT 47 &y
VAURHELINTNDA U E =T 2 A ATRESNTEAT 4T F—IF—va s T RLA
ERATDEERLET,

ciscoasa(config)# show phone-proxy media-sessions

Media-session:

128.106.254.3/1168 refcnt 6

<---> RTP connection to 192.168.200.106/25038 tx_pkts 485 rx_pkts 491

Media-session:

128.106.254.3/1170 refcnt 6

<---> SRTP connection to 98.208.25.87/1030 tx_pkts 484 rx_pkts 485

HEa<w R

a<w v R

LA

debug phone-proxy EFET XV A LV AF UANLDT Ny T A ytE—TERRLET,

phone proxy

Phone Proxy f > A X V AZRELET,
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show pim bsr-router

WX DN

F7 %V b

av v RE—F

T —h AT v S —% (BSR) IEH % F~T 5%, showpimbsr-router =~ > & L £,

show pim bsr-router
FIBE T ERITH Y $HE A,
774V P OEEREIZH Y TR A

WORIZ. a~ REANTESE—FexRLET,

T7ATUH—IV
T—F X2V T 4 aTFHAB
< VT
rZ AR a7 H
awy RE—F =7y K| 7vvyh |7 (Rb VAT b
o —H BEXEC & 7213554 o P& |— o P& |— —
EXEC
= NIgHE yy—= ERNE
9.5(2) Zoawy RPRENSE L,
il 1Z . show pim bsr-router =~ > RO H Il %R~ L £,

ciscoasa# show pim bsr-router
PIMv2 Bootstrap information

This system is a candidate BSR
Candidate BSR interface GigabitEthernet0/0 is down - BSR messages not originated
Candidate RP: 4.4.4.1(GigabitEthernet0/0), GigabitEthernet0/0 is down - not advertised
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show pim df

SUFT— KAV FNRP)FETNIA VH—T = A ATHOWT MBI DF O | 2 #3512
%, = —¥ EXEC &— KN % 721345 EXEC & — F T show pim df =~ > FA&EH L £,

show pim df [winner] [rp_address | if_name]

WX DN

F7 %V b

a<v s RFE—F

rp_address WDONT N1 DR ETEET,
e RP D4, FAA Y X—2 25 A (DNS) D hosts 7 — 7 VIZE
HENTVWDHHED)N, FAAL D ipvdhost 2~ FTEFLE-D
DT,
e RPOIPT FL A, 2t 408 Fy Mix 10 EXRFTLO~ LT
FYARIPT RLATY,
if_name A B —T 2 A4 ZAOWEL F - T4,
winner UEE)DFBHOBELS A X —T 2 ATE RP ZE WK RLET,

T 7 a0 F OBEREILS D EE A

WORIZ. a~ REANTESE—FEeRLET,

T7AT Ut —)V
T—F X2V T 4 ayTFHAB
< J)VF
FZ7 AR X
a<wy RKRE—FR N—T v |7V} N | R B AT A
o — EXEC £ 721345 hE o XPIH |— o XIS |— —
EXEC
= NIgHE yy—= ERNE
7.0(1) Zoawr RRBEMERE L,
R EDOHA KT Z0a<r RIZRP~DOBEDOA M) v 7 b FRrLET,
AV
il Iz show pim df ==~ > FOH AR L %7,

ciscoasa# show pim df

RP Interface DF Winner Metrics
172.16.1.3 Loopback3 172.17.3.2 [110/2]
172.16.1.3 Loopback?2 172.17.2.2 [110/2]

CiscoASAV ) —RX a< R U7y LR SavwryF 1|
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172.16.1.3 Loopbackl 172.17.1.2
172.16.1.3 inside 10.10.2.3
172.16.1.3 inside 10.10.1.2

[110/2]
[0/0]
[110/2]
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show pim group-map

TN—TF17a han vy 7 T =7 )N ERRT HITIE, FiHE EXEC E— KT show pim
group-map =~ RZME L £,

show pim group-map [info-source] [group]

X DN

F7 %V b

a<v s RFE—F

group (EE)KRONTINERETEET,

o wIILF Xy R FIL—TDLEI, DNS @ hosts 7 — T IVIZTEFHE I
NTHbHO0 ipvdhost 2~ R TER LD TT,

o WILFHEYANITA—TDIPT RL A, 2.4 5FE Ky Mf
X 10 ERFTLO~NALTFY A NPT RLATT,

ER) 7 —7H5HAEROEFRIR 2R~ LET,

(T a ) TN—TMMNERP~DT YL T DT v %A LEBL

IR X A ~—NERENFET,

info-source

rp-timers

TRTCOITN—TICONT I Nh—Tmb7a hal~Dv o B 7R R LET,

WORIZ. a~ REANTESE—FeRLET,

T7AT Ut —)V
T—F X2V T 4 ayTFHAB
< J)VF
AL 3a T H
gy RE—F N—T v R | TV I | R B VAT A
Fi#E EXEC o Xt |— o %tE  |— —
= NIgHE yy—= ERNE
7.0(1) Zoawy RRBEIEhE L,
9.5(2) IO~y RIIAEE S rp-timers B HAAEINE LTz,
FRAEDHA KT —0a<wy RIZRPIZOWVWTC ZA—T7 L7 halltd7 RLA Sy BV BT _RCHERL
A FIT . v E UL ASA ECEEISERITAT U I bFEREINET,

ASA O PIM EHE T S FSER[FH= N 2~y BT 7—7 ) THRFEF L TV EJ, Auto-rp
T N—THEIZ AN T R 7 =T HEANSRARICIES SN E T, SSM 7L — i b
AN—A F— RIZIFAVERFA V73— v vFXx AN 7)—7(224.0.0.0 ~
224.0.0.225,224.0.0.0/24 £ L TEHR) b A= = F J—T@HHNOET SN E T &%
DTy M VILFIED RP TAN—R F— RIZASTNDHEY TRTOI V=T %R LET,
pim rp-address =~ > K CHHD RP % E L2 HA 1 @078 7 v — 7B 3%t 9% RP &
EBHICRRINET, 7NV —TITEIR L 72 RP &/~ T 5121, show pim group-map =~ > KT
TN—T T RUAE 4RI ERELET,
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|
il 12 show pim group-map =~ > KO Al Z/R L £,
ciscoasa# show pim group-map
Group Range Proto Client Groups RP address Info
224.0.1.39/32* DM static 1 0.0.0.0
224.0.1.40/32* DM static 1 0.0.0.0
224.0.0.0/24% NO static 0 0.0.0.0
232.0.0.0/8% SsM config 0 0.0.0.0
224.0.0.0/4% SM autorp 1 10.10.2.2 RPF: P0S01/0/3,10.10.3.2
1179 & 2978 T, Auto-RP 7 /)L — T HiHN A/ N— 2 F— K 7))L — T FHEN» L AMIZHESRT ST
WET,
3THOTIX. V7 a—h)L <L FFy A~ J)L—7(224.0.0.0 ~ 224.0.0.255,224.0.0.0/24 & L
TER)DBANR—R E— K ZUV—THHANPOEG SN TWET,
41T TIL,PIM 2EE B~ /LT X v X b (PIM-SSM) 7 /b— 7 #iFH A 232.0.0.0/8 I~ v B>
TENTWET,
BEOT U UL R T RTCDOIN—T PN A/—Z £— FIZ A>T RP10.1032 1~ v BV
TENZEERLTVET,
BEa<y R a<wy R 25.8A
multicast-routing ASA TVNVF XY AN N—FT 4 T A %—T NI LET,
pim rp-address PIM 7277 — KAV FRP)DT RLAZRELET,

CiscoASA V'V —X a<w R U777 LR Sawr
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show pim interface

PIM IZBHT 51 % —7 = A AEAOIF#RAE R T H1TIE, = — W EXEC & — N E 72355k
EXEC “&— K C show pim interface =~ > R & H L £,

show pim interface [if_name | state-off | state-on]

WX OHH

if_name HEB)A v H—T A ZAD4HT, ZOBIBAEARET D L . FRINHE
WITFHE LA VX —T =24 RAZET L0712 £,

state-off (EBE)PIM T 4 B—T NI o TWAAL L E—T = A A& KL
ij‘o

state-on (EE)PIM XA X — TN TWAA v B —T oA ZA%Fr LET,

F 7 %)V b

a<v s RFE—F

A B =T 24 ZAERELBVBEARIT. T ITHOAS U Z—T =4 AT 5 PIM HFRNERE
ﬂij—o

WORIZ, a~ REANTEE—FERLET,

T7ATUF—IV
T—F ¥X2YF4 a3VTFERL
< IVF
NS SN 2y TR
a<w s RKE—F N—7v K| 7vryh |7 (Rb VAT A
2 — EXEC % 7= 13 F7HE o Xt |— o XS |— —
EXEC
= NRHE yy—= ERNE
7.0(1) Zoawy RPRENSE L,
EREDHA KT  ASA ®PIM EHIX ASA BIEZ PIM R A N—L R LET, LB T.Z0a~vr ROWAIC
A HDHRAN=EI T LTI RAN—EPREBEOHEV b 1 2B ERSNET,
il WIZ NHA B —T7 = A4 ZAZT 2 PIM IE# A FR"T 282~ LET,
ciscoasa# show pim interface inside
Address Interface Ver/ Nbr Query DR DR
Mode Count Intvl Prior
172.16.1.4 inside v2/S 2 100 ms 1 172.16.1.4
o< R a<w KR B

multicast-routing ASA TwNLF X AN N—FT 4 VT oA F—TNIZLET,

CiscoASAV ) —RX a< R U7y LR SavwryF 1|
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show pim join-prune statistic

PIM DANA & 7 —= 7B 2 BB e it e £R 3 51213, 2 — EXEC £— F &
¥## EXEC € — K C show pim join-prune statistics =~ > RZ i L £7°,

show pim join-prune statistics [if_name]

WX DN

if_name

(ERB)A ¥ —T A4 ADLHIL, ZO5BERET DL Frshd

BRI E LA v X —T =2 AT AL O F 2720 £97,

7 %)V b

ZICBET DM mA R RS NET,

a<v s FE—F

WORIZ. a~ REANTEE—FERLET,

A B =T a4 AEBELRVESIZ. TXTDOA X —T A ZZONWT AL S L—="

TZ7AT T4 —)v
F—FK TX=2UT 4 arTHAb
< )LF
AV =
a<wy KRE—F =T N |7V §h I | R B VAT A
o—H EXEC % 71345 o ity |— o ity |— —
EXEC
v FRE Jyy—= EENE
7.0(1) Zoawy RPNBEIMEnE Lk,

FEREOTA RS

A

EHLET,

4l

ciscoasa# show pim join-prune statistic

PIM Average Join/Prune Aggregation for last (1K/10K/50K) packets

Interface

inside
GigabitEthernetl
Ethernet0
Ethernet3
GigabitEthernet0
Ethernet2

o O O O O o

NN N N N

Transmitted

o O O O O o

NN N N N
o O O O O o

CiscoASA V'V —X a<w R U777 LR Sawr

Received

o O O O O o
NN N N N

o O O O O o

X2, show pim join-prune statistic =~ > RO 1z~ L ET,

NN N N N
o O O O O o

PIM DA & 7V —= 7T 285G #H%Z 7 U 73 521X, clear pim counters =~ > K%




BHEa< N

a<w R

B!

clear pim counters

PIM N7 4w D horB2&% 707 LET,
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show pim neighbor

K C show pim neighbor =1~ > R&{iH L £,

show pim neighbor [count | detail] [interface]

PIM XA N— T —T )LD b ZFKRT5HI121L, 22— EXEC ®— R £ 7213454 EXEC £—

WX OHH

interface fEB)A v H—T = A ADL4HI, ZO5BERET DL Krnsihd
BRI E LA v F—T oA AT HHDOEFITRY £7,

count (FEE)PIM XA N—DHFH BLOKA X —7 = A AD PIM * A
W=D aRRLET,

detail ({£E) upstream-detection hello &7 > 5 » 2B U TEEH Lz, * 1

N—DBMT FL2AZRRFLET,

F 7 %)V b

av v RKRE—F

T 74N N OBERHIEH D R A,

WDOFIZ, a~w REAJTESDE—RRERLET,

TZ7AT Ut —)V
T—F X2V T4 aVTFRAL
< JVF
b T AR =N
a<w v KE—F N—T v N |TVrb v | R b AT A
o —H EXEC % 713454 o Xt |— o Xt |— —
EXEC
o< R Jy—= EEAR
7.0(1) Zoawy RNBIMEnE L,
FEREOTA RS Z0a<wr RI.ZOAL—F2BPIMO®hello A v tE—%8 0 THRE L PIM 2 A AN—ZEET

A BOCERALET . ER. 20avr RiZ A v F—T =2 ABEELV—F(DR) THDZ &,
BIORAN—=TRH AN RRICR D2 ZA I TR LET,
ASA @ PIM FE3 )X ASA BiE%Z PIM XA N—L A LET, LER->TASAAS v H—T oA
ANZDa<wy ROHHIZRRENET T ASADIP T FLARZ . T RLADRICT AZ U A
(M) EMATFTRENTWVWET,

il 1Z . show pim neighbor =~ > KO H# %/~ L £,

ciscoasa# show pim neighbor inside

Neighbor Address Interface Uptime Expires DR pri Bidir
10.10.1.1 inside 03:40:36 00:01:41 1 B
10.10.1.2* inside 03:41:28 00:01:32 1 (DR) B
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BHEa< N

a<w R

B!

multicast-routing

ASA ‘/6‘711/?“3'\’)(’} ]\ /I/*—-?‘/]' :/7%/])*‘—7\‘/1/&: Liﬁ‘o

CiscoASAV ) —RX a< R U7y LR SavwryF 1|
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show pim range-list

PIM O Y A b O #H A KR T 5121F, = — ¥ EXEC £ — N £ 72347 EXEC & — [ T show
pim range-list =~ > K&l L 7,

show pim range-list [rp_address]

WX DN

rp_address

WDONTNI T SDEEETEET,

e RP D4, FAA Y X—2 25 A (DNS) D hosts 7 — 7 VIZE
HENTVWDEHDN, KAAL Dipvdhost =~ R TEHLT D
DT,

e RPOIPT FL A, 2T 408 Ky Mix 10 EXRFTLO~ LT
¥ AMIPT FLATT,

P W T 7 a0 F OEEREILS D EE A

a<w v RE—F WORIZ. a~ REANTES2E—FEeRLET,

T7AT Ut —)b
T—F X274 arTEA L
< JVF
T AR T
avy RFE—F N—Ty N TV h (YT (RAb YAT A
o —H EXEC % 7213454 o ity |— o ity |— —
EXEC
= NIgHE yy—= ERNE
7.0(1) Zoawy RRNBEINEhE L,
FEREDOHA RS ZoOa<vwry NI vV TFFx R MNEEE— KDDL I NV—T DO U T E/BET HOITHE
A v AENET HACIF. Z0#HHEOT o FT— R A FRP)DOT FLALREINET (YT 5
e
il 12 . show pim range-list =~ > RO /1l Z =~ L £,

ciscoasa# show pim range-list
config SSM Exp: never Src: 0.0.0.0
230.0.0.0/8 Up: 03:47:09
config BD RP: 172.16.1.3 Exp:
239.0.0.0/8 Up: 03:47:16
config BD RP: 172.18.1.6 Exp:
239.100.0.0/16 Up: 03:47:10

never Src: 0.0.0.0

never Src: 0.0.0.0
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config SM RP: 172.18.2.6 Exp:

never Src: 0.0.0.0
235.0.0.0/8 Up: 03:47:09

BEa~2 R a<w R B
show pim group-map 7 /L —7/»5 PIM E— R~D~< v b7 BT 27T 4 772RP D
HHREERLET,
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show pim topology

PIM FRa Y 55— LOERE2F T 51213, 2 — % EXEC — NF 72134 EXEC E— R T
show pim topology =~ > RZfifH L £,

show pim topology [group] [source]

WX DN

F7 %V b

group

(FEE)ROWTNNEIRETEET,

< ITF X ¥ A TN —T DL, DNS D hosts 7 — 7 /VICEF S

NTWDH o0 ipvd host 2~ > R TE

FLIZHLOTT,

TILFXXY AN TNL—=TDIPT RV A, 2L 4 5% Ky MMt
X 10 ERTZOILFXFYAMIPT KL ATY,

source

(Ef)/ﬂw)b\?‘mﬁ EIRETEET,

< ILF X ¥ A FEETTDL R, DNS D hosts 7 — 7 VIZEFR I
TWbHHOH ipvd host 2~ R TE

#LEHOTT,
VN F XX A REFEITOIP T RLA, Zhd 4 0% K b

10 EXLZO~LFXY A NPT RLATT,

&

FTRTCOTN—TLRETLD MR e PERPIRSINET,

a<w s RKRE—FK WORIZ. a~ REANTESE—FeRLET,
T7AT Ut —)V
T—F X274 aTFHAB
< J)VF
AV S o TR
a<wy RKRE—FR N—T v |7V} s | R AT A
o— EXEC £ 721345 hE o XPIS |— o XIS |— —
EXEC
= NgHE yy—= ERNE
7.0(1) Zoawy RNBMEnE L,
R EDOHA KT PIM FREY T—T NI TED I NAN—TDEEEERT 2 MU (% G).(S, G).(S, GRPT & %
A4 NENOAL v Z—T 2 A A VRAIELEHIZERTHEDIHEHALET,

PIM X

b0 R DONEEMRIB i CTRYEY LEI,MRIB Z.PIM 72 ED~< /L5

YA N—=T 4T Tarard A=y b IN—7FH o sa/L(IGMP) 72 & D

O—H) AN —=v w7 Fa handomE

A MREET T TT,

B FETHY VAT LOTLTFF ¥

B CiscoASAYV—X o= RUT77L VR Savwr R



| #

()

4l

MRIB 1. FTED (S,G) = bV IZOWT, EDA v H—T 2 ATT—HF Xy hEZITED
MERHDLDEDA B =T 2 A ATT—H Ry Nk T OMLERH LN ERLET, £
7o VHRRERFICIE VT F v A MEEFRS— A (MFIB) 7 — 7 V&2 LT3 v b Z L 0lix
KT 7y arERELET,

AL IE M A2 T 5 121% . show mfib route =~ > RZfHH L 7,

K12 show pim topology =~ > KO /1B %2R L £,

ciscoasa# show pim topology

IP PIM Multicast Topology Table

Entry state: (*/S,G) [RPT/SPT] Protocol Uptime Info

Entry flags: KAT - Keep Alive Timer, AA - Assume Alive, PA - Probe Alive,
RA - Really Alive, LH - Last Hop, DSS - Don't Signal Sources,
RR - Register Received, SR

(*,224.0.1.40) DM Up: 15:57:24 RP: 0.0.0.0

JP: Null (never) RPF: ,0.0.0.0 Flags: LH DSS

outside 15:57:24 off LI LH

(*,224.0.1.24) SM Up: 15:57:20 RP: 0.0.0.0
JP: Join(00:00:32) RPF: ,0.0.0.0 Flags: LH
outside 15:57:20 fwd LI LH

(*,224.0.1.60) SM Up: 15:57:16 RP: 0.0.0.0
JP: Join(00:00:32) RPF: ,0.0.0.0 Flags: LH
outside 15:57:16 fwd LI LH

HEa<w R

a<w KR B
show mrib route MRIB 7 — 7 V£ R LET,

show pim topology FRIFER T N—TDPIM bRy T—7 NLOEREERLET,
reserved
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show pim topology reserved

THRIBE ST N—TIZT 5 PIM hAa Y 7 —7 VOFERERRT H5120F, = — % EXEC £— K
F 7213554 EXEC € — K T show pim topology reserved =~ > K& i/ L ¥ 7,

X DN

F7 %V b

a<v v FE—F

show pim topology reserved

Zoawy FIEBIEERIZF—U—RIIH Y A,

T 7 a0 F OEEREILS D EE A

WORIZ. a~ REANTESE—FexRLET,

T7ATUF—IV
T—F X2V T 4 aTFHAB
~)VF
AR =N
avw s RKE—F V22l a2 SNV P VAT A
2 — EXEC % 7= 1345k o KIS |— o KIS |— —
EXEC
= NIgHE yy—= ERNE
7.0(1) TOawr RABMENE L,
il 12 . show pim topology reserved =~ > KO H FfH %~ L E£7,

ciscoasa# show pim topology reserved

IP PIM Multicast Topology Table

Entry state: (*/S,G)[RPT/SPT]

Entry flags: KAT - Keep Alive Timer,
LH - Last Hop,
RR - Register Received, SR - Sending Registers,

RA - Really Alive,

DCC - Don't Check Connected

Interface state: Name, Uptime,

Interface flags: LI - Local Interest,

II - Internal Interest,

LH - Last Hop, AS - Assert,

Fwd, Info

Protocol Uptime Info

AA - Assume Alive,
DSS - Don't Signal Sources,

E - MSDP External,

(*,224.0.0.1) L-Local Up: 00:02:26 RP: 0.0.0.0
JP: Null (never) RPF: ,0.0.0.0 Flags:

outside 00:02:26 off II
(*,224.0.0.3) L-Local Up: 00:00:48 RP: 0.0.0.0
JP: Null (never) RPF: ,0.0.0.0 Flags:

inside 00:00:48 off II

LD - Local Disinterest,
ID - Internal Disinterest,
AB - Admin Boundary

PA - Probe Alive,
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a<w R

B!

show pim topology

PIM ARy T—T7NVEFRRLET,
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show pim topology route-count

PIM hARa Y F—7NOxy b O EFRRTHITIE, 2 —5 EXEC &— N F 7213 F#E EXEC
& — K C show pim topology =~ > F& i L £,

show pim topology route-count [detail]

XD detail UER) I N—TZ LI BB T 25 e il e R LET,

7 IV b T 74N NOEMERLHEIZH D R A,

a<vyRKE—F ROKIZ, 2~ FEANTELHEF—RF2RLET,

TZ7AT U —IV
T—F X2V T4 aVTFRAD
< JVF
FF AR IUTx
a<w v RKE—F N—T v N |7V v | R b AT A
o —H EXEC % 713454 o Xt |— o Xt |— —
EXEC
o< B Jy—= EEAR
7.0(1) Zoawy RNBINEE L,

FERAEDOHA RS ZoOa~<wr RIEPIM hRaY 55— 710y N O¥EFEFLET. =2 NV ICET A3/
A 5 # & #7795 |21 show pim topology =~ > RA&fEfH L £,

il %12 . show pim topology route-count =~ > KO H Iz~ L F 9,

ciscoasa# show pim topology route-count

PIM Topology Table Summary
No. of group ranges = 5
No. of (*,G) routes = 0
No. of (S,G) routes = 0
No. of (S,G)RPT routes = 0

MEa~w R a<w R A
show pim topology PIM bR Y 77— NVaE R LET,
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show pim traffic

X DN

F7 %V b

a<v v RFE—F

PIM ET 7 4 v 7 DOH Y ¥ ERRT HIZIE, 2 —H EXEC &— FF 723K EXEC £— KT
show pim traffic =~ > RZfifH L ¥ 7,

show pim traffic

Zoa<wy FIEBIEERIZF—U—RIIH Y A,

77 4N FOBERLHEITH D FH A,

WORIZ. a~ REANTESE—FeRLET,

T7ATUF—IV
T—F X2V T 4 ayTFHAB
~)VF
FF AR =N
avw s RKE—F V22l M 2 SNV 2 VAT A
. — EXEC % 7= 1345k o KIS |— o KIS |— —
EXEC
= NIgHE yy—= ERNE
7.0(1) oo~  RBREMESRE L,
FERLEDOHTART PIM 774y 27DA0 L Z% 27 YT 3 5IZ1%, clear pim counters =~ > RAfEH L 9,
AV
il K1Z  show pim traffic =~ > ROl Z/R L ET,

ciscoasa# show pim traffic

PIM Traffic Counters
Elapsed time since counters cleared: 3d06h

Received Sent
9485
9485

Valid PIM Packets
Hello

Join-Prune
Register

Register Stop
Assert

Bidir DF Election

o o

O O O O O O O
o
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Errors:
Malformed Packets 0
Bad Checksums 0
Send Errors 0
Packet Sent on Loopback Errors 0
Packets Received on PIM-disabled Interface 0
Packets Received with Unknown PIM Version 0
HEa< R a<wv R B3]

clear pim counters PIM N7 4w 7 o707 LET,
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show pim tunnel

PIM h o Rb A X —T = A AT M E R T 51213, = — W EXEC & — N E 72 1XFrHE
EXEC & — K C show pim tunnel =~ > RZfiH L £7,

show pim tunnel [if_name]

BX DA if_name (EB)A v X —T = A ADLHL, ZO5IERET D & FTrEIND
I E LA v X —T =2 AT AL OEF 2720 £97,

7 %)V b A HE—T A ZAE/BELRVESIZ. TXTDOA L Z—T x4 RO T PIM kv RLER
NERINET,

o< RE—F WORIZ, a~ REANTEE—FERLET,

TZ7AT T4 —)v
F—FK TX2UT 4 arTHAb
< )LF
AV =R
a<wy KRE—F —F v K |7V §h I | R B VAT A
o—H EXEC % 7= 13454 o ity |— o ity |— —
EXEC
= FRE Jyy—= EENE
7.0(1) Zoawy RPBEMEnE Lk,

FERAEDHA RS PIMLIRAZ N7y MIABI B XV A v B —T oA A% FB LT R E DR
A WDK w7 DR JLV—H D5 RP IZiE(E S ET.RP TIE AR D 7B AALIERR b o r 2 /HH L
T PIMLIUAK Xy "OZEA =T 2 A AERBLET , Z0a<vr NiX o Z A
TDA LB =T 2 A ATONT h o FIVEREFR R LET,
LORE R T (PIM LY R E Ayt —RNID) I PR b Eni EETHL DO~ LT
Xy AR Ny FTT EETIEEEY ) —Z2H L T EAADTZDIZ RPIZEE SN E T
FEAEH N5 DI, SM 2K L TOATT,SSM F L O 7[R PIM ([ZIdiH S E A,

il IZ . show pim tunnel =1~ > RO AHIZ R L ET,

ciscoasa# show pim tunnel
Interface RP Address Source Address

EncapstunnelO 10.1.1.1 10.1.1.1
Decapstunnel0 10.1.1.1 -
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EHEa~<v R a2 K A

show pim topology PIM hAFRuy F—7 NV EFRRLET,
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show policy-list

BRESINTZRV—VANERI—VUA MDY MICETHEREERTDICE, 2—H
EXEC & — K% 721345 EXEC & — R T show policy-list =~ > F&ffH L £,

show policy-list [policy_list_name]

WX OHH

F 7 %)V b

a<wy KNE—FK

(AT va NVBESNERY v— U X MIHETHEHRER R LET,

policy_list_name

AU — URNOATTHEIBEE LR WEES . Z0a<wy RFTRTORY v — U R MEFRLET,

ROKIZ, A~ FEANTELHEF—RF2RLET,

TZ7AT UF—Iv
T—F X2V T4 2V TFRAL
< JVF
b Z7 AR =N
a<w v RKE—F N—T v N |TVvrb v | R b AT A
o — EXEC % 713454 o Xt |— o Xfit o Xt |—
EXEC
o< R Jy—= EEAR
9.2(1) Zoawy RNBINEE L,

ERAEDHA FF

N—b =y TOFHUEL L TBGP L—T 4 VIR Y — VA M2EHALET,

A
il &IZ  show policy-list =~ > KOHAB %2R~ L E£T,
ciscoasa# show policy-list
policy-list policy_list_2 permit
Match clauses:
ip address prefix-lists: prefix_1
policy-1list policy_ list_1 permit
Match clauses:
ip address (access-lists): test
interface inside
EEa~r R a<w R B!

policy-list WY — VR RMERELET,
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show policy-route

a<wy RKNE—F

RY = R—=ZADN—TF 4 T
& — K C show policy-route =~ > F&fifH L 7,

show policy-route

ROKIZ, 2~ FEANTELHEF—RF2RLET,

RIEZFRT HITIE, 2 —W EXEC &— R E 7213454 EXEC

TZ7ATUF—IV
T—F ¥xa2UF 4 aUFER b
< JVF
FZ AR =
awr NE—F =7y K TV (7N [ R bB VAT A
2 —H BEXEC & 72 135 o Xhi&  |— Kb o Xhi&  |—
EXEC
o< NBRE Yy y—2= EEANE
9.4(1) Zoawy RpBMEhE Lz,
il K1Z  show policy-list =~ > KOH B %2R L ET,
ciscoasa# show policy-route
Interface Route map
GigabitEthernet0/0 equal-access
o< R a<w KR B

policy-route

RY —_N—2 L—F 4 T HRELET,
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show port-channel

EtherChannel {§#Z 5572 1 TV~ V) — B TR AT L6 ELIEAR— e AR—-FF ¥ 2L
DIEH % ForvT DA 1% ¥4 EXEC & — R T show port-channel =~ > F&fifH L £,

show port-channel [channel_group_number] [brief | detail | port | protocol | summary]

X DN

a<w s RFT7F

JV b

a<v v RFE—F

brief

(770 M) EWERZ £ LET,

channel_group_number

(47 =7 »)EtherChannel v /L ) —7FE% 1 ~ 48 O#HiPIT
EELTC.ZOF v 1)V JN—I T BRIE T 2R RLET,

detail (K7 va )i ReRrLET,

port (ATva )AL E—T oA 2ADERERRLET,

protocol (A7 a o)A F—7 M L1256 LACP 72 £ @ EtherChannel 7' &
FavzRRLET,

summary (FATva )R —= R FrRIVOERNEERRLET,

7 7 %V M brief T,

WORIZ. a~ REANTESE—FeRLET,

TZ7AT U=V
T—F X2V T 4 aTFHAB
~)VF
[NV S aLF R
vy FE—F NA—F v K | FLY L |[vvZn (&b ST A
¥¢HE EXEC o %It o XIS o %m = R
v NgHE yy—= ERNE
8.4(1) oawy KBRBMERE L,
B &IZ . show port-channel =2~ > KO Ol Z R~ L E T,

ciscoasa# show port-channel
Channel-group listing:

Ports: 3

Port-channels:
Protocol: LACP/ active
Minimum Links:
Maximum Bundle:
Load balance:

16
1 Max Port-channels = 48

src-dst-ip
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& 1Z . show port-channel summary =~ > KO H 1B %2R L ET,

ciscoasa# show port-channel summary

Number of channel-groups in use: 1
Group Port-channel Protocol Ports

1 Pol LACP Gi3/1 Gi3/2 Gi3/3

& 1Z . show port-channel detail =~ > RO 12/~ L 7,

ciscoasa# show port-channel detail
Channel-group listing:

Ports: 3 Maxports = 16
Port-channels: 1 Max Port-channels = 48
Protocol: LACP/ active
Minimum Links: 1
Maximum Bundle: 8
Load balance: src-dst-ip
Ports in the group:

Port state = bndl
Channel group = 1 Mode = LACP/ active
Port-channel = Pol

Flags: S - Device is sending Slow LACPDUs F - Device is sending fast LACPDUs.
A - Device is in active mode. P - Device is in passive mode.

Local information:

LACP port Admin Oper Port Port
Port Flags State Priority Key Key Number State
Gi3/1 SA bndl 32768 0x1 0x1 0x302 0x3d
Partner's information:
Partner Partner LACP Partner Partner Partner Partner Partner
Port Flags State Port Priority Admin Key Oper Key Port Number Port State
Gi3/1 SA bndl 32768 0x0 0x1 0x306 0x3d
Port: Gi3/2
Port state = bndl
Channel group = 1 Mode = LACP/ active

Port-channel Pol

Flags: S - Device is sending Slow LACPDUs F - Device is sending fast LACPDUSs.
A - Device is in active mode. P - Device is in passive mode.

Local information:

LACP port Admin Oper Port Port
Port Flags State Priority Key Key Number State
Gi3/2 SA bndl 32768 0x1 0x1 0x303 0x3d
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Partner's information:

Partner Partner LACP Partner Partner Partner Partner Partner
Port Flags State Port Priority Admin Key Oper Key Port Number Port State
Gi3/2 SA bndl 32768 0x0 0x1 0x303 0x3d

Port: Gi3/3

Port state = bndl
Channel group = 1 Mode = LACP/ active
Port-channel = Pol

Flags: S - Device is sending Slow LACPDUSs F - Device is sending fast LACPDUs.
A - Device is in active mode. P - Device is in passive mode.

Local information:

LACP port Admin Oper Port Port
Port Flags State Priority Key Key Number State
Gi3/3 SA bndl 32768 0x1 0x1 0x304 0x3d
Partner's information:
Partner Partner LACP Partner Partner Partner Partner Partner
Port Flags State Port Priority Admin Key Oper Key Port Number Port State
Gi3/3 SA bndl 32768 0x0 0x1 0x302 0x3d

& Z . show port-channel port =~ > FOH /1B %2~ L E5,

ciscoasa# show port-channel port
Channel-group listing:

Port: Gi3/1

Port state = bndl
Channel group = 1 Mode = LACP/ active
Port-channel = Pol

Flags: S - Device is sending Slow LACPDUs F - Device is sending fast LACPDUs.
A - Device is in active mode. P - Device is in passive mode.

Local information:

LACP port Admin Oper Port Port
Port Flags State Priority Key Key Number State
Gi3/1 SA bndl 32768 0x1 0x1 0x302 0x3d
Partner's information:
Partner Partner LACP Partner Partner Partner Partner Partner
Port Flags State Port Priority Admin Key Oper Key Port Number Port State
Gi3/1 SA bndl 32768 0x0 0x1 0x306 0x3d

Port: Gi3/2

bndl

Port state

1l
[y

Channel group Mode = LACP/ active
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Port-channel = Pol
Flags: S - Device is sending Slow LACPDUs F - Device is sending fast LACPDUs.
A - Device is in active mode. P - Device is in passive mode.
Local information:
LACP port Admin Oper Port Port
Port Flags State Priority Key Key Number State
Gi3/2 SA bndl 32768 0x1 0x1 0x303 0x3d
Partner's information:
Partner Partner LACP Partner Partner Partner Partner Partner
Port Flags State Port Priority Admin Key Oper Key Port Number Port State
Gi3/2 SA bndl 32768 0x0 0x1 0x303 0x3d
Port: Gi3/3
Port state = bndl
Channel group = 1 Mode = LACP/ active
Port-channel = Pol
Flags: S - Device is sending Slow LACPDUs F - Device is sending fast LACPDUs.
A - Device is in active mode. P - Device is in passive mode.
Local information:
LACP port Admin Oper Port Port
Port Flags State Priority Key Key Number State
Gi3/3 SA bndl 32768 0x1 0x1 0x304 0x3d
Partner's information:
Partner Partner LACP Partner Partner Partner Partner Partner
Port Flags State Port Priority Admin Key Oper Key Port Number Port State
Gi3/3 SA bndl 32768 0x0 0x1 0x302 0x3d
& Z . show port-channel protocol =~ > KD H &7 L ET,
ciscoasa# show port-channel protocol
Channel-group listing:
Group: 1
Protocol: LACP
BE= < K aw R =5 B
channel-group EtherChannel (24 > % —7 = A A%&BML £,
interface port-channel EtherChannel % &7 L £79°,
lacp max-bundle F X TN TNV—TTHRENDT I T 4T A X —T A
ADRRNEEEELET,
lacp port-priority F xRN TNV—TOYEA L BZ—T =2 A ADT T4 F Y
— U
TAHRELET,
lacp system-priority LACP VAT L TI7AF VT 4 2HELET,
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port-channel load-balance

H— RN RS 7L XAEHRELET,

port-channel min-bundle

R—=b FX¥RNV AL E =T 2 A RANT 7T 472D
WCMBR T IT 4T A v B —T oA ADR/NEEETEL
9,

show lacp

LACPEH (N T 7 4 v 7 #aHEHR, v AT A ID, XA N—D
PR ) A EORLET,

show port-channel load-balance

R— R T ¥ XVARDEERD AEEDRT A—H v T
T BNy VA RBIOBNENZA L NN— L Z—
TxA AL LBITERREINET,
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show port-channel load-balance

EtherChannel C.EEDHR — FF ¥ R/ 0 —RKARXFG U R TIIY AR RTHEES, FT-EE
THEDNRNTA—Z By MIBIRINTEA LU N— A U F—T 24 AR TTHEE51T FrkE
EXEC E— RCZoa~vr REAHNLET,

show port-channel channel_group_number load-balance [hash-result {ip | ipv6 | mac | l4port |
mixed | vlan-only number} parameters]

X DN

a<w RS 7+
JU Bk

a<wy RKNE—F

channel_group_number EtherChannel F ¥ %/ 7L — 7 F 2% 1 ~ 48 OHFETHEE L7,

hash-result

(A7 a)BEOaT—R RS20 7 7AITY AN LTfE
AV a LEBTERINA VAN A A —T oA ABERL
i‘a‘o

ip (AT a)IPvd Ty b NTGA—FERELET,

ipv6 (A7 a)IPve N7y N NTA—=FERRELET,

l4port (FFva )R —hF Ry N RXTA—FERBELET,

mac (A7 a)MACT LA Xy s RXRTAXA—=FEEELET,

mixed (A7 a )P EIEIPV6 8T A — X DA EDLEEZ KR— hFEIT
VLANID (& 2 WNEZ DO ) & & HITHRE L £,

T A=K (AFa) gy 8 RIA=F FALATICELS>TRRVEST 2 L
ZAEip DHFA EEITIP T LA FEHE TP T R A E7-1X VLANID
(DD WFENLDMAEDLE) ZRETE X,

vlan-only (7> ar)8% v h® VLANID ##5E L £,

T 7 a0 F OBEREILS D EE A

ROKIZ, 2~ FEANTELHEF—RF2RLET,

TZ7AT Ut —I)V
T— K X274 a3 TFRE
< VT
AL 3e =
a<wy FE—F =Ty K| TV bh [P |[Rb AT A
¥ #E EXEC LI S LI S o XS |— LI S
o< FERE Jy—= EEAR
8.4(1) Zoavwy RBEMENE L,
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BRLOAA KT
fv

Bl

T 7 4V N TIEASA 1T N7 FOEF B X O%EE IP 7 R L X (sre-dst-ip) ([ > TA > # —
T2 AATONNTy NOAMESLET, 7T U X LEZET T 521, port-channel
load-balance =~ > RZZM L T 7E &0,

Toa<wy RTIEBHEDODa—RK XT3 07 713 XA AEF I TE F9 2 hash-result
F—U—REHEATEE EBICBHEDNRNTA=EE2EGT/ry MR L TEDRA L N— f
B —T 2 A APBIRINDINET AN TEET, Z2Oa~vw L RTTANTELDX . BEOR —
RANZ ooy 7 TAa ) ANIRLTEF T e 21X, 70T U X AP sre-dst-ip DA,
IPv4d 721X 1Pv6 DIEEILIP 7 RUAB L OSEEIP 7 RLAZ AN LET BIFEOT VT Y X
LATHEHSNTWRWLO S EE AN LTeGE . EN 0 OS5 BUTEAE S L, 7L T U XN CTHEEE
WHEHENTWAERANOMEN 0IZT 74V MRESNET &R T AT U XLN
vlan-src-ip DA RO L I AT LE T,

show port-channel 1 load-balance hash-result ip source 10.1.1.1 vlan 5

WD X HITAS L4 vlan-src-ip 7 /LT Y A A TEHEETIP 7 L2 0.0.0.0 8L VLAN
0 NMEESN AT LT EITER S ET,

show port-channel 1 load-balance hash-result l4port source 90 destination 100

&1Z . show port-channel 1 load-balance =~ > KO H/1f# %R~ L £7,

ciscoasa# show port-channel 1 load-balance
EtherChannel Load-Balancing Configuration:
src-dst-ip

EtherChannel Load-Balancing Addresses UsedPer-Protocol:
Non-IP: Source XOR Destination MAC address

IPv4: Source XOR Destination IP address

IPv6: Source XOR Destination IP address

& 1Z . show port-channel 1 load-balance hash-result =~ > KO /1Bl 2R L E3, 2 2 Tl AN
L7z T A= REEDT LT Y XA (sre-dst-ip) & —F L TWET,
ciscoasa# show port-channel 1 load-balance hash-result ip source 10.1.1.1 destination

10.5.5.5
Would select GigabitEthernet2/1 based on algorithm src-dst-ip

& Z . show port-channel 1 load-balance hash-result =~ > FOH 2~ LET, 2 2 TIE. AN
L7e/RT A—=ZRBHED T LT Y XL (sre-dst-ip) & —F L TE LT /vy ¥ =2 TIE 0 OEAEH
SNET,

ciscoasa# show port-channel 1 load-balance hash-result l4port source 5
Would select GigabitEthernet3/2 of Port-channell based on algorithm src-dst-ip

EHEa~v R

a<wy R B

channel-group EtherChannel |21 > ¥ —7 = A A%BMLE T,

interface port-channel EtherChannel # &% L £,

lacp max-bundle FX XN ITN—TTHAINDT VT AT A F—T A
ADERBERELET,

lacp port-priority F X RN TN—TOYEA B —T 2 A ADTFAF Y
TAERELET,

lacp system-priority LACP VAT A TIF3AF VT 4 BHBELET,

port-channel load-balance 0O—RKARNFGU 7 TR ALERELET,
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a<w R B!

port-channel min-bundle R FF ¥RV AL E—T oA RANT 7T 4 TR BTD
WCMBER T I0T 47 A v B —T oA ADR/NEEIREL
i‘j‘o

show lacp LACPEH (N7 7 4 v ZHEFHE#R. VA7 L ID, KA X—D
MR Y)IMEREINET,

show port-channel EtherChannel {5323 Z5/IC 1 fTO W~ U — X TEREN
FF,20avr N R—hEeR—FF ¥ R2LOIFEHRHFE
i_\‘bij‘o
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show power inline

X DA

57 )V b

a<w v RE—F

POE A V¥ =T 2 A ARG FFOETNDGEE A VX —T 24 ADOEROKREL FRT HITIE,
21—+ EXEC & — R T show power inline =~ > KZfif L ¥ 7,

show power inline

Firepower 1010 35 X U8 ASA 5505 TO ALY AR — K I TWET,

Zoawy FIIFBIEELITIF—TU—FEIH T A,

T 7 N OEERLEIZH D EH A,

WORIZ, a~ REANTEE—FERLET,

TZ7AT U —
T— K XaVTF 4 aFTFA D
< )VF
FF AR arrFx
a<wy RE—F N—Fy K| TVvryh | | X} AT A
= —H EXEC o Xt o Xfits o Xfi  |— —
v FRE Jyy—= EENE
7.2(1) Zoawry RpNBEmERE LE,
9.13(1) Firepower 1010 O AR — F 8BNS L E L7,
FERLOFA RS PEALE—Tx2A Z%MHALTIP 74 E0E VATV LA T VR RA L M EOERA
A VBG5BT A A 45 L £ 9, Firepower 1010 D& A —H % v b 1/7 B X OV 1/8 T PoE+ &
A—FLTWET,ASAS505 Tk, A —HHxvy F0/6FBL0/7 TPoE ZHAR— L TNET,
il R1Z  Firepower 1010 T show power inline =~ > KO H /1l Z R~ L F 9,

ciscoasa# show power inline

Interface Power Class Current (mA) Voltage (V)
Ethernetl/1 n/a n/a n/a n/a
Ethernetl/2 n/a n/a n/a n/a
Ethernetl/3 n/a n/a n/a n/a
Ethernetl/4 n/a n/a n/a n/a
Ethernetl/5 n/a n/a n/a n/a
Ethernetl/6 n/a n/a n/a n/a
Ethernetl/7 On 4 121.00 53.00
Ethernetl/8 On 4 88.00 53.00
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KIZ . ASA 5505 T show power inline =~ > RO H Nl R LET,
ciscoasa# show power inline
Interface Power Device
Ethernet0/0 n/a n/a
Ethernet0/1 n/a n/a
Ethernet0/2 n/a n/a
Ethernet0/3 n/a n/a
Ethernet0/4 n/a n/a
Ethernet0/5 n/a n/a
Ethernet0/6 On Cisco
Ethernet0/7 Ooff n/a
#1112 % 74—V ROMHZRLET,
2 111 show power inline D= ¢ —v
74— K B
Interface ASA LD RTDOA o F =T 2 A A% FKRLET,PoE B TE 72
WAV HE—T oA AL ERET,
EIR FEPRAY On 7 Off 22 &R LET 7 /A RZERPBLETRWEGE . A
VHE—=T 2 A AT NA ARG FEFA v F—T = AN
V¥ MU LTV AHA EIXOf IZ ET A ¥ —T AR
78 PoE 7 AR—F LTWARWSEES fllEn/a TY,
F A R (ASA 5505) EBEINAT A ADE A FhF R LET, Cisco F721%
IEEE O W2 TY o 7 3 ADRKEE I AL TOVRWES fEIX n/a T
T T A ADFETEMN Cisco DEHE T 4 A7 LA 121X Cisco & FR S
N EILIEEE |X., 7 /31 ADH#7EH IEEE 802.3af #EHLTH 5 = & &R
LiTO
77 A (Firepower 1010) #&fit SALTWAHT /N1 AD PoE 7 7 A& KR LET,
it (mA) (Firepower 1010) L D &EfR 2 FKRm L £,
wHE (V) (Firepower 1010) i HH D EEZ R R L E7,
Ea~<v K aw R B!

clear configure interface

AR —T 2 A ADAL T 4 X2l —arE2dTT7UTL
E

clear interface

show interface =~ KDOH T 257 VT LET,

interface

A —T 2 A AEREL AV E—T 2 A AT £ F =
L—y gy B— REBHBLET,

power inline

PoE Z 2 E 7213 NI LET,

show interface

A B =T 2 A ZADETHERT —Z 2 L HHERER R LET,
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show prefix-list

WESINTT VT 4 v 7 A YA MIETLIEREERRT DI, = — W EXEC £ — NE I35
¥é EXEC “E— K C show prefix-list =~ > F&2fifH L E 7,

show prefix-list [summary | detail] [policy_list name [seq sequence_number | network/length
[longer | first-match]]]

X DN

57 )V b

a<v v RE—F

policy_list_name (A7 aNBESNTERY) — U A MIETAHEREZF R LET,
summary (FFva ) BRENZBIFHERZFZRLET,
detail (AT a ) BRI ERHERE V7 v 7 A VR DT

Y RUERRLET,
seq sequence_number (A7 a )IEESNTZT VT 4 v 7 A VA MIEESNTZY—7
VABEEEOTS LT 4 v 7 A VA NOZ U NPT EERLET,
network/length [longer | (F73 2 ) Z0OFy NI —2 7T RLZABIUR Y b~ 27 FE(Ey
first-match] NEM) ZHERATAEELES LI 4 v I7A VA NDTRTHOT
NV EZERLET . Ry NU—7 v A7 DOEXT0~32 TF,
WDX—U—R&EBNT5Z LT, —BEME2ERTEET,
o longer: $5 & & AL7= network/length & — £ 957, £7213 (L 0 RE
MR ESNTET V7 47 A VA MDY Y TRTEER
L\i—a—o

e first-match: 5 € S #17- network/length & —¥9 2% fgESh/=7
V747 A YR MDRHIOT . B Z2FRLET,

FLT7 47 A VA RNOALRIEZEELLRWES . Z0a<vy RF+XRTOF LT v 72 U R
FaEFRRLET MOF—T—RE2EDRVEAEBAIET L7 47 A VA IDZ U MY
TRERENET,

WDOFIZ, a2 REAJTESDE—RRERLET,

TZ7AT UF—Iv
T—F X2V T4 aVTFRAL
< J)VF
FZ7 o AR =N
a<wy RKRE—FR N—T v |7V U | R B AT A
o — EXEC £ 721345 HE o XPIH |— o Xfits o XPIH |—
EXEC
a< v R Jy—x EEAR
9.2(1) Zoawy RRNBMEnE L,
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FEREDHAFRT NL—br v TRV —VRAMO—FHEEL L TNL—T 4 I TT LT 47 A VAR
A ALET,

il WIZ  show prefix-list =~ > FOH Il 2R L £,

ciscoasa# show prefix-list
prefix-list prefix_1: 1 entries
seq 1 permit 2.0.0.0/8

wIZ BRI NI oFlZ R LET,

ciscoasa# show prefix-list summary
Prefix-list with the last deletion/insertion: prefix_1
prefix-list prefix_1: Description: FirstPrefixList

count: 1, range entries: 0, sequences: 1 - 1, refcount: 3

WA FEZR D ofZR LET,

ciscoasa# show prefix-list detail
Prefix-list with the last deletion/insertion: prefix_1
prefix-list prefix_1: Description: FirstPrefixList

count: 1, range entries: 0, sequences: 1 - 1, refcount: 3

seq 1 permit 2.0.0.0/8 (hit count: 0, refcount: 1)

HEa< K a<w KR B
prefix-list LT 4T A VRAMNEHRELET,
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show priority-queue

AE=T 2 A ADTTAFT VT 4 Fa— OB ETIIHEHEHREZ R RT DITIE FrHE EXEC
& — R T show priority-queue =~ > K& L E7,

show priority-queue {config | statistics} [interface_name]

WX DN

F 7 %)V b

a<v s RFE—F

config

AVE—=T2ARATTAFIT 4 Fa—0OF 22— LU TX-ring Dl

REFRLET,

interface_name

(AT a  ER.ERFERA M7 3 — b 22— L OYGEE
Fa—DRHOFEMERERTEA VX —T oA ADLH T LET,

statistics

NRAPET7 3 — P Fa2—BIOEREBES 2 —DOFFOFEMER L

i—g«o

A E—=T A A B LT HEIT. T ITO

37744V T 4 Fa—HEHERPERINET,

WORIZ, a~ REANTEE—FERLET,

WEFLA VB —T = A ATONWTORERRF

T77AT U —IV
T—F ¥Fa2YF 4 AUFER b
< IVF
[NV SN avF %
a<w s RKE—-F =Ty F |7V h | F [ R LRF A
FiHe EXEC o XIS o % . % R
vy MR J Y —= ERENE
7.0 Coa~vy FRBINEE L,
Bl RIT test EWVWIAHFTDA »Z—T = A4 ZADFaHEROFIZ R LET, ZOH ST BE IERNA K

T4 —F Fa2— LLQ IFMEBIEX = —F2F L TWET,

ciscoasa# show priority-queue statistics test

Priority-Queue Statistics interface test

Queue Type
Packets Dropped
Packets Transmit
Packets Engqueued
Current Q Length
Max Q Length

Queue Type
Packets Dropped
Packets Transmit

E

o oooouw

LLQ
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Packets Enqueued = 0
Current Q Length = 0
Max Q Length =0
ciscoasa#
RICGERESNTWDETRCOA VA —T 2 A ADTTAF VT 4 Fa—OkEERT 50
ZrRLET,
ciscoasa# show priority-queue config
Priority-Queue Config interface inside
current default range
queue-limit 0 2048 0 - 2048
tx-ring-limit 4294967295 511 3 - 511
Priority-Queue Config interface test
current default range
queue-limit 0 2048 0 - 2048
tx-ring-limit 4294967295 511 3 - 511
Priority-Queue Config interface outside
current default range
queue-limit 0 2048 0 - 2048
tx-ring-limit 4294967295 511 3 - 511
Priority-Queue Config interface bgmemberl
current default range
queue-limit 0 2048 0 - 2048
tx-ring-limit 4294967295 511 3 - 511
ciscoasat#
HEa~y R a<w R A
clear configure BESNIEA v AT 2 A ANBTIA AN T A Fa— A7 4 Fa
priority-queue L—va UEHIBRLET,
clear priority-queuve 75 A 4 VT 4 X2 —DFFH IV FZEI VT LET,
statistics
priority-queue AVE—T A AT TAFTVT 4 Fa—ALTERELET,
show running-config f5iE L7=Af v ¥ —7 = A ADBREDTTAF VT 4 Fa— a7 4
priority-queue XFal—varva®rLET,
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show processes

ASA ETEIWELTWA 7 rERADY A & FRT HIZIE, F7HE EXEC E— K T show processes
avy FEfHLET,

show processes [cpu-usage [[ non-zero ][ sorted]] [cpu-hog | memory | internals]

X DFA cpu-hog CPU # 5F L TCW\W5 71k X (CPU O AKMA 100 X VB ZH 2 T
WALt R)DFFBIOGEMER T LET,
cpu-usage WES B oM. BEIO S5 MicE 7 a2 THEH S CPU ©
N—t T —V%2FRLET,
internals K7 AONEHFEMEFRRLET,
AEY K7 ADAEVEHDYCERRLET,
non-zero (EE)CPU RN e Cldenwr e 2 2R R LE T,
sorted (A7 ay)7evADCPUMHRNEZ Y — ML TERRLET,
77 4V b T7AIN BN T,.2Da~vy RITASA TETSRTWSH 7T rbA2RRLET,

a<v s RFE—F

WORIZ. A~ REANTESE—FexRLET,

T7ATUF—IV
F—F X274 aTHAEL
< JVF
SN avTH
a<wy RE—F N—F v R | TV (VI |Rb AT A
¥¢HE EXEC o X o XIS o X |— o XIS
< v RERE JY—2 EEARN
7.0(1) Zoawy RMBEMENE L,
7.0(4) ;‘/:’4’ LSEDPLIES L L I Y BUNORE TR RIND L H1IC72D
L7z,
7.2(1) HAOBYEBEEIN.CPUZ HEA L TWA 7 R T L T, & HITHEMA
HHRNREREND LT LT,

8.0(1) cpu-usage ¥ — U — R EMENE L7,
9.2(1) HABYER S, CPU GBI RAEFTREIND L OITRD £ LT,
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FEREDOHA RS TetvAX BEOMBTETELELTIHEEAL Y RTT,KIZART X 9 12, show processes =
A YU RE[MEHT L ASA ETEITSNR TS 7 rERDY A MRERINET,

RrINd

a2 R T—H B!

show processes PC VA=A N /Ry

show processes Stack Pointer 2% w7 KA L Z,

show processes STATE ALy RFa—DT LA,

show processes Runtime ALy RN CPU Z 2y 7 B A7 T EEDNTELT
SNTWLRER (VM) . 7mny 7 74 v 27 (10 2
VB OKEE) Tid/e< CPU Z a v 7 A 7 (10 F
J BRI DR E) IZ SN\ T & 20 CPU il IR
WEFERNPOEMICHET D BEIX1IVY
LINTT,

show processes SBASE AR RNR—A T KL A,

show processes Stack BERE AN DAL MEE RS v 7 DB A X,

show processes A= A Ly KOMHE,

show processes cpu-usage MAXHOG K CPU 5 FETERM (2 U,

show processes cpu-usage NUMHOG CPU 5 H E17%,

show processes cpu-usage LASTHOG % CPU G4 FEITHFEI (I V),

show processes cpu-usage PC CPU 5B 7ot 2ADMmaKRA LA,

show processes cpu-usage Traceback CPU BT av ADAZ w2 kL — A, Traceback
IZIEHRKTI4 DT FLAZRETEET,

show processes internals Invoked Calls 24 ¥ o2 —F N7 0¥ 2% ET L EK,

show processes internals  Giveups Frat AN CPU & A7 ¥ a— T TR L7 R,

show processes cpu-usage =~ > R&Zfif 9% & ASA T ASA ® CPU #fiH L T\ 5 mlHEtE
DHLFFED T T AZKY AT Z LN TEE T, sorted =~ N5 LT non-zero =2~ > K%
fii 9% & show processes cpu-usage 2~ > RO N2 I LI HAX~ A A TEET,

Ay a—T L AFH~ U —47C.show proccesses =1~ > N4 2 [H#f CTEIT L. ZDOH 1%k
L TKROZ L EHEcxET,

e CPU ® 100% D%,

o ALy RDTUHALZERERR TV HFALESEEZRHR L TRESNTL FA Ly FTHE
HENTW5D CPU DR— T —,

ASA 1T DRBRDFETAL Yy FEMATLE—O7r R LTBBHLES . Z0axr Fo
HE EBIC ALy REMLTAERYEID Y TLEX AR ZRLET, Z2NHDOA L v R,
T—4 71— XN ASA OEAEICET A2 MMOBREICS W CEEE L CTEIMET 27D oA Ly
RBRAEYD) 7oy 7 20 BLTHhLBBIOA Ly KRZDOTay 7 280 B THZ LERTE
FT . HIOBEBEDOITIIE TR TOAL Yy ROGH I T MR EENE T E Y TL4Ex R
FYELDOEREZEHRTHZLET AEY V=7 OEMEEZBIT 572010 M—Z D724 T
=FET,
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WIZ.ASA FCETFEINTWATaEADY X Na2R T 56 % 7~ LET,

ciscoasa# show processes

PC SP STATE Runtime SBASE Stack Process
Hsi 00102aa0 0a63f288 0089b068 117460 Oa63e2d4 3600/4096 arp_timer
Lsi 00102aa0 0a6423b4 0089b068 10 0a64140c 3824/4096 FragDBGC
Hwe 004257c8 Oa7cacd4 0082dfds 0 0a7c9dlc 3972/4096 udp_timer
Lwe 0011751a 0a7cc438 008ea5do 20 0a7cb4d74 3560/4096 dbgtrace
<--- More --->
- - - - 638515 - - scheduler
- - - - 2625389 - - total

KIZ AT ATHEHAEINTNS CPUDAN— U F—I 52 R T A0 2R~ LET,

ciscoasa# show proc cpu-usage non-zero

PC Thread 5Sec 1Min 5Min Process
0818af8e d482f92c 0.1% 0.1% 0.1% Dispatch Unit
08bael36 d48180f£0 0.1% 0.0% 0.2% ssh

WIZ.CPUZEHL TSt A0EBLOGEMAERRT 502~ L ET,

ciscoasa# show processes cpu-hog
Granular CPU hog detection currently running, started at 15:41:16 UTC Jan 6 2014.

Sample count: 10000 Threshold: 10ms
Granular CPU hog detection completed at 15:41:16 UTC Jan 6 2014.
Sample count: 10000 Threshold: 10ms

ZOMD CPURYT FL—ARy ZFRD EBH TT,

Process: DATAPATH-0-2042, NUMHOG: 430, MAXHOG: 22, LASTHOG: 2
LASTHOG At: 15:42:21 UTC Jan 6 2014
PC: 0x0000000000000000 (suspend)

Call stack: 0x000000000041c98c 0x000000000041cc99 0x000000000069b0£0
0x00000000013619af 0x000000000136cbbd 0x0000000001372203
0x00007ffffeab2f3a

Interrupt based hog #1

Hog #1, traceback #1, at: 15:41:16 UTC Jan 6 2014, hog 20 ms
PC: 0x0000000000eb616b

Call stack: 0x0000000001360281 0x00007ffffeaba5f0 0x0000000000ebcf71

0x0000000000ebc5ab 0x0000000000ebcble 0x0000000000e17410
0x0000000000el19ac4 0x0000000000el9e55 0x0000000000ca50b4
0x0000000001344419 0x000000000069b315 0x000000000069be9e
0x000000000069b0a4 0x00000000013619af

Hog #1, traceback #2, at: 15:41:16 UTC Jan 6 2014, hog 21 ms

PC: 0x0000000000e8fc4l

Call stack: 0x0000000001360281 0x00007ffffeaba5f0 0x0000000000e17410
0x0000000000el19ac4 0x0000000000el9e55 0x0000000000ca50b4
0x0000000001344419 0x000000000069b315 0x000000000069be9e
0x000000000069b0a4 0x00000000013619af 0x000000000136cbbd
0x0000000001372203 0x00007ffffeab2f3a

Interrupt based hog #2

Hog #2, traceback #1, at: 15:41:36 UTC Jan 6 2014, hog 9 ms
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PC:
Cal

1 stack:

0x0000000000eb6167
0x0000000001360281
0x0000000000ebcbab
0x0000000000el9ac4
0x0000000001344419
0x000000000069b0a4

Interrupt based hog #3

Hog #3, traceback #1, at: 15:42:

PC: 0x000000000068a223

Call stack: 0x0000000001360281
0x000000000069b0a4
0x0000000001372203

0x00007ffffeaba5£f0
0x0000000000ebcble
0x0000000000e19e55
0x000000000069b315
0x00000000013619af

21 UTC Jan 6 2014,

0x00007ffffeaba5f0

0x00000000013619af
0x00007ffffeab2f3a

RIC KT rEZADOAE TR L T2RRT L0 2R LET,

ciscoasa# show processes memory

Freed

(bytes)

Allocs Allocated
(bytes)

23512 13471545

0 0

2 8324

*System Main*
lu_rx

vpnlb_thread

KIS KT o 2AORNEFEME £ T o602 LET,

ciscoasa# show processes internals

Invoked
1
19108445
1

NP N R R

69
19108019
2

1

135

R e

Giveups
0
19108445
0

1910801

O O O O O O O 0w o o o o o o

Process
block_diag
Dispatch Unit
CF OIR

Reload Control Thread

aaa
CMGR Server Process
CMGR Timer Process
dbgtrace

557mcfix

557poll
557statspoll

Chunk Manager

PIX Garbage Collector

route_process

IP Address Assign
QoS Support Module
Client Update Task

0x0000000000ebcf71
0x0000000000e17410
0x0000000000ca50b4
0x000000000069be9%e

hog 2 ms

0x000000000069bbba
0x000000000136cbbd
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8973 8968 Checkheaps
6 0 Session Manager
237 235 uauth

(other lines deleted for brevity)

BEa< R

a< R

B!

show cpu

CPU RO FE#R =R R LT,

CiscoASAV ) —RX a< R U7y LR SavwryF 1|



# |

SEIERPTPHFHEHRE 7 vy VEEEGERE L RT DITIL FFHE EXEC E— FEiF 7 n—
SNV ary 7 4 Xalb—v gy F— K CTshowptp 2~ REHHLET,

show ptp {clock | internal-info | port [interface-name]}

D= RiX. CiscoISA 3000 7 7 A 7 AR BEM ENE T,

X DA

57 )V b

a<w s RKE—F

PTIP 7 vy D7 a T s 2FrxLET,

A= EAHFDOD T 2728 PTP ONEE#RE R R LT,

PTP XD _RTDA o F—T = A4 ADPTP R— MERAFERLET,
fESNIEZA L H—T 24 AD PTP R— MERAFRLET,

clock

internal-info

port

interface-name

T 7 S OEERLHEIZH D FH A,

WORIZ, a~ REANTEE—FERLET,

TZ7ATUF—IV
F—F X2V T 4 aTHRAB
~ VT
FZ AR a7k
a<wy FE—F =Ty K| TV bh [P |[Rb AT A
¥ EXEC o I o I o Xfi  |— —
= FRE Jyy—= EENE
9.7(1) o<y RpEMmEnE L,
FEREDHTA KT showptpport 2~ RICA T ar DAL =T 2 A AIDEZGEODLE ZTDA L H—T x4 A
A DR— MERDOBNRRINET,
¥ /e —L ar 7 ¥ 2 b—3 3 E— R Tl show ptp clock | port | internal-info =~
Y REuEATEET,
il WIZPTP 7 1w 7 FasnT 4 kR d D62~ LET,

ciscoasa# show ptp clock
PTP CLOCK INFO
PTP Device Type:
Operation mode:
Clock Identity:
Clock Domain: 0
Number of PTP ports: 4

Transparent Clock
One Step
0:8:2F:FF:FE:E8:43:81
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AT PTP ST _RTDA v X —T = A AD PTP R— MEBRERRTAHE AR LET,

ciscoasa# show ptp port
PTP PORT DATASET: GigabitEthernetl/1
Port identity: clock identity: 0:8:2F:FF:FE:E8:43:81
Port identity: port number: 1
PTP version: 2
Port state: Enabled

PTP PORT DATASET: GigabitEthernetl/2
Port identity: clock identity: 0:8:2F:FF:FE:E8:43:81
Port identity: port number: 2
PTP version: 2
Port state: Disabled

PTP PORT DATASET: GigabitEthernetl/3
Port identity: clock identity: 0:8:2F:FF:FE:E8:43:81
Port identity: port number: 3
PTP version: 2
Port state: Disabled

PTP PORT DATASET: GigabitEthernetl/4
Port identity: clock identity: 0:8:2F:FF:FE:E8:43:81
Port identity: port number: 4
PTP version: 2
Port state: Enabled
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show quota management-session

BEOEH Y v > a v OMEE#REZ £ T 5 I121L, F7# EXEC & — K T how quota
management-session =~ > K&l L £7,

show quota management-session [ssh | telnet | http | username user]

WX DN

F7 %V b

av s RFE—F

ssh SSHtvyavarRLULET,
telnet Telnet Ev a3 v % LET,
http HTTP & v a &L ET,

username user

BEDZ—YFDOE Yy ara2RRLET,

T 7 a0 F OEEREIL D D EE A

WORIZ. a~ REANTESE—FeRLET,

T7ATUH—IV
T—F X274 aTFHAB
< IIVF
rZ AR arTH
awr s RKE—F N—7v K| 7vryh |7 (Rb VAT A
¥5HE EXEC LD SIS LD SIS LD SIS o X |—
v PR Jy—2 EENE
9.1(2) Zoavry RpBMEivk L,
9.12(1) Z ®=z<  Fid,quota management-session =~ > N73 = 7 F A |
TEW I A= YR T LD ol a2 TR A RMAT
O IFHATEEIZ 72 V) F L 7=, ssh, telnet, http. 33 X U username & —
U—FpBEimESnE L, £rtiNiciEre harleoty g v
BRERIND IO E LT,
FERAEDHA RS Zoa~vr NI T 7747 REREy a2 2 THICFRRLET,
A
il I BEOERE v v a VOREHEREZRRT HH 2R~ L ET,

ciscoasa# show quota management-session

#Sessions
1
2
1

ConnectionType Username
SSH cisco
TELNET cisco
SSH ciscol
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||
o~ R a<wv K B
show running-config quota Bty ary I x—HOBREDHEERTL
management-session *9,

quota management-session

T3 ATRIRFIZFEITTE 5 ASDM,SSH, 5
LW Telnet Bty > a v oFZFRELET,
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a<v s FE—F

[ ]
show raid
VAT LDN—FR R4 70O RAID 27 —&Z 22T AW A2 FRT 51213 FikE EXEC £—
RC show raid =~ > FZHEHA L £9,
show raid
WX DA Zoawy RIEBIEEITF—T— FiEb v A,
77 %)V b T 7 4V N OEECHEIEZH Y AL

WORIZ. a~ REANTESE—FEeRLET,

avw v RFE—F

T7AT Ut—)b
T—F X2V T 4 ayTFHAB
< J)VF
FF AR =S

V=7 K TV DA/ PN VAT A

54 EXEC

o XIS o XIS o XM o XM o Xths

< Rk

EH EOHA KT

A

JY—=

EENE

9.1(1)

o<y RpBEMEnE L,

—ERDON—=R T =T T INE 2 ODONEN—FK NI4T &2V R—FLFET,72& 2 1E.ASA
5545-X B L N5555-X 13K 2 OOV Vv KR AF—hk RIA4 T %Y R—FLET.2o00FF

47%?#?6%9%%@@%7471RMD1
B B AVAY (- O )= Sl N RPN el O

RETHHMIC 7 r—~y hENFET, D
IR I N FT,RAID REICHTAIERE R RTHIC

1X.showraid =~ > F&ZHHTx £4,

T INA ADET LN RAID % VK —

L TW2RWES show raid 2~ > R& A5 & ER

a<w U RICEBATT— Ao —URERENDIEELH Y 7,

WKDOFERT HIDT 4 —1N RIZHOWTEHBALET,

74—V F FLEA
ID T LA ariR—x2 b®ID W /dev/imdoO),
Version Superblock (RAID A % 7 —X)D7 +—< v b,

Creation Time

DR —FR 2 FDRE I T H B,

RAID L~

RAID L ~UL, RAID1 IZ3 7—V v 7HEpk T,
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B!

Array Size

TRTOa KR b OF A AR TR A F M (A b,
FESA R XA B,

Used Dev Size

BT NA ZATHHFRICEET DRBMOFR (A B FE A b,
XHANAB) e ZHFRNDT AA ZAETFIAR=T 43 ko T
REYVET, RKREONT AL ZZFRBEHDOAN=ZARH L2561 HY
iﬁ‘o

RAID Devices

ART KRR BEERRAELET AN, A2 GLRERT LA DA LN
T NA ADEFHK,

Total Devices

il F AT RE 72 BERE 7 /3 A 2 DHL,

Persistence

Superblock 287 LA DFTR_RTD I L IR—F 2 b DT /31 AHFE DAL
BEICEZIAEND Z & Fifitt Superblock (7 U A DMER SNz L&D
7 7 4V 8)1E,Superblock 237 L' A DT XTHOa R R—x kT34
ATHRHEDMBICESAEND Z EE2EKRLET, ZDO% . RAID #E
IR T ¢+ A7 D EEGRARD Z N TEET,

Update Time

T VA DAT —ZANER SPIZRE AT = AL T 7T 4
T EEREREENET,

gun )
Ehry

RAID OIIED AT — X A FZHD AT —Z A L. T LA BERICEE
LTWAEAIT active. 7 LA NT 7T 4 7 THIREE T OEX AL
VER 72 WA T clean 23R S LE T,

FRENDHAREDOH H AT —F ZFRD LB T,

 resyncing, active: ¥ A7 ADVHT L < \BIfE RAID HEZHEZE L T
FI BERREDOMEIT 90 DL LD HENH Y £, T
=% 79 710 Rebuild Status 72 HE L 7,

e (clean ¥ 7213 active), degraded, recovering : RAID ## i 75 1E & |2 5L
INFE L

e (clean F721% active), degraded: 1 DD /n— R KT A 7 HHEHRE L T
FHA N THED. FEIZERONL VDO NTINTT .2 D
DRIATEERT 25X EN TV D0 EITRONE R0
RIATHRZHLUET,

e (clean ¥ 721 active), degraded, recovering: /~— K KZ A4 7 DHY
T E 72T AL I AT L8 RAID # & 2 ARG L TV ET,

Active Devices

T VA DBAEDKRET A ZDK, VRO T A ZFFHENTHER A,

Working Devices

T LA OfERFRER (BEHED R\ T, ZAOEL,DEV T IV T 47
T R ETFHOT A A,

Failed Devices

T LA DREORE LT A A,

Spare Devices

BETLAIZEH VY TONTWD PHDOT NA ADE, T LA DA
WN=INBOMB R WEEIT AR ART 2T 77 47 A3 —
ELTT VANIEBETAIVLERINHLY ET .2 L.V ATLART LA
ANDOART DBIMCRIMLEHE R TAL TH AT L L Te—2 &
nEJ,

UUID

128 B k@ 16 EHLH —E 75+ (UUID) (X7 L A @ Superblock (2
SN TWET, ZOFFIE, 7 v ¥ AITAERI I RAID % —EIC
FIMTTOEDICHEHENET FTXTOIR=F b TAA X
NZOID #HALET
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B!

Event

i—gqo

T LA DAk J7 X Superblock 2N EH S5 NSy &

Component table

£

sync IKAEIZ 72 > TWE T,

RAID 734 ZDFa s R—=F o h & arR—F FOBHIED A
T—=HADY A SN ZIZEREINET AERRT 4 A7 1L, active

AUKR=R b T4 AT DOFEFZONLIHED ET, AT v —FK 5T
WH TSR LA TITHIEL A T—=FFL DTN —THNOFF
EDT NA ADID T, 7z & 2 1%, [Major 8]1% SCSI 7 4 A7 &R L

%1l W T 7T 4 7T THBETON—F RIT4 710125 554E . State. Active Devices, B L O

Working Devices D&ITTED X HIZFKRENDI OB ERLET, Tl HKEOT — 7 VIR T
I 2FBBDOTNA AN removed | DIRBETH A Z E b HANIRENFET, DFED 2FBHD
RIATEROFTENTORDo 72N EE2FBDO R T4 TRERBIZIRY A INTND

DONFTNNTT,

ciscoasa# show raid

/dev/mdo0 :

Version :
Creation Time :
Raid Level :
Array Size :
Used Dev Size :
Raid Devices :
Total Devices :
Persistence :

Intent Bitmap :

Update Time :
State :

Active Devices :
Working Devices :
Failed Devices :
Spare Devices :

Name :
UUID :
Events :

Number Major
8
0

0
1

1.2

Mon Mar 6 09:04:14 2017

raidl

124969216 (119.18 GiB 127.97 GB)
124969216 (119.18 GiB 127.97 GB)
2

1

Superblock is persistent

Internal

Tue Mar 21 14:03:27 2017
active, degraded
1

1
0
0

ciscoasa:0 (local to host ciscoasa)
e8f90a6b:20433£38:e8b86378:6£d52057
454610

Minor RaidDevice State
0 0 active sync /dev/sda
0 1 removed
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show reload

ASA DY B — ROART—H A% KT HIZIX, FibE EXEC £ — R T show reload =~ > R % fifi ff]
Lij—o

show reload

B oA Zoawy FIEBIEERIZF—U—RIIH Y T8 A,

P W T 7 a0 FOEEREILS D EE A

a<w v RE—F WORIZ. a~ REANTESE—FeRLET,

T7AT Ut —)V
T—F X2V T 4 aTFHAB
< J)VF
kb Z AR =N
gy RE—F =T K |7V I | R B VAT A
¥4 EXEC I S o XIS I S I S LI S
= NIgHE yy—= ERNE
7.0(1) Zoa<wy RRBMEE L,
FEREDOHA KT Zoa<wr RIIEHAEDOTA RTA40BHY 8 A,
A v
il K2, Ve—Fn4 420 H, LEBHOFATIORFHED 12 ) ICA TV a—U v 7 IR T 5%
i_\‘[_/ij‘o
ciscoasa# show reload
Reload scheduled for 00:00:00 PDT Sat April 20 (in 12 hours and 12 minutes)
BEa~< R a<v R =4 B

reload a7 4 Fal—varE) 77— BNV e—KRKLET,
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show resource allocation

TRTCDITTAETTA RN EERSTCY V—RAT LI V—RE )Y TERRT DI
X . ¥4 EXEC & — F T show resource allocation =~ > F&#H L 4,

show resource allocation [detail]

X DN

detail

B2 £ LET,

7 )V b

a<wy RKNE—F

77 4 b OBIERMHITH D THE A,

ROKIZ, 2~ FEANTELHEF—RF2RLET,

T7AT U+ —IV
T—F X2V T4 aVTFRAD
< J)VF
b T VAR T X
a<wy RE—F N—Fy N |TVvrbh | Fn | Rb VAT A
i HE EXEC o Xt o Xt |— o Xt o Xt
o< RERE yy—2= EEAK
7.2(1) Ioawry RPREBMESNE LT,
9.0(1) LY Y —R 7T X routes DERRSNE Lz, ZHiX. a7 F A
NCON—=T 4T T—TN 2 M) ORREERETH-OHTT,
FLWU Y —R XA 7 vpnother & vpn burst other BERRK S VE L7,
X K TEFARNTOYA NV —H A K VPN k2 R D RE
ERETHEZDTT,
FREDHTART Zoa<v NIV Y—REDYTERRLETHERIEHINL VDY Y =R TRRFLE
A A, EEED Y Y — 2RI A R "9 5 121d, show resource usage =~ > RZHH L E7,
l & 1Z . show resource allocation =~ > ROHNFZ R LET . T A AT L ALKV Y —2ADE

FEEID Y THED HERHERS K OMEH FTREZR S AT A U Y —ADNN—k T =V L LTERRS N

i‘j_o

ciscoasa# show resource allocation

Resource
Conns [rate]

Inspects [rate]

Syslogs [rate]
Conns

Hosts

SSH

Total
35000
35000
10500
305000
78842
35

% of Avail

N/A
N/A
N/A
30.50%
N/A
35.00%
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Telnet
Routes
Xlates

Other VPN Sessions

Other VPN Burst
All

35 35.00%
25000 0.00%
91749 N/A
20 2.66%
20 2.66%
unlimited

#£ 1121087 44— L FOBBEE R LET,

Z 11-2 show resource allocation D7 1 —/b I

74—V K A

Resource HIRZIT DT DU Y —AD4HI,

Total TRTCOaAVyTFARNTEYVYTOEND Y V—RADKE, Z O EIT, R
BEALAZ L AERIZIBHIZO DAL AL ZADMKRETT, 7 T AE
FHTR— T —VEBELLEEA . ASAIZZDORROZDIIN— T —
D bR g Nk N D

% of Avail FEHTEALGEIZ. T RXRTOa L THFARTEODETOEND VAT L Y Y —

ZEDONR—F T — U Y — R AT AHIEN WS . D5 T A
WZIEN/A EFBrREnET,

K 1Z . show resource allocation detail =~ > RO B2~ L £9,

ciscoasa# show resource allocation detail

Resource Origin:

A Value was derived from the resource 'all'
C Value set in the definition of this class
D Value set in default class
Resource Class Mmbrs Origin Limit Total Total %
Conns [rate] default all CA unlimited
gold 1 C 34000 34000 N/A
silver 1 CcA 17000 17000 N/A
bronze 0 CA 8500
All Contexts: 3 51000 N/A
Inspects [rate] default all CA unlimited
gold 1 DA wunlimited
silver 1 CA 10000 10000 N/A
bronze 0 CA 5000
All Contexts: 3 10000 N/A
Syslogs [rate] default all CA unlimited
gold 1 C 6000 6000 N/A
silver 1 CcA 3000 3000 N/A
bronze 0 CA 1500
All Contexts: 3 9000 N/A
Conns default all CA unlimited
gold 1 C 200000 200000 20.00%
silver 1 CcA 100000 100000 10.00%
bronze 0 CA 50000
All Contexts: 3 300000 30.00%
Hosts default all CA unlimited
gold 1 DA unlimited
silver 1 CcA 26214 26214 N/A
bronze 0 CA 13107
All Contexts: 3 26214 N/A
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SSH

Telnet

Routes

Xlates

mac-addresses

default all C 5

gold 1 D 5 5 5.00%
silver 1 ca 10 10 10.00%
bronze 0 CA 5

All Contexts: 3 20 20.00%
default all C 5

gold 1 D 5 5 5.00%
silver 1 ca 10 10 10.00%
bronze 0 CA 5

All Contexts: 3 20 20.00%
default all C wunlimited N/A
gold 1 D unlimited 5 N/A
silver 1 CA 10 10 N/A
bronze 0 CA 5 N/A
All Contexts: 3 20 N/A
default all CA unlimited

gold 1 DA unlimited

silver 1 CA 23040 23040 N/A
bronze 0 CA 11520

All Contexts: 3 23040 N/A
default all C 65535

gold 1 D 65535 65535 100.00%
silver 1 CcA 6553 6553 9.99%
bronze 0 CA 3276

All Contexts: 3 137623 209.99%

F 1387 4— /L FOFHERLET,

&£ 11-3 show resource allocation detail © 7 .+ —/v
74— R B!
Resource HIRZHSTZEDTEDY Y —ADL4HI,
7T A T AN T T AEEL KT T ADLHI,
TRTOIATHFAL 74—V RITIE.TRTDT T AR TOEFENFR
RENET,
Mmbrs 7 TRZED LB TOHENDE A TFRANOH,
Origin U Y — 2RO AR TC EIXRD LB TT,
o A:ZDHIBREMA DY VY —AE L TCTIE AR al A7 v a v 2EHAL
TERELET,
o C:ZOHIRRIZA L IN— 7T AMBAERENET,
o D:ZDHIRIZA LV NN— I TATIIERSINTZDOTIEIRL . T 74/ b
TIAMNBAEREINE L. T 74V 72T RZEV Y ToNT-arT
X2 FOEE MEIEID)TIEARLTCHTR Y 9,
ASA TIE TAJETCIF XD AR DLEYEL Z ENnTEET,
Limit ATXFARTEDY Y —ZHIR G L) 2 T AEHRT S~k

TV EBELEGAASA X ORRO DT/ \—1 T — V&t iz
IR £,
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# 11-3 show resource allocation detail » =7 .1t —/L F (FE&)

TA4—IVF A

Total T ANDTRTODALSTHFAMIDEoTEVEToNTWEY VY—2R
DOEFHE, Z O EIX . FREA L AZ U AFETFIZ I BBV DA L AX
VADMRETT, V) Y —ANEHIBOGE, ZORRIZEHTT,

% of Avail FHCEX2EE 7T ANODTRTOa L TFHFAMIbE>TEIVYTHN
HYAT AV —ADEHEB DR T =, U Y — ARERKIRDGA
COFRRITEATT, VU V=R AT AHIRR R WEGEAS . 208 T AT
N/A L FRRSINET,

EEa~v R a<wv R B
class VY —RA 77 A&EERLET,
context X2V T4 a2 THFRAMNEBEBMNLET,

limit-resource

77 ADY Y —=AHlREHELET,

show resource types HIRZRETEDLI Y —RA XA TEFRRLET,

show resource usage  ASA ©V YV — AR EE R LE T,

CiscoASAV ) —RX a< R U7y LR SavwryF 1|
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show resource types

X DN

F7 %V b

a<v s FE—F

ASA MEFARIDIBIIFRICL TWE Y YV —R X A T2 FKRT HIIL K EXEC £— R T

show resource types =~ > R&fif L 7,

show resource types

Zoavwy NIEBIEERIZF—U—RIIH Y A,

T 7 a0 F OEEREILS D EE A

WORIZ. a~ REANTESE—FexRLET,

T7AT Ut —)V
T—F X2V T 4 aTFHAB
< JVF
72U AR = NS
gy RE—F =T K |7k I | R R VAT A
¥5HE EXEC o Xfits o Xfiis o Xfiis o Xfiis o Xfiits
= NIgHE yy—= ERNE
7.0(1) Zoawr RRBEMERE LT,
7.2(1) ZOawr NI arTFARNILICEBRTEIEMDY V—2 X A
TERITDHIIICETFESNE LT,
9.0(1) HIRY VY —R 7T Aroutes WIERRINE L7Z, 2T . FarT7F A b
TON—T 47 T—T = b)) ORKRBEEZRET DD T,
LY Y —2R XA 7 vpnother & vpn burst other 2SERK SV E L7z,
ZHIE. K2 THFARNTOY A MY —H A s VPN b RO K
ERETHEZDTT,
il WIZ Y —RA B A TOFERLUET,

ciscoasa# show resource types

Rate limited resource types:
Connections/sec

Conns
Inspects
Syslogs

Inspects/sec
Syslogs/sec

Absolute limit types:

Conns

Hosts
Mac-addresses
ASDM

SSH

Connections
Hosts

SSH Sessions

MAC Address table entries
ASDM Connections
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Telnet

Xlates

Routes
Other-vpn
Other-vpn-burst
All

Telnet Sessions

XLATE Objects

Routing Table Entries

Other VPN licenses

Allowable burst for Other VPN licenses
All Resources

EHEa~v R

a<w v R

B!

clear resource usage Uy —2 RO HEREZ 7V T LET,

context

X2 VT arTXFAMEBEBMLET,

show resource usage ASA ®O VU YV — 2R EZFR R LET,

CiscoASAV ) —RX a< R U7y LR SavwryF 1|
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show resource usage

ASA FlF~AF E—ROFarTHA MDY Y — 2R Z RS 5121E, FiHE EXEC
— K C show resource usage =~ > F&fifH L £,

show resource usage [context context_name | top n | all | summary | system | detail]
[resource {[rate] resource_name | all}] [counter counter_name [count_threshold]]

O context context_name (< )VF F— RO KB REFETRTHILTF A NDOLETIZIETE
LET . T RXTOarTHFAMNERRICT DT all ZHEELET,
ASA T KT XA MDY Y —AEfRIZ —BEFRERLET,
count_threshold FRTHY Y —AOMHARKERELET. T 74/ NI 1 TT, U
V= 2D Z 2 TRET HEEE FE> TWLHE5EE. 2D
V= RAFRRINER A, 73&/5’% all Zf5E L7256
count_threshold [XBLEOFE AR BLICHEH S vk T,

) ITXTOVU Y —RERRT DI, count_threshold % 0 |ZF%
LET,
counter counter_name RDOH LK ZATOEEFRRLET,
e current: )V —ADT VT 4 TIRRIEEIEEA AKX U AE, F 121X
VY —2ADBAED L — 2RI LET,

o peak: B'— DY Y —ADFEKEEAEAL L AX A FTY—
JREDY Y —ZAD L— FxFoR LET, 2L HEHERD clear
resource usage 21~ RE(EXT NA ADY 7 — M X o Ttk
W7 VT SRR DTS E T,

e denied:Limit 7 7 JMIREINDH U Y —AFIREE R T2 OES S
NIeA VAR ADHAERFLET,

e Al (T 7 4/ M) T RTOMFHERER T LET,

detail BEHTERWY) Y =22 EFLT_RTOY Y —=2AD Y Y — 2RI &
KARLET 2L T TCP RITZEOE AR R TEET,
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resource [rate]
resource_name

FEEDY Y — 2D AR EFZRLET, TXTOU V—RAEXRIT
T50Zal(T 74V M) ERELET, U Y —2ADFE RN EFRT
HliE rate ZFEE LE TR THIE SIS Y Y —R(TIL, conns,
inspects, 38 XL Usyslogs 7"V £9, ZNHDY YV —Z XA T HIGET
L%a T rate ¥ — UV — REZHBETHLENRH Y £J ,conns U Y — A
ELVFAIREER e L CHMESNET I BHh oz R T DI
IZ.rate ¥— U — FOLEFEHLET,

U Y= RDAA TRHY 97,
e asdm:ASDM HFH# ¥ v g

e conns:1 DDOFA N EBFEEOFOMDE A NE OB EET 2 D
DR A ME O TCP %72 1% UDP 8¢,

e inspects: 7 U r—Ta s A AT v a L,
o hosts:ASA Z B U CTHH Al HEZR AR A b

e mac-addresses: N TV AXRT L N Ty AT U F—/)L F— KT,
MAC 7 RL A T—T7NIZEDH HILDH MAC 7 KL ADHL,

e routes:/V—T7 (VT T—T )L xR,

e ssh:SSHEZvIal,

o syslogs: VAT L Bl Avyk—,

o telnet:Telnet v a3

o (¥/VF E— RD7H)VPN Other: ¥+ M VPN & v = 2,

e (=/LF E— FDZ)VPN Burst Other: %1 [ VPN /X— 2 |k
yia v,

o xlates:NAT Z5#4i,

summary

(ZNVF F—FOR)TRTOALTHF A NOSEMERRNE TR L
9,

VAT A

(ZNF FT—FOHR)TRTOaALrTF A NOSEMERRNE TR L
FT, 27 L. a TR A NOAEFIRETIE RS AT LDY V—2A
HIPRMEZF R L ET,

top n

(ZNVF ET—FROREELLEY Y —ZD Ffiin A\ODa2—FDarFx
A NEFRRLET, ZOF T 3 > Tl resource all TiE72< U YV —
AHBATH 1l ODRBETDHULENRHY £,

F 7 %)V b

VAF ArTHRAL = RTIE T 740 2T FA MTall TE,§ X TOa 7T F 2 bo

Uy — 2 FHRMAEREINET VN BE— FROBEA 20T %A MITHEHE I H AT

I%lcontext) I& System] & L TERRSNET,

TN DY VY —AZT.all T, T _XTCDY Y —R FATNREREINET,

TN OB T H G all T, T_XTOMHERPTRINET,
T T N LUEVMEIZL T,
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av s RKE—F

WDOFIZ, a2 REAJTEDE—RRERLET,

a~vw s FE—F

TZ7AT UF—IV
T—F X2V T4 aVTFRAL
< JVF
b Z7 AR =N

N—FTv N |7Vvrh U | A b AT A

FikE EXEC o XIS o XIS o XIS o XIS o XIS
a< FERE Yy J—= EHEAE
7.0(1) Zoawry RBREMENE L,
7.2(1) ACTHIRARNIERZY Y —RZHRTE DO, 20a~v s RTIEHE
HENEY Y —ARERENET,
9.0(1) FRLY Y —R 7 F Zroutes WERRENE LT, ZhiX =27 F A b
TON—=T 47 T—=TN 2 b DRERKBERET D720 T,
FLWU Y —R XA 7 vpnother & vpn burst other NERK S AVE L7,
XK THFARTOHA FY—H A F VPN b2 LDl KK
ERETHIZDTT,
il X 1Z . show resource usage context =~ > RO/l Z R L4, 2 Z Tld.admin =27 F A |

DU Y —=ZERRNEFRT D0 2R L TWET,

ciscoasa# show resource usage context admin

Resource
Telnet
Conns
Hosts

Current Peak Limit Denied Context
1 1 5 0 admin
44 55 N/A 0 admin
45 56 N/A 0 admin

K12, show resource usage summary =~ > ROHAHFlIZRLET, 22 TR TXTHOa T F
AREFTRTOY V=20 ) Y —AFRINAZFRTT D62 R L TOET, 22 TiE6 2> T
FA Ny OHFIFMENFE RSN TVET,

ciscoasa# show resource usage summary

Resource
Syslogs [rate]
Conns

Xlates

Hosts

Conns [rate]
Inspects [rate]

Other VPN Sessions

Other VPN Burst

Current Peak Limit Denied Context
1743 2132 12000 (U) 0 Summary
584 763 100000 (S) 0 Summary
8526 8966 93400 0 Summary
254 254 262144 0 Summary

270 535 42200 1704 Summary

270 535 100000 (S) 0 Summary

0 10 10 740 Summary

0 10 10 730 Summary

U = Some contexts are unlimited and are not included in the total.

S

System: Combined context limits exceed the system limit; the system limit is shown.
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R1Z . show resource usage system =~ > RO Nl 2R LET, 22 TIE T XTHOa 7T F A
FDYU Y =2 ERRRBERENE T AEO 2T XA MIBRE CTiE/e < & AT Ll RAE
DERINTVET,

ciscoasa# show resource usage system

Resource Current Peak Limit Denied Context
Telnet 3 5 100 0 System
SSH 5 7 100 0 System
Conns 40 55 N/A 0 System
Hosts 44 56 N/A 0 System

IR IZ . show resource usage detail counter all0 =~ > ROHNBZRLET, ZDa~> N,
2—PREFHTELY V=R T TR TARXTOY VY —REZRRLET,

ciscoasa# show resource usage detail counter all 0

Resource Current Peak Limit Denied Context
memory 1012028 1538428 wunlimited 0 admin
chunk:aaa 0 0 unlimited 0 admin
chunk:aaa_gqueue 0 0 unlimited 0 admin
chunk:acct 0 0 unlimited 0 admin
chunk:channels 25 39 unlimited 0 admin
chunk:CIFS 0 0 unlimited 0 admin
chunk: conn 0 0 unlimited 0 admin
chunk:crypto-conn 0 0 unlimited 0 admin
chunk:dbgtrace 1 2 unlimited 0 admin
chunk:dhcpd-radix 0 0 unlimited 0 admin
chunk:dhcp-relay-r 0 0 unlimited 0 admin
chunk:dhcp-lease-s 0 0 unlimited 0 admin
chunk:dnat 0 0 unlimited 0 admin
chunk:ether 0 0 unlimited 0 admin
chunk:est 0 0 unlimited 0 admin
Telnet 0 0 5 0 admin
SSH 1 1 5 0 admin
ASDM 0 1 5 0 admin
Syslogs [ratel] 0 68 unlimited 0 admin
aaa rate 0 0 unlimited 0 admin
url filter rate 0 0 unlimited 0 admin
Conns 1 6 unlimited 0 admin
Xlates 0 0 unlimited 0 admin
tcp conns 0 0 unlimited 0 admin
Hosts 2 3 unlimited 0 admin
Other VPN Sessions 0 10 750 740 admin
Other VPN Burst 0 10 750 730 admin
udp conns 0 0 unlimited 0 admin
smtp-fixups 0 0 unlimited 0 admin
Conns [rate] 0 7 unlimited 0 admin
establisheds 0 0 unlimited 0 admin
pps 0 0 unlimited 0 admin
syslog rate 0 0 unlimited 0 admin
bps 0 0 unlimited 0 admin
Fixups [rate] 0 0 unlimited 0 admin
non tcp/udp conns 0 0 unlimited 0 admin
tcp-intercepts 0 0 unlimited 0 admin
globals 0 0 unlimited 0 admin
np-statics 0 0 unlimited 0 admin
statics 0 0 unlimited 0 admin
nats 0 0 unlimited 0 admin
ace-rules 0 0 N/A 0 admin
aaa-user-aces 0 0 N/A 0 admin
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|
filter-rules 0 0 N/A 0 admin
est-rules 0 0 N/A 0 admin
aaa-rules 0 0 N/A 0 admin
console-access-rul 0 0 N/A 0 admin
policy-nat-rules 0 0 N/A 0 admin
fixup-rules 0 0 N/A 0 admin
aaa-uxlates 0 0 unlimited 0 admin
CP-Traffic:IP 0 0 unlimited 0 admin
CP-Traffic:ARP 0 0 unlimited 0 admin
CP-Traffic:Fixup 0 0 unlimited 0 admin
CP-Traffic:NPCP 0 0 unlimited 0 admin
CP-Traffic:Unknown 0 0 unlimited 0 admin

EEa~r R a<w R B!

class

Uy —2 75 25ERRLET,

clear resource usage

U Y — 2RO E R EZ 7 V7 LES,

context

X2 VT arTHRANEEMLET,

limit-resource

77 ADY Y —=AHlREBE L £,

show resource types

V)= A TDV A MERRLET,
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show rest-api agent

X DA

57 )V b

a<w v RE—F

REST APl =— ¥ = o bR BUEA R — T WIT7e > TV D0 E D 03Il 2 1213, FikE EXEC
& — R T show rest-api agent =~ > KZ il L ¥ 9,

show rest-api agent

ZDawy R ASAY DT RTH/N— 3 2 ASA 5585-X. 3 L ) ASA 5500-X 2 U — X (ASA
5506-X & ASA 5508-X <) DT NRA A THR—ENnFET,

Zoavwy FIZIFBIEELITIF—T—FEIHY T A,

T 7 N OEERLHEIZH D EH A,

WORIZ, a~ REANTEE—FERLET,

TZ7AT T4 —)v
T— K X2V TF 4 arTFA D
< JVF
72U AR = NS
a<w RE—F N—T v R | TV v AR AT A
FEHE EXEC o Xt o ity |XHIG — —
v FRE Jyy—= EENE

9.3(2) o<y RpEMEnE L,

FEREOTA RS

A

4l

ZDa<wy FIX.RESTAPI = — 2V = b BIEAS R —T W72 5> TWBENE I & HIT 5 7=
OIZFEHLET,

ZOHNEI.RESTAPI = —V = b A X —T N> TWNDH I EERLTWVET,

ciscoasa(config)# show rest-api agent
REST API agent is currently enabled.

TV IR T 4 =T NIRRTV DERICERREND A v —13, [REST API agent is
currently disabled. | T9°,
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BEa~y R a<w R A
rest-api REST APl /Xv r — Y %R L CA > A h—/L L £ 9 ,REST APl =—
Ve RX—T NI LET,
show version RESTAPI T— =2 b RA X =T N2> TWBBE F D—

Y a &5 show version H /112 &Fh £,
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show rip database

RIP hAR B Y F—F X=X A STV B IEHR %2 KT 51213, 5 EXEC & — K C show
rip database =~ > F&fEfH L 7,

show rip database [ip_addr [mask]]

X OHH

F7 %V b

a<v v RFE—F

ip_addr EE)RELEXY FT—27 7T RLADFRL— MEHIRELET,
mask EE)ATYarDxry hU—2 T RLADXYy NI —0 v AT %

HELET,

T 7 a0 F OEEREILS D EE A

WORIZ. a~ REANTESE—FeRLET,

T7ATUF—IV
£—F ¥F2VF 4 IVFHR L
< )VF
FF AR arrFx
a<wy RE—F =T K |TLrh Yo AR VAT A
¥¢HE EXEC o wthm |— . _ _
v NgHE yy—= ERNE
7.2(1) Zoa<wry RRBMEnhE L,
FEREDHTA FZ  RIPV—T ¢ > 7 B# O show =2~ > KX, ASA | CHi#E EXEC £— K CHH T £9,RIP 4
A WO show 2~ REMEHTHHAICRIP 2y 7 4 X2l —r gy TR THLIMLEEIHY £
A,
RIP 7 —# R—Z|ZIZRIP ZE L CEH IRV — PR TRCEERET, 2OT —F =R (Z
TREINDHNLV—NINV—T 47 T—TNMIBFLT LR RINETFAN—T 4 T T—T
MIV—TFT 4> 7 7a han 7F—2X—=ZALEEFEAT D HEIZ OV T [ Cisco Security
Appliance Command Line Configuration Guidellw Z M L T 72 &0,
il 12 . show rip database =~ > RO H Al Z R~ L E£9,

ciscoasa# show rip database

10.0.0.0/8 auto-summary
10.11.11.0/24 directly connected, GigabitEthernet0/2
10.1.0.0/8 auto-summary

10.11.0.0/16
10.11.10.0/24

int-summary
directly connected, GigabitEthernet0/3
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192.168.1.1/24
[2] via 10.11.10.5, 00:00:14, GigabitEthernet0/3
WIZ. x>y NT—27 7 FL AL~ A7 %ZIEE L7-. show rip database =~ > FDOH /1l Z7/R L
iﬁ‘o
Router# show rip database 172.19.86.0 255.255.255.0
172.19.86.0/24
[1] via 172.19.67.38, 00:00:25, GigabitEthernet0/2
[2] via 172.19.70.36, 00:00:14, GigabitEthernet0/3
EEa~wr R awr R B

router rip RIPV—TF 4 T %A FX—T NI L, 7 a—)LRIPV—T 4 7 X
TA=BERELET,
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show rollback-status

Cisco Security Manager 73 =2 —/L/3» 7 HR % ASA IZ%{5 3 % & | Cisco Security Manager 7> b
ASA ~OFEBERN By bENET, v —A v T Va7 OfER % Cisco Security Manager (2
KIET 5 Z &1L TE £ A, show rollback-status % i Jfl L T, ASA # 43 2% & & 1T Cisco
Security Manager |22 —/L Xy 7 g T DAT —HZ AR R LET,

show rollback-status [context_name]

X DN

F 7 %)V b

a<w KE—FK

context_name O—) Ny VadREAINEa T XA NDOLHL, YTV E—

FOGE. 2Tl sh A,

T 74N N OEERHIEH D EH A,

WDOFIZ, a2 REATJTESDE—RRERLET,

TZ7ATUF—IV
T—F X2V T4 2V TFRAL
< JVF
PS5 AR Admin/User
gwl K E—R A—Fv K 7Ly h v 7  |Context VRT A
HE LI S LI S LI S LI S LI S
o< RIERE Jy—=x EENE
9.6(3) Ioawy RREAINE LT,
R EDH A K  showrollback-status Z{HfH L C. 0 —/L /w7 a7 DAT—H A BERKEL K TRZ . BLO
A O—/L Ny 7 Va7 REHAEN TS arTx A MMERERLET,
il IV TN E—= R TANENEZTRTOarTXFA OB =Ly T AT —H ARFRT

L%~ LET,
1. Cisco Security Manager 2> 5 O 12— /L N 7 BERINZAF S LD ATX IROIRFET T,

ciscoasa(config)# sh rollback-status

Status : None
Start Time : N/A
End Time : N/A

2. ASA TIRHIOT =Ny JEREZETHE.Va TPRET T HENTIKRORETT,

ciscoasa(config)# sh rollback-status
Status : In Progress

Start Time : 13:00:12 UTC May 11 2017
End Time : N/A
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3. B— RNy T DaTRETLEEZITI KRORIETT,

ciscoasa(config)# sh rollback-status

Status : Succeeded
Start Time : 13:00:12 UTC May 11 2017
End Time : 13:00:14 UTC May 11 2017

4. ©— NNy I RRE LGS HERO L1272 £7,

ciscoasa(cfg-cluster)# sh rollback-status

Status : Failed
Start Time : 13:25:49 UTC May 11 2017
End Time : 13:25:55 UTC May 11 2017

5, D— /ANy IREK L RAEZ— T v a7 Xal— g lRDE ROKRETT,

ciscoasa(cfg-cluster)# sh rollback-status

Status : Reverted ( Roll back failed, startup config applied )
Start Time : 13:25:49 UTC May 11 2017
End Time : 13:25:55 UTC May 11 2017

WOFNET, ~ /v FE— R Tsystem/admin 2> 7 F A MMM BANSNTze— ANy T ZT57—HF R
ZRLTWET,
1. B— LNy 7 % ASA IZJEBAT 2 RIT. kOIRET T,

ciscoasa(config)# sh rollback-status
Context Name: system

Status : None
Start Time : N/A
End Time : N/A

Context Name: admin

Status : None
Start Time : N/A
End Time : N/A

Context Name: ctxl

Status : None
Start Time : N/A
End Time : N/A

Context Name: ctx2

Status : None
Start Time : N/A
End Time : N/A

2 VAT A AaArTXAMOR— ANy NIRRT ROIREETT,

ciscoasa(config)# sh rollback-status
Context Name: system

Status : In Progress
Start Time : 16:55:35 UTC May 11 2017
End Time : N/A

Context Name: admin

Status : None
Start Time : N/A
End Time : N/A

Context Name: ctxl

Status : None
Start Time : N/A
End Time : N/A
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Context Name:
Status

Start Time
End Time

ctx2
None
N/A
N/A

3. VAT L Aar7XA MO — Ny 7 P5ET LIZR R TR IRORRE T,

ciscoasa(config)# sh rollback-status

Context Name:
Status

Start Time
End Time

Context Name:
Status

Start Time
End Time

Context Name:
Status

Start Time
End Time

Context Name:
Status

Start Time
End Time

system

Succeeded

19:52:25 UTC May 11 2017
19:52:34 UTC May 11 2017

admin

Succeeded

19:55:26 UTC May 11 2017
19:55:26 UTC May 11 2017

ctxl
None
N/A
N/A

ctx2
None
N/A
N/A

4, A< RTar7F A MBIBEEINTWVWAEEIX IKROIRETT,

ciscoasa(config)# sh rollback-status system

Context Name:
Status

Start Time
End Time

system

Succeeded

19:52:25 UTC May 11 2017
19:52:34 UTC May 11 2017

ciscoasa(config)# sh rollback-status admin

Context Name:
Status

Start Time
End Time

admin

Succeeded

19:55:26 UTC May 11 2017
19:55:26 UTC May 11 2017

WKOBNL, ~/VTFE— KT adminfuser 2T F AN ANINTZ0a— NNy T AT —H A%

ARLTWET,

1. AT FAMPREINTORVWGEEIT ROKRETT,

ciscoasa/admin(config)# sh rollback-status

Context Name:
Status

Start Time
End Time

admin

Succeeded

19:55:26 UTC May 11 2017
19:55:26 UTC May 11 2017

2. AT HRAXAMMPBEESNTWDLIHEIT IROKRETT,

ciscoasa/admin(config)# sh rollback-status admin

Context Name:
Status

Start Time
End Time

admin

Succeeded

19:55:26 UTC May 11 2017
19:55:26 UTC May 11 2017
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3 Mol ar T XA MMPRESN TV LA IE RORETT,

ciscoasa/admin(config)# sh rollback-status ad
Context ad does not exist.

4 AT FAPMNNBEED I THRARNE—FHLEWESIZ KOL IR E4,

ciscoasa/admin(config)# sh rollback-status ctxl
Context ctxl does not match current context.

ASANAL—T FTZAX UL HEELE LTHEL T D HE/RITBERX v —URERIN
\iﬁ_o

1. AL —7)5show 2~ RBFITEIND E HNTIRO L H 0 £9,

ciscoasa(config)# sh rollback-status
WARNING: Current unit is Slave.

2. RAFZUNAMND show 2~y RBBITINDE HHEZKRO X S22 7,

ciscoasa(config)# sh rollback-status
WARNING: Current unit is Standby.

ROFXTHI =2 b OFEMZOWTHMHALET,

i B!

Context Name aO—)LNy 7 DadRNEAINSE T XA NDOLHI, YTV E—
ROBAE. ZEFRREINER A,

Status (A 7 — ¥ ) BHOR—NNy ) VaTDAT—FZ A RKDONTINIRY ET,

e [Nonel:ZDaALFHARNIT—L A Ay Yy Vg FEAILTH
FH A,

 [In Progress]: ASA 73 Cisco Security Manager 2> & 12— /L7 » 7 B3R
EZEL . m—A Ny T Va T RETP T,

e [Succeeded]: @ — /L Ny J BRIEFIZSE T LE LT,

* [revert]:Cisco Security Manager 7> b 15{8 SN E~D H — /L
Ny T PRRILL ASA ICRFEEN WD AL — T v TRIE~D
B—A Ny IR MY H =S ZOEITT 7 v a URIERICET
L ASA [FBEA Y — b7 v TRIETEITS L TOET,

e [Failed]: 2 — ANy 7327 —MNRELTHET LE LR,

Start Time EEDO T —Ry 7 g 7T ORREEL,ASA T —L Ry 7 a7k
ZETHENT. 2D T 4 —)L RiX ASA OBAEORA THF SN E
T AT — & AL [InProgress] & L CEFHINET, 2 —NA Ny 7 RN
None JREED A [N/A] NERINE T,

End Time O—Ny 7 VadNE T LA, a7 RN — L TR T L
%6 . [Status] % [Succeeded] & L CHEFINFET, 2 —b Ny 7 HFIZIE
T Vv a VINFEITESN BN EFICE T LEGE AT —% A1
[Reverted] & L CHFENET HELIC R LG E AT —H XX
[Failed] & L CTHEH SiE 7, [None] F 721 [In Progress] IREED v — /L
Ry 7 OEGEIEIN/A] BFERINET,
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show route

N—TF 4 T T =T N EERT HITIL M EXEC & — R Cshowroute =~ R&EHH L £,

show route [management-only [interface_name]] [cluster | failover | ip_address [mask]
[longer-prefixes] | bgp [as_number] | connected | eigrp [process_id] | isis | isis | ospf
[process_id] | rip | static | summary | zone]

X DN

F 7 %)V b

bgp as_number

(AT a)n—T 4 THHEHRFRX—ARIB) =K v 7 &5 (—F v A%
) HIEDE A~ — . BLOBGP /L— DRy NI —7ERFT
7 TRy I FE (= U AE ) RN L E T as_number 13, TR 5
ZIRED AS FHEHHTHL—F = FVIZBRELET,

75 AR (AT a)n—T 4 o THEHRX—ZRIB) =R v 7 &5 (L —r v A%
F)BIEO XA ~— . BLORy hU—J bR Ry 2Ry 7&K
F(—r U AFFT) BRI LET,

it (EE) RSN TWVWAIL— 2R R LET,

eigrp process_id (47> a »)EIGRP v — b & F R L ET,

Tx—NVF—NR— (7 a )Tz VA== ELTARAZ N, 2=y BT

T4 T 2=y MRS TFBEEDOD N—FT 4 v 7 T —TABLONL—TF 4
VT 2 FYDBIED Y= AF T EFRIILET,

interface_name

(AT aNBE LA A —T oA AT HEZL—F 2 N 2R
%Liﬁ‘o

ip_address mask

(A7 v a ) fREshicsmh~DL— bR LET,

isis

(7> g )ISIS — &R R LET,

longer-prefixes

(A 7y a )BT ST ip_addressimask X7\ Z—T H/LV— sDIHEFR
ﬂ—i‘b\ijﬂo

management-only

(A7 a)IPvd B8V —T 4 v 7 T—T LD — hE2FERLET,

isis

ospf process_id

)
FF g )IS-IS V— NEFERLET,
F 73 )OSPFLV— FaFE R LET,

rip

F 7 a)RIPA— N EFERLET,

(
(
(
UEB)AZT 4 w7 — 2T LET,
(
(

Ay
summary EBI)N—TFT 4 7 T—7NVDOBIEDORELE R LET,
zone FFva) = A F—T 2 AD)N— b EERRLET,

T 74N N OEERHIEH D R A,
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av s RKE—F

WDOFIZ, a2 REAJTEDE—RRERLET,

TZ7AT U —IV
T—F X2V T4 aVTFRAD
< JVF
b7 AR T X
a<v s KE—F N—FT v N |TLrh D/ 2R B AT A
¥itE EXEC o Xfits o Xfits o Xfits o Xfits o Xfits
=¥ NIRE yy—= ERNE
7.0(1) Zoawy RpBEMEhE L,
8.0(2) eigrp ¥ — U — R BNMIE LT,
8.4(1) failover ¥ — U — RN BN ENFE L7-, HAIZIZRIB =Ry 7 HKE (—7
VAEE) BEDE A ~v—E. Ry N =T RBR T a v Ry &R
(V= ABF)BRRRSINET,
9.0(1) cluster ¥ — U — KB EBMENFE L XA TFTIv I V=T 47 Fua bz
sV (EIGRP, OSPF, 35 & TV RIP) |23 F & 41, ASA 5580 35 & T8 5585-X TD A
fERHTE £7,
9.2(1) ¥ —U— RKbgp MBS E Lz,
9.2(1) ZOavwry RTIE . BE—HL AR L— R RSN L— e LI
BREINDEIIIRVE L BRENDNV—b DT harvEREFES A
FERTH LV — RL. LEsu. BXO+H)BNBEBMENE LT,
9.3(2) zone ¥ — U — FNEMENFE L7,
9.5(1) BHENL—T 47 T NVEEOYR— FREBEMESE L,
9.6(1) isis ¥F—U— RN BMEE L,
9.6(1) isis ¥ — U — KRN BEMENE L,
FEREDHA T IPv4 ICEF DOE®R TH D A3 %2 FEV T, show ipv6 route =~ > KD H 711 . show route =~ > KD
A HA LB L TnET,
~
()  ASA THHST DHBEREN R E S AL TWVR WIS clustering 35 L O failover ¥ — U — NI RI4

E VS

show route ==~ > RNiX #H LW RO 72V — h A2 FR/RLE T, 7 S41DH TCP SYN %3 v

IT T AVE =T oA AZEETHEASAER LA H—T =2 A A ML TORISET
EFETZEDA U H =T 2 ADRIBIZT 7 4V k b— E B2 E ASA TXBERERE S 22

72027 v b & K v 7 L %7, show running-config route =~ > R THE/RIND L IHE S
NELDIET R T VAT LNTREDT — A ETEHINET,

show asp table routing =~ > FZHH LT Ny 72 N A U0 F =T = RAZEAEDON—T 4
VI T =T NEHERTEET, ZORFILZOSPFREIGRP L EEETHY 7 a kL EF DL —
N TF—=F_R=2F Rl V— N TR RTEHIa— IV V=T o T T—T N E IR
F9, ZOEEEHFICL DD TT,
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()

Cisco I0S C show ip route =~ > K& ffl 3" 5455  longer-prefix ¥ — 7 — R& il TX £ 97,
CiscolOS TZDOF—U— R&EMHAT 5L NV—MIFRELILR Y NT—F LR T ORT 08—
Lzt XIZDARFRENET,

ASA TiX.longer-prefix & — 7 — K{I show route =~ > KDOT 7 4 /L hOEHETT, L7z - T,
CLI TX—U—FREZBMTAHALEEHY FHA, ZODipE AT D EA—MNIFRRENEE
boo A==y F — b EBRT DI VA EEIP T FL AL L BICETHERD Y 7,

IZ show route =~ > RO HFH 2R L F 1,

ciscoasa# show route

Codes: L - Local, C - connected, S - static, I - IGRP, R - RIP, M - mobile, B - BGP
D - EIGRP, E - EGP, EX - EIGRP external, O - OSPF, I - IGRP, IA - OSPF inter area
N1 - OSPF NSSA external type 1, N2 - OSPF NSSA external type 2
E1l - OSPF external type 1, E2 - OSPF external type 2, E - EGP
i - IS-IS, L1 - IS-IS level-1, L2 - IS-IS level-2, ia - IS-IS inter area
* - candidate default, su - IS-IS summary, U - per-user static route, o - ODR
P - periodic downloaded static route, + - replicated route

Gateway of last resort is 10.86.194.1 to network 0.0.0.0

10.86.194.0 255.255.255.0 is directly connected, outside
10.40.10.0 255.255.255.0 is directly connected, inside
192.168.2.0 255.255.255.0 is directly connected, faillink
192.168.3.0 255.255.255.0 is directly connected, statelink

oo e Ne]

WIC BB T X A MIEBIT S ASA 5555 TOD show route =~ > RO I ZRLET, 2D
HANZIE Al % D2 —PFRFEHIC VPN N— R T =T 7547 FTHHASHAZNEBL—T Ny
7 T RUANRFRENFET,

ciscoasa/admin(config)# show route

Codes: L - Local, C - connected, S - static, I - IGRP, R - RIP, M - mobile, B - BGP
D - EIGRP, E - EGP, EX - EIGRP external, O - OSPF, I - IGRP, IA - OSPF inter area
N1 - OSPF NSSA external type 1, N2 - OSPF NSSA external type 2
El - OSPF external type 1, E2 - OSPF external type 2, E - EGP
i - IS-IS, L1 - IS-IS level-1, L2 - IS-IS level-2, ia - IS-IS inter area
* - candidate default, su - IS-IS summary, U - per-user static route, o - ODR
P - periodic downloaded static route, + - replicated route

Gateway of last resort is 10.86.194.1 to network 0.0.0.0

C 127.1.0.0 255.255.0.0 is directly connected, _internal_loopback
C 10.86.194.0 255.255.254.0 is directly connected, outside
S* 0.0.0.0 0.0.0.0 [1/0] via 10.86.194.1, outside

& IZ . show route bgp =~ > KO NFI &R LET,

ciscoasa# show route bgp

Codes: L - local, C - connected, S - static, R - RIP, M - mobile, B - BGP
D - EIGRP, EX - EIGRP external, O - OSPF, IA - OSPF inter area
N1 - OSPF NSSA external type 1, N2 - OSPF NSSA external type 2
E1l - OSPF external type 1, E2 - OSPF external type 2
i - IS-IS, su - IS-IS summary, L1l - IS-IS level-1, L2 - IS-IS level-2
ia - IS-IS inter area, * - candidate default, U - per-user static route
o - ODR, P - periodic downloaded static route, + - replicated route

Gateway of last resort is 10.86.116.1 to network 0.0.0.0
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KIZ . show route @ failover =~ > NOH IFZ R LET, ZIE,. 7= — T —"—FDREZ
NA 2=y h~0® OSPF 8 XN EIGRP /L — F DRI Z# R L TWET,

ciscoasa(config)# show route failover

Codes: L - Local, C - connected, S - static, I - IGRP, R - RIP, M - mobile, B - BGP
D - EIGRP, E - EGP, EX - EIGRP external, O - OSPF, I - IGRP, IA - OSPF inter area
N1 - OSPF NSSA external type 1, N2 - OSPF NSSA external type 2
E1l - OSPF external type 1, E2 - OSPF external type 2, E - EGP
i - IS-IS, L1l - IS-IS level-1, L2 - IS-IS level-2, ia - IS-IS inter area
* - candidate default, su - IS-IS summary, U - per-user static route, o - ODR
P - periodic downloaded static route, + - replicated route

Gateway of last resort is 10.86.194.1 to network 0.0.0.0
Routing table sequence number 1
Reconvergence timer 00.20 (Running)

S 10.10.10.0 255.0.0.0 [1/0] via 10.10.10.1, mgmt, seq 1
[1/0] via 10.10.10.2, mgmt, seq 1
D 209.165.200.224 255.255.255.0 [90/28416] via 200.165.200.225, 0:00:15, outside, seq 1

] 198.51.100.0 255.255.255.0 [110/28416] via 198.51.100.10, 0:24:45, inside, seq 0

D 10.65.68.220 255.255.255.255 [1/0] via 10.76.11.1, mgmt, seq 1

K1z . show route cluster =~ > KO 1l 2R L E 9,

ciscoasa(cfg-cluster)# show route cluster

Codes: L - Local, C - connected, S - static, I - IGRP, R - RIP, M - mobile, B - BGP
D - EIGRP, E - EGP, EX - EIGRP external, O - OSPF, I - IGRP, IA - OSPF inter area
N1 - OSPF NSSA external type 1, N2 - OSPF NSSA external type 2
El - OSPF external type 1, E2 - OSPF external type 2, E - EGP
i - Is-IS, L1 - IS-IS level-1, L2 - IS-IS level-2, ia - IS-IS inter area
* - candidate default, su - IS-IS summary, U - per-user static route, o - ODR
P - periodic downloaded static route, + - replicated route

Gateway of last resort is not set

Routing table seq num 2
Reconvergence timer expires in 52 secs

C 70.0.0.0 255.255.255.0 is directly connected, cluster, seq 1

C 172.23.0.0 255.255.0.0 is directly connected, tftp, seqg 1

C 200.165.200.0 255.255.255.0 is directly connected, outside, seq 1

C 198.51.100.0 255.255.255.0 is directly connected, inside, seq 1

0o 198.51.100.0 255.255.255.0 [110/28416] wvia 198.51.100.10, 0:24:45, inside, seq 2

D 209.165.200.224 255.255.255.0 [90/28416] via 200.165.200.225, 0:00:15, outside, seq 2

&IiZ . show route summary =~ > ROl ZR L ET,

ciscoasa# show route summary

IP routing table maximum-paths is 3

Route Source Networks Subnets Replicates Overhead Memory (bytes)
connected 0 2 0 176 576
static 1 0 0 88 288
bgp 2 0 0 0 0 0
External: 0 Internal: 0 Local: 0
internal 1 408
Total 2 2 0 264 1272
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show route zone ==~ > RIZOWTIZ IROHENTEZBRL T ZE W,

ciscoasa# show route zone

Codes: C - connected, S - static, I - IGRP, R - RIP, M - mobile, B - BGP
D - EIGRP, EX - EIGRP external, O - OSPF, IA - OSPF inter area
N1 - OSPF NSSA external type 1, N2 - OSPF NSSA external type 2
E1l - OSPF external type 1, E2 - OSPF external type 2, E - EGP
i - IS-ISs, L1 - IS-IS level-1, L2 - IS-IS level-2, ia - IS-IS inter area
* - candidate default, U - per-user static route, o - ODR
P - periodic downloaded static route

Gateway of last resort is not set

192.168.105.1 255.255.255.255 [1/0] via 172.16.1.1, outside-zone:outsidel
192.168.212.0 255.255.255.0 is directly connected, lan-zone:inside,
172.16.1.0 255.255.255.0 is directly connected, wan-zone:outside2

10.5.5.0 255.255.255.0 [1/0] via 172.16.1.1, wan-zone:outside2

10.2.2.1 255.255.255.255 [110/11] via 192.168.212.3, 2:09:24, lan-zone:inside
10.1.1.1 255.255.255.255 [110/11] via 192.168.212.2, 2:09:24, lan-zone:inside

OO0 mnNnNwm

& IZ . show route isis =~ > RO SHZ7 L £,

ciscoasa# show route isis

Routing Table:
Codes: L - local, C - connected, S - static, R - RIP, M - mobile, B - BGP
D - EIGRP, EX - EIGRP external, O - OSPF, IA - OSPF inter area
N1 - OSPF NSSA external type 1, N2 - OSPF NSSA external type 2
E1l - OSPF external type 1, E2 - OSPF external type 2
i - IS-IS, su - IS-IS summary, L1 - IS-IS level-1, L2 - IS-IS level-2
ia - IS-IS inter area, * - candidate default, U - per-user static route
o - ODR, P - periodic downloaded static route, + - replicated route
Gateway of last resort is not set

i L2 1.1.1.0 255.255.255.0 [115/10] via 22.22.22.5, subint
i L2 2.2.2.0 255.255.255.0 [115/10] wvia 22.22.22.5, subint
i L2 3.3.3.0 255.255.255.0 [115/10] wvia 22.22.22.5, subint
i L2 4.4.4.0 255.255.255.0 [115/10] wvia 22.22.22.5, subint
i L2 5.5.5.0 255.255.255.0 [115/10] via 22.22.22.5, subint
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