S-S D

packet-tracer =~ K~ ping 2~ R

packet-tracer

packet-tracer 2 ¥ RZFiHE EXEC £E— R CTHMT25& . 774 7 U+ — /L OBIEOREITK L
TS5~6Z7NDONRyy EERTHIENTEET, 22 TEH. LY RLT VX I ITICMP,
CP/UDP/SCTP. 5 L OV IP O/ v DT U 7 BT packet-tracer DAL &~ LE T,

packet-tracer input ifc_name [vlan-id vian_id] icmp [inline-tag tag]
{sip | user username | security-group {name name | tag tag} | fqdn fgdn_string}
icmp_code [icmp_id] [dmac] {dst_ip | security-group {name name | tag tag} | fqdn
fqdn_string} [detailed] [xml]

packet-tracer input ifc_name [vlan-id vian_id] rawip [inline-tag rag]
{sip | user username | security-group {name name | tag rag} | fqdn fgdn_string}
protocol [dmac] {dst_ip | security-group {name name | tag tag} | fqdn fqdn_string}
[detailed] [xml]

packet-tracer input ifc_name [vlan-id vlan_id] {tcp | udp | sctp} [inline-tag tag]
{sip | user username | security-group {name name | tag rag} | fqdn fqdn_string} src_port
[dmac] {dst_ip | security-group {name name | tag rag} | fqdn fqdn_string} dst_port
[{vxlan-inner vxlan_inner_tag icmp inner_src_ip inner_icmp_type inner_icmp_code
linner_icmp_id] inner_dst_ip inner_src_mac inner_dst_mac} | {vxlan-inner vxlan_inner_tag
rawip inner_src_ip inner_protocol inner_dst_ip inner_src_mac inner_dst_mac} | {vxlan-inner
vxlan_inner_tag {tcp | udp | sctp} inner_src_ip inner_src_port inner_dst_ip inner_dst_port
inner_src_mac inner_dst_mac}] [detailed] [xml]

X DA detailed (A7 ay) b b—AEROFEMBREREFRRLET,
dmac BWHMACT RLAZRELET HIA ¥ —T = A4 AOBEREZ
FRTDHZETRBENTZ AN v OFMICET 5208287+ 5
EEBICSEEMACT RLARARATH 22210k b7y B R
ay 7HhEftLET,

dst_ip N7y b FL—2D%% T R LA (IPv4 £7213 IPv6) ZF5E L £ 7,

dst_port TCP/UDP/SCTP /X7 > k b L —ADFHA— R ERELET,

fqdn fgdn_string RANDFEREM AL A EZRELET EE L EEDELLD
IP7 KL AIZHHEHTE £9,1Pv4 O FQDN O AN YR — kS E T,

icmp R+ 570 hanrt LTICMP e LE,

icmp_code ICMP %7 v kb FL—ZDICMP 22— R&HEELET,
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[



# |

icmp_id

(EBE)ICMP %7 v r L —ADICMPID ¥ 5E L1,

inner_dst_ip

W7 b O%EYET KL A (IPv4 £ 7213 IPv6) ZHRE L £ 17,

inner_dst_mac

WER A DSBS MAC 7 RL AR BELET,

inner_dst_port

WEB N FOgEsER— b2 E L £,

inner_icmp_code

WNER/ X RO ICMP 24 7 a— K& TLET,

inner_icmp_type

WHER/ ST R OREBIFE 72~ ICMP A v B — P 2 fE L £ 7,

inner_protocol

WISy o7 m hargaaiaE LET,

inner_src_mac

N7 FORT— L MACT RLUAFEELET,

inner_src_ip

NE 7y NOEETLT LA (IPv4 £7212 IPv6) 3 E L 3,

input ifc_name

RrEy "OANIA v 2 —T =24 AZEELET,

inline-tag rag

LAY 2CMD ~y X —IZHOIAENTWDIEXF2UT 4 T N—T X
T DOIEEFEELE T, A0 EOFHEIX 0 ~ 65533 T3,

protocol rawIP /N7 v b hL—2 707 fanEs(0~255) 2B ELET,
rawip fEH+25 7 ba b LTraw IP 48 E L £,
sctp fEH+2 7 bad LTSCTP #f&E LE9,

security-group {name

name | tag tag }

TrustSec D IP-SGT Vv 7 7 v TSV TEETL L 5D U
TAIN—TERELET . EX2 VT 4 JV—TOLHATETILX T
BrrfEECTEET,

src_port TCP/UDP/SCTP /X7 > h b b —ADEFEILAR— M EfRELET,
tep -+ 57 haslt LTTCP 235E L £,

type ICMP %47 v k FL—ZDICMP % A F&5ELET,

udp fEH+25 7 haLt LTUDP 2 ELET,

user username

BETXIPT RLRAE LTV ERET DHEIT domain\user D
Ta—HFTAT T 4T A 2HELES =TI L TREICY v
B 7INeT FLAEHESL5E) N ML —AIfEH I ET,

vlan-id vian_id

(FFva)7a—DOVLANT AT T 47 4 € LET, A0
FHIX 1 ~ 4096 T3,

vxlan-inner
vxlan_inner_tag

VXLAN 5 7Mbb 2fEH L CTHE Ny hEfRELET,

xml

(A7 v ar) b b—AfER%E XML JEATHERLE T,

av U RS 7%
Vb

ZOawy RIZIZ. T 74NV MRENRD Y ¥ A,
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av s RE—F

WDOFIZ, a2 REAJTESLE—RRERLET,

T77AT UF—IV
T—F X2V T4 aVTFRAD
~)VF
AR aTx

a<w s FE—F =7y K |T Vb P/ VAT A

Fi#E EXEC £— R o XHI& o XHI& o XHI& o XHI& s —

= NIgHE yy—= ERNE

7.2(1) Zoawry RpBEMEhE Lz,

8.4(2) F—U— REBIEDORT N 2 MBI S vE LT (user username &
fqdn fgdn_string.) ;W\ N DD X —TU — ROLABI E EFENEEINE
L7, IPV6 EfE LT RLADH R — FpRBEMSivE L,

9.0(1) =P TAT T 4T 4 DY R— MBS IVE L7, IPvd D5EA
Effi B A A >4 (FQDN) O &N YR — k&£,

9.3(1) ¥ —U— K &35 D27 inline-tag rag MBI &S, LA ¥ 2 CMD
ANy L —IZHDIAFENTWDBEX=2 YT 4 TA—TF % 7T OfERY
R—=brENDHLIITRY EL,

9.4(1) F—TU— R LFIEDOT N2 DBEMEIE L7z (vian-id vian_id &
vxlan-inner vxlan_inner_tag) ,

9.5(2) sctp ¥—U— v hvE Lz,

9.7(1) NIRRT LN T AT Ut —bE— ROV HR— b, 5685 MAC
TRLAZHLW L —X BV a2—ARNBMEnE LT,

9.9.(1) Kgehy7e b —R% 7 T AZ ) T 570 0OW R— M RNEASN
FLI, ZOWREIZE ST /I AF 2=y Ty hEZBUTE
FI . H LWA T T 3 D persist. bypass-checks. decrypted. transmit
id. B X Worigin DB VE LT,

ERAEDHA KT Capture 2~ RIZL D37y FOX ¥ 7FF v IZIMA T ASA 5 LT/ v hOFA%E b

AV L—ALTCHEEBVIZEMEL TWD ) E D 0 Z G T X £7, packet-tracer =~ > R & fifi [f]
T5 L ROEIELFEITTEET,

o Xy hNT—IHNIZRa T T5TXTCORNry haT w735,
e ILUTA4FAL—TalrNEKLIZEBYICHEEL TWANETERT S,

o Ny MTHEMARER T RTOL— L BLOL—ARBIMESNDFIK L 72> 7 CLITTAR
ZNE I

o F—H RNADNSy NERESA LTA L TEET B,
o F—H NAThL—H Ny FEHFATS,

o W TAFLT 4T 4 BLOEQDN IZHSNWTIPVE 7 KL A E71XIPv6 7 KL 2 &k
?‘F;:Téo

o UTRE J—=RMTHATy NaT Yy 7T 5,
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packet-tracer =~ > NiL /N7 MIBET H3EMIGEH & (ASAIZ K D37 v b OB TGk % it
LET. 7747 U+ — VEHEIL packet-tracer ZHH LT 8X 2 V7T 4 77747 AR
Ry FEEEL AALLHAO~ND 7 —2 B CEE T, Z0RFT, 72 —B L0 —
My 2777 ACL. 7B haj 4 AT v g v BEIONAT X LT/ N7 v R seRii S 4
T, 2T 4 VT A DENI.FEF B IO LEDT KAl 7r halBlOR— MR
FHEELTCEBON I 74 v 72 Ial— T AMEICETHEELINET,
F7vardvlandid ¥—TV— RFEHFEHTLE 7Py b hL—PRBXT LU AU F—Tx
A ANWCANDZ ENTE FOBICVLAN T AT o T 4T 4 =BT HHTA X —T7 =1 R
VEAVLY FENET VLAN T AT T 4T 413 VT A H—T A AL TITHE A TRE
A Tvary = MY T VEEA VH—T = RIHFIHN T RT L NEHEE A X —
T oA ANFFOZENTEDLOIFEHRERHY 7 A v X —T7 =4 221 TY,

FHEMAC T RLADILy 7T v T HEHTE £7,

NTUVART LY b 77 4T U4 =) = RTRHANA S =T = A 25 VIEP DHAIZ,
VLAN ([ZMEZ AJ)T 2 L3 MAC 7 R L AFA T v a Y THAC RV ET, ~H. 7Y v 7
N—T AU N— A B —T 2 ATE 5% MAC 7 R L R ZMHET 4 —/L KT, vlan-id
X —U—RE AN LG EIEIA TV a il £,

N—=T Y RT77AT T4 —IVE—RFTIHEANA X =T A ANRT IV v TN—F A N\—
A B2 =T 2 A ZADEPA vlan-id & dmac 51T AT 9 T,

WORIZNT VAT LU N 77 AT 04—V ET—RENL—FT v R 77 AT I3 —LE—F
TOFNENDVLAN TA T T 4T 4 LI MAC T RLADA X —T = A AMRFR D)
EIZBET 23 LWWF#HRZ R LET,

NGV ART VN T77A4T U —/VE—F

LR —T =R VLAN 5655 MAC 7 KL%
(g A X —TN(F T a) 2
VTEP A X =T N (F T ar) F 4 —T7 V2 —VTR VLAN IZ

BaEAIIT5E FEIEMACT K
LA ITIA =TT ) £
N ZFA T g T,

TV oPRBAVE—T A A F—T N (F T a) A F—T N (W) = —F

Z (BVI) VLAN |2 % A L7254
5649 MAC 7 R L R 347
va T,

N—T v R IT7A4TUF—/LE—F

A H—T = R VLAN 5855 MAC 7 KL &
ey AR =T N(F T =) 2

N—T 9 RAVE—T 2R L FX=TN(FTaV) )

TV oD F—TF A= |4 F3—T (T a) A X—=T N (T a)

ANNA 2 —T7 A4 A% L T packet-tracer 2~ REZFITLTWVWDE &7y AR
7y ENRWIGE L E D N7 v it UN-NAT, ACL.NAT. IP-OPTIONS . FLOW-CREATION & X
IRESESERT 2= Azl LET, ZOMBR TALLOW | L WD A v —VRFoRanEd,

CiscoASA vV —X a<w R U777 LV R I~Ravwr K
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T7AT UA—NRELL>TIAT T T4 v 7By TENDARENRSH LTI A
T vIab—varyahiobb—=—F "y bbb ey 7anEdT  HBolioTI Fr Yy
TOREOHHADEKRINDGZ N T, 728 21T~y X — ORI ER 2 72D X7
c3 K|y 7 S 354 . [packet dropped due to bad ip header (reason)] & V9 A » & — U NREKIR
SNETSHEMACT FUARARRARGEIZ AL v F 7 = ATy bsRu v/
SNEF, ZHNUCL V5L MAC T FLRAZMHET 5 L 510 ASA BEBI SN E T MACT KL
AW ROD o Te GBI packet-tracer ZFFEFATT 22 &N TE sk L2 vy 7 7w FITRE)
LEJ,

Ny b B L—HTO VXLAN %R — MZ LD N7 hO LA ¥ 235550 L 565 MAC 7
RUVA LAY 3EEILESWHIPT RLA LA P47 bal LAY 4 &G0 E5m%ER— b
He By hU—0 f 2 —T 2 A4 ZA(VN)BEZIEETHZ &N TE £, TCP.SCTP,
UDP.raw IP. 55 X IV ICMP O BN/ v R THR— F S ET,

RAS 2= ORXEMHAL CEETOZ—Y TAT T 4T 4 ZHETEXTET,ASA T
. ZD2—VDIPT FLRAEZBRLUELTDHIPT RLAZXry b hL—2Z2DT A T
FALET, 22— R EHDOIP T FL Ay B 7 ENTWAEA K&l 7 LEZIPT
RUARFERENIP T LA a2—HFD< v B IZRIENCLH D2 LA Rm T HARERE
NET Z0a~y ROBEROMYTL—F TA T 2T 47 1 Z48E LI E ASA T,
2—HFNRANLISEET FLADZ A FIZESNT IPvE 721X IPv6 OWTNDT FL A%
MRELET,

X2V T4 IN—THERF 2T 4 IN—T Z T EEETE L TIHEETE £7,ASA
T FD0EXa VT 4 IN—T4F3exa2 )T 40 IV —T ZTICHESHNTIPT RL XA
ERBLZEYTAIPTRFLAEZRyYy b FLb—ZADTAMNCHEHLET  EX=2UT7 ¢ 7
N—T" B TELTEXF2VT 4 TA—THPEEDOIP T FLRAI vy B 7SN TWAEA,
FNOHDOWTNNDIPT RLUARFEHENIPT FLAEtFxFa )Ty IV —F 2T Dt
YIMIENMILH D EERTHINEREINET,

FEE L LT FLUADOME GIZ FQDN #HE TE £9,ASA TIZ.DNS Vv 7 7 v %5
TL ATy b OREE CIRUICGRENTZIP 7 RLAZRE L £9,

L3NS T VB =T 2 A AT RS v H—T 2 ANBT ) v DAL
R —T oA A2 E S IP A ASA FOBVIA LV Z—T 2 A ZAZWUT-X T A Ay FTOEE
DT T4 FIVATEH ATy N FL—PEE TNV N— b oI T o7 EBETLET,
Flo 7 —ITfER S EE A,

ARP L MACT7 FLRAT—T N 2 M) B VTTHZ LT Ny b FL—HTFIZHF TV
N—= Ry 7T v T EEIT L S MAC 7 RLUARRIREENTT —Z _R— R REESRE T,
L2 L.ZHEZFOMD N T 7 4 w7 U F AT TCEED EFALI A X —T = AT
HDHLGEIT 56 MAC 7 R LRI SN TN T — F _X— AR FESNET,BVI A ¥ —

7 = A AL nameif TRXEZILL3 70 X7 4 N 5728 DMAC vy 77 » 7 &FT LTI
D FEH A,

MAC 7 KL AL ARP =2 kU B WGEOHBEIOBITICRET, Z OEENR R 54 E 3, DMAC
W= FUMBNIE. X7y b PL—YVOHNITFHERV IR F5. 7 e —NERkInE T,
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4l

K R L —RZ L > T ATy BV FRA% 2=y MNilZ@iRT 5L &I ML —ATEE
T 7 TAK 2=y MNETET 537 v M3kt 7> a v 2L TEETILNERD
DET,. K7y FOKEENZR L —ADT®IZ packet-id E Ry 7 AU RBAHEESNRTE
D EEEINTAATy NORKRET TAY ) — REBRT L5/ NOKR Y T DT = — X%
WrC & F£ 9, packet-id IL. </ N7 ABEIF I TNS XD — FE> EHEEORM ARG R
T9, packet-id (X, / — R THIDOTZETLHH LAy NTEIC—ETT . Ay By b
Ty ERHDT TFTAE AU N=]nBHD 7 T A8 AU N—ICBET 5 IZHAIAE
FT. LTI TAZY o TIZEBNTAT y MIAMEOAM GBE ST E U X MTESN
T AU N—IZF|FE LE T Host-1 i£.Host-2 1237 v h&EEFELET EEFEINT T v M.
Host-2 IZIEE SN DRI 7 T AZ J—FRETU XA LI FENET AXT—FDHIIT,
Tracer origin-id B:7 hop 0,Tracer origin-id B:7 hop 1\i5J:Zﬁ Tracer origin-id B:7 hop 2
DENENEKRSNET BIL AT Y FOREILTHL7 TAZ ) — ROAFITT 71X
ET. 7 TAZ J— R oREINZTEBONry hE2RLET, ZOMEIZ. /— Ko HL
WRT s EIRBESNATE IS INET "B & "T"OMAEDLEICL > T X7y M &k
ETDH—BEDOIDBERENET 7 I7AF 2=y bOR—ANAF. 202 =y M@l T 5
TRTONRTy FTRICTT ATy MI 7 e—sUL 23y 7 773 unique-id &Ry 7 D
MefEHTAEXICKBIENET ATy bR ML —23N5E KL —AREK ) — K
TEEHARRIZRD ET, 2T AT 2T 527 OICFETHREST L2 ETHELET . HD
AT HRANTHDBRABI R L —AZ, a0 TFARNITLEONy 7 7 ITHEMSILE T, —
DML —ADHFTHRED b L — A &R T 511X, origin-owner-ID (<origin-owner> <id> @ 2 -
DfE) ZfEH L E7,

ZOBEASANSH T ENDE Ny b EYV I 2 L— T 52 &N TE £ 9, packet-tracer & 7
LCtransmit 7' v 3 UEFEHTHZEICED Xy RU—7 TRy hEXEEFETEET. T
7 # /v b Tl packet-tracer [£/37 v M EERET HRANCBERE L ET . Ny ERHEhD &7
0— 7 —7 A T7a—NERINET,

packet-tracer C bypass-checks 7'+ 3 Vi 9 25 Z &1LV ACL,VPN 7 ¢ /L% uRPF. %
KO MPsec A7 =T 4 T F o 7N ANATEET, ZIUIAT EH GO HIZHEH S
NIl —hENEIPSec X7y MIRany7XEnFEEA

VPN ko 2V TEZILENT Ty EFEFTEET, VPN b RVIEPLHAR T IPSec &

TLS Ol FIZ#@H TCEET,VPN h o RURBETEEEINDI Ny hEYIab—T5H2 ¢
HLTCEFET, VIab— FENTLEEL X7y MIBEFEO VPN b2 uioxts U, BhEd %
oA —NEAEINnNET,

WIZ HTTP 8 — b 201.1.1.1 235 202.1.1.1 ~D TCP X7 v b & L — R T 502~ LET,

ciscoasa# packet-tracer input inside tcp 201.1.1.1 13 202.1.1.1 324 000c.29a3.b07a
detailed

Result:
Action: drop
Drop-reason: (dst-12 lookup-fail) Dst MAC L2 Lookup Failed

ciscoasa#f packet-tracer input inside tcp 201.1.1.1 13 202.1.1.1 324 000c.29a3.b07a
detailed

Phase: 1

Type: L2-EGRESS-IFC-LOOKUP

Subtype: Destination MAC Address Lookup

Result: ALLOW

Config:

Additional Information:

Destination MAC address lookup resulted in egress ifc outside

CiscoASA vV —X a<w R U777 LV R I~Ravwr K
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Phase: 2

Type: ACCESS-LIST

Subtype:

Result: ALLOW

Config:

Implicit Rule

Additional Information:

Forward Flow based lookup yields rule:

in id=0x7fdbe83542f0, priority=1, domain=permit, deny=false
hits=7313, user data=0x0, cs_id=0x0, 13_type=0x8
src mac=0000.0000.0000, mask=0000.0000.0000

dst mac=0000.0000.0000, mask=0100.0000.0000
input_ifc=inside, output_ifc=any

Phase: 3

Type: ACCESS-LIST

Subtype: log

Result: ALLOW

Config:

access-group ALLOW global

access-list ALLOW extended permit ip any any

Additional Information:

Forward Flow based lookup yields rule:

in 1d=0x7fdbd94026a0, priority=12, domain=permit, deny=false
hits=8, user data=0x7fdbf07cbd00, cs_id=0x0, use_real addr,
flags=0x0, protocol=0

src ip/id=0.0.0.0, mask=0.0.0.0, port=0, tag=any

dst ip/id=0.0.0.0, mask=0.0.0.0, port=0, tag=any, dscp=0x0
input_ifc=any, output_ifc=any

Phase: 4

Type: NAT

Subtype: per-session

Result: ALLOW

Config:

Additional Information:

Forward Flow based lookup yields rule:

in 1d=0x7£dbd90a2990, priority=0, domain=nat-per-session, deny=false
hits=10, user_ data=0x0, cs_1id=0x0, reverse, use real addr,
flags=6x0, protocol=0

src ip/1id=0.0.0.0, mask=0.0.0.0, port=0, tag=any

dst ip/id=0.0.0.0, mask=0.0.0.0, port=0, tag=any, dscp=0x0
input_ifc=any, output_ifc=any

Phase: 5

Type: IP-OPTIONS

Subtype:

Result: ALLOW

Config:

Additional Information:

Forward Flow based lookup yields rule:

in 1d=0x7fdbe8363790, priority=0, domain=inspect-ip-options, deny=true
hits=212, user_data=0x0, cs_id=0x0, reverse, flags=0x0, protocol=0
src ip/id=0.0.0.0, mask=0.0.0.0, port=0, tag=any

dst ip/id=0.0.0.0, mask=0.0.0.0, port=0, tag=any, dscp=0x0
input_ifc=inside, output_ifc=any

Phase: 6

Type: NAT Subtype: per-session

Result: ALLOW

Config:

Additional Information:

Reverse Flow based lookup yields rule:

in 1d=0x7£fdbd90a2990, priority=0, domain=nat-per-session, deny=false
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hits=12, user data=0x0, cs_1d=0x0, reverse, use real addr,

flags=6x0, protocol=0
src ip/id=0.0.0.0, mask=0.0.0.0, port=0, tag=any
dst ip/id=0.0.0.0, mask=0.0.0.0, port=0, tag=any,

Phase: 7

Type: IP-OPTIONS

Subtype:

Result: ALLOW

Config:

Additional Information:

Reverse Flow based lookup yields rule:

in 1d=0x7fdbd93dfcl0, priority=0, domain=inspect-ip-options,
hits=110, user_data=0x0, cs_id=0x0, reverse, flags=0x0,

src ip/id=0.0.0.0, mask=0.0.0.0, port=0, tag=any
dst ip/id=0.0.0.0, mask=0.0.0.0, port=0, tag=any,
input_ifc=outside, output_ ifc=any

Phase: 8

Type: FLOW-CREATION
Subtype:

Result: ALLOW

Config:

Additional Information:

New flow created with id 221, packet dispatched to next module

Module information for forward flow ..
snp_ fp tracer drop

snp_fp inspect_ ip options

snp_fp_tcp normalizer

snp_fp translate

snp_fp tfw

snp_fp_ fragment

snp_ifc_ stat

Module information for reverse flow ..
snp_fp tracer drop

snp_fp inspect_ ip options

snp_fp_tcp normalizer

snp_fp translate

snp_fp tfw

snp_fp_ fragment

snp_ifc_ stat

Result:

input-interface: inside
input-status: up
input-line-status: up

Action: allow

126# command example

ciscoasa (config)# command example
resulting screen display here
<Text omitted.>

WIZ HTTP 78— k 10.100.10.10 7> 5 10.100.11.11 ~D TCP N4 v & L — 2T A5 flZ - L %
THEERDOIEET 7 BA L—NZE o Ty R Ry 7SN Z 2R THRERBREFRIN

i—gqo

ciscoasa (config)# packet-tracer input outside tcp 10.100.10.10 80 10.100.11.11 80

Phase: 1

Type: ROUTE-LOOKUP

Subtype: Resolve Egress Interface
Result: ALLOW
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Config:
Additional Information:
found next-hop 10.86.116.1 using egress ifc outside

Phase: 2

Type: ACCESS-LIST
Subtype:

Result: DROP

Config:

Implicit Rule
Additional Information:

Result:

input-interface: outside

input-status: up

input-line-status: up

output-interface: NP Identity Ifc

output-status: up

output-line-status: up

Action: drop

Drop-reason: (acl-drop) Flow is denied by configured rule

RIZ, —H CISCO\abe (2 K 2 WA A b 10.0.0.2 22 HAMBAR A K 20.0.0.2 ~D/37 M K
L—AF o0l ERLET,

ciscoasa# packet-tracer input inside icmp user CISCO\abc 0 0 1 20.0.0.2
Source: CISCO\abc 10.0.0.2

Phase: 1

Type: ROUTE-LOOKUP
Subtype: input

Result: ALLOW

Config:

Additional Information:
in 20.0.0. 255.255.255.0 outside
Result:

input-interface: inside
input-status: up
input-line-status: up
output-interfce: outside
output-status: up
output-line-status: up
Action: allow

WIZ 22— CISCO\abe 12 X ZERAR Ak 20.002 702H D87y h&E FL—Z L, b L—ZfE5R
XML EXCTERRT 0 ERLET,

<Source>
<user>CISCO\abc</users
<user-ip>10.0.0.2</user-ip>
<more-ip>l</more-ip>
</Source>

<Phases>

<id>1l</id>
<type>ROUTE-LOOKUP</type>
<subtype>input</subtype>
<result>ALLOW</results>

<config>

</config>

<extra>

in 20.0.0.0 255.255.255.0 outside

CiscoASA V) —RX a<wVF U777 LR I~RavrF i



# |

</extras>
</Phase>

RIZ NERAR A b xyz.example.com 7> HAMHA A | abe.example.com ~D 37 v k% f L— ¢
LB R L ET,

ciscoasa# packet-tracer input inside tcp fgdn xyz.example.com 1000 fgdn abc.example.com 23
Mapping FQDN xyz.example.com to IP address 10.0.0.2
(More IP addresses resolved. Please run “show dns-host” to check.)

Mapping FQDN abc.example.com to IP address 20.0.0.2
(More IP addresses resolved. Please run “show dns-host” to check.)

Phase: 1

Type: ROUTE-LOOKUP
Subtype: input

Result: ALLOW

Config:

Additional Information:

RIZ  packet-tracer =~ RO N FZ R LET, ZOMNhnb EX=2 VT IN—T 27 L
IP 7 RLADIISH T 300 £9,

ciscoasa# packet-tracer input inside tcp security-group name alpha 30 security-group tag
31 300

Mapping security-group 30:alpha to IP address 10.1.1.2.

Mapping security-group 31l:bravo to IP address 192.168.1.2.

Phase: 1

Type: ROUTE-LOOKUP

Subtype: input

Result: ALLOW

Config:

Additional Information:

in 192.168.1.0 255.255.255.0 outside....

WIZ LA ¥ 2SGT A VKRV v ar&FKnd 5 packet-tracer 2~ RO ITOF 2R L ET,
ciscoasa# packet-tracer input inside tcp inline-tag 100 10.1.1.2 30 192.168.1.2 300

RO TIX, UDP/TCP 35 L N ICMP O NHER/ N7 v MZxt3 25 VXLAN O %R — M OWTHEE
R LET,

packet-tracer in inside udp 30.0.0.2 12345 30.0.0.100 vxlan vxlan-inner 1234 1.1.1.1 11111
2.2.2.2 22222 aaaa.bbbb.cccc aaaa.bbbb.dddd detailed

Outer packet: UDP from 30.0.0.2 to 30.0.0.100 (vtep/nve source-interface IP) with default
vxlan destination port.

Inner packet: VXLAN in-tag 1234, UDP from 1.1.1.1/11111 to 2.2.2.2/22222 with smac
aaaa.bbbb.cccc and dmac aaaa.bbbb.dddd

W7 T AL 2=y FHTESND KGR ML —2ADH N OfZRLET,

ciscoasa# cluster exec show packet-tracer
B(LOCAL) AR EEEEEERERE RS EREEEEREREREEREREREEREREREEREREREEEEEEEEEE S

tracer 10/8 (allocate/freed), handle 10/8 (allocated/freed), error 0
======= Tracer origin-id B:7, hop 0 =======
packet-id: icmp src inside:15.11.1.122 dst 15.11.2.124 (type 0, code 0)

<Snipping phase 1-3: CAPTURE, ACCESS-LIST, ROUTE-LOOKUP>
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Phase: 4

Type: CLUSTER-EVENT

Subtype:

Result: ALLOW

Config:

Additional Information:

Input interface: 'inside'
Flow type: NO FLOW

I (1) am asking director (0).

Phase: 5

Type: CLUSTER-EVENT

Subtype: forward

Result: ALLOW

Config:

Additional Information:

To A(0), cqg _type CQ FLOW OWNER REQUEST(17), flags 0, frag-cnt 0, trace-options 0x10

======= Tracer origin-id B:7, hop 2 =======
packet-id: icmp src inside:15.11.1.122 dst 15.11.2.124 (type 0, code 0)

<Snipping phase 1-3: CAPTURE, ACCESS-LIST, ROUTE-LOOKUP>

Phase: 1

Type: CLUSTER-EVENT

Subtype: receive

Result: ALLOW

Config:

Additional Information:

From A(0), cg type CQ FLOW OWNER REPLY(18), flags 0, frag-cnt 0, trace-options 0x10

<Snipping phase 2-4: CAPTURE, ACCESS-LIST, ROUTE-LOOKUP>

Phase: 5

Type: CLUSTER-EVENT

Subtype:

Result: ALLOW

Config:

Additional Information:

Input interface: 'inside'

Flow type: NO FLOW

I (1) have been elected owner by (0).

<Snipping phase 6-16: ACCESS-LIST, NAT, IP-OPTIONS, INSPECT, INSPECT, FLOW-CREATION,
ACCESS-LIST, NAT, IP-OPTIONS, ROUTE-LOOKUP, ADJACENCY-LOOKUP>

ISR EEEEE SRR ERE SRS EREEEEREREREEREREREEEEREREEEEREREEREREREREEEREREES TR
tracer 6/5 (allocate/freed), handle 6/5 (allocated/freed), error 0
======= Tracer origin-id B:7, hop 1 =======

packet-id: icmp src inside:15.11.1.122 dst 15.11.2.124 (type 0, code 0)

Phase: 1

Type: CLUSTER-EVENT

Subtype: receive

Result: ALLOW

Config:

Additional Information:

From B(1l), cg type CQ FLOW OWNER REQUEST(17), flags 0, frag-cnt 0, trace-options 0x10

<Snipping phase 2-7: CAPTURE, ACCESS-LIST, ROUTE-LOOKUP, ACCESS-LIST, NAT, IP-OPTIONS>
Phase: 8

Type: CLUSTER-EVENT
Subtype:
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Result: ALLOW

Config:
Additional Information:
Input interface: 'inside'

Flow type: NO FLOW
I (0) am director, not creating dir flow for ICMP pkt recvd by (1).

Phase: 9

Type: CLUSTER-EVENT

Subtype: forward

Result: ALLOW

Config:

Additional Information:

To B(1), cg_type CQ_FLOW_OWNER_REPLY(18), flags 0, frag-cnt 0, trace-options 0x10
ciscoasa#

Wiz, origin & id DA T a v EBHEALTIIAL J—Fhb 7y Fid L —RA&ND L&
DOHADOFIZRL T,

cluster2-asa5585a# cluster exec show packet-tracer i origin-id
b(LOCAL) AR EEEEEERERE R EREEEEREREREEREREEEEREREREEEEREREEEEEEEEEEES]
======= Tracer origin-id b:2, hop 0 =======

======= Tracer origin-id b:2, hop 2 =======

a:********************************************************************
Tracer origin-id a:17, hop 0
Tracer origin-id b:2, hop 1
Tracer origin-id b:2, hop 3
cluster2-asa5585a#
cluster2-asa5585a# cluster exec show packet-tracer ori
cluster2-asa5585a# cluster exec show packet-tracer origin b id 2
b(LOCAL) R R R R R R b R
tracer 3/1 (allocate/freed), handle 3/1 (allocated/freed), error 0
======= Tracer origin-id b:2, hop 0 =======

packet-id: icmp src outside2:212.1.1.9 dst 214.1.1.10 (type 8, code 0)

Phase: 1

Type: ACCESS-LIST
Subtype:

Result: ALLOW

Config:

Implicit Rule
Additional Information:
MAC Access list

Phase: 2

Type: ROUTE-LOOKUP

Subtype: Resolve Egress Interface

Result: ALLOW

Config:

Additional Information:

found next-hop 214.1.1.10 using egress ifc identity

Phase: 3

Type: CLUSTER-EVENT

Subtype:

Result: ALLOW

Config:

Additional Information:

Input interface: 'outside2'
Flow type: NO FLOW

I (1) am asking director (0).
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Phase: 4

Type: CLUSTER-EVENT

Subtype: forward

Result: ALLOW

Config:

Additional Information:

To a(0), cg type CQ FLOW_OWNER REQUEST(17), flags 0, frag-cnt 0, trace-options 0x10

Result:

input-interface: outside2
input-status: up
input-line-status: up
output-interface: NP Identity Ifc
Action: allow

======= Tracer origin-id b:2, hop 2 =======
packet-id: icmp src outside2:212.1.1.9 dst 214.1.1.10 (type 0, code 0)

Phase: 1

Type: CLUSTER-EVENT

Subtype: receive

Result: ALLOW

Config:

Additional Information:

From a(0), cg type CQ FLOW OWNER REPLY(18), flags 0, frag-cnt 0, trace-options 0x10

Phase: 2

Type: ACCESS-LIST
Subtype:

Result: ALLOW

Config:

Implicit Rule
Additional Information:
MAC Access list

Phase: 3

Type: ROUTE-LOOKUP

Subtype: Resolve Egress Interface

Result: ALLOW

Config:

Additional Information:

found next-hop 214.1.1.10 using egress ifc identity

Phase: 4

Type: CLUSTER-EVENT

Subtype:

Result: ALLOW

Config:

Additional Information:

Input interface: 'outside2'

Flow type: NO FLOW

I (1) have been elected owner by (0).

Phase: 5

Type: ACCESS-LIST
Subtype:

Result: ALLOW

Config:

Implicit Rule
Additional Information:

Phase: 6
Type: NAT
Subtype: per-session
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Result: ALLOW
Config:
Additional Information:

Phase: 7

Type: IP-OPTIONS
Subtype:

Result: ALLOW

Config:

Additional Information:

Phase: 8

Type: CLUSTER-REDIRECT
Subtype: cluster-redirect
Result: ALLOW

Config:

Additional Information:

Phase: 9

Type:

Subtype:

Result: ALLOW

Config:

Additional Information:

Phase: 10

Type: INSPECT

Subtype: np-inspect
Result: ALLOW

Config:

Additional Information:

Phase: 11

Type: INSPECT

Subtype: np-inspect
Result: ALLOW

Config:

Additional Information:

Phase: 12

Type: VPN

Subtype: ipsec-tunnel-flow
Result: ALLOW

Config:

Additional Information:

Phase: 13

Type: CLUSTER-REDIRECT
Subtype: cluster-redirect
Result: ALLOW

Config:

Additional Information:

Phase: 14

Type: CLUSTER-EVENT

Subtype:

Result: ALLOW

Config:

Additional Information:

Input interface: 'outside2'

Flow type: FULL

I (1) am redirecting to (0) due to matching action
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Phase: 15

Type: CLUSTER-EVENT
Subtype: forward
Result: ALLOW

Config:

Additional Information:

To a(0), cqg type CQ FLOW(1l), flags 0, frag-cnt 0, trace-options 0x10

Result:

input-interface: outside2
input-status: up
input-line-status: up
output-interface: NP Identity Ifc
Action: allow

EREREEE R e R

tracer 20/17 (allocate/freed), handle 20/17 (allocated/freed), error 0

======= Tracer origin-id b:2, hop 1 =======

packet-id: icmp src outside2:212.1.1.9 dst 214.1.1.10 (type 0, code 0)

Phase: 1

Type: CLUSTER-EVENT

Subtype: receive

Result: ALLOW

Config:

Additional Information:

From b(1), cqg type CQ FLOW OWNER REQUEST (17),

Phase: 2

Type: ROUTE-LOOKUP

Subtype: Resolve Egress Interface
Result: ALLOW

Config:

Additional Information:

flags 0, frag-cnt 0, trace-options 0x10

found next-hop 214.1.1.10 using egress ifc identity

Phase: 3

Type: ACCESS-LIST
Subtype:

Result: ALLOW

Config:

Implicit Rule
Additional Information:

Phase: 4

Type: NAT

Subtype: per-session
Result: ALLOW

Config:

Additional Information:

Phase: 5

Type: IP-OPTIONS
Subtype:

Result: ALLOW

Config:

Additional Information:

Phase: 6

Type: CLUSTER-EVENT
Subtype:

Result: ALLOW

Config:

Additional Information:
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Input interface: 'outside2'
Flow type: NO FLOW

I (0) am director, found static rule to classify owner as (253).

Phase: 7

Type: CLUSTER-EVENT

Subtype: forward

Result: ALLOW

Config:

Additional Information:

To b(l), cg type CQ_FLOW_OWNER REPLY(18), flags 0, frag-cnt O,

Result:

input-interface: outside2
input-status: up
input-line-status: up
output-interface: NP Identity Ifc
Action: allow

======= Tracer origin-id b:2, hop 3 =======
packet-id: icmp src outside2:212.1.1.9 dst 214.1.1.10 (type O,

Phase: 1

Type: CLUSTER-EVENT
Subtype: receive
Result: ALLOW

Config:

Additional Information:

trace-options 0x10

code 0)

From b(l), cg type CQ FLOW(1l), flags 0, frag-cnt 0, trace-options 0x10

Phase: 2

Type: ACCESS-LIST
Subtype:

Result: ALLOW

Config:

Implicit Rule
Additional Information:
MAC Access list

Phase: 3

Type: ROUTE-LOOKUP

Subtype: Resolve Egress Interface

Result: ALLOW

Config:

Additional Information:

found next-hop 214.1.1.10 using egress ifc identity

Phase: 4

Type: CLUSTER-EVENT

Subtype:

Result: ALLOW

Config:

Additional Information:

Input interface: 'outside2'

Flow type: NO FLOW

I (0) have been elected owner by (0).

Phase: 5

Type: ACCESS-LIST
Subtype:

Result: ALLOW

Config:

Implicit Rule
Additional Information:
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Phase: 6

Type: NAT

Subtype: per-session
Result: ALLOW

Config:

Additional Information:

Phase: 7

Type: IP-OPTIONS
Subtype:

Result: ALLOW

Config:

Additional Information:

Phase: 8

Type: CLUSTER-REDIRECT
Subtype: cluster-redirect
Result: ALLOW

Config:

Additional Information:

Phase: 9

Type:

Subtype:

Result: ALLOW

Config:

Additional Information:

Phase: 10

Type: INSPECT

Subtype: np-inspect
Result: ALLOW

Config:

Additional Information:

Phase: 11

Type: INSPECT

Subtype: np-inspect
Result: ALLOW

Config:

Additional Information:

Phase: 12

Type: VPN

Subtype: ipsec-tunnel-flow
Result: ALLOW

Config:

Additional Information:

Phase: 13

Type: CLUSTER-REDIRECT
Subtype: cluster-redirect
Result: ALLOW

Config:

Additional Information:

Phase: 14

Type: INSPECT

Subtype: np-inspect
Result: ALLOW

Config:

Additional Information:
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Phase: 15

Type: INSPECT

Subtype: np-inspect
Result: ALLOW

Config:

Additional Information:

Phase: 16

Type: VPN

Subtype: ipsec-tunnel-flow
Result: ALLOW

Config:

Additional Information:

Phase: 17
Type:
Subtype:
Result: ALLOW
Config:

Additional Information:

Phase: 18

Type: FLOW-CREATION

Subtype:

Result: ALLOW

Config:

Additional Information:

New flow created with id 70, packet dispatched to next module

Phase: 19

Type: ROUTE-LOOKUP

Subtype: Resolve Egress Interface

Result: ALLOW

Config:

Additional Information:

found next-hop 0.0.0.0 using egress ifc identity

Phase: 20

Type: ADJACENCY-LOOKUP

Subtype: next-hop and adjacency

Result: ALLOW

Config:

Additional Information:

adjacency Active

next-hop mac address 0000.0000.0000 hits 1730 reference 6

Phase: 21

Type: SUBOPTIMAL-LOOKUP

Subtype: suboptimal next-hop

Result: ALLOW

Config:

Additional Information:

ifc selected is not same as preferred ifc
Doing route lookup again on ifc outside2

Result:

input-interface: outside2
input-status: up
input-line-status: up
output-interface: NP Identity Ifc
Action: allow

cluster2-asab5585a#
cluster2-asa5585a#
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cluster2-asa5585a#
cluster2-asa5585a# cluster exec show packet-tracer origin a
b(LOCAL) shkkkkkhkhkhkhkhkkkkkhhdhkhkhkdhhkhhdhhkhhkhhhddhhhdkhhhddhhhhkhhhhdhhhkhkhhdk

tracer 3/1 (allocate/freed), handle 3/1 (allocated/freed), error O

a:********************************************************************
tracer 20/17 (allocate/freed), handle 20/17 (allocated/freed), error 0
======= Tracer origin-id a:17, hop 0 =======

packet-id: icmp src outside2:212.1.1.9 dst 214.1.1.10 (type 8, code 0)

Phase: 1

Type: ROUTE-LOOKUP

Subtype: Resolve Egress Interface

Result: ALLOW

Config:

Additional Information:

found next-hop 214.1.1.10 using egress ifc identity

Phase: 2

Type: CLUSTER-EVENT
Subtype:

Result: ALLOW

Config:

Additional Information:
Input interface: 'outside2'
Flow type: NO FLOW

I (0) am becoming owner

Phase: 3

Type: ACCESS-LIST
Subtype:

Result: ALLOW

Config:

Implicit Rule
Additional Information:

Phase: 4

Type: NAT

Subtype: per-session
Result: ALLOW

Config:

Additional Information:

Phase: 5

Type: IP-OPTIONS
Subtype:

Result: ALLOW

Config:

Additional Information:

Phase: 6

Type: CLUSTER-REDIRECT
Subtype: cluster-redirect
Result: ALLOW

Config:

Additional Information:

Phase: 7

Type:

Subtype:

Result: ALLOW

Config:

Additional Information:
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Phase: 8

Type: INSPECT

Subtype: np-inspect
Result: ALLOW

Config:

Additional Information:

Phase: 9

Type: INSPECT

Subtype: np-inspect
Result: ALLOW

Config:

Additional Information:

Phase: 10

Type: VPN

Subtype: ipsec-tunnel-flow
Result: ALLOW

Config:

Additional Information:

Phase: 11

Type: CLUSTER-REDIRECT
Subtype: cluster-redirect
Result: ALLOW

Config:

Additional Information:

Phase: 12

Type: INSPECT

Subtype: np-inspect
Result: ALLOW

Config:

Additional Information:

Phase: 13

Type: INSPECT

Subtype: np-inspect
Result: ALLOW

Config:

Additional Information:

Phase: 14

Type: VPN

Subtype: ipsec-tunnel-flow
Result: ALLOW

Config:

Additional Information:

Phase: 15
Type:
Subtype:
Result: ALLOW
Config:

Additional Information:

Phase: 16

Type: FLOW-CREATION

Subtype:

Result: ALLOW

Config:

Additional Information:

New flow created with id 69, packet dispatched to next module
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Phase: 17

Type: ROUTE-LOOKUP

Subtype: Resolve Egress Interface

Result: ALLOW

Config:

Additional Information:

found next-hop 0.0.0.0 using egress ifc identity

Phase: 18

Type: ADJACENCY-LOOKUP

Subtype: next-hop and adjacency

Result: ALLOW

Config:

Additional Information:

adjacency Active

next-hop mac address 0000.0000.0000 hits 1577 reference 6

Result:

input-interface: outside2
input-status: up
input-line-status: up
output-interface: NP Identity Ifc
Action: allow

cluster2-asa5585a#
cluster2-asab585a# cluster exec show packet-tracer id 17
b(LOCAL) shkkkkkkhkkkhkkkhkhhhhkhkhkhkhdkdddhhkhhhkhhddhhhdhhhddhhkhhdhrhhhhhhhkrhhdh

tracer 3/1 (allocate/freed), handle 3/1 (allocated/freed), error 0

a:********************************************************************
tracer 20/17 (allocate/freed), handle 20/17 (allocated/freed), error 0
======= Tracer origin-id a:17, hop 0 =======

packet-id: icmp src outside2:212.1.1.9 dst 214.1.1.10 (type 8, code 0)

Phase: 1

Type: ROUTE-LOOKUP

Subtype: Resolve Egress Interface

Result: ALLOW

Config:

Additional Information:

found next-hop 214.1.1.10 using egress ifc identity

Phase: 2

Type: CLUSTER-EVENT
Subtype:

Result: ALLOW

Config:

Additional Information:
Input interface: 'outside2'
Flow type: NO FLOW

I (0) am becoming owner

Phase: 3

Type: ACCESS-LIST
Subtype:

Result: ALLOW

Config:

Implicit Rule
Additional Information:

Phase: 4
Type: NAT
Subtype: per-session
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Result: ALLOW
Config:
Additional Information:

Phase: 5

Type: IP-OPTIONS
Subtype:

Result: ALLOW

Config:

Additional Information:

Phase: 6

Type: CLUSTER-REDIRECT
Subtype: cluster-redirect
Result: ALLOW

Config:

Additional Information:

Phase: 7

Type:

Subtype:

Result: ALLOW

Config:

Additional Information:

Phase: 8

Type: INSPECT

Subtype: np-inspect
Result: ALLOW

Config:

Additional Information:

Phase: 9

Type: INSPECT

Subtype: np-inspect
Result: ALLOW

Config:

Additional Information:

Phase: 10

Type: VPN

Subtype: ipsec-tunnel-flow
Result: ALLOW

Config:

Additional Information:

Phase: 11

Type: CLUSTER-REDIRECT
Subtype: cluster-redirect
Result: ALLOW

Config:

Additional Information:

Phase: 12

Type: INSPECT

Subtype: np-inspect
Result: ALLOW

Config:

Additional Information:

Phase: 13

Type: INSPECT
Subtype: np-inspect
Result: ALLOW
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Config:
Additional Information:

Phase: 14

Type: VPN

Subtype: ipsec-tunnel-flow
Result: ALLOW

Config:

Additional Information:

Phase: 15
Type:
Subtype:
Result: ALLOW
Config:

Additional Information:

Phase: 16

Type: FLOW-CREATION

Subtype:

Result: ALLOW

Config:

Additional Information:

New flow created with id 69, packet dispatched to next module

Phase: 17

Type: ROUTE-LOOKUP

Subtype: Resolve Egress Interface

Result: ALLOW

Config:

Additional Information:

found next-hop 0.0.0.0 using egress ifc identity

Phase: 18

Type: ADJACENCY-LOOKUP

Subtype: next-hop and adjacency

Result: ALLOW

Config:

Additional Information:

adjacency Active

next-hop mac address 0000.0000.0000 hits 1577 reference 6

Result:

input-interface: outside2
input-status: up
input-line-status: up
output-interface: NP Identity Ifc
Action: allow

cluster2-asa5585a#
WOFITIX, 7 FTAE ) — RGO KFEHN N —RA%2 7 V7T HMEERLET,

ciscoasa# cluster exec clear packet-tracer

IPSec b RN TEBILEINTZ N v FERETIHIHAIT. WL ODOEENRH Y £9,1PSec b
VEANFIT VI — FENTOARWVWES T — Ao —URFRINET,KIZ IPSec b Xk
NRFITT—hENDE Ny 2 EBLET,

OB TIX BB ENT- 7 v FEEETAH-DIZIPSec F o RARR T o — Wi
EOMELZRLET,
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cluster2-asa5585a(config) # packet-tracer input outside tcp 211.1.1.1 5050 213.1.1.2 21
decrypted

LR R R RS S S S S R R R R R R R R R R R R R R SRR R R R R S S R R R R R R R R SRR R R R RS SRS R R R EEEEEEE RS

WARNING: An existing decryption SA was not found. Please confirm the

IPsec Phase 2 SA or Anyconnect Tunnel is established.
kA A A A A A A A A A A A A A A A A A A A A A A A A A A A A A A A A A A A A A A A A A KA KA KA A A KA KA A A A A AN A Ak Ak kk k%

Phase: 1

Type: ACCESS-LIST
Subtype:

Result: ALLOW

Config:

Implicit Rule
Additional Information:
MAC Access list

Phase: 2

Type: ROUTE-LOOKUP

Subtype: Resolve Egress Interface

Result: ALLOW

Config:

Additional Information:

found next-hop 214.1.1.9 using egress ifc outside2

Phase: 3

Type: CLUSTER-EVENT

Subtype:

Result: ALLOW

Config:

Additional Information:

Input interface: 'outside'

Flow type: NO FLOW

I (0) got initial, attempting ownership.

Phase: 4

Type: CLUSTER-EVENT
Subtype:

Result: ALLOW

Config:

Additional Information:
Input interface: 'outside'
Flow type: NO FLOW

I (0) am becoming owner

Phase: 5

Type: ACCESS-LIST

Subtype: log

Result: ALLOW

Config:

access-group ALLOW global

access-list ALLOW extended permit ip any any
Additional Information:

Phase: 6

Type: NAT

Subtype: per-session
Result: ALLOW

Config:

Additional Information:

Phase: 7
Type: IP-OPTIONS
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Subtype:

Result: ALLOW

Config:

Additional Information:

Phase: 8

Type: INSPECT

Subtype: inspect-ftp

Result: ALLOW

Config:

class-map inspection_default
match default-inspection-traffic
policy-map global policy

class inspection_default

inspect ftp

service-policy global policy global
Additional Information:

Phase: 9

Type: VPN

Subtype: ipsec-tunnel-flow
Result: DROP

Config:

Additional Information:

Result:

input-interface: outside

input-status: up

input-line-status: up

output-interface: outside2

output-status: up

output-line-status: up

Action: drop

Drop-reason: (acl-drop) Flow is denied by configured rule

cluster2-asab585a(config)#

OB TIE A TALS NI ATy FERET D7D IPSec b RANRR AT — FShizhé
O EZ R LET,

cluster2-asa5585a# packet-tracer input outside tcp 211.1.1.1 5050 213.1.1.2 21 decrypted

Phase: 1

Type: ROUTE-LOOKUP

Subtype: Resolve Egress Interface

Result: ALLOW

Config:

Additional Information:

found next-hop 214.1.1.9 using egress ifc outside2

Phase: 2

Type: CLUSTER-EVENT

Subtype:

Result: ALLOW

Config:

Additional Information:

Input interface: 'outside'

Flow type: NO FLOW

I (0) got initial, attempting ownership.

Phase: 3
Type: CLUSTER-EVENT
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Subtype:

Result: ALLOW

Config:

Additional Information:
Input interface: 'outside'
Flow type: NO FLOW

I (0) am becoming owner

Phase: 4

Type: ACCESS-LIST

Subtype: log

Result: ALLOW

Config:

access-group ALLOW global

access-list ALLOW extended permit ip any any
Additional Information:

Phase: 5

Type: NAT

Subtype: per-session
Result: ALLOW

Config:

Additional Information:

Phase: 6

Type: IP-OPTIONS
Subtype:

Result: ALLOW

Config:

Additional Information:

Phase: 7
Type: INSPECT

Subtype: inspect-ftp
Result: ALLOW

Config:

class-map inspection_ default
match default-inspection-traffic
policy-map global policy

class inspection default

inspect ftp

service-policy global policy global

Additional Information:

Phase: 8

Type: VPN

Subtype: ipsec-tunnel-flow
Result: ALLOW

Config:

Additional Information:

Phase: 9
Type: INSPECT

Subtype: inspect-ftp
Result: ALLOW

Config:

class-map inspection default
match default-inspection-traffic
policy-map global policy

class inspection default

inspect ftp

service-policy global_ policy global

Additional Information:
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Phase: 10

Type: VPN

Subtype: ipsec-tunnel-flow
Result: ALLOW

Config:

Additional Information:

Phase: 11

Type: VPN

Subtype: encrypt
Result: ALLOW

Config:

Additional Information:

Phase: 12

Type: VPN

Subtype: encrypt
Result: ALLOW

Config:

Additional Information:

Phase: 13

Type: VPN

Subtype: ipsec-tunnel-flow
Result: ALLOW

Config:

Additional Information:

Phase: 14

Type: NAT

Subtype: per-session
Result: ALLOW

Config:

Additional Information:

Phase: 15

Type: IP-OPTIONS
Subtype:

Result: ALLOW

Config:

Additional Information:

Phase: 16

Type: VPN

Subtype: ipsec-tunnel-flow
Result: ALLOW

Config:

Additional Information:

Phase: 17

Type: NAT

Subtype: per-session
Result: ALLOW

Config:

Additional Information:

Phase: 18

Type: IP-OPTIONS
Subtype:

Result: ALLOW

Config:

Additional Information:

Phase: 19
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Type: VPN

Subtype: encrypt
Result: ALLOW

Config:

Additional Information:

Phase: 20

Type: VPN

Subtype: encrypt
Result: ALLOW

Config:

Additional Information:

Phase: 21

Type: FLOW-CREATION

Subtype:

Result: ALLOW

Config:

Additional Information:

New flow created with id 1099, packet dispatched to next module

Phase: 22

Type: ROUTE-LOOKUP

Subtype: Resolve Egress Interface

Result: ALLOW

Config:

Additional Information:

found next-hop 214.1.1.9 using egress ifc outside2

Phase: 23

Type: ACCESS-LIST
Subtype:

Result: ALLOW

Config:

Implicit Rule
Additional Information:

Phase: 24

Type: ACCESS-LIST
Subtype:

Result: ALLOW

Config:

Implicit Rule
Additional Information:

Phase: 25

Type: FLOW-CREATION

Subtype:

Result: ALLOW

Config:

Additional Information:

New flow created with id 1100, packet dispatched to next module

Phase: 26

Type: ROUTE-LOOKUP

Subtype: Resolve Egress Interface

Result: ALLOW

Config:

Additional Information:

found next-hop 214.1.1.9 using egress ifc outside2

Phase: 27
Type: ADJACENCY-LOOKUP
Subtype: next-hop and adjacency
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Result: ALLOW

Config:

Additional Information:

adjacency Active

next-hop mac address 4403.a74a.9a32 hits 99 reference 2

Result:

input-interface: outside
input-status: up
input-line-status: up
output-interface: outside2
output-status: up
output-line-status: up
Action: allow

KOFITIXEEA T a v ZHALT VI 2 b— &N ATy OREET L EEA
YE—=T A ZATHELART Yy FaXx 7 F v LET,

cluster2-asa5585a(config) # packet-tracer input outside icmp 211.1.1.10 8 0 213.1.1.10
transmit

Phase: 1

Type: CAPTURE

Subtype:

Result: ALLOW

Config:

Additional Information:
MAC Access list

Phase: 2

Type: ACCESS-LIST
Subtype:

Result: ALLOW

Config:

Implicit Rule
Additional Information:
MAC Access list

Phase: 3

Type: ROUTE-LOOKUP

Subtype: Resolve Egress Interface

Result: ALLOW

Config:

Additional Information:

found next-hop 214.1.1.9 using egress ifc outside2

Phase: 4

Type: CLUSTER-EVENT
Subtype:

Result: ALLOW

Config:

Additional Information:
Input interface: 'outside'
Flow type: NO FLOW

I (0) am becoming owner

Phase: 5

Type: ACCESS-LIST

Subtype: log

Result: ALLOW

Config:

access-group ALLOW global

access-list ALLOW extended permit ip any any
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Additional Information:

Phase: 6

Type: NAT

Subtype: per-session
Result: ALLOW

Config:

Additional Information:

Phase: 7

Type: IP-OPTIONS
Subtype:

Result: ALLOW

Config:

Additional Information:

Phase: 8

Type:

Subtype:

Result: ALLOW

Config:

Additional Information:

Phase: 9

Type: INSPECT

Subtype: np-inspect
Result: ALLOW

Config:

Additional Information:

Phase: 10

Type: VPN

Subtype: ipsec-tunnel-flow
Result: ALLOW

Config:

Additional Information:

Phase: 11

Type: INSPECT

Subtype: np-inspect
Result: ALLOW

Config:

Additional Information:

Phase: 12

Type: VPN

Subtype: ipsec-tunnel-flow
Result: ALLOW

Config:

Additional Information:

Phase: 13
Type:
Subtype:
Result: ALLOW
Config:

Additional Information:

Phase: 14

Type: FLOW-CREATION
Subtype:

Result: ALLOW

Config:

Additional Information:
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New flow created with id 6449, packet dispatched to next module

Phase: 15

Type: ACCESS-LIST

Subtype: log

Result: ALLOW

Config:

access-group ALLOW global

access-list ALLOW extended permit ip any any
Additional Information:

Phase: 16

Type: NAT

Subtype: per-session
Result: ALLOW

Config:

Additional Information:

Phase: 17

Type: IP-OPTIONS
Subtype:

Result: ALLOW

Config:

Additional Information:

Phase: 18

Type: ROUTE-LOOKUP

Subtype: Resolve Egress Interface

Result: ALLOW

Config:

Additional Information:

found next-hop 214.1.1.9 using egress ifc outside2

Phase: 19

Type: ADJACENCY-LOOKUP

Subtype: next-hop and adjacency

Result: ALLOW

Config:

Additional Information:

adjacency Active

next-hop mac address 4403.a74a.9a32 hits 15 reference 1

Result:

input-interface: outside
input-status: up
input-line-status: up
output-interface: outside2
output-status: up
output-line-status: up
Action: allow

cluster2-asab585a(config)#

WOF T BEA L X —T 2 A ATHF Y T F ¥ ENDICMP X7y hOWEEZRLET,

cluster2-asa5585a(config) # cluster exec show capture test | i icmp
a(LOCAL) shkkkkkhkhkhkhkhkkkkkhhhhhkhkhhhhddhkhkhhkhhhhdhhhhkhhhddhhhhhhhhdhhrhkhhdhh

14: 02:18:16.717736 802.1Q vlan#212 PO 211.1.1.10 > 213.1.1.10: icmp: echo
request

cluster2-asab585a(config)#
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packet-tracer @ bypass-checks 472 2 LV DHNZHOWNWTIZ LA FD T = — XA TCHEE R LE T, 4
T U F TR FREDOHINEE SNV TWET,

AR—=27 LT IPSec b v RVDMER SR WEE,

2OMDRy 7 AMTIPSec v FE AL T — T HULEND Y IO/ R
Mo RNVOMESLE B T— 1L FT,

IPSec X a3 —> a3 UNET L. FRmADBERKREINET,

o RANEEBT D E BEESNDI Ay MI bRV EN L TCEEENET, Ny
FARATEHTELEXF2UT 4 Fxv 7 (ACLLVPN 7 4 V2 Y T VBN R FE
i AXTy 7ENFET,

IPSec b o FWITTERL SN E A

cluster2-asab585a(config)# sh crypto ipsec sa

There are no ipsec sas
cluster2-asab585a(config)#

Frp)b 2Tz — gy Fav AREBESNET,

cluster2-asa5585a(config) # packet-tracer input outside tcp 211.1.1.1 5050 213.1.1.2 21
bypass-checks

Phase: 1

Type: CAPTURE

Subtype:

Result: ALLOW

Config:

Additional Information:
MAC Access list

Phase: 2

Type: ACCESS-LIST
Subtype:

Result: ALLOW

Config:

Implicit Rule
Additional Information:
MAC Access list

Phase: 3

Type: ROUTE-LOOKUP

Subtype: Resolve Egress Interface

Result: ALLOW

Config:

Additional Information:

found next-hop 214.1.1.9 using egress ifc outside2

Phase: 4

Type: CLUSTER-EVENT

Subtype:

Result: ALLOW

Config:

Additional Information:

Input interface: 'outside'

Flow type: NO FLOW

I (0) got initial, attempting ownership.
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Phase: 5

Type: CLUSTER-EVENT
Subtype:

Result: ALLOW

Config:

Additional Information:
Input interface: 'outside'
Flow type: NO FLOW

I (0) am becoming owner

Phase: 6

Type: ACCESS-LIST

Subtype: log

Result: ALLOW

Config:

access-group ALLOW global

access-list ALLOW extended permit ip any any
Additional Information:

Phase: 7

Type: NAT

Subtype: per-session
Result: ALLOW

Config:

Additional Information:

Phase: 8

Type: IP-OPTIONS
Subtype:

Result: ALLOW

Config:

Additional Information:

Phase: 9
Type: INSPECT

Subtype: inspect-ftp
Result: ALLOW

Config:

class-map inspection_ default
match default-inspection-traffic
policy-map global policy

class inspection default

inspect ftp

service-policy global policy global

Additional Information:

Phase: 10

Type: VPN

Subtype: ipsec-tunnel-flow
Result: ALLOW

Config:

Additional Information:

Phase: 11
Type: INSPECT

Subtype: inspect-ftp
Result: ALLOW

Config:

class-map inspection default
match default-inspection-traffic
policy-map global policy

class inspection default

inspect ftp
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service-policy global policy global
Additional Information:

Phase: 12

Type: VPN

Subtype: ipsec-tunnel-flow
Result: ALLOW

Config:

Additional Information:

Phase: 13

Type: VPN

Subtype: encrypt
Result: DROP

Config:

Additional Information:

Result:

input-interface: outside
input-status: up
input-line-status: up
output-interface: outside2
output-status: up
output-line-status: up
Action: drop

Drop-reason: (acl-drop) Flow is denied by configured rule

cluster2-asab585a(config)#

IPSec Mo RARRAYT—FEIND L FURANERSNET,

cluster2-asaS5585a#

cluster2-asab585a(config)# sh crypto ipsec sa
interface: outside2

Crypto map tag: crypto-map-peer4, seq num: 1, local addr:

214.1.1.10

access-list toPeer4 extended permit ip host 211.1.1.1 host 213.1.1.2
local ident (addr/mask/prot/port): (211.1.1.1/255.255.255.255/0/0)
remote ident (addr/mask/prot/port): (213.1.1.2/255.255.255.255/0/0)

current peer: 214.1.1.9

#pkts encaps: 0, #pkts encrypt: 0, #pkts digest:
#pkts decaps: 0, #pkts decrypt: 0, #pkts verify:

#pkts compressed: 0, #pkts decompressed: 0
#pkts not compressed: 0, #pkts comp failed: 0,
#pre-frag successes: 0, #pre-frag failures: 0,

#pkts decomp failed: 0
#fragments created: 0

#PMTUs sent: 0, #PMTUs rcvd: 0, #decapsulated frgs needing reassembly: 0

#TFC rcvd: 0, #TFC sent: 0O

#Valid ICMP Errors rcvd: 0, #Invalid ICMP Errors rcvd:

#send errors: 0, #recv errors: 0

local crypto endpt.: 214.1.1.10/500, remote crypto endpt.: 214.1.1.9/500

path mtu 1500, ipsec overhead 74 (44), media mtu 1500
PMTU time remaining (sec): 0, DF policy: copy-df
ICMP error validation: disabled, TFC packets: disabled

current outbound spi: A642726D
current inbound spi : CF1E8F90

inbound esp sas:
spi: OxCF1E8F90 (3474886544)
SA State: active
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transform: esp-aes-256 esp-sha-hmac no compression
in use settings ={L2L, Tunnel, IKEv2, }
slot: 0, conn id: 2, crypto-map: crypto-map-peer4
sa timing: remaining key lifetime (kB/sec): (4285440/28744)
IV size: 16 bytes
replay detection support: Y
Anti replay bitmap:
0x00000000 0x00000001
outbound esp sas:
spi: OxA642726D (2789372525)
SA State: active
transform: esp-aes-256 esp-sha-hmac no compression
in use settings ={L2L, Tunnel, IKEv2, }
slot: 0, conn_id: 2, crypto-map: crypto-map-peer4
sa timing: remaining key lifetime (kB/sec): (4239360/28744)
IV size: 16 bytes
replay detection support: Y
Anti replay bitmap:
0x00000000 0x00000001

cluster2-asab585a(config)#

M RADBERIND X7y FREIETE 5 X 91272V (bypass-checks 4 72 2 23 &
N X274 Fov I RAFy T7EINET,

cluster2-asa5585a# packet-tracer input outside tcp 211.1.1.1 5050 213.1.1.2 21
bypass-checks

Phase: 1

Type: ROUTE-LOOKUP

Subtype: Resolve Egress Interface

Result: ALLOW

Config:

Additional Information:

found next-hop 214.1.1.9 using egress ifc outside2

Phase: 2

Type: CLUSTER-EVENT

Subtype:

Result: ALLOW

Config:

Additional Information:

Input interface: 'outside'

Flow type: NO FLOW

I (0) got initial, attempting ownership.

Phase: 3

Type: CLUSTER-EVENT
Subtype:

Result: ALLOW

Config:

Additional Information:
Input interface: 'outside'
Flow type: NO FLOW

I (0) am becoming owner

Phase: 4

Type: ACCESS-LIST

Subtype: log

Result: ALLOW

Config:

access-group ALLOW global

access-list ALLOW extended permit ip any any
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Additional Information:

Phase: 5

Type: NAT

Subtype: per-session
Result: ALLOW

Config:

Additional Information:

Phase: 6

Type: IP-OPTIONS
Subtype:

Result: ALLOW

Config:

Additional Information:

Phase: 7
Type: INSPECT

Subtype: inspect-ftp
Result: ALLOW

Config:

class-map inspection_ default
match default-inspection-traffic
policy-map global policy

class inspection default

inspect ftp

service-policy global policy global

Additional Information:

Phase: 8

Type: VPN

Subtype: ipsec-tunnel-flow
Result: ALLOW

Config:

Additional Information:

Phase: 9
Type: INSPECT

Subtype: inspect-ftp
Result: ALLOW

Config:

class-map inspection default
match default-inspection-traffic
policy-map global policy

class inspection default

inspect ftp

service-policy global policy global

Additional Information:

Phase: 10

Type: VPN

Subtype: ipsec-tunnel-flow
Result: ALLOW

Config:

Additional Information:

Phase: 11

Type: VPN

Subtype: encrypt
Result: ALLOW

Config:

Additional Information:

Phase: 12
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Type: VPN

Subtype: encrypt
Result: ALLOW

Config:

Additional Information:

Phase: 13

Type: VPN

Subtype: ipsec-tunnel-flow
Result: ALLOW

Config:

Additional Information:

Phase: 14

Type: NAT

Subtype: per-session
Result: ALLOW

Config:

Additional Information:

Phase: 15

Type: IP-OPTIONS
Subtype:

Result: ALLOW

Config:

Additional Information:

Phase: 16

Type: VPN

Subtype: ipsec-tunnel-flow
Result: ALLOW

Config:

Additional Information:

Phase: 17

Type: NAT

Subtype: per-session
Result: ALLOW

Config:

Additional Information:

Phase: 18

Type: IP-OPTIONS
Subtype:

Result: ALLOW

Config:

Additional Information:

Phase: 19

Type: VPN

Subtype: encrypt
Result: ALLOW

Config:

Additional Information:

Phase: 20

Type: VPN

Subtype: encrypt
Result: ALLOW

Config:

Additional Information:

Phase: 21
Type: FLOW-CREATION
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Subtype:

Result: ALLOW

Config:

Additional Information:

New flow created with id 1099, packet dispatched to next module

Phase: 22

Type: ROUTE-LOOKUP

Subtype: Resolve Egress Interface

Result: ALLOW

Config:

Additional Information:

found next-hop 214.1.1.9 using egress ifc outside2

Phase: 23

Type: ACCESS-LIST
Subtype:

Result: ALLOW

Config:

Implicit Rule
Additional Information:

Phase: 24

Type: ACCESS-LIST
Subtype:

Result: ALLOW

Config:

Implicit Rule
Additional Information:

Phase: 25

Type: FLOW-CREATION

Subtype:

Result: ALLOW

Config:

Additional Information:

New flow created with id 1100, packet dispatched to next module

Phase: 26

Type: ROUTE-LOOKUP

Subtype: Resolve Egress Interface

Result: ALLOW

Config:

Additional Information:

found next-hop 214.1.1.9 using egress ifc outside2

Phase: 27

Type: ADJACENCY-LOOKUP

Subtype: next-hop and adjacency

Result: ALLOW

Config:

Additional Information:

adjacency Active

next-hop mac address 4403.a74a.9a32 hits 99 reference 2

Result:

input-interface: outside
input-status: up
input-line-status: up
output-interface: outside2
output-status: up
output-line-status: up
Action: allow
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HEa<w R

a<w R

B!

capture

FL—A Xy bEEDT Ty MEREXFY ST Y LET,

show capture

FFa v BERESNTOARVWESIE. Fv 7 Fy a7 Fal—
varEFRLET,
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a<w RKE—F

|
pager
Telnet v 3 > Clos More--- | 7R VT IPRERENBETD 1 X=UHZV DT 7 4V MT
BERETHIE. Zo— b a7 4 Falb— g F— KT pager 2~ Fafifl LE1,
pager [lines] lines
X DA [lines] lines [-__more---| 7BV T IMMEFEREINDETO 1 RXR—=UHEVOITHEEHRELE
T T 74 M 24T T 01X A= OBIRN WS 2R LET IRETE
HEIPHIL 0 ~ 2147483647 1T T4 . lines ¥ — 7V — NIIEETHY . ZDOF—U —
ROFEZ )b BT a~<y NidE—Td,
F 7 %)V b F 7 F )V ME 24 47T,

ROKIZ, A~ FEANTEHEF—RF2RLET,

TZ7AT U —IV
T—F X2V T4 aVTFRAD
< JVF
b Z AR T X

a<v KE—F N—FTv N |7Vvrh P/ 2R AT A
ra—N)arZ4oXxal— | e X LI S LI S LI S LI S
va v

a<v v FERE

ERHLOTAFZ

sy

Bl

JY—= ERNE

7.0(1) ZOawy FEHHEEXECE— RO avy Kb Za—sr a7 g
Fal—raryE—ROavy NIIEEINFE L7, terminal pager =
<V RN EHEEXEC E— Foawr ReELTEMENE L=,

Zoawy Rt Telnet & v a o TOF 7 4 /b b O pager line ¥ EA2 LR LET HEDOE v
A NIONT DR REE —RFICER T 5355413, terminal pager =~ > RZEH L £7,

BE = T F A MIG LT Telnet #ft L o= > 7 F A MIERELEBE D3 T F A
k@ pager =~ RN THIOFRENMEH S 55A T pager line REITE v a SIEWE
T BUED pager X E & A H T 2 IZIEL B LW E T terminal pager =~ K& AJJ7 %M,
pager 2~ REZBED I THF AN TANLE T pager 2~ R, 2> TFA L a7 g
F o b—3 3 TH LU pager i E & IRAFT D LISMT B LWERE Z BIED Telnet & v o= >
WCHEH L ET,

I TR INDTHEE 20 ICEETLHHEZRLET,

ciscoasa(config)# pager 20
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a<w R

B!

clear configure terminal

AR DFRMEREZ 7 VT LET,

show running-config terminal

BHEDWARREL R LET,

terminal

VAT LA BT AvkE—U% Telnet Ty v g TERTESL L
I LET,

terminal pager

Telnet £ > a3 v CTloccnore--- | 70V T IDERINDET
DITEARELET, ZOav Ly Nar7 4 ¥alb—y gy
IBRTESNLER A,

terminal width

Ju—)L ary7 4 Fal—gr B— RTOMEDERIE
EHRELET,
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page style

WebVPN L —H Rt X2 VT 4 T4 7 v ATHERT 5 & ZI2FRREND WebVPN ~<—
BEHAZ<A AT HIZIE webvpn W AX v A B—v g ar 74 F¥al—rary E—RT
pagestyle 2~ R&ZfEALET . a7 s Falb—Tarhba~vy REHIERL T ESMHA
ENsEHcTAICiE.20a~vry Fone BRAHFHLET,

page style value

[no] page style value

X DN

F 7 %)V b

a<w RKE—F

value HAr—F 4T AKX A 2— K (CSS) /3T A —H (kK 256 LT,

T 7 4 v hDR— AKX A JLIE, background-color:white;font-family: Arial,Helv,sans-serif C9°,

WDOEIZ, a~w REAJTESLE—RRERLET,

T7AT U+ —IV
T—F X2V T4 aVTFRAD
< J)VF
b T VAR arTx
a<w s RKE—F Al S 2 NV P VAT A
webvpn W AZ v A B —a v | o kb | — o XPi  |— —
a7 4 FXal— gy
v NEE Jy—2 EEAR
7.1(1) Zoavwy RRBENEnE L,
FEREDHA KT style #7723 Vi3 H 7 Cascading Style Sheet (CSS) /X7 A —H L LTRINET, 5D
AV TA=HIZONWTE,. ZDO~v=a2T7 /L TIE#MBH L EEACSS /NT XA —F DFEMIZ OV TI,

World Wide Web Consortium (W3C) @ Web # 1 k (www.w3.org) ® CSS Ak ZZH L T 72 &,
['CSS 2.1 Specification]® [ Appendix FIZ1X,CSS /X7 A =X DENLCT NI A MRH Y 9, 2
DIkl www.w3.0rg/TR/CSS21/propidx.html TAFTE £,

Z 2 TIE.WebVPN R—VIZHTHEE TR D L ITONEIX—V DR EEET H-ODE

Y RERASLET,

o H <XV DRGBE . HIML OEfE, £ 13AOLHT (HTML TR SN DEE) #EH T
xFT,

e RGB ERIT 0,00 T.HEGR.FE.FH)E2 0~ 255 OHFEDO 0 BEETAHLET . ZDOh v~
KOz b iE o2 BLEHAEDELIEEOHEL L ERLET,

e HTML JEZZ13 #000000 T.16 R D 6 HTOEE T, LBHE 2 BDOITHFEL 3 BD L 4EFD
IRk Z S BDE 6FEDITFLZELTWET,
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4l

WebVPN X — U 2l HC D A X ~ A AT 5I2IL.ASDM 2325 Z L 2 HLE L £3,ASDM (2
X ARARLT L E o — R Y AZ A NDOEELRETHI-ODHERRERENH Y 3,

WIZ A= AZ A )V large (TN AL~ A AT LB R LET,

ciscoasa (config)# webvpn
ciscoasa (config-webvpn)# customization cisco
ciscoasa (config-webvpn-custom)# page style font-size:large

BHEa~ R

a<wv R B
logo WebVPN R—Ypudx W AZ~< A X LET,
title WebVPN _X—2DH A "V EHAEZ<A A LET,
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av v RE—F

|
parameters
NIA—=RZ arsT 4 Fal—ary B—ReflELTA AR ary R — <y 7T ON
7)‘ HEBETHIZIFE AR — <y ar7 X2l — 3 F— KT parameters =~
FaEfEHLET,
NI A—H
XD ZOavy RIZEFBIRELEFF—V—RNEH Y A,
varE WA\ T 7N S OBEREIZH Y EH A,

ORI, a~ REANTES2E—FEeRLET,

T7AT Ut —)V
T—F X274 arTEA L
< JVF
hT R avTE

gy RE—F N—T v R | TV I | R B VAT A
R)o—~o T a7 KXz | e %I o 3t o XM o X -
Lr—yg v

a<w v Rk

EH LG KT

A

Bl

Jy—2 ERENE
7.2(1) Zoawy RMBEMEnE L,

EFEV2T RV — T =L U= 2T L 2 DT TV r—ar A AT g Ul
FUCHRI T 73 a v BFRECTEET, LAV 3/4DKRY >— < 7 (policy-map =~ > )
T.inspect 2~ REFEHLTA VAR vay 2P af 3x—TNMITHHAT
policy-map type inspect =~ > R TER S/ v AT g R v— < /7’C£Eqaaéz"b’(
WAT 7 varvE AT aryTAXR—TNITAHI L TEET, 2L 212, inspect dns
dns_policy_map =~ > R%& AJJL ¥ 7 . dns_policy_map (X, 4 VA7 T ary K — <o
DAHTTY

AV AR gy R v— <y 7iE 1 DL LD parameters =~ K& KR — h Tx £9, /%
TA=BNEAANRI gy 2PV OERICEELET AN TA—F a7 4 Fab—
VaryE—RFRCHEATELa~vr NI 77—y a il oTRRY £7,

WIZ. T 7NV DAL AT a R v— <y IZBITAHDNS X7y hOERKA -

ReRkEd o0z~ LET,

ciscoasa(config)# policy-map type inspect dns preset_dns_map
ciscoasa (config-pmap) # parameters
ciscoasa (config-pmap-p)# message-length maximum 512
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(FEESTEAN

a<wv R

Bk

class

RV — =T DI TR~y THERELET,

class-map type
inspect

TV = aBHlEDN T 74 v 7 ERETHODA AR
vary IRy T EERLET,

policy-map

LAY 34 DRY >— v T EERLET,

show running-config
policy-map

BHEOR) Y — <~y a7 4 FXal—ra a3 _XCRALET,
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participate
TNA AR B — RN RF 007 7T AZCHREIZINSEDHITIE VPN E— R RF v
a7 4 ¥ 2 b— 3 F— KT participate =~ > FEHHLET, 7 T AX~OZMNLT
NA ZAZHIRT AT, 20a~<wr Fone BREEH L ET,

participate

no participate

- S RO ooy NIZIEEBIEELIIF—TU—RIZH Y 8 A,

57 )V b FIFIVEFOFETIEI. T AA AL VPN T — K RT3 07 7T RZIZBMLER A

a<vyRKE—F ROKIZ, 2~ FEANTELHEF—RF2RLET,

TZ7AT T4 —IV
TR ¥X2VT 4 arTXAR
0%
FZ AR a T
o<y RE—F =T R |7V h (VS |RB AT b
VPN — K RS/ a o Xt — o Xthta — —
V7 4F a2l — g
v N Jy—= EENE
7.0(1) Zoawry RpNEBEMEShE L,

R EDHA ¥F  F 3 .interface L O nameif =2~ FEZHH L TA X —T =4 A%FHTE L.vpn

AV load-balancing =~ > RZEH L TVPN r— K RXZ7 7 £— RERBETL2XLERH D £
T, X 5T clusterip 2~ > REMHH LTI/ TAXIPT RLAZRELMNEZ ZAXIPT KL
AMBRTHA L E—T 2 A AFEELTEBIMSLERHD F7,

COavwy RFE . ZOFARAL A — K XT3 7 7T RAZIZHEEINICEmEE £,
TR AZA~NDENMEA T —TMZTHITIF. Z0a~y RERARICRITTALERDH D £7°,
JIALZIIZBINT BT XTOTNNA AT IPT FLA BEREKEF— BILOR—=FE W)
7T AREB DR EZLETILERDH Y £97,

CiscoASA vV —X a<w R U777 LV R I~Ravwr K
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Bl

Bhdia~< > R

Wb 23 % & Z (X, isakmp enable inside 2~ > Fa2H LN LOREL T LERH Y
FEJoinside (T — R NANT UV TONEHA L H—T 2 A ZAEEELET . m— K "F v
TDONHEA > X —T =4 AT isakmp 28 F—T /L TRWEEIX. 7 T AXRE S LEHRTL XD
LB LT — Ave—URERINET,

isakmp 7° cluster encryption =~ > K DX ERFIZ XA *— 7 /L T, participate =~ > R & ET
HHENIT 4 ©—T W2 o 124 participate 2~ > REANTHE LT — X v —URER
SN a—H TNRA ALY TAZIZSMLER A,

WICBIEDT NSA A VPN B — K RT3 75 AXICSINTE S L 9127 5 participate
av REEL VPN E— R RNT vy avr R v—F v 2062 R LET,

ciscoasa(config)# interface GigabitEthernet 0/1

ciscoasa(config-if)# ip address 209.165.202.159 255.255.255.0

ciscoasa(config)# nameif test

ciscoasa(config)# interface GigabitEthernet 0/2

ciscoasa(config-if)# ip address 209.165.201.30 255.255.255.0

ciscoasa(config)# nameif foo

ciscoasa(config)# vpn load-balancing

ciscoasa (config-load-balancing)# interface lbpublic test

ciscoasa (config-load-balancing)# interface lbprivate foo

ciscoasa (config-load-balancing)# cluster ip address 209.165.202.224
( ) #

ciscoasa (config-load-balancing participate

a<w R B!
vpn load-balancing VPN 2 — R RXZ v 07 T— K&t L £,
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passive-interface (IPv6 /.— %~ OSPF)

EDA B —T 2 A ZAFEIZ0SPFV3 7ot A& HHL TWATRTHDA X —T 2 A AT
N—T 4 v TEFORZEETDROE I ST DITILIPV6 b— 4 OSPF 212 7 f ¥ 2 L—

¥ = &— R T passive-interface =~ > FZMH L ET HEDA v F—7 = A AL 21T
OSPFV3 7 B2 ZHH L TNDET_RTDA v F—T =2 ATIL—T 4 VI HFEFORA L —
TN THIIE. ZDa~vwy RO no BREHH L £,

passive-interface [interface_name]

no passive-interface [interface_name]

WX DHHA

F7 %V b

a<v  KFE—F

(723 )OSPFV3 7B ANFEITEINTWNWDEAS U F—T = ADL4H %
fBELET,

interface_name

T 7 a0 F OEEREILD D FE A

WORIZ. a~ REANTESE—FexRLET,

TZ7AT T4 —)v
F—FK ¥X=2V74237FRXb
< )LF
A LA = NS
a<w s FE—F N—FT v K | TLvEhk T | R b AT A
IPv6 L'— % OSPF =27 ¢ o XPIS |— o XpIS |— —
Xl — gy
= NIgHE yy—= ERNE
9.0(1) Zoa<y RRBMELE L,
FERHEDODHA RS Z0a<wr REI AV F—TzAA AT YT N—T 4T %A F—T NI LET,
AV
il WIZNEBA VX —T 2 A ATA—T 4 VI HHOEZEEZITORWE T HHERLET,

ciscoasa(config)# ipvé router ospf 10
ciscoasa (config-rtr)# passive-interface interface

ciscoasa (config-rtr)#
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a<w R

B!

show running-config
router

EITa 74 F¥ 21— alilEENDHINL—HF 2T 4 Fal—
vary avwr RERRLET,
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passive-interface (ISIS)

FRBEY F—=HR=RCEFEA L Z =T 2 A AT RLAREGENTWEHEEIC A VX —T =
A A TISIShello X7 > FBLOWILV—T 4 7 7 v 7T — FEERT DT L—F ISIS =2
7 4 ¥ 2 b—3 3 F— KT passive-interface =~ > R & fli ] L £ 7, 515 hello /X7 » B L
N—T 4T T o7 T— e 2= T5IZF. 20a~vr Fon BXNEFHLET,

passive-interface [default | inside | management | management2]

no passive-interface [default | inside | management | management2]

WX DA

default TRCDOA LV HZ—T 2 A A LTA—T 4V IREFEINRNL I LET,

inside A > #—7 = A A GigabithEthernet0/0 ? 4 fil,

=i A H—7 = A A Management0/0 D4 Hil,

management2  { > % —7 = { A Management0/1 4 i,

F 7 %)V b

a<v RKE—F

TN T TR TCDA L H—T =2 A LTL—T 4 VI REHFINETA,

ROKIZ, 2~ FEANTELHEF—RF2RLET,

TZ7ATUF—IV
T—F ¥xa2UF 4 aUFER b
~ VT
FZ7 AR avTx
avw s RKE—F =7y K TV (7 [ R bB VAT A
N—Hisis AT 4 Falb— | e TN |— o KIS o KIS |—
vaY
o< FERE Jyy—= EEAE
9.6(1) Zoawy RPBEIMEnE Lk,
BERHEDHART Z0a~vr RE A v =T ATy VT V=T 4 T A F—T M LET,
A4
il RIZHEA =T =2 ATN—T 4 VT HEFOERZEZITDRNE ST 02" L ET,
ciscoasa(config)# router isis
ciscoasa (config-router)# passive-interface inside
BEa~v R
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passive-interface (/L'— % EIGRP)

A B —T 2 ATEIGRP V=7 4 Y T HBOEZEET 4 B—T NZT BT NV—H
EIGRP =7 4 ¥ 2 L—3 3 . ®&— K T passive-interface =~ FZFHLE4, 4 ¥ —
T2 A AT —FT 4 VI BHFHEFRA =T AT AT 20~ RO no JEREHEH L
i‘d‘o

passive-interface {default | if name}

no passive-interface {default | if_name}

WX DA

F 7 %)V b

a<v s RFE—F

default (EB)IT XA v H—T =2 AeZEET— NIIHEELET,
if_name (FE)nameif =2~ > R TRy VT F— FICEBE LA VX —T A4 AD
£ R,

FDOA A =T 2 ATIV—T 4V TBAR—=TINIIRRDBETIT 4T NV—T 47 (b—
T4 TEFOEZE)ICKH LTI RTCDAL L EZ—T oA ANA F—T IR0 £97,

WORIZ. a~ REANTESE—FeRLET,

TZ7AT T4 —)v
F—FK X274 aTFHALD
< )LF
[T =
awy RE—F 22l S P N B S N Y RAT A
JL—% EIGRP =17 4 ¥ = o X%fhia — o X%fhia — —
Lr—g v
o RERE Jy—=x EEANE
7.2(1) Zoawr RRBEMERE LT,
8.0(2) EIGRP L —F 4 V' 7 OHR— PR BMENE LT,
FERHEOHA RS A F—T A A LTRy T N—F 4 T A Xx—7 VI LETEIGRP DAL, 2 &
A DNZFDA LB =T 2 A ZATDN—T 4 VT EFOEZENT 4 B—T MR £1,

EIGRP =17 4 ¥ o L' —3 3 > TIL, 4D passive-interface =~ REiH T& £,
passive-interface default =~ > NAfifj L TFXTDA ¥ —7 = A ATEIGRP L —7 4 7
%7 4 &—"7 /T L.KIZ no passive-interface =~ > RZH L THEAS > X —7 = A AT
EIGRP W —7 4 ' T A X =T /WZT 5 T ENARETT,
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Bl

WIZINA B —T = A R% /3y 7 EIGRP ICRET D02 R LET X2V T4 777
AT UV ADMDA o H—T = A AL EIGRP EH #1655 L7,
ciscoasa (config)# router eigrp 100

ciscoasa (config-router)# network 10.0.0.0
ciscoasa (config-router)# passive-interface outside

WIZRERA v B —T 2 A 2% FEL T XTDOA B —T = A 2% 3y 37 EIGRP ICEET 5
FRLETHEA X —T = A ADH EIGRP B #1562 E LE7,

ciscoasa(config)# router eigrp 100

ciscoasa (config-router)# network 10.0.0.0

ciscoasa (config-router)# passive-interface default
ciscoasa (config-router)# no passive-interface inside

HEa<w R

o< K B
show running-config FEf7o 7 X2l — a3 lEENHL—F a7 (Kol —
router var avwry RERRLET,
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passive-interface (/L'— % RIP)

A B =T 24 ATRIP V=T 4 VITRBOFREET 4 £ —7 MIZT DI V—F RIP 2
7 4 ¥ =2 b —3 3 E— KT passive-interface =~ > R&HEH L ET, A ¥ —7 = A TRIP
N—T 4 T EFEFHOA F—T I T BT, Z0a~> RO no JERZHEH L £,

passive-interface {default | if_ name}

no passive-interface {default | if name}

WX DHHA

F 7 %)V b

a<v s RFE—F

default (EBE) TR TCOA v H—T =2 A AEZET— FIZHRELET,
if_name (EBERELIEA L E—T oA AE Xy T T— RIIRELET,

RIP XA X—T NI BE T 7T A7 RIPIZKLTTRTOA L H—T =2 A ANA F—TNIZ
7m0 E9,

A =Tz ZFE T default F— U — FZ2HE LRWEE, 2~ FOT 7 4 /1 b default
Thh .37 4F 2 b—3 3 TlE passive-interface default & L TR RINET,

WORIZ, a~ REANTEE—FERLET,

TZ7AT T4 —)v
F—F X274 aTFHAL
< )LF
FT R avFF
a<wy FE—F =Ty K| TV bh [P | R AT A
J—HRIPaL T 4 X2l — | o X |— o XIS o Xfi  |—
D=V
= FRE Jyy—= EENE
7.2(1) Zoawry RBEMERE L,
9.0(1) < )NF arsTHRAN T ROV R—FRBMENE LT,
R EDOHA YRS A FZ—Tx2AAZA TRy T RIPEAF—TNMZLET A Z—T A XTI RIPIL—T 4
A Y7 Ta—REXy A NEZE L. ZOHHREHH L V=T 7 T—TNVEHFRTELETH,
N—TFT 4 VT EFIITTe—REy A M LEH A,
B WIZANBA B —T 2 A RNy VT RIPICRET AR LET  EX2 VT4 7T 747

VADMDA o E—T = A AT RIP EHEEZELET,

ciscoasa (config)# router rip
ciscoasa (config-router)# network 10.0.0.0
ciscoasa (config-router)# passive-interface outside
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HEa<w R a<w R

B!

clear configure rip

BT 7 4 X2l —2a BT RTCORIPa~v L RE27 )T L
i‘a‘o

router rip

RIPV—FT 47 Tav A& A R%2—T7 I L RIP/ILV—HF 27 4
Xal—iay EB—RNEZBEBLEST,

show running-config
rip

FEITa 74X 21l —aryORIPavy REFRRFALET,
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passwd, password

Telnet D127 A o /NAY — RERETHITIFT. /n—rvar74Fal—var E—FT
passwd F72/% password 2~ REZEHLET , XAV — K2 Uty MZT LI, 2Da~vyr
RFD no B ZMEH L £,

{passwd | password} password [encrypted]

no {passwd | password} password

WX DA

57 )V b

a<v v RFE—F

encrypted (EE) RAT— R L SN THL A2 HELET, XX
U— RE B b ShizBERTCar 7 Fab—va VidkFESNDH -
O INAT— RDOANEIZITED/NAY — RERRTHIEIETEERE
P AT BIPDEH TR AT — FZH0 ASAIZa =T 50 E R H 5
DICDRAT — RPN RWGE 5 b SN XAT— K& ZD
F—U—RZHELTpasswd 2~ REANTEET 0E. 20

¥ — 7 — K%, show running-config passwd =~ > R& A )92 & Z|Z
RSN ET,

EHE50a<wr FTHOLANTEET, ZNOITAWIT A U 7 2%
WZH £9,
RAT—=REHEKEO LFDOARN) VI TRELET, KXFEEL/NIF
IR ENFET NAT — RNICAR—ZE2E0HLZ LI TEERA,

passwd | password

password

9.1(1): 7 7 4V kD827 — KXl ciscol TF,
9.12):7 7 4 /v N OEHERMEIZH D FH A,

WORIZ. a~ REANTESE—FEeRLET,

T7AT Ut —)V
T—F X2V T 4 ayTFHAB
< J)VF
FZ AN oL
a<wy RKRE—FR N—Tv N |7V b N | R B AT A
Ja—s )L a7 4 F¥alb— | e X I S I S o XPIH |—
va

o< v Rk

JYy—2x EEANE
7.0(1) Zoawy RNBEMENE L,
8.4(2) SSHT 7 # /v h 22—V 4 RN R— kS22 0 pix £7/-13 asa = —

Wb a s A4 RAT— RTSSH 2 LT ASA IZHke 425 2 &2
T&R<< e FELE,
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|
Jyy—=x EREAK
9.0(2).9.1(2) T 74 kDR AT — Rlciscol BHIBRS . B /A > NAT— REHE
BN E LT i e 572 < 72D £ Lz, nopasswd =2~ > RE %
clear configure passwd =~ > RZ il L7254 RO /N—2 5 T
IR T — RN F 7 50 hDlciscoliz By FENF LR, /XA
U— FPRHIBREND L2120 £ LT,
EREDOHTA KT telnet =~ FEMH LT Telnet &1 31— 7 /WIZT 5855 passwd 2~ > R TRELTZ/NA
A J—RTrJArC&ET . vl Ay XAU—RKEANTH &, 22— EXEC T— FBHIH S
¥ 9, aaa authentication telnet console =~ > N % i fl L T Telnet D= — Z LT CLI FBFE%& 7%
ETHHE.ZONRRAT = NI S EEA,
ZDONRAT— R AA v F 05 ASASM ~D Telnet ¥ v ¥ 2 > THEH & £ 7 (session =2~
Y FEZH),
il WIZ /XA T — R %& Pa$$wOrd ([Ci%ET D0 &~ LE7,
ciscoasa (config)# passwd Pa$$wOrd
WIZ NAT — RERID ASA IS a e — LIS b ENT AT — RIZERET 202~ LET,
ciscoasa(config)# passwd jMorNbK0514fadBh encrypted
BEa~< R gy R =4 B
clear configure passwd © 7' o 2T — R K27 U7 LET,
enable it EXEC & — & B L £9,
AX—=T WV RAY—K A =T RATU—REHRELET,
show curpriv BERIZA L L TWbha—FHEa—FOREL NV ERRLET,

show running-config I 2{L SN2 HATH VA o NAU— R dr LET,
passwd

CiscoASA vV —X a<w R U777 LV R I~Ravwr K
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N— [o] N
password(Z UV 7 F CA T R RRA 1)
BERFIZ CAICEEENTZ T v Ly Y 7L —XZHETHITIE. 7V T NCAFT A RKRA U b
a7 4 FXa2lb—TaryE—RTpassword 2~ > FEEHLET, 7 74V FEEICETIZ
X, ZDa<wr RO no BXEMHEHL £,
password string
no password
WXL OBLH string RNAT— ROLFTEA N > 7L UCHRE L ET, Sl o 0T % 5Kl
ITIFTEEREAA MY U780 LFLL T OEEOEL T (R ~—
2% Ete) BIRECTE T MF-ARN—AAREDO L FDOIEATIT SR
U—RERETEETABMFORIIAN—AZMLHT 5 & BN F
AELET 72 & 2 UE Thello 21 I3 A 872 XA D — RTH73, 121 hello) 1%
N TT  RNAT— K F v 7 TR RLFE/NLFEREB SN ET,
7= & 21X N A T — RlSecret) & /XA T — Rlsecret | 138720 £9°,
F7FINV b FIZFNLRRETIEANRAT—FE2EDEEA,

a<v s RFE—F

WORIFT. ZDa~xw REAJTEHE—FERLTWVWET,

TZ7AT TF—)V

£F—F X2 VT4 aTEXAD
< JVF
b F AR =
a<wy FE—F =Ty K| TV bh [P |[RbB AT A

U7 RCA RTARRAY | o % LI S LI S LI S LI S
farvr74F¥al—vgv

a< v Nk

FEREOTA RS
%

Jyy—= EHENE
7.0(1) Zoawy RPNBEIMENE Lk,

Zoawy REHAT L L EEOEHERGZ BB T 2N GEHERN IR T — RE2fET
%i#ﬁ: émtAxv~+d:E%éﬂt:y74¥JVayayﬁA&u:;of
NVRAM [ZEXIAFEFND & &R LEINET,

CAIF.BH. F¥ 1Ly 7L— x%ﬁ%bf%@%@%mﬁk%mﬁbif
:®27/F¢41—7w®ﬁn;&%iﬁﬁﬁuﬂxv—h%*b%ﬂiﬁho
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|

il WIZC T ABRRA Y beentral IZHLTYZ YT RNCARMIFARRA N a7 X2 —3
vV E—RERBLT, N T A RRA b central 12T D8R T CAICEREBEIN-F ¥ L v
V7L —RXERET L0 ERLET,
ciscoasa(config)# crypto ca trustpoint central
ciscoasa (ca-trustpoint) # password zzxxyy

o< R a<w KR B

crypto ca trustpoint FTZARNKRA P a7 4X¥alb—rar = RREBBLET,
default enrollment BERNTG A —R BT 7 )V MEICELET,
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password encryption aes

X DA

57 )V b

a<wy KNE—K

VAL = RAT VL —=REMH L TRAY— RO ZbEA 2 —7 M T HI2F. Fe— L 2
V7 4 X2 b— 3 F— KT password encryptionaes 2~ > R L £3,/SATU— KD
Wb T 4 =7 T 5I2E. 20a~<vr RO ne BN EZHHAL 9,

password encryption aes

no password encryption aes

Zoawy FIZIFBIEELITIF—T—FEIH T A,

T 7 N OEERLEIZH D EH A,

ROKIZ, 2~ FEANTELHEF—RF2RLET,

TZ7AT U4 —IV

T—F X274 2TFAL
~ VT
5o an S
a<wy FE—F N—FTy R |TVybh [P | Rb AT A
Ja—N)L ar7 4 Fal— | e Xk LI S LI S — o X
vaY
v FRE Jyy—= EENE
8.3(1) Zoawy RPREMENE L,
ERAEDHA ¥T  RRAU— ROWZ{b%E ~ U T —7 %1Z1%. key config-key password-encrypt ==~ > K & password
AV

encryption aes =~ > RO A TEDNEF CANT 20N H Y £ 7, write memory & AJJ L
T HEFENTENRRAT = REAZ = T v T a7 4 Falb—va il FELET. £ LA
WE ARF—= KT T a7 4 Xal—a VAONRAT—= RRERRENDIZERHY ET.,+
NFar7Tx AR E— RTIEL VAT LFE[TAR—Z(Z write memory all ZfiH L TF~TD
AT XA PNOBRTERSF LET, %25 no password encryption aes =~ > K& LT /8&
U — RO ET 4 =7 MICT 2 L BB NTBFEONRRATY — RIIERENT v X
H— NRAT L —=APFET DR W SN AT—=RNET 7Y r—va LC k> TE

KIS C TS ET,

CDavwy REETTELDE,. =Y —/L SSH.HTTPS D ASDM R FiI2 L 32X =T

Tty va BV TOARTT,
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Bl

TIT A TIAZ A T 2= F—N—=TRATU = R bz A 2 =T VT D0 E7TE
F9 5 & writestandby NFEITIN. T I T A TREBEEAA LN, 2=y MIERIT L Z LI
BROET, ZOBRNRNE RZ NS 2=y b EOEHLES NIRRT — RN R LC/RAT
V=REMHLTHWTH Rl b0l F4 RECHERUC L > TRENF L2725 Z &7
BIESNE T T2 T4 TIT 7T 47 7 == A —"—DOEA 1L, write standby & FHTAJ)
TEOVENSYET T T 4717 7T 47 F— KTl writestandby (2L > T T 7 v 7
OHFWERFEELET, ZHIX T LOVRENFRB SN DENZ B XY 2=y N TRENRZ Y
7 XI5 72T, failover active group 1 =~ > K & failover active group 2 2~ K& L
TT T4~V ASADTRTOALTFANET 7T 4712 L, writestandby & AJJ L TG,
no failover active group2 =~ KZH LTI/ N —720arTF A e o F) 2=y b
I LET,

write erase =~ > R|{ZHi\ Treload =2~ REffTH L v AX— AT L —X&HR Lz
BAEIEE DV AL —NRAT L — R T RTOREDHIRSNET,

WIZ EEX—OERIHEHTIRNAT L —XEHE L NAY— R E{LE A 2 —TNIZT 5
&R LET,

ciscoasa (config)# key config-key password-encryption
0ld key: bumblebee
New key: haverford
Confirm key: haverford
ciscoasa (config)# password encryption aes
ciscoasahostname (config)# write memory

EHEa~ N

awv R B

key config-key password-encryption ;5% —DAFKICTHEH INARA T L —XZHEL
£7

write erase reload =~ > REHWTHHT L L v A F— XA
T U= ARMR SN G EITNNA T L= X IR L
£,
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password-history

Z @ 2= KX, password-policy reuse-interval =~ > K% A 32— 7 /L{Z L7z & Z|Z username
attributes =~ > FOFEICEK R INE T, Eo, ZF2—FIC L D2RENREZR 2~ R T
EHY EFEAMATDNRAT — R sl SN BN TRELET,

password-history hashli, hash2,hash3 ...

X DN

aw RF 74
s

a<v s RKRE—F

hashl, hash2,hash3, ... PBKDF2 (/XA T — RR—Z2DOF—IREBEK 2D ZFEHL T Ay o X
NTURIDONRAY — REFRRLET,

T 7 A FOBIERHIZH D TR A,

ROKIZ, A~ FEANTEHEF—RF2RLET,

TZ7AT UF—Iv
T—F X2V T4 2V TFRAL
< JVF
FT AR =
a<v KE—F N—FTv N |7vrh P/ RPN AT A
a—PHEHEa T ¥ 2 o Xth o Xth o Xth o it —
Lr—y3

a<v v RERE

BRLOHA KT
Ay

Bl

Jyy—= EREAK
9.8(1) Zoawy RRNBMEnE L,

I, 2 —FRHEETE eV a~v > R Th Y  password-policy reuse-interval =~ > K% A
2 =T M LT85T show I TR RENET,

WIZ NAT—R&Z2EZEFELTHBURONY V2 ENERRAT— RERRT L0 R LET,

ciscoasa (config)# username test password pwl
ciscoasa(config)# show running-config username test
username test password $sha512$5000$4tAPQTnL3WGlaa4xrfGMjA==Swbilks6e0381KmlgOiwgnQ==
pbkdf2
ciscoasa(config)# username test password pw2
ciscoasa (config)# show running-config username test
username test password $sha512$5000$d8ebNCK20TyzSiH]jSh2T6w==SurDQ/+9s0Pwi4 IUftWFMcw==
pbkdf2
username test attributes
password-history $sha512$5000$4tAPQTNL3WGlaa4xrfGMjA==Swbilks6e0381KmlgOiwgnQ==
ciscoasa(config)# username test password pw3
ciscoasa (config)# show running-config username test
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# |

|
username test password $sha512$5000508WLalgnLdp2Js401W+NdQ==$4Be4eHt PmOxdpfH6]j+F4gQ==
pbkdf2
username test attributes
password-history
$sha51235000$d8ebNCK20TyzS1iHjSh2T6w==3urDQ/+9s0Pwi4 IUftWFMcw==, $sha512$5000$4tAPQTnL.3WGlaa
4xrfGMjA==Swbilks6e0381KmlgOiwgnQ==
ciscoasa (config)#
o< R a<w v R W ER
aaa authentication 7 —7 /L username O 1 7 A VIBEEZRAFL £,
login-history
password-policy username /XA Y — FOFH 2L L £7,
reuse-interval
password-policy username DAL R & —FHT A/ AT — &2 LET,

username-check

show aaa login-history = — 7%/l username ® v 7' A VERZ R R L F T,
username a—) a—YFERELET,

CiscoASA vV —X a<w R U777 LV R I~Ravwr K
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password-management

NRAY— REHEZ A X —TVIZT DB, hr R T —TF kBt a s 7 s X2 b—3v g v
“&— RT password-management =~ > R&ZfiH LET NAUV— NEEET =T 1ICT D
IR Zoa~vr Fon JEREZMHLET ABET 74 MEZ U By P 22T, 20aw
> K ® no FEX % L . password-expire-in-days ¥ — 7V — K& € L £9,

password-management [password-expire-in-days days]
no password-management

no password-management password-expire-in-days [days]

DT

F7 %V b

a<wy KNE—K

days BATONRRAT — R0 3 5 F TOHE0 ~ 180) 2 E LET,
password-expire-in-days ¥ — 7 — RZfET HHA1T. 2 D/8T A —
ZIIMIATT,

EBE) BB DT A—H N ASA T2 —HITH L TR B> TN D
BRI L TS BYTONRRAT — RNELT 5 ToO HBAIEE
LTWAIZLERLET, ZDOAF T 3 VIL.LDAP —N{ZH L TD
FHEN T, Bz OV T i, [Usage Notes | 2 L T &0,

password-expire-in-
days

T 7 4V R TIE SR U — REBII T E A, LDAP #— N Zxf L T password-expire-in-days
F—TU— REHE LW BUTORAY — KRR T 2N EE 2 BAT 57 7 40 O
%14 HT9,

ROKIZ, 2~ FEANTELHEF—RF2RLET,

TZ7A T UA—)V
T—F X2 UTF 4 aryTFTHRB

0%

avw s FE—F

=T K

FZ AR
VA

L%

=
A b

VAT A

Fo L Z—7 B
V74 F 2l — gy

o X

o X

o NEkE

ERAEDHA FF

qv

JY—=x

EEAR

7.1(1)

Zoawy RNBIMENE L,

ASA TIX.RADIUS B3 X WNLDAP 7' 12 b 2L D/RRA T — RE#EZFR— M LET,

[password-expire-in-days | 47" 3 3 VX LDAP IZX L COIRY R — I E T,

IPsec Y E— bk 7278 A& SSLVPN v R T N—TD/NRNAY— REH %

==

X A&

TEET,
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password-management 2 ¥ > REZFHET H L ASA T VE—F 22— s (095 L XIT,
ZD2—HFOHIED /AT — ROMRUINNIE > TV D EFHREN N Z L 2@ L E
T ENDPD ASA F 2 —FPARY = FEERTEDL LT LET BUTO/NRAY — FR3RE)
LTWRnGEA 2= PR320 R Y =R LT /A U LT 2 Z &R TEET,
Zoaxy NI . Znb @Mz YR — D5 AAA =3 D% D XA T 4 7O LDAP H—
BELORADIUS 72 ¥ & L THERK S 4172 NT 4.0 £ 7213 Active Directory —/NZxf L CTHZ)
T3, RADIUS F 721 LDAP BFEN R E I TWRWIEE ASA TlEZ Do~y RAEHE I
£7,

MSCHAP % %R — b3 5 —fd RADIUS Y— 3% BIE MSCHAPYV2 Z 7 AHR— L TWEF A,
Z D awy N2 MSCHAPV2 3B/ 7= AN X —ZWEbE T a0,

ASA DV Y —R 7.1 I TIL#EH  LDAP (2 X 2 3GER, £721% MS-CHAPV2 ¥R — 45
RADIUS =22 7 4 X a2 b —3 3 SN XA RO Z A FI2xt T H /32U — RGN
PR ENET,

e AnyConnect VPN 7 5 A4 7> h(ASA YV 7 b7 =7 R— 3 > 8.0 LIF)
e IPsec VPN 7 547 K

e VA7 L ASSLVPN(ASA Y7 b =7 /NR— 5 8.0 LAK) .WebVPN(ASA YV 7 k
T N—T g 71 ~72x)

e SSLVPN 7L R RV 7 FA4T 2k

Z 35 @ RADIUS & E L, v — I /VERFED RADIUS, Active Directory/Kerberos Windows DC @
RADIUS.NT/4.0 K A A > @ RADIUS,LDAP ® RADIUS & £ F 7,

Kerberos/Active Directory (Windows /XA U — R) £72 X NT 4.0 KA A TIX, 2O OEREZ A
TONFTHIZHONTH NAY— FEBTY R — F &/ F# A, RADIUS #—/3(Cisco ACS 72
EVFGGBREZELR Z B ORRGE — 27 a X T 258030 W £97, 7272 L ASA 753 RADIUS
P—=_NOBIZK L THEEL TV XA ET,

LDAP T/XRA U — REZZETFT 521 1O LDAP %— T LM B O FIEREH ST E
ﬁ‘ BiTE . ASA Tl Microsoft Active Directory 3 & U8 Sun LDAP $—/3Z%f L CTOH JME D/
—FEHRr Yy 7 2 RELTVET,

AT 47 LDAP IZ1Z.SSL #5573 B T4, LDAP D /32U — N A2 #4734 5112, SSL |k
TOLDAP 2 A F—T W TDHRENH Y F9,7 744 b TIL.LDAP (Z— b 636 =fi [ L
7,

ZOavy NI ANAT—=FRRDTHETOHBEEETT 56D TIER < ASA 7b>:w4f (et
LTRAY— FRYOEEZFRIG L TORDTLETOHEEEE T 25D Th 2 RUICHEER
LTL7EEN,

password-expire-in-days ¥ — 7 — FZ$5ET 25513 BB ET 2 LERH Y £7,

TDavwy RTHEICOZIEET AL . Z0a<wy NiZFT 4 B—7 270 £3,ASA (F, = —

IR L TERDINVBESTWNELZ 2B LETAN EDBRIC2—F IR T — FE2LEF TX

i‘j‘o

(#) RADIUS TIX NNAT—RNREFINDZEHL NATV—ROETEERDODLNDZIELD
D FEH A,
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Bl

KIZ . WebVPN b > /L 7' b— 7 Ttestgroup | IZ DV T, 2 — Wk L TR HE - TV HEE
BIEAL T B RAT— RBRETHETOHEE 90 ICRET D62 R LET,

ciscoasa (config)# tunnel-group testgroup type webvpn
config)# tunnel-group testgroup general-attributes
config-tunnel-general)# password-management password-expire-in-days 90

config-tunnel-general)#

ciscoasa
ciscoasa

ciscoasa

WIZ IPsec UE— bk 727 &®A b3 Z—T7TQAgroup | IZ DWW T, 22—kt L TRMN
BOoTWOEEZML THOLART = FRRITLETORRKELTT 740 hD 14 A%
BT 56 %2 R~ L ET,

ciscoasa(config)# tunnel-group QAgroup type ipsec-ra
ciscoasa (config)# tunnel-group QAgroup general-attributes
ciscoasa (config-tunnel-general)# password-management
ciscoasa (config-tunnel-general) #

EHEa~v R

a<w R A

clear configure passwd w27 o 2T — R &7 U7 LT,
passwd a7 A4y RAT— RERELET,

radius-with-expiry RADIUS #BFEFF D/ SAT — REF ORI =— g A X —T7 T
LET(FELL),

show running-config k5 {L SN2 HATH /A > NAU— Rk Fr LET,
passwd

tunnel-group M F—7 B EEZRE L ET,
general-attributes
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[ |
password-parameter
SSORFFH D —HF N2 T — REZHEET S HITP POST BRXT A —F DA HT AR ET HI1TIE.
AAA B — KA KN a7 X 2 b—3 3 F— T password-parameter =~ > K% L
F9. 2T HTIP 74— D2~ K& A L7~ SSO T7,
password-parameter string
~
() HTITP ZfEH L TSSO Z#1E L HRET HITILZREEE HTTP HIC DN T DFE L WEBHFR
‘JZ‘%:VG“?‘O
OB string HTTP POST EXRIZEFN D /XA T — K RF XA —HDLR, /AT — K
DI REFNT 128 LFETT,
77 4V b T 7 4V EOEREEXH Y AL

a<wy KNE—F

ROKIZ, 2~ FEANTELHEF—RF2RLET,

T7ATUH—IV
T—F X2V T4 aVTFRALD

< JVF

b Z7 AR =N
a<v KE—F N—FTv N |7Vvrh P/ 2R AT A
AAA F— N KA~ a7 40 | e xfih | — o XS |— —

Fal—v gy

a<v v RERE

ERHLOTARZ
A

Jyy—= EREAK
7.1(1) Zoawy RRNBMEnE L,

ASA @ WebVPN ¥ — /3 |Z HTTP POST R % ] L T, §8&FE Web — N2> v 7 oA v
POREER A XE L E ¥, 44D 2~ N password-parameter T3, POST %R (Z SSO #AEH D
=P RRT =R RFGXA—HEEOLUENHDL I EEBELET,

—PI v TS, VERICERDONRAY — NMEE AN LET, 2D/ RA T — REIX POST ERIZA
T E I EEEE Web — A ICEES N E T,
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| #

il WIZAAA Y — N RA KN a7 ¢4 F a2 Lb— 3 F— K T,user_password & 9 £ FID /XA
U= R NIA=ZZRET L 2R LET,
ciscoasa(config)# aaa-server testgrpl host example.com
ciscoasa (config-aaa-server-host)# password-parameter user_password
i~y R awr R B
action-uri TN YA UF VRO A=A B LR RA T — |

2T H72HO Web — N URI #45E L £,

auth-cookie-name

FOREZ v F— DRI EZTEE L £7,

hidden-parameter

FRE Web H— S & R D T2 O DIFR RN T A — 2 & fF
}EE Li‘j‘O

start-url

FIurAy 7 yx—%E4F95 URL 8 ELET,

user-parameter

SSO BIEHIZ 2 — VA & IRET DML ENH D HTTP POST
BRDONRT A—=HDOA4HIERELET,
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password-policy authenticate enable

HHOZ—F T AT NOEE L 2—PITHAT B0 E S PERET I, Fa—sL 3y
7 4 ¥ a2 L—13 3 FE— KT password-policy authenticate enable =~ > K& fli fj L & 9", ki
FTLNRAT—= R KU —BET 74/ MEICHRET DT . Z0a~vy RO no BRZ[EH L

X DA

F 7 %)V b

a<wy RKNE—F

£

password-policy authenticate enable

no password-policy authenticate enable

Zoawy FIZIFBIEELITIF—TU—FEIH FHEA,

BEEXT 74NV P TIET 4 =T o TV ET,

ROKIZ, A~ FEANTELHEF—RF2RLET,

TZ7ATUH—
£—F X2V T4 avTFFHFXE
< J)VF
b T VAR T X
a<w v RE—F N—Fy N |TVvrbh | Fn | RAb VAT A
Ja—nR) a7 X2 l— | o XL — o Xfhis o Xfhis —
vayr
v RIEEE Jy—= EENE
9.1(2) Zoawy RpBMEhE Lz,
FEREDODHA KT ZREERA R—T VOEE . 2 —P 7 username 2~ > REFA L TEEHDO/NNRA T — REEHE LI
AV DTy hEHIBRLZD § 52 L1XTE £ A, 7. clear configure username =~ > R % fiff
HLTEBOT A MEHIBRTHZ b TEERA,
il RIZEADZ—F THO L NOERZ2—VFICFHFAIT 502~ LET,

ciscoasa (config)# password-policy authenticate enable
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(FEESTEAN

a<wv R

B!

password-policy
minimum-changes

FHONZT — R HENWRRT— RO TEE LT
X 72V TFHEHRELET,

password-policy minimum length

NAT— ROF/NEEZFRELET,

password-policy
minimum-lowercase

INAY — FIZE O /N LFOR/MEEERE LT,
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password-policy lifetime

X DA

57 %)V b

a<wy KNE—F

BEOALTHAMDNRAY— R R =B LU RAT — FOFNEIM (B 258 ET 512
.7 a— L 27 4 ¥ 2 L—3 3 F— R T password-policy lifetime =~ > K& ffi f L &
TR THNRNAT— R R —@BMET 7 40 MEICRET HI21E. 203~ KD ne B
EEHLET,

password-policy lifetime vaiue

no password-policy lifetime vaiue

value NAT—=ROFHHBERT LET . A2 MEOFPIL.0 ~ 65535 H
<7,

BRI OT 7 0 MEIZ 0 B T,

ROKIZ, 2~ FEANTELHEF—RF2RLET,

TZ7AT U —IV
T—F X2V T4 aVTFRAL
< JVF
FT AR T X
a<w RE—F N—FTv N |7Vvrh P/ 2R AT A
Jua—N)L ar7 4o X¥al— | e i |— I S o it |—
va
a< v R Jy—x EEAR
9.1(2) Zoawy RRNBMEnE Lk,
ERLEDHA KT RAU—RIOIAEDPRNEE SN TOET ADBB MR 0 HOBA . a—h1 2—HF DS
A AT — RIZHIREIAIC 220 EX A T4 7 XA DA OEE O AM 12:00 (2732 7 — KO
RAEIND Z EICHEREL TSI,
il WIZ NAT — ROAHPMOMEE 10 HICERET 262" LET,

ciscoasa (config)# password-policy lifetime 10
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(FEESTEAN

a<wv R

B!

password-policy
minimum-changes

FHONZT — R HENWRRT— RO TEE LT
X 72V TFHEHRELET,

password-policy minimum length

NAT— ROF/NEEZFRELET,

password-policy
minimum-lowercase

INAY — FIZE O /N LFOR/MEEERE LT,
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password-policy minimum-changes

BHADNRAT = REHENWASRZAT— FLEDOMTERE LRITHIERLRWE/INCTFRERET DI
.7 a—s3L 27 4 ¥ a2 b—3 3 E— KT password-policy minimum-changes =~ >
ZREALET ST HINAT =R R —RBMEELT 7 4V MEICERET DI Z0a~v s R
D no TEARZEM L E7,

password-policy minimum-changes value

no password-policy minimum-changes value

X DA

57 %)V b

a<wy KNE—F

value HIRDONRAT — REHWRRAT — REDBTEE LTz b 7w
LFHAERELET ADMEOHAIL 0 ~ 64 3LF T,

77 &V b OEEILTHIT 0 LFTY,

ROKIZ, A~ FEANTELHEF—RF2RLET,

TZ7AT U —IV
T—F X2V T4 aVTFRAL
< JVF
FF AR T X
a<w v RE—F N—FTv N |7Vvrh U | A b AT A
Jua—N)L ar7 4o X¥al— | e i |— I S o it |—
va
a< v NERE JYy—x EEAR
9.1(2) Zoawy RBEMENE L,
ERALEDHTART HLWART— RIZFX BIEONAT — Kb 7e &b 4 TFITELINHMENRH Y (BIE
AV DIRAT— RO—EIZH LWWRAT — RREENRWEEOAER I RS ET,
il WL HWRAT — REFBONRAT — KL OBOER/NET LT %E 6 SUTITRET D0 %2R

Lij—o

ciscoasa (config)# password-policy minimum-changes 6
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HEa<w R

a<wv R

B!

password-policy lifetime

NRAT— ROFHIM (B 2F%ELET,

password-policy minimum-length

INAT — ROF/NEEFRELET,

password-policy
minimum-lowercase

INAY — FIZ&E O /N LFOR/MEEERE LT,
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password-policy minimum-length

WL DL

F 7 %)V b

a<v s RE—F

INAT — ROF/INRERET HITIE, 7D~/\/I/:1/7/rﬂ?11/—\‘/5/%~l\f
password-policy minimum-length =~ > FAZfH L I 5T 25 AV —RF KU v —@lEz
FI7FN MECRETHICIE. Z20a~vr RO no BREMH L ET,

password-policy minimum-length value

no password-policy minimum-length value

value NAT— ROR/NEERE LET, ADEOFFAIL 3 ~ 32 XFTT,

T 7N s OR/NET 3 XFTT,

ROKIZ, A~ FEANTELHE—RF2RLET,

TrAT VA —IV
T—F X2V T 4 aTFHAB
< IVF
T AR avTx
a<wy RE—F N—Fo K| TVrbh [P | Rb VAT b
Jua—nN)L ar7 4o X¥al— | e i |— I S o it |—
va v
= NIgHE yy—= ERNE
9.1(2) Zoawy RRBIMEnE Lk,
FEREDOHTA KT  EAEBRZEDOMOE/NLTFEO R (EE LT /INLTF R BT VBT OfEL Y /s
A v WIEA. T T — A v —UREREN. HPIEDHEIFZEFEINEFTFAMBEINERAT—KD
E XX 8 X7 TY,
il WIZ NAT — ROR/NTFEE 8 LTFICHET HHl 2R~ LET,
ciscoasa (config)# password-policy minimum-length 8
BEa< R awy R Bk
password-policy lifetime NRAT— ROGHHMOM (B 2R EL 7,
password-policy HWRRAT— REHHDONRRT— R & DO OE/INETF ST
minimum-changes FTHEERELET,
password-policy RAT— RIZED L/ CF O/ Mak 2% E LET,

minimum-lowercase
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password-policy minimum-lowercase

X DA

57 %IV b

a<wy KNE— K

INAT = RGO L/NLFOR/IMEB AR ET DI Ze— L a7 4 Fab—3 g
% — K C password-policy minimum-lowercase =~ > K& i L 3 %5 T 5/ AT — K KU
V—BMET 7 4 MEICERET DIIE. Z0avy RO ne B AL ET,

password-policy minimum-lowercase value

no password-policy minimum-lowercase value

value NAT— RCHEH SN /NN TFOR/MESZEE L E 3, A2MEO A
1L 0~ 64 XLFETT,

INSCEOR/MABOT 7 4 MEIZ 0 TONTFEEDALEITIH Y XA

ROKIZ, A~ FEANTELHEF—RFE2RLET,

TZ7ATUF—Iv
T—F X2V T 4 avyTHAE
< IVF
AN a7
awr RKE—F =7y N | Tvrhd (7 [ Rb VAT A
Jr—r a7 g Ral— | e RE— o JE e xS |—
va Y
a~ Y TR JI—= EENE
9.1(2) Zoawy RpBEMEE Lz,
FERALEDOHA RS oo~y RE SATU— RIZED /N FOR/IMEE 23R E L E T, AMEOFFAIL 0 ~ 64 3C
A FTT
il WIZ NAY — RIZE DD/ FOFRIMESE 6 HICRET D02 LET,
ciscoasa (config)# password-policy minimum-lowercase 6
o~ R a<w KR B

INAY— RO OME (B ) 2% EL£7,
HRDONAT — FEHWARAT — R LD TEE LR
TR B R WP AR ELET,
password-policy minimum-length X2 U — FNOE/NEZFRELET,

password-policy lifetime

password-policy
minimum-changes
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password-policy minimum-numeric

X DA

57 %)V b

a<wy RKNE—F

INAT—= RGO BT OR/MABZRET 22T /n— v ary7 4 Falb—v gy £—
K C password-policy minimum-numeric =~ > R&ZH L 3 55T 25/ AU— R KU v —
BHEZT 7 40 MEICERETHIIX. Z0a~<y RO no IBXEHEH L £9,

password-policy minimum-numeric value

no password-policy minimum-numeric value

value NAT— RCHEHEINIETFOR/MESZEE L E 3, AMEO M I
0~ 64 XFTY,

BrOH/MEBROT 7 40 MEIZ 0 TERTFEZOLILETH Y FH A,

ROKIZ, 2~ FEANTELHEF—RF2RLET,

TZ7ATUF—Iv
T—F X2V T4 aVTFRAL
< IVF
P AN a7
awr RKE—F =7y N | Tvrbhd (7 [ R b AT A
Ja—_)ary7 o X¥al— | e it |— o XIS o XS |—
va Y
a-~ NER Jyy—=x ERAE
9.1(2) Zoawy RpBEMEiE Lz,
FREDTART Zoavwy I RAT—RCEDLIETFOR/MEZZHE L E T, AHEOFFHIL 0 ~ 64 307
A T7,
il WIT RAT — RIZE O DT O/ MEEZ 8 ISR ET 562~ LET,
ciscoasa (config)# password-policy minimum-numeric 8
o~ R a<w KR B

NAT — KO OME(HE) 2% E LET,

FHONRZAT— R WSR2 T— RO TEE L7321
AR DR W/ CFRAERE L E T,
password-policy minimum-length X2 U — FNOE/NEZFRELET,

password-policy lifetime

password-policy
minimum-changes
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password-policy minimum-special

B DA

57 IV b

a<wy KNE—FK

/\7\ U— NIZEDLRHLTFOR/MIB AR ET HIIX. /a— L a7 4 Fab—v g
— K C password-policy minimum-special =~ > F&Z i L 3 %5 T 52T — R KR
\‘/—E/ri%%“77r/1/ MEICRRET DICIZ. 20 a~2y RO no BRAZMHH L ET,

password-policy minimum-special value

no password-policy minimum-special value

value INAT — RCHEH SN DT OR/MEEZfRE LE T, BoMEO
PHIX 0 ~ 64 STFE T,

R LT O/ MEAB DT 7 4V MEIZ 0 THRBEXTZ2 GO0 ITH D A,

ROKIZ, 2~ FEANTELHEF—RF2RLET,

TZ7ATUF—Iv
T—F X2V T 4 avyTHAE
< IVF
AN a7
awr RKE—F =7y N | Tvrhd (7 [ Rb AT A
Ja—_)ary7 o X¥al— | e i |— o XIS o XS |—
va Y
a-~ NER Jyy—=x ERAE
9.1(2) Zoawy RRNBMMEnE Lk,
FERLEDOHA KT Zoa~vy RZ SRAT— RICED DT O 5/ MEB AR T UE 7. FSUFEITIE ), @ 4,
A $.% N & F (BED),
il I NAYT — RIZE D DRk ST O/ M E 2 BICRET 202~ LET,
ciscoasa (config)# password-policy minimum-special 2
o~ R a<w KR B

NAT — KO OME(HE) 2% E LET,

password-policy lifetime

FHONRAT — R H WA R T — RO TET LAY
N SV FHEHRE L ET,

password-policy
minimum-changes

password-policy minimum-length X2 U — FNOE/NEZFRELET,
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password-policy minimum-uppercase

X DA

F 7 %)V b

a<wy RKNE—F

/\7\ U — RIZEDLRITFORNMAKEZZRET DT /e — v a7 4 Falb—a v
— K C password-policy minimum-uppercase =~ > RZfH L 3 %I T 5320 — K R
U V—BMET 7 AV MEICERET ST, Zoa~vr Rono FEXNEHEH L 9,

password-policy minimum-uppercase value

no password-policy minimum-uppercase value

value

NAT— RCHEH SN KXTFOR/MESEEE L E 3, AMEO A
1L 0~ 64 XLFETT,

RIF-OF/NMEAEDOT 7 40 MEIZ 0 TRKXFE2EZDLLEITHD XA,

ROKIZ, 2~ FEANTELHEF—RF2RLET,

TZ7ATUF—Iv
T—F X2V T4 aVTFRAL
< IVF
[NV SN SNGA-
awr RKE—F =7y N | Tvrbhd (7 [ R b AT A
Jua—nN\)arZ 4 Xal— | e FpH | — o X o XPi  |—
va Y
a-~ NER Jyy—=x ERAE
9.1(2) Zoawy RRNBMEnE Lk,
FEREDHTARTZ ZoOa~vy NI ANAY—RNCEDLRIFO /M ERE L ET, AMEOHPIX 0~ 64 3
A FTY,
il WIT RAT — RIZE O 2 KRLF-OFe/MEE A 4 BICRET 202~ LET,
ciscoasa (config)# password-policy minimum-uppercase 4
o~ R a<w KR B

NAT — KO OME(HE) 2% E LET,

HHONRZAT— R HEW 2T — REDOBTEE LT
WER S WER/NCTERERTELET,
NRAT— ROF/NEEZRELET,

password-policy lifetime

password-policy
minimum-changes

password-policy minimum-length
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password-policy reuse-interval

a—5 ) 2—FZ~DNRAT— ROFFHEZEEIET DT, 7 o— )L a7 4 Fab—3
> & — K C password-policy reuse-interval =~ > KZ i L x4, Z OHIRZHIFRT 512X, 2
Davy FOno BXAEHEHLET,

password-policy reuse-interval value

no password-policy reuse-interval [value]

L DA value HLWRAY — REAERT D & EITHEHATERWLRIONRA T — Ko
¥r2~7 CHRELET,

a<w s RNSF7% Ta<w KX T4 NV NTT 4 B—=T Mo TWET,
Uk

a<w v RE—FK WORIZ. a~ REANTESE—FeRLET,

TrAT VA —IV
T—F X2V T 4 aTFHAB
< J)VF
FZ AR =N
vy RE-F N—F v K | FTLYyh |[vvZn (&b 25 A
yua— UL av7Fab— e SR e KB e RS | e 3R —
va v
v FREE yy—= EENE
9-8(1) Ioavy RRBMERE LR,

R EDOHTA R LENCEHA L7 RA T — R B L TNE 32T — ROFHHE LT E3, LATo /2
A4 7 — RiX,password-history =~ > & i [ L T 5{b S N 72 JZ T4 username D% & 1T PR AT
EINFET . Z0avr REa—PRRETLHZLILTEEREA,

il WRIZ S AT— AR Z 5 ICRET 502 R LET,

ciscoasa(config)# password-policy reuse-interval 5

CiscoASA LV —RX a<w KU 77 LV R I~Ravwr R
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|
HEa< R a<w K B!
aaa authentication 2 — %)L username D2 7 A VIEREZ{EEL 1,
login-history
password-history EHT username /XA T — REEFELET. 2 —F | oma~vy K
BETEERA,
password-policy username D4 Fij & — T H AU — K& LET,

username-check

show aaa login-history = — 7/l username ® vz 7' 1 VR EZFR L FT,
username 0= a—YERELET,

CiscoASA vV —X a<w R U777 LV R I~Ravwr K
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||

password-policy username-check

=G/ —HTHRRAT—FEBIET oL, Je— L ar T 4 Fal—vary E—RT
password-policy username-check =~ > R& i L £, ZOFIREZHIFRT 5. ZDa~v
RO no A ZEH L ET,

password-policy username-check

no password-policy username-check

- S RO ooy NIZIEEBIEELIIF—TU—RIZH Y T8 A,

aw s RTF7% DAYy RE TN ETT 4 B—T N o TVET,

JV R

a<vrRKE—F ROKIZ, 2~ FEANTELHEF—RF2RLET,

TZ7AT Ut —I)V
T—F X2 UTF 4 arTHRE
< VT
b F7 VAR a T
a<w s RE—F =Ty N | Tk UV R B AT A
Jsa— L arZ 4 Xalb— | o X o Xt o Xt o Xfix  |—
va v
a<r N Jy—=x EENE
9.8(1) Zoawy RPBEIMENE Lk,
fFREDHA KT  username 2~ FOLRE —HTHNRAT— K IETEET,
A v
! AT —H4 D john_crichton (2 —F L72WE HIZNAT— REHIBRT 562/~ LET,

ciscoasa (config)# password-policy username-check

ciscoasa(config)# username john crichton password moya privilege 15
ciscoasa(config)# username aeryn sun password john crichton privilege 15
ERROR: Password must contain:

ERROR: a value that complies with the password policy

ERROR: Username addition failed.

ciscoasa (config)#

CiscoASA LV —RX a<w KU 77 LV R I~Ravwr R
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|
EHEa~<v R a2 K B!
aaa authentication 27— % /L username DO 7 A VEREA{EFE L E T,
login-history
password-history [EH]O username /XA U — RERFLET , 2—HFlFoa~vr Kz
BRETEEH A,
password-policy username /XA U — ROFF|H AL L E7,

reuse-interval

show aaa login-history = — 7/l username ® vz 7' 1 VR EZFR L FT,
username 0= a—YERELET,

CiscoASA vV —X a<w R U777 LV R I~Ravwr K
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password-prompt

WebVPN 2—HF Nt X2 VT 4 T 747 0 AR T 5 & ZITHEREND WebVPN ~<—
DaTA LY Ry I ADNRAT =R T T el AZ <A XF 51T webvpn I AZ ~ A B —
vay ary7Z74Xal— g3 F— KT password-prompt =~ > RZfiH L E7,

password-prompt {text | style} value
[no] password-prompt {text | style} value

a7 4 Fal—rarhbavry FEHIBRL T ERFRASNA LT AICE.oa~vwy
Ko no X ZFHLEI,

X DA

F 7 %)V b

a<wy KNE—K

text TXARNEERT LI LERELET,
style ARAANEERETHZ LT LET,
value FEBRICRRT H 7 F A b (FeK 256 3CF) | £ 721% Cascading Style Sheet

(CSS) /T A —24 (Fx K 256 3LF) T,

NAT— R Far7 DT 740 b 7% A ME TPASSWORD:J T,
NAT—R Fa 7 NOFT 74/ b AH A VI, color:black;font-weight:bold;text-align:right T3,

ROKIZ, A~ FEANTELHEF—RF2RLET,

TZ7ATUH—V
ET—F X2V T4 aTFHFRE
< JVF
kT AR =
a<wv RE—F N—Fy N |TVvrbh [P | Rb AT b
WebVPN 5 A ¥ < A ¥ — o XS |— o XS |— —
var
=¥ R yy—= ERNE
7.1(1) Zoawy RpBEMEnE L,
ERHEDHA KT style 472 a T4 %)72 Cascading Style Sheet (CSS) /X T A —X L L THRINET, Z2nH DR
AV FTA—ZIIZONTE,. ZDO~=a2 7 )V TIEA L EEAL,CSS /3T A —X OFEMIZ OV TIE,

World Wide Web Consortium (W3C) @ Web ¥ b (www.w3.org) ® CSS {LEEZ BB L T 72 &0y,
['CSS 2.1 Specification]® [ Appendix FIZ1X,CSS /N7 A =X DENLCT NI A MRH Y £9, 2
DAFERIE www.w3.0org/TR/CSS21/propidx.html TAFTE 7,
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# |

Z 2 TIE.WebVPN R—IZHTHOEE TR D L ITONEIX—VDORGEEET HT-ODE

Y RERESLET,

o B U~XYIY »RGBfE.HTML O fi, £ 721X A0O4H (HIML TR I N D2EE) Z2EH T
xFE9,

e RGBJERIT 0,00 T.HEGR FE.FH)EZ 0~255 0&HO 10 EETCANLET, 20D v~
XYooz b iE o2 BEHAEDELIEEOHEL L ERLET,

e HTML JEZZ13 #000000 T.16 R D 6 HTOEE T, LBHE 2 BDOITHFEL 3 BD L 4EFD
ik ZE S HBDE 6FDITFLEZELTNET,

() WebVPN R—UEZBHICH A Z~ A4 T HITIX . ASDM 245 Z L 2 H#45E L £ 4, ASDM (T
EERARSLT L E 2 —HRER S AX A NDEZLZRETHIZODERRERENH VY £,

i RIZ, 7 F A | % [Corporate Password: [|ICEH L. 7+ DV =A FE KRS TDHLICT 7+
WRAZANEERT DR LET,

ciscoasa (config)# webvpn

ciscoasa (config-webvpn)# customization cisco

ciscoasa (config-webvpn-custom)# password-prompt text Corporate Username:
ciscoasa (config-webvpn-custom)# password-prompt style font-weight:bolder

EHEa< R a<v K B
group-prompt WebVPN R—I DI N—F Fuo P  Ne AR A XA LET,
username-prompt  WebVPN ~N— VD a—H LT a7 hah AX <A A LET,
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password-storage

=PRI TAT U N VAT LAIHEADR T A NRAT = RERETED LT DITIE. 7
N—TF RV —ar7 s Falb—rvarE—FNEFa— a7 Falb—v a3 £—
RC password-storage enable =~ > RZfiH L £3, XAV — NOREEZT 1 E—7WIZT 5
|21, password-storage disable ==~ > R & L £,

FITaL 7 4 ¥ 2 b— 3 )b password-storage JBIEZHIFRT HIZIX,. 2D~ RO no ¥
XEFEHLET, 2L BIOTV—7 KU 2 —75 password-storage & fEA TX F 7,

password-storage {enable | disable}

no password-storage

L DR disable RAT— RS R T 4 BE—T M LET,
enable NAT— ROREEA X —T M LET,
T 74k NRAT— ROREIXT 4 =T VLTI,

avy KE—F ROKIZ, A~ FEANTELHEF—RF2RLET,

TZ7AT UF—Iv
T—F X2V T4 2V THFRAL
< JVF
b Z AR T X
a<w RE—F N—FTv N |7vrh P/ 2R AT A
TN—FRY)— a7 g o it |— o ity |— —
Xl —3 gy
Z—PHALT 4 Fa L— o XIS |— o XIS |— —
va
= NgHE yy—= ERNE
7.0(1) Zoawy RRNBMEnE L,

X aT A MTCHAZIERDNHSTNBYV AT A ETOR INAT— ROREEA R —T )L
IZLTLEEN,

TDavwy NI N—RU 2T IIAT U MDA BT I T AT NN—RxT 7747 bR
FEFE XA R = — VP REEEIC B H D TR A,

FEREDTA KT
A v

CiscoASA LV —RX a<w KU 77 LV R I~Ravwr R
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il RIZ FirstGroup & WO ARID 7 NV—7 R —IZxt L TRRAT — ROREE A R —7 I
L AR LET,

ciscoasa (config)# group-policy FirstGroup attributes
ciscoasa(config-group-policy) # password-storage enable
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peer-id-validate

E7OFEAEELEH L TCETOID ZRGET 520 E I NERET HICE. b ZJr—7
IPSec J&EE— K T peer-id-validate =~ > RAH L ET ., 7 7+ /L MEICERTIZIZ,. 2D =~
Y RO no EXEHEH L ET,

peer-id-validate option

no peer-id-validate

WX DA F 7 KONTINOF T v a Y ERELET,
o req: M/
o cert:ifIETHY AR —FINDH5E
e nocheck: F = > 7 L72\

T7FNE ZDavy ROT 7 4V FREIL . req TT,

a<wryRKE—F ROKIZ, 2~ FEANTELHEF—RF2RLET,

TZ7ATUF—IV
T—F X2V T4 2V TFRAL
< /LT
b7 AR aITx
a<v KE—F N—FTv N |7vrh P/ RPN AT A
hr v Zv—"7 ipsec B | o XL |— o M| —
a<wr N Jy—=x ERNE

7.0(1) Zoawy RNBINEnE L,

HREOHA RS ZORMIZ.TXTOIPsec h RNV TN —F XA FIZHEATEET,
ALy

il WIZ R EIPsec 2> 7 4 X2 b—3 3y F— KT.209.165.200.225 &\ 9 £ HiD IPsec
LAN-to-LAN b2 /v N —7HOETIERED ID 28 L CE T OMIEE ERT 5 4% R

L/jz—é«o

ciscoasa
ciscoasa
ciscoasa
ciscoasa

config)# tunnel-group 209.165.200.225 type IPsec_L2L
config)# tunnel-group 209.165.200.225 ipsec-attributes
config-tunnel-ipsec)# peer-id-validate req
config-tunnel-ipsec)#

CiscoASA LV —RX a<w KU 77 LV R I~Ravwr R
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EHEa~<v R a2 K B!
clear-configure BEINTWVATRTDO N T A—F% 277 LET,
tunnel-group

show running-config 4+ _XTHO KN RV TN —TFFHIFHED R XV TA—FD K FR

tunnel-group VTN —F a7 4 Xal—arEERLET,
tunnel-group ZDOTN—TD RN T —T ipsec BIEERE L £,

ipsec-attributes

CiscoASA vV —X a<w R U777 LV R I~Ravwr K
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peer ip

7 VXLAN ho %L = RARA > F(VTEP) D IP 7 KL 2% FETHET HIZIL.NVE =2
74X a2l —var E—RCpeerip 2~ REMEHLET BT 7 FLAZHIBRT 2121%. 2
Oa<wy RO no TGN AEHEHLET,

peer ip ip_address

no peer ip

X DA

F7 %)V bk

a<v v RFE—F

ip_address E7 VIEP D IP 7 R L A% E L £ 7,

77 a0 F OBEREILD D EE A

ORI, a~ REANTESE—FEeRLET,

T7AT Ut —)V
T—F X2V T 4 aTFHAB
< J)VF
FZ7 AR X

a<wy RKRE—FR N—T v |7V} U | R B AT A

Nve 27 4 Falb—za | e IR o Xfiis o Xfiis o XPh  |—

< v Rk

EH EOHA KT

A v

Jyy—= ERNE
9.4(1) Ioawry RPREBNSE LT,

ET7IPT RLRAZRELESA A TFIXIXY A I —T T4 ADNY IEATEEEA,~
INFFXY A NI LT arTFHFAN T—=FTEVR—FEN TN, FEFREDME—
DAF 3 TT VIEPIZIZ 1 2O T OLEIEETX ET,

R I\Z ., GigabitEthernet 1/1 4 > % —7 = A A% VIEP £fE A VX —7 = A AL LTREL. ET
IP7 FL 2 10.1.1.2 Z48ET 202~ LET,

config)# interface gigabitethernet 1/1
config-if)# nameif outside

config-if)# ip address 10.1.1.1 255.255.255.0
config-if)# nve 1

cfg-nve)# source-interface outside

cfg-nve)# peer ip 10.1.1.2

ciscoasa
ciscoasa
ciscoasa
ciscoasa
ciscoasa
ciscoasa
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(FEESTEAN

a<wv R

B!

debug vxlan

VXLAN N7 7 4 w7 &5 Xy 7 LET,

default-mcast-group

VTEP iXEA v X — 7 = A AZBEE#EM T 5 TWA T To VNI
AV H =T 2 A ADT T HF L DOLFXY AN T A —THEEL
ji—g«o

encapsulation vxlan

NVE A v A H 2% VXLAN B 7B ALIZRE L £7,

inspect vxlan

FEHE VXLAN ~ v 2 — XU R I L S £ 9,

interface vni

VXLAN Z X ZHD VNI A v & —7 = A4 ZAZERLET,

mcast-group

VNI A v Z—T 2 A ADZNLVT X AN TNA—T T RLAEZREL
ji—a«o

nve

F N — R RARA L h A VA B 2R ELET,

nve-only VXLAN EE70A v Z—7 = ANNVEHATHLZ L AIEELET,
segment-id VNI A > X —7 x4 AD VXLAN £ 7 A M ID ZfE L £7,
show arp VE—h BT AN RALIZHDIPT KLAEUE— | VTEPIP

vtep-mapping

T RLZHADVNIA v Z—T =24 ATF ¥ v 23N~ MACT RL
AhERRLET,

show interface vni

VNI A VX =T 2 ADI/INT A=K AT —H A BILOKFER L.
TV VENTVWAL L F—T oA A(RESNTWVWELEL) DA
T—H A 25 NCEEAMAT BN TWS NVE A LV H—T = A Audk
~LFET,

show
mac-address-table
vtep-mapping

UE— K VIEPIP 7 L ANEESINTZ VNI A » F—T = A A LD
LAY 28567 —7/L(MACT RL A T—7 W) EFERLET,

show nve

NVE A VX —T = AD/INT A —HF AT —H A FXOWiTE#HRE
XX VT A H—T 2 A A(ERIKA LV E—T 2 A A)DAT—H X
Z ® NVE % VXLAN VTEP & L CfEf4 5 VNI, 72 5 NI Z D NVE
A B =T x4 AZBEEITOENTWAET VIEPIP 7 R L X & FIR
LET,

show vni
vlan-mapping

VNIEZ AL FID & VLANA VX —T A ZAFFITIRNTF U ART L
VhE—ROYEA LA —T oA A DO~ v T EFRLET,

source-interface

VTEP (ETA v Z—T = A4 2R ELET,

vtep-nve

VNI A > Z—T = A A% VIEP £ETA v ¥ — 7 = A AZBEAHT
F9,

vxlan port

VXLAN UDP R— h 25 E LET 7 7 4+ /L F TIX,VTEP X5 L1~
H—7 = A AL UDP &R— |k 4789 ~®D VXLAN c T 7 4 v 7 %5} A
AET,
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perfmon
RT =~ AERE LT DL K EXEC £— R Cperfmon =~ > Fa&fifH L £,
perfmon {verbose | interval seconds | quiet | settings} [detail]
oI verbose NI F—< A T=HERE ASA a0 — VIR RLET,
interval seconds =V — N TNRT 4 —v L ZAKFTNY 7L v a SNHETOREEIET
Li‘a‘o
quiet NRT F— VAT AETRET 42— NI LET,
B’IE k. 38 L UY quiet & verbose D EHL L THLINEERLET,
detail NI =< AT MR TR R L E T,
F7 % b seconds 1% 120 T,

a<vry KFE—F ROKIZ, 2~ FEANTELHEF—RF2RLET,

T7AT U+ —IV
E—F X2V T4 aTHAE
9%
FZ VAR a7
av RFE—F 22l S 2 NV S AT A
i HE EXEC o X o X o X o Xt |—
v NIEEE Jy—= EENE
7.0 ASA TZOa~y ROV R— BN sShE Lz,
7.2(1) detail ¥ — 7 — KOV R— MR BINENE Lz,

EREDOHA KT  perfmon 2~ REEHTH E ASA DRT p—< L A& T =% T&F7,show perfmon =~

A VREMHT S L DI RN E R S IVE T, perfmon verbose 2~ > REfEHT 5 & 24
k@ Cikfe L CIE 3R &4 E 77, perfmon interval seconds =~ > K & perfmon verbose =~
Y REMAEDETHENT L & F6E LB ORE Ttk L THERAE RSN ET,

RIS NI =< AMEROERFI 2R L ET,

PERFMON STATS: Current Average

Xlates 33/s 20/s
Connections 110/s 10/s
TCP Conns 50/s 42/s
WebSns Req 4/s 2/s

TCP Fixup 20/s 15/s

CiscoASA LV —RX a<w KU 77 LV R I~Ravwr R
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|
HTTP Fixup 5/s 5/s
FTP Fixup 7/s 4/s
AAA Authen 10/s 5/s
AAA Author 9/s 5/s
AAA Account 3/s 3/s
Z OEBRITIT BRI AT 2 RS BEi 48 Websense B3R 7 RV ABEHE (T 4 v 7 AT >
THE) AAA T VT v a RS E T,
il WIZ NT =~ A F=FaHE#RZ 30 R T ASA 20 Y —/VIZERRT L6 2R" L £,
ciscoasa(config)# perfmon interval 120
ciscoasa(config)# perfmon quiet
ciscoasa (config)# perfmon settings
interval: 120 (seconds)
quiet
EEa~<w R a<w R B!
show perfmon NI =< AEREERLET,
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periodic

RE AP AE &2 VAN — N3 D RERE IS 3 L CUEHINY 72 (I BAGL ) e FEI G IH 2 $5 8 3 5 12 1% RER
#2774 ¥ a2 lb— 3 F— RTperiodic 2~ REHHLET, T4 B—TMIZTDHIT
. Z0a<> Ko no BN EHEHL £,

periodic days-of-the-week time to [days-of-the-week] time

no periodic days-of-the-week time to [days-of-the-week] time

X DA

F7 %V b

a<wy KNE—K

days-of-the-week ({1:E) 1 & D days-of-the-week 5813, BIE#AS 1T 541 T2 FERFEIFH O F 2

FPHNPH AR T 2 H £7213MEH T97,2 F D days-of-the-week 51513, B fF
FONTWD AT — F A2 FOFDBIMAK TS5 H E/IFEA T,

ZOFIEIT H DR H £ 7213 B O A T9 (Monday (HHEH) |
Tuesday (/X H) . Wednesday (7K H ) , Thursday (/KK H) . Friday (42 H ) |

Saturday (1+:FE H) 3 KX O Sunday (HIERH))  fIZHEE T HMEIZ KD & B
D ‘(“‘j‘o

e daily: HiEH ~HEH

e weekdays: AMEH ~4&MEH

e weekend: THEH & HIEH

T ORER DB ORER LR CHEIT AT ORAZEIE TS £,

HFZY

%] 2 HH:MM JECHIE L 37, 72 & 203 P18 IRfi 8:00, /4% 8 i
20:00 & L £,

to

TBHARIEZI 7 & #& TR A £ TIOHPH 2 AT 5121d to F—U— F& AT
LMENRDH Y ET,

periodic =~ > N CEZ AN L2 WAL ASA ~D 7T 7 & A73 time-range =21~ > K CEH S
NI EBVITTEBITHEMIRY EITAEDTRY 7,

ROKIZ, 2~ FEANTELHEF—RF2RLET,

TZ7AT UF—Iv
T—F X2V T4 2V THFRAL
< JVF
b Z7 AR =N
a<w RE—F N—FTv N |7Lvrh TN | R b AT A
ReffipH = 7 0 ¥ 2 L — o Xfit o Xfit o Xfit o Xt |—
va
v NIEEE Jy—= EENE
7.0(1) Zoawy RPNBIMEE L,
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FREDOHTA FT  FER—2 ACL 232354 % (213 time-range =~ > FAHH L T @B IO H O T ORE DR
AV %% E# L £ 7, RIZ, access-list extended time-range ==~ > N & & & (2f ] L C, BFfE#aPH %
ACLIZAA Y RLET,

periodic =~ > NIX FFEIHAN AN D24 IV T E2RET H 1 DO H{E T, absolute =
< REMH L ClstEMEE 2B ET 5. & W IH B0 FES H Y £9°, time-range 7' 12 — /3L
A7 4 Xalb—ary avy NTREGHOANAZRE LRI, ZNNHbDa~vy ROWT
N ZMEH L E 9, time-range =~ > N 1 D& 72 0 #4 D periodic =2 U Z i T& £ 7,
#&T7 @ days-of-the-week E 3B 4A D days-of-the-week fH & [6] U356 #& T @ days-of-the-week fH %
Al TEET,

time-range = ~ .~ K|Z absolute f& & periodic i ™D i )i 35 E S LTV 5 84 periodic =~ > R
I% absolute start FF4] & £t L 72 1% 12 O B3 O %5212 72 U | absolute end W%l % #%3i L 7= 4 1%
LA O XFBRIZIZ AR Y EH A

WREMFIPHEAEIZ . ASA DV AT A 78 v 7 ITEF L TCWE T, 7272 L, 2 OFREIX NTP R3] %
AT 2% & i @EL£7,

Bl HIZH 2N DHVRLET,
MERBRE ANIAE
F WA 25 4B ORI 8:00 ~4F1% 6:00 DI periodic weekdays 8:00 to 18:00
i H P AT 8:00 ~7F1% 6:00 O A periodic daily 8:00 to 18:00
HE B R 8:00 ~&E A 4% 8:00 D 1 B = periodic monday 8:00 to friday 20:00
FR (- H O~ HIERD®K) periodic weekend 00:00 to 23:59
TR L AR OEF~EK periodic weekend 12:00 to 23:59

RIZ, AWE R D> B4HE B QAT 8:00 ~F1% 6:00 DI ASA ~DT 7 B A% FFa] 4 5%~ LET,

ciscoasa (config-time-range)# periodic weekdays 8:00 to 18:00
ciscoasa (config-time-range) #

WIZ FEOHER (AR CKIER . BXOEHER) O4HT 10:30 ~4-1% 12:30 (2. ASA ~D 7T 7 &
AEFAT 6%~ LET,

ciscoasa (config-time-range)# periodic Monday Tuesday Friday 10:30 to 12:30
ciscoasa (config-time-range) #

BHEa~< R a<w K Bk
absolute IR HEPH 23 A T 72 DA RFf 2 B L £ 77,
access-list extended ASARRHODIP N7 7 4 v 7 B A EIITHEET 572D DOR) v —%
HELET,
default time-range = ~ > K ® absolute & — 7 — K & periodic ¥ — 7V — R &7
THNVIPRECHELET,
time-range BERIZESWTASADT 7R 3y he— L 2EHRLET,

CiscoASA vV —X a<w R U777 LV R I~Ravwr K
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periodic-authentication certificate

WL DR

F7 %V b

av s RE—F

TEWI 72 REBH EDOMFEE A 1 — 7 /VIZF 521X, periodic-authentication certificate =~ > K %
HEHLET T 74NV DI N—=T R v —nOREEMAT DT, 2D~ RO no B
EHEALET,

periodic-authentication certificate <time in hours> | none

[no] periodic-authentication certificate <time in hours> | none

Il (1 ~ 168 Hffd]) Z e L E£7,

time in hours

none EMRRREEN T 4 B —T M2 ) 7,

T 7 4V N TIE EM R EORGELT 4 BE— T Ml o TV ET,

ROKIZ, A~ FEANTELHEF—RF2RLET,

TZ7AT UF—Iv
T—F X2V T4 2V THFRAL
< JVF
b Z7 AR =N
a<w v KE—F N—FTv N |7vrh TN | R b AT A
FIFINEITN—TRY — | o xfis o Xfit o Xfit o Xt |—
a7 4 ¥al—a v
o< R JY—2= ERENE
9.4(1) Zoawy RNBINENE L,

FEREDOTART T4V IN—7 RKY—DFE 2O a~ 2 RET 7+ /v kT periodic-authentication

AV certificate none (272 V) £ MO/ —7 KU L —DOFLHF EEINRVWNEY T 7 40 b
RNY =IO REVPMAINET,
Bﬂ 100 (config-group-policy)# periodic-authentication ?

group-policy mode commands/options:
certificate Configure periodic certificate authentication

100 (config-group-policy)# periodic-authentication certificate ?
group-policy mode commands/options:

<1-168> Enter periodic authentication interval in hours
none Disable periodic authentication

CiscoASA LV —RX a<w KU 77 LV R I~Ravwr R
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100 (config-group-policy)# periodic-authentication certificate ?
group-policy mode commands/options:
<1-168> Enter periodic authentication interval in hours

none Disable periodic authentication

100 (config-group-policy)# help periodic-authentication
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permit-errors
W GTP 547y M &RFFAT 57, EIEFFA LAV LI A RKILT Fay 7SR5 84y
NEFRITHIIE A — vy T NRNTA—F a7 1 Fal—ary ET—RT
permit-errors 2=~ RZMHH L ET .7 7 +/b s OBME(ERh 723 > N F 7o 13T Iz R L
Ty R RT R Yy 7 3) ICETICE, 203~ Ko no B A L £,

permit-errors

no permit-errors

- S RO s ooy NIZIEEBIEELIZIF—U—RIZIH Y 8 A,

T 7%/ b T 7 4V TS 72 Xy N ETITMATRAIC KR LNy MIT R T hRry 7ShvET,

a<vy RFE—F ROKIZ, 2~ FEANTELHEF—RF2RLET,

TZ7AT T4 —Iv
F—F X2V T7423TFRE
< JVF
DS SN avFR
a<wy R E—FR =T N |7V h UV R B AT A
NRIG A=K a7 4 X2l — | o %W o it o Xfits o XIS |—
va v
a<r Nk Jy—x EEAR

7.0(1) Zoawy RPBEINEnE Lk,

FEREDHA KT GIPA AT ary RN — <y /85 A —% T permit-errors 2~ > R&EfiHT 5 & MK
AV NI FRA =V DA VAT g I T —RNRELEAAY Yy FE2 Ry 745
DOTIHR ASARHATHEET LI LR TEET,

Bl NS BN 230 BT IS RIA LTy b B0 b T 7 4 v 7 2§ 502 R LET,

ciscoasa (config)# policy-map type inspect gtp gtp-policy
ciscoasa (config-pmap) # parameters
ciscoasa (config-pmap-p)# permit-errors
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|
EEa~wy R awv K G|
policy-map type GTP A v AU v avy R v— <y F2ERLET,
inspect gtp
inspect gtp TV =gy AR g NERATAEED GTP ~ v %
WHLET,
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permit-response

GSN £721EPGW 7V — U U 7 HHET DI ARV — v T NRNT A= a7 4 FalL—
g v &— FT permit-response =~ > FZH LE4, 77—V VBB EZHIRT 2121320
a<w> RO no BEXEHEHLET,

permit-response to-object-group fo_obj_group_id from-object-group from_obj_group_id

no permit-response to-object-group ro_obj_group_id from-object-group from_obj_group_id

L DA from-object-group GSN/PGW = RARA » bEHT oy NUV—2 ATV =0 N 7
from_obj_group_id N—T 2 I . AT =7 b 7 /v—7 (object-group =~ F) TH

HUENHY ET, I NHDOT L RARA > M, to-object-group (2%}
LCEREZXELINEEZZET D22 EBNHTINET,
VU—295) T AT Y27 b Zv—T1L IPvd 7 R L RAT2
JTRSIPVO 7 FLRAZZL I LN TEET,

to-object-group SGSN/SGW ZiiBll 425 %y NU—2 A7 V=7 b Zv—7F, Z i,
to_obj_group_id 7V b Z/—7 (object-group 2~ K) THIHIMLENRDHY F

T, 2N HDT R L AL from-object-group TilkAll & 2 —Ho x>
RARA L I OINEEZET LI LRI ENET,

VU —295) UBTIZ ATV s N Z—F1Z IPvd 7 KL RT2
J TR IPv6 7 RLAZ G Z ENTEET,

F7 %)V bk ASA X .GTP EHR THEEIN TRV GSN £721X PGW 225D GTP &% Fu v 7 L1,

a<w v RE—FK WORIZ. a~ REANTES2E—FeRLET,

T7ATUF—IV
T—F X2V T 4 ayTFHAB
~I)VF
k7 AR aTH
avyRFE—F =Ty R | TV (YT (Rb AT A
NITA=F ary7 4xalb— | o X o XM o XM o KIS |—
vary E'—FK

= NgHE yy—= ERNE
7.0 (4) ZOa<wy KRBMENELEZ.GIP A VAT g L IPvd T R
VADRHEYR—FLET,
9.5(1) IPv6 7 KL ADHR— FBRBEIMESNE L,
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FEREDHA KT ASAMNGTIP A VAT v a v BRITTBHHE.T 74/ hTASA L. GTP ERCTHREINLTW

A 72UVNGSN £ 11X PGW 50D GTP J5& % Fua v 7 LE9, ZIiE.GSN F 721X PGW @ 7 — LfH
Ta— MR 7 FHLT.GPRS D ERAF—JFEY T 4 2@mbTND &EZITHAEL
\ij_o

GSN/PGW ¥— VU v 7 HHREL . B— R XT3 v 7Y R— T 572DIC GSN/PGW = R
PAVNERET DAY NI =27 A7V =2 b T —7%ER L, 24 % from-object-group /¥
T A—=HTHRELET,FAEEIC.SGSN/ISGW O F v NI —27 A7V =7 b I A—T%ERk L.
to-object-group /X7 A — X TR L £ 77, J5& 21T 9 GSN/PGW 78 GTP 23R D %415 & GSN/PGW
ERICAT V=7 b ZA—7IZBLTEY UK L TWDH GSN/PGW 12 X 5 GTP IiE O E(E N
HFAIENTWDEDF T V=7 b 7 /—712 SGSN/SGW N & D HEE 12 . ASA TISANFFA &
nEI,

Xy NI—=0 ATV h ITNV—=TFE 2 RRA L FERARN T RUAEIET Y RRA
MGt 7Ry b LEBITE £,

il wIZ.192.168.32.0 % NV —27 FOEEDHRA RS IPT R A 192.168.112.57 DR A ~~D
GTP B & FFr T 562~ L E£9,

ciscoasa(config)# object-group network gsnpool32

ciscoasa (config-network) # network-object 192.168.32.0 255.255.255.0
ciscoasa(config)# object-group network sgsnl

ciscoasa (config-network) # network-object host 192.168.112.57
ciscoasa (config-network)# exit

ciscoasa (config)# policy-map type inspect gtp gtp-policy

ciscoasa (config-pmap) # parameters

ciscoasa (config-pmap-p)# permit-response to-object-group sgsnl from-object-group gsnpool32

HEa<v R a<vw v R B
policy-map type GTP f vV AR v arv R v— v T HERLET,
inspect gtp
inspect gtp TV r—ay A AR g NERATHEED GTP ~ v %
wWHLET,

show service-policy GIP 2o 7 4 X alb—araFRLET,
inspect gtp
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pfs

PFS ZA X —7 MZT DX I NV—T KR — a7 ¥ o L— 3 F— KT pfs enable
av REMHLET,PFS 27 4 B —7 LICT 5I21% pfs disable =~ > R&fEH L3, EIT
aArT7 4 ¥ alb—a b PES BEAHIRT 2123, 20a~xr Fono BAEMEH L £,

pfs {enable | disable}

no pfs
DA disable PFS #7 4 —7 VI LET,
enable PFS # A % —7 Wiz L% 1,
F 7 %)V b PFS |37 4 E—7 L9,

a<wy KNE—K

ROKIZ, 2~ FEANTELHEF—RF2RLET,

TZ7AT T4 —Iv
£—F ¥X2)F 4 arFRRL
< )VF
FZ AR a T
a<wy FE—F =Ty K| TV bh [P |RbB AT A
IN—T R — a7y o Xth  |— o Xth | — —
Xzl — g
v MR Jy—= EENE
7.0(1) Zoawy RPNBEIMEnE Lk,
R EDHA RS VPN ZIA4T7 2 & ASA O PFS HEIT—EHTHMLERNH Y £,
ks BT N—T R =05 PES DIEEZMEATEZ A L2172, 20~ RO no X &
)EH Lij_o
IPsec * T —3 g3 TIPS ICL o T H LWKIE ST —NLUFTOWT o F—& & B L
RN EBNRREENE T,
il AT FirstGroup & W) £ HTD 7 /v—7 R 2 —Zxk LT PFS & ET 56 %7~ LE7,

ciscoasa (config)# group-policy FirstGroup attributes
ciscoasa (config-group-policy)# pfs enable
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phone-proxy (BE1L)

FTRXVAVARF R ERETHICIF o= ary T 4 FXal—v a3y F—RT
phone -proxy 2~ RZfiH LET,

BT OXY A VAR AT A0 avwr RO no ERAEH L £,

phone-proxy phone_proxy_name

no phone-proxy phone_proxy_name

WX DA

phone_proxy_name

Phone Proxy f > A XV ADL4HIZFHRELET,

57 )V b

T 7 N OEERHEIZH D FH A,

a<v s FE—F ROFRIZ, a~ Fe N/jT&ELE—RR2RLET,
T77AT U —IV
£—F ¥F2VF 4 IVFHER L
%
7 AR a7
a<wrRE—F =7y K 7TV (7 R b AT A
Jua—nN)paryZ 4 Xalb— | e W |— o XS |— —
va Y
a~v v FghRE JyYy—2x EENE
8.0(4) avy RBRBEMEhE L,
9.4(1) Zoavy NEELEIE LT,
FREDOHA KT ASA TILEHE T OF Y A VALV A% | DETRETEET,
i HTTP 7' 1 % & $— S HHIZ NAT 23R8 E AL TV D56 IP EEFICE T 5 HTTP 7' 2% & H—n
0)7‘D—/</I/i7i Iy B IPT FLRARF EE 7 edy ary 74 X¥alb—rary 7740
FEEIAENET,
il KIZ . phone-proxy 2~ > R&EEH L T EBHE 70XV AV AX U AERET H0 2R LET,
ciscoasa (config)# phone-proxy asa_phone_ proxy
ciscoasa (config-phone-proxy)# tftp-server address 128.106.254.8 interface outside
ciscoasa (config-phone-proxy)# media-termination address 192.0.2.25 interface inside
ciscoasa (config-phone-proxy)# media-termination address 128.106.254.3 interface outside
ciscoasa (config-phone-proxy)# tls-proxy asa_tlsp
ciscoasa (config-phone-proxy)# ctl-file asactl
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ciscoasa (config-phone-proxy)# cluster-mode nonsecure
ciscoasa (config-phone-proxy)# timeout secure-phones 00:05:00
ciscoasa(config-phone-proxy)# disable service-settings

MEa<r R a<w R BL]
ctl-file (7 @ —/3L)  Phone Proxy 2> 7 4 ¥ =2 L —3 g VHICIER TS CTL 7 7 A L £7-
X7 7 v a AEVDLHITT 572D0O CTL 7 7 A VERELET,

ctl-file Phone Proxy 27 4 ¥ 2 L—3 g o CHHT 25 CTL 7 7 A V&2 BT
(Phone-Proxy) LET,
tls-proxy TLS B XL A LV AX L AEZRELET,
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pim
AV H—=Tx2AAETPIMZEZHBUOA, X—TNMICTHIIE AV F—T A A AT 4 Fal—
YaryEF—RCTpima~vy REHEHALET PIMET 4 E—7MICT DX 2Da~vw RO
no JE N2 L £,
pim
no pim
B DA Zoawy FIZEBIEELEF—U—NEIb £HA,
T 7B 7 7 4/ h Tld.multicast-routing =~ > NI, T XTOA L F—T = A ADPIM %A Rx—7 )V
IZLETS
a< v FE—F

WORIZ. a~ REANTESE—FeRLET,

T7AT Ut —)b
F—FK X274 aTHRAL
< J)VF
T AR =
a<wy RKRE—FR N—FTv N | 7L b U | R B AT A
A EBE—=T xR AT 4 o XPIS |— o XPIH |— —
Fal—v gy
v RIgHE Jy—2 EHENE
7.0(1) o<y RpBEMEnE L,
R EDOHA KT 574/ F Tld.multicast-routing =~ > L, T XCTHOA v Z—T = A ADPIM & A F—7 /L
A WLET.pim 2~ RO no FBROLN a7 4 Xalb—va VIREENET,
~
() PIMIZ.PAT TIIHAR— FENFHAPIM 71 k LI AR— N ZEHEF PAT 134 — k&2 {#
T57v haizxt L COLEELET,
il WIC BN LA v X —T 2 ATPIM&T 4 =7 T 50 %R LET,
ciscoasa(config-if)# no pim
BEa~< R gy R =4 B
multicast-routing ASA T¥ILVF XX AN NV—FT 4 T A %—T M LET,
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pim accept-register

PIM Bk A vt =227 4 N Z U 7T DX ASA ZRET DT Fu—rr a7 g
¥ oL — 3 F— FT pim accept-register =~ > REfHLET, 74 &V 7 &HIBRT
HIiF.Zoavwry Fone D a~y Fe i LET,

pim accept-register {list acl | route-map map-name}

no pim accept-register

B DA

F 7 %)V b

a<wy KNE—K

TR VA NDODARELIZBEEEHBTE LET, 2O~ KT,
YEEAR A N ACL OB Z A L £,
N—h~=o74ExzRBELET . SRINDLV— | v v 7 TIEIEER
A BNACL #fEH L £,

list acl

route-map map-name

F 740 N OBIELHEILD D EH A,

ROKIZ, A~ FEANTELHEF—RF2RLET,

TZ7AT T4 —Iv
E—F ¥X2VF 4 IUFHR b
< JVF
b Z AR =
avwv FE—F N—FT v N |TLrh 7N | R b AT A
Jua—N\)arZ 4 Xal— | e FpH | — o KIS |— —
var
o< RERE yy—2= EEAK
7.0(1) Zoawy RpBMEhE Lz,
FEREDHTAFT Zoa~r NI AEREEITLE RPICEFETERVWEIICTDEOICHER L £9, RIEREE
A v T RPIZHEGEA v =V B RET D EASA T BICREEIEA v E—U %K YIRLET,
il WIZ . no-ssm-range | & W I LRIOT 7 & A U A N TEZSNIZEE TS D PIM Bk A v
TV EHIRTOIHERLET,
ciscoasa(config)# pim accept-register list no-ssm-range
HEa~< K a<w K B

multicast-routing ASA TYNLF XY AN NV—T 4 U T A X—T I LET,

CiscoASA LV —RX a<w KU 77 LV R I~Ravwr R
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pim bidir-neighbor-filter

DF B IZSIMTE D2 MFMRHERA N—ZHEHT I A v F—T 2 A X a7 1 Falb—
g v & — KT pim bidir-neighbor-filter =~ > R&ZHLEJ, 7 4 L& U o 7 HHIBRTHIC
. Zoa<wr Koo EAXDa~r R LET,

pim bidir-neighbor-filter ac!

no pim bidir-neighbor-filter ac/

XD acl TI7RA VA NOALBIETRIIETER/ELET, 727 A U R ML,
XA\ DF BB TE D RA N2 EHELET, 2D~ KT
1T R ACL 7217 2 L E 3. E ACL IV AR — F SN TnEHA,

F7 %)V bk TRTONL—FINFRHIETHD ERREINET,

a<v v FE—F

WORIIZ. a~ REANTESE—FeRLET,

T7AT Ut —)b
T—F X2V T 4 aTFHAB
< J)VF
72U AR =S
gy RE—F N—T v R | TV I | R B AT A
A B =T xR AT 4 o ity |— o XpIS |— —
Xl —vgyv
= NIgHE yy—= ERNE
7.2(1) Zoawy RRNBEINEhE L,
FEREDHA KT XWEHEPIM TiE. .~V TFFv AN NL—F CHRETIAT— MEBREHO T Z R TEET, N
A F I TDE 8 ETAHEHDIC. BT AL FHNOTRTO LT Fv X b )L—ZNWIFHTA

R—=T N> TV DRERH Y 7,

pim bidir-neighbor-filter =~ > NZ i+ 5 & A= F—FEHX Y MU —27 b W50
Fy N =7 ~OBITNARBIZRD ET, 205 . TXTONL—FDAN—Z F—F RAA
YASDOBMEFFA LN S DF #@HASI LT E e b —2 2 E L3, WIS
AR—TIZENTNN—FIE BT A MCIFERGHN—EZ RO L55TH. ENHDNL—H2D
7565 DF Z#BETE £4, NG ML —F Lo~ LF X4 X MEFRICL Y WG H 7 —F )
5PIM A v =TT =237y b 777 RIZHAD TERWEIICLET,

CiscoASA vV —X a<w R U777 LV R I~Ravwr K
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Bl

pim bidir-neighbor-filter =~ > K34 X2 —7 )L DOFA  ACL THFA] STV B /b— F T IT 1)
RIETHDERBREINET, LER> T ROEIITLET,

o RSN ARA N=RRITFFIE TR WS DF #RUTER SN EH A,
o HEGINTZRAN=DRIT WG TH D %A DF BIUTEE S EH A,
o HEEINTAAN=NIT %Y HR— b LARaWGE DERENRFEITSND AR H Y £7,

%iZ.10.1.1.1 % PIM XA AR A N—|ZTE 5%~ LET,

ciscoasa(config)# access-list bidir_ test permit 10.1.1.1 255.255.255.55
ciscoasa(config)# access-list bidir_test deny any

ciscoasa(config)# interface GigabitEthernet0/3

ciscoasa(config-if)# pim bidir-neighbor-filter bidir_test

EE=< K

a<v K B!
multicast boundary TEEAHEANRESINTZ~LT T AN T FLRIR LTIV
FXYAMEREZERLET,

multicast-routing ASA T¥ILVFXXY AN NV—FT 4 T A %—T M LET,
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pim bsr-border

WX DA

F 7 %)V b

a<wy KNE—F

T—=hART T = BSR) A v =T NA U F—T oA ARATEZFESND Z L &ML
THIZIFE AV HF—T =2 AT 4 Fa2l— 3 F— KTpimbsr-border 7~ > F&EHH L
\ij_o

PIM A/X— A E— R(PIM-SM) D KA AV DERA X —T =24 AL FITEDOAL X —T =
A RN X > TRIFEMREREE FA AL S PIM-SM 2 FZ T L TWAIES FORAAL v L DERE
DT 740700 &0 ZRHIET BERIZ B IER B MLTE T,

pim bsr-border

no pim bsr-border

Ty RIZIEEBIEELITF—U—RIIH Y £ A,

ZDavw Y NI T 74N N TT 4 B—=T N5 TWET,

ROKIZ, 2~ FEANTELHEF—RF2RLET,

TZ7AT Ut —I)V
F—F X2V T 4 aTHRADL
< VT
FZ AR a T
a<wv KRE—F =Ty K| TV bh [P |[RbB VAT b
B =Tz AR AT 4 o Xt — o Xt — —
Xal—T gy
o< FEEE JY—=x ERENE
9.5(2) Zoawy RBEMENE L=,
FEREDHART Z0Oavr RBRA A —Tz2AA ATRESNTVDHEHAPIM /N—2 3 2BSR A vE—UF
A4 AV H—T 24 ARBATEZEINTEA2 OO RAL VI TBSR A v — VNI N

WEIZT 2. ZD0a~<w > RTHOPIM RAA VIZHET DA X —T =24 AZHELE
T HDRAAL N HDNV—FIMED RAAL L CHDT T T — R A 2 (RP) &R L,
ZTOFRER R AL UBTT r b/ VRREME L0 DBENTT b2 WA REMEN & 5 72 8 . BSR
Ao —V%HI D AL VTR L2 WNWTL EE,

Zoavy FEwAFRy 2 MEREE Y T v 7 LEEALPIM FAA 2 BSR X vt — U8
RoOHBEvy N7 v T LET,
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WIZPIM RAA VEERERD L HICA F =T =2 RARET D 2R LET,

il
ciscoasa (config)# interface gigabit 0/0
ciscoasa(config-if)# pim bsr-border
ciscoasa(config)# show runn interface gigabitEthernet 0/0
|
interface GigabitEthernet0/0

nameif outsideA
security-level 0
ip address 2.2.2.2 255.255.255.0
pim bsr-border
MEa~w R awr R B
multicast-routing ASA TNV F XY AN V=T 4 VT A X =T LET,

pim bsr-candidate ASA % BSR BEAHICRE L £7,
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pim bsr-candidate

KL D

F 7 %)V b

a<w s RKE—F

N—BNT = ATy N—2BSR)DBEMTHLZEE2T T VAT LHEIRET DI
.7 a— L 27 4 X2 L—3 3 F— R T pim bsr-candidate =~ > RZ&{H L £7,
T—hARNT T N—FOFEMELTOZDON—F ZHIBRTHICIE, Z0a~r RO no B E
EHLET,

pim bsr-candidate interface-name [hash-mask-length [priority]]

no pim bsr-candidate

interface-name

BSRT RLADBREBENAZDONL—FZTOA L E—T =2 A, 2D
7 RLZIZ.BSR A v —Y TR EENET,

(EE)PIMV2 Ny ¥ 2 BREN a— LV ENDRIZ TN —T T R R &
HPE R LAV A EBARNZEY N oAy Y a tARIUTH AT
RTCOIN—=TIX ®MLT T T —R"A 2 bRP)ITHHS L E T,
F2EZIE T ATENR 24 DFEINV—T T RLADORIID 24 B v
KETMERAINET. Ny AT EIZEY 1 5D RP #8HED
TN—TTHATED LI ET,

FIHIN ROy a2 AT EZ 0 TY,

priority (EE)BSR(C-BSR)EMH DT T A4 AV T 4 AN 2% PHIL 0 ~ 255 T
T B DT ITAFT) T 4 HEE D C-BSR M BELEEINET,. T4 4
U A lBNRFEICEEIXIP 7T FLANR LY ENMTH H/L—F ) BSR
LRy FE9,

FTIFNIDTTAF)T 4150 TY,

hash-mask-length

ZOavw Ly NI T 74NV ETCT 4B —T TR o TWET,

FTRAZANMN YV 2EBIORT T4 4V T 472 L TBSREME L TRESINTWBEESIE. T
THN DNy a0 T 7NV NDTITAFY T 4 (0)BEHEE Y 97,

WORIZ, a~ REANTEE—FERLET,

TZ7AT TF—)V
F—FK X2V T4 aTFXE
< JVF
b Z AR =
g RKE—F N—TFT v N | TV DALY Ak VAT b
Ja—)L aryZ 4 Xal— | e % |— o Xfi  |— —
va v
a<r NERE Jyy—= EENE
9.5(2) o<y RpEMmEnE L,
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TOavryRIZEY T A RNTFT TS AvE—UIIBSRT RL R ELTHEEINTA V¥ —

fFREDHA KT

L T2 A ADT RLRA%ZDIFTTTRTOPIM FAN—ICEEFEINET, &A= IX LRTD T —
FART T A=V NOZE LT FLALEBSRT RLAZEKLET (R A ¥ —
T2 A ATZEINDIHETRW) BEOT RLANRRUNERIZLYENMNOT FRLATH D
BEBIEOT RLAEF v v v allBEMIh . 7— AT o7 Ay b—VFmEInET,
ENUNDOGEIT. T— AN T T A=V ey 7 I3nET,
TOASA LN LT TAF VT A BREN(TTAF VT o BRECHBEIT. LSO IP T RLX
ZRiO) EENAHMD BSREMNS T — AN T v T AvE—VEZ(ETHET,. 2D ASA I
BSR D& F T,

il I THEIA B —T 2 A AT 30Dy 2L 10DFTA4FV T I2LD ASA % T — b
A LT o7 =% (C-BSR)EMi & LTRET D2~ LET,
ciscoasa(config)# pim bsr-candidate inside 30 10
ciscoasa(config)# sh runn pim
pim bsr-candidate inside 30 10

HEax< R a<wv R B
multicast-routing ASA TVNVF XY AN N—FT 4 T A % —T NI LET,
pim bsr-border ASA ZHES BSR & L TREL £,
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pim dr-priority

BEN—ZRHICHEHSND ASA TRAN—DTITAF VT 4 R ET DT AV F—T =
AA A7 4F¥alb— 3y E— KTpimdr-priority 2~ > R&HLET ., T 74 DT
FTAF VT AICETICIE. Z0a~w2 RO no BRAMHH L ET,

pim dr-priority number

no pim dr-priority

X DA

number 0 ~ 4294967294 DF 5., Z DHFE I FETEN—H BZRETDH L =TT
NRAADTTAF )T 4 ZHMT 57D HEINET, 02 ET

DL ASA IFIREN— X2 ) EH A,

F7 %)V b

a<v v FE—F

774V MEX 1 T,

WORIZ. a~ REANTESE—FeRrLET,

T7AT Ut —)b
T—F X2V T 4 aTFHAB
< J)VF
kb Z AR T
avy RFE—F N—Ty N Tvrh (YT (RAb VAT A
AR —T 2 A A AT 4 o X |— o Xty |— —
Xl —vgyv
= NIgHE yy—= ERNE
7.0(1) Zoawry RBEMmERE L,
FERLEDOHTART ALEFZ =Tz ARATTITAFT VT AEBRRRDOT /34 AR PIM IBEN—FIZ72 0 £ 88D
Ay FRAATIREN—F DT T AV T 4 BRALTHLHAIEIP 7 FLABRKROT /34 A7
DR (2720 F£9°, 7 /34 A D hello A & —1Z DR-Priority Option 238 LTV RWIEEIX, 7
TAFTVT A DIERROTNRA AL L THRONAEENL—Z 2720 £T, 85D T /34 AT hello
A= OF T arBDEENLTVRWNEESIZIP T RLARREROTNA ZANIEE
=) ET,
il WA H—=T 2 A ADDR T TAF VT 4% SICTERETHHZRLET,

ciscoasa(config-if)# pim dr-priority 5
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ASA /6711/?:3'\')(’} ]\ /1/»—-5“/]' :/7%/])*“—7\‘/1/&: Liﬁ‘o
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pim hello-interval

PIMhello A vt —VOHEZHRET DT A v F—T=2Af A AT 4Fal—Tg EF—FNK
C pim hello-interval =~ > % ffi f§ L £ 7, hello-interval %7 7 # /L MEIZRETIZIX, ZDa~
YROno FEXAEMEHL £,

pim hello-interval seconds

no pim hello-interval [seconds]

X DA

F7 %V b

av v RE—F

seconds

ASA M hello A v —TZE(ET D E TORFERE, A %0725 O
1T 1~ 3600 B C1,7 7 4L MAEIZ 30 B TT,

MROT 7 40 MEIZ 30 BT,

WORIZ. a~ REANTESE—FEeRLET,

T7AT UH—
T—F X2V T 4 aTFHAB
< VT
b7 AR =N
a<wy FE—F =T K |TLrh o | R B AT A
A EB—=T xR AT 4 o XS |— o ity |— —
Xl — gy
= NgHE yy—= ERNE
7.0(1) Zoawy RBEMShE Lz,
il KIZ PIM hello MfEZ 1 IR ET D02~ LET,
ciscoasa(config-if)# pim hello-interval 60
H#Ea< R a<w K B

multicast-routing

ASA TNV TF XY AN N—T 4 VT oA F—TNMZLET,
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pim join-prune-interval

PIM Join/Prune DfEEZHET AT A v EZ—T A A 2T 4 Fal—I 32 F—RT
pim join-prune-interval =~ > RZ M LET M@E T 7 +/V MEICRERTIZIZ. Z20a~v o R

D no B RZ[H L £,

pim join-prune-interval seconds

no pim join-prune-interval [seconds]

HECDFHA seconds ASA M Join/Prune A v —T % BT D FE TORENE. AR 72D
#iPHIX. 10 ~ 600 BT, 7 7 4 /L ML 60 BT,
T 74k 7 7 4V s OfEX 60 T,

a<w v RE—F WORIZ. a~ REANTESE—FeRLET,

T7AT U4 —
T—F X2V T 4 aTFHAB
< VT
N7V IAS =N
a<w RE—F =T K |TLrh P/ RPN VAT A
A BE—=TxAf A AT 4 o XS |— o ity |— —
Xl —vgyv
v MR Jy—2 EHENE
7.0(1) o<y RpBEMmEnE L,
il IZ . PIM Join/Prune 8% 2 IR ET 562~ L E7,
ciscoasa(config-if)# pim join-prune-interval 120
H#Ea< R a<w K B
multicast-routing ASA TwNLF X AN N—FT 4 VT oA F—TNIZLET,
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pim neighbor-filter

PIM (CEINTE 23 A N—= V—Z ZflllT DT A =T = A a7 Falb—ar
“&— KT pim neighbor-filter =~ > RZHEH L ET, 74 V&V T EHIBRT AT, ZDa~

YRFOno B a~r FefifLET,
pim neighbor-filter ac/

no pim neighbor-filter ac/

X DA

acl TR VA NDODARIELITBEEEHETE LET, 2O~ KT,
HEAE ACL 7217 2 H UE 4,558 ACL IV R— FEh T\ H A,

F7 %V b

av v RE—F

T 7 a0 FOBEREILD D EE A

WORIZ. a~ REANTESE—FeRLET,

TZ7AT T4 —)v
F—FK X2V T4 aTFAXE
< )LF
(AT avrx
awy s KE—F =Ty K | TLvEhk U | R b AT A
AV B =T AT 4 o X%fhia — o X%fhia — —
Xl —gyv
o< B Jy—2 EEAR
7.2(1) Zoawy RBEMENE L=,
FREDHA KT Z0a<wr RIZ.PIMIZBINTELRANRN— L—FEEHLET . IDav L FRary7 ¥
A L—a VIZHEELRWEE HIRRIZH D A,
AT 4 F2lb—arTCIOavy REFEHTIICR. YATFIFXY AN L—T 47BN
PIM A R =T N ThHILERD Y ET VT XY AN N—T 4 T ET 4 £—TMT D
Lo oavry RNEFarg o X2l —TarmbillRsnEdT,
il WIZIP 7 RL AN 10.1.1.1 THHN—F %A % —T7 = A A GigabitEthernet 0/2 T PIM A

N=ZF DR L E£T,

config)# access-list pim filter permit 10.1.1.1 255.255.255.55
config)# access-list pim filter deny any

config)# interface gigabitEthernet0/2

config-if)# pim neighbor-filter pim filter

ciscoasa
ciscoasa
ciscoasa

ciscoasa
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pim old-register-checksum

X DA

57 )V b

a<wy KNE—F

WL YRAY Fxo Y L HFREMAT D707 7 — KA 2~ (RP) TO FLAMEMEZE DI
X7 e—rL a7 4 ¥ a2 Lb—3 3 E— KT pim old-register-checksum =~ > K% /f] L
F9,PIMRFC #HLL VA X ZAERT HIC1E,. Z0a~r RO ne JERZMHHA L 7,

pim old-register-checksum

no pim old-register-checksum

Zoawy FIFBIEELITIF—T—FEIH T A,

ASA IZ PIMRFC ¥l L ¥ 2 Z Z A% L £1,

ROKIZ, 2~ FEANTELHEF—RF2RLET,

TZ7AT Ut —I)V
T—F X274 arsTHFRE
< VT
b T VAR =
a<wy s RE—F =Ty N | Tk UV R B AT A
sa—N)Lar7 4 X¥al— | e % |— o Xty |— —
va v
= FRE Jyy—= EENE
7.0(1) Zoawy RPNBEIMEnE Lk,
FEREDHA FZ  ASA V7 h 7 =7 1L Cisco I0S F X EZMHETITPIM ~y X —{ZF = v 7 LDHDH LT A
A XA ybE—TEENIHELS AN, VOB EZITANE T, DFED TRXTOPIM A vE—U ¥
ATIZOWVWTPIM A vt —V2RE2EL LV AZ A v —V %% 7 AN Ed, pim
old-register-checksum =~ > RZ {325 & CiscolOS V7 b =7 L HE#MEDOH DH LTV A X
NERINET,
il WIZEWTF =y 7 LHEEZGHT DL HICASA 2R ETHH 2R LET,
ciscoasa (config)# pim old-register-checksum
EEa~v R a<w v K B!

multicast-routing ASA TVNLVF XY AN NV—FT 4 T A F—T NI LET,
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pim rp-address

PIM 7 77— RALFRP)DT FLAZMHT LT /m— b ary7 sFalb—ay
“&— RNC pim rp-address =~ > RZfH LET RP 7 L AZHIRT 22X, 20a~<w2 KO

no &ML £,
pim rp-address ip_address [acl] [bidir]

no pim rp-address ip_address

(EE)RP L L BIHHENATALT XY AR L —T 5 EXT B
WT 72 A VANDAFIEITER, 2D~ RTIEARA M ACL
A LW TLIEE N,

EBE)BRELE~LVFXv A b ZJA—0"050F— R CTEIfET %
CltERELET.ZOX S varEREETICa vy RERELE
BAFEELEZV—T1Z PIM A/%— A £— RCEIELE9,
PIMRP 272 B —X2DIP 7 RL A, Z U 4 458 Ry MMEx 10 &
KEDZ=F Y A FIPT FLATT,

X DA acl

bidir

ip_address

F7 %)V bk PIMRP 7 RLRIREESN TWVER A,

a<w v RE—FK WORIZ. a~ REANTESE—FeRLET,

T7AT T4 —IV
FT— R EFxF=2VT 4 asTHRRL
< JVF
FF AR T
g R E— R N—Fo R |TVLvys (YT |RB AT b
Jra—)L a7 4 Falb— | ¢ SXfhn — o XM — —
va v
o< v FIERE Jy—=x ERNE
7.0(1) Ty RBRBMERE L,

—f%AY 72 PIM A/8—Z F— R (PIM-SM) NE 721351 A A HNICH DT _RTDOL—HZ 1%,
BEAODO PIMRP 7 RL AR TALERH YV ET . 7T FL AT, Zoa~<wr REfHHLTAY
T AV ITICTHEESNET,

FEREDOTA KT
AV

ASA TiE,Auto-RP % ¥R — F L £t A, pim rp-address =~ > F& i L CT.RP 7 KL 2 %5
ETHMLENH Y 77,

CiscoASA LV —RX a<w KU 77 LV R I~Ravwr R
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% |
|

BTN =TI — AT L LHIICHEH—DORPEZHRETEET, 727 E8A VR MNIEE
ENTWBEITNL—7HBIZEL > T PIMRP D NV—F <o B IRREVEST 727 ER U R
FEZHEELRWEAS . ZV—7ORPIZIP /L FFv 2k ZL—7 O (224.0.0.0/4) 2K 5
AahEd,

() ASA X EBORFMa L7 4 Xalb—3a v iR L FIZH T HEERE S PIM hello A &
T —UWNTT RRXZ A X LET,

il I TR TOALFIF¥ A ZA—FIZx LTPIMRP 7 KL A% 10.0.0.1 IZRET 54657
Liﬁ‘o

ciscoasa(config)# pim rp-address 10.0.0.1

BEa~< R a<y R = B
pim accept-register PIML U AZ Ayt —V%T7 4 0E ) 74559 I RP 2R
FLET,

CiscoASA vV —X a<w R U777 LV R I~Ravwr K



pim spt-threshold infinity

WA Y U =2 AL KEASRA VY —(SPT) AL v F A —N"—%2 T LN LE ST A b
Ry T = OMEEEFT L. e—r ) a7 4 FXal— gy F— KT pim
PAEH L £,

spt-threshold infinity =~ > FZ M H L £9.7 7 4/ MEIZRERTIZIX,. 2O a2+ KO no B
pim spt-threshold infinity [group-list ac/]

no pim spt-threshold

X DA

group-list acl

(EB)EETIN—T1ZT 7R VA MIL->THIBEENL TS Z

L xR LUET acl BIUICIT A=Y ACL 25 ET A MENDH Y 9,45
i ACL IV A —bFINEHA,
F7 %)V b

FANKRY S PIMNV—FIL. T 7 4/ b THRERZAODEETICH Y EDLY £9°,
a<v v RFE—F

WORIZ. a~ REANTESE—FeRLET,

T7AT Ut —)V
F—F

X2V T4 2TFHFRL
a<w s RKE—-F

< JVF
FF AR T %
VA I | R B AT A
o XpIS |— LI S
o< RgRE Jy—=

J—F v K
Ja—N)L a7 4 Fa b—
va v

ERENE
7.0(1)

Zoavy FpBEMEnE L,

FEREDTA KT
AV

group-list ¥ — U — FZMiH L2 WGH . 2
HEnEd,

Da<wy RET_RToO<LFH%y 2 kN FL—7F |2
£l WIS AR AEE Y V= B2 50T JEictagY ) —2#H+T 5L 917 A b
Ry T PIMNV—HFEERTETHHERLET,
ciscoasa(config)# pim spt-threshold infinity
RN

=c VAN

gﬁl(l

B
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ping
ELIEA VA =T = A AN IP T KL A~DOEKiZT A N9 5213, ¥ EXEC £— KT
ping 2~ REMHEHLET A TE LT A —X L 8% D ICMP ~X—A® ping & TCP O
ping L TRV EFFT RIA—FTHETERWFER EDEOA N ZRDLGHEIT. 20~
VRERIA—EZIZLTANLET,
ping [if_name] host [repeat count] [timeout seconds] [data pattern] [size bytes] [validate]

ping tcp [if_name] host port [repeat count] [timeout seconds] [source host port]

ping

() source & port DA T T a i tep A7 T a U TORMMHTE £9, data, size, I L O validate O
F7va s dtep ATV a T TR AL

L OB data pattern (#7+ 3 v ICMP DZ) 16 By k F—& % — (16 #5H.0 ~ FFFF)
FHELET,T 7 4V M Oxabed T,
= ping DEFHA A RO IPv4 7 R U A F 721344 1% 57E L £ 3, ICMP ping T

1. IPv6 7 R L 2 L $5E CTE £ 9 (TCP ping Tl A —FEhEHA),

RARNGERRETHHE7.DNS 4 F721% name =1~ > K CTEI V) Y T4
ZHH CT& £9,DNS 4 D K X TFH0E 128, name =~ > K CYERR L 724 il
DI RILFHNL 63 TT.DNS A ZMHT 5 L 5 IZDNS — &R ET D4
ERHY ET,
if_name (A 7> a V)ICMP OA chost INT 7 B AFREIRA V2 —T7 = A A4 %45

ELET A F—T =21 A4 1 nameif 2~ FTRELETHELRWD
Ba host IXIP 7 RV AR SN SEHA v H—T =2 ABRET B0
\CN—T 4 T T —TINERENE T, TCP DHAE X EE LS D SYN
Ry NOEBIHERTDIANA =T =4 ABBELET,

port (TCP M 7)ping % {59 DA A hdD TCP R— h&E 5 (1 ~ 65535) Z457E L
7,

repeat count (E&) ping ZR A 0 RS EEAERELET. 7 74/ ME 55 TT,

size bytes (A7 a U ICMP DR) T —2 7T I YA (N NHEALD) ZFE L ET,

7 7 4V MZ 100 TT,
source host port (473 3 TCP D7) ping DEETTORED IP 7 KL AB L OHR— %
BELETEWEOR— FEHE L2V A X port=0 ZEHLET),

tep (A7 3 )TCP TOHER AT A M LET(F 7 40 ML ICMP T9), TCP
ping TIZ.SYN /N7 » F &2 K5 L S85E0 D SYN-ACK /N7 v FNRS LD
ERkEh & R7e UE$, TCP ping IXRBHCERFET TS b TEET,

timeout seconds (A7 a )X A LT U MAREE) Z2HELET. 7T 7 4V MEIZ 2 B

Tj—o
validate (A7 a v ICMP OR) IGET — X ZRFEL £ 7,
F 7 %)V b T 7 N OEERLEIZH D EH A,

CiscoASA vV —X a<w R U777 LV R I~Ravwr K
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av s RE—F

WDOFIZ, a2 REAJTESLE—RRERLET,

TZ7AT U —IV
T—F X2V T4 aVTFRAL
< JLF
FF AR IUTx
a<wv RE—F N—FTv N |7Lvrh U | A B AT A
e ME EXEC o X% o XIS o XIS o X% o X%
o< R Jy—= EEAR
7.0(1) Zoawy RNBIMENE L,
7.2(1) DNS & OV R— v EMENE Lz,
8.4(1) tep A7 arpBNEhvE Lz,
FEREDHA KT pinga~> FEHHAT S L ASARERAENE DD EREFAX IR Ry N U —27 T AHE
AL ME I MEHWTEET,

HE O ICMP X— 2O ping ZEHT 255, ENb D7y FOEFEEZEEET 5 ICMP L—/L
MRV LR LT ZEEWACMP L— L& L TR TS, TO ICMP 7

T A 7 WRFASAVET) AR A R 22 BAMIAR A M XL CICMP T ping &35 21213,
RONTNNEEITLET,

o Ta—SEDOEAILICMP access-list 2~ REMHLE9 .72 21X, T_ITOHRRA RS
%t LT ping 7 7 & A% 5 2 521X, access-list acl_grp permit icmp any any =~ > K % fifi i
L .access-group 2~ RZEH L TT A M54 % —7 = A A2k L T access-list 2~
Y REASAAL U RLET,

e inspecticmp 2~ REHEHLTCTICMP A VA7 v ay mo Py R ELET. &2
iZL.inspecticmp =~ R& 27—/ L % —E X KU 2 — class default_inspection 77 7 &
(BT 5 & WHIAR A MC k> TS D= 2 —ZRITx LT =2 —J5 &1L ASA Zid@
WTEETS,

TCP ping # i H T 21X HEE LA — M TOTCP b7 7 4 v 7 OREZENRT 7 A K

VTHRIENTWVWAMENRH Y 77,

IDary7 4 X2l —varidping avy RTERINTIZA vE—VIZH LT ASADBISE L

0 ZIF AN THEDICKLETT, ping 2~ FOHINIISENZITANSNTZNE H »n

ERLET AR MBS ELRONES T ping A~ REANTLE ROE I Ay E—U0

KRINET,

ciscoasa(config)# ping 10.1.1.1
Sending 5, 100-byte ICMP Echos to 10.1.1.1, timeout is 2 seconds:

Success rate is 0 percent (0/5)

ASA DRy FU—=ZIZHRR L TWT, b T 7 4 v 7 k2 E LTS 2 L 2R 21213,
show interface =~ > R& il U3, F65E L7z if_name D4 HilE. ping DEF LT KL A E LT
HEET,

Floping 2T A—Z R L TAN LT HLES N ping £ FEITTHZLHTEET, ZOEHEE.
F—U—RELELTHRETERW—HORER EDNTA—=FZ DA RO ENET,

CiscoASA V) —RX a<wVF U777 LR I~RavrF i
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Bl

WIZAMDIP 7 R L AD ASA MOk CTEX A0 E I a6 2R~ LET,

ciscoasa# ping 171.69.38.1
Sending 5, 100-byte ICMP Echos to 171.69.38.1, timeout is 2 seconds:

Success rate is 100 percent (5/5), round-trip min/avg/max = 1/2/10 ms

WIZ.DNS L ZHHLTAR FERETLIHETRLET,

ciscoasa# ping www.example.com
Sending 5, 100-byte ICMP Echos to www.example.com, timeout is 2 seconds:

Success rate is 100 percent (5/5), round-trip min/avg/max = 1/2/10 ms

WIZ JLiE STz ping ZEHT BBl R L E T,

ciscoasa# ping

TCP [n]:

Interface: outside

Target IP address: 171.69.38.1

Repeat count: [5]

Datagram size: [100]

Timeout in seconds: [2]

Extended commands [n]:

Sweep range of sizes [n]:

Sending 5, 100-byte ICMP Echos to 171.69.38.1, timeout is 2 seconds:

Success rate is 100 percent (5/5), round-trip min/avg/max = 1/2/10 ms

KT ping tep 2~ > FOB 2R LET,
ciscoasa# ping

TCP [n]: yes

Interface: dmz

Target IP address: 10.0.0.1

Target IP port: 21

Specify source? [n]: ¥y

Source IP address: 192.168.2.7

Source IP port: [0] 465

Repeat count: [5]

Timeout in seconds: [2] 5

Type escape sequence to abort.

Sending 5 TCP SYN requests to 10.0.0.1 port 21
from 192.168.2.7 starting port 465, timeout is 5 seconds:

Success rate is 100 percent (5/5), round-trip min/avg/max = 1/1/1 ms

ciscoasa# ping tcp 10.0.0.1 21

Type escape sequence to abort.

No source specified. Pinging from identity interface.
Sending 5 TCP SYN requests to 10.0.0.1 port 21

from 10.0.0.10, timeout is 2 seconds:

Success rate is 100 percent (5/5), round-trip min/avg/max = 1/1/1 ms

ciscoasa# ping tcp 10.0.0.1 21 source 192.168.1.1 2002 repeat 10
Type escape sequence to abort.
Sending 10 TCP SYN requests to 10.0.0.1 port 21

from 192.168.1.1 starting port 2002, timeout is 2 seconds:
rrrrrrrrn

Success rate is 100 percent (10/10), round-trip min/avg/max = 1/2/2 ms

B CiscoASAYV—Xa<w R U757V VR I~Raw K



ciscoasa(config)# ping tcp www.example.com 80

Type escape sequence to abort.

No source specified. Pinging from identity interface.
Sending 5 TCP SYN requests to 74.125.19.103 port 80
from 171.63.230.107, timeout is 2 seconds:

Success rate is 100 percent (5/5), round-trip min/avg/max = 3/4/4 ms

ciscoasa# ping tcp 192.168.1.7 23 source 192.168.2.7 24966
Type escape sequence to abort.

Source port 24966 in use! Using port 24967 instead.

Sending 5 TCP SYN requests to 192.168.1.7 port 23

from 192.168.2.7 starting port 24967, timeout is 2 seconds:

Success rate is 100 percent (5/5), round-trip min/avg/max = 1/1/1 ms

EHEa~v R

a<v K B!

icmp A B =T 2 A ABRKIGEIRDBICMP N5 7 4 v 7 DT 7 A Lb—)L
ERELET,

show interface VLAN 227 4 Falb—2a rOifFReEFRLET,
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