show p ~ showr

* show packet tracer (3 ~X—73)

» show packet-statistics (5 ~<—1)

» show pager (8 X—7)

* show path-monitoring (9 ~<X—2°)

* show password encryption (11 ~2—737)
* show perfmon (12 ~X—73)

* show phone-proxy (BEILT7E) (14 X—)
» show pim bsr-router (16 ~X—73")

* show pim df (17 =X—7)

* show pim group-map (19 ~X—)

» show pim interface (21 ~X—3°)

+ show pim join-prune statistic (23 ~<—137)

* show pim neighbor (25 ~X—7°)

« show pim range-list (27 ~X—3)

* show pim topology (29 ~X—73)

* show pim topology reserved (31 ~X—3)

* show pim topology route-count (33 ~X—13)

* show pim traffic (34 ~X—3)

* show pim tunnel (36 ~X—73")

* show policy-list (38 ~=X—1)

» show policy-route (40 ~—73)

* show port-channel (41 ~<X—73")

» show port-channel load-balance (46 ~X—73")
* show power inline (49 ~X—73")

* show prefix-list (52 ~X—3)

» show priority-queue (54 ~=X—73)
» show processes (56 ~X—7)

e show ptp (61 ~—2)

* show quota management-session (63 ~X—3)

show p ~ show r .



show p ~ show r |

e show raid (65 ~—73)

s show reload (70 ~<—73)

» show resource allocation (71 ~X—13)
» show resource types (75 ~—73)

» show resource usage (77 ~<—13)

« show rest-api agent (82 ~X—73)

* show rip database (84 ~—73°)

« show rollback-status (86 ~<—1”)

s show route (91 ~X—7)

+ show running-config (97 ~X—73")

. show p ~ show r



I show p ~ show r

show packet tracer .

show packet tracer

pcap b L— AT B IR A E£ T HI2IE, show packet tracer =~ > K& H L £,

show packet-tracer pcap trace [ packet-number number | summary | detailed | status ]

BX DA packet-number (A7 ay) peapDHE—D/RTy O ML—AM N ERRLET,
summary (X7 ar) peap DY~V —%FKRLET,
detailed (A7 a ) peap DT XTO/NTy hDFL—AMNERRLE
R
status (47 a2) peap b L—ADBIEDEITRIEL TR LET,

ATV RTFIFIR T 7ANFOEEREITH Y EEA,

avy R E—FK ROFIZ, a~v FEAN)TELE—FEZRLET,
aAYX U RE— | T7AT7I4—ILE—F tXa)FoarTERE
k
=Ty K FSURRT (VU T L TILF
LYk
AVTEAL | VRTL
Z—H— o KHhts o KHiE o KHiE o KHiE o KHiE
EXEC £7-1%
¥FHE EXEC
avy FEE 1)1)—2 EERE
9.17.1 pcap hL—2DOHhEEL X olca~ry RN EEES L E LT,

FEALEDHA KS4 > showpacket-tracer =~ Fix, /~7 > b b=V ZFRLEJ, peaptrace=~ > R &
4% &, PCAP 7 7 A /WK L TRBRICEI TSN ATy F L=V D =2y Ty
HhzRRTEET,

51
KIZ, show packet-tracer pcap tracesummary =~ > ROl z=rR~ L ET,

ciscoasa# show packet-tracer pcap trace summary

1: 02:38:01.265123 6.1.1.100.51944 > 9.1.1.100.80: S 542888804:542888804(0)
win 29200 <mss 1460,sackOK, timestamp 2526545680 0,nop,wscale 7>
2: 02:38:01.271317 9.1.1.100.80 > 6.1.1.100.51944: S 2281169942:2281169942(0)

ack 542888805 win 28960 <mss 1380,sackOK,timestamp 2526520070 2526545680, nop,wscale 7>

show p ~ show r .



show p ~ show r |
. show packet tracer

3: 02:38:01.271638 6.1.1.100.51944 > 9.1.1.100.80: . ack 2281169943 win 229
<nop, nop, timestamp 2526545682 2526520070>

Total packets: 3
Packets replayed: 3
Result: Allow
Start time: Mar 28 04:51:54
Total time taken: 10247935ns
show packet-tracer pcap trace packet-number 1 detailed
1: 02:38:01.265123 0050.56a9.81e5 0050.56a9.60el 0x0800 Length: 74
6.1.1.100.51944 > 9.1.1.100.80: S [tcp sum ok] 542888804:542888804 (0) win 29200
<mss 1460,sackOK, timestamp 2526545680 0,nop,wscale 7> (DF) (ttl 64, id 54388)
Phase: 1
Type: ACCESS-LIST
Subtype:
Result: ALLOW
Time Spent: 12345 ns
Config:
Implicit Rule
Additional Information:
Forward Flow based lookup yields rule:
in 1d=0x154523db3cel, priority=1, domain=permit, deny=false
hits=92, user data=0x0, cs_id=0x0, 13 type=0x8
src mac=0000.0000.0000, mask=0000.0000.0000
dst mac=0000.0000.0000, mask=0100.0000.0000
input _ifc=inside, output_ ifc=any

EEav2 Kk avo kR BLL]
packet tracer T AT T+ —LOBIEDHREICK L T5~6 D% FEER L
£7

. show p ~ show r



I show p ~ show r

show packet-statistics .

show packet-statistics

Cisco Secure Firewall 3100 TD/ %7 k R v FIZBET AR A2 FRT 5H121E. show
packet-statistics =~ > RZ{EHA L £7°,

show packet-statisticsinterface id [ brief ]

WX D interface_id SR XL CND A VX —T = A 2 D,
brief (1) Paho o X EeERnwi-hsFH R LET,

AT VR FI4NN T AN NOBEBERHEITH Y A,

avy R E—FK WROFIZ, a~v FeANTELE—FERLET,
ARV EE— | TF7AT O+ —ILE—F t¥aT4a0TFR b
K
IL—F v K FSUART (VUL TILF
LYk
AVTFXRARM | VAT A
2 o RIS o RIS o RIS o RIS o RIS
EXEC £7-1%
¥HE EXEC
av Y FRERE J1)y—2= EERNE
9.18(1) Zoawy RRNEASHE L,

FEALEDHA KS4 > showpacket-statistics 2~ > Fi&, AXVL—TF 4 V7 VAT LAOEKY =AD"y MEKRT —
FERBEGLTERLET, HE, <7y b3 ey 7SNEHFTEFET 2 0IKLLE
T, Zoavr RiE, koa~vy ROHAEHKRAELET,

* FXOS :
« show portmanager counters ethernet
« show queuing interface ether net
« show portmanager countersinternal
« show queuing interface internal
« show portmanager switch counters packet-trace
* FPGA : show npu-accd statistics
*« ASA :

« show inter face detail

show p ~ show r .



. show packet-statistics

show p ~ show r |

* show asp drop

MAESNEHEAE, b T 74 v I BT, AZEE LT EDT —H IRAD Y —r o A THER
ENFET, ST, FEENTEHIBPMMOCLIODIC L > TEENEY . FENF-0IZL
FH A,

i
WIZ, show packet-gtatistics =2~ > RO Z R L ET,

ciscoasa# show packet-statistics Ethernet 1/1

============= ghow portmanager counters Ethernet 1 1 ==============
Good Octets Received : 66882

Bad Octets Received : 0

MAC Transmit Error : 0O

============= show queuing interface Ethernet 1 1 ==============
Queue Traffic-type Scheduler-type oper-bandwidth Destination

3 Data WRR 100 Application

4 CCL-CLU SP 0 Application

5 BFD SP 0 Application

============= ghow portmanager counters Internal 1 1 ===s===========
Good Octets Received : 3770

Bad Octets Received : 0

MAC Transmit Error : 0O

============= show queuing interface Internal 1 1 ==============
Queue Traffic-type Scheduler-type oper-bandwidth Destination

3 Data WRR 100 Application

4 CCL-CLU SP 0 Application

5 BFD SP 0 Application

show portmanager switch counters packet-trace
Counter Source port- 0/0 Destination port- 0/0

goodOctetsRcv —-—-- —---

badOctetsRcv —-- ---—

Ingress counters

gtBrgInFrames 5 5

gtBrgVlanIngFilterDisc 0 O

show npu-accel statistics
module: kc50-pcie, pipe: 0

reg pcie rcv _reg access_rd tlp cnt 1312987327
reg pcie rcv reg access wr tlp cnt = 227526828

show interface detail
Interface Ethernetl/1 "", is admin down, line protocol is down

. show p ~ show r



I show p ~ show r

Hardware is EtherSVI, BW 1000 Mbps, DLY 10 usec
Auto-Duplex, Auto-Speed

Available but not configured via nameif

MAC address f87a.410e.5994, MTU not set

show asp drop
Frame drop:

Slowpath security checks failed (sp-security-failed) 18
FP L2 rule drop (12 acl) 118

Interface is down (interface-down) 11

Last clearing: Never

show packet-statistics .

show p ~ show r .



. show pager

show pager

B DEREA

AR TIAIE

ATV R E—F

show p ~ show r |

A B =T 2 A ADT 74V bb— bETIEAZT v 7 V— b EFERT DI, FiEEXEC
£— NTCshowpager =~ > REMHLET,

show pager

ZOavwy FIESIBEELITF—TV—RNEIH Y A,

T 74N OB SH D EH A,

WDOFEIZ, a~vr REANTELE—FRERLET,

ARVEE— |T7ATI74—ILE—F EXAYF4AVFER R
k
L=TvF |FSVART | DUT)L TILF
Lk
AVTHXAR [VATLA

av Y RER Jyy— FTERE

Z

40(1) ooy RAEMESELE,
#l

KIZ, show pager =~ > RO NI ZRL £7,

ciscoasa(config)# show pager

pager lines 0

BEEaOTY R

avU kR

Bl

clear configure pager

TelnettZz v > 3 T [—-More——| 727 FNETICEREND LD
RESNTWAITHAF I Ta L 74X a2 —2a ol LE
‘j‘o

show running-config
pager

EiTar 74 X2 —32 3 2 Telnet By > a T [-—-More---|
T NETICRRIND LIORESN TWVDITHER T LE
j—O

terminal pager

Telnet& v 3 > T l-—-More-—-] 7'm 7 FETIZERT HIT748%
HELET, Z0Oavwr REFETar 74 Xab—rva VIRFES
nNEEA,

. show p ~ show r




I show p ~ show r

show path-monitoring .

show path-monitoring

NRRAE=HZ Y 7 HINCET B 1EHZFE "7 5121E, show path monitoring =~ > K& L
£

show path-monitoring [ interface name ] [ detail ]

BX DA

ARV ETIANE

I nter facename INRAF=Z YT AN I NERENDAS VH—T =2 —R

detail (L) NAE=Z VU7 AN v 7 IZET 3B R F R LE

j‘o

T 74N F OBERERSH D EH A,

av Y RERE

EREDAARZA

)1)—= EENE
9.18(1) BESNEA LV E—T 2 A ADNRAE=X Y VT OEMEFRT 52

~ v FBEASRE L,

show path-monitoring =~ > RiE, fEESNTZHNA v F—T = ZADNZE=H Y 7 )
ERRLUET,

il

&IZ, outsidel A > % —7 = A AP show path-monitoring 2~ > KOHH %z~ L E
R

ciscoasa# show path-monitoring interface outsidel

Interface: outsidel
Remote peer: 90.2.1.1
Version: 14275

Remote peer reachable: Yes

RTT average: 1407 microsecond(s)
Jitter: 1218 microsecond(s)
Packet loss: 0%

MOS: 4.40
Last updated:

1 second(s) ago

Wiz, outsidel A ¥ —7 = A A® show path-monitoring detail =~ > KD H F151l % 7=
L\i‘a_O

ciscoasa#
firepower# show path-monitoring interface outsidel detail
Interface: outsidel
Remote peer: 90.2.1.1
Version: 14275
Remote peer reachable: Yes
RTT average: 1407 microsecond(s)
Jitter: 1218 microsecond(s)
Packet loss: 0%

show p ~ show r .



. show path-monitoring

MOS:

4.40

Last updated: 8 second(s) ago

Internal data:

Total probes sent: 418553

Total probes pending: 0

Current probes pending: 0

Current RTT sum: 51674

Current RTT square sum: 154410282

Flags: 0x2

Current queue index: 14
Index: 0, Timestamp:
Index: 1, Timestamp:
Index: 2, Timestamp:
Index: 3, Timestamp:
Index: 4, Timestamp:
Index: 5, Timestamp:
Index: 6, Timestamp:
Index: 7, Timestamp:
Index: 8, Timestamp:
Index: 9, Timestamp:

Index: 10, Timestamp:
Index: 11, Timestamp:
Index: 12, Timestamp:
Index: 13, Timestamp:
Index: 14, Timestamp:
Index: 15, Timestamp:
Index: 16, Timestamp:
Index: 17, Timestamp:
Index: 18, Timestamp:
Index: 19, Timestamp:
Index: 20, Timestamp:
Index: 21, Timestamp:
Index: 22, Timestamp:
Index: 23, Timestamp:
Index: 24, Timestamp:
Index: 25, Timestamp:
Index: 26, Timestamp:
Index: 27, Timestamp:
Index: 28, Timestamp:
Index: 29, Timestamp:
Index: 30, Timestamp:
Index: 31, Timestamp:
Index: 32, Timestamp:

O O O O OO OO OO0 0O0O0O00O00O0O00O00O00O00O0O0O00OOOLOLOLOOLOOLOO OO

RTT:
RTT:
RTT:
RTT:
RTT:
RTT:
RTT:
RTT:
RTT:
RTT:
RTT:
RTT:
RTT:
RTT:
RTT:
RTT:
RTT:
RTT:
RTT:
RTT:
RTT:
RTT:
RTT:
RTT:
RTT:
RTT:
RTT:
RTT:
RTT:
RTT:
RTT:
RTT:
RTT:

962
1096
1056
1457
1078
1114
1570
6865
1035
1334
1090
1099
1429
1048

985
1002
1013
1741
1231
1517
7780
1018
1036
2369
1120
1062
1088
1073
1060
1071
1116
1075
1084

show p ~ show r |

BEEavT R avw Uk SR BA

policy-route

A B —T 2 A RRY o —_R—ZA)V—F 4 VT EBEELET,

. show p ~ show r



I show p ~ show r

show password encryption .

show password encryption

B DEREA

AU R TIFIE

AR E—F

RAT— R AbD a7 4 Fa b— g VRELRFRT 5%, FitE EXEC &= — R T show
password encryption =~ > RZ4EH L £7°,

show password encryption
Zoawy RZFSIEELEFTF—TU—NEH D A,
T 74N N OBERLEIZH Y EE A,

WDOFIT, ZDOa<wr REANTELE—REZRLTWET,

aAYVRE— | T7AT94+—ILE—F txa)FqaVTFFRE
k
=Tk | FSVRART |V T)L <ILF
Ly k
AVTERE | VRTL
F#HE EXEC o SIS o KHS o SRS * KIS o %I

avy FERE

EREDAARZA

Jy— EEAE
7S

83(1) Zoa~=r RRNBEIMENnE L,

84(1)  =—H— 237 % R [T show password encryption 2B S E L7z,

F—2 writememory =~ RZEH L TIRIFSNTVDEE, F— v 2 OB Tsaved)
NERENE T, F—DBRVEA, FRF—NFEfTar 7 s Fab—varnbilkank
e, Ny v affiofb Iz Notset] WERINET,

Bl &IZ. show password encryption =2~ > ROHFIZRLET,

ciscoasa# show password encryption

Password Encryption: Enabled

Master key hash: 0x35859e5e 0xc607399b 0x35a3438f 0x55474935 Oxbeclee7d(not saved)
MEavr R av YR BTLL]

password encryption aes IRAT— ROREEALE A F—T NIz LET,

key config-key password-encrypt | i 5% — 2 AT 5 - DI SN DA 7 L— X2 E L
\i—g—o

show p ~ show r .



show p ~ show r |

. show perfmon

show perfmon

ASA DT 3 —< U AT HIERE R RT HITI1E, FiHE EXEC & — KT show perfmon =~
Y REFERLET,

show perfmon [ detail ]
5 #H1L Cisco Unified Firewall MIB

ddal (L) BMOMKEREZERLET, Zhb0Hk
DT a— "NV A T2 e T harltoit 7Y 2 ML WIEShT-

e —ELET,

BX DA

ZOawr NI, TN IRENRDHY EH AL

aAavY R TFI4ILk

avY kR E—F WDORIZ, a~ REANTEHE—RFERLET,

aAYVKRE— | T7AT94+—ILE—F XT3 TFXE

&

=Ty F FSURART |V TL <ILF
Lk
AVTHFRE (VAT A
¥ EXEC o %Fhts o fhis o fhis o fhis —
avy FER J1)— ZTERHEAE
R
7.0(1) Zoawy ROYR— MR ASAIZEBMEE L,
72(1)  detail F—U—FRBEBMENE L.

Zoa<wy ROMAIE, Telnet v a VICIIFRINER A,
perfmon =< > R Cit, 5 LIZRIBE TR 7 4 —~  AMEHER SRR R I E T, show

perfmon =~ RZEHT L L, T ITHREZRRTEET,

“

GE)  ASA Tid, BUEB IO YO 7 v 2 8% IEME/ME THEAE L TR T 2 ORI 00 £
T, BUEDOEIZKIT 2 Perfmon OFEEHEFMMREOT 7 A+ /L MEIL 120 B TF, FH AT ¥
1. ®ZIT clear perfmon 35T SNc L&D, FRIIT A AERE L ThHa<wy R

R SN2 o7z & & DEOEPTHES W TEE S ET,

FRLEDHA KSA Y

i iz, show perfmon =2~ > RO HHIZ R L £,

ciscoasa(config)# show perfmon

. show p ~ show r



I show p ~ show r
show perfmon .

Context: my context

PERFMON STATS: Current Average
Xlates 0/s 0/s
Connections 0/s 0/s
TCP Conns 0/s 0/s
UDP Conns 0/s 0/s
URL Access 0/s 0/s
URL Server Reqg 0/s 0/s
WebSns Reg 0/s 0/s
TCP Fixup 0/s 0/s
TCP Intercept 0/s 0/s
HTTP Fixup 0/s 0/s
FTP Fixup 0/s 0/s
AAA Authen 0/s 0/s
AAA Author 0/s 0/s
AAA Account 0/s 0/s

iz, show perfmon detail =~ > RO HHIZR L £,

ciscoasa(config)# show perfmon detail

PERFMON STATS: Current Average
Xlates 0/s 0/s
Connections 0/s 0/s
TCP Conns 0/s 0/s
UDP Conns 0/s 0/s
URL Access 0/s 0/s
URL Server Req 0/s 0/s
TCP Fixup 0/s 0/s
HTTP Fixup 0/s 0/s
FTP Fixup 0/s 0/s
AAA Authen 0/s 0/s
AAA Author 0/s 0/s
AAA Account 0/s 0/s
TCP Intercept 0/s 0/s

SETUP RATES:

Connections for 1 minute = 0/s; 5 minutes = 0/s
TCP Conns for 1 minute = 0/s; 5 minutes = 0/s
UDP Conns for 1 minute = 0/s; 5 minutes = 0/s

BEav> KR avy |EBA

perfmon | f5& L= TRt 7 4+ —~ v A =X — A FoR LET,

show p ~ show r .



show p ~ show r |
. show phone-proxy (1% 5E)

show phone-proxy (FEILEFE)

phone-proxy [HA DIFMEZ T RTHIZ1E, Fo— L a7 4F¥alb—v a2 F— KT show
phone-proxy =2~ R&fiHLET,

show phone-proxy [ media-sessions [ detail ] | signaling-sessions [ detai ] | secure-phones ]

BX DA detail AR E RN LETS

media-sessions BT X VI TRESNTWS, ST HAT AT By varvk
FRLET, /2. AT4T By a B HBLENTWAAL V2 —T =
AAIHESNTWAAT AT X —IF—a T FLAEFRRLET,

secure-phones Fe R AT E N TWVWAEF 2T T— NI L EEEE2 T+ L
iTO

sgnaling-sessons EFE B F UIEEENTND, e dT 537 F ) vy arask
RLET,

ATV R FI4NN T ANV NOBEERMEITH Y A

avy R E—FK WROFIZ, a~v FEANTEDLE—FEZRLET,
aAY U RE— | T7AT7I4—ILE—F tXa T2 TERE
K
IL—Tv K FSUART (VT TILF
LYk
AVTFEXFRR [VRTFLA
Jr— L o o I — o 3fIt — -
V7 4F =
L—yg
avy RERE )— ZEEAS
Z

80(4) oo~ RFRNBMENELE,

82(1) a~y FEFHEI., mediasessions F—T7 — REZEELTH, AT 4Ty
UNHESLENTWAA v —T 2 ATREEINTAT AT X—IF%—ar 7T
RUANRERIND L O F LT,

94(1) Zo=a~r FiE, TCo phoneproxy E— Fa~<wr R& & bIZERESRE L,

. show p ~ show r



I show p ~ show r
show phone-proxy (BELLFE) .

#l Wiz, show phoneproxy =~ RZEH L CE 7 v X UEAOERE R R~T D60 %
RLET,

ciscoasa

(config) #

show phone-proxy

Phone-Proxy 'mypp': Runtime Proxy ref cnt 2

Cluster Mode: nonsecure

Run-time proxies:

Proxy 0xd55f6fd8: Class-map: secsip, Inspect: sip
Proxy 0xd58a93a8: Class-map: secsccp, Inspect: skinny
phoneproxy (config) # show phone-proxy secure-phones
mypp: 5 in use, 5 most used

Interface IP Address Port MAC Timeout Idle
outside 69.181.112.219 10889 00le.7ac4.da9c 0:05:00 0:01:36
outside 98.208.25.87 14159 001c.581c.0663 0:05:00 0:00:04
outside 98.208.25.87 14158 0007.0e36.4804 0:05:00 0:00:13
outside 98.208.25.87 14157 00le.7ac4.deb8 0:05:00 0:00:21
outside 128.107.254.69 49875 001b.0cad.1£f69 0:05:00 0:00:04
ciscoasa

(config) #

Wiz, showphoneproxy 2~ REfHH LT, 7—F_X—RRFESINTND, &
F o7 E— NS LB ER R LET,

ciscoasa

(config) #

show phone-proxy secure-phones
asa_phone proxy: 3 in use, 4 most used

Interface/IP Address MAC Timeout Idle
outside:69.181.112.219 00le.7ac4.da%9c 0:05:00 0:00:16
outside:69.181.112.219 0002.b9%eb.0aad 0:05:00 0:00:58
outside:98.208.49.30 0007.0e36.4804 0:05:00 0:00:09
ciscoasa

(config) #

WIZ, showphoneproxy =~ RZEHA LT, EFICE T Liza—Lole, 2
TAT Ry a VPSS TNDHA U Z =T 2 ATRESINTEAT 4T #—3
F—=vary 7T RVAERRTAHHERLET,

ciscoasa
(config) #
show phone-proxy media-sessions

Media-session: 128.106.254.3/1168 refcnt 6

<---> RTP connection to 192.168.200.106/25038 tx pkts 485 rx pkts 491
Media-session: 128.106.254.3/1170 refcnt 6

<---> SRTP connection to 98.208.25.87/1030 tx pkts 484 rx pkts 485

BEa<w2 R =l VN N Bl

debug phone-proxy |EiE 7 aXs A LV AL ANLDT Ay T Ay —V5FRLET,

phone proxy Phone Proxy { ' A ¥ A& B ELET,

show p ~ show r .



. show pim bsr-router

show pim bsr-router

BX DA

AR TFIAILE

aAvU R E—F

T —h AT w7 —% (BSR) E#ERRTDHITIL,

£,

show pim bsr-router

I E LRI H Y FHA,

77 4N FOBERLEIZH D EE A,

ROFIZ, A~ P ANNTELHE—FaxRLET,

show p ~ show r |

show pim bsr-router =~ > K& H L

ARV KE— | 774704 —ILE—F XAV T4a0THFRE
R
=Ty K FSUART (VUL TILF
LYk
aAVTEXERE | VRT LA
o » %It — » Xt — —
EXEC ¥£7-1%
¥i#E EXEC
vy FRERE J)y— ZETERNE
3
9.52) oo~ s RRBEMENELE

3l

&IZ, show pim bsr-router =2~ > RO B 2R L ET,

ciscoasa# show pim bsr-router
PIMv2 Bootstrap information

This system is a candidate BSR
Candidate BSR interface GigabitEthernet0/0 is down - BSR messages not originated
Candidate RP: 4.4.4.1(GigabitEthernet0/0), GigabitEthernet0/0 is down - not advertised

. show p ~ show r



I show p ~ show r
show pim df .

show pim df

FoTT—HRA K (RP) 723 A v HZ—T = A RO T, WIFADFO T 2FKrd
H1i%, —H— EXEC &— RN 72 13%# EXEC € — R CTshowpimdf =2~ F&MH L £

—;_‘O

show pim df [ winner ] [ rp_address| if name ]

X DR rpaddress kDWW 1 DR IEETE £,
RPDAHT, FAAL L F—LT 2T A (DNS) Dhosts T — 7 /TEFR ST
HHD0, RAADipvdhost 2~ RTEFZLIZHLDTT,
*RPDOIPT RLA, ZHiE, 4 0E Ky MEZ 10 ERGLZDO~ LT FH v A K IP
7 RLATE,

if name (L % —7 = A4 2L F 121 TERE4,

winner (ft%) DE ®HOBEZ A v F—T7 A AT L, RP ZLICFERLET,

ATV R FI4IAL T AN FOBESEIZH Y EE A,

avY KR E—FK WDOFRIZ, a2 REANTEDLE—FE2RLET,

ARVKE— | 774704 —ILE—F X2 T4 0TFR b
K
=Ty K FSUART (VUL TILF
Lk
AVTEREN | VRT LA
= o Xfhia — o KHiE — —
EXEC £7-1%
¥t EXEC
avy FER Jy— ZEHAR
3

70(1) Zoawr RBRBNERELE,

FERALDHA RSy ZOaAZ NI RPOBFEEDA M) v 7 bFRLET,

Bl wIZ, showpimdf =2~ RO DB ZRLET,

ciscoasa# show pim df
RP Interface DF Winner Metrics

172.16.1.3 Loopback3 172.17.3.2 [110/2]

show p ~ show r .



. show pim df

172.
172.
172.
172.

. show p ~ show r

le.
le6.
le.
le6.

R e

w w w w

Loopback2
Loopbackl
inside
inside

172.17.2.2
172.17.1.2
10.10.2.3
10.10.1.2

110/2]
110/2]
0/0]

110/2]

show p ~ show r |



I show p ~ show r

show pim group-map .

show pim group-map

IN—T7a kar vy T—T N ERRT DT, FHE EXEC £ — KT show pim
group-map =~ > R&EMHEHA L £,

show pim group-map [ info-source ] [ group ]

BX DA

group EE) ROWThrERETEET,
c wNF X A NI N—TDL4HT, DNSDhosts T — 7 WMITEFZEIN TS HD
» RAAL > Dipvdhost 2~ RTEFRLEZHLDOTT,

CINTFFXYARNTN=TOIPT KA, ZiUL, 458Ky MEE 108ERE
DNV TF XX AKNIPT RLATT,

infosource (&) 7V — 7 HPEFROMGEHRRE FR LET,

p-timers (AL g y) TA—TMNERP ~DV LT DT v EALEHHARSY A
v —DRERINFET,

AR TFIAILbE

FTRTOITN—FIZHONT, FA—TmbE e hal~DOvw v o 75 EELET,

ROKIZ, A~ P ANNTELHE—FaRLET,

AU FE—F

ARV KRE— |T7AT7 24— ILE—F +Ex2YF4aUFER R

k

W—=T9F | FSURRT [ DUT)L T ILF
Lk
AVTHRE |VRT LA

¥FHE EXEC o I — . %I _ —

avy RERE )— ZEEAS

FEREDHA FS1 Y

A

7.01)  Zoawr RREMERELE,

952) Zoawr RIIEEII, rp-timers B AIAENE LTz,

Zoa<wr R, RPIZOWT, Z—T7¢ 7 haltd7 RL A vy B 72T _RTER
LET, v v BT, ASA ETEEEERI7 T4 T EhbFEEENET,

ASADPIMEHT, SEISERFFR-= N B2~y B 7T —T7 NV TREEL TVWET, Auto-rp
JN—T@EIE, A= F— K =T HFANOHEICIES SNVET, SSM L — 7 HiH
HAN—R F—RIZIFIAD FHA, VT a—DN<wLFXxr AL T —7 (224.0.0.0 ~
224.0.0.225, 224.0.0.024 & LTERF) b, ANN—X EF— K ZA—7HENOELINET,

show p ~ show r .



show p ~ show r |
. show pim group-map

EHOT FUIZ, BTEDRP TANN—Z F— RIZA>TWAENTRTOIN—T%RLE
j—o

pimrp-address =~ > R CHEO RP 23R E Lo 5a1E, 7R 70— 7 #HA %3 5 RP &
EBIZFRTRINET, Z—TITEIR LI RP #7511, showpimgroup-map =~ > R
TIN—TT RLAEIIARIERELET,

I iZ. show pim group-map =~ > KOl R L £,

ciscoasa# show pim group-map

Group Range Proto Client Groups RP address Info

224.0.1.39/32* DM static 1 0.0.0.0

224.0.1.40/32* DM static 1 0.0.0.0

224.0.0.0/24% NO static 0 0.0.0.0

232.0.0.0/8%* SSM config 0 0.0.0.0

224.0.0.0/4%* SM autorp 1 10.10.2.2 RPF: P0OS01/0/3,10.10.3.2

1479 & 247D T, Auto-RP 7 /L —F#iHND A /N— 2 T — 8 JL—7FH 0 6 BAMEIC
HEENTWET,

37O TIE, Vo va—h <L FXy X N ZA—7F (224.0.0.0 ~ 224.0.0.255,
224.0.0.024 £ LTER) LANRN—RA ET— R J—THEANSESINTWHET,

447D TiE, PIMEGBEFE~LVTF v A b (PIM-SSM) 7 /)V— 7 #iFH7AY 232.0.0.0/8
I~ B 7 ENTVET,

BHOT R, BT _RTOI—F R AR—2 F— RIZ A>T, RP10.10.3.2
I~ r7E&8ni-2 R LT0ET,

BEavrk avwUk Bl

multicast-routing| ASA T~ L F ¥ ¥ XA M—F 4 T E A X —T W LET,

pimrp-address |PIM 757 — RA b RP) OF7 RLAZREL £,

. show p ~ show r



I show p ~ show r

show pim interface .

show pim interface

PIMIZBET 21 v % —7 = A AEAOHEWRAEFRTT HITIE, = —P —EXECE— N E /I3
EXEC “&— KT show pim interface =~ > R&fH L £,

show pim interface [ if_name| state-off | state-on ]

BX DA

aAavv R FI4ILk

AR E—F

ifname (L&) (v ¥ —7 A ZADL4HT, ZOFRERET S &, FRINDHERITHEE L
oA Z =T 2 A ACHET DL ORI £,

satedf ([£E) PIM AT 4 E—T IR >TWbEA v H—T 2 A FRLET,

gateon (f£E) PIM A R —T IR TNWEA v A —T 2 ABFERLET,

A B =T 2 AZFRELRWEAIE, T XTOA X —7 = A AIZET 5 PIM [FHMAER
ENFET,

ROFIZ, a~v FE2ANTEHEF—FarLET,

ARVENE— | TF7ATI74—ILE—F tXa) T4 a30TERXE
K
W=TFTy bk | FSVRRT (VT JLF
LYk
AVTFHERE |[VRTL
= SIS | — SIS | —
EXEC %721
FiHE EXEC

avy FERE

FEREDAHA RS>

3l

Jy— EEAE
A

7.0(1) Zoawy RB3BNEhE L,

ASA @ PIM E¥E1X, ASA HIKZ PIM XA N—¢ R LET, Lizn-oT, Zoavwr Kol
DZHDRA N T LTI, FAN—FENREEOELIDH 1 2L FrREINFET,

WIZ, WERA > #—7 =4 A ZB89 2 PIM &2 £RT 5202~ L ET,

ciscoasa# show pim interface inside

Address Interface Ver/ Nbr Query DR DR
Mode Count Intvl Prior
172.16.1.4 inside v2/S 2 100 ms 1 172.16.1.4

show p ~ show r .



. show pim interface

BEEav R av R

B

multicagt-routing

ASATVILT XY A M—T 4 T oA =T M LET,

. show p ~ show r

show p ~ show r |



I show p ~ show r

show pim join-prune statistic .

show pim join-prune statistic

PIMDINA L 7 )Vv—= JIZBT 2 G HER A £7- T 512X, =2—F—EXECE— R
& K#HE EXEC £— K C show pim join-prune statistics =~ > K& L £,

show pim join-prune statistics [ if_name ]

BX DA

aAavv R TFI4ILk

AR E—F

freme (L) A2 4 —7=A ADLH, ZOFBERET S L, FrShaEidiEeEL
oA =T 2 A AT D LD £,

A B =T A RAEBBELRWESIL, T _TOA L Z—T =2 AZONWT, IAE F/L—=
I T AMEHE R AR RS NE T,

ROEIZ, a~ FE2ANTEHE—FarLET,

ATV FRE— | T7AT7I24+—ILE—F XT3 TFRE
K
W=TFTy bk | FSVRRT (DU T)L JILF
LYk
AVTFFREL | VRTLA
= SIS | — SIS | —
EXEC £721%
HE EXEC

avy FERE

FEREDAA RS>

3l

Jy— EEAE
A

7.0(1) Zoawy RBBINEhE L,

PIM join/prune |ZBH 3 25 HE#R A 7 U 73 5I2i%. clear pim counters =~ > RZfEH L £
o

IZ. show pim join-prune statistic =~ > KD H A Bz~ L ET,

ciscoasa# show pim join-prune statistic
PIM Average Join/Prune Aggregation for last (1K/10K/50K) packets

Interface Transmitted Received
inside 0/ 0/ 0 0/ 0/ 0
GigabitEthernetl / 0/ 0 / 0/ 0
Ethernet0 0/ 0/ 0 0/ 0/ 0
Ethernet3 0/ 0/ 0 0/ 0/ 0
GigabitEthernet0 0/ 0/ 0 0/ 0/ 0
Ethernet2 0/ 0/ 0 0/ 0/ 0

show p ~ show r .



. show pim join-prune statistic

B

BEav R av Uk
clear pim
counters

PM 774w hoo X7 )T LET,

. show p ~ show r

show p ~ show r |



I show p ~ show r
show pim neighbor .

show pim neighbor

PIM %A N—=F—T Dz h ) 2FRd 5HI201E, 22— — EXEC £ — N FE 7213454 EXEC
“&— K C show pim neighbor =~ > RZfEH L £,

show pim neighbor [ count | detail ] [ interface ]
BX DA ineface ({LE) A >4 —7 =4 AD4HI, ZOFMERET L. REINHERITIEEL

oA B =72 ZZHETHHDORETITRY £,

count  ({£&F) PIM kA N—DEHE., BLOKA L F—T = A AD PIM XA N—D %
FRLET,

detail  (f£7&) upstream-detection hello 47> o » Zi@ U CTHE Lz, %A N—DBMNT K
VAEFIRLET,

ATVERFIFILR T IANNOBECHEITH Y EH A,

avY KR E—F WOFRIZ, a~w REANTELE—RERLET,
AXVFRFE— | T7AT7I24+—ILE—F tXaYyF4aAVTFER R
k
L—Tv F FSUART (V)L JILF
LYk
AVFFRE | VRT L
Z—HF— o KPS — o XIS — —
EXEC 7213
FHE EXEC
avy FERE J)y— ZEERR
R

7.0(1)  Zoawr RPBMERE LK,

FEREDHA KSq4y DAY RiE, ZOL—FBPIM D hello A v tE—T % UCHFE L7z PIM KA N— & FEE
FTHEDIENLET, £/, Zoax s N, A ¥ —T7 A A$EELV—Z (DR) Th
L2 L. BEORAN—TRIG AN FIREIZR D XA I T bR LET,

ASA O PIM ZEHE X, ASA HIEK%Z PIM R A N—L R LET, LB ->T, ASAAS VH—T =
AANZDa<vwy ROHHICERENET, ASADIPT RLAIX, T RLVADRIZT AZY
27 (%) BT ORSNTWET,

Bl KIZ, show pim neighbor =~ > ROl Z R L ET,

show p ~ show r .



. show pim neighbor

ciscoasa# show pim neighbor inside

Neighbor Address Interface Uptime Expires DR pri Bidir

10.10.1.1 inside 03:40:36 00:01:41 1 B

10.10.1.2%* inside 03:41:28 00:01:32 1 (DR) B
EEav> R avUFR Bl

multicagt-routing

ASATVNLT XX A M—T 4 T oA F—T M LET,

. show p ~ show r

show p ~ show r |



I show p ~ show r

show pim range-list .

show pim range-list

PIM D& U 2 O A £ RT A121L,. =—% — EXEC T— NFE 71354 EXEC E— KT
show pimrange-list =~ > R&fEH L £,

show pim range-list [ rp_address ]

BX DA

AR FIAILE

AT R E—F

rpaddress kDWWl DERIRETE 7,
cRPD4HI, RAA LR —LIZT L (DNS) Dhosts T — 7 /T EFRS LT
HH0M, RAALDipvdhost 2~ RTEHELIZHDTY,

*RPDOIPT RLA, ZHiE, 4 0F Ky MIZ 10 ERTLDO~ /LT F v A K IP
7 RLATT,

77 4V FOBERLEIZXH D EE A,

WDFRIZ, a~vr REANTELE—RERLET,

ARV KE— | 774704 —ILE—F XAV T4aVTHFRE
k
=Ty K FSUART (VUL TILF
LYk
AVTERE | VAT LA
T o it — o 3fhis — —
EXEC 721X
e EXEC

avy RERE

FEREDHA K4V

3l

Jy— EERR
S

7.01) Zoo<wr RRBMENE LR,

Zoa<wy NiE, v FF v A MREE— FPL TN —T O~ v B2 T ERET 570l
HanEd, Bt Zoffo7 77— R4 b (RP) OF RLAbrEnET (%
BT D5E) .

&Iz, show pim rangelist =~ > KO OHIZ R L ET,

ciscoasa# show pim range-list

config SSM Exp: never Src: 0.0.0.0
230.0.0.0/8 Up: 03:47:09

config BD RP: 172.16.1.3 Exp: never Src: 0.0.0.0
239.0.0.0/8 Up: 03:47:16

config BD RP: 172.18.1.6 Exp: never Src: 0.0.0.0

show p ~ show r .



show p ~ show r |
. show pim range-list

239.100.0.0/16 Up: 03:47:10
config SM RP: 172.18.2.6 Exp: never Src: 0.0.0.0
235.0.0.0/8 Up: 03:47:09

BEEavT R avw Uk SR BA
show pim TN—T25 PIME— R~D~v v 7 BXORT 75 ¢ 772 RP O
group-map HEFRLET,

. show p ~ show r



I show p ~ show r

show pim topology .

show pim topology

PIM bR w7 —T7 VDR A RRT HI121E, = —F—EXECE— FE/ZIIFHEEXECE— R
C show pim topology =~ > R&MH L 9,

show pim topology [ group ] [ source ]

BX DA gowp  ({EE) ROWTNNERETE T,

e I FF ¥ A NI N—TD4HT, DNS D hosts T — 7 MTEFHEINTND B DD,
KAA > Dipvdhost 2> RCERLEZHDTT,

e VILTFXXY AN TIN—TDIPT KL A, ZHiE, 49BNy Mix 10EFEED~
ILNFXF¥YARMIPT RLATY,

e (fEE) ROWTNNERETE £,

e v ILF X ¥ A FEETLDLET, DNS D hosts T — 7 AT EFRIIL TV B H DD,
ipvdhost 2~ RTEFELIZHDTT,

e wNT XX A NEETLOIPT RLA, ZHd, 408 Ky MEZ 10RO~V
FEX¥ A RIPT RLATT,

RO R FoA LR TRTOIA—T ERETO R RS ERSIET,

ATV K E—F WDORIZ, a~ REANTEHE—RFERLET,
aAYVKRE— | T7AT94+—ILE—F tXaYF4arTFR b
k
W=Ty bk | FSVRRT 1DV T)L JILF
Ly bk
AVTHFRE (VAT A
T o XFhts — o Gt — —
EXEC £7-1%
¥HE EXEC
av Yy FER Jy— FTERNE
A

7.0(1)  Zoawr RPMBMERE LK,

BEELDHA RS54 PIM bEBY F—FUE, FiEO I/ A—TDSEXERTL R, (*,G), (S.G). (S, GRPT
EENENDA LA —T oA A YA FE L BICERT B LET,

show p ~ show r .



. show pim topology

1

show p ~ show r |

PIM ¥, 26D MY DONEZ MRIB Z# U TRVEY LET, MRIBIX, PIM7ec D~
NFXXY A MN—T g7 Tabard, Ao ¥—Fy b N—7%HE70 ka/l (IGMP)
REOB—N A=y T halEOBEICBT LM TETHY, VAT LD
NTFFx A MNBEET P TT,

MRIB i%, FIED (S,G) T hVIZONT, EDA v H—T 2 ATF—H "y MeZT W
LUBENRD DN, EDA U —T 2 ATT—H /Xy MERERT DLENH D0 E R LE

To Flo, BRERHTII LT v X MREFER~—2 (MFIB) 7—7 V&AL T, Ry

NI L DERET Vv a U ERELET,

)

GE) EEEEHREZFTRTHICIE. showmfibroute 2~ RAFEH L E9,

&IZ. show pim topology =~ > ROl Z R L 7,

ciscoasa# show pim topology
IP PIM Multicast Topology Table
Entry state: (*/S,G) [RPT/SPT] Protocol Uptime Info
Entry flags: KAT - Keep Alive Timer, AA - Assume Alive, PA - Probe Alive,
RA - Really Alive, LH - Last Hop, DSS - Don't Signal Sources,
RR - Register Received, SR
(*,224.0.1.40) DM Up: 15:57:24 RP: 0.0.0.0
JP: Null (never) RPF: ,0.0.0.0 Flags: LH DSS
outside 15:57:24 off LI LH
(*,224.0.1.24) SM Up: 15:57:20 RP: 0.0.0.0
JP: Join(00:00:32) RPF: ,0.0.0.0 Flags: LH
outside 15:57:20 fwd LI LH
(*,224.0.1.60) SM Up: 15:57:16 RP: 0.0.0.0
JP: Join(00:00:32) RPF: ,0.0.0.0 Flags: LH
outside 15:57:16 fwd LI LH

avw >R SR BA

show mrib route MRIB 57— 7 V& F R LET,

show pim topology
reserved

FHIFEHR I N—TDPIM hFEn P F—T A OEREERLET,

. show p ~ show r



I show p ~ show r

show pim topology reserved

FRIFEHZ N—TIZETHPIM hRa P F — 7 A DOIEREFRT HIC1E, = —HP —EXECE—
R % 7213454 EXEC *&— R T show pim topology reserved =~ > RZfi ] L £,

B DEREA

AR TIAIE

ATV K E—F

show pim topology reserved

ZOavwy FIESIBEELITF—TV—RNEIH Y A,

T 74N FOBERERSH D EH A,

ROFIZ, a~ P ANNTELE—FERLET,

show pim topology reserved .

ARVEE— | T7ATI4—ILE—F EXAYF4AVFER R
K
L=TyF |FSVART | DUT)L TILF
Lk

AVTFFRARM |[YRTFLA
L= « %I — . 5 — —
EXEC £7-1%
¥ HE EXEC

avy FER Jyy— EERE

z
70() Zoovy RRBEMESILE LR,

1

iz, show pim topology reserved =~ > KO Sl 2R LET,

ciscoasa# show pim topology reserved
IP PIM Multicast Topology Table
Entry state:

(*/S,G) [RPT/SPT] Protocol Uptime Info
Entry flags: KAT - Keep Alive Timer, AA - Assume Alive,

PA - Probe Alive,

RA - Really Alive, LH - Last Hop, DSS - Don't Signal Sources,
RR - Register Received, SR - Sending Registers,

DCC - Don't Check Connected

Interface state: Name, Uptime, Fwd, Info
Interface flags: LI - Local Interest, LD - Local Disinterest,

IT - Internal Interest, ID - Internal Disinterest,

LH - Last Hop, AS - Assert, AB - Admin Boundary

(*,224.0.0.1) L-Local Up: 00:02:26 RP:
JP: Null (never) RPF: ,0.0.0.0 Flags:
outside 00:02:26 off II
(*,224.0.0.3) L-Local Up: 00:00:48 RP:
JP: Null (never) RPF: ,0.0.0.0 Flags:

inside 00:00:48 off II

0.0.0.0

0.0.0.0

E - MSDP External,

show p ~ show r .



. show pim topology reserved

Bl

BEavF av YR
show pim
topology

PIM ARy T—7 N aFKRrLET,

. show p ~ show r

show p ~ show r |



I show p ~ show r

show pim topology route-count .

show pim topology route-count

PIM hARR YT =7 Oz M) OFERRT 5L, 2—F—EXECE— N E 72355 EXEC
=& — KT show pim topology route-count =~ > K& L £,

show pim topology route-count [ detail ]

BX DA

aAvU R TFI4ILE

aAvU R E—F

deal  ({LE) 7 A—7ZLic, BB 23t ma TR LET,

77 AV N OEIERIEIL S D FE A

ROKIZ, a~ R ANNTELHE—FaRLET,

ARVKEE— |T7A47 04— ILE—F X274 0TFR b
K
=Ty K FSUART (VUL TILF
LYk
AVTHFRM | VAT A
Z—H— o KHiE — o KHiE — —
EXEC £7-1%
¥t EXEC

avy NERE

FEREDHA K42

3l

Jy— EEAE
S

7.01)  Zoo<wr RRBMENELE,

ZoawryRiE, PIM bAReY 77— 00 M) OFEERLEST, = b UICBETHEE
M7 A2 £ 5H12i%, show pimtopology =~ > K& L £,

I, show pim topology route-count =~ > KOHHHIZ R L ET,

ciscoasa# show pim topology route-count
PIM Topology Table Summary

No. of group ranges = 5

No. of (*,G) routes 0

No. of (S,G) routes 0

No. of (S,G)RPT routes = 0

EEav >R

avw Uk SR AA

show pim
topology

PIM bR Y T —T N EFRLET,

show p ~ show r .



. show pim traffic

show pim traffic

PIM 77 4 w7 DAY X ERRTHITIL, 2—H—EXECE— NEIXFHEEXECE— N
T show pim traffic =2~ > R&EMH L £,

B DEREA

AR TIAIE

ATV K E—F

show pim traffic

ZOavwy FIESIBEELITF—TV—RNEIH Y A,

T 74N OB SH D EH A,

WDOFEIZ, a~vr REANTELE—FRERLET,

show p ~ show r |

ARVEE— |T7ATI74—ILE—F EXAYF4AVFER R
K
W—=T9k | FSVART | SUTL <ILF
Lk

AVTHFRE |[VRT LA
L= « %I — . %P _ _
EXEC %7213
¥FHE EXEC

avy RERE Jyy— EERE

2
70(1)  Zomwr FANBMERE L,

FREDHA FS14 Y

3l

PIM N7 74 v 7 A0 2% 27 VT3 DT,

clear pim counters =~ > R&fH L £,

iz, show pim traffic =~ > RO Z R~ L ET,

ciscoasa# show pim traffic

PIM Traffic Counters
Elapsed time since counters cleared: 3d06h

Valid PIM Packets

Hello
Join-Prune
Register
Register Stop
Assert

Bidir DF Election

Errors:

Malformed Packets

Bad Checksums
Send Errors

Packet Sent on Loopback Errors

Received

O O O O O o o

Packets Received on PIM-disabled Interface
Packets Received with Unknown PIM Version

. show p ~ show r

Sent
9485
9485

o O O

O O O O o o



I show p ~ show r

BEa<w> R

avy kR EHEA
clear pim PM KNI 747 By 2% 707 LET,
counters

show pim traffic .

R



show p ~ show r |
. show pim tunnel

show pim tunnel

PIM k> FAf A —T = A AT DR EFERT DL, 22— —EXECE— R 21345
FE EXEC & — R Cshowpimtunned =~ > R&EMHLET,

show pim tunnel [ if_name ]

BX DA iframe (fER) A2 ¥—7=A AD%H, ZOFBERET DL, FrRSNHHERIHEL
oA =T 2 A AT D LD £,

ARUERFIFNE AVI =T 2 A RAEFELRVGRE, T3TOA U Z =T = ZTHOWTPIM b2 R

WMARRINET,
ATV K E—F WDFIZ, a~v 2 FEANTEHE—FERLET,
ATV FRFE— | T7AT7I24+—ILE—F XT3 TFRE
K
=Ty K ESURRT (VUL <ILF
LYk
AVTFFRAR |[YRTF LA
= SIS | — SIS | —
EXEC £7-1%
¥t EXEC
a% Y FEE Y- EERE
2

70(1) Zoawr RRENERELE,

FEREDHA K54y PIMLUAZ Ny NI, BT ML R RV A 07 —T = f ZRERKEIR LT, FE00
BAIDR > 7 DR IV—Z 526 RPIZEG SAvET, RP TlE, (KAED 7B ALMEER b > kv %
LT, PIMLURAY Xy NOZEA LV F—T oA A%RKBLET, ZOa~wr RiE, i
FDOEALATDA L E—T 2 A AZHDNT F o RAERERERLET,

LA R, PIM LI AZ Xv®v—IRNIZ) B7vMEENRT-, FETHLLDO~
IVF Xy ARy FTT, BMETIT. HEY Y —E2BB LT, BEAAMDOTZDIZRPICEESI N
T4, BEXNEAINDDE, SMIZHT L TOHTY, SSMEB LG R PIMIZIT@EH SN E
A,

1 Yz show pim tunnel == RO 7 L ET,

ciscoasa# show pim tunnel

Interface RP Address Source Address
EncapstunnelO 10.1.1.1 10.1.1.1
DecapstunnelO 10.1.1.1 -

. show p ~ show r



I show p ~ show r

BEa<w> R

av Uk FREA
show pim PIM hARu Y T —T NV EFR L ET,
topology

show pim tunnel .

R



show p ~ show r |
. show policy-list

show policy-list

BRESNIZARY =V R RERY =Y R O kU BT HIEREFR AT DHITIE, 22—
' — EXEC & — R £ 72 1345# EXEC & — K C show policy-list =~ > RZE/H L E9,

show policy-list [ policy list hame ]

BX DA policy lit_name (4~ a3 v) fEESNZRY — U 2 MIBET AW E R R LET,

SR U EEor kKU U NOARIEELRVNES. Z0avy RIETRTORY v— U 2 hEFRL

i—a‘o
av YR E—FK WDFIZ, a~vr FEANTELE—FE2RLET,
OV RE— | T7AT7 74— ILE—F tEXxaYF4aVTERE
X
=Ty K RSUARRT (VUL TILF
LYk
AVTERRE VAT L
==Y RO S SRS |
EXEC £7-1%
it EXEC
avwy RERE ))— ZEEAR
3

92(1) zZoa~rRFRBMENELE,

EELOHA RSy M=y TO—EREMEL LTBGP LV—T 4 72K ) v— VA MEFEHLET,

Bl &IZ., show policy-list 2~ > ROHESBFI R LET,

ciscoasa# show policy-list

policy-list policy list 2 permit
Match clauses:
ip address prefix-lists: prefix 1
policy-list policy list 1 permit
Match clauses:
ip address (access-lists): test
interface inside

. show p ~ show r



| show p ~ show r

BEa<w> R

o<y |sm
.
policy-list | 1) >— U 2 k27 LET,

show policy-list .

show p ~ show r .



show p ~ show r |

. show policy-route

show policy-route

WY == ADN—T 4V TRIE TR DI,
& — KT show policy-route =~ > R&FH L £9,

2 —4— EXEC & — N F 721355 EXEC

show policy-route

aAavYRE—FK ROFIZ, a~ P2 AN TELE—RERLET,

OAXVFRFE— | T7AT7I24+—ILE—F X2 FoarTFERb
R
=Tk | FSVRRT |V T)L <ILF
Lk

AVTHFRAM [VRATL
- « X — o s .« 5 _
EXEC F£721%
FrHe EXEC

XY REE Uy~ ZENE

A

94(1) Zoawr RpBEMInE L,

Bl Iz, show policy-list =~ > RO AHIZ R LET,
ciscoasa# show policy-route

Interface Route map
GigabitEthernet0/0 equal-access

BEa<w> R avv kR |

policy-route| ;R J 2 —_N— 2 L—F 4 U AR ELET,

. show p ~ show r




I show p ~ show r
show port-channel .

show port-channel

EtherChannel {§$ 27 EM72 1 7OV~ —EXTERTIHGE. FREFEFR—FEFR—FF ¥ 3
NDIEHEFRT D551, FiME EXEC ©— R C show port-channel =~ > R&HH L £,

show port-channel [ channel_group number ] [ brief | detail | port | protocol | summary ]

BX DA brief (T 740 b)) EOEFRZZRLET,

channel_group_number (43 5 ) EtherChannel F ¥ R/ 7 /L— 7 &FKZ% | ~ 48 DO#iH T
BELT, Z20OF v 3V IA—FIClTAERZ T E2FRLET,

detail (A7 ay) FEMRERERRLET,
port (AFvay) HA U E—T oA 2ADEREFRLET,
protocol (A7 ar) £ x—7 M L=HA. LACP 72 £ @ EtherChannel 7

0k zFoR LET,

summary (AT vary) R=bF¥rNVOENERRLET,

ATV RTFIHFIR T 7 AN T brief T,

aAavy RE—FK WROFIZ, a~v REANTEDLE—FEZRLET,

JVDF%— 7747@T_»%_P t$lU%4:>?$ZF
R
W=Tv bk | rSVRART |V T)L TILF
LYk

SUFERE [ VRTA

¥5#E EXEC o X5t o St s o S - .
av Y FER Jyy— FTEHRER

R

84(1) Zoa<wr RBEMEE LK,

Bl &Iz, show port-channel =~ > RO fFlZ R LET,

ciscoasa# show port-channel
Channel-group listing:

Ports: 3 Maxports = 16
Port-channels: 1 Max Port-channels = 48

show p ~ show r .




show p ~ show r |
. show port-channel

Protocol: LACP/ active
Minimum Links: 1

Maximum Bundle: 8

Load balance: src-dst-ip

IZ, show port-channel summary =~ > ROl %R~ L E7,

ciscoasa# show port-channel summary

Number of channel-groups in use: 1

Group Port-channel Protocol Ports

—————— o
1 Pol LACP Gi3/1 Gi3/2 Gi3/3

KIZ, show port-channel detail ==~ > ROl Z R L £,

ciscoasa# show port-channel detail
Channel-group listing:

Ports: 3 Maxports = 16
Port-channels: 1 Max Port-channels = 48
Protocol: LACP/ active
Minimum Links: 1
Maximum Bundle: 8
Load balance: src-dst-ip
Ports in the group:

Port: Gi3/1

Port state = bndl
Channel group = 1 Mode = LACP/ active
Port-channel = Pol
Flags: S - Device is sending Slow LACPDUs F - Device is sending fast LACPDUs.
A - Device is in active mode. P - Device is in passive mode.
Local information:
LACP port Admin Oper Port Port
Port Flags State Priority Key Key Number State
Gi3/1 SA bndl 32768 0x1 0x1 0x302 0x3d
Partner's information:
Partner Partner LACP Partner Partner Partner Partner Partner
Port Flags State Port Priority Admin Key Oper Key Port Number Port State
Gi3/1 SA bndl 32768 0x0 0x1 0x306 0x3d
Port: Gi3/2
Port state = bndl
Channel group = 1 Mode = LACP/ active
Port-channel = Pol
Flags: S - Device is sending Slow LACPDUs F - Device is sending fast LACPDUs.
A - Device is in active mode. P - Device is in passive mode.
Local information:
LACP port Admin Oper Port Port
Port Flags State Priority Key Key Number State
Gi3/2 SA bndl 32768 0x1 0x1 0x303 0x3d
Partner's information:
Partner Partner LACP Partner Partner Partner Partner Partner
Port Flags State Port Priority Admin Key Oper Key Port Number Port State
Gi3/2 SA bndl 32768 0x0 0x1 0x303 0x3d

. show p ~ show r



I show p ~ show r
show port-channel .

Port: Gi3/3

Port state = bndl
Channel group = 1 Mode = LACP/ active
Port-channel = Pol
Flags: S - Device is sending Slow LACPDUs F - Device is sending fast LACPDUs.
A - Device is in active mode. P - Device is in passive mode.
Local information:
LACP port Admin Oper Port Port
Port Flags State Priority Key Key Number State
Gi3/3 SA bndl 32768 0x1 0x1 0x304 0x3d
Partner's information:
Partner Partner LACP Partner Partner Partner Partner Partner
Port Flags State Port Priority Admin Key Oper Key Port Number Port State
Gi3/3 SA bndl 32768 0x0 0x1 0x302 0x3d

&IZ, show port-channed port =< > ROHIHI%ZRLET,

ciscoasa# show port-channel port
Channel-group listing:

Port state = bndl
Channel group = 1 Mode = LACP/ active
Port-channel = Pol
Flags: S - Device is sending Slow LACPDUs F - Device is sending fast LACPDUs.
A - Device is in active mode. P - Device is in passive mode.
Local information:
LACP port Admin Oper Port Port
Port Flags State Priority Key Key Number State
Gi3/1 SA bndl 32768 0x1 0x1 0x302 0x3d
Partner's information:
Partner Partner LACP Partner Partner Partner Partner Partner
Port Flags State Port Priority Admin Key Oper Key Port Number Port State
Gi3/1 SA bndl 32768 0x0 0x1 0x306 0x3d
Port: Gi3/2
Port state = bndl
Channel group = 1 Mode = LACP/ active
Port-channel = Pol
Flags: S - Device is sending Slow LACPDUs F - Device is sending fast LACPDUs.
A - Device is in active mode. P - Device is in passive mode.
Local information:
LACP port Admin Oper Port Port
Port Flags State Priority Key Key Number State
Gi3/2 SA bndl 32768 0x1 0x1 0x303 0x3d
Partner's information:
Partner Partner LACP Partner Partner Partner Partner Partner
Port Flags State Port Priority Admin Key Oper Key Port Number Port State
Gi3/2 SA bndl 32768 0x0 0x1 0x303 0x3d

Port: Gi3/3

show p ~ show r .



. show port-channel

Port state = bndl
Channel group = 1
Port-channel = Pol

Flags:

Local information:

Gi3/3 SA bndl

Partner's information:
Partner Partner

Port Flags State

S - Device is sending Slow LACPDUs
A - Device is in active mode.

show p ~ show r |

Mode = LACP/ active

F - Device is sending fast LACPDUs.

P - Device is in passive mode.
LACP port Admin Oper Port Port
Priority Key Key Number State
32768 0x1 0x1 0x304 0x3d

LACP Partner Partner Partner Partner Partner
Port Priority Admin Key Oper Key Port Number Port State

iz, show port-channel protocol ==~ > ROl R L £,

ciscoasa# show port-channel protocol

Channel-group listing:

Protocol: LACP

BEav Y R

avU kR

BLL]

channel-group

EtherChannel |24 v Z —7 = A A% B L F7,

interface port-channel

EtherChannel %% € L £,

lacp max-bundle

F X RN TN—TTHFAENDTIT AT A H—T A A
DR ERELET,

lacp port-priority

F o X TNN—TDOYERA L H—T 2 ADTTAF Y T 4
FHRELET,

lacp system-priority

LACP VAT L II3AF VT 4 R ELET,

port-channel load-balance

B— R RS 7 T ZRERELET,

port-channel min-bundle

R—=h"FX XN AL B =T A ANT I T 4 TR DH=DIT
VB T I T AT A B —T oA ADF/NREIEE L E7,

show lacp

LACPTE#H (N7 7 4 v 7 #EHEHR., AT LD, A /3—D
PR L) AFRORLET,

show port-channel

EtherChannel [E¥# 23, FEMIZ 1/70H <) — BN TERINE
T, ZOa<wry RNE, A—FER— b Fr 2 LOFERBFRL
F7,

. show p ~ show r



I show p ~ show r
show port-channel .

av>v R B

show port-channel R— b F ¥ RVARTZBIGEHRD, FEED/RT A—F v M

load-balance ST BNy VAR LIRS AL N— f VX —T =
S AL EBICRRENET,

show p ~ show r .



. show port-channel load-balance

show p ~ show r |

show port-channel load-balance

EtherChannel T, BEDKR—rFy b a— RKRXT U2 T3 A LEERTIHHEE,. F21E
BTREDNT A—H Ty MUBIRENTZA VN~ A X —T = ARFRTHEEE. FF
MEEXEC E— RTCTZa~vry FE AN LFET,

show port-channel channel_group_number load-balance [ hash-result { ip | ipv6 | mac | l4port |
mixed | vlan-only number } parameters ]

BXDEREA

AU RTIHIE

ATV R E—F

channel_group_number EtherChannel F ¥ % /L 7L —7FFK=% 1 ~ 48 OFFHTHEE L £,

hash-result (F7vay) BlEOO—RF RT3 7 7a) XAIAT LT-fE
oy a LB TBRIRENIZA LV NRR— A v X —T 2 AR FRLE
ﬁ—o

ip (AT ay) IPV4 Ty N NT A= ERELET,

ipv6 (A7 ay) IPv6 X7y b RXTGA—=HERELET,

l4port (FFvary) R=FXFy hRTA=FEFELET,

mac (A7 a) MACT RLA RNy h RFA—FHIBELET,

mixed (A7 ar) IPEFIEIPV6 85 A —Z DG bE R, R— FE-
X VLANID (HAWEZEDM ) & EbicfEELET,

INT R —H (AT vay) "ry ST A= BATIZL-oTRRAVET, &
EAIE ip DA, EETLIPT FLA, SEIP T FLA, 7713
VLANID (H25WIZENn 6 OMAEDLYE) ZHRETEET,

vlan-only (A7 ayv) Xy O VLANID 2f8E L £7,

T 7 4V h OEHEEIZH D FH AL

WDFEIZ, a~vr ReEANTEDLE—RERLET,

R
W=Ty bk | rSVRART |V T)L TILF
Lok
AVTFERL |VRT L
¥ #E EXEC o 5 o s o %S _ .

. show p ~ show r



I show p ~ show r

show port-channel load-balance .

avy RERE

FEREDHA K542

3l

Jy— EEAE
S

8A4(1) Zoa~r RFRBMENELE,

T 7V FTiE, ASAII R FOEETTBIUOSEHLIP 7 KL R (sre-dst-ip) (20~ T, A
VE—=T A ATONRTy hOR—RENRTUALET, TAITY XLEZERT HITIE,
port-channel load-balance 2~ > RSB L T 72 &0y,

ZOawy RTE, BEOO =R RT3y 7 7Aa) AAEFRRTE LT, hash-result
X—U—FREFEHTDHE, EBIT, FFEDONNTA—ZEEZLNTry ML TED A /N—A
VH—T 2 A APEREINDEDETANCTEET, ZOav 2 RTTFRAMNTEX501E, BED
n—RKNRNZo 7 T ALK LTET T, 72& 2, 7v3 Y X LD sre-dst-ip D
BEIT, IPva £7213IPVv6 DEETIP 7 FLABLIOSEEIP 7 FLAZ AN LET, BAED
TN ZAATHEHA I TWRWMEOB A AT Liza, Eo 051 s, 7uva
U RXACTEBIHEH SN TOWDEIRADNOENOIZT 74V "RESNET, T&xiE, 7
U X273 vlan-sre-ip D a, RO X DICAHLET,

show port-channel 1 load-balance hash-result ip source 10.1.1.1 vlan 5

WD X I AN LT=HA . vian-src-ip 7 /b3 Y AL TIEEETLIP 7 FL20.0.0.0 5 X O'VLAN
0 MEE S, AN LB ERE S E T

show port-channel 1 load-balance hash-result l4port source 90 destination 100

iz, show port-channel 1 load-balance =~ > RO 1l % 7~ L £,

ciscoasa# show port-channel 1 load-balance
EtherChannel Load-Balancing Configuration:
src-dst-ip
EtherChannel Load-Balancing Addresses UsedPer-Protocol:
Non-IP: Source XOR Destination MAC address
IPv4: Source XOR Destination IP address
IPv6: Source XOR Destination IP address

&Iz, showport-channel 1load-balancehash-result =2~ ROHESFIEZ R LET, 22
TlE, AN LFEARTG A—=FRBLEDOT LT Y R4 (sre-dst-ip) & —FH L TWVWET,

ciscoasa# show port-channel 1 load-balance hash-result ip source 10.1.1.1 destination
10.5.5.5

Would select GigabitEthernet2/1 based on algorithm src-dst-ip

&IZ, show port-channel 1load-balancehash-result =~ > FOHAFIZ R LET, T2

T, AJTLTeRT A= RBHEDOT VT Y X (sre-dst-ip) & —FH L TELT, Ny

a2 TR0 DEPEHESNET,

ciscoasa# show port-channel 1 load-balance hash-result l4port source 5
Would select GigabitEthernet3/2 of Port-channell based on algorithm src-dst-ip

show p ~ show r .



. show port-channel load-balance

show p ~ show r |

EEav> R

avy kR

Bl

channel-group

EtherChannel |24 ' Z —7 = A ZAZ B L £,

interface port-channel

EtherChannel Z3%E L £,

lacp max-bundle

F X XN TN—TTHERENDIT I T4 T A =Tz Af R
DR ERELET,

lacp port-priority

F X RN TN—TOYHA L H—T 2 A ADTITAF VT 4
FRELET,

lacp system-priority

LACP VAT A T I7AF VT 4 2R ELET,

port-channel load-balance

O—RKRF 7 T ALERELET,

port-channel min-bundle

R=F"F XY RNV AL E—=T 2 A ANT IT 4TI DBT2DIC
VB TIOTF 4T A E—T oA ZADOF/NHEIRELET,

show lacp

LACPIE®HR (77 4 v 7 #EHE®R., VAT LID, 1A /3—OD
R E) mEREANET,

show port-channel

EtherChannel {323, FEAZ 1TV~ —ERATRREINF
T, Z0avwrRiE, A=A — b F ¥ RrLOFERHERL
e

show port-channel
load-balance

R— b TF ¥ FVARDEIERD., FEED/ ST A —F v MZ
KTDHINY VAR IOBIRENZA L NN— A H—T =
A AL EBHITEREINET,

. show p ~ show r



I show p ~ show r

show power inline .

show power inline

POEA V2 —T =2 A ARFFOETNDYE, A 4 —7 = A ADEROKEEZFRRT HITIE,
Z—— EXEC &— K C show power inline =~ > RZHH L F9,

show power inline

)

B DEREA

AU R TIFIE

aAvU Rk E—F

(GE)  Firepower 1010 33 L T ASA 5505 TOAYAR— h S TWET,

Zoa=wy RIZEBIEELIZTF—TU—FiEH Y £ A,
T 7 4 v N OBEMERMEIZH W FH AL

ROEIZ, a2~ FEANTELHE—FarRmLET,

ARV KRE— | T7AT724—ILE—F XxaYFoarTFERE
N
=Ty K FSUART (VUL TILF
Lk
AVTXFRAN | VRTL
L « R o R . K — _
EXEC

avy FERE

Jy— EEAE
7S

72(1)  Zoawr RBEMEShE L,

9.13(1)  Firepower 1010 DY R— rRNBIME N E Lz,

FRLOHA KSAy PEA LT =T =2 A2 LT, IP 74 EITTVA VLR T 7R BRA 2 MR EDOEPR

3l

B WMBET DT N A LE T, Firepower 1010 D5, A —H % v b 1/73 L OV 1/8 T PoE+
ZHAR—FLTWET, ASAS5505 Tl A —H% x> F0/6FLTV0/7 TPoE A HA— KL T
i—a‘o

KIZ., Firepower 1010 <T@ show power inline =~ > FOHHHI 2R L ET,

ciscoasa# show power inline

Interface Power Class Current (mA) Voltage (V)
Ethernetl/1 n/a n/a n/a n/a
Ethernetl/2 n/a n/a n/a n/a
Ethernetl/3 n/a n/a n/a n/a
Ethernetl/4 n/a n/a n/a n/a

show p ~ show r .



. show power inline

Ethernetl/5
Ethernetl/6
Ethernetl/7
Ethernetl/8

n/a
n/a
On
On

show p ~ show r |

n/a n/a n/a
n/a n/a n/a
4 121.00 53.00
4 88.00 53.00

&IZ, ASA 5505 T show power inline =< > RO NHIZRLET,

ciscoasa# show power inline

Interface

Ethernet0/0
Ethernet0/1
Ethernet0/2
Ethernet0/3
Ethernet0/4
Ethernet0/5
Ethernet0/6
Ethernet0/7

Power

n/a
On
Ooff

Device

n/a
Cisco
n/a

FH1-112, 74—V RFOHHEZRLET,

% 1: show power inline D 7 4 —JL K

J4—ILFK SR BA

AV B =Tz AR ASA LDOFTRTOA v H—T oA ZAFm LET, PoE BNMEHTX

(Interface) WA H—T oA ABEHRET,

B S On 20 Off 1 &7/R LET, 73 ATEFEPBLETROVE A,
A LB =T 2 AT A ARG E El3A v F—T = A A9
¥ v FE T LTWAEA, HIZOfficen x4, A& —T A
A8 PoE ZH7R— h L TWARWEA, fEiXna T,

FNA A (ASA5505) HEINDTNA ADH A T TR LET, Cisco F/z
IZIEEE D WTNNTT, TS ANBMEIN TV WSS, EiTn/a
TI . TN ADKEEMN Cisco DA, T 4 A7 LA 11X Cisco &£
TRENFET, IEEE L. 7 /5 ZADO4EED 1IEEE 802 3af L CTH 5 =
LERLET,

75 R (Firepower 1010) #6t S TCWHT /XA AD PoE 7 7 A% FRr L E
R

it (mA) (Firepower 1010) L DEREZ R <L E T,

wE (V) (Firepower 1010) T OEEEZ R R L ET,

BEEav R avw vk Bl

clear configure
interface

AR —T oA ADAL T (X2l —arrd XTI U7 LET,

clear interface

showinterface 2~ > RO 2% 27 V7 LET,

. show p ~ show r



I show p ~ show r
show power inline .

avyk BL)]

interface AVE—T 2 A AEZREL, AV EZ—T 2 AT {Fal—3
VE—RERBLET,

power inline PoE Z BN E 713z LET,
show interface AUHE =T 2 ADFITREAT — X A LRiHE#RE R R LET,

R e



. show prefix-list

show p ~ show r |

show prefix-list

RESINTT VT 4 v 7 AY A MIETHEREFTT HICE, 2—PF—EXECE— FEIX
¥5HE EXEC &— R C show prefix-liss =~ > R&2H L £,

show prefix-list [ summary | detail ] [ policy list name [ seq sequence_number | network/length [
longer |first-match 111

BXDEREA

aAavY R TFI4ILE

AR E—F

policy_list_name (A7 ay) BESNERY — U R MCETAEREFERLET,

summary (AFvay) BREINZEBIEHERERZRLET,
detail (A7 ay) BRENZEKEHERE L7 4 v 7 2 V2 D

YR EFRRLET,

seq sequence_number (4L g V) HESNET LT 4 v A U R MNIEESNEY—4
VARERBHEOTSVL T 4y VA VA MDY NPT EERLET,

networkllengthflonger (47> a2) ZOxy FU—2 7 FLABEUR Y b AV E (B
| first-match] NENL) 2T S, HELEZT L7 4y 7 A VA RDTRTHOZY
FMIAZRRLET, Xy MU= vAZDRIIE0~32 T,

ROF—U—FzlBM+252&T, —BERHEEETEET,

« longer : 7€ S 7= network/length & —%3 %72, £721% (LR
ERIR) FRESNTEZT VT 4 v 7 AV A MDY N RTER
RLET,

« first-match : ¥57E S #17- network/length & —£3 %, fEEI N7~
VT 47 AV A MORNOTY MY 2RRLET,

TVT7 47 A YRRNDARHIZRE LRWEE, Z0a<y NIy XToF L7 4y 7 XY
ANEFRRLET, OF—U—RKEEDRWVEE, WAKIZT V7 4 v 7 AV A MDxT b
V2R ERINET,

ROFIZ, a~v FEANTEHEF—FarLET,

AXVFRFE— | T7AT7I24+—ILE—F XT3 TFR b
R
W=TFTyF | FSVRRT 1DV T)L JILF
LYk
AVFFRL | VRTL
==Y RS- Skt R
EXEC %7211
F¥HE EXEC

. show p ~ show r



I show p ~ show r

avy RERE

FEREDHA K542

1

Ji)— ZEEAR
A
92(1) Zoa~wr RRENERELE,

show prefix-list .

N—hr =y LRI —VRAMO—FHEHEL L TNV—TFT 4T TT VT 4T A YR NEMH

MALET,

Iz, show prefix-list =~ > RO AHIEZ R L F,

ciscoasa#

show prefix-list

prefix-list prefix 1: 1 entries
seq 1 permit 2.0.0.0/8

WRIZ, BRIENTZHD ORI ZRLET,

ciscoasa#

Prefix-list with the last deletion/insertion: prefix 1
prefix-list prefix 1: Description: FirstPrefixList
1, range entries: 0, sequences: 1 - 1,

count:

show prefix-list summary

WIZ, FEMZRE OB 2R L £,

ciscoasa#

Prefix-list with the last deletion/insertion: prefix 1
prefix-list prefix 1: Description: FirstPrefixList

1, range entries: 0, sequences: 1 - 1,
seq 1 permit 2.0.0.0/8 (hit count: 0, refcount:

count:

show prefix-list detail

avy |#HH
X
prefix-lig | 7L 7t v 7 2V 2 AR ELET,

show p ~ show r .



show p ~ show r |
. show priority-queue

show priority-queue

AVE—=T 2 A ADTTAF VT 4 F 2 — O E T2 ITHMEHEREZ R AT DIT1X, FikE EXEC
£ — KT show priority-queue =2~ > R&fH L £,

show priority-queue { config | statistics } [ interface name ]

BX DA config AN B—=T 2 A X TIFTAFYT 4 F2—DF 2—3F L TX-ring Dfl[R % FR
]\/i—a—o

interface name (47> a ) MR, EENA RZ 74—k F 2B LORBEY 2 — 0
RIOFMERRT o4 2 =7 = A ADARITERE L ET,

statistics NAPET 3= b Fa—BLOMRREY = —OMGEOFMEzRR L ET,

ATUR T IR A F =T oA AR EEW LTSGR, TRTOREFRHA F—7 = A RO TOREKE
X774 FY) T 4 Fa—fitHERPRRINET,

avY R E—F WDOFRIZ, a~<v REANTEDLE—FERLET,

AXVFRFE— | T7AT7I24+—ILE—F XaYF4aAVTFER R

k

L—Fv K FSURART |V TL JILF
LYk
AVTHFRE | VAT A

iHE EXEC o KHI o KHIE o KHiE o KHiE —
avwy RERE ))— ZEEAR

2

7.01) Zoo<r RRBMENELE,

i WIT. test LV ARTDA v H—T =4 ZADFEHEROFIZ T LES. —OHHT.
BE[I_A hT 74— b Fa—, LLQIFMEBIEF = —2FK L TWET,

ciscoasa# show priority-queue statistics test
Priority-Queue Statistics interface test
Queue Type BE

Packets Dropped 0

Packets Transmit
Packets Enqueued
Current Q Length
Max Q Length
Queue Type
Packets Dropped
Packets Transmit

O ot oo oo
=
0

. show p ~ show r



I show p ~ show r
show priority-queue .

Packets Enqueued = 0

Current Q Length = 0

Max Q Length =0

ciscoasa#

RIZ, BESNTVDETRTCOAL A =T 2 A ADTTAF VT 4 Fa—DOkEE
R LEERLET,

ciscoasa# show priority-queue config

Priority-Queue Config interface inside

current default range
queue-limit 0 2048 0 - 2048
tx-ring-limit 4294967295 511 3 - 511
Priority-Queue Config interface test

current default range
queue-limit 0 2048 0 - 2048
tx-ring-limit 4294967295 511 3 - 511
Priority-Queue Config interface outside

current default range
queue-limit 0 2048 0 - 2048
tx-ring-limit 4294967295 511 3 - 511
Priority-Queue Config interface bgmemberl

current default range
queue-limit 0 2048 0 - 2048
tx-ring-limit 4294967295 511 3 - 511
ciscoasa#

MEav R avw vk SiER

clear configure priority-queue BESINTA L E—T 2 AADLTTAF VT 4 Fa—
a7 4FXal—arEYIERLET,

clear priority-queue statistics TIAFT VT 4 Fa—DOitho o 22707 LET,

priority-queue AVBE—=T 2 ARITTAFTVT 4 Fa—A L TEHEL
EJ a8

show running-config priority-queue| 55 7= » % —7 = 4 ADBLED T F A 4 YU F 1 % 2 —
a7 4 Xal—arEFRRLET,

show p ~ show r .



. show processes

show processes

ASA ECHEHIEL TWA 7 rEADY A MERAT HIZIL, F7HE EXEC “E— R C show processes

o< REFEHRALET,

show p ~ show r |

show processes [ cpu-usage [ [ hon-zero ] [ sorted 1] [ cpu-hog | memory | internals ]

BX DA

AR R TFI4ILbE

cpu-hog

TR) OBEBLOGEMEZERLET,

CPUEEALTWA 7t R (CPU DKM 100 S VA BEZ TCWA 71

cpu-usage ik 5, 1 0. BEOS HHICKE T rEATHEM S CPU O/ 8=t~
TV rFRLET,

internals & 7o 2ORNEEEME R R LET,

memory £ utZADAEVEN Y TERRFLET,

non-zero (&) CPUANRIMAE n Tl nv A2 F R LET,
sorted (A7 ay) TateAo CPUMMANRIE Y — FLTHERLET,

FI7HIRT, ZOa<wr RIZASA TETENTWA T A2 E£RLET,

ATV RE—FK RORIZ, a~v FEANJTELE—REZRLET,

AV RE— | D747 D 4A—ILE—F ttXa)F4a0TFFR b

R

=Ty K FSUART (VUL <ILF
LYk
AVTERR [YRTL

¥iHE EXEC o %t S S — S
avy FEE J)— ZETEHNE

Z

7.01)  Zoawr RREMERELE,

70(4)  FUHA AMENEESN, 1 S UBLUNOBE TERIND LI LA,

72(1)  HWARWEEEN, CPUZEA L TWA 7o 2 LT, & HICHEMABmNFR

ENBLEHITHEDEL,
8.0(1)  cpu-usage ¥— VU — K BMENE LT,
92(1)  WHMBMIE i, CPU SAMRIERNEZRIND L O F Lz,

. show p ~ show r




I show p ~ show r

show processes .

FEEEDHA KSqy 7TotRE BEOGHLETE2LELETLEEA L Y RTT, RIZRT L HIZ, showprocesses

av s FEfd25E, ASA ETEITSNTWLHT7r® 2D Y X MRFRINET,

avw vk KRSINDT—4H |5

show processes PC A=A NG Ry

show processes Stack Pointer AH 7 IRA VH

show processes STATE 2Ly RFa—DF FL A,

show processes Runtime ALy KRB CPUZ o vl YA 7N HADNTE

TENTHAHEHE (RVE) . 7y s Tq

7 (10 2 VBORE) Tlii CPUZ v/ H
A7 (10 7/ BREORE) (ZES0W T

T 2D CPU RN & 522D EMEIZEI R T2
=, KL S VBUNTT,

show processes SBASE AR NR—A T KL A,

show processes Stack HEGEHTR O NI E RS v 7 DEFHA X,
show processes Tt A ALy ROMHRE,

show processes cpu-usage | MAXHOG K CPU HAFEITR (R UR)

show processes cpu-usage| NUMHOG CPU 5H FETH,

show processes cpu-usage| LASTHOG %D CPU HSHFETRH (R UB) .

show processes cpu-usage | PC CPU 5H 7 ut ADMmeSRA 4,

show processes cpu-usage | Traceback CPULEHF ot ADAH v/ kL—ZA, Traceback

WIIRRTI4 DT RLAZHRETEET,

show processesinternals | Invoked Calls A a—F N T at R EET LT,

show processesinternals | Giveups TaEANCPUZE Ry Y a— T G L [aEk,

show processes cpu-usage =~ > RZ 795 &, ASA £ T ASA @ CPU i L T\ 25 AlHE
DB DLFFED T AZKVIATLZ LN TEET, sorted 2~ FEB LW non-zero =+ >
N&fEf3 % &, show processescpu-usage 2~ RO I BIIH AX~ A A TEET,

A a—T LEFY~ Y —1T7T, showproccesses 1~ R4 2 [l CEITL, TDOHD
BRI LCTROZ 2B c&E £,

« CPU @ 100% D H4#.

ALy RDT U HALESEREFT UV ZALE S LA L THREINT-, ALY KT
FEHINTWS CPU D AA—E T —,

show p ~ show r .



show p ~ show r |

. show processes

1

ASAVE, Z< DBRBDHETALV Y REHATZH—O7reA L LTEBHLEST, Z0a~vF
OHINT, FEEIZ, ALy REfITAEVED Y CTLEEAEY 2R LET, TNHDOAL Y
Ri%, 7—% 72— X ASA OBIEICET 2 thOBIEIC B W CGEE L CEIET 5720, i
DALy RRAEY 7y 7 ZBLTWHHE, BIOA Ly RRZOT7ay 7 2504 THZ
ENRTEET, HODOEEOITIZIE, TRXTOAL Yy ROAFHDIT Y IREENET, Bl Y
TEZEEATY LOERZENT L LT, AV V=7 OAREMAZBHT 572010, ME—2
DOITEMRTEET,

Wiz, CPUDEAZENR P aClEanWr et A0 A NaF T A02 7 LET, 20
FITIX, ASA 5555 77 v N7 4 —L0, N7y MU LW D)phoay ha—i 7
L—y 7t RIZ22 950 DATAPATH ALy REFEHL TWET, ZOH I TIEE#R
DA SN TWET, DATAPATH A L v KO£ 5T
<thread-name>-<core-id>-<process-id> T¥, D728, show process DH 1/ 5, 2332
L2333 L) TutkRID #RL, HEaT0E 1 TETINTWD, 22007 —H
WNAALy RRHDHZ ENGNYET, ZRHOEENRE WSS, vV U OAME
BT D AR L T IEEn, 7o 2E VPNZFEITL TV AAIE, A7) v
FRUFRY T EIIT VPN B— AT v 7 aRE LTS IEE N,

ciscoasa# sh processes cpu-usage non-zero

Hardware: ASA5555

Cisco Adaptive Security Appliance Software Version 9.9(2)56
ASLR enabled, text region 7£83f20fe000-7£f83f65eabcc

PC Thread 5Sec 1Min 5Min Process
0x00007£83f49338b5 0x00002aaac9ead080 0.0% 0.2% 0.2% vpnfol thread_timer
0x00007£83£4722el18 0x00002aaac9eddbel 0.1% 0.0% 0.0% UserFromCert Thread
0x00007£83£4722e18 0x00002aaac9eae9el 0.7% 0.4% 0.4% Unicorn Proxy Thread
0x00007£83f465b6ec 0x00002aaac9ecelcO 0.4% 0.4% 0.4% Logger
0x00007£83£4272a53 0x00002aaac9ec3b00 0.1% 0.1% 0.1% Crypto CA
0x00007£83£2£97d£f9 0x00002aaac9ebcaal 0.2% 0.2% 0.2% CP Processing
0x00007£83£52277ed 0x00002aaac9ed1480 0.0% 0.1% 0.0% Checkheaps
0x00007£83£42c8c83 0x00002aaac9ec3760 0.1% 0.0% 0.0% CERT API
0x00007£83£347b722 0x00002aaac9eb7740 0.1% 0.1% 0.1% ARP Thread

- - 37.1% 36.8% 36.3% DATAPATH-0-2332

- - 37.2% 36.8% 36.3% DATAPATH-1-2333

WIZ. ASA FCEITENTWATREAD Y R M aFE T AHZ R LET,

ciscoasa# show processes

PC SP STATE Runtime SBASE Stack Process
Hsi 00102aa0 0a63f£288 0089b068 117460 0a63e2d4 3600/4096 arp timer
Lsi 00102aa0 0a6423b4 0089b068 10 0a64140c 3824/4096 FragDBGC
Hwe 004257c8 0Oa7cacd4 0082dfd8 0 0a7c9dlc 3972/4096 udp timer
Lwe 0011751a 0a7cc438 008eab5do 20 0a7cb474 3560/4096 dbgtrace
<--- More --->
- - - - 638515 - - scheduler
- - - - 2625389 - - total

WIZ, 7B EATHEASN TS CPUD R—t T —VEERRT HHZRLET,
ciscoasa# show proc cpu-usage non-zero

PC Thread 5Sec 1Min S5Min Process
0818af8e d482f92c 0.1% 0.1% 0.1% Dispatch Unit

. show p ~ show r



I show p ~ show r

08bael36 d48180f£0 0.1% 0.0% 0.2% ssh

KIZ, CPUZEALTWD 7 rt 20HB L OFEMERRT 202" LET,

ciscoasa# show processes cpu-hog

show processes .

Granular CPU hog detection currently running, started at 15:41:16 UTC Jan 6 2014.

Sample count: 10000 Threshold: 10ms

Granular CPU hog detection completed at 15:41:16 UTC Jan 6 2014.
Sample count: 10000 Threshold: 10ms

The remainder of the CPU hog traceback follows:

Process: DATAPATH-0-2042, NUMHOG: 430, MAXHOG: 22, LASTHOG: 2
LASTHOG At: 15:42:21 UTC Jan 6 2014

PC: 0x0000000000000000 (suspend)

Call stack: 0x000000000041c98c 0x000000000041cc99 0x000000000069b0£0
0x00000000013619%9af 0x000000000136cbbd 0x0000000001372203
0x00007ffffeab2f3a

Interrupt based hog #1

Hog #1, traceback #1, at: 15:41:16 UTC Jan 6 2014, hog 20 ms

PC: 0x0000000000eb61l6b

Call stack: 0x0000000001360281 0x00007ffffeaba5f0 0x0000000000ebcf71
0x0000000000ebc5ab 0x0000000000ebcble 0x0000000000e17410
0x0000000000el9ac4 0x0000000000e19e55 0x0000000000cab0b4
0x0000000001344419 0x000000000069b315 0x000000000069bee
0x000000000069b0a4 0x00000000013619af

Hog #1, traceback #2, at: 15:41:16 UTC Jan 6 2014, hog 21 ms

PC: 0x0000000000e8fc41l

Call stack: 0x0000000001360281 0x00007ffffeaba5f0 0x0000000000e17410
0x0000000000el9ac4 0x0000000000e19e55 0x0000000000cab0b4
0x0000000001344419 0x000000000069b315 0x000000000069bee
0x000000000069b0a4 0x00000000013619af 0x000000000136cbbd
0x0000000001372203 0x00007ffffeab2f3a

Interrupt based hog #2

Hog #2, traceback #1, at: 15:41:36 UTC Jan 6 2014, hog 9 ms

PC: 0x0000000000eb61l67

Call stack: 0x0000000001360281 0x00007ffffeaba5f0 0x0000000000ebcf71
0x0000000000ebcb5ab 0x0000000000ebcble 0x0000000000e17410
0x0000000000el9ac4 0x0000000000e19e55 0x0000000000cab0b4
0x0000000001344419 0x000000000069b315 0x000000000069bee
0x000000000069b0a4 0x00000000013619af

Interrupt based hog #3

Hog #3, traceback #1, at: 15:42:21 UTC Jan 6 2014, hog 2 ms

PC: 0x000000000068a223

Call stack: 0x0000000001360281 0x00007ffffeaba5f0 0x000000000069bbba
0x000000000069b0a4 0x00000000013619af 0x000000000136cbbd
0x0000000001372203 0x00007ffffeab2f3a

WIZ, F7 2D AEVEID L TEFIRT L0 RLET,

ciscoasa# show processes memory

Allocs Allocated Frees Freed Process
(bytes) (bytes)

23512 13471545 6 180 *System Main*
0000 lurx
2 8324 16 19488 vpnlb thread

WIT, F 7 ZAONEFEMEZRTT 502 L ET,

ciscoasa# show processes internals

show p ~ show r .



. show processes

Invoked Giveups Process
1 0 block diag
19108445 19108445 Dispatch Unit

1

NN

0

CF OIR

0 Reload Control Thread

o O O o

aaa
CMGR Server Process
CMGR Timer Process
dbgtrace

69 0 557mcfix
19108019 19108018 557poll

2

=R o e

0

o O O O Ul o

557statspoll

Chunk Manager

0 PIX Garbage Collector
route_process

IP Address Assign

QoS Support Module
Client Update Task

8973 8968 Checkheaps

6 0 Session Manager

237 235 uauth

(other lines deleted for brevity)

EEav> R = v

vk |EREA

show cpu | CPU i IR IE D2 For L £ 47,

. show p ~ show r

show p ~ show r |



I show p ~ show r
show ptp .

show ptp

SFEIERPTPHGHERE 7 v v 7 BEEHAEZ R T 2121, FFHEEXECE— REIT/m—
SNV a7 4Xalb—varyE—RKTshowptp 2~ K& LET,

show ptp { clock | internal-info | port [ interface-name ]}

)

GE) Zoza<=r RiE, CiscolSA3000 7 74 7 AZOHREA SN ET,

X DA clock PIP Vv 7 D7 T 4 kFErLET,

internal-info JK— NEAHFDOD T 2. PTP OWNERE#H A2 £ - LTS,

port PTPXHEDFT XRTDA v Z—T = A ADPTPHR— MEHREF R LET,

interface-name $§E XA v X —7 = A AD PTP K— MEBWEERZLET,

ATVERFIFILL T IANNOBECHEITH Y EHA,

avY R E—F WORKIL, a~v ReEANJTEHE—RE2RLET,

ARV KRE— | T7AT774—ILE—F XxaYFoaVTFERE

k

=Ty K FSUARART (VUL <ILF
LYk
AVTHERAR | VRTL

avwy KRB ))— ZEEAR

R

97(1) Zoa=r FAMBEMENE L,

GEEDHA RS« showptpport <> RIZA T v a DA v F—T =2 ZAID 2 @GHbHE, ZDL L H—T x4
ADR— MEBOANFRRINET,

show ptp clock | port | internal-info 2~ > NiZZ7e— )L 27 4 Fa2lb— a3 E—RTH
I ATRE T,

Bl WiZ. PTP 7/ 0y /7 FuRF 4 e FmT Bflan LET,

ciscoasa# show ptp clock
PTP CLOCK INFO

show p ~ show r .



. show ptp

PTP Device Type: Transparent Clock
Operation mode: One Step

Clock Identity: 0:8:2F:FF:FE:E8:43:81
Clock Domain: 0

Number of PTP ports: 4

show p ~ show r |

KT, PTP ¥ FT _RTOA v X —T = A AD PTP FB— rMEREF LT HHEZELE

D

ciscoasa# show ptp port
PTP PORT DATASET: GigabitEthernetl/1

Port identity: clock identity: 0:8:2F:

Port identity: port number: 1
PTP version: 2
Port state: Enabled
PTP PORT DATASET: GigabitEthernetl/2

Port identity: clock identity: 0:8:2F:

Port identity: port number: 2
PTP version: 2
Port state: Disabled
PTP PORT DATASET: GigabitEthernetl/3

Port identity: clock identity: 0:8:2F:

Port identity: port number: 3
PTP version: 2
Port state: Disabled
PTP PORT DATASET: GigabitEthernetl/4

Port identity: clock identity: 0:8:2F:

Port identity: port number: 4
PTP version: 2
Port state: Enabled

. show p ~ show r

FF:

FF:

FF:

FF:

FE:

FE:

FE:

FE:

E8

E8

E8

E8

:43:

:43:

:43:

:43:

81

81

81

81



I show p ~ show r
show quota management-session .

show quota management-session

BEOEMR Y v v a VOREHEREF R T 521X, FiHE EXEC & — K T show quota
management-session =~ > K& H L £,

show quota management-session [ ssh | telnet | http | usernameuser ]

X DERA ssh SSHE v avzZrLET,
telnet Telnet v > a v & RrLULET,
http HTTP v a &Rl ET,

usernameuser fEDL—H—Dt v a L ERRLET,

ATVRFIFILL T IANNOBECHEITH Y EH AL

aAvY R E—F WRDOFIZ, A~ REATITEDHE—RERLET,

aAY U RE— | 7747 D4A—ILE—F X1 FoarTFERR

k

L—Fv K FSURART |V TL <ILF
Lk
AVTHFRE | VAT A

it EXEC o K o KHiE o KHIE o KHIE —
avy FERE )— ZEERR

R

9.12) zZoawrRFiBEMEhELE,

9.12(1) zZom=~> K%, quotamanagement-session =~ > KNI T HF A KT LT +—
HaYR—bTBHLI o2, 2T A NNTOAFEHAARIZARAD FL
7=, ssh, telnet, http, F L WNusernamex—U— FNBMEE Lz, FrEic
E7r harZioty g VERRREND LR LT,

FEREDHA KSq4y ZOAXU NI 777478ty v a & 24 THICERRLET,

Bl Wic, BHEOWEL v > 2 v OFFHERE 27T 5% R LET,
ciscoasa# show quota management-session
#Sessions ConnectionType Username
1 SSH cisco
2 TELNET cisco
1 SSH ciscol

show p ~ show r .




. show quota management-session

show p ~ show r |

BEEav R av R

Bl

show running-config quota
management-session

By gy I —FOBEDEEETRLET,

guota management-session

T NA A TCRIFFIZESITC& 5 ASDM, SSH, BX W
Telnet v > a v OEHRELET,

. show p ~ show r



I show p ~ show r

show raid

B DEREA

AR TIAIE

ATV K E—F

show raid .

AT LDN— R RIF A TDRAID AT —Z AZBT AR A FRT HI2IE. FibE EXEC £—
RTshowraid =2~ REZHEHALET,

show raid
Zoa=wy RZIIBIEEZITF—U—RiIb ) A,
T 7 AV NOBEEIXH D FH A,

WDFEIZ, a~vr REANTELE—RERLET,

aAY YV RE— | D747 94— ILE—FK tXxaYF4aTFXFR b
K
L—TvF FSUARART (VT TILF
Lk
AVTFXAR |[YAT LA
i EXEC o it o It o It o It o FIt

avwy FERE

FEREDHA R4V

3l

J)— EERE
A

9.1(1) oz~ FAEMSHE LS,

9.17(1)  Cisco Secure Firewall 3100 ®H R — R 25BN E L E LTz,

—HEDON—= R =T ET L, 220OWNEIN— R KT 7% HR— K LET, 7=&xiE,. ASA
5545-X B L ON5555-X 1T K 22oD YV v RAT—hK RIATHHYAR—MLEF, 200D K7
A THEETHHEE, FRHD RT7A4 7L RAID-1 RETHIBMIC 7+ —~ v FE&hET, =
DIEEIL, T A& ) v— R 5 NCHEEINE T, RAID ZEICHT 2 FME KRR
AI21X, showraid =~ FEFEHTE E4,

)

G¥)

Ra<w R T—RAvb—URERENIBEERHY 7,

FNA ZDET VN RAID ZHAR— 1 LTWRWES. showraid 2~ REATT5 & L)

W DOFMIL, Cisco Secure Firewall 3100 O RAID IC3 5 22D SSD # R L TCTWET,

> show raid
Virtual Drive

ID: 1
Size (MB): 858306
Operability: operable

show p ~ show r .



. show raid

Presence:
Lifecycle:
Drive State:
Type:

Level:

Max Disks:
Meta Version:
Array State:
Sync Action:
Sync Completed:
Degraded:
Sync Speed:

RAID member Disk:

Device Name:

Disk State:

Disk Slot:

Read Errors:

Recovery Start:

Bad Blocks:

Unacknowledged Bad Blocks:

Device Name:

Disk State:

Disk Slot:

Read Errors:

Recovery Start:

Bad Blocks:

Unacknowledged Bad Blocks:

equipped
available
optimal
raid
raidl

2

1.0
active
idle
unknown
0

none

nvmeOnl
in-sync
1

0

none

nvmelnl
in-sync
2

0

none

show p ~ show r |

wDOFTFNL, RAID N 190 SSD 7 L TWET, disk2 IZ7EERT, RAID i

[degraded:] &FERINFET,

> show raid
Virtual Drive
ID:

Size (MB):
Operability:
Presence:
Lifecycle:
Drive State:
Type:

Level:

Max Disks:
Meta Version:
Array State:
Sync Action:
Sync Completed:
Degraded:
Sync Speed:

RAID member Disk:

Device Name:

Disk State:

Disk Slot:

Read Errors:

Recovery Start:

Bad Blocks:

Unacknowledged Bad Blocks:

. show p ~ show r

1

858306
degraded
equipped
available
degraded
raid
raidl

2

1.0
active
idle
unknown
1

none

nvmeOnl
in-sync
1

0

none



I show p ~ show r

show raid .

W, TIT 47T THREBTDON—F T A TTA AN D285 ASA T 731 A0,
State, Active Devices, 33 & " Working Devices DEATICEREINDHIEZ R L E T, F

7=, &BEOT—T VIR T LD

12, 2FH DT A A [removed] DIRFETH D Z &

HbHNRENET, 2FEV ., 2FBDO RITA 7T T o Tniehozh, F
I 2F/EEHDO R A TREBRICRDASI N THDEDONTINTT,

ciscoasa# show raid

/dev/mdo0:

Version :

Creation Time

Raid Level :

Array Size

Used Dev Size :
Raid Devices :
Total Devices :

Persistence :
Intent Bitmap :

Update Time
State

Active Devices :
Working Devices :

1.2

: Mon Mar 6 09:04:14 2017

raidl

: 124969216 (119.18 GiB 127.97 GB)
124969216 (119.18 GiB 127.97 GB)
2

1

Superblock is persistent
Internal

: Tue Mar 21 14:03:27 2017

: active, degraded

1

1

Failed Devices : 0
Spare Devices : 0
Name : ciscoasa:0 (local to host ciscoasa)
UUID : e8f90a6b:20433£38:e8b86378:6£d52057
Events : 454610
Number Major Minor RaidDevice State
0 8 0 0 active sync /dev/sda
1 0 0 1 removed

WDFRT, HIIDO T 4 — RIZHOWTEBR LET,

TJ4—ILF s EA

ID TLA ariR—x%2bDOID (B : /dev/imd0) .

Version Superblock (RAID A% 7—%) O74—~< v |,

Creation Time | Z = L /R—% > M AEE Sz B,

RAID L'~/ |RAID Ll RAIDI | — U U IRERTT,

Array Size TRTOAVKR—=RL FDOT /A ATHEMAFTRERGFRLER (N~ FE

AR XL

Used Dev Size

BT NA ZATHINARICHET DRLERORRE (31 b, FE A b A
NAR) o ZHUTERNDT AN ZAETNIN—T 4 v a VT koTRED F

To REWT AL ZNZFIREADANR=ZAD D L5803 H 0 £7,

RAID Devices

AT AR, BE BT LA DAL INTF IS

AL,

BEWRE LT A R GL5ER

Total Devices

il ATRE 7R RE T /N A A DL,

show p ~ show r .



. show raid

show p ~ show r |

J4—ILF s EA

Persistence Superblock 237 LA DFTRTD A L R—R 2 DT /S84 R EDNLEICE
TIAFEND Z L Frfelt Superblock (7 LA BMER S NTZEEDT 741 1)
1%, Superblock 237 LA DT _XRTH AL R—F> b T /34 A TREDNLEIC
HXAENDHZLEEWRLET, Z0O%,. RAID REIFEET 27 M HiHE
WA D Z ENTEET,

Update Time | 7" LA D AT — 4 ANEESNIBEA], AT — 4 ABEIE, TIT 47
b, BERENREGEENET,

N1 RAID OBHED AT —H A, FAIDAT —H AL, T LA BEEICEEL T

WaHEAIT active, T LA NT VT 4 7 THIRE T OEZ IALREIEN RN
A% clean 2R ENE T,

FRENDAREMED D AT —Z AT D &Y TT,

« resyncing, active : > A7 A0HT L <, BifE RAID H&E A AEEL L CUVVET,
MBS ORGSR 90 LA LD a 0350 £9, B THRERTH
71® Rebuild Status {T&HE L 77,

+ (clean F 721 active) , degraded, recovering : RAID ##1% 75 [E I A HE S
NFE L7

+ (clean £ 7= active) ,degraded : 1 DD/N—F RT7 4 7THEREL T\ E
Fh, BULTHDD, EERONE20DAONTINTY, 220 R
TA TEERATLHAE, BERTHWEN, R3S 0WRTA4 T
R ET,

+ (clean ¥ 721 active) , degraded, recovering : /~»— K RZ A 7 OEY fHiF
FIIARHBIC U AT A8 RAID WIS 2 FHEE L T E T,

Active Devices

T LA DHBIEDKRET A A0, TOT A ZTFERTHERE A,

Working
Devices

T LA OfEHARER: FEEDR) TN R0, SV, TIT 47T
NAALFDOT A,

Failed Devices

T VA DIEEDFLE LT A A,

Spare Devices

BAET LAIZHID YL THNTWD TIDOT SA ZADH, T LA DAL =3
RONBRWERIE, RAREMRARXT 2T 7T 47T A= LTT LA
WIS 2 BN H D £9, 2770, AT LANRT LA ~D AT OB
WCRRLTEGA. RIATHEART ELTYy—7 SNET,

UUID

128 £ h @ 16 EEHULH —E#AI7 (UUID) X7 LA @ Superblock (T4
ENTWET, ZOFFIL, 77U X LIAER S, RAID & —FIZZ 7 fHiF
THEDIHEHENET, T XTOa LV R—x%2 h FAAL ZANRZDID 24k
HLET

. show p ~ show r



I show p ~ show r
show raid .

J4—ILF ERBA

Event T L ADAR S B H, Superblock 28 T S5 7= ONTHE Sy S E T,

Componenttable | = > FR—F% > h T 4 A7 DFFIX0ONSIEEY £9, AV ¥ —FZITEF.
FNAABZA TG L, A F—=F L. TOITN—THNOEEDT A
AP ID TH, =& z2IEX,. Major8) 1L SCSIT 4 A2 &R LET,

RAID T A ADEKE AV R—3 2 b e, aVR—F bOBIED AT —H A
DYARNNZZIZRRINET, R T 4 A 71X, activesync IREEIZ 725
TWET,

show p ~ show r .



show p ~ show r |

. show reload

show reload
ASADY 0 — RDOAT—H A% FK T 51215, FitE EXEC £— K Tshowreoad =~ K& ff
ALET,

show reload

XD Ioawy RZEBIEELEF—TY—REH D THA,

ARV R FTI4INAL  T AN FOBERLEIZH Y A,

avY R E—R ROFIZ, A~ FEANTELE—FERLET,

ARVEE— |T7ATI74—ILE—F EXAYF4AVFER R
K
L=TvF |FSVART | DUT)L TILF
Lok
AVFER L | VRTL
av Y RER Jyy— FTERE
R

70(1) Zoawr R3BEMEShE L,

FRLEOHA KSqy ZOa~vy NIMER LEOTA R4 B H0 £H A,
#l WIZ, Ve—FR234 208, BEBOFRIORE (KD 128 (CAFrYa— 7 X
NCWaHlERLET,

ciscoasa# show reload

Reload scheduled for 00:00:00 PDT Sat April 20 (in 12 hours and 12 minutes)

BEEav R avy |&#BA
N

reload |=o 74Xl —TardV 77— BV ue—RLET,

. show p ~ show r




I show p ~ show r

show resource allocation .

show resource allocation

FTRTCDITTALTTARAUNR—IZETEZN ST V—RTLIZ) V—RE) Y TEERT HIZ
X, %#E EXEC *&=— R T show resourceallocation =~ > RZFEH L E£7,

show resource allocation [ detail ]

BX DA

aAvU R TFI4ILE

aAvU R E—F

deal SEhntEHAE FR LET,

77 4V FOBEREIZH D EE A,

ROKIZ, a~ R ANNTELHE—FaRLET,

ARVKEE— |T7A47 04— ILE—F X2V T4a2TFRE
k
L—=T9E | FSVART | SUTL <ILF
Lok
AVTHFARAL | VAT LA
FikE EXEC o KF . 5 — . S R

avy RERE

EREDAARZA

3l

JU— EERR

72(1) Zoa~wr RRBRERE L,

9.0(1)  #HMY Y —RA 7T Zroutes WERSNE LT, ZHUE, 32T FAFTONL—
T4 T—=TN 2 N ORKREERTET H2DTT,

H LW Y —R XA 7 vpnother & vpn burst other 23MER 41 E L7z, Ziud, &=
YTFHRARNTOYA Y —HA F VPN b RLDRREARET H72DTT,

Zoawy R, VY —REDEBCERRLETH, BRIERHEINTNDY Y —RFFRRL
FtA, EEOY Y —AERRNEZFRRT HI21E, showresourceusage =~ > RZfEH L £
—§—O

&Iz, show resourceallocation =~ > ROHNBIZ R LET, T4 AT LA, &
U Y —2ZOEFEID Y THED, HoHEB L OEARIEER S AT L U Y —AD/R—F
FT=UL L THERENET,

ciscoasa# show resource allocation

Resource Total % of Avail
Conns [rate] 35000 N/A
Inspects [rate] 35000 N/A
Syslogs [rate] 10500 N/A
Conns 305000 30.50%

show p ~ show r .



3l

show resource allocation

show p ~ show r |

Hosts 78842 N/A
SSH 35 35.00%
Telnet 35 35.00%
Routes 25000 0.00%
Xlates 91749 N/A
Other VPN Sessions 20 2.66%
Other VPN Burst 20 2.66%
All unlimited

#1212, &7 41—V FOGHAEZRLET,

% 2:show resource allocation D 7 4« —)L K

74—
K

Bl

Resource

HIRZHRTZEDTE R Y V— 2D,

Total

TRTOALTFARNTEVYTOHND Y Y —ADKRE, ZOKEIT, [FREAE
AVABVRAEIZNHTZ0 DA AL ADHRIE T, 7T AEFZET/N—
YU T—UEREE LA, ASAIZZDFRROIEDI I A—t T — P A
L ET,

% of Avail

ERATE AT, T _COa s THFARTED LR TENDIIAT LY Y —2HA
BEON—t L F—T, UV — RV AT AEIEN2WES . ZOH T AITIEN/A
LERRENET,

Iz, show resourceallocation detail =~ > FOH /%4~ LE T,

ciscoasa# show resource allocation detail
Resource Origin:

A Value was derived from the resource 'all'
C Value set in the definition of this class
D Value set in default class
Resource Class Mmbrs Origin Limit Total Total %
Conns [rate] default all CA unlimited
gold 1 C 34000 34000 N/A
silver 1 CA 17000 17000 N/A
bronze 0 CA 8500
All Contexts: 3 51000 N/A
Inspects [rate] default all CA unlimited
gold 1 DA unlimited
silver 1 CA 10000 10000 N/A
bronze 0 CA 5000
All Contexts: 3 10000 N/A
Syslogs [rate] default all CA unlimited
gold 1 C 6000 6000 N/A
silver 1 CA 3000 3000 N/A
bronze 0 CA 1500
All Contexts: 3 9000 N/A
Conns default all CA unlimited
gold 1 C 200000 200000 20.00%
silver 1 CA 100000 100000 10.00%
bronze 0 CA 50000
All Contexts: 3 300000 30.00%
Hosts default all CA unlimited

. show p ~ show r



I show p ~ show r

show resource allocation .

gold 1 DA unlimited

silver 1 CA 26214 26214 N/A

bronze 0 (09: 13107

All Contexts: 3 26214 N/A
SSH default all C 5

gold 1 D 5 5. 3

silver 1 CA 10 10 10.00%

bronze 0 [09: 5

All Contexts: 3 20 20.00%
Telnet default all C 5

gold 1 D 5 5 5.00%

silver 1 CA 10 10 10.00%

bronze 0 [09: 5

All Contexts: 3 20 20.00%
Routes default all C unlimited N/A

gold 1 D unlimited 5 N/A

silver 1 CA 10 10 N/A

bronze 0 CA 5 N/A

All Contexts: 3 20 N/A
Xlates default all CA unlimited

gold 1 DA unlimited

silver 1 CA 23040 23040 N/A

bronze 0 [07: 11520

All Contexts: 3 23040 N/A
mac-addresses default all C 65535

gold 1 D 65535 65535 100.00%

silver 1 CA 6553 6553 9.99%

bronze 0 [07: 3276

All Contexts: 3 137623 209.99%
#1312, £7 4 — /L ROBHERLET,

% 3:show resource allocation detail D 7 4« —)L K

74—
K

Bl

Resource

HIRZHRTZEDTE R Y V— 2D,

77 A

TI7AINVN T T AEE, K7 T ADLHEI,

TRTOALVTHXARNT 4 —)L R, TXTOY T AR TOETHENFE RS
nEJ,

Mmbrs

FKT T AZEID L THEND TR A MO,

Origin

U YV —AHIRDARK T, EIZKRD LB TT,
A: ZOHIBEEL DY) V—2E LTTHEHRL, alA 7> a AL T
ﬁi_’l/\gzjqo
C: ZOHfIRIZA v/ XN— 7 T AMBERINET,

eD: ZOHIRIFA L N—F TATIIERINTZOTIERL, T 74NV T T
AMBAERINE L, T74V0 87 TAZED UM THNZa L THFA D
]ﬁ[:]\ 'fﬁi ’—DJ ij£< FCJ \—ff@i’?‘*o

ASA Tix, ICJ 721 D] % TA] ITHABEDLELZ ENTEET,

show p ~ show r .



. show resource allocation

show p ~ show r |

J4—)L |E%EA

g

Limit ATHRARNITEDOY VAR GExEE L) , ZTRAERTN—kUT—
CERE LA, ASAIXZORROTEDIZ N~ T — D h o i A L%
R

Total JTGANDTRXRTOALTHFARNMIDODIEZsTEHYVYTENTWD Y Y —2ADEE
B, Zo¥EIT, FRBES LV AZRAERIZIRHTZY OA v AH v ZADH%T
BTYT, U Y—2ARNERBOBRES, Z0FRIFTZEATT,

% of Avail | TEHHE, 7T ANDTRTOIUTHA MIbloTEHV Y ToRD Y
AT HY )= ADOEFEONR—v T =T, VY —AREHIBOEE, ZDOFER
ITZEH T, U Y =RV AT AHIRRRWES, 2087 AIIN/A LFRE
nEd,

BEEav R av R SR AA

class VY —2 75 2A5ERLET,

context X274 2 TR NEBMLET,

limit-resource 7 ADY ) —AHREFHELET,

show resource HIREZRETEDLY V—AZATHFRLET,

types

show resource ASA DV Y —AERRNEFR R LET,

usage

. show p ~ show r



I show p ~ show r

show resource types

ASA DMEFLRILOBIIRIRIZLTWE Y V—R & A FhFErT 5204, Fitk EXEC £E— R T

B DEREA

AR TIAIE

ATV K E—F

show resourcetypes =~ > K& H L F9°,

show resource types

show resource types .

ZOavwy FIESIBEELITF—TV—RNEIH Y A,

T 74N FOBERERSH D EH A,

WDFEIZ, a~vr REANTELE—RERLET,

ARV RE— | T7AT7 24— ILE—F EXa2UTAaVTHRRE
K
L—TvF ESUART (VUL TILF
Lk
AVTFXAR |[YAT LA
i EXEC o it o It o It o It o FIt

avwy FERE

3l

J— ZEEAR

2

70(1) Zoom<wr RRBMERE L,

72(1)  Zoawr RiE, aryTFARNIECEHTEBMO) V=2 XA TEFRT D
EolERENE LI,

9.0(1)  FHLY Y —R 7T X routes BERLINE LTz, ZHiE, #2320 7TFX M TONL—

FUTTF—T N 2 N DR KRB EERETH-DTT,

H LW Y —R XA 7 yvpnother & vpnburstother NER S E L7z, Tk, &=
VTHXRARNTOYA MY —HA F VPN b RV DFERBAEFRET HT2HTT,

iz, VY =R ZATDHZRLET,

ciscoasa# show resource types
Rate limited resource types:

Conns Connections/sec
Inspects Inspects/sec
Syslogs Syslogs/sec
Absolute limit types:
Conns Connections
Hosts Hosts
Mac-addresses MAC Address table entries
ASDM ASDM Connections
SSH SSH Sessions

Telnet Telnet Sessions

show p ~ show r .



show p ~ show r |

. show resource types

Xlates XLATE Objects
Routes Routing Table Entries
Other-vpn Other VPN licenses
Other-vpn-burst Allowable burst for Other VPN licenses
All All Resources
BEav R avw YR EBA
clear resource U Y — 2 IR OREEHE®RE 7 VT LET,
usage
context X274 arTRANEBMLET,
show resource ASA D) YV —AEAPRIEZFR L ET,
usage

. show p ~ show r



I show p ~ show r

show resource usage .

show resource usage

FlF~v LT E— RO THFA MDY Y —AEARNEFRT HI121E, FHEEXECE— R
T showresourceusage 2~ K& L7,

show resource usage [ context context name | top n|all | summary | system | detail ] [ resource
{[ rate] resource name | all } ][ counter counter_name [ count_threshold ] ]

(=340

BLl]

context (wTF E— ROR) FEHEREETTIa0T7FFR NOLRITEEELE
context_name 4~ FRCoarFF A NERRICTHICE. al ZHEELET. ASA L.
ZarTHXA MDY =AM E - ERRLET,

count_threshold #/r32 Y v —2DifEHEZZELET, T 74V ME1TT, JY—2
OEERRIL Z 2 TRIET D% Flalo TWaEE, £0 U Y —RA3FR
SNFERHA, BT LT Al ZHEE L7%4E . count_threshold 1L BLE D
FRPUCEH S E T,
GE) TRCOY YV —A%F/RT HIZIE, count_threshold 2 0 [ZFEE
LET,

counter WDTT B AT DEFRRLET,

counter_name )
scurrent : U Y —ADT I T 4 TREIFREAS VAR A, F7213Y
V—ZADHEOL— N EERLET,

speak E— 27 BEED YU V—ADRIEBEA AL U AEK, FITE—T RO
VY —20Lb— ha2FRLET, 25T, HEHERD clear resource
usage 2~ REIET AL AD Y 7 — Mo THR%IZZ VT ST

RESOFHAI SN E T,
edenied : Limit FIICEREIND Y V—AHIREZBZ - DICERE SN
ALVAR L ADEEFRRLET,

cadl : (FT7HNE) TRTOMEHMERER R LET,

detail BERTXRWY VYV —2ZEHT_RTOY V—2D ) J— 2 kA TR L
F9, & 2E. TCPIATZEORE X RTEET,

show p ~ show r .



show p ~ show r |
. show resource usage

resource [rate KpEd U Y —ADMARNEZRRLET, TXTOY V=R &2 RICTT DI

] .oal (F7AMR) EEELET, VY —AOMBARIERRT BT,

reSOurce_Name  rate -5 L %3, rate CHE SN DY Y —R|ZIE, conns, inspects. 35
KW sydogs BHV EF, 6DV Y —RAOFEERET AL, rate
X—U—RERETHHLENRDHY £7, conns U YV — AL, [ARFER & LT
bHEINET, 1B OERERRT2ITIE, rate ¥—UV— RDOH%E
EHLET,

Uy —21201%, ROZA THRH Y E7°,
easdm : ASDM B ¥ v 3

sconns : fEED 2 ODOKRA MEO TCP £7-1X UDP ki (1 2DOFRA k&
OB AR A N EDBOBER &)

sinspects : 7V —va L A LV ART g,
s hosts : ASA fXHI CHEEATHE/R AR A K,

e mac-addresses : T LU AT LV N 77 AT U —/)LE— FTIL,
MAC 7 RV AT —7 A THAIEND MAC 7 KL 2%,

sroutes— : NV—T 4T T—T ) T,

essh : SSHEv T3y

esyslogs @ VAT AT A vE—,

etelnet : Telnet B 3 >

e (¥ATFE—RDAH) VPNOther : A ] VPN E v > =

e (wVFE—FDAH) VPNBurst Other : %1 ] VPN X—Z bt v
>va v,

o xlates : NAT Z5#i,

summary (L FET—FDH) TRTOarTXF 2 MORBEMHRREZFRLET,

system (FAVTFE—FOR) TRTOALTHFAFORFEMRILEZTLES,
72720, ary T XA MOSEFIBME CIER VAT LD Y Y — A H|RE A FE
FLET,

top n (L FT—FDOR) BELEY VY —2D FAiin ADZ—HF—D a7 F A

FeRRLET, ZOF 7T a3 Tidk, resource al TiEe<, U Y—AD
A | SEEETHHLERH Y T,

ARUERFIANAL TATFACTIRARE-RTIE, 7740 barTx A MTal T, $TOarTFA b
DY Y —=AERRIREREINET, VTNV E— ROBFAE, 2T FA MMITER S, H
J1Ci Teontext] % [System] & L THRRINET,

. show p ~ show r



I show p ~ show r

AR E—F

show resource usage .

TN EDY Y —=241%, al T, TXTOV Y —RZATRERINET,
TI7ANNOI T EAE, al T, TXTOMHERNFTRRINET,
FIFNIDOH T R LEVEIL 1 TY,

ROEIZ, a2~ FEANTEHE—FarLET,

OV RE— | D747 74— ILE—F XayF4arTFERE
K
=Ty k | FSVART |SVTL RILF
LY bk
AVTHFRAR [ VRATL

avy FERE

3l

Jy— EERE

R

7.01)  Zoawr RBEMEhELE,

721 ArTRALILICY Y —AEZHIRTE S0, Zoa~vy FTRIET SN Y
Y ABBRENET,

9.0(1)  HHY Y —R 7T Aroutes BMERLEINE LTz, Ziut, £ TFA K TOL—
TAT TN N ORERRBEERET DD TT,
H LW Y —R XA 7 ypnother & vpnburstother NER S E L7, Zhid, &=
YT HEARTOYA MY —H A b VPN b RO KA R ET 5720 TT,

KIZ. showresourceusagecontext ==~ > RO B EZ/RLEJ, Z 2 Tk, admin =

YTHRAIDY Y =AFEARNERTT 5012 m L TWET,

ciscoasa# show resource usage context admin

Resource Current Peak Limit Denied Context

Telnet 1 1 5 0 admin

Conns 44 55 N/A 0 admin

Hosts 45 56 N/A 0 admin

I, showresourceusagesummary =~ RO HFIZRLET, 22 TiE, T
TOary7FAPETXTOY YV =2AD Y Y —=2EIR 2 TR T 5612 R L T E
To TITIE, 6 2T FAMOHIRENRF RS TVET,

ciscoasa# show resource usage summary

Resource Current Peak
Syslogs [ratel] 1743 2132
Conns 584 763
Xlates 8526 8966
Hosts 254 254
Conns [rate] 270 535
Inspects [rate] 270 535
Other VPN Sessions 0 10

Limit
12000 (U)
100000 (S)
93400
262144
42200
100000 (S)
10

Denied Context
0 Summary

0 Summary

0 Summary

0 Summary

1704 Summary

0 Summary

740 Summary

show p ~ show r .



. show resource usage

Other VPN Burst 0

S = System: Combined context limits exceed the system limit;

10

10

730 Summary
U = Some contexts are unlimited and are not included in the total.

show p ~ show r |

the system limit is shown.

KIZ, showresourceusagesystem 1~ > RO B EZ R LET, Z 2Tk, 93CO
ATHRALOY Y —ZEARAPFERENETH, AEO 37 % R MlRE T
AT AHIRER R R SN TWET,

ciscoasa# show resource usage system

Resource Current
Telnet 3
SSH 5
Conns 40
Hosts 44

Peak
5

7

55
56

Limit
100
100
N/A
N/A

Denied Context
0 System
0 System
0 System
0 System

&IZ., show resourceusagedetail counter all 0 =< > KOH WFIZ R LET, ZDa<
VRIE, 2= -REHTE LY YR TRL, TRTOY V—RERRLET,

ciscoasa# show resource usage detail counter all 0

Resource Current
memory 1012028
chunk:aaa 0
chunk:aaa queue

chunk:acct

chunk:channels 2
chunk:CIFS

chunk:conn

chunk:crypto-conn
chunk:dbgtrace
chunk:dhcpd-radix
chunk:dhcp-relay-r
chunk:dhcp-lease-s
chunk:dnat

chunk:ether

chunk:est

o

ol eoleoNoNoNoN S e el o)

Telnet
SSH
ASDM
Syslogs
aaa rate
url filter rate
Conns

Xlates

tcp conns

Hosts

Other VPN Sessions
Other VPN Burst
udp conns
smtp-fixups

Conns [rate]
establisheds

pps

syslog rate

bps

Fixups [rate]

non tcp/udp conns
tcp-intercepts
globals
np-statics
statics

[rate]

O O OO OO OO ODODODOOOOONOOH OOOOLRr o

. show p ~ show r

Peak
1538428
0

(=]

O O OO OO NOO O wWwOo

=
OO0 00000000 JOODODOWOOONO O ®EKERH O

Limit
unlimited
unlimited
unlimited
unlimited
unlimited
unlimited
unlimited
unlimited
unlimited
unlimited
unlimited
unlimited
unlimited
unlimited
unlimited

5

5

5
unlimited
unlimited
unlimited
unlimited
unlimited
unlimited
unlimited
750

750
unlimited
unlimited
unlimited
unlimited
unlimited
unlimited
unlimited
unlimited
unlimited
unlimited
unlimited
unlimited
unlimited

Denied

O O O OO OO0 0O0O0oOoooo

~
w
O O O OO OO OoOoOoo oo

o O

O O O O OO 0OoOoo oo

Conte
admin
admin
admin
admin
admin
admin
admin
admin
admin
admin
admin
admin
admin
admin
admin

admin
admin
admin
admin
admin
admin
admin
admin
admin
admin
admin
admin
admin
admin
admin
admin
admin
admin
admin
admin
admin
admin
admin
admin
admin

xt



I show p ~ show r
show resource usage .

nats 0 0 unlimited 0 admin
ace-rules 0 0 N/A 0 admin
aaa-user-aces 0 0 N/A 0 admin
filter-rules 0 0 N/A 0 admin
est-rules 0 0 N/A 0 admin
aaa-rules 0 0 N/A 0 admin
console-access-rul 0 0 N/A 0 admin
policy-nat-rules 0 0 N/A 0 admin
fixup-rules 0 0 N/A 0 admin
aaa-uxlates 0 0 unlimited 0 admin
CP-Traffic:IP 0 0 unlimited 0 admin
CP-Traffic:ARP 0 0 unlimited 0 admin
CP-Traffic:Fixup 0 0 unlimited 0 admin
CP-Traffic:NPCP 0 0 unlimited 0 admin
CP-Traffic:Unknown 0 0 unlimited 0 admin
MEa<v R avw kR &R
class UY—R 77 AEMERLET,

clear resourceusage | J v — A LR OFEHEHRE 7 UV T LET,

context tXaUT5 4 arTFRANEBMLET,

limit-resource T ADY) ) —AHIBEHRTE LET,

show resourcetypes | vV —z2 X4 DY X "N&FERLET,

R



show p ~ show r |

. show rest-api agent

show rest-api agent

RESTAPI =— 3 = ¥ FRBUEA R—T W72 5 TN BN E I A AT A121%. B EXEC
& — K C show rest-api agent =~ > R&fiH L ET,

show rest-api agent

)

GE) zZoa<r FiE. ASARE OTRTHON—T g2 ASAS585-X. B LT _TD ASA 5500-X
T U — X (ASA 5506-X & ASA 5508-X #[&<) OTFT A ATHR—bFEINET,

XD A Zoawy RIS ELIIF—TU—FIEH Y 8 A,

ARV R FI4NAL  T AN FOBEREIZH Y EH A,

aAavYRE—FK ROFIZ, a~ R AN TELE—RERLET,

K
W=Ty bk | FSVRART | OUTL 2 ILF
LYk
QUFERE [VRTA
¥#HE EXEC o s o %G o s . .
avy FER Jyy— ZFTEAE
A

9.3(2) Zoavwy RBBNEhE LK,

ZDa< R, RESTAPI =— Y =¥ "BBUEAS F—T IR o> TWDNE D DBl 5

FEREODHA KM
TOIEHRLET,

1 ZOfiliL, RESTAPI = — =¥ hA F—T 25> TNS = L %R LTOET,

ciscoasa(config) # show rest-api agent
REST API agent is currently enabled.

TV MR T 4 =T RS TV DAGEEICFR RIS A v E—Ui%, [REST
API agent is currently disabled. | T,

. show p ~ show r



I show p ~ show r

show rest-api agent .

EEav> R

avw vk |ERBE

rest-api RESTAPI R r— V% WER L CA VA b= LE9d, RESTAPI=— = b
A R—T I LET,

show RESTAPI =— =2 WA R —T NI o CWBIGE, TDONR—T g VESN

version show version H A& £,

show p ~ show r .



show p ~ show r |
. show rip database

show rip database

RIP hAR B VT —H R—=Z M SN TN DR Z R AT HI2IE, 5 EXEC E— KT show
rip database =~ > R&@# A L £7,

show rip database [ ip_addr [ mask ] ]

BX DN padd  ({LE) HELERXyY hU—2 T KL AOERL— b EHIRLET,

mask (L) A7 a DXy NU—Z T RLADORYy NI —27 v A7 5REELET,

ATVERFIFILL T IANNOBECHEITH Y EH AL

avv Rk E—F ROFIZ, 2~ FEANTELHE—RFRERLET,

ARV EE— |TF7AT 94 —ILE—F £XaYyF4aUTERE

K

=Ty F FSUARART (V0T L TILF
Lok
AVTEFRE | VARTLA

¥iHE EXEC o S — . R - —
avy FER Jy— FTEARAR

R

72(1) Zoo<r RRBMENE LA,

FEREDHA K54 RIPIV—TF 1 ZBE#ED show =+ FiE, ASA L CTH#E EXEC E— FCETE £7, RIP
BhED show =~ FEM T 25 8ICRIPA 7 4 Falb—ary E—FTHOILEIHY
EEA,

RIP7—#_X—RZERP Z@B LU THFE SN — PRI RTEENET, ZOT7T—FX—2
WCRRESNDNV— MIN—T 4 7 T—=TMIMT L ERRENET L, V=T 4 T T—
TININ—T 4 7 7a halTF—E =2 bLEEFAT 5 FEICONTIE, [CiscoSecurity
Appliance Command Line Configuration Guide] #Z M L C< 72X\,

#l Yic.. show rip database =~ > KoM A fil % & L E T,

ciscoasa# show rip database

10.0.0.0/8 auto-summary

10.11.11.0/24 directly connected, GigabitEthernet0/2
10.1.0.0/8 auto-summary

10.11.0.0/16 int-summary

10.11.10.0/24 directly connected, GigabitEthernet0/3
192.168.1.1/24

[2] via 10.11.10.5, 00:00:14, GigabitEthernet0/3

. show p ~ show r



I show p ~ show r
show rip database .

WIZ, Xy NT—=I T KL R~ A7 Z45E L=, showrip database =~ > KD )
BlzERLET,

Router# show rip database 172.19.86.0 255.255.255.0
172.19.86.0/24
[1] via 172.19.67.38, 00:00:25, GigabitEthernet0/2
[2] via 172.19.70.36, 00:00:14, GigabitEthernet0/3

BEa<2 R avy |ERBA
K
router |RIP/L—7 1 v 7 kA F—TMI L, B VRIPIV—T 4 V7 NT A— 5 &k
rlp Hﬂiﬂbiﬁ_o

show p ~ show r .



show p ~ show r |
. show rollback-status

show rollback-status

Cisco Security Manager 73 &2 — /L 3w 7 B3R % ASA [Zi%{53 5 &, Cisco Security Manager 7> 5
ASA ~DEHEER N By hShE T, m—nA Ny 7 ¥a 7O % Cisco Security Manager
WCEHETHZ LIXTE EH A, showrollback-status Zf#H L T, ASA #2795 & X|Z Cisco
Security Manager [Z R —/L/Ny 7 3 T DAT—H AR RLET,

show rollback-status [ context_name ]

XN contet name o — LNy 7 Vg IR ENDS T HF A FOLET, YV E— ROBEA.
CHREA SN ER AL

ATVERFIFILL T IANNOBECHEIZH Y EH A,

avY KR E—F WOFRIZ, a~wr REANTELE—RERLET,

AXVFRFE— | T7AT7I24+—ILE—F XaYyF4aAVTFER R

K

L—Tv F FSUART (V)L JILF
LYk
AVTHFRM (VAT A

BXIE o XIS o XIS o XHI o XHI o XHI
avy RERE )1)— ZEERR

R

9.6(3) Zoo~rRREAINELRL

FEREDHA K54 > showrollback-status #fEH LT, m—A Ny 7P a T ORAT—F A BlAREZ], & TR, B
rFe—n RNy 7 g TRBERAENTND AL THA M EERRLET,

Bl WIZ, TN E— RTANENETRTOIVTFA DT — LN T AT —H A
EFRRTHHERLET,

1. Cisco Security Manager 7> & D 12—/ L N 7 HURINZAE S VA HTEL, IROKREETT,

ciscoasa(config)# sh rollback-status

Status : None

Start Time : N/A

End Time : N/A

2.ASA TIRHID B — Ny JEREZET DL, Va TBRETTLHHNIE. IROKIET
—é—O

ciscoasa(config)# sh rollback-status

. show p ~ show r



I show p ~ show r

show rollback-status .

Status : In Progress
Start Time : 13:00:12 UTC May 11 2017
End Time : N/A

=Ny VaTNET LiEE &L, ROINETT,

ciscoasa(config)# sh rollback-status

Status : Succeeded
Start Time : 13:00:12 UTC May 11 2017
End Time : 13:00:14 UTC May 11 2017

40— RNy IR LESE, MAOIRKRO L 91220 £,

ciscoasa(cfg-cluster)# sh rollback-status

Status : Failed
Start Time : 13:25:49 UTC May 11 2017
End Time : 13:25:55 UTC May 11 2017

5. a— /LNy IREKHL, AZ— KT v a7 4F¥al—a ilR@Z5beE, (koOtR
ETT,

ciscoasa(cfg-cluster)# sh rollback-status

Status : Reverted ( Roll back failed, startup config applied
Start Time : 13:25:49 UTC May 11 2017
End Time : 13:25:55 UTC May 11 2017

WOHNE, ~/LFE— R Tsystem/admin 27 F A OB AT SNz — Ny 7 R
T—H AERLTWVET,

1 o—/LXy 7 % ASA IZJEBT 2ETIL. koIREETT,

ciscoasa(config)# sh rollback-status
Context Name: system

Status : None
Start Time : N/A
End Time : N/A
Context Name: admin
Status : None
Start Time : N/A
End Time : N/A
Context Name: ctxl
Status : None
Start Time : N/A
End Time : N/A
Context Name: ctx2
Status : None
Start Time : N/A
End Time : N/A

2. VAT L Ar7T XA MO — by 7 PR SRR TR, IROKETT,

ciscoasa(config)# sh rollback-status
Context Name: system

Status : In Progress

Start Time : 16:55:35 UTC May 11 2017
End Time : N/A

Context Name: admin

Status : None

Start Time : N/A

End Time : N/A

show p ~ show r .



. show rollback-status

Context Name:
Status

Start Time
End Time
Context Name:
Status

Start Time
End Time

3.UVATAALTIRARNDO— LNy 7 NET LTS T

ctxl
None
N/A
N/A
ctx2
None
N/A
N/A

ciscoasa(config)# sh rollback-status

Context Name:
Status

Start Time
End Time
Context Name:
Status

Start Time
End Time
Context Name:
Status

Start Time
End Time
Context Name:
Status

Start Time
End Time

4. 2= RTary7TH A MPBEEINTWDLEAEZ. KO

system

Succeeded

19:52:25 UTC May 11 2017
19:52:34 UTC May 11 2017
admin

Succeeded

19:55:26 UTC May 11 2017
19:55:26 UTC May 11 2017
ctxl

None

N/A

N/A

ctx2

None

N/A

N/A

ciscoasa(config)# sh rollback-status system

Context Name:
Status

Start Time
End Time

system

Succeeded

19:52:25 UTC May 11 2017
19:52:34 UTC May 11 2017

ciscoasa(config)# sh rollback-status admin

Context Name:
Status

Start Time
End Time

admin

Succeeded

19:55:26 UTC May 11 2017
19:55:26 UTC May 11 2017

show p ~ show r |

RORAETT,

BT,

WOHNL, </VFF— FTadmin/user 2T F A MMH AT ENTza— Ny 7 A
T—H AR LTWET,

Lary7x A PPMEESHTORWESIE, ROKETT,

ciscoasa/admin (config) # sh rollback-status

Context Name:
Status

Start Time
End Time

2. AT XA MPEESNLTODEEIE. RORETT,

admin

Succeeded

19:55:26 UTC May 11 2017
19:55:26 UTC May 11 2017

ciscoasa/admin (config) # sh rollback-status admin

Context Name:
Status

Start Time
End Time

show p ~ show r
88

admin

Succeeded

19:55:26 UTC May 11 2017
19:55:26 UTC May 11 2017



I show p ~ show r
show rollback-status .

BB a T XA MMMEEESNTWDIEHEAIL., ROIRETT,

ciscoasa/admin (config)# sh rollback-status ad
Context ad does not exist.

4, AT HRANDBBEDI L THFAPNE—FH LAWESIE, ROXIITHRY 3,

ciscoasa/admin (config) # sh rollback-status ctxl
Context ctxl does not match current context.

ASADRAL—TF T AZ U RNAEHE L LTEMEL TWAIEAIT, BHEA v E—I0
FRENET,

L AL —775 show 2~ RORITIND &, HINIKO XL 912720 £,

ciscoasa(config)# sh rollback-status
WARNING: Current unit is Slave.

2. AL UL B show A~ 2 RBRFITIND &, HAITRD L Hic72 7,

ciscoasa(config)# sh rollback-status
WARNING: Current unit is Standby.

WOERTH= MU OFEIZOWTHIAL £,
Hh B

Context Name |p—/L w7 g 7R@EHAEND T THF A NDOLRHT, VoL F— RO
Wa. ZHUIFRRENEE A,

Status (AT — |HHFOET—NA NNy T a3 TDATF—F A, IROWTINTRY F3,

#2) «[None] : 2D TFHFAMIT—/L Ny 7 Va T TEASHLTWEYE

/L/o

» [In Progress] : ASA %3 Cisco Security Manager 25 12 —/L 3w 7 BR 557
FL, a—n Ry 7 Ua THRETHRTT,

s [Succeeded] : = — /LNy I RIEFIZE T LE LT,

* [revert] : Cisco Security Manager 7> 5 i5{5 LT E~D R —/L Ny 73
KL, ASAITIRIFEN VDAL — b T v TRIE~DE =Ly 73 |
UH—&, ZOETLT 7 a yBIEFIZET L, ASAIFHEAZ — |k
Ty TRETIFITSINTVET,

e [Failed] : B— N\ JZ= T —NBRELCET LE LT,

Start Time BT OB =Ly 7 a7 OBMERE, ASA Tr—/L Xy 7 Va7 a%E
THENZ, ZD7 4 —/V RiZ ASA DBIEORZITHEHINE T, AT —
4 A% [InProgress] & L CHEB SN ET, m—/L 3y 7 5 None IKEED S A
[N/A] RERENET,

show p ~ show r .



show p ~ show r |
. show rollback-status

HAh AR

End Time BNy 7 Va T RET LR, Va7 BT L TRET LESA.

[Status] 1% [Succeeded] & L CHFH SN ET, a— ANy 7@ ILT 7 v 3
UNEITEN, IS ERICET LA, AT —# AL [Reverted] & LT
TSN ET, EIICKW LA, AT —# AL [Failed] & L TEHEIN
F 9, [None] £721% [In Progress] JREED 1 — /L N> 7 DGEITE, [N/A] 3%
IRSNET,

. show p ~ show r



I show p ~ show r

show route

show route .

=T 4 VT T =T N EFRRT DI, ¥iHE EXEC £— R T showroute =~ > K& L F
7,

DAY RTHEMATELNRTIA—ZIE, TAADT 7 AT T+ —LE—F (b—7T v NE
TAE R T AT L R) ICE-oTERRY E4, ZHE, Yy 7 ZA0HRIRSATWE
—éqo

show route [ management-only [ interface name ] ] [ cluster | failover | hosthame | ip_address

[ mask ] [ longer-prefixes] | domain-name hostname or_ip address | bgp [ as_number ] |
connected | eigrp [ process id ] |isis|isis|ospf [ process id ] |rip | static|summary | zone ]

BX DA

bgp as_number W=7y ) V=7 4 7iEHRN—Z (RIB) =Ky 7 FES (—
rUAFKE) | BUEOY A v —fl, BLXUOBGP L—FDXy U —
stk T my Ry 7 FE (=T AKE) ERALET,
as_number (%, FRMBEIRTD ASHFF&2FHTHL—F = R
WZIRELET,

cluster Ov—F v R) L—F 4 TEHRX—A (RIB) =Ry 7 &R (32—
FUATEE) L BIIEOX A ~—fl, BLOFRy hT—ZFdk 7 ey
IRy I Fs (— U AEE) ERRLET,

connected =T v R, hTUAXT LU b)) BEShTniir—haFRL
9,
domain-name N—T v R, FTUART L) BEINTIILEHEA NG ~D

hostname_or_ip_address 1 — 1 23k L9, X M OMIREMIES & 51213, DNS %%
ETOMBERHYET, ZOF—U—FTIPT FLREHEATLZ

EHLTEET,
eigrp process id (L—F v R) EIGRP L— F & Fr LE T,
failover =T v R) Zox—IF—R_R—NFEL REZ R fa=y " \]BT

T 4T =y NIRRT HBDO, Vv—TF 4 7T — 7B L —
FA T N)DOBIEDY — o AF SRR LUET,

hostname (b= v B, bIURRT LU b) R SNIGISER A R4~
= F2RRLET, BA MOMRRZEIESE 51213, DNS 2%
ET D BERD Y T

interface_name V=T v B, F T ART LU b)) HELIA v =7 = f A%

At+THL— b= M) ZERRLET,

ip_address mask =T v R, bTU AT L b)) FBELESEHE~DIL— b EFR
Li‘é‘o

show p ~ show r .



. show route

show p ~ show r |

isis

(=7 v R) ISIS b— h&Fom LET,

longer-prefixes

=7 v R, FZ2AXT L b)) $5E ST ip_addressmask -~
TIZ—ETHN— b OIREFRLET,

management-only

W= v R, hFUAXT LN IPEAEEL—T 47 5—7
NHNDON— N ERRLET,

isis

(=7 v F) 18IS L— R & FR LET,

ospf process id

(v—7 v R) OSPF L— h2E R LFET,

rip (b—F v R) RIPLV— ha2FERLET,

static =T v R, hFUART VLU ) AET 497 b—bhEERL
ij‘o

summary N—T v R, "TUARXT LUK V=T 47 T—TIVOHME
DORHEEF TR LET,

zone N—T v R, "TVART VLUK V= A B—T A AD)—

FEFRLET,

AU RTIAIE

77 AV OBIERIEILDH D EH A

ATV RE—FK RORIZ, a~v L FEANTEDLE—RERLET,

AV RE— | 27AT7O4A—ILE—F tXa)F4aTFRE

k

=T K FSUARRT (V2T TILF
Lk
AVTHFRE | VAT A

¥EHE EXEC o KPS o K o K o K o K
avy FERE J)y— ZEERA

A

70(1) Zoawr RRBENEnE LA,

8.02) eigrp F—U—RFBEMENE L,

84(1)  failover F—U— RFvEMMENFE Lz, HAOWKIE, RIBZR Yy 7 &S (—7 A

HE) . BREDEIA~—E., Xy NU—U@BRTF T oy Ry I ER S (—F v
AFE) MFERENET,

. show p ~ show r




I show p ~ show r

show route .

IJ IJ_

EERE

9.0(1)

cduster F—U—FKnNBMENFE L=, A4 FIv I V—FT 47 Fu bhan
(EIGRP, OSPF., 3L O'RIP) (2 H &AL, ASA 5580 35 L OV 5585-X TOAEH T
%iﬁ‘o

9.2(1)

bgp F—U—FKnEMENnE L,

9.2(1)

DA~y FTE, v—/LAA hb— b3, connected /L— b & & bICEIREN
HEICRVELE, BRENDHAL— DT B b3 E 3 A FERTH LY
a— R (L, I, E, su, BEU+) @M h*x L,

9.3(2)

zone ¥—U— FRBBMEhE L

9.5(1)

BEN—T 4 7 T =T NEREO Y R — RN BIMEE L,

9.6(1)

iss ¥—U— RF2BMEnE L,

9.6(1)

isis ¥F—U— KR EMINE L7,

9.20(2)

domain-name ¥—U — KB E N E L=,

FEHEDHA KS4 > showroute =~ FOHIIT, IPv4 IZEA DIFRTH 5 MR T, showipvbroute =~ >
RO EFEL THET,

)

GE)  ASA THIGT HHEEDNRE SN TWRWES, custering 38 X O failover — U — RiZETR
SNFEHA,

showroute =~ RiE, #LWEEROREE RV — M aRR LET, FAIS4LH TCP SYN %
Ny DT oTF A B =Tz RAZKEEFETDHE, ASAIFRICLA VX —T =4 ZAEFEHALTOH
IRETEET, FDOA L H—T A ZADRIBIZT 7 4V b b— 3RS, ASA RS
WD72NTCDIINT y &2 RFu vy 7 L7, showrunning-configroute =~ > R TRRIND
FIOBREENTZHLDITTRT, VAT LANTHEDT —ZHEECTERINET,

showasptablerouting =~ > FEH LT, Ny N X —T A XZFEHFDONL—T 4
VI T TN EHGRTEE Y, ZOFIOSPEF R EIGRP LA TH Y, 71 ha/LEAD
N—h T =2 _X=2%, ] Vv N2 E2RRTL7a— NV )v—FT 4 7 T—T Nk
FER2Y F3, ZOERITRFHIL Db DO TT,

show p ~ show r .



. show route

1

show p ~ show r |

\)

(F)  CiscolOS T showiproute =~ FafifH7d 53545, longer-prefix ¥— U — R&fifCx %

7, CiscolOS TZDOF—U—N&EHTLH L, L— M, FEELIERY NT—2 <RI D
RT7N—F LT L EIlCoBRrERENET, ASA T, longer-prefix F—17— Ri% show rout
e A~ ROF 74V FOBIETT, LR ->T, CLICHF—U— RZBMTA0ETH D £
Hh, 20D, ip EANLTHL— MNIFEREINEFAL, A—/—Fy Fb— FERIGT
HITIE, ~AZMEEIPT RL AL EQICETHLERD Y 17,

Wiz, showroute =i~ ROH B ZRLET,

ciscoasa# show route
Codes: L - Local, C - connected, S - static, I - IGRP, R - RIP, M - mobile, B - BGP
D - EIGRP, E - EGP, EX - EIGRP external, O - OSPF, I - IGRP, IA - OSPF inter area

N1 - OSPF NSSA external type 1, N2 - OSPF NSSA external type 2
El - OSPF external type 1, E2 - OSPF external type 2, E - EGP
i - IS-IS, L1 - IS-IS level-1, L2 - IS-IS level-2, ia - IS-IS inter area

* - candidate default, su - IS-IS summary, U - per-user static route, o - ODR
P - periodic downloaded static route, + - replicated route

Gateway of last resort is 10.86.194.1 to network 0.0.0.0

C 10.86.194.0 255.255.255.0 is directly connected, outside

C 10.40.10.0 255.255.255.0 is directly connected, inside

C 192.168.2.0 255.255.255.0 is directly connected, faillink

C 192.168.3.0 255.255.255.0 is directly connected, statelink

Iz, BT X% 2 MZBITH ASA 5555 TD showroute =~ > ROl AR L
4, ZoOHMITE, lxO2—Y —3FFHIC VPN AN—RU =T 7747 FTfff
AENDZRENL—T RNy 7 T RLUAREREINET,

ciscoasa/admin (config) # show route
Codes: L - Local, C - connected, S - static, I - IGRP, R - RIP, M - mobile, B - BGP
D - EIGRP, E - EGP, EX - EIGRP external, O - OSPF, I - IGRP, IA - OSPF inter area

N1 - OSPF NSSA external type 1, N2 - OSPF NSSA external type 2
E1 - OSPF external type 1, E2 - OSPF external type 2, E - EGP
i - IS-IS, L1 - IS-IS level-1, L2 - IS-IS level-2, ia - IS-IS inter area
* - candidate default, su - IS-IS summary, U - per-user static route, o - ODR
P - periodic downloaded static route, + - replicated route
Gateway of last resort is 10.86.194.1 to network 0.0.0.0
c 127.1.0.0 255.255.0.0 is directly connected, internal loopback
C 10.86.194.0 255.255.254.0 is directly connected, outside
S* 0.0.0.0 0.0.0.0 [1/0] via 10.86.194.1, outside

Iz, showroutebgp =2~ ROH B EZRLET,

ciscoasa# show route bgp
Codes: L - local, C - connected, S - static, R - RIP, M - mobile, B - BGP
D - EIGRP, EX - EIGRP external, O - OSPF, IA - OSPF inter area
N1 - OSPF NSSA external type 1, N2 - OSPF NSSA external type 2
El - OSPF external type 1, E2 - OSPF external type 2
i - IS-IS, su - IS-IS summary, L1 - IS-IS level-1, L2 - IS-IS level-2
ia - IS-IS inter area, * - candidate default, U - per-user static route
o - ODR, P - periodic downloaded static route, + - replicated route
Gateway of last resort is 10.86.116.1 to network 0.0.0.0

. show p ~ show r



I show p ~ show r

show route .

&Iz, showroute failover =~ RO AP Z R LET, T, 7=—bA4——
DAL XL = h~D OSPF L N EIGRP /L— b OFRMI 2R L TWET,

ciscoasa(config)# show route failover
Codes: L - Local, C - connected, S - static, I - IGRP, R - RIP, M - mobile, B - BGP
D - EIGRP, E - EGP, EX - EIGRP external, O - OSPF, I - IGRP, IA - OSPF inter area

N1 - OSPF NSSA external type 1, N2 - OSPF NSSA external type 2
E1l - OSPF external type 1, E2 - OSPF external type 2, E - EGP
i - IS-IS, L1 - IS-IS level-1, L2 - IS-IS level-2, ia - IS-IS inter area
* - candidate default, su - IS-IS summary, U - per-user static route, o - ODR
P - periodic downloaded static route, + - replicated route
Gateway of last resort is 10.86.194.1 to network 0.0.0.0
Routing table sequence number 1
Reconvergence timer 00.20 (Running)
S 10.10.10.0 255.0.0.0 [1/0] via 10.10.10.1, mgmt, seq 1
[1/0] via 10.10.10.2, mgmt, seq 1
D 209.165.200.224 255.255.255.0 [90/28416] via 200.165.200.225, 0:00:15, outside, seq
1
0 198.51.100.0 255.255.255.0 [110/28416] via 198.51.100.10, 0:24:45, inside, seq O
D 10.65.68.220 255.255.255.255 [1/0] via 10.76.11.1, mgmt, seq 1

iz, showroutecluster =i~ ROHABIZRLET,

ciscoasa(cfg-cluster)# show route cluster
Codes: L - Local, C - connected, S - static, I - IGRP, R - RIP, M - mobile, B - BGP
D - EIGRP, E - EGP, EX - EIGRP external, O - OSPF, I - IGRP, IA - OSPF inter area

N1 - OSPF NSSA external type 1, N2 - OSPF NSSA external type 2
El - OSPF external type 1, E2 - OSPF external type 2, E - EGP
i - IS-IS, L1 - IS-IS level-1, L2 - IS-IS level-2, ia - IS-IS inter area
* - candidate default, su - IS-IS summary, U - per-user static route, o - ODR
P - periodic downloaded static route, + - replicated route
Gateway of last resort is not set
Routing table seg num 2
Reconvergence timer expires in 52 secs
C 70.0.0.0 255.255.255.0 is directly connected, cluster, seq 1
C 172.23.0.0 255.255.0.0 is directly connected, tftp, seq 1
C 200.165.200.0 255.255.255.0 is directly connected, outside, seq 1
C 198.51.100.0 255.255.255.0 is directly connected, inside, seq 1
¢ 198.51.100.0 255.255.255.0 [110/28416] via 198.51.100.10, 0:24:45, inside, seq 2
D 209.165.200.224 255.255.255.0 [90/28416] wvia 200.165.200.225, 0:00:15, outside, seq

2

&IZ. show routesummary =2~ > RO HIZ R L F9,

ciscoasa# show route summary
IP routing table maximum-paths is 3

Route Source Networks Subnets Replicates Overhead Memory (bytes)
connected 0 2 0 176 576
static 1 0 0 88 288
bgp 2 0 0 0 0 0
External: 0 Internal: 0 Local: O
internal 1 408
Total 2 2 0 264 1272

show routezone =~ > RIZOWTiL, ROHENEZSH L T 7,

ciscoasa# show route zone
Codes: C - connected, S - static, I - IGRP, R - RIP, M - mobile, B - BGP
D - EIGRP, EX - EIGRP external, O - OSPF, IA - OSPF inter area

show p ~ show r .



show p ~ show r |
. show route

N1 - OSPF NSSA external type 1, N2 - OSPF NSSA external type 2

El - OSPF external type 1, E2 - OSPF external type 2, E - EGP

i - IS-IS, L1 - IS-IS level-1, L2 - IS-IS level-2, ia - IS-IS inter area

* - candidate default, U - per-user static route, o - ODR

P - periodic downloaded static route
Gateway of last resort is not set
192.168.105.1 255.255.255.255 [1/0] via 172.16.1.1, outside-zone:outsidel
192.168.212.0 255.255.255.0 is directly connected, lan-zone:inside,
172.16.1.0 255.255.255.0 is directly connected, wan-zone:outside2
10.5.5.0 255.255.255.0 [1/0] via 172.16.1.1, wan-zone:outside2
10.2.2.1 255.255.255.255 [110/11] via 192.168.212.3, 2:09:24, lan-zone:inside
10.1.1.1 255.255.255.255 [110/11] via 192.168.212.2, 2:09:24, lan-zone:inside

&IZ. showrouteisis =<2 RO 2R L £,

OO0 nmwOOQwm

ciscoasa# show route isis
Routing Table:
Codes: L - local, C - connected, S - static, R - RIP, M - mobile, B - BGP
D - EIGRP, EX - EIGRP external, O - OSPF, IA - OSPF inter area
N1 - OSPF NSSA external type 1, N2 - OSPF NSSA external type 2
E1l - OSPF external type 1, E2 - OSPF external type 2
i - IS-IS, su - IS-IS summary, L1 - IS-IS level-1, L2 - IS-IS level-2
ia - IS-IS inter area, * - candidate default, U - per-user static route
o - ODR, P - periodic downloaded static route, + - replicated route
Gateway of last resort is not set

i L2 1.1.1.0 255.255.255.0 [115/10] via 22.22.22.5, subint
i L2 2.2.2.0 255.255.255.0 [115/10] via 22.22.22.5, subint
i L2 3.3.3.0 255.255.255.0 [115/10] via 22.22.22.5, subint
i L2 4.4.4.0 255.255.255.0 [115/10] via 22.22.22.5, subint
i L2 5.5.5.0 255.255.255.0 [115/10] via 22.22.22.5, subint

. show p ~ show r



I show p ~ show r

show running-config .

show running-config

ASA FTHBUEETEN TSy 7 4 X2 b— a3V EFRRT 51201, F7HE EXEC ©— R T
show running-config =2~ > R&fiH L £,

show running-config [ all ] [ command ]

BX DA

dl T EED, BIERERKERSLET

commend fgEdD o~y RICEEMT b ar 7 ¥ ab—a v EFRE LET, HHRE
7~ RIZOW T, show running-config? Z i L T CLI~ V7 25 L T<

72 &N,

AU R TIHIE

AU R E—F

77 AV OBIERIELDH D EE A

WDFEIZ, a~vr e AN TEDLE—FRERLET,

S
W=Ty bk | rSVRART |V T)L TILF
Lk
AVFERE | VRTL

avy FERE

Jy— EERE
A

7.0(1) Zoawr RBRBMESE LK,

83(1) Wi b E NIRRT — KRBT EMENE Lz,

97(1) Zoa~wr ROl hb, IPv6T KL ATHEE SNz syslog V—"—&2 R R LET,

9.13(1) T LA MUBREDFEMNHNTEENTNET,
cHLWwavr R BESNZT vy 7P A XMl (T 740 MEZEERLS) #FR
9% tftp blocksize 2B SV E L7z,

FRLEDHA KS14 Y

show running-config I~ KiZ, ASADAEVIIHBT /T 47 Rar7 4 Falb— g
RFEShfiar 74 F¥al—varyOEEE2ED) 2RRLET,

ASA D75 v a2 AEVIREENTEZa Ly 74X 2L —3 3 U 5F 7T 5I120E, show
configuration =~ > RZH L £,

show p ~ show r .



show p ~ show r |
. show running-config

showrunning-config =~ > RO TIL, 7SA YU — ROBFSALNGIDEN NS LT, 78R
U— RBEEL, A7, FE7 IV T7TFA MORETRRINET,

\ )

GE) Zoa<rFEHEHLTASA ~OEREZITREEZIToT2%IL, 2074 F 21— 3 il
ASDM o= RREREINET,

ASA VU —R93 TT 4 &—7/VITAEHE T error-recovery disable @7 7 4/ b CT9, &
D 7=, WebVPN error recovery /37 7 4+ /L MEDEA . show running-config =2~ > K%
error-recovery disable # CLIIZ &R T A5 L OIZRVE LT, BBEO N7V a—T 4 U Tk
WV AIADT I =N T VAL A | H—INDORRBRVIRY . LT =T D
FFEICL T EEHELEL 7,

ASA9.13(1) LIRE, Zoa~y ROMNTIET VA N OFEMAE £ TWE Lz, show
running-config =~ > FIZIX, 7L A MU H—ERADT 7 4/L NP DOFRE (noservicetelemetry)
DHNERINET, al av > FEFEHTLE, 7740 FOT LA NI —ERARED —
fElCF RS NET,

I KIZ, show running-config 2~ > RO B Z R L ET,

ciscoasa# show running-config
: Saved

ASA Version 9.0(1)
names
|
interface EthernetO
nameif test
security-level 10
ip address 10.1.1.2 255.255.255.254
|

interface Ethernetl
nameif inside
security-level 100
ip address 10.1.1.3 255.255.254.0
|

interface Ethernet2
shutdown

no nameif
security-level 0O
no ip address

|

interface Ethernet3
shutdown

no nameif
security-level 0O
no ip address

|

interface Ethernet4
shutdown

no nameif
security-level 0O
no ip address

|

interface Ethernet)

. show p ~ show r



I show p ~ show r
show running-config .

shutdown
no nameif
security-level O
no ip address
|
enable password 8Ry2YjIyt7RRXU24 encrypted
passwd 2KFQnbNIdI.2KYOU encrypted
hostname examplel
domain-name example.com
boot system flash:/cdisk.bin
ftp mode passive
pager lines 24
mtu test 1500
mtu inside 1500
monitor-interface test
monitor-interface inside
ASDM image flash:ASDM
no ASDM history enable
arp timeout 14400
route inside 0.0.0.0 0.0.0.0 10.1.1.2
timeout xlate 3:00:00
timeout conn 2:00:00 half-closed 1:00:00 udp 0:02:00 icmp 1:00:00 rpc 1:00:00 h3
23 0:05:00 h225 1:00:00 mgcp 0:05:00 mgcp-pat 0:05:00 sip 0:30:00 sip _media 0:02
:00
timeout uauth 0:00:00 absolute
http server enable
http 0.0.0.0 0.0.0.0 inside
no snmp-server location
no snmp-server contact
snmp-server enable traps snmp
fragment size 200 test
fragment chain 24 test
fragment timeout 5 test
fragment size 200 inside
fragment chain 24 inside
fragment timeout 5 inside
telnet 0.0.0.0 0.0.0.0 inside
telnet timeout 1440
ssh timeout 5
console timeout 0
group-policy todd internal
|

class-map inspection default
match default-inspection-traffic
|
!
policy-map abc global fw policy
class inspection default
inspect dns
inspect ftp
inspect h323 h225
inspect h323 ras
inspect http
inspect ils
inspect mgcp
inspect netbios
inspect rpc
inspect rsh
inspect rtsp
inspect sip
inspect skinny
inspect sglnet
inspect tftp
inspect xdmcp

show p ~ show r .



. show running-config

inspect ctigbe
inspect cuseeme

inspect icmp
|

terminal width 80

service-policy abc _global fw policy global
Cryptochecksum:bfecf4b9d1b98b7e8d97434851£f57e14

: end

i, show running-config access-group =~ > KO HFIA R L £,

ciscoasa# show running-config access-group
access-group 100 in interface outside

Iz, show running-configarp =~ > RO A ZR L £,

ciscoasa# show running-config arp
arp inside 10.86.195.11 0008.023b.9893

show p ~ show r |

BFD 7' 1 —/NVERIE & o 2121%, HVEMiF 260 L T BFD BEDRELZ 7 4 V2 U
7 LET, Wi, HAERF % L7z show running-configbfd ==~ > ROl %R~ L%

‘j"o

ciscoasa# show running-config bfd
bfd map ipv4 1.1.1.1/24 1.1.1.2/32 name2

Wiz, HIMERF- %4/ L 7= showrunning-configbfd-template =~ > KD H /1l %7~ L 7,

ciscoasa# show running-config bfd-template
bfd-template single-hop bfd template
interval min-tx 50 min-rx 50 multiplier 3

bfd-template single-hop bfd template auth
interval min-tx 50 min-rx 50 multiplier 3
authentication md5 ***** key-id 8

BEEavT R avw R

A

clear configure

EHrarr74X¥a2b—rvaryE 77 LET,

show configuration

AR — KT T a7 4 ¥al—arkFERLET,

. show p ~ show r



BERICDOWT

CORF2IAVMNEI, RKEVRAOARITRF 2 AV MNDSEMRTT, YV IBHRICODEXLTIE
. BERBRIBEFAT. ZEBRICTZ Y 77— DHD. UV IEOR-IHBEI/LTEThTWNS
BEFHDEITEEZCTELIEZD, HBLETHLEZNMREBDFTIDT, IEXLBABICDL
TIKETAIPMDRF AV M ESELESZL,



