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» packet-tracer (3 ~—7)
 pager (46 X—3)

* page style (48 ~—717)

e NT A= (50 =)

* participate (52 ~X—737)

» passive-interface (IPv6 /L'—% OSPF) (54 ~X—7Y)

* passive-interface (ISIS) (56 ~X—3)

» passive-interface (/L'—# EIGRP) (60 ~—7)

* passive-interface (JL—4 RIP) (62 ~X—)

e passwd (64 ~—73)

epassword (7 U7 FNCA R Z A RKA LK) (66 ~—)
» password encryption aes (68 ~—1)

* password-history (70 ~—3)

» password-management (72 ~X—73)

* password-parameter (75 ~<—17)

» password-policy authenticate enable (77 ~—73")

* password-policy lifetime (79 ~X—73")

» password-policy minimum-changes (81 ~X—13)

» password-policy minimum-length (83 ~X—<7)

» password-policy minimum-lowercase (84 ~X—1)
* password-policy minimum-numeric (85 ~—73°)

» password-policy minimum-special (86 ~X—3")

* password-policy minimum-uppercase (87 ~X—1)
» password-policy reuse-interval (88 ~X—13)

» password-policy username-check (90 ~X—1)

» password-storage (92 ~X—737)

* peer-group (94 ~—7)

* peer-id-validate (97 ~<—73”)

e peerip (99 ~X—7)

e perfmon (102 ~X—7)

—
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s periodic (104 ~—3°)

» periodic-authentication certificate (107 ~X—1)
e permit-errors (109 ~~—3)

« permit-response (111 ~X—3)

epfs (113 X—)

s phone-proxy (BEIl) (114 ~<—2)

e pim (116 2—)

s pim accept-register (118 ~X—3°)

« pim bidir-neighbor-filter (120 ~X—73")

« pim bsr-border (122 ~—72)

s pim bsr-candidate (124 ~X—73)

« pim dr-priority (126 ~<—)

s pim hello-interval (128 ~—3)

* pim join-prune-interval (129 ~—3)

« pim neighbor-filter (130 ~—<)

« pim old-register-checksum (132 ~<—3")
s pim rp-address (133 ~3—73)

* pim spt-threshold infinity (135 ~X—1)
e ping (136 <—)

-
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packet-tracer

packet-tracer =~ > R&ZFfE EXEC E— R CTHEHT L L, 7747 U+ — /LOBIEDOREITK}
LTCS~6XTNVDONRry NebEfT5ZENRTEET, ZITIE, DU TINL DI,
ICMP, CP/UDP/SCTP, }XOVIP D&/ X7 > FDET U > ZHIIZ packet-tracer DFESL 7R L F
T, By FEFAL, peap F—U—RFEMALCREERY—7 70 —% hL—AT
XET,

packet-tracer input ifc_ name [ vlan-idvian id ] icmp [ inlinetagtag] { src_ip | user username
| security-group { namename | tagtag} | fqdnfqdn_string } icmp value [ icmp_code] [ dmac
] {dstip | security-group { namename | tagtag} | fgdnfqdn string } [ detailed ] [ xml
]

packet-tracer input ifc_ name [ vlan-idvlan_id ] rawip [ inlinetagtag] { src_ip | user username
| security-group { namename | tagtag} | fgdn fqdn_string } protocol [ dmac ] { dst_ip |
security-group { namename | tagtag} | fgdnfqdn string } [ detailed ] [ xml ]

packet-tracer input ifc_ name [ vlan-idvlan id] {tcp | udp | sctp } [ inlinetagtag] { src_ip
| user username | security-group { namename | tagtag} | fqdn fgdn_ string } src_port [ dmac
] {dstip | security-group { namename | tagtag } | fqdn fgdn_string } dst_port [ options] [
detailed 1 [ xml ]

packet-tracer input ifc_name pcap pcap_filename [ bypass-checks | decrypted | detailed | persist
| transmit | xml | json | force ]

BXDERA

bypass-checks (FE) Y2l —FrENETr Yy FOEF2UT 4 F = 7 %A
NRALZET,

decrypted EE) valb— bSR3y bE&, 55 S 7= IPSec/SSL VPN
LRALET,

detailed (F 7 ay) FL—RAEROFEMEREFRTLET,

dmac i MAC 7 RLAZRELE T, A v ¥ —7 oA ADEREE

FoRT DI E TR ENT= T v bOFmIZET 2205 281145
L BT, SEEMACT FLANRRHATH -2 &2k B %7y~ K
oy 7HEMELET,

dst_ip 27y b B L—AD5EET LA (IPv4d £72131Pv6) ZHEEL £,
dst_port TCP/UDP/SCTP /%7 b hL—ADspAR— hEfRELET, A—h

IZ X5 TiE, wxlan 8 X Ugeneve Nl X7 > R EOBEINA 7> a >~
NHDGENHY 7,

fqdn fgdn_string RARNOEREM NAA CAERELET, FELEEDELLD
IP7 RLARIZHEHATE E9, IPv4 D FQDN OANHR— kS E
R

—
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force BEFD pcap L —AZHIFRL, #FrL\ peap 7 7 AV EFEITLET,

icmp i+ 57 m hase LTICMP Z2f8E L £7,

icmp_type ICMP %7 > h RL—ADICMP % A 7% I8E L £, ICMPv6/37
MR U—HZIEMT V6 A TE2HEHL TS EIN,

icmp_code ICMP % s b L—HDF A FITxHT 5 ICMP =1 — RZ2HEE L £

4, ICMPv6 /347 > b b L—H I V6 a— REFH L T2 &
v,

input ifc_name

Ry hOANIA B —T = A AEFELET,

inline-tag tag LAY 2CMD ~y X —|ZHWAEN TWDEEXF2 VT 4 FL—T %
TOMEERELE T, ARRMEOFRMIL 0 ~ 65533 T,

json (TE) FL—RER% JSON R CHERLET,

pcap pcap Z AT E LTHRELET,

pcap_filename

=2 DOy N EETe peap 7 7 A V4,

protocol rawlP X7 v b hL— 7 o7a halEks (0~255) ZHEEL
iﬁ‘o

persist (EE) EHIMO hL—2&HFEZ L, 7T AXTD L —AHLHEL)
WZLET,

rawip A5 7a hatd LCrawlIP Z3ELET,

sctp i3 7a bzl LTSCTP 2 EL £,

security-group {name | TrustSec ® IP-SGT V' v 7 7 v FIZHASWCEETL L sient X 2V

name | tag tag } Ty IN—TERELET, EX2 VT4 IV —TOLFTETITH
IEREERETEET,

src_port TCP/UDP/SCTP /%7 v h hL—ZADEETR— FEEELET,

src ip Ny b FL—ZADFEEILT R A (IPv4 7213 1Pv6) 2IEFE L F
KR

tep T A7e haL s LTTCP 2E LET,

transmit UEE) P2l —bhESNERT Y FRTAAL ANHEETELH LD
WZLET,

type ICMP /%% > ~ RL—ZDICMP # A 7% EELET,

udp A+ A7 e hat LTUDP ZF5E LET,
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user username

=75

EEITIPT RL AL L Ca—Y—%2HET AT domainluser D
R C2—Y—=TAT T AT A2 RBELET, 2—P—ITx L Tt
v BT Eniz7 KA (BEH568) DL —RflHS

vlan-id vian _id

(X7 ay) Z7a—DOVLANT AT T 4T A ZBELET, A%
HFiPHIZ 1 ~ 4096 T,

xml

(A7 av)

F L — 2R Z XML JERTCHERLET,

AU RTIAIE

AUk E—F

Zoa<wy RNE, T7H/NVIERERH D FHEA,

WDFEIZ, a2 e AN TEDLE—FRERLET,

S
=Ty F FSURART (VT T ILF
Ly bk
SUFER b [ VRFL
E—F

avy FERE

Jy— EERE

R

72(1) Zom<wr RRABMERE L,

84(2)  F—U—RLFIEOT M 2MBMSIVE L7z (userusername & fqdn fgdn_string)
WS OMDF =T — FOAHTE ERPELINE LTz, IPv6 XELT FLADH
A—RIpBEMEhE L,

9.0(1) 2=V —TAToT 4T 4DV R—RBIMENE LTz, IPv4DERIER R A A
4 (FQDN) OAZMNHHR— R EET,

9.3(1)  F—U— L3557 inlinetagtag 2SEM S, LA ¥ 2CMD ~ v ¥ —|ZH®H
RAENTWDEXF 2T 4 V=T 2 TOENRR—FINDHE IR0 E L,

94(1) F—U—FRLEBIEDOTR2 2BIMEE L7z (vian-id vian_id & vxlan-inner
vxlan_inner_tag) .

9.5(2)  sctp F—U—FR2BMENE LT,

9.71)  KrFUART LU 77 AT T4 — /L F— ROYR— b, 58%EMACT KL AITH

LWRL—Z2 FVa—ANBMENE LT,

—
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Jy— EEAE

9.9.(1)  KfikIe FL—RET FAZ V) T LDV R — PANEASHE Lz, T
BBICL-T, /IR Z 2=y NTATy 2B CEET, LAY a o
persist, bypass-checks, decrypted, transmit, id, 35X N origin 22BN S E L7,

9.14(1) 7w F P L=V DHNREIES I, Ty FDOA—T 4 TNy b EFFR
RS OREDOBAZREET DL I L L,

917(1)  hL—ADAIE L Tpeap 7 7 A /VEMEATE S X 512, packet-tracer 2~ > K73
RSN E LT, geneve DY AR— M HiBMENE L7,

FEREEDHA KS4 >y Capure 3~ FIZE D37y FOF ¥ 7 FXITMAT, ASAZITLTAT v hDFfmz b L—

-

AZLT, MEEBVIZEEL TWDNE I D ZiER TE £, packet-tracer =~ > Nafli 4
L& WOBEZFATTEET,

e Ry NT—J NIRRT E2TXRCONRTry NeT RNy TT5,
e AT 4 X2 —Ta UNER L EBYITHEEL TV A EERT D,

« Xy MTEHRER TR TON—/L, BROIL—ABBINENDJRIK & 72 - 72 CLITT %
e GNE AR

c F— B RAOSY Y NEEE XA LT A TERFT D,
e T—H NAZ M L—H Ny NERAT D,

=P =T AT T 4T A BLOFQDNIZHESNTIPVA Y RLAEIXIPV6 T KL A%
MFES %,

VI AL )= FNHETARTy FaT ANy IT 5,

packet-tracer =~ Ri%, /37 v MIBET 23HMIEHR S . ASAIZ KD v O GiEE
UL ES, 774 7 U+ —VEPEE X, packet-tracer ZEA LT, ¥xX 2 VT 477 I7A47
VAARIEANN ry bEEEL, AODL LA~ T —% B CEE T, FOBRPT, To—
BIO—ht vy 7y ACL, 7u ha) 4 AT gy BELONAT IZxF LT

Ty MRFHEiESNET, 2—T 4 VT 4 ORENIT, FETBLOMEDT KLat, 7 k=
NEBIOR— MEBRABELTCEREO N7 7 4 v 7 &2 IaLb— b OHBIZL-ThHEb S
ET,

F7varovian-id ¥—U— REfHTLE Ty FL—YRBIA U F—T = A ZITA
D, ZD%, VLANT AT T 4T 4 =BT HHTA L =T oA AV HA L7 hSvE
T VLANT AT T AT 41F, V7 A 0¥ —T = RPN FIHERARER AT ary =
YRUTE, BEHA UE =T oA AFFISTT, XT L NEEBEHA X —T oA AREFO
CEMTELOREHERHY 7 A v ¥ —T7 =4 A2 TT,

SEHEMAC T RLADNVy 7T v 7 EEHTEET,
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FNTUART LV DT 7 AT U= T= RTE, AA »F =7 = A ANRVTEP DI,
VLANIZA%Z AT % 550 MAC 7 RV ABAT S 3 » TSR0 £F, 7, 7Y v
TN—=T A= U F =T 2 AT, SEEMACT R L ATMZAT  —/V FTTA, vian-id
F—U— R AN LIEGEIEF T v a /i £7,

N—Ty R 774 T T+—VE—RTIE, ANAVE—T A ART Y T T)—7 X
N— A B —T 2 A ZADPA . vlan-id ¥ —7U — N & dmac 51803I 47> a3 »TI,

WKOFEIWZ, TV ARXT LU N T AT U — IV E—RENL—TFT v R T77 AT T4 —)LE—
RTOFNEFNDVLANT AT VT AT 4 EFHEMACT FLADA X —T = A ZMEIFERD
BEICEET A LVEREZ R L ET,

Transparent firewall mode :

AR —TAR VLAN SEHEMAC 7 KL R

B AX—TN (FF>a |
>)

VTEP A FZ—TN (73 F A4 =T NN a—HF—RNVLANIZEZ AN
) T5 &, SEEMAC T RL R 3A 32— L

2720 £, ZhuIA 7y a T,

TV IR A o H— | A =T (T3 A X =7 (WH) =—F—2 VLANIZfH
7 A A (BVI) ) AN LTEHA. 569 MAC 7 R LR TA
A=V G

Routed firewall mode :

A8 —TITA4R VLAN 5E5E MAC 7 KL X

R A x=TN (AT ar) |EL)

N—T vy KAV HE =T 2 A | A F—T ) (AT ar) |

TV TN—T A N— | A% —T) (FFar) |[fFx—TN (X7 a)

ANNA B —T =4 A% H LT packet-tracer 2~ > RZFEITLTWD EXT/ry R R

0y 7 ENRWEE. FD 3 FIZUN-NAT, ACL. NAT. IP-OPTIONS. FLOW-CREATION
DEIRSFSERT7 X EWEBLET, TOEE, TALLOW] LW ) X vEB—URFER
ENFET,

T7AT U= NVRELLSTIAT NI 74w 7B Fry FIND NN H DT ) AT
E, Yalb—varEne b= Ty bbb FryPENET, HEICE-oTE, Fry
TOREOHHNERINDZ ERHY ET, T2&2E, ~y X —ORGEN R 2723
F3 Re vy 7S84, Tpacket dropped due to bad ip header (reason) | £\ 9 A v tE—URFK
RENET, SEEMACT RVABRARALREGEEIT, A v F T =7 ATy bR

2y 7 ENET, ZHICKVSEEMACT RLAZRET D L O ICASABEB SNET, MAC
7 RUAMMR O o T2 851%, packet-tracer & FEFATT 5 Z LN T, sk 2Vy T v
IR L £

—
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X7y b b L= TO VXLAN B LW Geneve Vril— M2 LD, NE N7y D LA ¥ 2 1%EE
TLEBIHEMACT RLA, LAV 3EELEsLIPT RLA, LA ¥4 bhalr, L1Y4
EEITEER—  EE, Ry NU—T A X —T x4 A (VN]) HE5EZHEETEET,
TCP, SCTP, UDP, raw IP, B X ICMP OBLNNE/ 7 v hTHR— ST,

RAA )= —DEXEEH L CHETDL— =T AT T 4T 4 ZEETEXET, ASA
TlX, 2Oa2—HF—DIPT RLAZHRHKEL, %4 T5IPT KL RAEZ /Ty b hL—ZADT R
FCHEHLET, 2=V —DEEDOIP T RL Ay BV 7 ENTWDHEHA, Kklce /A
YLIPT RLAMEEN, IPT RLALa—HF =D~y B IRNENNILHDH 2 L AR
THOBRFRRENET, ZOavy ROEEFELOH Ca—F—TAT T4 74 ZHE L
WA, ASA TlE, a2— VP —RBANLT56%T RLADZ A FITHSNT IPv4 7213 IPv6 DU
TNPOT RLAEZBRRELET,

X2V T IN—THFETEX 2T 4 IN—T X T HEELE LTHRETEET, ASA
T, T X2 VT4 IN—TL2ERITEX2 VT 4 TN—T X TIZESNTIPT KL A
PR L, 4 THIPT FLAZ 7y b hL—ZADT A MCHALET, EF2VT 4 7
N—T ZTETEF 2V T 4 IN—TEBEEDIP T RLRAIZ v B 7 ENTW5E
By ENLONTINNDIP T RLABERHEN, IPT RLRAEEXF2 T4 V=T FTD
<o EUIRENCLH D I EERTHANRERINET,

F7m, BETEALT FLUADMEITIZ FQDN Z2HE T $£9, ASA T, DNS/L v 7T v/
EIITL, N7y FOBECRINGESNZIP 7 RLAZREGE L £,

L3NS T7 ) RS =T 2 A A, T RS =T 2 ANST Y DAEA
VHE—=T A A S IP N ASA FOBVIA VA —T 2 A AEBA LTI AN Ry 7D
BEDNT T 4w FIUVATEH, Xy s M=V E TNV N— Ly I T v T EFETL
4, F/o. Te—IiIfEREnET A,

ARP L MACT7 RV A T—7 NV = N %7V TT5H52 LT, Ty b FL—HERIE T
N—R Ly 7T o THRFEITL, Si5EMACT RLUARR SN TT —Z_R— AR FEENF
T, 2L, ZTHEFEFOMDO T 7 47 U F VAT EUTED EHA, L3S F—T =
A ATHLHEEIL, 5 MAC T RL RSN TIC T —F X—RRfFSNET, BVIA
VH—T A AL nameif THRIEIN., L3 707 4 n3H b7, DMAC Vv 7 7 v 7 & FAT
LTiE7eh E8A,

MAC7 KL AL ARP TV kU N2 WGEOWIBIOFITIZIE T, ZOEER R 5 Ed, DMAC
Wz P MBNE, X7y b FL—VOEDIFITFHERY IR FT, 7o—NERINE
bé‘o

K h L —RZ X >T, Xy MR T2 o=y MNilZBIRT 5L EIC ML —ATEE
T, VT AKX 2=y MNETEIT 237y MIkBUbA 7 a V2 ER L CEET20ERD
DET, K37y FOKFIHIR B L—ADT=DIT, packet-id ER vy T AT FRHAESLTE
D, EEENEZAATry NORREI TAY ) — RE@BT 537y hOFRy T DT = — X% f
Wi & £9, packet-id 1T, <7 » RBRIEEINTZT A AD ) — R4> EHESEOMAE D
BT, packet-idif, /— RTHIO TEZETLH LAy NTEIC—ETT, Ay T o
NI, Ty MR BHD T TAL A NR=NERID T T AL A R—ZBET 5 - N HERIA
EFNFET, LEIE ZTAFVTICBWTAT v MR, AMBOAR SR S E ) 2 RS
FESNT A U AR— 28] LET, Host-1 1%, Host-2 1237 v h&EEFELET, HEShzS
7 MiE, Host2 IZIEESNDRNC, 7T AKX J—RETU XA VI FENET, AXT—H
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MM J1C, Tracer origin-id B:7 hop 0, Tracer origin-id B:7 hop 1, 33 & U Tracer origin-id B:7 hop 2
MENTENFTRSNET, Bid, "7y FOREILTHLH7 T AKX /— FOAFITY, 713
TET, 7 T7AZ )= REINCTIEHONry 2R LET, ZOMHEIE, /— b
LAYy FRREINDT-THERINET, "B" & "T"OMAEDEICL>T, Ty
NefET D —EOIDBNEREINET, 7 I7AX 2=y hOoa—AN4E, ZOx=y %
BT 53T _XTONTy FTHRLETY, &3y ME, Z7e— UL 3y 7 7 Al unique-id & 78 v
THO AT EEICKENET, Ny R ML —AEND &, KR R L— AR
%/ — RCHEHREICZR Y £3, ZiuL, AEYEET 57O FE) CkEET 5 £ Tiifke L
£7, HDACTHRRRNTHYRKBEH L —RAE, arTFFARNITLONY T 7RSI
F, —#HDO L —ZAOPTRIED b L—RAZMHET HIZIE, origin-owner-ID (<origin-owner>
<id> D2 S>DfE) ZfEM L X,

ZOHE, ASADPOHIIEIND ANy b EVIaLb— T B I ENTEET, packet-tracer &
LT transmit =7 a Y EFEHTHZEICLY, xy hT—7 TRy MEEEFETEET,

7 7 4V hTIL, packet-tracer [Z/37 > M EHEET HRNCHEE L ET, Ty MBI s
L. 7= T =TT a—NERINET,

packet-tracer C bypass-checks 77> 3 U AT 5 2 £I12K D, ACL, VPN 7 /L% uRPF,
BILWRIPsec A S —T 4T F -y I EBNNANNATEET, ZHIIASDE LMW S IZHE
A, vYIab— &N IPSec 37y MIFry 7INEHA

VPN k> RNV TEGILS NIy hZ2EEFETEET, VPN b R VITILAHRI T IPSec &
TLS DM FICEHTEET, VPN h VR TEEFEINDL Ty hE2YIalb— 452
EHTEET, YIab— bz HERE] 7y ME, BEfFO VPN b o RTxtin L,
BT 2 b xRN —n#AINET, 72770, ZO#EEIFL— b—XD VPN k%
JNZITEHCTE 8 A,

packet-tracer 23—/ FEFEAL TR L—ALTWAHHR, pecap F—V—Ficky, <
o b =IOy b (K10037 v B) AFAEL, Tr—2k% FL—RATE
F9, peap 77 A NEASLE LTI L, EBICHMT 572912 XML %7213 JSON R Tl
RERGCTEET, ML—AHN%E 27 V73 25I121%, clear packet-tracer @ pcap trace 7 =
~UREEALET, FL—20#ITHIL, FL—AHNEZEATEEEA,

W, A& LTpeap 7 7 A NVEMER LT ATy b b L=V 2373 62" L £
B

ciscoasa# packet-tracer input inside pcap http get.pcap detailed xml

WIZ, BEfFD peap FL—A Ny 757 %7 U7 L, AJj& L Tpcap 7 7 A L& fefitd
HZEITED, Xy b L—YEETTDHERLET,

ciscoasa# packet-tracer input inside pcap http get.pcap force

WIZ, WA v B —T = A AMBDICMP 37 v b & b L—Z2 T 562 RLET, &
Fix, U R=ZAZADKFERK (RPF) BEE Ty MR ey SNt &2
LTWET, KBOFREIZ, V—F 4 I TF—T N DT RLANBIEA 57—
Tx2A RN T T4V IBAD, ZOT RUABRNERA » F—T = A AZBEEA TS

—
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NTWEZEITHDEEZONET, FFRIC, RMOEEFETT RLUANLNIEA 27—
T2 AR NT T 4 v I M A-TZHGER. —BT20—F (T7H0 5 —1) B4
HA L H =T oA AR L TNDTD, T ATy e Rey 7 LET,

ciscoasa# packet-tracer input inside icmp 10.15.200.2 8 0$

Phase: 1
Type: CAPTURE
Subtype:
Result: ALLOW
Config:
Additional Information:
Forward Flow based lookup yields rule:
in 1d=0xd793b4a0, priority=12, domain=capture, deny=false

hits=621531641, user data=0xd7bbe720, cs_id=0x0, 13 type=0x0

src mac=0000.0000.0000, mask=0000.0000.0000
dst mac=0000.0000.0000, mask=0000.0000.0000

Phase: 2
Type: ACCESS-LIST
Subtype:
Result: ALLOW
Config:
Implicit Rule
Additional Information:
Forward Flow based lookup yields rule:
in 1d=0xd7dc31d8, priority=1, domain=permit, deny=false
hits=23451445222, user_data=0x0, cs_id=0x0, 13 type=0x8
src mac=0000.0000.0000, mask=0000.0000.0000
dst mac=0000.0000.0000, mask=0100.0000.0000

Phase: 3

Type: ROUTE-LOOKUP

Subtype: input

Result: ALLOW

Config:

Additional Information:

in 10.15.216.0 255.255.252.0 inside

Phase: 4

Type: ROUTE-LOOKUP
Subtype: input
Result: ALLOW

Config:

Additional Information:

in 0.0.0.0 0.0.0.0 outside
Result:

input-interface: inside

input-status: up

input-line-status: up

output-interface: inside

output-status: up

output-line-status: up

Action: drop

Drop-reason: (rpf-violated) Reverse-path verify failed

WIZ, HTTP AR— |k 201.1.1.1 775 202.1.1.1l ~DTCP 34 > & FL— 2T A ZR L

i'@‘ﬂo

pa-pn |

ciscoasa# packet-tracer input inside tcp 201.1.1.1 13 202.1.1.1 324 000c.29a3.b07a
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detailed

Result:

Action: drop

Drop-reason: (dst-12 lookup-fail) Dst MAC L2 Lookup Failed
ciscoasa# packet-tracer input inside tcp 201.1.1.1 13 202.1.1.1 324 000c.29a3.b07a
detailed

Phase: 1

Type: L2-EGRESS-IFC-LOOKUP

Subtype: Destination MAC Address Lookup

Result: ALLOW

Config:

Additional Information:

Destination MAC address lookup resulted in egress ifc outside
Phase: 2

Type: ACCESS-LIST

Subtype:

Result: ALLOW

Config:

Implicit Rule

Additional Information:

Forward Flow based lookup yields rule:

in 1d=0x7fdbe83542f0, priority=1, domain=permit, deny=false
hits=7313, user_data=0x0, cs_id=0x0, 13 type=0x8

src mac=0000.0000.0000, mask=0000.0000.0000

dst mac=0000.0000.0000, mask=0100.0000.0000

input _ifc=inside, output_ ifc=any

Phase: 3

Type: ACCESS-LIST

Subtype: log

Result: ALLOW

Config:

access—-group ALLOW global

access-list ALLOW extended permit ip any any

Additional Information:

Forward Flow based lookup yields rule:

in 1d=0x7fdbd94026a0, priority=12, domain=permit, deny=false
hits=8, user data=0x7fdbf07cbd00, cs i1d=0x0, use real addr,
flags=0x0, protocol=0

src ip/1id=0.0.0.0, mask=0.0.0.0, port=0, tag=any

dst ip/id=0.0.0.0, mask=0.0.0.0, port=0, tag=any, dscp=0x0
input_ifc=any, output ifc=any

Phase: 4

Type: NAT

Subtype: per-session

Result: ALLOW

Config:

Additional Information:

Forward Flow based lookup yields rule:

in 1d=0x7fdbd90a2990, priority=0, domain=nat-per-session, deny=false
hits=10, user_data=0x0, cs_id=0x0, reverse, use _real addr,
flags=0x0, protocol=6

src ip/1id=0.0.0.0, mask=0.0.0.0, port=0, tag=any

dst ip/id=0.0.0.0, mask=0.0.0.0, port=0, tag=any, dscp=0x0
input_ifc=any, output ifc=any

Phase: 5

Type: IP-OPTIONS

Subtype:

Result: ALLOW

Config:

Additional Information:

Forward Flow based lookup yields rule:

in 1d=0x7fdbe8363790, priority=0, domain=inspect-ip-options, deny=true
hits=212, user data=0x0, cs_id=0x0, reverse, flags=0x0, protocol=0
src ip/1id=0.0.0.0, mask=0.0.0.0, port=0, tag=any

—
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dst ip/id=0.0.0.0, mask=0.0.0.0,
input _ifc=inside, output_ ifc=any
Phase: 6
Type: NAT

Subtype: per-session
Result: ALLOW
Config:
Additional Information:

Reverse Flow based lookup yields
in 1d=0x7£fdbd9%90a2990, priority=0
hits=12, user_data=0x0, cs_id=0x0
flags=0x0, protocol=6

src ip/id=0.0.0.0, mask=0.0.0.0,
dst ip/id=0.0.0.0, mask=0.0.0.0,
Phase: 7

Type: IP-OPTIONS

Subtype:

Result: ALLOW

Config:

Additional Information:

Reverse Flow based lookup yields
in 1d=0x7fdbd93dfcl0, priority=0
hits=110, user data=0x0, cs_id=0x
src ip/id=0.0.0.0, mask=0.0.0.0,
dst ip/id=0.0.0.0, mask=0.0.0.0,
input ifc=outside, output ifc=any
Phase: 8

Type: FLOW-CREATION

Subtype:

Result: ALLOW

Config:

Additional Information:

New flow created with id 221, packet dispatched to next module

Module information for forward fl
snp_fp tracer drop

snp_fp inspect ip options
snp_fp_ tcp normalizer

snp_fp translate

snp_fp tfw

snp_fp fragment

snp_ifc_ stat

Module information for reverse fl
snp_fp tracer drop

snp_fp inspect ip options
snp_fp_ tcp normalizer

snp_fp translate

snp_fp tfw

snp_fp fragment

snp_ifc_ stat

Result:

input-interface: inside
input-status: up
input-line-status: up

Action: allow

44# command example
ciscoasa(config) # command example
resulting screen display here
<Text omitted.>

WIZ, HTTP A— k 10.100.10.10 7> 5 10.100.11.11 ~®D TCP /3%~ ~ % k L— 23 A4
ERLET, BBROERET 7 EANL— Lo Ty "R Ray7Snb 2 LT

TRARPERSNET,

port=0,

rule:

tag=any,

dscp=0x0

, domain=nat-per-session,

, reverse,
port=0, tag=any
port=0, tag=any,
rule:

, domain=inspect-ip-options,
0, reverse,

port=0,
port=0,

ow ..

ow ..

use_real addr,

dscp=0x0

flags=0x0,
tag=any
tag=any, dscp=0x0

protocol=0

pa-pn |
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ciscoasa(config)# packet-tracer input outside tcp 10.100.10.10 80 10.100.11.11 80
Phase: 1

Type: ROUTE-LOOKUP

Subtype: Resolve Egress Interface

Result: ALLOW

Config:

Additional Information:

found next-hop 10.86.116.1 using egress ifc outside
Phase: 2

Type: ACCESS-LIST

Subtype:

Result: DROP

Config:

Implicit Rule

Additional Information:

Result:

input-interface: outside

input-status: up

input-line-status: up

output-interface: NP Identity Ifc

output-status: up

output-line-status: up

Action: drop

Drop-reason: (acl-drop) Flow is denied by configured rule

Wiz, —H— CISCO\abe IZ £ ANERAR A k 10.0.0.2 7> HAMEBAR R K~ 20.0.0.2 ~D %
o e L —2AF 502 RLET,

ciscoasa# packet-tracer input inside icmp user CISCO\abc 0 0 1 20.0.0.2
Source: CISCO\abc 10.0.0.2
Phase: 1

Type: ROUTE-LOOKUP

Subtype: input

Result: ALLOW

Config:

Additional Information:

in 20.0.0. 255.255.255.0 outside
Result:

input-interface: inside
input-status: up
input-line-status: up
output-interfce: outside
output-status: up
output-line-status: up

Action: allow

KIZ, —3— CISCO\abc T L BNERAR A k 20.0.02 7B D/ ry Fa hL—A L,
ML —AfER A2 XML BN CERT D0 2R LFET,

<Source>
<user>CISCO\abc</user>
<user-ip>10.0.0.2</user-ip>
<more-ip>1</more-ip>
</Source>

<Phase>

<id>1</id>
<type>ROUTE-LOOKUP</type>
<subtype>input</subtype>
<result>ALLOW</result>
<config>

| —
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-

</config>

<extra>

in 20.0.0.0 255.255.255.0 outside
</extra>

</Phase>

RIZ, WERAR A b xyz.example.com 7> H M7 A | abe.example.com ~D /N7 > k% |

L—RATBHERLET,

pa-pn |

ciscoasa# packet-tracer input inside tcp fgdn xyz.example.com 1000 fgdn abc.example.com

23

Mapping FQDN xyz.example.com to IP address 10.0.0.2
(More IP addresses resolved. Please run “show dns-host” to check.)
Mapping FQDN abc.example.com to IP address 20.0.0.2
(More IP addresses resolved. Please run “show dns-host” to check.)

Phase: 1

Type: ROUTE-LOOKUP
Subtype: input

Result: ALLOW

Config:

Additional Information:

RIZ, packet-tracer =2~ RO flZRLET, ZOHINL, BEX=2U T 4 70—

TR LI T R ADORSATHT R0 £97,

ciscoasa# packet-tracer input inside tcp security-group name alpha 30 security-group tag

31 300

Mapping security-group 30:alpha to IP address 10.1.1.2.
Mapping security-group 3l:bravo to IP address 192.168.1.2.

Phase: 1

Type: ROUTE-LOOKUP

Subtype: input

Result: ALLOW

Config:

Additional Information:

in 192.168.1.0 255.255.255.0 outside....

WIZ, VA V2SGT A v ARY v a v aFEKand b packet-tracer =~ > KOO % 7R~

LE7,

ciscoasa# packet-tracer input inside tcp inline-tag 100 10.1.1.2 30 192.168.1.2 300

’OFHITIE., UDP/TCP B LN ICMP O/~ MIxtd 5 VXLAN OH R — RID

WTHEEZ R LET,

packet-tracer in inside udp 30.0.0.2 12345 30.0.0.100 vxlan vxlan-inner 1234 1.1.1.1
11111 2.2.2.2 22222 aaaa.bbbb.cccc aaaa.bbbb.dddd detailedOuter packet: UDP from 30.0.0.2

to 30.0.0.100 (vtep/nve source-interface IP)

with default vxlan destination port.

Inner packet: VXLAN in-tag 1234, UDP from 1.1.1.1/11111 to 2.2.2.2/22222 with smac

aaaa.bbbb.cccc and dmac aaaa.bbbb.dddd

WIZ, 7T AZ 2=y METESND KGN L —2AOH O ZRLET,

ciscoasa# cluster exec show packet-tracer

B(LOCAL) :*************************************************************

tracer 10/8 (allocate/freed), handle 10/8 (allocated/freed),

======= Tracer origin-id B:7, hop 0 =======

packet-id: icmp src inside:15.11.1.122 dst 15.11.2.124
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<Snipping phase 1-3: CAPTURE, ACCESS-LIST, ROUTE-LOOKUP>

Phase: 4

Type: CLUSTER-EVENT

Subtype:

Result: ALLOW

Config:

Additional Information:

Input interface: 'inside'

Flow type: NO FLOW

I (1) am asking director (0).

Phase: 5

Type: CLUSTER-EVENT

Subtype: forward

Result: ALLOW

Config:

Additional Information:

To A(0), cg type CQ FLOW OWNER REQUEST (17), flags 0, frag-cnt 0, trace-options 0x10
======= Tracer origin-id B:7, hop 2 =======

packet-id: icmp src inside:15.11.1.122 dst 15.11.2.124 (type 0, code 0)
<Snipping phase 1-3: CAPTURE, ACCESS-LIST, ROUTE-LOOKUP>

Phase: 1

Type: CLUSTER-EVENT

Subtype: receive

Result: ALLOW

Config:

Additional Information:

From A(0), cqg type CQ FLOW OWNER REPLY (18), flags 0, frag-cnt 0, trace-options 0x10
<Snipping phase 2-4: CAPTURE, ACCESS-LIST, ROUTE-LOOKUP>

Phase: 5

Type: CLUSTER-EVENT

Subtype:

Result: ALLOW

Config:

Additional Information:

Input interface: 'inside'

Flow type: NO FLOW

I (1) have been elected owner by (0).

<Snipping phase 6-16: ACCESS-LIST, NAT, IP-OPTIONS, INSPECT, INSPECT, FLOW-CREATION,
ACCESS-LIST, NAT, IP-OPTIONS, ROUTE-LOOKUP, ADJACENCY-LOOKUP>
A:********************************************************************
tracer 6/5 (allocate/freed), handle 6/5 (allocated/freed), error 0
======= Tracer origin-id B:7, hop 1 =======

packet-id: icmp src inside:15.11.1.122 dst 15.11.2.124 (type 0, code 0)
Phase: 1

Type: CLUSTER-EVENT

Subtype: receive

Result: ALLOW

Config:

Additional Information:

From B(l), cg type CQ FLOW OWNER REQUEST (17), flags 0, frag-cnt 0, trace-options 0x10
<Snipping phase 2-7: CAPTURE, ACCESS-LIST, ROUTE-LOOKUP, ACCESS-LIST, NAT, IP-OPTIONS>
Phase: 8

Type: CLUSTER-EVENT

Subtype:

Result: ALLOW

Config:

Additional Information:

Input interface: 'inside'

Flow type: NO FLOW

I (0) am director, not creating dir flow for ICMP pkt recvd by (1).
Phase: 9

Type: CLUSTER-EVENT

Subtype: forward

Result: ALLOW

| —
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Config:
Additional Information:

To B(l), cg type CQ FLOW OWNER REPLY (18), flags 0, frag-cnt O,

ciscoasa#

pa-pn |

trace-options 0x10

WIZ, origih & idDA T a v EBEHLTIIAZ J— Ry MR ML—2AX

nne&EoMNhoplERLET,

cluster2-asa5585a# cluster exec show packet-tracer | i origin-id
b(LOCAL) :*************************************************************

======= Tracer origin-id b:2, hop 0 =======
======= Tracer origin-id b:2, hop 2 =======

a~********************************************************************

======= Tracer origin-id a:17, hop 0 =======
Tracer origin-id b:2, hop 1
= = Tracer origin-id b:2, hop 3 =
cluster2-asa5585a#

cluster2-asa5585a# cluster exec show packet-tracer ori

cluster2-asa5585a# cluster exec show packet-tracer origin b id 2
b(LOCAL) :*************************************************************

tracer 3/1 (allocate/freed), handle 3/1 (allocated/freed),
======= Tracer origin-id b:2, hop 0 =======

packet-id: icmp src outside2:212.1.1.9 dst 214.1.1.10 (type 8,

Phase: 1

Type: ACCESS-LIST

Subtype:

Result: ALLOW

Config:

Implicit Rule

Additional Information:

MAC Access list

Phase: 2

Type: ROUTE-LOOKUP

Subtype: Resolve Egress Interface
Result: ALLOW

Config:

Additional Information:

found next-hop 214.1.1.10 using egress ifc identity
Phase: 3

Type: CLUSTER-EVENT

Subtype:

Result: ALLOW

Config:

Additional Information:
Input interface: 'outside2'

Flow type: NO FLOW

I (1) am asking director (O).
Phase: 4

Type: CLUSTER-EVENT

Subtype: forward

Result: ALLOW

Config:

Additional Information:

error 0

code 0)

To a(0), cqg type CQ FLOW OWNER REQUEST (17), flags 0, frag-cnt 0, trace-options 0x10

Result:

input-interface: outside2

input-status: up

input-line-status: up

output-interface: NP Identity Ifc

Action: allow

======= Tracer origin-id b:2, hop 2 =======

packet-id: icmp src outside2:212.1.1.9 dst 214.1.1.10 (type O,

code 0)
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Phase: 1

Type: CLUSTER-EVENT

Subtype: receive

Result: ALLOW

Config:

Additional Information:

From a(0), cg type CQ FLOW OWNER REPLY (18),
Phase: 2

Type: ACCESS-LIST

Subtype:

Result: ALLOW

Config:

Implicit Rule

Additional Information:

MAC Access list

Phase: 3

Type: ROUTE-LOOKUP

Subtype: Resolve Egress Interface
Result: ALLOW

Config:

Additional Information:

found next-hop 214.1.1.10 using egress ifc
Phase: 4

Type: CLUSTER-EVENT

Subtype:

Result: ALLOW

Config:

Additional Information:
Input interface: 'outside2'

Flow type: NO FLOW

I (1) have been elected owner by (0).
Phase: 5

Type: ACCESS-LIST
Subtype:

Result: ALLOW

Config:

Implicit Rule
Additional Information:
Phase: 6

Type: NAT

Subtype: per-session
Result: ALLOW

Config:

Additional Information:
Phase: 7

Type: IP-OPTIONS
Subtype:

Result: ALLOW

Config:

Additional Information:
Phase: 8

Type: CLUSTER-REDIRECT
Subtype: cluster-redirect
Result: ALLOW

Config:

Additional Information:
Phase: 9

Type:

Subtype:

Result: ALLOW

Config:

Additional Information:
Phase: 10

Type: INSPECT

flags 0,

identity

frag-cnt 0,

packet-tracer .

trace-options 0x10

—
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Subtype: np-inspect

Result: ALLOW

Config:

Additional Information:

Phase: 11

Type: INSPECT

Subtype: np-inspect

Result: ALLOW

Config:

Additional Information:

Phase: 12

Type: VPN

Subtype: ipsec-tunnel-flow

Result: ALLOW

Config:

Additional Information:

Phase: 13

Type: CLUSTER-REDIRECT

Subtype: cluster-redirect

Result: ALLOW

Config:

Additional Information:

Phase: 14

Type: CLUSTER-EVENT

Subtype:

Result: ALLOW

Config:

Additional Information:

Input interface: 'outside2'

Flow type: FULL

I (1) am redirecting to (0) due to matching action (1).
Phase: 15

Type: CLUSTER-EVENT

Subtype: forward

Result: ALLOW

Config:

Additional Information:

To a(0), cqg type CQ FLOW(1l), flags 0, frag-cnt 0, trace-options 0x10
Result:

input-interface: outside?2

input-status: up

input-line-status: up

output-interface: NP Identity Ifc

Action: allow
a:********************************************************************
tracer 20/17 (allocate/freed), handle 20/17 (allocated/freed), error O
======= Tracer origin-id b:2, hop 1 =======
packet-id: icmp src outside2:212.1.1.9 dst 214.1.1.10 (type 0, code 0)
Phase: 1

Type: CLUSTER-EVENT

Subtype: receive

Result: ALLOW

Config:

Additional Information:

From b(l), cg type CQ FLOW OWNER REQUEST (17), flags 0, frag-cnt 0, trace-options 0x10
Phase: 2

Type: ROUTE-LOOKUP

Subtype: Resolve Egress Interface

Result: ALLOW

Config:

Additional Information:

found next-hop 214.1.1.10 using egress ifc identity
Phase: 3

Type: ACCESS-LIST

-
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Subtype:

Result: ALLOW

Config:

Implicit Rule
Additional Information:
Phase: 4

Type: NAT

Subtype: per-session
Result: ALLOW

Config:

Additional Information:
Phase: 5

Type: IP-OPTIONS
Subtype:

Result: ALLOW

Config:

Additional Information:
Phase: 6

Type: CLUSTER-EVENT
Subtype:

Result: ALLOW

Config:

Additional Information:
Input interface: 'outside2'
Flow type: NO FLOW

I (0) am director, found static rule to classify owner as (253).
Phase: 7

Type: CLUSTER-EVENT
Subtype: forward
Result: ALLOW

Config:

Additional Information:

packet-tracer .

To b(l), cqg type CQ FLOW OWNER REPLY (18), flags 0, frag-cnt 0, trace-options 0x10

Result:

input-interface: outside?2

input-status: up

input-line-status: up

output-interface: NP Identity Ifc

Action: allow

======= Tracer origin-id b:2, hop 3 =======
packet-id: icmp src outside2:212.1.1.9 dst 214.1.1.10 (type 0, code 0)
Phase: 1

Type: CLUSTER-EVENT

Subtype: receive

Result: ALLOW

Config:

Additional Information:

From b(l), cqg type CQ FLOW(1l), flags 0, frag-cnt 0, trace-options 0x10
Phase: 2

Type: ACCESS-LIST

Subtype:

Result: ALLOW

Config:

Implicit Rule

Additional Information:

MAC Access list

Phase: 3

Type: ROUTE-LOOKUP

Subtype: Resolve Egress Interface

Result: ALLOW

Config:

Additional Information:

found next-hop 214.1.1.10 using egress ifc identity
Phase: 4

—
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Type: CLUSTER-EVENT

Subtype:

Result: ALLOW

Config:

Additional Information:
Input interface: 'outside2'

Flow type: NO FLOW

I (0) have been elected owner by
Phase: 5

Type: ACCESS-LIST

Subtype:

Result: ALLOW

Config:

Implicit Rule

Additional Information:

Phase: 6

Type: NAT

Subtype: per-session
Result: ALLOW

Config:

Additional Information:
Phase: 7

Type: IP-OPTIONS
Subtype:

Result: ALLOW

Config:

Additional Information:
Phase: 8

Type: CLUSTER-REDIRECT
Subtype: cluster-redirect
Result: ALLOW

Config:

Additional Information:
Phase: 9

Type:

Subtype:

Result: ALLOW

Config:

Additional Information:
Phase: 10

Type: INSPECT

Subtype: np-inspect
Result: ALLOW

Config:

Additional Information:
Phase: 11

Type: INSPECT

Subtype: np-inspect
Result: ALLOW

Config:

Additional Information:
Phase: 12

Type: VPN

Subtype: ipsec-tunnel-flow
Result: ALLOW

Config:

Additional Information:
Phase: 13

Type: CLUSTER-REDIRECT
Subtype: cluster-redirect
Result: ALLOW

Config:

Additional Information:

(0) .

pa-pn |
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Phase: 14

Type: INSPECT

Subtype: np-inspect
Result: ALLOW

Config:

Additional Information:
Phase: 15

Type: INSPECT

Subtype: np-inspect
Result: ALLOW

Config:

Additional Information:
Phase: 16

Type: VPN

Subtype: ipsec-tunnel-flow
Result: ALLOW

Config:

Additional Information:
Phase: 17

Type:

Subtype:

Result: ALLOW

Config:

Additional Information:
Phase: 18

Type: FLOW-CREATION
Subtype:

Result: ALLOW

Config:

Additional Information:

New flow created with id 70, packet dispatched to next module
Phase: 19

Type: ROUTE-LOOKUP

Subtype: Resolve Egress Interface

Result: ALLOW

Config:

Additional Information:

found next-hop 0.0.0.0 using egress ifc identity
Phase: 20

Type: ADJACENCY-LOOKUP

Subtype: Resolve Nexthop IP address to MAC

Result: ALLOW

Config:

Additional Information:

found adjacency entry for Next-hop 0.0.0.0 on interface outside
adjacency Active

mac address 0000.0000.0000 hits 1730 reference 6
Phase: 21

Type: SUBOPTIMAL-LOOKUP

Subtype: suboptimal next-hop

Result: ALLOW

Config:

Additional Information:

Input route lookup returned ifc inside is not same as existing ifc
Doing adjacency lookup lookup on existing ifc outside2
Result:

input-interface: outside?2

input-status: up

input-line-status: up

output-interface: NP Identity Ifc

Action: allow

cluster2-asa5585a#

cluster2-asa5585a#

cluster2-asa5585a#

packet-tracer .

outside

—
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cluster2-asa5585a# cluster exec show packet-tracer origin a
b(LOCAL) :*************************************************************

tracer 3/1 (allocate/freed), handle 3/1 (allocated/freed),

a~********************************************************************

(allocated/freed),

tracer 20/17 (allocate/freed), handle 20/17

======= Tracer origin-id a:17, hop 0 ======
packet-id: icmp src outside2:212.1.1.9 dst 214.1.1.10

Phase: 1

Type: ROUTE-LOOKUP

Subtype: Resolve Egress Interface

Result: ALLOW

Config:

Additional Information:

found next-hop 214.1.1.10 using egress ifc
Phase: 2

Type: CLUSTER-EVENT

Subtype:

Result: ALLOW

Config:

Additional Information:
Input interface: 'outside2'

Flow type: NO FLOW

I (0) am becoming owner
Phase: 3

Type: ACCESS-LIST
Subtype:

Result: ALLOW

Config:

Implicit Rule
Additional Information:
Phase: 4

Type: NAT

Subtype: per-session
Result: ALLOW

Config:

Additional Information:
Phase: 5

Type: IP-OPTIONS
Subtype:

Result: ALLOW

Config:

Additional Information:
Phase: 6

Type: CLUSTER-REDIRECT
Subtype: cluster-redirect
Result: ALLOW

Config:

Additional Information:
Phase: 7

Type:

Subtype:

Result: ALLOW

Config:

Additional Information:
Phase: 8

Type: INSPECT

Subtype: np-inspect
Result: ALLOW

Config:

Additional Information:
Phase: 9

Type: INSPECT

Subtype: np-inspect
Result: ALLOW

identity

pa-pn |
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Config:

Additional Information:
Phase: 10

Type: VPN

Subtype: ipsec-tunnel-flow
Result: ALLOW

Config:

Additional Information:
Phase: 11

Type: CLUSTER-REDIRECT
Subtype: cluster-redirect
Result: ALLOW

Config:

Additional Information:
Phase: 12

Type: INSPECT

Subtype: np-inspect
Result: ALLOW

Config:

Additional Information:

Phase: 13

Type: INSPECT

Subtype: np-inspect
Result: ALLOW

Config:

Additional Information:
Phase: 14

Type: VPN

Subtype: ipsec-tunnel-flow
Result: ALLOW

Config:

Additional Information:
Phase: 15

Type:

Subtype:

Result: ALLOW

Config:

Additional Information:
Phase: 16

Type: FLOW-CREATION
Subtype:

Result: ALLOW

Config:

Additional Information:

New flow created with id 69, packet dispatched to next module
Phase: 17

Type: ROUTE-LOOKUP

Subtype: Resolve Egress Interface

Result: ALLOW

Config:

Additional Information:

found next-hop 0.0.0.0 using egress ifc identity

Phase: 18

Type: ADJACENCY-LOOKUP

Subtype: Resolve Nexthop IP address to MAC

Result: ALLOW

Config:

Additional Information:

found adjacency entry for Next-hop 0.0.0.0 on interface outside
adjacency Active

mac address 0000.0000.0000 hits 1577 reference 6

Result:

input-interface: outside?2

| —
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input-status: up
input-line-status: up
output-interface: NP Identity Ifc
Action: allow

cluster2-asa5585a#

cluster2-asa5585a# cluster exec show packet-tracer id 17
b(LOCAL) :*************************************************************

tracer 3/1 (allocate/freed), handle 3/1 (allocated/freed),

a~********************************************************************

(allocated/freed),

tracer 20/17 (allocate/freed), handle 20/17

======= Tracer origin-id a:17, hop 0 ======
packet-id: icmp src outside2:212.1.1.9 dst 214.1.1.10

Phase: 1

Type: ROUTE-LOOKUP

Subtype: Resolve Egress Interface

Result: ALLOW

Config:

Additional Information:

found next-hop 214.1.1.10 using egress ifc
Phase: 2

Type: CLUSTER-EVENT

Subtype:

Result: ALLOW

Config:

Additional Information:
Input interface: 'outside2'

Flow type: NO FLOW

I (0) am becoming owner
Phase: 3

Type: ACCESS-LIST
Subtype:

Result: ALLOW

Config:

Implicit Rule
Additional Information:
Phase: 4

Type: NAT

Subtype: per-session
Result: ALLOW

Config:

Additional Information:
Phase: 5

Type: IP-OPTIONS
Subtype:

Result: ALLOW

Config:

Additional Information:
Phase: 6

Type: CLUSTER-REDIRECT
Subtype: cluster-redirect
Result: ALLOW

Config:

Additional Information:
Phase: 7

Type:

Subtype:

Result: ALLOW

Config:

Additional Information:
Phase: 8

Type: INSPECT

Subtype: np-inspect
Result: ALLOW

Config:

identity
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Additional Information:
Phase: 9

Type: INSPECT

Subtype: np-inspect
Result: ALLOW

Config:

Additional Information:
Phase: 10

Type: VPN

Subtype: ipsec-tunnel-flow
Result: ALLOW

Config:

Additional Information:
Phase: 11

Type: CLUSTER-REDIRECT
Subtype: cluster-redirect
Result: ALLOW

Config:

Additional Information:
Phase: 12

Type: INSPECT

Subtype: np-inspect
Result: ALLOW

Config:

Additional Information:

Phase: 13

Type: INSPECT

Subtype: np-inspect
Result: ALLOW

Config:

Additional Information:
Phase: 14

Type: VPN

Subtype: ipsec-tunnel-flow
Result: ALLOW

Config:

Additional Information:
Phase: 15

Type:

Subtype:

Result: ALLOW

Config:

Additional Information:
Phase: 16

Type: FLOW-CREATION
Subtype:

Result: ALLOW

Config:

Additional Information:

New flow created with id 69, packet dispatched to next module
Phase: 17

Type: ROUTE-LOOKUP

Subtype: Resolve Egress Interface

Result: ALLOW

Config:

Additional Information:

Found next-hop 0.0.0.0 using egress ifc identity
Phase: 18

Type: ADJACENCY-LOOKUP

Subtype: Resolve Nexthop IP address to MAC
Result: ALLOW

Config:

Additional Information:

| —
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found adjacency entry for Next-hop 0.0.0.0 on interface

adjacency Active

mac address 0000.0000.0000 hits 1577 reference 6

Result:

input-interface: outside?2
input-status: up
input-line-status: up
output-interface: NP Identity Ifc
Action: allow

cluster2-asa5585a#

WOFITIL, 7T AKX J—FK0bOKEGEHN N —2%2 7 V7T HEE2RLET,

ciscoasa# cluster exec clear packet-tracer

IPSec kv RN THEBILEINTZ T v FEEETIIHEEIT. WS ONOFERH Y F
4, IPSec o FNANF T T —FKENTWRWEES, TT7— A vbB—IUNEREN
*£9, &IZ, IPSec b RN RIv—rENbE, Xy b233@ELET,

WOHITIE, BEEINTZ ANy hEERETDHZDITIPSec b RANBRRIT T T— b X

Nl aoMEzZ R LET, not

outside

pa-pn |

cluster2-asa5585a(config) # packet-tracer input outside tcp 211.1.1.1 5050 213.1.1.2 21

decrypted

KKK K KKK KA AR A A AR A A A A A A A AR A A AR A A AR A A A A A A A A A A A A A A A A A A A A A AR A AR AR A A AR AR AR KK

WARNING: An existing decryption SA was not found.

IPsec Phase 2 SA or Anyconnect Tunnel is established.
ER R IRk Ik gk kb b b b I b b b b b b b b h b b b b b b b b 2k b b g b kb b b b b b b b b b b b b b b gk kb b b b b b b b b b b b

Phase: 1

Type: ACCESS-LIST
Subtype:

Result: ALLOW

Config:

Implicit Rule
Additional Information:
MAC Access list

Phase: 2

Type: ROUTE-LOOKUP
Subtype: Resolve Egress Interface
Result: ALLOW

Config:

Additional Information:

found next-hop 214.1.1.9 using egress ifc

Phase: 3

Type: CLUSTER-EVENT
Subtype:

Result: ALLOW

Config:

Additional Information:
Input interface: 'outside'
Flow type: NO FLOW

I (0) got initial, attempting ownership.
Phase: 4

Type: CLUSTER-EVENT

Subtype:

Result: ALLOW

Config:

Additional Information:
Input interface: 'outside'

Flow type: NO FLOW

outside?2

Please confirm the
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I (0) am becoming owner
Phase: 5

Type: ACCESS-LIST

Subtype: log

Result: ALLOW

Config:

access—group ALLOW global
access-list ALLOW extended permit ip any any
Additional Information:
Phase: 6

Type: NAT

Subtype: per-session

Result: ALLOW

Config:

Additional Information:
Phase: 7

Type: IP-OPTIONS

Subtype:

Result: ALLOW

Config:

Additional Information:
Phase: 8

Type: INSPECT

Subtype: inspect-ftp

Result: ALLOW

Config:

class-map inspection default
match default-inspection-traffic
policy-map global policy
class inspection default
inspect ftp

service-policy global policy global
Additional Information:
Phase: 9

Type: VPN

Subtype: ipsec-tunnel-flow
Result: DROP

Config:

Additional Information:
Result:

input-interface: outside
input-status: up
input-line-status: up
output-interface: outside?2
output-status: up
output-line-status: up
Action: drop

Drop-reason: (acl-drop) Flow is denied by configured rule
cluster2-asa5585a (confiqg) #

WROFITIE, WEALSNT Ty FERET D720 IPSec M RANRA L T — |
ShieGeoEZ R LET,

cluster2-asa5585a# packet-tracer input outside tcp 211.1.1.1 5050 213.1.1.2 21 decrypted

Phase: 1

Type: ROUTE-LOOKUP

Subtype: Resolve Egress Interface

Result: ALLOW

Config:

Additional Information:

found next-hop 214.1.1.9 using egress ifc outside2
Phase: 2

| —
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Type: CLUSTER-EVENT

Subtype:

Result: ALLOW

Config:

Additional Information:
Input interface: 'outside'

Flow type: NO FLOW

I (0) got initial, attempting ownership.

Phase: 3

Type: CLUSTER-EVENT

Subtype:

Result: ALLOW

Config:

Additional Information:

Input interface: 'outside'

Flow type: NO FLOW

I (0) am becoming owner

Phase: 4

Type: ACCESS-LIST

Subtype: log

Result: ALLOW

Config:

access—-group ALLOW global

access-list ALLOW extended permit ip any any

Additional Information:

Phase: 5

Type: NAT

Subtype: per-session

Result: ALLOW

Config:

Additional Information:

Phase: 6

Type: IP-OPTIONS

Subtype:

Result: ALLOW

Config:

Additional Information:

Phase: 7

Type: INSPECT

Subtype: inspect-ftp

Result: ALLOW

Config:

class-map inspection default
match default-inspection-traffic

policy-map global policy
class inspection default
inspect ftp

service-policy global policy global

Additional Information:

Phase: 8

Type: VPN

Subtype: ipsec-tunnel-flow

Result: ALLOW

Config:

Additional Information:

Phase: 9

Type: INSPECT

Subtype: inspect-ftp

Result: ALLOW

Config:

class-map inspection default
match default-inspection-traffic

policy-map global policy
class inspection default

-
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inspect ftp

service-policy global policy global

Additional Information:
Phase: 10
Type: VPN

Subtype: ipsec-tunnel-flow

Result: ALLOW

Config:

Additional Information:
Phase: 11

Type: VPN

Subtype: encrypt
Result: ALLOW

Config:

Additional Information:
Phase: 12

Type: VPN

Subtype: encrypt
Result: ALLOW

Config:

Additional Information:
Phase: 13

Type: VPN

Subtype: ipsec-tunnel-flow

Result: ALLOW

Config:

Additional Information:
Phase: 14

Type: NAT

Subtype: per-session
Result: ALLOW

Config:

Additional Information:
Phase: 15

Type: IP-OPTIONS
Subtype:

Result: ALLOW

Config:

Additional Information:
Phase: 16

Type: VPN

Subtype: ipsec-tunnel-flow

Result: ALLOW

Config:

Additional Information:
Phase: 17

Type: NAT

Subtype: per-session
Result: ALLOW

Config:

Additional Information:
Phase: 18

Type: IP-OPTIONS
Subtype:

Result: ALLOW

Config:

Additional Information:
Phase: 19

Type: VPN

Subtype: encrypt
Result: ALLOW

Config:

Additional Information:
Phase: 20

packet-tracer .

—
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Type: VPN
Subtype: encrypt
Result: ALLOW

Config:

Additional Information:
Phase: 21

Type: FLOW-CREATION
Subtype:

Result: ALLOW

Config:

Additional Information:
New flow created with id 1099, packet dispatched to next module
Phase: 22
Type: ROUTE-LOOKUP
Subtype: Resolve Egress Interface
Result: ALLOW
Config:
Additional Information:
found next-hop 214.1.1.9 using egress ifc outside?2
Phase: 23
Type: ACCESS-LIST
Subtype:
Result: ALLOW
Config:
Implicit Rule
Additional Information:
Phase: 24
Type: ACCESS-LIST
Subtype:
Result: ALLOW
Config:
Implicit Rule
Additional Information:
Phase: 25
Type: FLOW-CREATION
Subtype:
Result: ALLOW
Config:
Additional Information:
New flow created with id 1100, packet dispatched to next module
Phase: 26
Type: ROUTE-LOOKUP
Subtype: Resolve Egress Interface
Result: ALLOW
Config:
Additional Information:
found next-hop 214.1.1.9 using egress ifc outside?2
Phase: 27
Type: ADJACENCY-LOOKUP
Subtype: Resolve Nexthop IP address to MAC
Result: ALLOW
Config:
Additional Information:
found adjacency entry for next-hop 214.1.1.9 on interface outside
adjacency Active
mac address 4403.a74a.9%9a32 hits 99 reference 2
Result:
input-interface: outside
input-status: up
input-line-status: up
output-interface: outside?2
output-status: up
output-line-status: up
Action: allow

pa-pn |



| pa-pn
packet-tracer .

ROPITIE, FEAT Y ar2HALT, Y Iab—hEN Ty FOREEZFF
L. BEA LV Z—T A ATRUL Yy NaXvy7F v LET,

cluster2-asa5585a(config) # packet-tracer input outside icmp 211.1.1.10 8 0 213.1.1.10
transmit
Phase: 1
Type: CAPTURE
Subtype:
Result: ALLOW
Config:
Additional Information:
MAC Access list
Phase: 2
Type: ACCESS-LIST
Subtype:
Result: ALLOW
Config:
Implicit Rule
Additional Information:
MAC Access list
Phase: 3
Type: ROUTE-LOOKUP
Subtype: Resolve Egress Interface
Result: ALLOW
Config:
Additional Information:
found next-hop 214.1.1.9 using egress ifc outside2

Phase: 4

Type: CLUSTER-EVENT
Subtype:

Result: ALLOW

Config:

Additional Information:
Input interface: 'outside'
Flow type: NO FLOW

I (0) am becoming owner
Phase: 5

Type: ACCESS-LIST
Subtype: log

Result: ALLOW

Config:

access—-group ALLOW global
access-list ALLOW extended permit ip any any
Additional Information:
Phase: 6

Type: NAT

Subtype: per-session
Result: ALLOW

Config:

Additional Information:
Phase: 7

Type: IP-OPTIONS
Subtype:

Result: ALLOW

Config:

Additional Information:
Phase: 8

Type:

Subtype:

Result: ALLOW

Config:

Additional Information:

| —
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Phase: 9

Type: INSPECT

Subtype: np-inspect
Result: ALLOW

Config:

Additional Information:
Phase: 10

Type: VPN

Subtype: ipsec-tunnel-flow
Result: ALLOW

Config:

Additional Information:
Phase: 11

Type: INSPECT

Subtype: np-inspect
Result: ALLOW

Config:

Additional Information:
Phase: 12

Type: VPN

Subtype: ipsec-tunnel-flow
Result: ALLOW

Config:

Additional Information:
Phase: 13

Type:

Subtype:

Result: ALLOW

Config:

Additional Information:
Phase: 14

Type: FLOW-CREATION
Subtype:

Result: ALLOW

Config:

Additional Information:

New flow created with id 6449, packet dispatched to next module

Phase: 15

Type: ACCESS-LIST
Subtype: log

Result: ALLOW

Config:

access—-group ALLOW global

access-list ALLOW extended permit ip any any

Additional Information:

Phase: 16

Type: NAT

Subtype: per-session

Result: ALLOW

Config:

Additional Information:

Phase: 17

Type: IP-OPTIONS

Subtype:

Result: ALLOW

Config:

Additional Information:

Phase: 18

Type: ROUTE-LOOKUP

Subtype: Resolve Egress Interface
Result: ALLOW

Config:

Additional Information:

found next-hop 214.1.1.9 using egress ifc

outside?2

pa-pn |
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Phase: 19

Type: ADJACENCY-LOOKUP

Subtype: Resolve Nexthop IP address to MAC
Result: ALLOW

Config:

Additional Information:

found adjacency entry for next-hop 214.1.1.9 on interface outside
adjacency Active

mac address 4403.a74a.9%9a32 hits 15 reference 1
Result:

input-interface: outside

input-status: up

input-line-status: up

output-interface: outside?2

output-status: up

output-line-status: up

Action: allow

cluster2-asa5585a (confiqg) #

OB TIE, BIEAN X —T 2 ATHF Y TF ¥ IS ICMP X7y hOEEZ R L
ij—o

cluster2-asa5585a(config)# cluster exec show capture test | i icmp
a(LOCAL) :*************************************************************

14: 02:18:16.717736 802.1Q vlan#212 PO 211.1.1.10 > 213.1.1.10: icmp: echo
request
cluster2-asa5585a (config) #

packet-tracer @ bypass-checks 7' a > DFNZONTIL, LLTFD 7 =— XA THEZ R
LET, &£ TV ATIE, FEOHNEEINTHET,

o« AR—27 LNTRIT IPSec b VRV DMERL SR WA

$2ODR Y7 A TIPSec M RV A X AL T— T HMERH Y | HHID 7y
RS R RV E B U H— L F T,

¢IPSec r A =—Ta UNET L, P RABERINET,

s hUORADBEEBTDHE, BEIND Ny MI bRV EN L TEREENET,
Ry hRATHEATESF2) 7 4 F=vZ (ACLL, VPNTZ 4L HZ Y 7))
WAL NRAFEFIZAF Y T ENET,

IPSec F v RVIFERRENEH A,

cluster2-asa5585a(config)# sh crypto ipsec sa
There are no ipsec sas
cluster2-asa5585a (config) #

Frrb 22—y gy FTabw AREBESNET,

cluster2-asab585a (config) # packet-tracer input outside tcp 211.1.1.1 5050 213.1.1.2 21
bypass-checks

Phase: 1

Type: CAPTURE

Subtype:

| —
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Result: ALLOW

Config:

Additional Information:

MAC Access list

Phase: 2

Type: ACCESS-LIST

Subtype:

Result: ALLOW

Config:

Implicit Rule

Additional Information:

MAC Access list

Phase: 3

Type: ROUTE-LOOKUP

Subtype: Resolve Egress Interface
Result: ALLOW

Config:

Additional Information:

found next-hop 214.1.1.9 using egress ifc outside?2

Phase: 4

Type: CLUSTER-EVENT
Subtype:

Result: ALLOW

Config:

Additional Information:
Input interface: 'outside'
Flow type: NO FLOW

I (0) got initial, attempting ownership.
Phase: 5

Type: CLUSTER-EVENT
Subtype:

Result: ALLOW

Config:

Additional Information:
Input interface: 'outside'
Flow type: NO FLOW

I (0) am becoming owner
Phase: 6

Type: ACCESS-LIST

Subtype: log

Result: ALLOW

Config:

access—-group ALLOW global
access-list ALLOW extended permit ip any any
Additional Information:
Phase: 7

Type: NAT

Subtype: per-session
Result: ALLOW

Config:

Additional Information:
Phase: 8

Type: IP-OPTIONS

Subtype:

Result: ALLOW

Config:

Additional Information:
Phase: 9

Type: INSPECT

Subtype: inspect-ftp
Result: ALLOW

Config:

class-map inspection default

-
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match default-inspection-traffic

policy-map global policy
class inspection default
inspect ftp

service-policy global policy global

Additional Information:

Phase: 10

Type: VPN

Subtype: ipsec-tunnel-flow

Result: ALLOW

Config:

Additional Information:

Phase: 11

Type: INSPECT

Subtype: inspect-ftp

Result: ALLOW

Config:

class-map inspection default
match default-inspection-traffic

policy-map global policy
class inspection default
inspect ftp

service-policy global policy global

Additional Information:

Phase: 12

Type: VPN

Subtype: ipsec-tunnel-flow

Result: ALLOW

Config:

Additional Information:

Phase: 13

Type: VPN

Subtype: encrypt

Result: DROP

Config:

Additional Information:

Result:

input-interface: outside

input-status: up

input-line-status: up

output-interface: outside?2

output-status: up

output-line-status: up

Action: drop

packet-tracer .

Drop-reason: (acl-drop) Flow is denied by configured rule

cluster2-asa5585a (confiqg) #

cluster2-asa5585a#

IPSec h FAMArITTT—hEINb &,

R ERSNET,

cluster2-asa5585a (config)# sh crypto ipsec sa

interface: outside2
Crypto map tag: crypto-map-peer

4/

seq num: 1, local addr: 214.1.1.10

access-list toPeer4 extended permit ip host 211.1.1.1 host 213.1.1.2
local ident (addr/mask/prot/port): (211.1.1.1/255.255.255.255/0/0)
remote ident (addr/mask/prot/port): (213.1.1.2/255.255.255.255/0/0)

current peer: 214.1.1.9

#pkts encaps: 0, #pkts encrypt:
#pkts decaps: 0, #pkts decrypt:

0, #pkts digest: 0
0, #pkts verify: 0

#pkts compressed: 0, #pkts decompressed: 0
#pkts not compressed: 0, #pkts comp failed: 0, #pkts decomp failed: O
#pre-frag successes: 0, #pre-frag failures: 0, #fragments created: 0

#PMTUs sent: 0, #PMTUs rcvd:
#TFC rcvd: 0, #TFC sent: 0

0,

#decapsulated frgs needing reassembly: 0

—
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#Valid ICMP Errors rcvd:
#send errors: O,
local crypto endpt.:
path mtu 1500,
PMTU time remaining
ICMP error validation:
current outbound spi: A642726D

0,
#recv errors: 0

(sec): O,

current inbound spi CF1E8F90
inbound esp sas:

spi: OxCF1E8F90 (3474886544)
SA State: active
transform:
in use settings ={L2L, Tunnel,
slot: 0, conn_id: 2, crypto-map:
sa timing: remaining key lifetime
IV size: 16 bytes

replay detection support: Y
Anti replay bitmap:
0x00000000 0x00000001
outbound esp sas:

spi: OxA642726D (2789372525)
SA State: active
transform:
in use settings ={L2L, Tunnel,
slot: 0, conn_id: 2, crypto-map:
sa timing: remaining key lifetime
IV size: 16 bytes

replay detection support: Y
Anti replay bitmap:
0x00000000 0x00000001
cluster2-asa5585a (confiqg) #

214.1.1.10/500,
ipsec overhead 74 (44),
DF policy:
disabled, TFC packets:

#Invalid ICMP Errors rcvd: 0

remote crypto endpt.: 214.1.1.9/500
media mtu 1500
copy-df

disabled

esp-aes-256 esp-sha-hmac no compression
IKEv2, }
crypto-map-peer4

(kB/sec): (4285440/28744)

esp-aes-256 esp-sha-hmac no compression
IKEv2, }
crypto-map-peer4

(kB/sec): (4239360/28744)

NURADERSND &3y RSB TE D K 9512720 | bypass-checks 47 =
DHEHSNDT2D, X274 Fov I RAXZy FINET,

cluster2-asa5585a# packet-tracer input outside tcp 211.1.1.1 5050 213.1.1.2 21

bypass-checks
Phase: 1
Type: ROUTE-LOOKUP
Subtype: Resolve Egress Interface
Result: ALLOW
Config:
Additional Information:
found next-hop 214.1.1.9 using egress ifc
Phase: 2
Type: CLUSTER-EVENT
Subtype:
Result: ALLOW
Config:
Additional Information:
Input interface: 'outside'
Flow type: NO FLOW
I (0) got initial,
Phase: 3
Type: CLUSTER-EVENT
Subtype:
Result: ALLOW
Config:
Additional Information:
Input interface: 'outside'
Flow type: NO FLOW
I (0) am becoming owner

attempting ownership.

outside?2

pa-pn |
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Phase: 4

Type: ACCESS-LIST

Subtype: log

Result: ALLOW

Config:

access—-group ALLOW global
access-list ALLOW extended permit ip any any

Additional Information:
Phase: 5

Type: NAT

Subtype: per-session

Result: ALLOW

Config:

Additional Information:
Phase: 6

Type: IP-OPTIONS

Subtype:

Result: ALLOW

Config:

Additional Information:
Phase: 7

Type: INSPECT

Subtype: inspect-ftp

Result: ALLOW

Config:

class-map inspection default
match default-inspection-traffic
policy-map global policy
class inspection default

inspect ftp

service-policy global policy global

Additional Information:
Phase: 8

Type: VPN

Subtype: ipsec-tunnel-flow
Result: ALLOW

Config:

Additional Information:
Phase: 9

Type: INSPECT

Subtype: inspect-ftp

Result: ALLOW

Config:

class-map inspection default
match default-inspection-traffic
policy-map global policy
class inspection default

inspect ftp

service-policy global policy global
Additional Information:
Phase: 10

Type: VPN

Subtype: ipsec-tunnel-flow
Result: ALLOW

Config:

Additional Information:
Phase: 11

Type: VPN

Subtype: encrypt

Result: ALLOW

Config:

Additional Information:
Phase: 12

Type: VPN

| —
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Subtype: encrypt
Result: ALLOW

Config:

Additional Information:
Phase: 13

Type: VPN

Subtype: ipsec-tunnel-flow

Result: ALLOW

Config:

Additional Information:
Phase: 14

Type: NAT

Subtype: per-session
Result: ALLOW

Config:

Additional Information:
Phase: 15

Type: IP-OPTIONS
Subtype:

Result: ALLOW

Config:

Additional Information:
Phase: 16

Type: VPN

Subtype: ipsec-tunnel-flow

Result: ALLOW

Config:

Additional Information:
Phase: 17

Type: NAT

Subtype: per-session
Result: ALLOW

Config:

Additional Information:
Phase: 18

Type: IP-OPTIONS
Subtype:

Result: ALLOW

Config:

Additional Information:
Phase: 19

Type: VPN

Subtype: encrypt
Result: ALLOW

Config:

Additional Information:
Phase: 20

Type: VPN

Subtype: encrypt
Result: ALLOW

Config:

Additional Information:
Phase: 21

Type: FLOW-CREATION
Subtype:

Result: ALLOW

Config:

Additional Information:

New flow created with id 1099,

Phase: 22
Type: ROUTE-LOOKUP

Subtype: Resolve Egress Interface

Result: ALLOW
Config:

packet dispatched to next module

pa-pn |
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Additional Information:

found next-hop 214.1.1.9 using egress ifc outside2
Phase: 23

Type: ACCESS-LIST

Subtype:

Result: ALLOW

Config:

Implicit Rule

Additional Information:

Phase: 24

Type: ACCESS-LIST

Subtype:

Result: ALLOW

Config:

Implicit Rule

Additional Information:

Phase: 25

Type: FLOW-CREATION

Subtype:

Result: ALLOW

Config:

Additional Information:

New flow created with id 1100, packet dispatched to next module
Phase: 26

Type: ROUTE-LOOKUP

Subtype: Resolve Egress Interface

Result: ALLOW

Config:

Additional Information:

found next-hop 214.1.1.9 using egress ifc outside?2
Phase: 27

Type: ADJACENCY-LOOKUP

Subtype: Resolve Nexthop IP address to MAC
Result: ALLOW

Config:

Additional Information:

found adjacency entry for next-hop 214.1.1.9 on interface outside
adjacency Active

mac address 4403.a74a.9%9a32 hits 99 reference 2
Result:

input-interface: outside

input-status: up

input-line-status: up

output-interface: outside?2

output-status: up

output-line-status: up

Action: allow

WOBEITIL, R7 A PRy Z7OARPT Y MU NG N5 EFEER S /2R X F TTCP
Ny NEBIRL F9,

ciscoasa# packet-tracer input inside tcp 192.168.100.100 12345 192.168.102.102 80 detailed

Phase: 1

Type: ROUTE-LOOKUP

Subtype: No ECMP load balancing
Result: ALLOW

Config:

Additional Information:

Destination is locally connected. No ECMP load balancing.
Found next-hop 192.168.102.102 using egress ifc outside(vrfid:0)

—
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Phase: 2

Type: ACCESS-LIST

Subtype: log

Result: ALLOW

Config:

access—-group TEST global

access-list TEST advanced trust ip any any

Additional Information:

Forward Flow based lookup yields rule:

in 1id=0x2ae2aB8aabe90, priority=12, domain=permit, trust

hits=17, user_data=0x2ae29%aabcl00, cs_id=0x0, use real addr, flags=0x0, protocol=0
src ip/1d=0.0.0.0, mask=0.0.0.0, port=0, tag=any, ifc=any

dst ip/id=0.0.0.0, mask=0.0.0.0, port=0, tag=any, ifc=any, vlan=0, dscp=0x0
input_ifc=any, output ifc=any

Phase: 3

Type: NAT

Subtype: per-session

Result: ALLOW

Config:

Additional Information:

Forward Flow based lookup yields rule:

in 1d=0x2ae2a69a7240, priority=0, domain=nat-per-session, deny=false
hits=34, user_data=0x0, cs_id=0x0, reverse, use_real addr, flags=0x0, protocol=6
src ip/1id=0.0.0.0, mask=0.0.0.0, port=0, tag=any

dst ip/id=0.0.0.0, mask=0.0.0.0, port=0, tag=any, dscp=0x0

input_ifc=any, output ifc=any

Phase: 4

Type: IP-OPTIONS

Subtype:

Result: ALLOW

Config:

Additional Information:

Forward Flow based lookup yields rule:

in 1d=0x2ae2a8488800, priority=0, domain=inspect-ip-options, deny=true
hits=22, user data=0x0, cs_id=0x0, reverse, flags=0x0, protocol=0
src ip/1id=0.0.0.0, mask=0.0.0.0, port=0, tag=any

dst ip/id=0.0.0.0, mask=0.0.0.0, port=0, tag=any, dscp=0x0
input_ifc=inside(vrfid:0), output ifc=any

Phase: 5

Type: NAT

Subtype: per-session

Result: ALLOW

Config:

Additional Information:

Reverse Flow based lookup yields rule:

in 1d=0x2ae2a69a7240, priority=0, domain=nat-per-session, deny=false
hits=36, user_data=0x0, cs_id=0x0, reverse, use_real addr, flags=0x0, protocol=6
src ip/1id=0.0.0.0, mask=0.0.0.0, port=0, tag=any

dst ip/id=0.0.0.0, mask=0.0.0.0, port=0, tag=any, dscp=0x0
input_ifc=any, output ifc=any

Phase: 6

Type: IP-OPTIONS

Subtype:

Result: ALLOW

Config:

Additional Information:

Reverse Flow based lookup yields rule:

in 1d=0x2ae2a893e230, priority=0, domain=inspect-ip-options, deny=true
hits=10, user_data=0x0, cs_id=0x0, reverse, flags=0x0, protocol=0

src ip/1id=0.0.0.0, mask=0.0.0.0, port=0, tag=any

-
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dst ip/id=0.0.0.0, mask=0.0.0.0, port=0, tag=any, dscp=0x0

input ifc=outside(vrfid:0), output ifc=any
Phase: 7

Type: FLOW-CREATION

Subtype:

Result: ALLOW

Config:

Additional Information:

New flow created with id 21, packet dispatched to next module
Module information for forward flow

snp_fp inspect ip options

snp_fp_ tcp normalizer

snp_fp translate

snp_fp_adjacency

snp_fp fragment

snp_fp tracer drop

snp_ifc_ stat

Module information for reverse flow
snp_fp inspect ip options

snp_fp translate
snp_fp_ tcp normalizer
snp_fp_adjacency

snp_fp fragment

snp_fp tracer drop

snp_ifc_ stat

Phase: 8

Type: INPUT-ROUTE-LOOKUP-FROM-OUTPUT-ROUTE-LOOKUP

Subtype: Resolve Preferred Egress interface

Result: ALLOW

Config:

Additional Information:

Found next-hop 192.168.102.102 using egress ifc outside(vrfid:0)

Phase: 9

Type: ADJACENCY-LOOKUP

Subtype: Resolve Nexthop IP address to MAC

Result: ALLOW

Config:

Additional Information:

found adjacency entry for next-hop 192.168.102.102 on interface outside
Adjacency :Active

mac address Oaaa.Obbb.00cc hits 5 reference 1

Result:

input-interface: inside(vrfid:0)
input-status: up
input-line-status: up
output-interface: outside (vrfid:0)
output-status: up
output-line-status: up

Action: allow

WOFITIL, R7 A MKy FIZHTHHARP= Y MU BN DI Kr vy 7S i
72-TCP Xy hEEBHLET, FuyXIN-EHATIE, ARPT—T Va2 F v 7T
Hzboe v hbigEf I TunET,

<Displays same phases as in the previous example till Phase 8>
Result:

input-interface: inside(vrfid:0)

input-status: up

| —
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input-line-status: up

output-interface: outside (vrfid:0)

output-status: up

output-line-status: up

Action: drop

Drop-reason: (no-v4-adjacency) No valid V4 adjacency. Check ARP table (show arp) has
entry for nexthop., Drop-location: frame snp fp adj process cb:200 flow (NA)/NA

OB TIL, NAT & BIFERREZ2 R 7 A bRy PR LI MREL—T 4 7 DX
ro b bL—YERLTWET,

ciscoasa# sh run route
route inside 0.0.0.0 0.0.0.0 192.168.100.100 1
route outside 0.0.0.0 0.0.0.0 192.168.102.102 10

ciscoasa# sh nat detail

Manual NAT Policies (Section 1)

1 (outside) to (dmz) source static src_real src _mapped destination static dest real
dest mapped

translate hits = 3, untranslate hits = 3

Source - Origin: 9.9.9.0/24, Translated: 10.10.10.0/24

Destination - Origin: 192.168.104.0/24, Translated: 192.168.104.0/24

ciscoasa# packet-tracer input dmz tcp 192.168.104.104 12345 10.10.10.10 80 detailed

Phase: 1

Type: UN-NAT

Subtype: static

Result: ALLOW

Config:

nat (outside,dmz) source static src_real src _mapped destination static dest real
dest mapped

Additional Information:

NAT divert to egress interface outside(vrfid:0)

Untranslate 10.10.10.10/80 to 9.9.9.10/80

Phase: 2

Type: ACCESS-LIST

Subtype: log

Result: ALLOW

Config:

access—-group TEST global

access-list TEST advanced trust ip any any

Additional Information:

Forward Flow based lookup yields rule:

in 1id=0x2ae2a8aabe90, priority=12, domain=permit, trust

hits=20, user_data=0x2ae29%aabcl00, cs_id=0x0, use_real addr, flags=0x0, protocol=0
src ip/id=0.0.0.0, mask=0.0.0.0, port=0, tag=any, ifc=any

dst ip/id=0.0.0.0, mask=0.0.0.0, port=0, tag=any, ifc=any, vlan=0, dscp=0x0
input_ifc=any, output ifc=any

Phase: 3

Type: NAT

Subtype:

Result: ALLOW

Config:

nat (outside,dmz) source static src_real src _mapped destination static dest real
dest mapped

Additional Information:

Static translate 192.168.104.104/12345 to 192.168.104.104/12345
Forward Flow based lookup yields rule:

in 1id=0x2ae2aB8aad4ff0, priority=6, domain=nat, deny=false

hits=4, user data=0x2ae2a8a9d690, cs_ 1d=0x0, flags=0x0, protocol=0

W ra-pn
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src ip/1d=192.168.104.0, mask=255.255.255.0, port=0, tag=any
dst ip/id=10.10.10.0, mask=255.255.255.0, port=0, tag=any, dscp=0x0
input ifc=dmz (vrfid:0), output ifc=outside(vrfid:0)

Phase: 4

Type: NAT

Subtype: per-session

Result: ALLOW

Config:

Additional Information:

Forward Flow based lookup yields rule:

in 1id=0x2ae2a69a7240, priority=0, domain=nat-per-session, deny=false
hits=40, user_data=0x0, cs_id=0x0, reverse, use_real addr, flags=0x0, protocol=6
src ip/1id=0.0.0.0, mask=0.0.0.0, port=0, tag=any

dst ip/id=0.0.0.0, mask=0.0.0.0, port=0, tag=any, dscp=0x0
input_ifc=any, output ifc=any

Phase: 5

Type: IP-OPTIONS

Subtype:

Result: ALLOW

Config:

Additional Information:

Forward Flow based lookup yields rule:

in 1d=0x2ae2a89delb0, priority=0, domain=inspect-ip-options, deny=true
hits=4, user data=0x0, cs_id=0x0, reverse, flags=0x0, protocol=0
src ip/1id=0.0.0.0, mask=0.0.0.0, port=0, tag=any

dst ip/id=0.0.0.0, mask=0.0.0.0, port=0, tag=any, dscp=0x0
input_ ifc=dmz (vrfid:0), output ifc=any

Phase: 6

Type: NAT

Subtype: rpf-check

Result: ALLOW

Config:

nat (outside,dmz) source static src_real src mapped destination static dest real
dest mapped

Additional Information:

Forward Flow based lookup yields rule:

out i1d=0x2ae2a8aab53d0, priority=6, domain=nat-reverse, deny=false

hits=5, user data=0x2ae2a8a9d580, cs_ 1d=0x0, use real addr, flags=0x0, protocol=0
src ip/1d=192.168.104.0, mask=255.255.255.0, port=0, tag=any

dst ip/id=9.9.9.0, mask=255.255.255.0, port=0, tag=any, dscp=0x0

input ifc=dmz (vrfid:0), output ifc=outside(vrfid:0)

Phase: 7

Type: NAT

Subtype: per-session

Result: ALLOW

Config:

Additional Information:

Reverse Flow based lookup yields rule:

in 1d=0x2ae2a69a7240, priority=0, domain=nat-per-session, deny=false
hits=42, user_data=0x0, cs_id=0x0, reverse, use_real addr, flags=0x0, protocol=6
src ip/1id=0.0.0.0, mask=0.0.0.0, port=0, tag=any

dst ip/id=0.0.0.0, mask=0.0.0.0, port=0, tag=any, dscp=0x0
input_ifc=any, output ifc=any

Phase: 8

Type: IP-OPTIONS

Subtype:

Result: ALLOW

Config:

Additional Information:

Reverse Flow based lookup yields rule:

| —
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-

in 1d=0x2ae2a893e230, priority=0, domain=inspect-ip-options, deny=true
hits=13, user_data=0x0, cs_id=0x0, reverse, flags=0x0, protocol=0

src ip/1id=0.0.0.0, mask=0.0.0.0, port=0, tag=any

dst ip/id=0.0.0.0, mask=0.0.0.0, port=0, tag=any, dscp=0x0

input ifc=outside(vrfid:0), output ifc=any
Phase: 9

Type: FLOW-CREATION

Subtype:

Result: ALLOW

Config:

Additional Information:

New flow created with id 24, packet dispatched to next module
Module information for forward flow

snp_fp inspect ip options

snp_fp_ tcp normalizer

snp_fp translate

snp_fp_adjacency

snp_fp fragment

snp_fp tracer drop

snp_ifc_ stat

Module information for reverse flow
snp_fp inspect ip options

snp_fp translate
snp_fp_ tcp normalizer
snp_fp_adjacency

snp_fp fragment

snp_fp tracer drop

snp_ifc_ stat

Phase: 10

Type: INPUT-ROUTE-LOOKUP-FROM-OUTPUT-ROUTE-LOOKUP

Subtype: Resolve Preferred Egress interface

Result: ALLOW

Config:

Additional Information:

Found next-hop 192.168.100.100 using egress ifc inside(vrfid:0)

Phase: 11

Type: SUBOPTIMAL-LOOKUP

Subtype: suboptimal next-hop

Result: ALLOW

Config:

Additional Information:

Input route lookup returned ifc inside is not same as existing ifc outside
Doing adjacency lookup lookup on existing ifc outside

Phase: 12

Type: NEXTHOP-LOOKUP-FROM-OUTPUT-ROUTE-LOOKUP

Subtype: Lookup Nexthop on interface

Result: ALLOW

Config:

Additional Information:

Found next-hop 192.168.102.102 using egress ifc outside(vrfid:0)

Phase: 13

Type: ADJACENCY-LOOKUP

Subtype: Resolve Nexthop IP address to MAC

Result: ALLOW

Config:

Additional Information:

found adjacency entry for Next-hop 192.168.102.102 on interface outside
Adjacency :Active

pa-pn |
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mac address Oaaa.Obbb.00cc hits 5 reference 1

Result:

input-interface: dmz (vrfid:0)

input-status: up

input-line-status: up

output-interface: outside (vrfid:0)
output-status: up

output-line-status: up

Action: allow

The following example depicts packet tracer for sub-optimal routing with NAT, where, the
packet is dropped due to non-reachable nexthop.
ciscoasa# sh run route

route inside 0.0.0.0 0.0.0.0 192.168.100.100 1

ciscoasa# sh nat detail

Manual NAT Policies (Section 1)

1 (outside) to (dmz) source static src_real src _mapped destination static dest real
dest mapped

translate hits = 3, untranslate hits = 3

Source - Origin: 9.9.9.0/24, Translated: 10.10.10.0/24

Destination - Origin: 192.168.104.0/24, Translated: 192.168.104.0/24

<Displays same phases as in the previous example till Phase 11>
Result:

input-interface: dmz (vrfid:0)

input-status: up

input-line-status: up

output-interface: outside (vrfid:0)

output-status: up

output-line-status: up

Action: drop

Drop-reason: (no-adjacency) No valid adjacency, Drop-location: frame
snp_fp adjacency internal:5890 flow (NA)/NA

EEav >R

avw vk AR

capture hL—2 S5y bEEHT, Ay MEES Y 7F v LET,

show capture FTa UPRESNLTORVWEEIE, F¥y 7 Fr a7 ¥alb—a
YEFRRLET,

show PCAP 7 7 A /WITH L CIRBICIATENTZ N v b FL—HD FL—2 Ny
packet-tracer | > - i fy % #eR L E T

—



. pager

pager

pa-pn |

Telnet 7 v+ a3 > T [-—-More-—-] 7BV 7 MREFRINDZETO1IX—=UHZVOT 741 1
1T ERET AT, Fuo—L a7 4 FXalb—v gy B— RTpager 2~ REifL

ijﬂo

pager [lines] [AI#}

BXDEREA

aAvU R TFI4ILE

O R E—F

[lines] [——-More-—-] 707 FRFRRINDETD 1 X=UH72 0 ODITHERE LE

lines Fo FIAAME2BITTT. 0%, ~—YOBIRAARN L &R LET, HET
X DML 0~ mw%%wﬁfﬁomﬁk U—RNIMEETHY, ZOF—TU—
ROFEIZ DD BT a~ v RiZE—TF,

T 7 4V ME 2417 TT,

ROKIZ, a3~ P2 ANNTELHE—FaRLET,

ARV KE— |T7A47 04— ILE—F X274 TFR b
R
=Ty F FSURRT (DT TILF
Lk
AVTERE |VARTA
sV * RS - RIS - RIS - RIS
E

2v L KRR

FEREDHA R4V

-

J— ZEEARR

70(1) Zoa~r NI, FHEEXECE—RDa~vry b r/a—s L ary7 4 X o b—
varyE—ROavy RIZEEINE Lz, terminal pager =21~ > R23FRHE EXEC
—Rpa<wr LB E L,

Zoawr RiL, Telnett v g TOT 74 /b FDpagerlineiXx E2ELHLET, BHEOE v
T a I OWNWT DR, FEEZ —RFICAT T 55451X, termina pager 2~ > REHEH L E
R

BT XA M Telnet i3 286, FFED 2T F A NNOD pager =2~ > RIZHR 2 5%
ENRDHLLETH, ﬂﬁ@»j/TﬂFX MIZE®ES % & pagerlinefElLr—V—Dt v g 1T
PEWET, BIIED pager it EAZEE T 2121, B LWVEXE T terminal pager =~ > K& AT
L0, pager Av Yy REBUEDO L THFANTANLET, pager =2~ Rk, 20 7F A b
a7 4 X a b—3 a3 ST L pager REZRAFT HLSMT, T LWEXE 2 BITED Telnet
tyvaaTmEBHLET,
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B WU, FoR SN BITRE 20 1T EF 56155 LET

ciscoasa(config)# pager 20

BEa<> R avU R SiBA

clear configure terminal WROFERIERTEEZ VT LET,

show running-config terminal | FR{E DR ELX FR L E T,

terminal VAT AT Ay —C% Telnet vy a U TRRTED LD
iCLET,

terminal pager Telnet® v > 3 > T l—-more-——] 727 "RFRENDETO
ITHEFRELET, Zoa~vr Nidar74Xab—y g X
FEINFEHEA,

terminal width ra—)ar7Z 4 Xal—3ay E— RTCOHEOERIESL
HELET,

| —
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page style

pa-pn |

WebVPN L—H =N X2 VT 4T F T4 7 L ATHERTH L EICHEREND WebVPN ~2—
CENAF A RTHITIE, webvpn WAX A B —v g ar7 4 Xal—varE— KT
pagestyle =~ FZEHLET, 274 Falb—Tarhbavy REHIBRL T, fEN#
EKENDHEICTHICE, Zoavwr FonoBRNA2HEH L7,

page style value
[ no] pagestyle value

B DEREA

AR TFI4ILbE

aAvU R E—F

Ve h 2y —F 4 S AR A — T (CSS) /NTA—H (Fe K256 LF) .

T 7 XV hDOR—T AH A L1, background-color:white;font-family:Arial,Helv,sans-serif T,

ROKIZ, A~ P ANNTELHE—FaxRLET,

ARVEE— |T7ATI74—ILE—F tXaUT4220TFXEL
K
=Ty K FSUART (VUL TILF
Lk
AVTERE | VAT LA
webvpn 7 A ¥ o KPS — o %I — —
A ¥F—3
a4
Xl —3g
N

avy FERE

FEREDHA RS4A4 Y

-

Ju— EEAE
A

7.1(1) ZOawy RRBMENE L,

syled 7> a VNIEN eI Ar—FT 4 T AZA N —k (CSS) NTA—HLLTEIN
FT, ZHHDONRTA—=ZIZONWTIE, ZOF==2T7 L TITFHP LERA, CSS/RT A —HZD
FEAIIZ DWW TCIE, World Wide Web =22 Y —3 7 . (W3C) @ Web 1  (www.w3.org) @

CSS fiffZ 2 L T< 72 &, [CSS 2.1 Specification] @ [Appendix F| 121X, CSS /3T A —

ZDOFENRTNY X IR HY £, Z OFFERIT www.w3.0org/TR/CSS21/propidx.html TAFT &
7.

Z 2T, WebVPNR—UICHTH2EF TR L L<ITbNEX—VORGEET T 572900k
v hNEEILET,

« <X O RGBfE, HTML Oafii, £7-idtad04r; (HTML TR S 256) %
T £,
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page style .

«RGB L 0,0,0 T, &£ (R, . H) & 0~255 DFPFHAD 10 EETASILET, &
DH =XYoo MU, o2 AL HAEDELISADOREL L ERLET,

« HTML JE =13 #000000 ©., 16 D 6 HTOME T, SRHHE 2 BOITHKRE, 3FED L4
Bedldfkzr, SFEDHE 6 FDITFERLTVET,

A\

GE)  WebVPNRX—TEFHHEIZIH A X <A X3 HI121%, ASDMZHEHTAHZ L #HLE L £4, ASDM
21, BRARRLT L a—MiER Y. RIANVDOEZLZRETDTODHERRMEENH Y £
j‘o

I WIT. AT R B A V% large \TH A5~ A R B IE T LET

ciscoasa(config) # webvpn
ciscoasa (config-webvpn)# customization cisco
ciscoasa(config-webvpn-custom) # page style font-size:large

BEa<w> R avy |#H

logo WebVPN ~—Ypud% A~ A XA LET,

title WebVPN R— DX A MBI AZ~A A LET,

| —



. NSA=4

BXDEREA

AR R TFIAILE

AR E—F

pa-pn |

WRITA—=H a7 4 Fal—raryT—ReBLTA AT va R r—<y 7O
TA—HERETDHIE, RV v—~v T a7 4 X2 b— g F— FTparameters 2~
VREMEALET,

parameters
Zoawy NIBIEELITF—TI— NI T A,
T 7 F v s OEMEREILH D EH A,

ROFIZ, a~ R ANNTELE—FERLET,

ARV KRE— | T7AT7I94+—ILE—F tXalyFoaVTEFR b
K
=Ty K FSUART (VUL TILF
Ly bk
AVTERE | VRTFA
Ry vo—~v O S . S5 o s . 5t _
A=
X2l —3
N

avy FERE

EREDAARZA4

3l

-

JU— EERE
S

72(1) Zoa<wr RBRBMENnE LR,

EV2T AR U= T L—AU—ITE, DT TV r—vary L VAR v a VTETS
ORI T 7 v a v ERETEET, LA TV34DKY) —~> 7 (policy-map =2~ R)
T, inspect =~ REMHH L THRET VU E2H9IT 584X, policy-map typeinspect =
<~ RTHERENTZA VAT v a v R =~y T TERSINTNWDT 7 a4 7 va
YA TEE Y, 7L 2., inspect dnsdns policy map =~ K& A LET,
dns_policy map |Z, A v A7 ay R — <y TFOA4RFITT,

AR vary RN — <y 7iE, 1 DLED parameters 2> K& AR — h T ET,
RIGRA—=HF, A VAR a ORI LET, XTIRAXA—F a7 4 Fal—
vary®ET—RFRTHEATE2a~r I, 77V 75— a ko TRRY 4,

WIZ, TTHNV DAL AXT v ay RY r— <y 28T 5 DNS N7 hORK
Ave—VEERETHHERLET,

ciscoasa(config)# policy-map type inspect dns preset dns map
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ciscoasa(config-pmap) # parameters
ciscoasa(config-pmap-p) # message-length maximum 512

BEavF avo kR B
class RV — =T DI TR~y THERELET,
class-map type inspect TV = aEEDNT T4 v I EBETHIODA

ARy vay JTA<y T EERLET,

policy-map LAY 34DR) >—~v T HERLET,

show running-configpolicy-map | SfEORY v —~<vF 227 4 X2 l—3 3 v 53T _CTHER
Liﬁ_o




. participate

participate

B DEREA

aAavY R FI4ILk

AU kRE—F

pa-pn |

FNRA AT — RANTG T 7 5 AR IZHREIZMEEA121E, VPNa—F NF5 30
7 ar7 4Xal— a3 E— RTparticipate 2~ RZEHALET, 77 AXIISIMLT
WAF A ZAEHIET AL, 20a<vy FonoEREHEHA L ET,

participate
no participate

oo~y RIZIIBIEELIIRF—U— R A,
F 7 FOBETIZ, TAAXVPNE— R RS0 7 752212 MLER A,

WDOFRIZ, a2 REANTEDLE—FE2RLET,

ARV KRE— | T7AT 24— ILE—F tFaYT4a30TFRE
K
W=Tyk |FSVRRT (DU T)L JILF
Lk — —
AVTHFRAR | VRTL
VPN 2 — R | e %fis — o KPS — —
A
V7 4%
L—3

avy FERE

FEREDAARFS1Y

-

Jy— EEAE
7S

7.0(1) Zoawy RBBINEhE L,

F9°, interfaces L0 namef a2~ R&H L TA v ¥ —7 =1 ZA%F%E L. vpnload-balancing
a< 2 REFEHLTVPN B— RNRT oo 72— RERBTAILERDH Y £, 51T,
custerip 2~ REHH LTI/ FAXIPT RLAZHREL, WE7 T AZIPT KL AR
THALE =T A AERELTHBIMERNH Y £7,

Zoawy RiE, ZOTNAA RAEIRe— RT3 7 7 T A NSNS £,
TN ASDBINEA F—T T HIZIE, Z0a~vy REWRMICRITT 2 LERH D £
R

7 TGARNZEBMNTHTXTOTFT A 2T, IPT FLA, BEERE, BEx—., BLXOR— &
WH 7 T AXERDOR—EEEAETHILERNH Y 5,
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1

\)

participate .

6=

Wb &l 4% & &%, isakmp enableinside =~ > F&ZHANIHRTE L TEB BERH Y £
9, insde TiZ, B — RRZ U TONEHA v F—T7 = AZBELET, B— KT
YT DOWEA B —T = A A LT isakmp AN/ o TWRWEGEE, 7 T A XK LORE
BRI EICTT— A o=V RNFERINE T, duster encryption =2~ > KO EREZ isakmp
DAHENTH->TH, participate 2~ o RERET DANZELNIZ > 7255, participate 2~ &
ROATFIZT T — A v —UNERII, B—HNVT A A7 TAZIISMLUER A,

WIZ, BUEDT NA A% VPN B — RNF v v 7 FRAZIZBMTEDL L HICT D
participate =~ & &de, VPN R — R RT3 av s R v—7 v 206 %R
L/\li—a—()

ciscoasa (config)# interface GigabitEthernet 0/1
ciscoasa(config-if)# ip address 209.165.202.159 255.255.255.0
ciscoasa(config)# nameif test

ciscoasa(config)# interface GigabitEthernet 0/2
ciscoasa(config-if)# ip address 209.165.201.30 255.255.255.0

ciscoasa(config) # vpn load-balancing
ciscoasa(config-load-balancing)# interface lbpublic test

ciscoasa (config-load-balancing) # interface lbprivate foo

ciscoasa (config-load-balancing) # cluster ip address 209.165.202.224

(
(
(
(
(
ciscoasa(config) # nameif foo
(
(
(
(
(

ciscoasa(config-load-balancing) # participate

EEav> R

avw vk S5 BA

vpn
load-balancing

VPN — R ATy v 7 E— REHE L E T,

—
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. passive-interface (IPv6 JL—% OSPF)

passive-interface (IPv6 /L—% OSPF)

BEEDA 2 —T 2 A4 ZAFTI1X0OSPRV3 722 A FEH L TWATRTOA v X —T = A AT
N—T 4 TR OEZEEZTDLRNE DT DI, IPv6 /L—H% OSPF 27 ¢ Fa L—
vg » E— FTpassiveiinterface 2~ > REEHLET, FFEDA F—T = A ZAET2IZ
OSPFV3 7B AZMEA L CWHTRTDA L H—T =2 A ATN—T 4 > T HFE2FH O
1512, Zoa<wr RonoBREHHLEI,

passive-interface [ interface name ]
no passive-interface [ interface_name ]

BXDEREA

aAvY R TFI4ILE

O R E—F

interface name (473 3 ) OSPFV3 7Ot ANREITINTWAAL L X —T = A ADLF %
BELET,

77 4 FOEEREIZH D EE A,

ROKIZ, a3~ R ANNTELHE—FaRLET,

AV KE— | T7PAT794+—ILE—F tXxa)T4aTERX b
K
=Ty K FSUART (VUL TILF
Lk
AVTEREN | VAT LA
[Pv6 L —%& o it — o it — —
OSPF=> 7 ¢
X2l —Ig
N

avy FERE

FEREDHA FS14 Y

il

-

Jy— EEAE
A

9.01) zZoa~rRFRBMENELE,

AU RE A VE—T oA ATRYT N—TFT 4 T oA X —T M LET,

Iz, WEA v 2 —T =2 A ATNL—T 4 VT EHOESZEEITOLR VL I2T 56 %
R~RLUFET,

ciscoasa(config) # ipvé

router ospf 10

ciscoasa(config-rtr)# passive-interface interface
ciscoasa (config-rtr)#
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passive-interface (IPv6 JL—% OSPF) .

BEa<w> R

avy kR

A

show running-config
router

FiTar 74 X2 b—T a0z
vary avwry REERLET,

SENBN—H 3T 4 X2l —

—
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. passive-interface (ISIS)

passive-interface (ISIS)

MR VT = R—=R AV H =T 2 AT FLARGENTODLHERIC, A v X —T = AR
TISIShello X7 v hBIXON—T 4 T T v 77— FEBRIRT BT, V—X SISz 7 ¢
Fal— 3 EF— KNTpasveinterface 2~ REMHH L ET, FME hello X7 v hEB IO
N—T 4T T T T— R eHOANIT DL, Zoa<vr RonoBXEMHLET,

passive-interface [ default | inside | management | management?2 ]
no passive-interface [ default | inside | management | management2 ]

X DiRHA default TRTCDOA L EZ—T 2 A A ETL—T 4 VIR EFRENLRNESITLET,

inside A 4 —7 = A A GigabithEthernet0/0 D4 Hi,

management { > 4% — =7 = 1 A Management0/0 D4 Hil,

management2 { - 4% — =7 = { A Management0/1 D4 i,

ATRVEFI4NE T IANMETEH, TRTOAN U F =T oA A ETA—T 4 VI PREHINERA,

avY kR E—F WDORIZ, a<w L NEANTEARE—FNEZRLET,
K
=Ty k | FSVART |DVTL < ILF
LYk
SUFERE [VRTA
JL— 4 isis = o Xt — . S . 5 .
V7 4F
L—va v
av Yy FERE J1y— FERE
A

9.6(1) —oawr FABMEHELE,

FERLDHA KSAY Z0avU RE, AV E =Tz A ATy VT V=T 4 v T oA F—T I LET,

i W, A 2 B —T = ATA—F 4 v S EFORZIEEFTDRNE 5 1T B %
FLET

ciscoasa(config) # router isis
ciscoasa (config-router)# passive-interface inside

-
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passive-interface (ISIS) .

BEa~Y

vk

avy kR

B

advertise passive-only

Ry T LB =T =4 RET KABA AT B LD I
RELET

ASA %

area-password

IS-IS =V PEFF AU — REZHRELET,

authentication key

IS-IS DERFFA /' 1 — L THINZ LE T,

authentication mode

7a— U7 IS-IS A VA X L AWK LT IS-IS 734w |~ CfFE H
éﬂénhnﬁ:ﬂ‘“]\@&/f77a?? Ljﬁjﬂo

authentication send-only

T a— LR ISIS A VAKX VAT, SEEEIND EZETIEA
<) ISHIS N7y N TCORFBIHNFETENDI LIITHELET,

clear isis

IS-IS 7 — X &%= 7 V7T LET,

default-information originate

[SISV—F 4 v RAAL L ~DF 7V b— FE2ERKRLE
‘a‘o

distance

IS-IS7'm ha/Mc XD BRI A— MIEHY ¥ ToNDT R
SZRARNL—F 4T FTH AR LV AEERLET,

domain-password

IS-IS KA A VERFE/RA T — REZELET,

fast-flood

IS-ISLSP N7 Wz A L HIZERELET,

hello padding

IS-IS hello & 7 /L MTU A XITEEL T,

hostname dynamic

IS-ISZAFI v 7 RAMNBEZAENCLET,

ignore-lsp-errors

N F = v 7 b T —0DdH D IS-ISLSP #52{Z LT=#E 12 LSP
EN—UT O TR EHT AL IICASA ZRELET,

isis adjacency-filter

IS-1S BEZEER DRI % 7 4 VX AL L £ 97,

isisadvertise prefix

SISA VB2 —T 2 A AT, LSPT7 RRZ AL XA MR LT
BHETORY NU—ZDISIS T L7 4 w7 A5 T RARZAL XL
F7,

isisauthentication key

4"/§‘—7:E4'7\ y;d‘ﬁ—énunﬂ:‘%ﬁfjj Li—é‘o

isis authentication mode

A B =Tz A AL, AV AK AR LTISIIS/ 7 > b
T’@EFH éménuni:‘[‘*‘ ]\@57/(7%? Ebijqo

isisauthentication send-only

EEEND FEETEHRL) SISy MOk L TORRBIHEE
EITTDHE90C, A B —T2 A RAZEDISISA LV AZ VA%
HRELET,

isiscircuit-type

IS-IS THEA SN D BHEBRO X A 72 ELET,

—
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pa-pn |

avy kR

B

isis csnp-interval

To—REY A~ A X —T x4 AL TERIIC CSNP /7
FREEINIEFEEFRELET,

isis hello-interval

IS-IS 233H#¢ L C hello /37 v h 2R ET OB OEIEZHEEL
F7,

isis hello-multiplier

FAN=DBRIEEL T Z LN TE S IS-IS hello 737 > MO K
EEEELET, REL SNy MR ZOEEBZ S &,
ASA 1N F T LTS EES LET,

isishello padding

IS-IShello A > BZ—T =2 A AL D7 )L MTU WA RITEHEL
i‘g—o

isisIsp-interval

A B =7 = f AT DT % IS-IS LSP (R o0 EAERFH £
RELET.

isismetric IS-IS A hY v 7 DfEiZRELET,
isis password AV HF—T 2 A ADBIFNRAT — REBRE LTI,
isispriority A B =T A ATDIRESNTZASADT TAF VT 4 & iE

Liﬁ—o

isis protocol shutdown

AU H =T 2 A AT LITISIS 7a b a Va8 LE9,

isisretransmit-interval

A HF—T A A LD ISISLSP OFEERORMARE L E
_aAO

isis
retransmit-throttle-interval

A B —T A ALDOEISISLSP OFEER OB 2 HE L F
9,

isistag IP7L7 4y 7 ANRLSPICFHASNIZE XL, AV ¥ —T <A
AR EENTZIP 7T RLRIZEZ T HRELET,
istype SIS V—F 4 v 7 Tat ZADN—TF 4 7 L~yLZE ) 4T

£7,

log-adjacency-changes

NLSP IS-IS BRI AT — h 2B E (T v 7 EEFF U V)
TAHBIC, ASADR T A vt —U% AR TEDL5ICLET,

Isp-full suppress

PDUMNR 7 W7ol X2, Iflsndr— b ERELET,

Isp-gen-interval

LSP AR D IS IS Ay Y T hENAT~A A LET,

Isp-refresh-interval

LSP O BT RIBR 2 3 E L £ 9

max-ar ea-addr esses

IS-IS= YU 7 OIEMOFET RLAEZERELET,

-
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passive-interface (ISIS) .

avy kR

B

max-lsp-lifetime

LSP 23 ST IZ ASA DT — X RX— AN TIRFF &SN 5 e K
MERELET,

maximum-paths

SISOV FNRNAa—R =TV 7 E2HRTELET,

metric FTRCDIS-ISA v X —T A ADA N w7 li%E 7 a— |z
ERLET,

metric-style A Z AL, B, BIOMEAZ Y =27 b (TLV) Z2ERL.
TLV OB %Z T AN D L 912, IS-IS 8@ L T\ D ASA %R
ELET,

net I—F 47 Fuak XD NET ZHELET,

passive-interface

RS T A B—=T 2 A ZAEBELET,

prc-interval

PRCOIS-IS 2y ") v T2 AZ<A X LET,

protocol shutdown

A H—T 2 A A LETCHBERBEFREEHRLTCTLSP T —FX—RX %
JUTTAZENTERNL YT, SIS e haiLry 7o —
VT LET,

redistributeisis

Bz LU 16 Lol 2~ £330~ 2 b Lyl ]~
IS-IS b— bk ZFldA LE7,

route priority high

ISISIP 7' V7 4 v 7 AINA TITAF VT 4 2HID B TET,

router isis

IS-IS V=T 4 > T A =T M LET,

set-attached-bit

LyL & LrUL 2 D — 28 Attach By S B RTET 5 L8
NHLGEORKIERELET,

set-over load-bit

SPFHHEDOHFMA vy 7L LTHATERNZ L a2 oL —Z (1T
BT H LT ASA ZHRELET,

show clns

CLNS EHDEREFR R LET,

show isis

IS-IS DIFHEFK R LET,

show routeisis

IS-ISV— h&EFRLET,

spf-interval

SPFEIHEDISIS Ay b T EZH AL~ A XALET,

summary-address

IS-IS DEMT R A E/ER L E9,

—
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. passive-interface (JL—% EIGRP)

passive-interface (/L—% EIGRP)

A B —T = A XATEIGRP v —T o > 7 R OEZAF 2 T2 T 2121F, /v—4F EIGRP =1/
74 ¥ 2l —v a3y E— KT passveinterface 2~ REFHLET, f > ¥ —T A AT
N—T 4 T EBOANNCT HI2E, Zoa~vy Rono JBREEH L ET,

passive-interface {defaultif_name}
no passive-interface {defaultif name}

XN default ((£Z) T R_RCOA L X —T = ArZEHT— NI ELET,

iframe  (£E) namef 2~ R TRy 72— RIRE LA VX —7 = A ZAD4HI,

ARVRTFIANE EOA T =T 2 A ATh—=T A TINAR=TNIIRDE, TIT 4T N—=T 47 (Jb—
T AT EHOEZE) T L TTRTDOA v Z—T oA ANA X —T TR0 F4,

avY kK E—FK WDORIZ, a~ REANTEHE—FERLET,
ARV KE— |T7A47 24— ILE—F X274 0TFRb
&
=Ty K ESUVRRT (VU FL T ILF
LYk
AVTEFRE (VAT A
/L—24 EIGRP o 3fhis o St — —
a7 4F¥a
L—r3
avy RERE ))— ZEBEAR
A

72(1) Zoawr R™BEMEhE L,

8.0(2) EIGRP/L—F 4 v 7O R— R INBEMENE LT,

GRLEDHA KSq4Y AV F—TxA A LTy VT V=T 4 T A F—TMILET, EIGRP DAL, Zh
WLV EDA L E =T 2 A ATON—T 4 VTR OERZENT 4 =T VIR E7,

EIGRP #% % Clx, #H% D passive-interface =~ K&l T £, passive-interface default
avy REMFEHLTTRTOL > H—7 A ATEIGRP V—7 4 v 7 Z8WHHIZ L, no
passive-interface =~ R&ZMH L TRED A > ¥ —7 = A ATEIGRP V—T 4 > T = H I
TEET,

il WU, SMEA v B —T = A A%y L7 EIGRP ICRET %R LET, Xl
FU T TIAT L ADMDA v Z—T = A AlZ. EIGRP EFAZ X% ELET,

-
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passive-interface (JL—% EIGRP) .

ciscoasa(config)# router eigrp 100
ciscoasa(config-router)# network 10.0.0.0
ciscoasa (config-router)# passive-interface outside

WIZ, WEA v B —T 2 A A&ELT_RTDA o F—T = A A% 3y 37 EIGRP [T
ETAHHERLET, NHA v 2 —T =2A ADHINEIGRP Bz ESELET,

ciscoasa(config)# router eigrp 100
ciscoasa(config-router)# network 10.0.0.0

ciscoasa (config-router)# passive-interface default
ciscoasa(config-router)# no passive-interface inside

EEavr R av vk BILL]
show running-config FATar 74 Xal—va ilEEFnNHL—F ar 7 4 Xal—
router varyavwy REERLET,

| —
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. passive-interface (JL—% RIP)

passive-interface (JL—“% RIP)

A H =T 2 A ATRIPNV—T 4 T HFOREZEHT 52T, V—HFRIPI T F =
L— a3 F— NTpassiveinterface =~ FEfHLET, 1 ¥ —7 A ATRIP /L—
TA Y TEHEBOCENCT DICE, Zoavwr Fono BRE#EH L ET,

passive-interface { default | if name }
no passive-interface { default | if_name }

B DEREA

AR TFI4IE

AR E—F

ddfault ({£&) +_XTCDOA v Z—T = A ZAHZEET— FICRELET,

freme ((£F) HELIEA LV E—T oA A&y 7 = RIZHRELET,

RIP XA R —T NN b e, 77T 47 RIPIZHLTITRTDOA U F—T A ANBAR—T )L
12720 F9,

AP =T A AFE T default ¥ — U — RZEE LRWEA, a< 2 FOT 7 4L MM default
TH Y., HERKIZIL passive-interface default & FRr I IVE T,

ROFIZ, 2~ F2ANTELHE—FarRLET,

AXVFRFE— | T7AT7I24+—ILE—F XaYyF4aAVTFER R
k
=Tk | FSVRART |SUT)L RILF
Lk
AVTHERAR | VRTL
JL—4 RIP = o XHI — o XHI o XIS —
V7 4%
L—ya v

avy FERE

FEREDAARZA Y

3l

-

Jy— EBAE
7S

12(1) Zoavwr RPRBINEShE LK,

9.0(1) =iAFarTXAME—FROYVR—FRBIMENE L,

A B =T 2 A A LT TRIPEAX—TNMILET, £ Z—T A RAIRIPIL—T 4
V77— Xy A NEZEL, FOBEHREFHL V=T 4 T T—TNVERELETTH,
N—T 4 VT EHIT7Te—RFEy A FLEHA,

WIZ, AEA v B —T 2 A A%y T RIPICERET AW Z R LET, EX=V T4
TFIA TV ADMDA v Z—T =4 AT, RIP EFE2EZELET,
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passive-interface (JL—% RIP) .

ciscoasa(config) # router rip
ciscoasa(config-router)# network 10.0.0.0
ciscoasa (config-router)# passive-interface outside

BEEa<v >R

avwU kR

BLL

clear configurerip

EITar 74 Fa2lb—a b3 _XTCORIPa~ S RE7 V7 LE
KR

router rip

RIPV—F 47 Fut A& A Rx—T /2L, RIPV—% 27 ¢
Xal—T gy ®—RE2RBLET,

show running-config
rip

FITar 7 4 Fa2l—a DORIPa~vy REFERLET,

—
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. passwd

passwd
Telnet D1 7' A L /RAT — REFRETHIZIE, Ze— a7 4 Xal— 3 F—RT
passwd =~ RZEHLE T, "ATV—RZ Uty MITHIZEF, Z0a~vr FOnolEA %
EALET,
passwd password [ encrypted ]
no passwd password

BX DA enaypted (L&) NATU— KRB SNERTH D Z L 2BELET, /SAT— RIEH

FlINTEATar 7 Fab—ra VITRFEEND T2, XA T — RO A
WZIED/NAT — RERRTHZLIETEEE A, MONOBEBATNRAT — REH|D
ASAIZa B —F ZMENH DN, JLO/NAT— RBRDLNLRWEGE, b Eins
NRAT—=REZOF—TU—REHFEL Cpasswd 2~ REATEET, @H.
ZOF—U— KL, show running-configpasswd =1~ K& AN Liz & ZlZDHFE
REINET,

password /X2 7 — R&EFK 80 LFDA MY U 7 CRIEL T, KT E/NLTFIIRBI S
F9, NRAT—=RIIAR—REZEDDHZLITTEEEA,

ATV RFEIAIR 9N T T AN RO/ T— RiE leisco) T,
9.1(2) : 7 7 4V N OEERHEIZH Y EH A,

aAavYRE—FK RORIZ, a~v FEANJTELE—REZRLET,
ARV KRE— |T7AT7 24— ILE—F XT3 TERE
k
=Tk FSURART (ST T ILF
Lok
AVTHFRE (VAT A
Tu—sOVE | e /G o IS o IS o %I —
E
avwy FERE Jy—x TENE
7.0(1) Zoawy RBEMENE L,
8.3(1) T4 Y7 Apassword 2~ > RHIER S 4L, passwd DAY R — kI CTET,
8.4(2) SSHT 7 4 /v b —HF—ZRHKR— FEnR2< 20, pixEioifasar—H—4

Ea A RATY— RTSSH 2 L T ASA IZEfi T o< £ L1,

-
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passwd .
J)—x  ZEERAB
9.0(2). T 7 H N EDONRAT = Teiscol DHIBRE I, BT A 2 /NAY— & REEIIIC
9.1(2) RE LT Ee 572< 720 £ L=, nopasswd =~ K 721X clear configure

passwd =~ > RAEH L728E. S2AT— RRBIBEND L5100 £ L,
PIRTONR—2 9 U TCIIRAT— RN FT 7 40 b leisco) 12y REREL
77

FEHEDHA KSq4 > tenet 23~ FaMH LT Telnet Z A 202 T 254, passwd 2~ > RTRELTZ/ANAY—RT

3l

a4 CEET, ul A RRU—REANTEHE, 22— —EXEC E— RS E
3, aaaauthentication telnet console =~ > K% {# L C Telnet = —H— LT CLI F&iE%
WMETAHELS, ZORRT—RNIFEAINERA,

TDONRAT— KX, AA vF 05 ASASM ~D Telnet v > a > THHEH I F 4 (session =
<~ REBRR)

Wiz, XA T — R % Pa$$word IR ET A A~ LE T,

ciscoasa (config) # passwd
Pa$$wlOrd

WIZ, NAT— &, BIOASAND I B — LT-RRL SN AT — RICEET B4
ZRLET,

ciscoasa(config) # passwd jMorNbKO514fadBh encrypted

EEav> R

avy kR EHEA

clear configure passwd 0y Ay RAT—RE7 VT LET,

enable F¢ME EXEC £ — R&PHAA L £ 7,

enable password A X —T N RAT— REHELET,

show curpriv BEn 74 LCnba—W—4 & 2 —F—DEHE L ~L & F£oR
L/jiﬁ‘o

show running-config KElbEnr-Ecuesrfy XA — R ERELET,

passwd

—
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. password (¥ 1) R CA KSR FiRA 2 1)

password (') 7 K CA RS R kRS 2 1)

BEEFZ CAICBESRINT-T v L V7 L —XEHET DI, 7V T FCA FT R MRA YV
Fary7 4 ¥al—varE—RKCpassword 2~ REHEHLET, 7740 FREICRET
12X, Zoa~<wry RonoBRE2fEHLFET,

password string
no password string

BX DA &g NAT— RO4RTEZAR) 7L LTRELET, BUOXTE2EEICITTEEEA,
A MY ZIE, 80 LFL FOMEEDOTHT (AX—RA%5ETy) ZEECEET, HF
AN ANEBEDOLTORKTIIRAT - REEETE T A, HFTORICAI—2%
T L, MEREALET, =& xiE. Thello21) XARNR/NAT — R TT A,
[21 hello] (FHEZHTT, AT —K F = v 7 T, KXFELE/PILFEREFIENET,
7-& 21X, RRT— K T[Secret] & /82U — K T[secret] ITHE720 £,

ATV R FI4INE T IANVIRETHE, SAUV—REEGEDERA,

avyY RE—FR WROFIZ, av 2 REANTEDLE—RERLET,
ARV KE— |T7A4T7 24— ILE—F XAV T4aVTHFRE
&
=Ty K FSUART (VUL TILF
Lk
AVTERE | VRT LA
7 U7k CA o it o 3fhis o 3fhis o 3fhis o 3fhis
FZ A RARA
Vhavrag
X2l —Ig
v
avy FERE J1)— ZTERHERE
R

7.01) Zoo<wr RRBMENELE,

FEREDHA KSqy ZOa~vry FzeflT 5L, FEOEMERRAZAT DA, REFEFERD AT — FE4EE
TEXET, BESINZAART— N, BFH SNAERD ASA 1L > T NVRAM ICEEIAEN
5L xR LI NET,

CAUL, WH, FylL oy 7L —XEMH LT, ZORDRKIEREZBIEL 77,
ZOARY FPAR—=TNDEE, AEHERRIFICASAT— 2RO b A,

-
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password (1) R CA RS R kiRA 2 k) .

Bl WIT. R A REAL L b eentral ICHLTZ U FRCA RFAREAL h a7 4 %o
L—> gy F—REBBLT, T A RKRA b central 1IZ%Fd 2 BERE R T CA ITE
BENEF Y LY T L— AR EET AR LET

ciscoasa(config) # crypto ca trustpoint central
ciscoasa(ca-trustpoint)# password zzxxyy

EEav2 Kk av YR e
crypto ca FIARRA L har 74 ¥alb—var®— REfBLET,
trustpoint

default enrollment | %4585 X — % % F 7 4L MEICE L 7,

| —
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password encryption aes

B DEREA

aAavY R FI4ILk

avY kR E—FK

VAL —=NAT L —REHH L TR T — RO 5L AT 512iE, ZFa—)Lar 7y
X a2l —3 g %F— FTpasswordencryptionaes =~ > K& L £9, /SAU— ROl 51k
EF A4 =TT BT, Toavry RO noEREFEHALET,

password encryption aes
no password encryption aes

Zoa<wy RIS ELIZF—TU—FiEH Y A,
T 7 4V F OEHERAEIZH Y TR AL

WDOFRIZ, a2 REANTEDLE—FE2RLET,

ARV RE— | T7ATIA—LE—F TFIUTFAALTHERE
&
=Ty F FSURRT (LU F)L TILF
Lk
AVTFRM | VYRTL
7 — Lk o S o« S . 5t _ . R
E

avy FERE

FEREDHA KS4 Y

-

Jy— EEAE
S

83(1) Zoa~wr s RRBMENELRE,

INAT — ROB S bE Y H—325121%, key config-key password-encrypt ==~ > K & password
encryptionaes =~ RO LB DONAF CANT 5L ERH Y £9°, writememory & AJ)
LT, BB bENISRY = RERZ = Ty 7 a7 X¥alb—va AR FELET, 29
L7gne, A=K T w7 ar 74 FXal—2a NONRAT— RKRERINDHIERHD F
T, wILFALTHFARE—RTIE, VAT LFT A=A writememory all Z 4 L T
RTCOAr7THXFANOFEERT LET, %55 nopassword encryption aes =~ > K%
LTAAY — ROMSALZ BN T D L BB LSNTBFEDO AR AT — RIZ TR TER SR
P RAZ=ANRAT V=APFETDRY | B AL S NIRRT = REZT7 7Y r—2a i
Ko TwWEIZE U TESSNET,

IDavwy REFITTEXHDIE, =/ —/b, SSH, HTTPS #RH D ASDM 72 Kz k5% =
Ty va BN TORTT,

Active/Standby 7 = — /L A —/X—T/N AU — RO AL 2 AL E72ITEHE 5 &, writestandby
MIFATEN, TIT 4 TIRERB AL o3 f 2=y MZERENE T, ZoFE-MThhan
B, AH AL 2=y ROREBALENTZNAT — RiZ, AUASAT7 L—XEHALTNDE
ATHLRRLIBDIZRY T, MREERT 2L T, MPAFRILTH D Z LB RIESIVE
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password encryption aes .

7, Active/Standby 7 = — /LA — —DAE X, FEIT writestandby 2 AT L MLERH D F
9, writestandby (%, Active/Active E— RThT7 7 4 v 7 O X IFTHARH Y &
T, ZhHE, HLOWEERAR SN DRI, ¥ F ) 2=y b THREBHEESNDI DT
7, failover activegroup 1 35 X (" failover activegroup2 =2~ REHH LT T4~ YU ASA
TIRTCOIVTXANET 7T 4712, writestandby 2 A ) L CT#H> 5, nofailover active
goup2 2< > REFHLTEI X ) 2=y NI A—T 2 2T HF A MNEETTHHLERN
HYFET,

write erase 2~ > RIZHiW Treload 2~ REFHT D E, v AX— RAT L —X%HmK L
BPARITFDYAE— N AT L — X T _XTOREDHIREINET,

il WIC, W% — DERRICHAT 82 7 L— X ZRE L, /SR T — FRE{LE A F—
TIT DB R L ET,
ciscoasa
(config) #
key config-key password-encryption
0ld key: bumblebee
New key: haverford
Confirm key: haverford
ciscoasa (config) # password encryption aes
ciscoasa(config) # write memory
MEavrk av Uk FiEA
key config-key 5 —DERICHEH SN D N2 T L —X e ELET,

passwor d-encryption

write erase reload 2~ > REHWTHEHTDHE, vAX— AT L —
AP SN BAITRA T L— X5 EIR L $ 9,

—
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. password-history

password-history

Z P~y KL, password-policy reuse-interval =~ > K& %hi2 L7z & %|Z usernameattributes
av Y ROBREICERINET, 2—F—lZZDa~vr FERETETEEA, PRIONRAT —
NaE ot SN TRFEL £,

passwor d-history hashl,hash2,hash3...

WX DA hashlhash2,hash3, PBKDF2 (/27— F_—ADF—JRERK2) 2MHL T HyvaSh
. BRI AT — R FoR LET,

ATV RFI4ILE T 7 AN NOBERHEIZH Y FH A,

aARVEE-F RORIZ, A~y FEANTELE-Fa2RLET,
ARV KE— |T7A47 24— ILE—F X274 0TFRb
k
W=Tvk |FSVRART 1DV T)L RILF
LYk
AVTHFRAL | VAT LA
LY LE | RS * A * A * KPS —
P74
Fal—T3
v
av Y FEE J— EERE
z

9.8(1) Zoa~rRFRBMENELE,

FEREDHA KS4y ZOa~vy REa—¥—NRETE A2, password-policy reuse-interval =~ K& H%)
IZL72E 12 show 2~ RO I T FRRINET,

#l Wic, RAT— K& 2[EEE LTHBURONY o SRR T — K& #7354
B LET,

ciscoasa(config) # username test password pwl
ciscoasa (config) # show running-config username test
username test password $sha512$5000$4tAPQTnL3WGlaadxrfGMjA==Swbilks6e0381KmlgOiwgnQ==
pbkdf2
ciscoasa (config) # username test password pw2
ciscoasa (config) # show running-config username test
username test password $sha512$5000$d8ebNCK20TyzSiHjSh2T6w==5urDQ/+9s0PwidIUftWFMcw==
pbkdf2
username test attributes
password-history $sha512$5000$4tAPQTnL3WGlaadxrfGMjA==Swbilks6e0381KmlgOiwgnQ==

-
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password-history .

ciscoasa(config)# username test password pw3
ciscoasa(config)# show running-config username test
username test password $sha512$5000$08WLalgnLdp2Js401W+NdQ==5$4BedeHtPmOxdpfH6]+F4qQ==

pbkdf2
username test attributes
password-history

$shab12550005a8eaNCK20TyzS1 Hj Sh2Tow=5urD/+9sORwi 4 TUFtINEMow=, $sha5123500054tAROTNL 3Gl aadxarfAVA=Swi 1ks6eo381Kml OiwgnO=

ciscoasa(config) #

BEEav> R

avwU kR

Bl

aaa authentication login-history

27— )L username D= 7 A VIBRE A RFE L £,

passwor d-history

ERIO username NA YV — R&EREFELET, =2—F—FZ D
av U RERETETERA,

passwor d-policy reuse-interval

username /XA YU — ROHFIHAZ L1 L £,

passwor d-policy username-check

username D4 Fi & —ET A /AT — R&EE - LU E 9,

show aaa login-history

o— L username D 7 A Vg E R LE T,

username

0—h/ 2—P—EFRELET,

—
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password-management

WA — REBEGINZT HIZIE, horx I —7 kRt a 74 X211 —va v E— R
T password-management =~ RZfEH L £, AU — REFEZBEHZTHITIE, ZD=
~ RO noBREHEHLET, BEEZT 740 MEICY By M 51T,
password-expire-in-days ¥ —7— RZ$EEL T, Z0a~vr RonoBXEfHLET,

passwor d-management [ passwor d-expire-in-days days ]
nopasswor d-management
no passwor d-management passwor d-expire-in-days [ days ]

BX DA days BATONRAT — KBRS+ 5FTORE (0~180) ZHEELET,
password-expire-in-days ¥ — 7V — R&fEET %G, ZD/NRT A —X
ITE T,

password-expire-in-days  ({f:&) ASA BN —H—Zxf L THRMAHE > TWAEEEZBILE L T

N, BUTONRAT — RBEITHETORBEERZRD/NT A —F )
BELTWAZLZRLET, 2047 g d, LDAP——(C
®LTORENTT, FEMIZOWTIE,  [UsageNotes| #Z&HiLT<
7ZE0,

ATV RFI4IR T IANBTE NAT— FEHIITOIVEY A, LDAP H—/3—(Zxf LT
passwor d-expire-in-days ¥ — 7 — R&ZH5E L 72 Wh, BATO/NA T — KRR T SR Ed
BT D7 7 4V FOMIIZ 14 BHTY,

avy RE—F WDOFIZ, a~r REANTELHE—RERLET,
ARVKE— |T7A47 24— ILE—F X2 T4a0TFRb
k
=Ty K FSUART (VT TILF
LYk
AVTHFRM | VAT A
N v S INN S INN
I—T7 —iRJE
i ch= R s
X2l —g
N
avy FERE J)— ZEEARAR
R

71(1)  Zoawr RPBMERE L,

-



| pa-pn
password-management .

FEEEDHA KS4 > ASAIL, RADIUS BLU'LDAP 7w |k /b D/RA T — FEBZHR—F L TWET,
[password-expire-in-days] A 7' = > &, LDAP IZxf L COHLY R — K I ET,

IPsec VE— R 727 AE SSLVPN v RATN—T DAY — REHEBRETXET,

password-management I~ REZFHETH L, ASAIL, VE—ha2—¥Rar/f o T5HLZ
W2, ZO2—FOBED/RAT — ROMBEINNE > TS, FIEHRA TN Z & & i@k
LET, ZNNDASAE, 22— —RBRXRAT—REEETEXHL 21 LET, BYTONRRAT—
RRKB L TCORWESE, 2=V —FZ DA —REFEHAL T A v LETHZ LN TE
£,

ZDavy NI, TNHLOWAE YR — M5 AAA—— DFE VY XA T 17D LDAP
P — =B L O'RADIUS 7' 1 F 2 & L THA S 4172 NT 4.0 £ 7213 Active Directory $—/3—(C
%L CHZTT, RADIUS 7213 LDAP BGENEE SN TWRWEE, ASA TliZoa~y
R R SN ET,

\)

(G¥)  MSCHAP % ¥R — 3425 —E D RADIUS ¥ — 3—%, BFEMSCHAPV2 2R — kL T\ EH
Ao ZDa<r RIZIZ MSCHAPV2 BB 7=, A/& WZRIWE T E &0,

ASA DU U —2 71 LUK TiL, %, LDAPIZ X AZREEE S 721X MS-CHAPY2 2R — 4%
RADIUS = 7 4 F a2 b — 3 VI X AFERIC, RO Z A 1T H /32T — REHN
PR—FENET,

« AnyConnect VPN 7 7 A4 7>k (ASA Y 7 b7 =7 /R— 3 8.0 L)
*IPsec VPN 7 7 A4 7 b

« 7747 ML ASSLVPN (ASA Y7 hD =7 /N— 3 8.0 LAK) . WebVPN (ASA
VIR T N—=T =971 ~72x)

*SSLVPN 7/ bV 7547k

ZH 5@ RADIUS R EIZIE, v — U /LFBFED RADIUS, Active Directory/Kerberos Windows DC
® RADIUS, NT/4.0 KA A > ® RADIUS, LDAP ® RADIUS A& £ £,

Kerberos/Active Directory (Windows /XA U — R) FE7Z[ANT4.0 RA A 2 TlE, T 6 DR
ATDONTHIZONTH, NRAT— REHFH R — NI FEHA, RADIUS #—/3— (Cisco
ACS 72 &) 1%, FBAEERZBIOFRFE — "=l 7a X 3T 25803H 0D £7, 7721, ASA
251X RADIUS ==L DLIBEL TVD LI IR X ET,

\)

(G£)  LDAP C/RARU— REEET HZIE, 1D LDAP H—/3—Z L2 A O FENER T
F 9, HFE. ASA TIE Microsoft Active Directory 33 & T8 Sun LDAP H—/ X —{Zx L THO &, il
HONRAT— REHr Yy 7 2335 L T0ET,

AT 47 LDAP (21%. SSL ##5 /N AEE T3, LDAP O XA U — REHL 2 3179 HE1IC, SSL
LETOLDAP 24 X —TNZTHAMENRHY 9, T 7 4/L FTiL, LDAP IR — b 636 = fif
)EH L\ij—o

| —
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ZDav s NI, NAV= PR TLETOHEITEELEE T, ASAN2—HF—|Zx L T/RA
U— REROEEZRIG L TR T LETOHRELETE T2 RITIERELTIES N,

password-expire-in-days ¥ — U — RZ45ET 55615, BEGIEET 2LERH Y £7,

ZOavwr RTHEIZOEEET AL, Z0a~vr NixF s —7 020 £9°. ASA I,
a—P = LTEZNE->TWVWDHZ L HBmAMLERADN., BRI —F — 3R T — %
EHETEET,

N\

(GX) RADIUSTIE, RXRAU—FNREEINLZZ L, RAUV—RFOEFEZROOLNDLZELH Y F
B A,

ol RIZ, WebVPN k> /L 7 L—7 Ttestgroup) (2T, —H— Tk L TRZNE -
TWLEEZMGE L THHARAT — RRRNT 5 ETO AEZE 0ICHET 26147 L
£7,

ciscoasa(config) # tunnel-group testgroup type webvpn
config) # tunnel-group testgroup general-attributes
config-tunnel-general) # password-management password-expire-in-days 90

config-tunnel-general) #

ciscoasa
ciscoasa
ciscoasa

Yk&z\ IPSCC U t— ]\ 77'[21 ]‘ :/7\\/1/ ﬁ/b»—7° rQAgroupJ a:/)b\"c\ :L»—‘]j—‘.._a:
FTLUTCTERGNDE > TWAREELZBIR L THL/RNAT — RN ETAHETORKE LT
TN D14 BEMEHATAHEZRLET,

ciscoasa(config) # tunnel-group QAgroup type ipsec-ra
config) # tunnel-group QAgroup general-attributes
config-tunnel-general) # password-management

config-tunnel-general) #

ciscoasa
ciscoasa
ciscoasa

BEa< kR av Uk £ BA
clear configure passwd a4y RAT—=RKEZ VT LET,
passwd 0y Ay RAY—RERELET,
radius-with-expiry RADIUSFRFERF DA T — REF ORI — g v a A 12—

Mz LET (BEIR) o

show running-config passwd | i 54k S h 7= AT 7 A o AT — Fador LET,

tunnel-group general-attributes | |\ > %)L ZL—F—RIEMEERTE L E T,

mom |
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password-parameter .

password-parameter

SSOFRREAIC 2 — Y — R T — REEET DHEDH D HTTP POST ER/XT X — X DL i %
FRETHICIE, AAAY—"— KAk 227 4 F 2 Lb—3 3 F— KT password-parameter
o< REFEHALEST, ZHITHTTP 74+ —2 03~y REMFEH LT SSO T,

passwor d-par ameter string

)

GE) HITPZFEHAL TSSO ZELLEET DT,
‘/[Z‘%:-’C\\’g‘*o

SHEE L HTTP 23822 DUV COEE LW ER AN

EXDitHA gring HTTP POST ERICEH EFNH /AT — K NF A —Z D4, NAT— RORKET 128

CFETT

ATV R FI4IAL T AN BOESEEISH Y A,

AT KR E—F WDORIZ, a~ REANTEHE—RFERLET,
AV RE— | 747D 4A—ILE—F ttXxa)F4a0FFR b
&
=Ty K FSUART (VUL TILF
Lk
AVTEREN | VRT LA
AAA H—/3— o it o it
RAN a3
TA4FX¥ 2 b —
va v
avy FERE yy)y— ZTEAR
R

TU1) Zoawr RBRBNERELE,

FEEREDHA K54 > ASA O WebVPN H—s3—(F, HTTP POST ZEKAfEH L T, ik Web th—"—(Z > 7L
A VA RAFESR A BE LE T, MIHD 3~ K password-parameter TliE, POST 2R (2 SSO

FEHEH O —Y — RAT— R ARG RA—B 2 EDANENHLZ L2 ELET,
Y

G¥)

a—P—iF, Bl A VEHCEBRONRRT - REEZANLET, Z0O/R T — REIXPOST Ek
W ATI &, ZREE Web r—_—lCEENE T,

—
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B WIZ, AAAY—N"—7FKA N ar7 s Falb— g F— KT, user password & 1))
BHIDINAT — R RFA—=FZ{ET W0 Er LET,

ciscoasa (config)# aaa-server testgrpl host example.com
ciscoasa(config-aaa-server-host) # password-parameter user_ password

BEEav >R avw vk EL)z]

action-uri VTN YA T VRO A B LR RA Y - R EZET LD
D Web —X— URI Z#f8E L £,

auth-cookie-name | Z83E 7 » X — DA RTATRE L 7,

hidden-parameter | ZRZE Web ¥ —/N— & ST 5 72D DIEFRIR/NT A—Z ZAER L £ 7,

start-url FVuersA4y 7 yX—%5RET5URL ZHRELET,

user-parameter | SSO REAEH IZ 22— —4 &R (ET DM E N H H HTTPPOST ERD/XT A —
2 DL4HIEEELET,

-
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password-policy authenticate enable .

password-policy authenticate enable

B DEREA

aAavU R TFI4ILE

aAvYU R E—F

HFHOA=Y =T AV FOER 22— —IZFFAIT 2008 ) DEHET HITIE, Zr—L
a7 4 ¥ 2 L— 3 E— KT password-policy authenticateenable =~ > R&fH L £,
KT HNRAT = RR Y —@ET 7+ /V MEICRET HIZE, Z0avy RO noBRE
HHLET,

passwor d-policy authenticate enable
no passwor d-policy authenticate enable

ToOa=wy RIZEIBIEELIIF—U—RiEb A,
FERHIT 7 ANV B TIET 4 BE—T IR o TWET,

ROFIZ, a~ FEANTEHE—FarLET,

ARV FE— | T7AT7I24+—ILE—F tXaYF4aTFREF
&
W=Tv bk | FSVRRT (DU T)L JLF
LYk
AVTHFRL | VAT LA
7 —sN)LER o St — o St o S —
E

avy FERE

FEREDHA FS1 Y

3l

Jy— EEAE
A

9.12) Zoa~rRFRBMENELE,

FAENED B ES . 2 — Y —Fusername=~ > RZHEHA L THEHDNRAT— REZEFL720
Thor hEHIBRLEZY T EH A, cear configureusername =~ > REHH L CHEHDOT B
UrhEHIBRTAZ L L TEEREA,

K, FHOZ—=F =T HU» NOEFR 22— —ZFFA+ 56 2R LET,

ciscoasa(config) # password-policy authenticate enable

EEav> R

avw vk SR BA

passwor d-policy minimum-changes | #i /S A U — R & WA T — R EDBITEF LT
ER R WER/NCFRAERELET,

password-policy minimum length | 27— FOE/NEEBZELE T,

—



. password-policy authenticate enable

-

pa-pn |

avy kR

B

password-policy minimum-lowercase

INAT — RIZED D/ CF Ol MBI R E L ET,
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password-policy lifetime .

password-policy lifetime

BREOALTHFARDNRAT—RRY —BXLUO2RT— FOGHIM (B 2%ET DI
X, Za—L a7 4 Xa b—3 g v E— R T password-policy lifetime 2~ > R&EA L
T3, METERRAT—=RRY T —BHEET 7 40 MEICRETDI2IE, Z0a~<> RO no
A EEH L £,

passwor d-policy lifetime value
no passwor d-policy lifetime value

B DEREA

AR R TFIAILE

AU FE—F

Vlle 2T — RO AR E LET, ARMEOHIHIL, 0~65535 HTY,

A OT 7 v MEE 0 BT,

ROKIZ, A~ P ANNTELE—FERLET,

ARV EE— | T7AT7 24— ILE—F E¥a)F4aAVTFFRb
K
L—TvF FSURRT |V T 0L 2 ILF
Lk
AVTHFRE |[VRTLA
7 — 3L o 3fIts — o 3fIi o KHht —
E

avy FERE

FREDHA FS14 Y

3l

J)— EERE
R

9.12) Zoa<wrRFREBNERELE,

NAT — RIZIZEDHEBEE SN TWET, AUOHMOMEN 0B OSHE, v—h/L2—HF—
D/RAT — RIZHIREINIC R0 F 8 A, T4 75 A LAZHIRIOE A DAM 12:00 |Z/8A D —
ROERENIN D Z S ITEE LTI E VN,

WIZ, NAT— FOAMHHOMEZ 10 RICRET S0z L ET,

ciscoasa(config) # password-policy lifetime 10

EEa<v> R

avw vk SRBA

passwor d-policy minimum-changes | i /S A T — R L WA T — R EDBITEFE LT
X722 572 VRN CF AR E L E T,

password-policy minimum length | Xz v — FoOBE/NEEFHZELET,

—



. password-policy lifetime

-

pa-pn |

avy kR

B

password-policy minimum-lowercase

INAT — RIZED D/ CF Ol MBI R E L ET,
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password-policy minimum-changes .

password-policy minimum-changes

LA RAT — R WART— ROMTEET HLER D DHR/NLFRERET HITE, 7
02— 3L 327 ¥ a2 b—3 3 > F— KT password-policy minimum-changes =2~ > K % {# ff]
LET, T2 820 — FREY o—RBHEF 744 MECBRET 310, coa<wy Ko
no B &AM L E7,

passwor d-policy minimum-changes value
no passwor d-policy minimum-changes value

B DEREA

Ve FH D /RAT — R LA T — R EDRTEE LTS bRV T A EE L
T AMEDFFHIL 0 ~ 64 LFTT,

AR R FI4ILE

ATV R E—F

T 7 AV S OEFEILFHAT 0 LT,

WDOFEIZ, a~vr REANTELE—RERLET,

aAYVRE— | D747 94— ILE—F tXxa)F4a32TFR b

K
IL—TFTv K FSUARART (VT <ILF
LYk
AVTFXRARM | YRTLA
7o — L% o X5 — o G o it —
E

avy FERE

EREDAARZA

3l

JU— EERR
A

9.12) oo~ s RFRBMENELE,

FLWARRT— R, EORAT— b0 L HATFIIEFSINDILERH Y, B
HEDRAT — RO—EZH LW RAT — RREENLWGADOAERINT-ERREINET,

WIZ, BN RT— REFHDONRAT — R L OB O/ NEF LT E 6 LFICRET
HH &R LET,

ciscoasa(config) # password-policy minimum-changes 6

BEEav> R

avw Uk SR AR

password-policy lifetime NAT— ROAZHHE (R Z2RELET,

password-policy minimum-length | Xz v — FoOFE/NEEFHELET,

—



. password-policy minimum-changes

-

pa-pn |

avy kR

B

password-policy minimum-lowercase

INAY — PTG L /T O R/ IMEB A FE L ET,
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password-policy minimum-length .

password-policy minimum-length

NAT— ROR/NEEHRETDHITIE, Fe— a7 4 Xa2b—v g F— KT
passwor d-policy minimum- Iength avy REMEALEST, ST ATV — R —E %
F 74V MEIZERET AL, Z0avwr RO noBRE2 T LET,

passwor d-policy minimum-lengthvalue
no passwor d-policy minimum-length value

B DEREA

AR TIHIE

AUk E—F

Ve 2T — FOR/NEERELET, ARMEOFIIL3 ~ 32 LF T,

T 7 4V kO NRIL 3 LT,

WDFEIZ, a2 ReEANTELE—RERLET,

ARV RE— | T7AT7 24— ILE—F EXaUTAaVTHRRE

k
L—F v K FSUART (VT TILF
Lk
AVTERE [ VAT LA
7 — L o % — o It o KPS —
&

avy FERE

FREDHA K51

J)— EERE
R

912) oo~ RFRNBEMENE L,

BINEDRFOMOR/NCFH OB (EETF, /INCFE, KXFE, BT FERUT) oLy
HNEWGEE, =T — A v UNRERIN, RMEOHEIEEINETA, #HEIND IR
U — ROE X138 FE T,

w Wi, AAT— FORUNCFHRE 8 TFICRET 5157 LET,
ciscoasa(config) # password-policy minimum-length 8
EEav2 R av Uk Bl

passwor d-policy lifetime NAT— RO OME (%) Z#RELET,

passwor d-policy minimum-changes| 5\ X2 U — R L FHHD /2 T — R & O D fx/NE T LT
BaRELETd,

password-policy minimum-lowercase | /X 2 7 — RN |28 8 A /N CFO R/ IMEEEZE LE T,

—
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password-policy minimum-lowercase

IRAT— RGO DH/NLTFOR/NEERTETHIE, Fa—rar7 4 Fal— g F—

R -C passwor d-policy minimum-lowercase =~ > RZ M L £, ®ad 520 — KK o—

BMET 7 40 MEICRET DL, Z2oa<r FonoBEREHEH L4,

passwor d-policy minimum-lower casevalue
no passwor d-policy minimum-lower casevalue

B DEREA

AR R TFIAILE

AU FE—F

B /A D — KT S5 INSCFORMAREHIE L E T, A MEORIER 0 ~ 64 LF
ST

INCFOFMEEDT 7 v MEIZ 0 T, INLFEZDLMLETH Y EH A,

ROFIZ, a~ P ANNTELE—FERLET,

aAY VU RE— | D747 94— ILE—F tXxaYF4aTXFR b

K
IL—TFTv K ESUART (VUL TILF
LYk
AVTFXRARM |YRTLA
7a—r Lk « it — S INN XIS —
E

avy FERE

FREDHA FS14 Y

J)— EERE
R

9.12) oo~ rRRBMENELE,

Zoa<wy RiE, AT — RIZED D/ NLFOR/MEEZFZHELET, BMEOHFHFHIZ0~ 64
X?Tj—o

& WIT, RAT— RITED BN FEORUIMENE 6 BICRET 56145 LET,
ciscoasa (config) # password-policy minimum-lowercase 6
BEa<T YR avy kR BLL]

passwor d-policy lifetime NAT— ROGHHIMOME (HE) Z&ELET,

passwor d-policy minimum-changes | i D /X2 U — R & H WA T — RE O TEFE L22TH
ROV CFEERE L ET,

password-policy minimum-length | X2 U — FOFE/NEEZHELET,

-
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password-policy minimum-numeric .

password-policy minimum-numeric

IRAT— RIZEDDIHTOR/NEERTETHITIE, Fo—b a7 4 Falb—v gy £—
K -C password-policy minimum-numeric =~ > RZEHA L9, *HET 532 T — KK Y v —
BYEET 7 4V MEICRET 2I121E, Z0avr Rono BRAEHLET,

passwor d-policy minimum-numeric value
no passwor d-policy minimum-numeric value

BX DA

e 327 — RO Sh 28T 0R/MERAEEE L ET. AMEOFAIL0 ~ 64 LFT
S

AR TFIHILE

AUk E—F

BFOR/NMEEDOT 7 40 MEIZ 0 T, HTFE2EOLILETH Y A,

ROKIZ, 2~ R ANNTELHE—FaxRLET,

ARVEE— |T7ATI74—ILE—F TH2YT40TFRE
X
W=TyF |FSVRART DU T)L JILF
L b
AVTHRRAR | VAT LA
AT Sl RSP — * XTI * XTI -
&

av Y RERE

FEREDAA RZM4 Y

J)— ZEERE
z

9.12) oo~ rRFRBEMENELE

SO R, SR = RIEED 5 RTORMESAROE LET, HAEORAIL 0 ~ 64
XFTT

W Wiz, R U= RIS g B EE DR MEsE 8 HICRET 5 615 LET,
ciscoasa(config) # password-policy minimum-numeric 8

EEa<2 K av U R BLl]
password-policy lifetime NAT— FOAPHIREOME () Z&ELET,

passwor d-policy minimum-changes| §iiH /R 2 U — R L v w2 T — R EORITEE LT
E e bRV IFRERELET,

password-policy minimum-length | X2 U — NOF/NEEZHE L F T,

—
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password-policy minimum-special

INAT— RIZE D DFR LT OR/NBERET DT, Fr— b a7 4F¥alb—a
& — K C password-policy minimum-special =~ R&EFHLET, e T 5827 — KRRV
v—BMET 7 4V MEICRET DITE, Zoavr Fono BEREHEH L ET,

passwor d-policy minimum-special value
no passwor d-policy minimum-special value

X DA Ve /2T — KT S D SR CTF OB MEB AR TE LE T, ARMEORPEIL 0 ~ 64 3L
?”C“‘jﬁo

AU R FTAL | EESCEORMEROT 7 4L MER 0 T, BT RS0 5 BELD Y EEA,

ROFIZ, a~ P ANNTELE—FERLET,

ATV R E—F

ARV EE— | TFATIA—ILE—R X2 VT3 0TERL

K

L—Tv K FSUART (VT TILTF
LYk
AVTFERR | VAT LA

7 — 8L o 3fIt — o 3fIi o KHht —

E
avy FRERE J)— ZEERNE

z

9.12) oo~ rRRBMENELE,

FEEEDHA KSqy ZOIATY NI ARV = FIED DRERCFOR/MERZ30E LE T, FHsreicid, |
@. #. $. %. N & . (L BLD),

Bl WIT. NAT— Rl BB SCE O R MEs % 2 BICs e 5647 LET,

ciscoasa(config) # password-policy minimum-special 2

BEa<> R avw R i AR

passwor d-policy lifetime NAT— ROGHHIMOME (HE) Z&ELET,

passwor d-policy minimum-changes | i D /X2 U — R & H WA T — RE O TEFE L22TH
ROV CFEERE L ET,

password-policy minimum-length | X2 U — FOFE/NEEZHELET,

-




| pa-pn
password-policy minimum-uppercase .

password-policy minimum-uppercase

NAT = RIZEDDRLFOR/NIEFRET HITIE, Frn— b ar7 s Fal—varE—
R -C passwor d-policy minimum-uppercase =~ > K& A L £4, T H/3AT— KR Y v—
BEMEET 7 4 MEICERET DI, Zoa~r RonoBXEHEHLET,

passwor d-policy minimum-upper case value
no passwor d-policy minimum-upper case value

X DA e /X2 — RO & D RCTFOR/MESERE L £, ARMEOFFIL 0 ~ 64 307
”C\‘jﬂo

ST UREFos Lk KCEORMEROT 7+ MEE 0 T, KLFEEEHHLEEDH D EH A,

avY R E—F WOFRIZ, a~v U REANTELE—RERLET,

ARV KRE— |T7AT7I4—ILE—F t¥aiF4arvFERE

&

=Ty kK FSVART (DT 2ILF
Lok
AVTHERAR | VRTL

7a—sNLEk o 3t — o S o 5HE —

E
avy FER Jyyy— ZEEAHAE

A

9.12) Zoa<wrRFREBNERELE,

FEREDHA KSq4y DT RE, NRAT—RNIED L RKLTFOR/MEEEZZE LET, ARMEOHIL0~ 64

X?‘@j—o
Bl WIT, NAT— RIdbh D KO R Mk E 4 BIET 2 6% 5 LET,

ciscoasa(config) # password-policy minimum-uppercase 4

BEa<> R avw R i AR

passwor d-policy lifetime NAT— ROAGHHIMOM (HE) Z&FELET,

passwor d-policy minimum-changes | i D /X2 U — R E WA T — RO TEFE L22TH
2ROV CF R ERE L ET,

password-policy minimum-length | X2 U — FOFE/NEEZHFELET,

| —
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password-policy reuse-interval

0= N2 —Z~DORAT— ROBFRAAZZEIETHI12E, ZJe— L a7 4 Fab—

v a3 v E— R T password-policy reuse-interval =~ > R H L 9, ZOHIRZHIBRT 512
X, Zoavr FonBEXEHEHLET,

passwor d-policy reuse-interval value
no passwor d-policy reuse-interval [ value ]

B DEREA

AR TFI4ILbE

aAvU R E—F

value 7 L\ XA D — REMERT 5 & A TERVLAIONSAY — ROME 2 ~ 7 T&
ELET,

Zoawy R TIAN N TT 4 =T N TWET,

ROKIZ, A~ P ANNTELHE—FaxRLET,

ARVEE— |T7ATI74—ILE—F tXaUT4220TFXEL
X
=Ty K FSUART (VUL TILF
LYk
AVTERR [YRTL
Ja—r3 L% o it o it o it o it —
i

avy FERE

EREDAARZA

3l

JU— EERR
A

9.8(1) oo~ RRBMEnELE,

VAR L7z SA T — RE—H L TWH 82T — ROFFIHZEETE E3, Rio/ 2
7 — KX, password-history ==~ > K& LT, Kf5{k 472 T username D% E (2 fR
FEhEd, 2=V —FZ0avr FERETEEEA,

WIZ, NAU— FEFAAREZ S ICRETHHE R LET,

ciscoasa(config)# password-policy reuse-interval 5

BEEav> R

avU R ERBA

aaa authentication login-history | = — % /L username ® v 7' 4 L JBHEA{EFE LT T,

HATD username SAV— R&EREFELET, =2—HF—F3Z D
avw RERETEERA,

passwor d-history




| pa-pn

password-policy reuse-interval .

avU R ERBA

password-policy reuse-interval | username /XA U — RKOFFIHZ 8L L £,

passwor d-policy username-check | username D4 fiT & —ET B /32 T — K& 280 LU F 9,

show aaa login-history o —7 /L username D VA VB A TR L ET,

username o—h) a—YP—EFRELET,

—



pa-pn |
. password-policy username-check

password-policy username-check

=P T HNRRAT— RS DT, Fe—Lary7 s FXal—Tay ET—
RC password-policy username-check =~ > K& LE7, ZOHIREHIFRT 212X, 20
avy ROnoREFEHLET,

passwor d-policy username-check
no passwor d-policy username-check

X DERHA Zoawy FIFGIEELITF—U—FNIH Y £HEA,

ARURFIHFNEL O RE TIFNVEITT 4 E=T Mo THET,

ATV K E—F WDFEIZ, a~v 2 FEANTEHE—FERLET,

AYVKRE— |T7AT7 94— ILE—F Xa)F4aVTERE

K

=Ty K ESURRT (VUL TILF
LYk
AVTFFRAR |[YRTF LA

sa—sVik | e ) o R o R o R —

i
avy FERE y)— ZEERE

2

9.8(1) Zoa~rRFRBMENELRE,

FEHEDHA KS4 > username 2~ FOAHFIE —HT 5/ ATV — F&EIETE £,

Bl WIZ, 2—H—4 @ john_crichton (Z—F L2V E 9 IZ/8A T — REHIRT 56277~ L
i‘j‘o

ciscoasa(config) # password-policy username-check

ciscoasa(config)# username john crichton password moya privilege 15
ciscoasa(config)# username aeryn sun password john crichton privilege 15
ERROR: Password must contain:

ERROR: a value that complies with the password policy

ERROR: Username addition failed.

ciscoasa(confiqg) #

EEav >R avU R Lz

aaa authentication login-history | = — % 1 username ® & 7' A L JBE A IRAE L £ 9,

-
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password-policy username-check .

avU R ERBA

password-history ERTD username /N A YU — RAREFEL £, 22—V =T 2D
avwy RERETEEHA,

passwor d-policy reuse-interval |username /< 7 — | o FEFIF & 25 1E L £,

passwor d-policy username-check | username 14 i & — 53 % /<2 0 — K& A8 1E L %4,

show aaa login-history t— % L username 0 11 71 L RIE A L E T

username n—h)N a—YF—52FZELET,

| —



. password-storage

password-storage

D HF—RE T A U RRAT— FE I TAT v h AT MRIFCE B L 510 B, Z A —
TRV V—ar74FXal—rvarE—RELFa—VP—-far 74 Fal—a s ET—NF
C password-storageenable =~ RZMEH L ET, SAT— REGFEZENT HITIE,

password-storage disable ==~ > R&fiH L £,

FITa 7 4 ¥ 2 L— 3 )5 password-storage JEME &2 HIFRT 5 121,

pa-pn |

Zpa<wry ROnofE

KEFEHLET, 2k v, o7 N—FKY > —h 5 password-storage il & k& T £97,

password-storage { enable | disable }
no passwor d-stor age

B DEREA

aAavY R FI4ILk

AR E—F

dissble 2T — FNOREET 4 E—7 Mz LET,

endble 2T — FOREEZA X —T ML ET,

INAYT — RORENLT 4 =71 TT,

WDOFRIZ, a2 REANTEDLE—FE2RLET,

AU RE—
K

T77A4AT724+—ILE—F

tXa T4 TFX b

=Tk

S DART
L>k

UL

YILF

AVTHFRAE

TN—7 K
v—arT g
Fal—3
Ve

SR

SR

a—H—4 o
V7 4% a
L—yar

S INN

S INN

avy RERE

FEREDHA K542

-

J1)—
7S

EERE

7.0(1)

Zoawy RGBS ILE LT,

X2 T A NMCHAZENRDNPSTNDB Y AT A ETOIH, NAT— ROREEE A F—T )L
IZLTL7Z&ENY,

Z0avw NI N—RU =T IIFAT L NDA VBT I T 4T N—RU=T 7747k

7
[V

BREE 723l R = — VP —FRREIIIBR H V FH A,
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password-storage .

Bl WIZ, FirstGroup & WD A RID T V—T RY =126 L TRAY — ROREE A 11—
TMZT Dl E R LET,

ciscoasa (config) # group-policy FirstGroup attributes
ciscoasa (config-group-policy)# password-storage enable

| —



. peer-group

pa-pn |

peer-group
VXLAN 7 7 2 X2 > 27 O ASARAR 7 7 A% ) — R&E@HT 21215, NVE=2 7 0 ¥ =
L—y 3 E—RTpeer-group 2~ REMHLES, 7 70 —7ZHIERT212iE. 20
av 2 RO no B EZHEHLE7,
peer-group network object name
no peer-group hetwork object name

B DEREA network_object_name object-group network = <> NiZ k> CTER SNy hT—20 4T V=

AR FIAILE

ATV R E—F

7 hawnl L ET,

T 74N OBEREIRSH D EH A,

ROKIZ, a~ P ANNTELE—FERLET,

aAY VU RE— | D747 94— ILE—F tXxaYF4aTFR b
X
IL—TFTv K ESUART (VUL TILF
LYk
AVTFXRARM |VRTLA
Nve 27 ¢ o KHht o 3fIt o 3fIt o 3fIt —
X2l —3
N

avy FERE

EREDAARZA

3l

-

JU— ZERR
A

9.17(1) Zoza<r FREBMEHE LR,

object-group network =~ > F&EfH LT, Xy hI—2 A7V =7 b ZV—T%{ER L,
VTEP E7 D IP 7 KL A ZikAI L £,

VTEP DML 2B IP Ry FU—27 1%, UNIA VU F—T =2 A ANERT B 7 2 &2HI#Y o~
T3y NU—=I DB L TWET, VIEP Xy T =2 3D T A ARG ENTWDH
ARHY . VIEP ET AR LY 7%y b FIZARWESLH 0 97,

VIEPEE LT FL A F, Xy NT—27 F 7027 N I A—FDOETD1oE LTEDLHNLE
NHET,

WIS, A TA L TEBRBSNIEHA 2GRy NI =0 T V=2 s I N—T%A4E
R 5Bl E R LET,

ciscoasa (config)# object-group network cluster-peers
ciscoasa (network-object-group) # network-object host 10.6.6.51



| pa-pn
peer-group .

ciscoasa(network-object-group) # network-object host 10.6.6.52
ciscoasa(network-object-group) # network-object host 10.6.6.53
ciscoasa(network-object-group) # network-object host 10.6.6.54

WOEITIE, AF L RTRYy X2y NT—27 F 7020 N2t HRy NU—2 F
T2l N T N—TEERR LET,

ciscoasa(config)# object network xyz
ciscoasa (config-network-object)# range 10.6.6.51 10.6.6.54

ciscoasa(config)# object-group network cluster-peers
ciscoasa (network-object-group) # network-object object xyz

Wiz, A ¥ —7 =4 A GigabitEthernet 0/7 % 7 7 A X Hilifl V > 7 VTEP %1551 ~
B =T 2 A AL LTERL, JTAX T Xy NI—7 AT V=V N TN—T%¥
TIN—TL LT o0& R L ET,

interface gigabitethernet 0/7
nve-only cluster
nameif ccl
ip address 10.6.6.51 255.255.255.0
no shutdown

nve 1
source-interface ccl
peer-group cluster-peers

interface vni 1
segment-id 1000
vtep-nve 1

BEEa<TR avw > R AR

debug vxlan VXLAN b7 7 4 v 7 2Ty 7 LET,

encapsulation NVE A > A H A% VXLAN # 7B AGIZERE L £,
vxlan

inspect vxlan FEYE VXLAN ~ v & — TGRS HIA I EIL S £ 4,

interface vni VXLAN X ZHD VNI A v Z—T7 = A Z&2ER LET,
nve S R I AET Y FEA Y b A RS v A% LET

nve-only cluster | 7 5 2 ##ll##1 U > 7 & NVE ##5E L £,

segment-id VNI A v H#—T = A AD VXLAN 7 2> M ID Z$8E L £,

show interfacevni |VNIA > % —7 =4 AD/NTFG A —H%  ATF—X A BLOWEHEHRE., 7
Vo PENTWAL v E—T A A (RESNTVWLEE) DAT—X
A 2B ONCBEEAMAT BN TWAHNVE A ¥ —T = A FRLET,

| —



. peer-group

-

pa-pn |

avy kR

Bl

show nve

NVEA VX —T 2 AD/INT A—H  AT—H A BILOKHERE F v
V7 A B —TxAx EETA LV EZ—T 2 R) DAT—H A, ZD
NVE % VXLAN VTEP & L T35 VNI, 5 ONZZ D NVE A & —
7 oA RZEEMT SN TWAET VIEPIP 7 RL A ZF R L1,

sour ce-inter face

VTEP i5G7iA v F— T =A AR/ ELET,

vtep-nve

VNIA ¥ —T = A A% VTIEPEFE LA > ¥ — 7 = A AZEHE#EA T £97,

vxlan port

VXLANUDP R — b ZRELET, 7 74/ hTiE, VIEP #fE7xA1
H—T = A AT UDP R— k4789 ~D VXLAN FT 7 ¢ v 7 %Z T AN E
j—O
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peer-id-validate .

peer-id-validate

ET OREHELZHEH L TET O ID ZMGET 2008 9 AR ET DI, b r—7
IPSec JEVEE— N C peer-id-validate =~ > F&H L E7, 774/ MEIZETIZIE, Z0=
<~ ROnoEREHEALET,

peer-id-validate option
no peer-id-validate

B DEREA

AR R FIAILE

AR E—F

oion RDOWFNNDF T a L EFRELET,
sreq : %A
ccert : IFAETYHR—FENTWSIE

AN
=

s nocheck : 5= v 7 L7\

Zoawy ROT 740 MEREIX, req TY,

ROFIZ, a~v FE AN TELE—FERLET,

ARV RE— | T7AT7 24— ILE—F tXa)T4a20TFRE
R
L—=TFTyE | FSVRRT VUL TILF
Lok
AVTFRE | VRTLA
N VI o R — o R - -
J—"7 ipsec J&
{2

avwy FERE

HEREDAA K1Y

3l

J)— EERE
R

70(1) Zoawr R3BEMShE L,

ZOBYEIE. TRTOIPsec by R F—F XA FICHEATX ET,

WRIZ, BEIPsec I 7 4 Xab—3 3y F— KT, 209.165.200.225 &\ 5 4 HE1D
IPsec LAN-to-LAN k> /L ZL—7 O BT FERED ID 21 L TE 7 ORGEEL B
B Y 1 N D= e

ciscoasa (config) # tunnel-group 209.165.200.225 type IPsec_L2L
ciscoasa(config)# tunnel-group 209.165.200.225 ipsec-attributes

—



pa-pn |
. peer-id-validate

ciscoasa (config-tunnel-ipsec) # peer-id-validate req
ciscoasa (config-tunnel-ipsec) #

BEa<w> R av U R SR BA

clear-configure tunnel-group BWEINTNBTRTO N RV T N—T% 7 U7 LET,

show running-configtunnel-group | 4-_C» k> R Z L —F E7- 13 ED kv Z—F

DRIV ITN—F a7 4 FXal—arr2FzELE
—j—o

tunnel-group ipsec-attributes

ZDITN—=TD b HI T I—T ipsec B EEE L £,

-
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peer ip .

peer Ip
E7 VXLAN o b= RaRA >k (VIEP) OIPT RL 252 FH TIRET HI21L. NVE =
Y74 F¥al—varsE—RCpegipa~y REERALET, ©77 FLAZHIBRT 512,
Zoawr RFon BN EFHEALET,
peer ip ip_address
no peer ip

X DA ip_address ©°7 VTEP ®IP 7 KL 2 (IPv4 £ 721X IPv6) ZREL 7,

SR E TR T AN R OBEREES ) E A,

avY K E—F WOFIZ, a~vr FEANTELE— FREeRLET,
ARVEE— | TF7ATI+—ILE—F ExaYF4aAVFER R
K
=Tk | FSVRART |YUT)L RILF
LYk
AVTHERAR | VRTL
Nve =277 o« o XTIt o s o %S o S _
Fal—3
Ve
av Yy FERE Jyyy— ZEEAHAE
A

94(1) ZoawrRpREMENELE,

9.20(1) Zoa~r RTIPV6EYR—bTBHLHT20FELE,

ERALDHA KSq4y ETIPT RLAZBELIZSA, ~AVTXXY AN =T T4 20NV [ IfEHTE A,
“NFEXXYAMEL, vAF aTHFAN T RTEPER— IR TWARW=D, FERRTEN
Me—DA 7 a2 TF, VIEPIZIZ 1 DO T OLEI/ETE FT,

Bl WIZ, GigabitEthernet 1/1 4 > % —7 = A A% VTEP ([G70A v X —T = A AL LT&
EL, E7IPT RLA10.1.1.2 #ET 502~ LET,

config)# interface gigabitethernet 1/1
config-if) # nameif outside

config-if)# ip address 10.1.1.1 255.255.255.0
config-if)# nve 1

cfg-nve) # source-interface outside

cfg-nve) # peer ip 10.1.1.2

ciscoasa
ciscoasa
ciscoasa
ciscoasa
ciscoasa
ciscoasa




. peer ip

pa-pn |

EEav> R

-

avy kR

B2l

debug vxlan

VXLAN bF7 7 4 w7 %T Ny 7 LET,

default-mcast-group

VTEP #F 64 v ¥ — 7 = A A ZBHE#AIT 5TV AT To VNI
A H—T 2L ADT TV D=L FFr AN T NL—TEEEL
F9,

encapsulation vxlan

NVE A VA H v A% VXLAN B 72 NARIZERE L E T,

inspect vxlan FEHE VXLAN ~ v & — U HI I L S & F 3,

interface vni VXLAN # X2 7O VNI A > B —T = A ZAZER LET,

mcast-group VNI A V& —T 2 AD</LTFFX¥ AN T —T T KL REHE
LET.

nve Xy M=t RARA b A LV AZ AZEELET,

nve-only VXLANEETTA v X —7 = A ANNVEHFATHHZ L #IFELE
B

peer ip E7 VIEP D IP 7 R L A& FETHEL £,

segment-id VNI A > H#—7 x4 ZADVXLAN £ 7 A FID 2$E L £,

show arp vtep-mapping

VE—h BT AN RALZHBHIP T KLA L U E— |k VIEP
IP7T RLVAFADVNIA v H—T =2 AIF ¥ v 2SN MACT
FL2AEZRRLET,

show interface vni

VNIA v H—T =2 ADI/INT A—HF AT —H A FBILOHFEHR
LTV yVERTVDA L —T oA A (BRESNTVDIHE)
DAT—H A T2 b NZEEEAHT 5 TCWD NVE A V' H—7 = A
AEFRFILET,

show mac-address-table

UE— K VTEPIP 7 RLANREEINTZ VNI A X —T = Ak

vtep-mapping DA V24E%(T—T7 L MACT RL AT —T V) 2FRLET,
show nve NVEA VB —T 2 AD/INTA—F  ATF—HK A BIOWIHEHR

XY VT A —T AR EECA L F—T A RX) DAT—
X A, ZONVE % VXLANVTEP & L CHT 5 VNI, 725N Z
DNVE A o Z—7 = A RZFEEMT 5N TWSHET VIEPIP 7 R
LAZFRRLET,

show vni vlan-mapping

VNIEZ A RID &, VLANA U Z—T oA ZAFT2IT F T AR
TV R E—FROYHA L Z—T oA ADO~ v B T HFRLE
j‘o

sour ce-inter face

VTEP (E0A v 2 —T = A ZAZFEELET,
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peer ip .

av Uk HL:L

vtep-nve VNI A % —7 = A A% VTEP IX(E A v ¥ — 7 = A AIZEHEfT 1T
£,

vxlan port VXLANUDP R— &R ELET, 77 4/L Tk, VIEP %Gt

A —Tx2A AT UDP R — b 4789 ~D VXLAN T 7 4 v 7 &

ZIFANET,

—



Bl verimon e
perfmon
N7 —= v AMERE FRT HI21E. FibE EXEC £— FTperfmon =~ > RF&EMEH L £,
perfmon { verbose | interval seconds | quiet | settings } [ detail ]
BX DA verbose NI =< ZAE=S =% ASA =Y —VITRKRLE T,
interval ALY =TT =<V AFIRNY Ty v a S5 ETOREERE L
seconds £,
quiet NI =< VAL —FREeT 4= M LET,
settings

aAavU KT+

AR R E—F

k@, 3LV quiet & verbose DEHL L TH LN ERRLET,

detail T = AT B EEMERE R R LET,

seconds 1 120 ¥ C4,

ROKIZ, a~ P ANNTELHE—FaxRLET,

ARV EE— | TF7AT IO+ —ILE—F t¥aT4a0TFR b
X
=Ty K FSUART (VUL TILF
LYk

AVTHFRE | VAT LA
¥ HE EXEC o it o 3fhis o 3fhis o 3fhis —

avy FERE

FEREDHA K4V

-

JU— EERR
A

7.0 ZOavy ROYR— MR ASAITEMSLE LT,

72(1)  detail ¥—7— KOV HR— b3 EMShE L,

perfmon 2~ REMHTH L, ASADNRT —< L A%EF=HF—TXFEJ, show perfmon =
~ U REEHT S L EEBITHERPE RS IVE T, perfmonverbose =2~ REEHT 5 &,
2 4y TIl@ TRk L CTHE A R S4VE 9, perfmon interval seconds =~ > R & perfmon verbose
avy RelAabE THERAT 2 &, 88 LB ORIR TIHE#A kG L TR RS ET,

WIZ, N7 3=~V AMFROFRBIEZ R LET,

PERFMON STATS: | Current | Average

Xlates 33/s 20/s
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perfmon .

Connections 110/s |10/s
TCP Conns 50/s |42/
WebSns Req 4/s 2/s
TCP Fixup 20/s | 15/s
HTTP Fixup 5/s 5/s
FTP Fixup 7/s 4/s
AAA Authen 10/s  |5/s
AAA Author 9/s 5/s
AAA Account 3/s 3/s

ZOBEHRITIT, BERRAET HEME, Bk, Websense TR, 7 RV AZEHSL (74 v 7
AT v TE) . AAA FI U v a VEBRTRENE T,

i WIT, NI p—< A= F —#EHERE 30 BREIFE T ASA = > YV —/VICHRRT D05
ZRLET,

ciscoasa(config) # perfmon interval 120
ciscoasa(config) # perfmon quiet
ciscoasa (config)# perfmon settings
interval: 120 (seconds)

quiet

BEa< R avy kR E5EA
show R =~ AMERERTLET,
perfmon

| —
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. periodic

periodic
IR RE 2 P AN — N 288RBICR LT ElIf7Zy CEEAL) IR 4 f5E 4 2 1213,
REfEFAPH = > 7 4 ¥ 2 L—3 3 > F— R Cpeiodic 2~ R&2EHA LE9, BT 5120,
Zoawr RonBEREFEHLET,
periodic days-of-the-week time to [ days-of-the-week ] time
no periodic days-of-the-week time to [ days-of-the-week ] time

BX DA days-of-the-week  (ff:&) 13 D days-of-the-week 51%1%. BIEFTT 5L TV 2 BERHIFH O A4

hEPABRLAT 5 H £ 72130 H T, 2 F DD days-of-the-week 51 %5ki%, B
o TWHEAT— AL FOAHWIMAK T2 H £33 H T,

ZOFHENT, B—-OMEH £ A OMASE T (Monday (HREH) |
Tuesday (KFEH) . Wednesday (KWEH) . Thursday (KFMEH) | Friday (4
WEF) . Saturday (HEF) . 5L 0 Sunday (HIEH) ) . MUCIRETE %
X, ko LBV TT,

e daily : HHEH~HREH
* weekdays : H g 0~ H
» weekend : THEH & HiEH

KTORBENHMGOBEE LRICEAIT. R TORHAEZEAKRTEET,

time %2 HHMM JERRCHE L7, 72 & 213, PR 8 T 8:00, 7F1% 8 %
20:00 & LE9,

to [BHAGEEZ S DR TERZ £ T) OfFHEE AT THIZE, toF—T—F&E AT
THMEND Y £9,

AT R T4 )0 periodica v R THEAZ AT L2RWEEIEL, ASA~DT 7 & A timerange =~ & R TOER
WZHEV, 722 BITHENCRY | FITA TR0 £7,

avY R E—FR WROFIZ, a~v L REANTEDLE—RERLET,
ARV EKE— |T7A4T7 24— ILE—F XAV T4aAVTHFRE
&
=Ty K FSURRT (VT TILF
Lk
AVTEREN | VRT LA
eI a2 > o 3fhis o 3fhis o 3fhis o 3fhis —
T4 F¥ 2l —
va v

-
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periodic .

avy RERE

Jy— EEAE
S

7.0(1) Doy RBMRBEMENE L,

ERLEOHA KSq> RS —2 ACL 2339 5121%, timerange =~ > R&MH LT, #ED HKB LUWEH %

3l

EFLE T, KIZ, accesslist extended timerange =~ > R & ffl LT, BR#iPHZ ACL (23
A RFLET,

periodic =~ > KiXx, FFMEBHNENC/RD XA I T HBET D 1 DO KL TY, absolute
g~ REFEH LT A2 RRET 25 ELH Y £7, timerangeZ7 v— 3L 37 4 X a
L—3 g v avy RCRRBEFOARTZIEEEZ. WIhhoa~y REH LET, timerange
a<w R LT, EHo periodic > + Y B TE £,

&7 @ days-of-the-week fE23BRAA D days-of-the-week fi & [F] U354, # T @ days-of-the-week fi
AW TEET,

time-range =~ > KZ absolute fi & periodic fED i )7 238 E STV 554, periodic 2~
R absolutestart FFANZ 2 L 72 IO AHFMOXRIZ/2 Y . absoluteend RFZIZEET 5 & 3FAfM
DOXGTIT 72D FX/ A,

PRSI, ASA DV AT A B v ZIZIEGFE L TWET, =7 L. Z OMREIEX NTP R
PHAT D EREICEEL T,

WP 22N < DDV LET,

WEIFERTE AARE

AW F 775 G B 0/ 8:00 ~ /% 6:00 07 | periodic weekdays 8:00 to 18:00

5 H /IRl 8:00 ~“F# 6:00 D periodic daily 8:00 to 18:00

AR A R 8:00 ~4 H ZF1% 8:00 O 1 433 % | periodic monday 8:00to friday 20:00

BR (HEH O~ HEHDK) periodic weekend 00:00 to 23:59
TR & HIEH DOEF~ER periodic weekend 12:00 to 23:59

WIZ, HWEH DS 4R H O 8:00 ~F1% 6:00 DI, ASA ~D7T 7 E A%ZFFA[T %
N D=3

ciscoasa (config-time-range)# periodic weekdays 8:00 to 18:00
ciscoasa (config-time-range) #

Wiz, BrEOEH (AEE, kIEBH., BLXOSEA) OFhi10:30 ~F# 12:30 12,
ASA ~DT v A EFHFATHHERLET,

ciscoasa(config-time-range) # periodic Monday Tuesday Friday 10:30 to 12:30
ciscoasa(config-time-range) #

—
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B reriodic
EEav 2k =l A
absolute RFRIREDH 23 AT 01 7 B et R & 2R L £ 97
access-listextended | ASA fEH D IP b T 7 o v 7 ZFF AT £/ T 2720 DR Y ¥ —2RE
LET,
default time-range =~ > K absolute ¥ — 7 — K & periodic ¥—7— K& 7 7 &

WV RREICRELET,

time-range BERICHE ST ASA D7 7 A2y ha—LaER LET,

-
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periodic-authentication certificate .

periodic-authentication certificate

TE A 72 fERA E O RRFE 2 A 2023 5 121, periodic-authentication certificate =~ > R & L
F7T. TIHN DT N—TRY =IO RELMKT HITIE. ZDa~vr Fo no Bz
MALET,

periodic-authentication certificate <timein hours> none
no periodic-authentication certificate <timein hours> none

B DEREA

AU R TIFIE

ATV R E—FR

timein fikm (1~ 168 REf]) ZEELET,
hours

none TEHIRR RGN T 4 B— T e £,

7 740 F T, EMINRREEORGELT « E— 7 Mo TV ET,

WDFEIZ, a~vr REANTEDLE—FRERLET,

aAY VU RE— | D747 94— ILE—FK tXxaYF4aTFXR b
k
L—FTv K FSUART (VT TILF
Lk
AVTEFRE | VAT A
arE i o 3FIt o 3FIi o 3fIi o 3fIi —
JL—T R
v— a7 4
Xzl —3
N

avy FERE

EREDAARZA

il

JU— ZERR
A

94(1) oo~ RRBMENnELE,

FITHN NI N—TRY —DPA. ZDa~ RiEF 7 4/ kT periodic-authentication
certificatenone(Z72 ¥ £9°, MO N—7 KU > —DEEX, BEINLZWVWNLED, T 741
FARY = ORREDPREK S IVET,

100 (config-group-policy) # periodic-authentication ?
group-policy mode commands/options:

certificate Configure periodic certificate authentication
100 (config-group-policy)# periodic-authentication certificate ?
group-policy mode commands/options:

<1-168> Enter periodic authentication interval in hours

none Disable periodic authentication
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. periodic-authentication certificate

100 (config-group-policy)# periodic-authentication certificate ?
group-policy mode commands/options:

<1-168> Enter periodic authentication interval in hours

none Disable periodic authentication
100 (config-group-policy)# help periodic-authentication

-
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permit-errors .

permit-errors

B DEREA

aAavU R TFI4ILE

aAvU R E—F

2N 72 GTP /N NEFFA T 570, EIEFFAI LW EFT AR L T Re y 7Shd Ty
PR3 5ICiE, RV —~o P NRNFGA—F a7 Falb— 3 E— NTpermit-errors
avy RaEHLET, 7740 FOEIE (ER 0y b ERIIT IR L7237 b
ETRTCRr Y 7T5) IZRTICE, Z0avr RonoERZ#EHLET,

permit-errors
no permit-errors

ZOawy RIZESIEELITF—V—RNEH Y £ A,

T 74N NTIR BTy PERITMTRICR LNy MET R T Rry P S E
ﬁéo

ROFIZ, a2~ FE2ANTELHEF—FarLET,

ARV EE— | TF7AT 94 —ILE—F X2y F4aUTERE

y =Ty K FSUART (VUL TILF
Lk
AVTHERAR | VRTL
INT A—H a o KPIG o GFhi o &I o i —
V7 4F =
L=z

avy FERE

FRLEDHA KSA Y

3l

Jy— EERE
A

7.0(1)  Zoawr RPMBMERE L,

GTP A VAR g VR — vy /T A —4T permit-errors 2~ > R&fiH+ 5 &,
N2y FRRA =V ORBEFIZZ T —DNREL Ny e Fe v 78312, ASARR
MCEETEET,

WIZ, BNy BRI R L Te Ty b BT N T 7 4 v 7 iR T 24
ZRLET,

ciscoasa(config)# policy-map type inspect gtp gtp-policy
ciscoasa(config-pmap) # parameters
ciscoasa (config-pmap-p) # permit-errors

—
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. permit-errors

BMEaTUR avy kR SiiBR

policy-map typeinspect gtp |GTP 1 > ARV v a v R o— <o T EHRLET,

inspect gtp T =gy A VAR g T A EED GTP ~ v
FEREHALET,

-
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permit-response .

permit-response

GSN £721XPGW 7=V VR ETHIZIE, RV — v NTRA—F a7 1 Fal—
¥ g v F&— N Tpermitresponse 2~ > RZEHLET, 77—V o VBEMREAHIRT 512X, 20
av RO no EREZEH L ET,

per mit-response to-object-group to_obj_group_id from-object-group from_obj_group_id
no per mit-response to-obj ect-group to_obj_group_id from-object-group from _obj_group_id

B DEREA

aAavv R FI4ILk

AR E—F

from-object-group  GSN/PGW = KR4 > h&#IT 5%y NU—0 AT V=7 |k 7 —
from_obj_group_id > -jix 47 Y=/ h s —F (object-group v K) ThH D
ERHVET, ZhbDOxT L RARA 2 ME, to-object-group (Zxf L T
KREEFL, WEELZETEET,
JU—Z951) UKETIZ, A7 Y=2 F 20—, IPvd 7 RL A2
JTRLIPV6 T RL ARG Z ENTEET,

to-abject-group

SGSN/SGW Zi#Bl+ 5%y NI—27 7V =7 N 7 —7, ZiiZ,
to_obj_group_id

7l N7 N—7 (object-group 2~ K) THLIMLENRSH Y F
T, ZIHDOT KU AL, from-object-group Tilkhll &b —Hp = K
WA FINBISEEZETEET,

JU—2Z951) UETIZ, A7 Y=2 k 70—, IPvd 7 RL 72
FTRSIPV6 T RLAZE L2 LN TEE T,

ASA 1L, GTPERTHRE SN TWRUWGSN £721XPGW 226D GTP & %x Fu v 7 L £,

WDOFIZ, a~r REANTEHE—RERLET,

aAY Y RE— | 747D A—ILE—F ttXa)F4aVFFR b
k

=Ty K ESURRT (YU F L T ILF

LYk
AVTEFRE (VAT A

INT A—H o %It o %It o %It o fhis
V7 4F¥
L—g3
F— K

avy FERE

Jy— EEAE

7.04) ZoawrRREMENELE, GTP A A7 2 g L IPvd 7 RLADHE Y
A—rLET,

9.5(1) IPv6 7 RLZDHR—FRBMENE LT,

—



. permit-response

EREDAARZA

3l

pa-pn |

ASA 3 GTP A Y AT v a U EFATT D56, 7 74/ T ASA 1L, GTP ZR THEZ
TW722UWGSN £721E PGW 6D GTP inE % Rue vy 7 LET, Tk, GSN £72(X PGW @
T — R RRT T EFH LT, GPRS DR EAFr—F U T 4 HEmb TS &
XIZRAELET,

GSN/PGW 77—V v 7 HREL, — R RT3 7 P R— 35722, GSN/PGW =
RRA Y NERBETH Ry NTI—I 727 b T A—T%EK L, Z 1% from-object-group
NI A—=HTHRELET, FEEIC, SGSNISGW DXy T —2 7= b 7 —T%AERL
L. to-object-group /X7 A —X TR L £7, JLEZ1T O GSN/PGW 78 GTP ERDE(E L
GSN/PGW tRILAT V=7 N Z—FIZELTEY, &L TWD GSN/PGW (2L % GTP
ICEDEEDHF T INTWDHEDOAT V=7~ 7 —T1Z SGSN/SGW 3B H5A1T, ASA T
ISERFF R SIVET,

Iy NI =0 F T2 h I —T1F, = RRA L FE2RARN 7 RLAERITID S RRA
VhNEELY T Ry GBI TE £,

WIZ, 192.168320F% Y T —27 EOEZEDOFRA NS IPT RLZ192.168.112.57 D7k
A R~D GTP B =R T 502~ LET,

ciscoasa(config) # object-group network gsnpool32
ciscoasa(config-network)# network-object 192.168.32.0 255.255.255.0
ciscoasa(config) # object-group network sgsnl

ciscoasa (config-network) # network-object host 192.168.112.57
ciscoasa(config-network) # exit

ciscoasa(config) # policy-map type inspect gtp gtp-policy
ciscoasa (config-pmap) # parameters

ciscoasa (config-pmap-p) # permit-response to-object-group sgsnl from-object-group gsnpool32

BEEavTY R

-

avyU kR SRER

policy-map typeinspect gtp |GTP A > A7 v av K — v Fa2EHRLET,

inspect gtp T r—a A AT Vg NMERT AEED GTP~ v
TEBEHLET,

show service-policy iNspect gtp [GTP 1> 7 f o L—3 a2 v 2 &R LET,
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pfs

pfs II

PFS 8N4 2121F, ZFA—7 R v— a7 4 X2 b —3 g F— KTpfsenable =2~
> REMHHLE9, PFS #8229 521X, pfsdisable =2~ RaHLET, Efrar 7«
Xal—arhnbPFS BHAHIRT HI21E, Zoa<r RonoBREfHLET,

pfs { enable | disable }
no pfs

B DEREA

AR FIHILE

avU R E—F

disble pFS %5 ¢+ —7 iz LET,

enable pFS % A4 2 —7 NIZ LE T,

PFS 135 4 E—7 /LT,

WDFRIZ, a~vr REANTEHE—RERLET,

AV KE— | TPAT794—ILE—F ttXxa)F4a0FFR b
K
=Ty K FSUART (VUL TILF
Lk —
aAVTEXEREM | VRTLA
TN—"7F R o Xfhia — o it — —
—arvTg
X2l —Ig
N

avy FERE

FEREDHA K4V

il

Jy— EEAE
S

7.0(1) ooy RBRBEMENE L,

VPN 27 J 47 h& ASA DPFS BREIF—H L TCWAMLENHY £7°,

BD T N—TFRY =5 PFS DEAZMKTE D LT DI, ZDa~wr RO noERX%E
FERLET,

IPsec * T T—3 3 > Tl&, PFSICE > T, HLWEKSF—NLRTIOWTNOF— & H B
HLZRWZ EMRFEESNET,

I, FirstGroup & WO ARTDO 7 N—7F KRV o —IZx% LT PFS R ET D6 %R~ L E
D

ciscoasa(config) # group-policy FirstGroup attributes
ciscoasa (config-group-policy)# pfs enable

—
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. phone-proxy (BElt)

phone-proxy (BELL)

BRETOX LA VALV AERFRET DR, Sr—s a7 4 Xal—vay = FT
phone-proxy =t~ RZ&fEH L F9,

BT BX A VRS AEHIRT H10F, Zoavr RonoBRERALET,

phone-proxyphone_proxy_name
no phone-proxy phone_proxy _name

BX DA phone_proxy_name Phone Proxy -f > A X% > AD4 &5 E L £7,

ATVRFEIFIR T 7ANNOEEREITH Y EEA,

AvY R E—F ROKIZ, av 2 REANJTELE—RERLET,

AV RE— | T7ATO4+—ILE—F ttXxa)TF4aVTFR b

k

L—FTv K FSUART (VT TILF
Lk
AVTERE [ VRT LA

Ja— L% o FIt — o It — —

E
avy FERE J)y— ZEERA

2

8.04) a~=rRREMENE L,

9.4(1) Zoawy FIEBEILESILE L,

FERLEDHA KS4> ASA T, EBHFl7RXI A AL 2% 1 DEFRETEET,

HTTP 7’1 % ¥ #— N—JJIZ NAT BWRE SN TV L5E, IP EIEICHET 2 HTTP 7' ¥
P—R—=D T 0=V FERF~v BT IPT FLRA T, B nFdFy ar7 X2l —y
Y77 ANMIEZIRAENET,

Bl KIZ, phoneproxy =~ REMH LT, a7/ BX A U AY LV ALRET D%
RLET,

ciscoasa

(config) # phone-proxy asa_phone proxy

ciscoasa (config-phone-proxy) # tftp-server address 128.106.254.8 interface outside
ciscoasa

(config-phone-proxy) #

media-termination address

-
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phone-proxy (B1t) .

192.0.2.25
interface inside
ciscoasa
(config-phone-proxy) #
media-termination address 128.106.254.3 interface outside
ciscoasa (config-phone-proxy) # tls-proxy asa_tlsp
ciscoasa
(config-phone-proxy) #
ctl-file asactl
ciscoasa
(config-phone-proxy) #
cluster-mode nonsecure
ciscoasa
(config-phone-proxy) #
timeout secure-phones 00:05:00
ciscoasa
(config-phone-proxy) #
disable service-settings

BEITUFR avw kR s BA
ctl-file (global) Phone Proxy 1> 7 4 ¥ =2 L—3 a9 UHICHER T % CTL 7 7 A L, $7-
X7 7 vy a AEYNLITT 57200 CTL 7 7 A VERE LT,
ctl-file Phone Proxy 2> 7 4 ¥ a2 L —ya U CHEMTH CTL 7 7 A VEFREL
(phone-proxy) F9,
tls-proxy TLS 7R Xy A VAL U ARBRELET,

| —
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. pim
pim
A B =T 24 ALETPIMEHOANCTHITIE, AV X —Txzf AT 1 Fal—Ta
v E— R Tpim=a~=> F&EHEHLET, PIMAZEDCTHICIE, Z0a<2 RO noBAf
HLET,
pim
no pim
B DA Zoawy RIEBIEERIEXF—Y—NEb v £HA,
ATV RFI4) R T 74V BT multicast-routing 2w > K&, $_THOA F—T = ADPIMEZHFIL
i‘a‘o
ATV R E—F WROEIZ, a~v Fe ANJTELE—FarLET,
ARV FE— | T7AT7I24+—ILE—F X2 YF4arTFFR b
K
=Ty K FSURART (VT <ILF
Ly bk
AVTHFRAM |[VRATL
A H—=T= o %i — . S — —
A AT 4
Fal—3
Ve
avy FERE J)y— ZEERR
A

70(1) Zoawr Rp3BEmEnE L,

FEREDHA KS4> 7 744 FTiE multicast-routing =~ > Rid, 7XCTHOA V¥ —7 = ADPIMAZHFIZL
£9, pim 2~ KO no IR DA BERIZSRF SN E T,

)

GE)  PIM I, PAT TiZVAR—FENFEFHA, PIM 72 b /L IAR— &2, PAT IZAR— k
AT D70 b3kt L COREMEL £97,

Bl I, AR LT A v B —T = A AT PIM &5 42— T /T D% 7 LS,

ciscoasa(config-if)# no pim
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pim .

BEEav R av R SRER

multicagt-routing| ASA T~ L F X ¥ XA M—F 4 T E A X —T WM LET,

| —



. pim accept-register

pa-pn |

pim accept-register

PIMBERA v =% 7 4N Z YT TBHHIITASA ZRET DL, Fa— a7y
Xz L—3 g F— FTpimaccept-register 2~ > REEHLET, 741X U 7 &2HIBRT
5121, Zoawr RFonEXoa<r REfERALET,

pim accept-register { list acl | route-map map-name }
no pim accept-register

B DEREA

ARV R TIFIE

AR E—F

list acl TUEA YA NOLRELIIREAEELET, ZOa~vr RTIE, #E
BARA N ACL OB ZFEHALET,

route-map
map-name

N— b~ 74 ERELET, ZREINDILV— |~y 7Tk, JHERA
MACL ZBEH L E 7,

T 7 4 v N OEMERMEIZSH W FH AL

ORI, a~ REANTEHE—RFERLET,

R
L—TvF FSUART (VT < ILF
LYk
AVTHFRM (VAT A
7a—N Lk o %t — o XIS - -
i

avy FERE

FEREDAHA RS>

3l

-

Jy— EEAE
A

7.0(1)  Zoawr RPMBMERE LK,

Zoaxy R, RERFMEITLE RPICBRETERWVWE T IO L ET, RIERE
BB RPICREA v E—VEHRET DL, ASAITEEBITREIFIEA vy -V 2 XD IR L F
D

Wiz, Tno-ssm-range] & WIHLETIDOT 7 A U A R TEFESNTXETLH) SO PIM
BigA v B—VZHIRT 201 Z2RLET,

ciscoasa(config) # pim accept-register list no-ssm-range
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pim accept-register .

BEEav R av R SRER

multicagt-routing| ASA T~ L F X ¥ XA M—F 4 T E A X —T WM LET,

| —
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[l vim bidir-neighbor-filter

pim bidir-neighbor-filter

DF SIS T & 2 BG XIS AA N—%HHT5120F, A v F—T A A7 X
L—3 = ¥ %&— KT pimbidir-neighbor-filter =2~> REFHLET, 741V 7 E2HIBR
51, Zoavwr FonEROa~y FEERALET,

pim bidir-neighbor-filter acl
no pim bidir-neighbor-filter acl

BX DA a 7782 YA NOLRIERITHRSEIEELET, 727X U X ML, MJ5IH DF #HIC
BINTEDLRAN—ZEHRLET, Z0a<r FTIE, BE¥EACL 2 &M ML £, ik
B ACL XV AR — SN TWEREA,

ATV ERFI4IA L TRTOL—ZFIRAMRIETH D ERRINET,

aAavYRE—FR ROFIZ, A~ FEANTELE—FEnRLET,
aAYVRE— | D747 94— ILE—F tXxaY)F4a32TFR b
K
=Ty K ESUART (VUL <ILF
LYk
AVFHFRAR | VAT LA
A H—T=x o SoFhts — o G — —
AR 2T 4
Xl —v3
N
avy FER Jy— ZEHAR
3

72(1) Zoa<wr RRBMENELE,

FERLEDHA RS>y PHHRPIM TiE, vV FFx A M —F TRETDAT — MflRZEOTZ LN TEET,
W TDF ZRETH70I10, B Ay RNOTRTOILFF ¥ A b b— & BRI5 [ TA
X =TI TWVDHRERH Y £,

pim bidir-neighbor-filter =~ FZfEHT 25 &, T XTOL—FDAN—=ZAF— R FAA 1~
DOZMzEFFA L7235, DE@EMASMNMTAMENH HNL—F ZIEETH T LT, ANXN—RAE—
REHR Y FU—27 B WGMFR Y b U—27 ~OBITNATREIC 2 0 £, WHFHICA 2—T L
WCENTA—2IE, BT AL MIERFEL—ZRNHL5E5TH, TREDOAL—ZDHND
DF #®ETE £3, ENHHIL—F EO~LFFx R MEFRICE D, WA 7 V—7)5 PIM
Awe—URT = NUF BTy b 7T T RICHAY TERWEICLET,

pim bidir-neighbor-filter =~ > R HHZ/2 > TV D6, ACL TRFA[ STV D L—H [T
FxeThd e RpranEd, LienoT, ROXHIZLET,

-
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pim bidir-neighbor-filter [

« PRI ST A AN—=3B G IS TRWGE . DF IEHRULEm S L EE A,
« G SR A A= A5G Td 2 %A DF EHRITER S LA,

G SR A N=DB A E YR — b L2aWEE, DF IBENETSND ATREMD Y
£7,

i wIZ, 10.1.1.1 % PIM B RIFRA N—IZTE 502~ LET,

ciscoasa (config)# access-list bidir test permit 10.1.1.1 255.255.255.55
ciscoasa (config)# access-list bidir_ test deny any

ciscoasa(config)# interface GigabitEthernet0/3

ciscoasa(config-if)# pim bidir-neighbor-filter bidir_ test

BEav K %LUk 55
poundan B AT RE SIE Y AT F A BT RLAICKH LT ATy
boundary 2 MEREEELET

multicast-routing | ASA Cw/LF X v X h—F 4 VT A F—T U LET,

| —
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. pim bsr-border

pim bsr-border

T—=hARNT T =% (BSR) AvEB—UNRA U H—T 2 ARBTEZEFEINDLZ L5
IET51F, A —T 2 A a7 X2 lb—3 3 F— FTpimbsr-border =~ > R Zfiff
)EH L‘ij‘o

\}

GE) PIM A=A F—TF (PIM-SM) O RAAL L DERA L Z—T oA A21X. HFlZFDAL 2 —
T oA AL > TEEEFRRZHE RA AL U HPIM-SMAZEITLTWAEE., FORAL LD
BEDNT 7 4w 700 L0 &EIET 28R IERSLETT,

pim bsr-border
no pim bsr-border

XD Ioawry RZEBIEELEF—Y—FEH D THA,

ATRVRFIALLE  ZOIRUPRE TIANETT 4 =TT TVET,

ARV kFE—F WKDOFRIZ, 2~ REANTEXBEE—FRERLET,
ARVEE— |T7ATI74—ILE—F EXAYF4AVFER R
k
=Tk |FSVART | DUT)L TILF
LYk
AVTERE |[VRTL
AVH—Tx o S — o i — —
AR a7 4
Fal—g
v
avy RERE )— ZEEAS
2

95Q2) oo~ s RRBMENELE,

EELEOHARSAY ZOARVRERA U E =T 2 ATRESNTWDHAE, PIMAN—Y 3 V2BSR A vE— Ui
AUE =T oA AR TEZEENETEA, 290D FA AL VBITBSR A v — YN H I
WE T BT, ZDa<wr RTHIOPIM RAA IS A v —T 2 AZREL
FT, —HDRAALNHDHNV—FIFMMIFDO RAAL NZHDT T 7T — KA b (RP) %i&
WL, ZOFRER AL ETT 1 b2 VHFRENE LT 0 BEDT OV W RTREME DS & D 728
BSR A vt —V %825 RAA VBT LIRNTL &N,

' |
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pim bsr-border .

\)

(B ZoavwrREI~vATFFx A MEREZEY N T v 7 LEHA, PIM RAA 2 BSR A vb—
BROAEEZYy N T v LET,

i WIC, PIM FA A VBERER D EHICA v B —T = A AR BET HH TR LET,

ciscoasa(config) # interface gigabit 0/0
ciscoasa(config-if)# pim bsr-border
ciscoasa(config) # show runn interface gigabitEthernet 0/0
|

interface GigabitEthernet0/0

nameif outsideA

security-level 0

ip address 2.2.2.2 255.255.255.0

pim bsr-border

BEa<w> KR avw > R Lz

multicast-routing | ASA T~ /L FF ¥ A hb—T 4 VT A F—T I LET,

pim bsr-candidate | ASA % BSR {EfilC 2 E LET,
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pim bsr-candidate

pa-pn |

N—LNT = ATy T N—% (BSR) ODBEMTHLI LT TV AT HLIRET DI
X, Ze—rL a7 4 X a2 b—3 g F— KT pim bsr-candidate =~ > RZ{HH L F 9,
T—=bF ATy T N—=F DML LTOZON—Z 2l 51213,

2L £,

pim bsr-candidate interface-name [ hash-mask-length [ priority ] ]
no pim bsr-candidate

D~ RO no B

BX DA

interface-name

BSR7 RLANEIGENDE ZDON—FTOA LV EZ—T = Af R4, ZDOT KL
21X, BSR A v —Y TEESNET,

hash-mask-length

(FEE) PIMV2 /v ¥ 2 e o — L SNARNC VL — 7 7 R L R & indifs
HLDHVATE RKREY L) , A"y TvamhRLTHLTITOI L—
X, MU0 T 77— R A b RP) I LET,

ez, AT EN24OBE. JV—F T RLADORIID24 ¥ > FET
MMERHESNET, "y va vRAIZEIZED, 1 DO RP #EEO I NV—TFT
EHTEDL21220 7,

FIFNL DNy 2 v AR 0T,

priority

(f£&) BSR (C-BSR) EMiDOTFA4 AV T ¢, AN &PHIZ0~255TI,
BEDTIAF VT 4 EEFS C-BSR MELEENET, I 4V T 4l
NRICGAE, IPT RVANRED SN THDH/L—XNBSR &40 F9,

FTIFNEIDTTAFVT 4150 T,

aAavU KT+

AR E—F

ZDawy NI TIAN I TT 4 =T NI o TWET,
TFTNRAAMNY V2EBIOT 744V T 072 L TBSRIEME L TREINTWAEEIL,
TN DNy (0) ET 730 DOTTA4F )T 4 (0) BNEHEE 2D £97,

ROFIZ, A~ FEANTEHEF—FarLET,

X2 T4aVTFRE

aAYVKRE— | T7AT94+—ILE—F
R
=Ty F FSUART (V)L JILF
Lk
AVTHFRE (VAT A
7a—N Lk o %t — o XIS - -
i
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pim bsr-candidate .

2T KRR Jy— EENE
S

9.5(2) Doy RBMRBEMENE L,

Toavwr Rk, T FRANT T A E—UIEBSRT RL AL LTHRESNIZA v & —
T2 A ADT RLA%ZDFTTRTOPIM A N—IZEFEINET, K14 3—1X, LFIO

T—F AT T A=V ZELIEZT RLALEBSR7 RLAZERKLET (RUA v~
H—T 2 f ACTZEINDHILEITRN) . BIEOT RLARBUNERIZEIVEMOT RLA
Thr5GA, BUEOT RLAEIX v v =2l i, 7— AN T v 7 A vb— V3RS
nNET, TNLUHNOEEE, 7= AT v T Ave—VYR ey FEnExd,

FEREDHA K542

COASA LV ST TAF VT 4o m@Em (FI7A4F VT4 B3 EUSEIX. XVEMOIPT FL
AxED) LENLHMDO BSRIEMNO T — AN TP A v —V2ZETHET, 20
ASA X BSR O F £ T,

#l iz, TR A B2 —Tx2A AT, 30Dy a2l 100754 F )T 41250,
ASA%Z 7 — AT w7 )L—% (C-BSR) AL LTRETHHA2T-LET,

ciscoasa (config) # pim bsr-candidate inside 30 10

ciscoasa(config)# sh runn pim
pim bsr-candidate inside 30 10

BEa<w> R av U R SRBA

multicagt-routing | ASA T /L FF ¥ A h—TF 4 T oA F—T I LET,

pim bsr-border |ASA ZEER BSR & L TCHELET,
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. pim dr-priority

pim dr-priority

EENL— R SNDASATHRAN—DTIAF )T 4 EZRETHITE. A F—T =
AAary7 4 Fal—v a3y E— RKTpimdr-priority 2~> REFEHALET, T 741 D
TIAFTV T AIZRETITE, Zoa~xr FonoBRXEAHEH L £7,

pim dr-priority number
no pim dr-priority

X DA e 0 ~ 4294967294 DF S, ZOFFIL, FEN—FERETHE TN, ADT T4
AV T 4 T HDIERASINET, 0 28TETDH L. ASAIFFRTEL—XIZRD
FH A,

ARYEFTIAILE T AV MEE LT

aAavYRE—FR ROFIZ, A~ FEANTELE—FEnRLET,
aAYVRE— | D747 94— ILE—F tXxaY)F4a32TFR b
K
=Ty K ESUART (VUL <ILF
LYk
AVFHFRAR | VAT LA
A H—T=x o SoFhts — o G — —
AR 2T 4
Xl —v3
N
avy FER Jy— ZEHAR
3

70(1) Zoawr RBREBNERELE,

FEREDHA KSq4y (v F—T=AATTITAF VT AERBKROT A AN PIMFFEN—FIZ732 0 £3, #E
DT NAATHREN = DT TAF VT 4 BELCTHLHEIE, IPT FUABRROT /A A
ADRIZ72 Y £, T34 ADhello A & — 12 DR-Priority Option 238 £ 4L TW R WEEA T,
TIAFT VT A MERROT A AL LTHRDI, BELV—2I12700 3, HHOT A AT
hello X v —JIZZ DA T a U NEENTWRWESIE, IP T RLVARRKDT /SA AN
BEN—ZIZ0 ET,

i Wiz, A2 #—T A ZADDRTIA AT 1 % 5 ICRETHH %= LET,

ciscoasa(config-if)# pim dr-priority 5

-
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pim dr-priority .

BEEav R av R SRER

multicagt-routing| ASA T~ L F X ¥ XA M—F 4 T E A X —T WM LET,

| —
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. pim hello-interval

pim hello-interval

PIMhello A vt =V DBELZHRET DI2E /1 F—T=Af XA a7 4 Falb—ar E—
K -C pim hello-interval =@~ > R&fEH L E£9, hello-interval 27 7 4 /L MEIZETIZIE, 2D
avy ROnoREFEHLET,

pim hello-interval seconds
no pim hello-interval [ seconds ]

RX 05N S0NdS ASA 73 hello A v — Y& RE(ET 5 £ TORFEIEL. AR EOFMIL 1 ~ 3600 5T
T T 7 AV MEZ 30 BT,

ATV R T4 RROT 7 40 MiEld 30 BT,

avURE—R ROKIZ, A~ FEANTELE—FEnRLET,
ARV EE— | TF7AT O+ —ILE—F t¥aT4a0TFR b
k
=Ty K FSUART (VUL TILF
LYk
AVTFXRARN | VAT LA
A H—T=x o SoFhts — o G — —
AA 3T 4
Xl —3
N
av Y RER J1)— ZEERE
3

7.0(1) Zoavwy RRBMSE L,

ol Wiz, PIM hello W% 1 AR e 20147 LET,

ciscoasa(config-if)# pim hello-interval 60

BEa<w> R avw U R AR

multicag-routing| ASA T~ /L F ¥ ¥ X hL—F 4 P A X —T M LET,

-
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pim join-prune-interval .

pim join-prune-interval

PIM Join/Prune IR Z 52 ET D121, A v ¥ —T =2 A 27 4 Fa b — a ¥ F— RTpim
join-pruneinterval =~ > F&EHLET, MREEZT 74V MEICETIZIE, 203wy RO
no ERXAEEH L £,

pim join-prune-interval seconds
no pim join-prune-interval [ seconds ]

X DA oS ASA 73 Join/Prune # v & — V& K(ET 5 £ TORMERN SR, AR7MEORPHIL, 10 ~
600 T4, T 7 4L ML 60 T,

AR R FI4IAL  T 7 AN ORI 60 F T,

avU R E—FK KOKIZ, a~r REANTEDLE—RERLET,
AV RE— | T7ATO4+—ILE—F LXxaYF4arTEFRFE
k
=Tk | FSVRRT |YUT)L RILF
Lok
AVTHFRE (VAT A
AV H =T = o S — .« SIS _ _
AR AT 4
Fal—3
Ve
avwy FERE Jyy— ETEHRNE
R

7.01) Zoa<wr RBBMENnE LS,

Bl W17 PIM Join/Prune EIF % 2 A0 C &+ 5 % 7 L £,

ciscoasa(config-if)# pim join-prune-interval 120

BEa<w> R avw U R AR

multicast-routing | ASA T~ /L F X% A M—F 4 VT %A X—T M LET,




. pim neighbor-filter

pa-pn |

pim neighbor-filter

PIM IZBINTE D F A N— N —F ZHIHT HITIE, A v F—T =22 arT4Fal—3
¥ %&— KT pim neighbor-filter =~> R&EFEHLET, 744XV T EHIBRT DI, 20
avy ROonoROa~y FadHLET,

pim neighbor-filter acl
no pim neighbor-filter acl

B DR

i
&

AR R TFIAILE

AU FE—F

da 772 VA NOAFIELIZERRSAIEELET, Z0a~vy T, % ACL 721 248
HALET, JEE ACLIZV AR — I TWEHA,

T 74N b OBEREIZSH D EH A,

ROFIZ, a~ P ANNTELE—FERLET,

aAY VU RE— | D747 94— ILE—F tXxaYF4aTXFR b

" =Ty Fk FSURRT (DT T ILF
Lk
AVTEFRE | VATLA
A H—T=x o 3fIi — o it — —
AR AT 4
X2l —3
N

avy FERE

EREDAARZA

3l

-

JU— EERE
S

72(1)  Zoa<wr RRBMEnE LR,

Zoa<wr R, PIMIZBINITCE A RA NR— L—FEZEHZLET, Z0av s Kiar 74
Fal—T g NAIFELARWES. HIRIZH Y £EA,

AT 4 Fal—arTIoavy ReEFHRTAICE, SV TFFx A MA—FT 4 7BIW
PIM WA X —T N THAVERHLVET, YILFXFXY AN IN—FT 4 T %F 42— N2
Hi, Zoavry REaryr7 4 FXal—a ryholiREnEd,

WIZ, IP T RLA2310.1.1.1 THHNV—F %A % —7 = A A GigabitEthernet 0/2 T
PIM A N—IZF 50z~ LET,

ciscoasa (config)# access-list pim filter permit 10.1.1.1 255.255.255.55
ciscoasa (config) # access-list pim filter deny any
ciscoasa(config)# interface gigabitEthernet0/2

ciscoasa (config-if)# pim neighbor-filter pim filter



| pa-pn
pim neighbor-filter .

BEEav R av R SRER

multicagt-routing| ASA T~ L F X ¥ XA M—F 4 T E A X —T WM LET,

| —
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. pim old-register-checksum

pim old-register-checksum

TWL AL F 2w VL FREFGHT 2T T 7 — KA b (RP) TORITHEMZ D
ik, Za— L a7 X2 b—3 3 > F— KT pimold-register-checksum =~ > K% fifi
ALET, PIMRFC #ilL P 2 Z 4k 5I121E, Zoa<r RonoBRXEHHLEI,

pim old-register-checksum
no pim old-register-checksum

X DERHA Zoawy FIFGIEELITF—U—FNIH Y £HEA,

ATV KR FI4J)+  ASAIXPIMRFC #LL U A X &L L £ 7,

av YR E—FK WROFIZ, a~vr REANTEHE—RERLET,

ATV RE— | T7ALTI+—LE—R £FayF aLTFERE

R

=Ty K ESURRT (VUL TILF
Ly k
AVTFEREL | VRTL

ryua—s g | e st — . 5 — —

T
avy FERE Jy— ZFEAE

2

7.01) Zoo<wr RRBEMENELE,

FELEOHA KSq> ASA Y7 FU =7 (%, CiscolOS HAZEHETIZ, PM Ny X —IZF =y 7 L2DHLH LY
AR A=V EZUHKL 43, FDOREZITANET, DD, TXTOPIM A vE—
VEATIZONWTPIM A v b=V REEEH L UVAZ Ay =V ARET, pim
old-register-checksum =2~ > R&H 3% & CiscolOS V7 b =7 L HIMEOHH LA K
DR ENET,

Bl Wiz, AT = v 7Y MEE AT S X 510 ASA #RET B 0E R LET

ciscoasa(config)# pim old-register-checksum

EFEEDIS AT RE L

multicast-routing| ASA T~ L F X ¥ X M—F 4 T A X —T W LET,

-
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pim rp-address .

pim rp-address

PIMTZ 77 —HRA L (RP) OF FLAZMEHT DL, 7u%mw:/74klvaya
¥ E&— R TCpimrp-address =~ FEEALET, RP 7 FLAZHIBRT HI2IE, Zoa~vy
RO no A& L £,

pim rp-addressip_address [ acl 1 [ bidir ]
no pim rp-address ip_address

XD acl (FEFE) RP & L BICHASND v A FF ¥ 2 b 2 b—F & BT BT 7 & %
UANDARTETITE R, ZOa~2 RTEARA FACLZHEHA L2 TS0,

bidir (EE) fBELIE~ALF XY A N A= 0N W5 RE— RCTEET A2 & &2fETE
LET, ZOFTvarziEddica~vr ReERELEZEA, ELEI L —T
IZ PIM A/%— 2 E— RTEIMEL 7,

ip_address PIMRP (272 AL —ZDIP T KL A, ZHud. 45% Py Mbx 10 RO =
Y ARNIPT RLATI,

ATV R FI4)k PIMRP 7 RLRIFEREINTWEEA,

ATV K E—F WDORIZ, a~ REANTEHE—FERLET,

ARVKE— |T7A47 04— ILE—F tXaT4a0TFR b

X

=Ty K FSUART (VUL TILF
LYk
aAVTEXEREM | VRTLA

7a—3)LE% o %F it — o Gt — —

i
avy FERE Jy)y— ZEERNE

2

7.01) Zoo<wr RRBMENELRE,

FEHREDHA RS54 —MHAIRPIM ZA3—2 E—F (PIM-SM) WEIZRFAH RAAL RNICH LT X TDOL—F
X, BEMIO PIMRP 7 RL A 2Bk T 5 M4ERHV 3, 7 RLVRAF, Zoavyr REfEHAL
TRET 4 v TICRESNET,

)

(GE)  ASA TiZ. Auto-RP [TV HR— h &N /=, pimrp-address =~ F&fH LT, RP 7 K
VAERETHHERH D 7,

| —
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. pim rp-address

BEDOIN—TIZY—ERAERIET HLIICHE—DORPEZRECTCEET, 727ER U X MNIIF
EINTWBE I L—T7FIZL > T, PMRP DI NV—T = o ¥ IR REVET, T/ ER
UARERELRWES, ZL—7ORPIZIP v /LF X+ 2~ Z—7Oi (224.0.0.0/4)
ERIGEHASNET,

\}

GE)  ASA VL, SFEEEORITAMER & 13BR 7 <. FWIZRITAEEZ PIM hello A v —YNTT KA
HAXLET,

#l KIZ, TRTOVAFIX¥ AN ZA—FIZ% L TPIMRP 7 KL 2% 10.0.0.1 \IZ3%E
THEERLET,

ciscoasa(config)# pim rp-address 10.0.0.1

EEa<w ok av Uk BLL]

pim PIM LU AH X o=k T 4 NE )75 8 ICHEMRP #iE L%
accept-register +.

" |
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pim spt-threshold infinity .

pim spt-threshold infinity

WICHAEY V=2 L, KESAY Y — (SPT) AA v FA—_"—%2FE[TLRNLEIICT A
NR Yy T N—2OEWEEEELE T HIZIE, /r— UL ary 7 ¥ al—y gy F—RTpim
spt-threshold infinity =~ > N2 L E 7, 774/ MEIZETIZIE, 2O~ RO nofE
KEFEHALET,

pim spt-threshold infinity [ group-list acl ]
no pim spt-threshold

BX DA group-list EE) LETIN—FIT 7R VA MIE->THIBESN TSI L AR L
acl £, acl BIFICIL, B ACL ZH8ET HMENH Y £, F5HE ACL 134 K —
hERERAL

ARV RTFI4LLE  TAPERYTPIMA—HIE, T 740 TRAANZAOEE LIS EDY £

avy R E—FK ROFIZ, a~v R AN TELE—FE2RLET,

ARV KRE— | T7AT7I4—ILE—F E¥a)T4aVTERXE

K

W=Tvk |rIVART |SVT)L RILF
Ly bk
AVTERRbE |VRTL

Tr—sS VR | e RS — * it — —

E
avy RERE )— ZEEASE

z

7.01) Zoa<wr RBBMENnE LS,

FEHEDHA KS4 > grouplist F—U— R LAaVEGE, Zoavy FETXToO~LFFr X T L—T7I2
HHENET,

Bl WD, B S AEETEY U T D B X B DT . MY U — R TS &
INZTAR KRy T PIMIAV—ZERETHH 2~ LET,

ciscoasa(config)# pim spt-threshold infinity

BEa<w> R avw R EiBA

multicagt-routing | ASA T~ /L FF ¥ A h—TF 4 VT %A F—T I LET,

| —



. ping

ping

pa-pn |

EELTEA B —T A ZMBIP T RLA~DOER AT A M4 51214, ¥ EXEC E— R T
pinga~y REMHEHALET, FHTEXL/T A= L, @D ICMP <X—A® ping & TCP ®
ping &t THAV FF, RIA—FXTHETERWRIHER EOEDO A1 2RO H5E51L, 0=
vV RENRTA—=HIR L TASILET,

ping [ if_name] host [ repeat count ] [ timeout seconds ] [ datapattern] [ sizebytes [ validate
]

pingtcp [ if name ] host port [ repeat count ] [ timeout seconds ] [ source host port ]

ping

)

G¥)

DATaiF, tep ATV arTIIEATE EEA,

source & port DA T a3 X, tep AT T a LV TCORFEHTE LT, data, size, LU validate

B DEREA

-

data pattern (F7ar, ICMP D#) 16 By b F—% &2 — (16 #EIER, 0~
FFFF) %€ L £9., T 7 4/ M Oxabed T,

host ping DREEHAA SO IPvA 7 KL AL 2134012 E L £9, ICMP ping T
X, IPv6 7 RLABIEETE 7 (TCPping TIEIAR— SN FEHA) .

RA ML EFEATHHE. AA MIZIIDNS 4. £7213 name =t~ > K CE|
D TCARZ L TE 9, DNSA ORECRICFHITL 128, name=~ > KT
YERL LT= £ RO KCTH1E 63 T3, DNSA & 425 & 5 I DNS #—r3—
ERETHHLENRDH Y 77,

if_name (fER) P T KL AP ping DIXETLTHEHASNDA v F—T = A AL ZIRE
LEJ, L, FEROBNA V=T 2 RF, T—HN—T 4T T—
TNERA L=y 7 T v 72X > TRESNET,

port (TCP O ) ping Z5(ETHHRA FD TCP A— h&EH (1 ~ 65535) ZHHE
L/i‘a‘o

repeat count ({EE) ping BRZ# 0 RS EBEAEELET, 774/ ME5H5TT,

size bytes (A7 ar, ICMP DR) T—H 7T LV AKX (A NEfL) ZEELE
¥, 7 7%/ ML 100 TY,

sour ce host (A7 a v, TCP D) ping DFFEITLDOFFEDIP 7 FLAB LR — M &

port PEELET (BEOR— FEEELRWES Tport=02HEHLET) , V—

AT RLRZ, Xy hOV—T 4 7 IFEICITRELEE A,

tep (A7 ar) TCP TORFiZT AP LET (F74/L MLICMP TF)
TCP ping Tl&, SYN X7 v & E L, 5587025 SYN-ACK /37 > R IK S
o EpkEhE e LEd, TCPping IXFIRFICEBETTH LT ET,
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AR R FIHILE

ping .

timeout
seconds

(AT var) 24677 MR B8 ZHEELES. 7740 Ma2

BT

validate

(A7 ar, ICMP OHR) JGET —H EiELE T,

77 4N FOBEREIZH D EE A,

AT R E—FR ROKIZ, av REAJTELE—RERLET,

AR KNE— | TF7AT 74— ILE—F X2 F4a30TFRE

" W—TvF FSUARRT |V TL < ILF

vk AVTHFERAR | VAT L

FitE EXEC S INN S INN S INN S INN S INN
av Y FERE 1)1)—= EEAR

7.0(1) Zoawr RpBEMEnE L,

7.2(1) DNS 4 O H AR — R ABME I E Lz,

8.4(1) tep A7 arnBiEnE L,

9.18(2) AX Y RTA =T =2 A%HRET L2HE. BEILIPT FL A

FEREDHA K4V

R EENTA LV EF—T 2 ADIPT L AL —FLETH, £
BEOM A B2 =T oA RX, T—FN—T 4 T T =T N

HLiz— b Ly 0 7y Ik oTIRESNET,

ping =~ FZfEMT 2 & ASA Rt T RE . F2IFAR A RAR Y MU —7 TEEM ATRED>

EHITCE T,

B O ICMP N— 2O ping Z T 256, Zn607 y hOREEEEIET S icmp v—/L
NN 2R L TLEEW ICMP V=L 2R LARWEES. T XTDOICMP F 77 4 v
IBFTASNET) o IR A R A SR A Rkt LT ICMP Cping 2 %2 51013, RO
W EFEITLET,

o Ta—REDOEAIX, ICMPaccessligt 2~ > REMHHLET, 72L& 2E, TXTORA K
W2k L Cping 7 7 B A% 5 2 51Z1%, accesslist acl_grp permiticmp any any =~ > K%
i L. access-group 2~ > RZMEHLTT A M54 F—7 = A A% L C access-list

g RERL LV RFLET,

cinspecticmp =~ R&AfH L CTICMP i = > P 2 E LET, 72 & 21T, inspect
icmp 2~ > K&/ m— L $—E R R U 2 —0 classdefault_inspection 7 7 A 2B
HE. EIARA ML THlAS N D = a3 —25RITH LT, =2 —)58 13 ASA Z il T

EE7,

—
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TCP ping 2425 A81%. FEELIZAR—RTOTCP FT7 7 4 v 7 DEZENT 78 AKRY
V—TCHRENTWARLENDY £7,

Z ORI, ping 2~ RTERSNIZA v =TTk LT, ASA BISE L2 Y %17 AT
0 F 51T E T, ping 2w ROMAE, EARZIF AR BN E S Er LET,
RA P AIEE LAAVEAE, pinga <y FEANTSE. RO LS A vt—UnERSIE
D

ciscoasa(config)# ping 10.1.1.1

Sending 5, 100-byte ICMP Echos to 10.1.1.1, timeout is 2 seconds:

Success rate is 0 percent

ping/ N7 > NEN—T 4 T T HTDOIT, ASAIET —HN—T 4 I T—TNEFEHL, T—
BT =T MC—ET DN — R RWGEEIC DI, BEN—T 4 T T =T NI T =Ny 7
LEd, TCPping DEETLIP 7 NLAZIEELTH, 7y hOL—TF 4 v 7 BT E
LA, HEz2E A F—T2A ADIPT FLAL —HKTHIITHELT RLAETF
BCTIRELEGATH, TOA 2 H—T 24 AbpingldkfEshFEztA, HHA v 2 —T7 =
AR, FREFV— IV I T v T E S TORRESINET,

ASADRFRy NU—ZIZHRELTWTC, N7 74 v 7 BEZELTWD T & 2R 2121,
showinterface=~ > F&MHA L £9, R L7Zif named T FL A, BIOXRETT KL A%
FBELRWIRY | ping DIX(ELT RL AL L THEHINET (TCPping DH)

Fio, NTA—HERETTIZping B AT LT, IEEINT ping /T TEET ZDOHE.
F—U—RELTHRETERW—EHORMER EDNRT A —=FDATIBRD LIET,

(0/5)

WRIZ, D IP 7 KL AN ASA OB CTX 20562 R~RL £7,

ciscoasa# ping 171.69.38.1

Sending 5, 100-byte ICMP Echos to 171.69.38.1, timeout is 2 seconds:

Success rate is 100 percent

RIZ, DNS£AZfiH L THRA FEfRET 02" LET,

(5/5), round-trip min/avg/max = 1/2/10 ms

ciscoasa# ping www.example.com
Sending 5, 100-byte ICMP Echos to www.example.com, timeout is 2 seconds:

Success rate is 100 percent

I, JLIE STz ping 24 D61 2R LE T,

(5/5), round-trip min/avg/max = 1/2/10 ms

ciscoasa# ping

TCP [n]:
Interface: outside
Target IP address:
Repeat count: [5]
Datagram size: [100]

Timeout in seconds: [2]

Extended commands [n]:

Sweep range of sizes [n]:

Sending 5, 100-byte ICMP Echos to 171.69.38.1, timeout is 2 seconds:

171.69.38.1
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ping II

Success rate is 100 percent (5/5), round-trip min/avg/max = 1/2/10 ms
The following are examples of the ping tcp command:

ciscoasa# ping

TCP [n]: yes

Interface: dmz

Target IP address: 10.0.0.1

Target IP port: 21

Specify source? [n]: y

Source IP address: 192.168.2.7

Source IP port: [0] 465

Repeat count: [5]
Timeout in seconds: [2] 5

Type escape sequence to abort.

Sending 5 TCP SYN requests to 10.0.0.1 port 21

from 192.168.2.7 starting port 465, timeout is 5 seconds:

Success rate is 100 percent (5/5), round-trip min/avg/max = 1/1/1 ms
ciscoasa# ping tcp 10.0.0.1 21

Type escape sequence to abort.

No source specified. Pinging from identity interface.

Sending 5 TCP SYN requests to 10.0.0.1 port 21

from 10.0.0.10, timeout is 2 seconds:

Success rate is 100 percent (5/5), round-trip min/avg/max = 1/1/1 ms
ciscoasa# ping tcp 10.0.0.1 21 source 192.168.1.1 2002 repeat 10
Type escape sequence to abort.

Sending 10 TCP SYN requests to 10.0.0.1 port 21

from 192.168.1.1 starting port 2002, timeout is 2 seconds:
rrrrrrrrnt

Success rate is 100 percent (10/10), round-trip min/avg/max = 1/2/2 ms
ciscoasa(config)# ping tcp www.example.com 80

Type escape sequence to abort.

No source specified. Pinging from identity interface.

Sending 5 TCP SYN requests to 74.125.19.103 port 80

from 171.63.230.107, timeout is 2 seconds:

Success rate is 100 percent (5/5), round-trip min/avg/max = 3/4/4 ms
ciscoasa# ping tcp 192.168.1.7 23 source 192.168.2.7 24966

Type escape sequence to abort.

Source port 24966 in use! Using port 24967 instead.

Sending 5 TCP SYN requests to 192.168.1.7 port 23

from 192.168.2.7 starting port 24967, timeout is 2 seconds:

Success rate is 100 percent (5/5), round-trip min/avg/max = 1/1/1 ms
BEEav R av ok AR
icmp AV H—=T oA APKEIGETRDICMP b T 7 4 v 7 DT 72 A — )V EFRE L
i‘é—o
show VLAN 27 4 ¥ a2 b—y g VOFREFRLET,
interface

| —
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. ping
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CORF2IAVMNEI, RKEVRAOARITRF 2 AV MNDSEMRTT, YV IBHRICODEXLTIE
. BERBRIBEFAT. ZEBRICTZ Y 77— DHD. UV IEOR-IHBEI/LTEThTWNS
BEFHDEITEEZCTELIEZD, HBLETHLEZNMREBDFTIDT, IEXLBABICDL
TIKETAIPMDRF AV M ESELESZL,



