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https://attack.mitre.org/software/S0575/
https://attack.mitre.org/software/S0266/
https://attack.mitre.org/techniques/T1021/002/
https://attack.mitre.org/techniques/T1486/
https://attack.mitre.org/techniques/T1049/
https://attack.mitre.org/techniques/T1016/
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Conti
Infection with disk encrypting malware

Critical Severity ~ 2+ affected assets in 5+ companies

Conti (S0575) s a Ransomware as a Service (RaaS) and it is usually deployed with Trickbot (S0266). It is known for breaching
networks of businesses and government agencies. Conti moves laterally via SMB (Server Message Block) (T1021.002) and
encrypts files (T1486). To encrypt the data, Conti uses a different AES-256 encryption key per file with a hardcoded RAS-40
public encryption key that is unique for each vietim. The extension of the files encrypted are randomly generated and the ran:
note created is called "readme.txt”. Conti has the capacity to discover the network configuration (T1018) and the network
connections of the infected device. (T1049).

Category: Malware - ransomware
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https://cta.eu.amp.cisco.com/ui/threats/178e6d04-b4b2-481f-a7fb-f4f75646b67d
https://cta.eu.amp.cisco.com/ui/threats/178e6d04-b4b2-481f-a7fb-f4f75646b67d
https://attack.mitre.org/software/S0496/
https://attack.mitre.org/techniques/T1189/
https://attack.mitre.org/techniques/T1204/
https://attack.mitre.org/techniques/T1566/
https://attack.mitre.org/techniques/T1486/
https://attack.mitre.org/techniques/T1485/
https://cta.eu.amp.cisco.com/ui/threats/0f3b6100-0c48-4b12-a246-4e8c4acbc8f9
https://cta.eu.amp.cisco.com/ui/threats/0f3b6100-0c48-4b12-a246-4e8c4acbc8f9
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REvil

Infection with disk encrypting malware

Critical Severity e 5+ affected assets in 5+ companies

REvil (S0496) is a Ransomware, also known as Sodinokibi and Sodin. It has been operated as Ransomware as a Service (|
The infection usually starts when the victim access to infected websites (T1189) or via phishing e-mails (T 1586} with mali
MS Word attachments (T1204). Revil has the capacity to encrypt {T1486) and destroy (T1485) the files in the victims devis

Category: Malware - ransomware
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