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KA RAFY2 4

AnyConnect KAF ¥ ESax—LchEmmesike N

NI FNTr7ATUF—IV: T 74T U4 —AFEELLV/L—/L2 Advanced Endpoint Assessment
RECTERSINTEEH T L T2 WE4E, Advanced Endpoint Assessment <€ ¥ = —/LiX, £
6%@ XELEIELET,

o T AT UA—NME AF—TAELET AT NMITEET,
o TTU =T arEFTLAEVWESIC, FLEFFETTHEIICTEET,
e F—b&T7uv s3T5, FLIEFACILELTEET,

~

GE) ZoEx, IXTONRN=Y TN T4 T U4+ L THR=-FSNLTNDLIDITTIEHY £
A,

T RaA—FRT U FIANRAETI NNV TN T AT I+ —N%2T 4 =T NI LIESA. EF
I\ VPN #ft & fesr L7-t%. Advanced Endpoint Assessment OFSREIZHRI 60 RO LINIZZEDT 7Y /r—
varvEBOA R—T M LI ELET,

HiR— b&

RAR 2%y PiR—FEIZ, 7Vl A RV —THHATIT O FIANA, TUoFARL T
T BERT AT I —NDOT S Y r— a3 ORMABLION— g VIERRTEEINET, KA
M 2F ¥ U BIOHERA N A% v R—FRIZ, FA DM AF vy N r—ICRMMESNET,

AnyConnect Secure Mobility Client D Z DV U — A TiX, AA b AF¥ v Ry r—%, Cisco
Secure Desktop (CSD) &IiFANCT v 7 mr— RT&xEF, Ziuk, CSD &A1 A b= L7 THF
Ab AFXY CORBEZRMTESZ L, £, RIIORA D AF v Ny r—=VICHEHTHZ LT,
RAPN AF ¥ PR-FREFHFTEDLILEEZERLET,

BRA N A%y FAR— FFEIL, cisco.com
(http://www.cisco.com/en/US/products/ps10884/products_device support_tables_list.html) 75 % 7
rya— RTEET,

INHOYAR— FFRIL. Microsoft Excel. Microsoft Excel Viewer, %721 OpenOffice # i L T
RTEFET, Firefox, Chrome. Safari 7e ED7 7 UHFTiL, ¥V rr— RORMERBEEIEEIN
ES N

RA R REXFYVRADTZUOFIDANR TT)r—a VDHRE

TUFIOANAT IV r—2a N, RAF Y TV a—LRFA N AXF ¥ RNy bFr—U%ETe— 50
TTV = a VOEEER#ERSTEEDOH L LD LT 2LE01HV T, RAF ¥ TV a2 —LE
TEFRARN AX XYy RNy —V% A VA M—LTHHIC, WTFTOKRAN ARy 77U r—va
7/%94»%/7%&:7@FT74kJXFJLmﬁ#é# X VT 4 FISNERRITET,

e cscan.exe
e ciscod.exe

e cstub.exe
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B #xFv EC1—LERBVE7OY KRR REv Y Rubr—SOEERR

Dynamic Access Policies & D#i&

ASA TiX, FA M A% v 2 OHEN Dynamic Access Policies (DAP) (ZHA SN ET, FHEIDIGL
T, ASA T, DAPEID YU TOLRMELT, A7 a D AAA BHEMEHAEGDEZZ Y RRA
MBS 1 S EERA SN E T, DAP D= RARA » MNEMETHR—FENDHA b 2% v OB
RIZIE, OS K, Uo7 A 0 R v—, ERARAN AX ¥y R, BIRZ U RARA U F TEA
AUERH ET,

~

GE) FADN ARy OHHEEZ A X —7 MIZT 512X, AnyConnect Premium 7 1 & 2% ASA I
AR D=NTHRERDH Y T,

FEEIX, By a VICDAP ZEID Y THOICMLERGEEERT 2B M2, BT, E3ER
AOETHRETEET, DAPICEY, = FARA > M AAAJBMEEICELZL SV TRy bU—2 T
s ARRIESNET, RELTLT Y FRA  PRENT N TSz L &2, ASAIZL > T DAP
WA SN ET,

MRAF¥ EDa2—ILERZFR7AY KRR M RFv 2 /Ny
F—IDEER

AnyConnect RAF ¥ £V a—/LE, ASA ZHHL Ty RAA V MIEBHTEEY, ik, =
RAA > b S ASA ~DORMERE 21T S AN, FHIEMF v F2EH LTy RRA & MIA VX b —
NTEET,

RAF ¥ BV 2— /WL, FA N AFXvy > Nobr—v TVl i h, ¥—Aha—7 ali—HK
H, FA M ZIz2b—rarml, Svyvva 7 —F, BXOKRAN AXy o 77U r— 3 00
MELTLENODDZEDMDEY 2 — A REENET, FAF ¥ TEVa—VEZREMTLIZEIZLD,
TV RRA Y FOZ—FRNEHETIERTH, FA M A%y UIEEEERITCEEd, F7-.
ZDftho> AnyConnect £ = —/L AR A b ZAX ¥ U Z2MHLTHBETLZ L TEET,

AR RTay RA RN Ay RNRor—IiF, KRAM A%y vy, 7V a s A e
Va—)b, F—RAbo—7 o —HH, BIXOFA N I ab—varmHERELET,

AnyConnect RAF ¥ ELa—ILDEREEFREEIUVIRT

LEH

&kEFRF

AnyConnect RAF ¥ Va2 —/LZE, KA N AFX v Ry r—URZOMOa L R—3x 0 NREE
nNTWVWET,

AnyConnect Secure Mobility Client Z R AF ¥ TV a—/L & L HEATHICE, HIETHRDO LS 72
ASA 2 U AR—XV P RMETT,

* ASA 84

e ASDM 6.4

ZhHd AnyConnect BEEEIZ, RATF ¥ TV a— L a A VA =L T HRENDHY £7,
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AnyConnect RAF ¥ ES 21— LOKEMES LU AT LES T

o KRAFM AFyr
e SCEP 3&i
e AnyConnect 7 LA FY £V =2 —/b

KRR b XRF+¥ 2, CSD. & U AnyConnect Secure Mobility Client @
HEER%E

A

FE R A M A% % % AnyConnect Secure Mobility Client /X— = > 3.0.x TRHT 554
AnyConnect Secure Mobility Client X, R U/ N—Y 3 v &FH, FHEFES LV EFH LWL A= g
BB DRA N AF vy U RMETT,

Cisco Secure Desktop (CSD) /S—< = > 3.5 LIRiE ASA TA X —7 ML TWT, EBRLTWD
AnyConnect Secure Mobility Client 3.0.x DN—2 2 NZ—FT B EIXENLEDO R A N A% v
Rylr—=VIT v 77— RLARWES, a7 A CFHliiER L, =—3IX VPN By v a &
SMTEFEHA, ASA L, ASA TARX—TMZENTWEFRA RN AFXy o Ny r—JIC—HT5L)
W, T RRA U FDORA RN ZAF ¥ Ry r—V2ABNICH Y 7 L— RT 5729, AnyConnect
30X RAF ¥ EVa— /R R4 v MIFHIEINATWTS, ZORMBEIIBELET,

AnyConnect 2.5.3005 LAiliD %G 1%, Host Scan & HHMENRH D XA,

VAT LEH
RAF ¥ EVa—E, LFDOT Ty N7+ =LA VA M=V TEET,
» Windows XP (x86 fix, # LU x64 B CEMET 5 x86 IRK)
* Windows Vista (x86 hil. X U x64 B2 CE#ITET % x86 fi)X)
e Windows 7 (x86 Jit, # X 0" x64 Btz CEIET 2 x86 iR)
e MacOS X 10.5, 10.6 32 v M, BLW64 By MNRETENET S 32 £y MK)
e Linux 32 By MR, BLU64 £y FRETENET S 32 £y MR

~

GE) HRAMAFXy 3. 2y TV r—varT, a7 328y I7A4T7T7 V% 64y
M Linux A2L—F 4 > 7 S AF LA A=A TEHLERHYET, "RA M ZAF ¥
iEL A VARV ENTERE T, INHD32 vy N IAT TV ERELERA, £
Tabva= I LTV RWESAE, BEHFIZAS T2 Yy N IJA4T TV ET U RiRA v
MZA VA S—=NTHRENHY T,

SAELYY
RAF ¥ Y 2=/, LLF® AnyConnect D7 A v v ZEIERNH Y 9,

* AnyConnect Premium 74 > 2%, BAKRA N AX ¥, TV RRAS N TEARAL b, B
% Advanced Endpoint Assessment % & e A b AF ¥ N K o TIRILES N D TR CTOMBEICKT L
VCL[Z‘%VC‘"@—O

* Advanced Endpoint Assessment 7 A = AlX, L FOMENLEL THEBMOT7 A& AT,

\
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WM RxFRFryRor—9

-
— AL T R

Advanced Endpoint Assessment 9 R— rF5=HDT7 U 74 RN—
varv F—DAN
Advanced Endpoint Assessment (21, =2 KARA b TERARA L FOTRTOBENEENTED
N a VEW R TIeDIHFERDO 2 L Ea— DT v 7T — T T2 L0 ICRETEET,

WO TFNEIZHEY, Advanced Endpoint Assessment & AR — b 3572012, v AanbdF—2RE L1
5, ASDM Z2fFEHLTHFx—DT7 7T 4 X—T 3 U ETWVWET,

ATvF 1 [#E (Configuration) ]>[7 /3A A& H (Device Management) |>[ 7 &> A (Licensing) ]>[
77T 4= 3 ¥— (Activation Key) ] Zi&RL 7,

ATvF 2 [FBT 7T 4~_— 3 F— (New Activation Key) | 7 4 —/V RIZF¥F—% AN LET,
AF9F 3 [Tr7T74"—var F—0OFH (Update ActivationKey) 1 %27 U v 7 LET,

AFvF 4 [7740 (File) |>[FEfrar 74 Xal—rar®2 77 vy 2Rk FT 2 (Save Running
Configuration to Flash) ] Z3R L £,

Advanced Endpoint Assessment O kU 23F &, & (Configuration) |>[UE—F 77k
A VPN (Remote Access VPN) ] > [Secure Desktop Manager] > [ A b A% ¥ > (Host Scan) ] XA
YO [FA N AFX ¥ YL (Host Scan Extensions) | OFEIKAN D [§%E (Configure) | A& V' BAELNIC
R0 EF, [FA N AF ¥ (Host Scan) ] XA if., CSD A F—T /Il > TN DEAIZRY T
JREATEET,

RA R RF¥Yo NyH5—o

ASA ~DFEA N AF ¥ Ry Fr—UFRONTNOLDOFETE— RTEET,
e hostscan-version-k9.pkg 13, AX L K7y Ry r—VL LT v7u—RT&ET,

e anyconnect-win-version-k9.pkg i%. AnyeConnct Secure Mobility /Ny 7r—2 %7 v 7 v — K45
ZLIZEY, Ty e —RTEET,

e csd_version-k9.pkg /%, Cisco Secure Desktop /Ny 7 —2 %7 v 7 u— K952 8IZL->TT
Tr—RTEET,

% 5-1 ASA [CA—F33FKRRAF XFv >y Ryf—o
274 48
hostscan-version-k9.pkg TDT AT, AN AR A A=Y FRAK R

Fyr PR—bR, TV u A FHEEY 2= vy
Va7 Y—F, =2 buo—7 o —HKRH, BLOER E
TIalb—valREREERET,
anyconnect-win-version-k9.pkg Z Oy r—PIZiE, hostscan-version-k9.pkg 7 7 A LT
& FEN ST XTOD Cisco AnyConnect Secure Mobility
Client DHRENE EILE T,
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AnyConnect RAF v+ EZS21—LB&UKR F v R W

® 5-1 ASA IZO—FF3HRR M REv Y Kuhr—
274 SR
csd_version-k9.pkg TOTFANMCIE. RAR AX YL VT RT 2T KRR R

AF ¥ v R — hF, Secure Desktop (Vault), & ¥ v
Va g UV—F, F—Rbo—7 oh—mH, AL =
Jalb—ya iR e, 3To Cisco Secure Desktop
EEN T ENET,

ASA LIZHEHA—FESIhEBEICAR—TILIZHEDZKRA N RFv2 4
P

RADNAX vy A A=DF BAD AxZx» Ny r—VIZEMERET, 2O A=VF, AFZ K
Tuy RANAX Y RNy — 547 AnyConnect Secure Mobility Client /x> 77— B IO
Cisco Secure Desktop 7"H = RARA > MIERTEET, ASAICA VA=A LTS BV ZADN
BICEoTIE ASAICINGDTRTONRYy =V — RTEET, ZO5HA. ASAL, FA K R
XY AA—TELTRPICHEELIEA A=V EA X —TMILET, | DHEE LR ST2HA .
ASA % Cisco Secure Desktop 7B 7R A b A% v OBHEEZ A XA —T NI LET, [HRAF AF ¥ D
AVAR=NEREZT v 77— R (P5-16) #ZHLTIEEN,

RARNAXY L N —V%T A VA M—NTHE, ASAITEDERARN AXxy A A=V kA
F—=T N TERL R ET,

UTorF ) AiE, e — RFSnBhall, ASABPRMTHHA N ZAFx vy Ry Fr =IO Tl
HLET,

o ASAIZAFZ U RTBRUYFAN AF XYy Ny Fr—V% A A=V, TNEFAN AFX ¥ A
A= L LTHRE LT, CSD/hostscan #1 X —7 /WL TV DEHEE, ASAIFAZ U RTar A&
M 2AF v N br—V%EAALET,

e ASAICAZ LU RTRY RARN AXxy o RNoylr—V% A A= LT, TNEFRAR Xy
A A=V LTHEL, £7-ASAIZCSD £ A—V % 4 A h—/L LT, CSD/hostscan % A % —
TV LTWAEES, ASAIZAX L RT7Tay AR AX% vy A A=A LET,

e ASAILAKRA RN AX Y A AUk ALV A=V LN, TNEAF—TMIZIEFET, £7- ASA
IZCSD A A—V %A A =L LT, CSD/hostscan & A *r—7 /LI L TWBHE, &FA K A
XL AA—TRT A VA= EIN TRV, ASAIFAZ L RT Y IRA N AF v
AA—VEEMLET,

e ASA (T AnyConnect Secure Mobility Client /Ny 7 —Y % A VA F—V L FNEHR AN ZAF ¥
AA—TVELTHRELIESSG, ASAIXZDONRNy I —UNEHRAN A%y A A=V %M LE
7

e ASA |Z AnyConnect Secure Mobility Client /Xy 7r— 77 A L&A VA =)L LTeH, Tk K
AR AFXY L A A=V L LTHRELRWES, ASA 1X% @ AnyConnect /% v & — (2 BHEHT 5
NIEARAN ARy Ror—VEBEALEFA, ASAX, A VA=V ENTZHFA N AF v
Ny lr—UFETIX CSD Ny 7 —UEEA L, S5 CSD 1A x—7 Mz & ET,

AnyConnect RAF ¥ EV1—ILELUVRA M XX ¥2D
A

RAF ¥ BEVa—ABIRFRARN A%y 10203 2 00OB L AEREFIVIRHY F4,

Cisco AnyConnect Secure Mobility Client EB&%4 F YJ—X3.0



E5F HKRANRFvUORE |

W AnyConnect RXF ¥ ES2—LELURR b R¥+ > OEH

Pre-Deployment. i/ X AT 256, =2 RAA > S ASA ~OHga i L & 5 &
T BHHNZ, AnyConnect 7 7 A 7Y hBIORAFT ¥ EVa—NEA VA = LET, HriRHAOR
AF X BV 2— b Ry —IiF, RAFT v EMESL TAnyConnect IR A F % ¥ = — /L Cfi fl Al Rg7e
HRE] (P.5-3) TSN CWAREZ RIS 27T 7V r—3 a VEINET L -DICHERAT 2T To
AUKR—=F b, TATTV, BEOPFR—FERBZEENTHET, ASAIZA VA P—LENTWVD
AnyConnect 7 7A4 7V FBLUORAF v £V a— VORI LAV arE2Ty RRA V MIHERTERT
L%E. T RRA L MR ASAICERT D L &I, BMORZAF Y FEVa— VB ASANRLT v a
EhazZiizdbvEHA,

Web-Deployment. Web &5 U T 256, =2 FaRA > FAY ASA I8 T 2 & Z12, ASA
i AnyConnect 7 74 7> FBELORAF ¥ £V a—LETV RRA LV MZT vy 2 LEd, AHER
FR Y FIREM 2N DR F 7 o — REETTH720I2, ASA BMEDKRAT ¥ TV a—/L 77 AV
DHEXT a—RKLET,

TV RRA Y IPBFRERT D EEIC, WHADKATF ¥ V2=V T7A AR, T RKRAS > TE
AR NeFTTHEOICMEBRMOT AT IV ERIZT77ANEHABI L, ZTNHDO7 74 /0% ASA
MO LET, 2L 2E, RAFy £V a2—00E, Norton 7o F VA INVADH DN N—T g3 VRT
RFRA L P TETEINTWEDIZ.TTH Norton 7o F VA NA YT NI =T DERAN A%y
P R— P EHZEETAHIHESL™HY T, RAF ¥ TV a2—/LEINELTIEMNT 7 A VEEE L=,
TURRAL N TEARA MEFEITL, ASAICBMZERELET, = ALV NOBWNRF A T

Sy TR RY— (DAP) L—L &I LTS E, ASA Ty FARA » Mo EZHF T L E
T, DAP 7z L7cFERICHE ST, AAF ¥ EV 2 —NVDERY O ETy RARA LV ML vy a2
DINEIMIZONT, ASA ZRETEET,

RAF v BV a2a—NVERKEZ L RARA L M Web BBELZ2WESA. 1 DOFRAT ¥ 77 A VDI%E T
VREL L MCE T = BB, Y KA TERA Y bEET S ISR A b
AXX L TAT T DOHEFRT HHRATE Web BIAAZETTEET, 2O T VAT, HEHEICH
WIFRI T ASA 2= RARA v MZHF 7 v — RT& £ 97, Advanced Endpoint Assessment % 547
THEEST VT IANA, TUVFARM 2T, FTRET77AT U —VDEEX AT &2 EITT D
R TE <2 £,

AnyConnect RRF ¥ €Y a—ILDEHIER

RAF ¥ Y 2— NV EFQIRMT 254, AnyConnect 7 74 7 > b3S ASA ~DOFIBERE %17 o #i
2, TORAF ¥ T 2— /L2 KRSV MIA VA=V LET,

RAF ¥ £V a2a— /L&A A FM—/LT 5HIIZ, AnyConnect Secure Mobility Client =2 KA > K
WA VAN —=VTDMNENDD £9, Web B FHAI L OERTER FX A MHH L T, AnyConnect
Secure Mobility Client B LK AF v TV 2 — L&A VA N =T 5FEICONTIE, & 28
 AnyConnect Secure Mobility Client ®JER] ZZMH L T 7230,

# 52T, RAF ¥ BV 22— LOFEFEEXTY PRV X FERTHET,

& 5-2 RRF ¥ L 21—)LD Pre-Deployment ¥+ k

274 ;]

Windows anyconnect-posture-win-version-pre-deploy-k9.msi
Linux anyconnect-linux-version-posture-k9.tar.gz

Mac OS X anyconnect-macosx-posture-i386-version-1386-k9.dmg
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ASA TOHRR b RE v DA VR =B EUVS R—Tie B

ASA TOHRA L AFXv DA R F=ILELIULAMR—TIL

it

UTFDOH A7 TlE, ASA ETORAN AF ¥y DA VA =)Ll A =T NWALIZOWVWTHHALET,
o HIDEARN AX Yy UV UVEHFOX T — R

e RANAX YDA VA= NELFZT v 7T L —F

e ASA TOFRAK AFXXY DA FX—TMbLERIZT 4 E—7 1L

o KRAF AFY DT AL A M—L

e AnyConnect KAF ¥ £V a— DI N—7 K L —~DEY YT

BHORA N AXvY TV VEHFOSHY U A—FR

ATFvF 2
AFvT 3
2AFyv7 4

ATvT 5
ATv7T 6
ARTYT 7T
A7y 8

WH D Cisco RA N AX v 2PV ORFGEF v u— T 5121, Cisco.com ([ZEFFRI 72—
FTHOIMLERDY 7,

WDV 2% 7Y 27 LT, Cisco VPNClient V—1A DY 7 =27 Xvrnmn—RK ) 7ICBELE
7,

http://www.cisco.com/cisco/software/release.html?mdfid=282414594&flowid=4470&softwareid=2823
64364 &release=Engine%20Updates&relind=AVAILABLE&rellifecycle=&reltype=latest

BT L7 b YU —0 [#F Y Y —A% (Latest Releases) | /BB L £,
[P O®H (Engine Updates) |22 VU v 7 LET,

F{DFC, hostscan_3.0.xxxx-k9.pkg DHHiN—Va VEHEL, [5T<H v r—F (Download
Now) 127V v 27 LET,

cisco.com 7 LT v x vEATIL, [mZ 4 (Login) 1 %27V v 7 LET,
[#©v > rm— KiZi#Ede (Proceed with Download) 1 %72V v 27 L7,
TR 2= T4 A ELT A, [FE (Agree) 1227V v LET,

Fyru—R 33—V % A7 arz@RL, [#7ue—F (download) ] V27 %2 U v 7 LT,
Fyrm—RaekitLET,
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B ASATOHRRF RF¥Y DS VR F—LEBLUSF—T LI

RRAF RFY DA VR M—LVFERETYTITL—F

LIFOFIRZMEM LT, ASA TOHMREA N AF ¥ A A=V DT v Fu—RNELRFT v 77—
R, BEOA X—TMbEFEITLET, 2O A=V %MHH LT, AnyConnect D7 2 k 2% ¥ Ok
BEZ A 3 —T7 MIZT B, £721F Cisco Secure Desktop (CSD) DOEEFDORBEDAA b A% v
A= £ET v 7 7L —RLET,

2B RT Ry BRAN ARy Ny —TF 721X AnyConnect Secure Mobility Client 73— = > 3.0
Uy r—T% 7 4 — /L RIZHEETEET,

DIENZ, CSDA A=V % ASAWZT v 7 u—RL7EZ ERHHEE. METDOIRAMAFT Y £ A—
DI, ZD CSD Ny =PI EN TWBEFORA b A% x> Tr A Va7 v 77 L— FEZ
Xy 7L —RLET,

RAN AR XY L HBA AN NVERIET T 7= RLERIZ, EX2 0T 4 777947 VA% HE
BT HLFEEH Y EHAD, Adaptive Security Device Manager (ASDM) @ Secure Desktop Manager
Y= UZT AT HIZIE, ASDM & T L THEBITAMLERH D 7,

(F) FHA KM AF ¥ il AnyConnect Secure Mobility Client Premium 7 1 & > A3 LB T,

ARFYFT 1 HFORAN 2F ¥ 2PV EHOX T m— ] (P5-15) ZER LT, HFHAA—2 3 DR A
h 2%y Robr—YFvrn—RLET,
~

GE) V7 rvxTEFYu—R42520%, Ciscocom DT Uy hEFH LT s A 508
NH Y ET,

ATFvF 2 ASDM ZBWT [#%E (Configuration) ]>[ VU E—hk 7272 VPN (Remote Access VPN) ]> [ 7~
AR AF¥ ¥ A A= (Host Scan Image) | R L E T, ASDM T [HA N AF v 4 A=V
(Host Scan Image) ] /3% /v (X 5-3) ZBAE £,

5-3 RR M RFvY 4 2= R

Configuration > Remote Access YPN > Host Scan Image O

lUse this panel ko install Host Scan, The Host Scan image can come from a stand-alone package, or incuded as part of
the AnyConnect 3.0 For Windows OS or the Cisco Secure Desktop packages.

Host Scan configuration can be performed by going ko Secure Deskbop Manager/Host Scan. IF 'Host Scan' is not
visible under 'Secure Desktop Managet', you will need ko restark ASDM.

Location: Browse Flash..,

Upload...

Urinskall

2490840

AF9F 3 [Ty7e—FK (Upload) |7V v Z7 LT, FA K 2F v Ny Fr—y0at—%ara—400H
ASA O KT A 7IZHRET DA ITVE T,

l_ Cisco AnyConnect Secure Mobility Client &% 4 F ) 1—X 3.0
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ATv7 4

AFvT 5

27y 7 11

ASA TOHRR b RE v DA VR =B EUVS R—Tie B

[fA—=Y®D7 vy r—F (Upload Image) | ¥ A 70/ Ry 7 AT [r—H) 77 ALDOEH]
(Browse Local Files) |27 U v 27 L, B—H)L 2 Ea—FDEKEA N AX ¥ Ry r—U2R%EL
iﬁ—o

FIE 1 TH v v— K L7z hostscan_version.pkg 7 7 A /L% 721X anyconnect-win-version-k9.pkg
T ANEBRIRL, IR (Select) |27 Vw7 LET, BIRLZT 7 A ~DRR T, [B—TL
77 ANDsRZ (Local File Path) 1 7 4 —/V RIZE RS, [7T7v¥a TrAIVDY AT L /A
(Flash File System Path) | 7 4 —/L FiZiZ, BmA N AF¥ v > RNor—T 05 ANKMmINET,
ASAIZEBDOT7 T v a RIATRGHDIGE, [7T7 vy a 77 A NVDY AT A 232 (Flash File
System Path) | ##EL O T T v 2 RIATERBETEET,

[Z7A4VvDT v 7Fr—FK (UploadFile) |27V v 7 LET, ASDMIZE-T, Z7 A /LD ab—n
7T via —RNiciEEENET, [H#® (nformation) ] A 70/ Ry 7 A2, ROAvyE®—
DRRAINET,

File has been uploaded to flash successfully.

[OK] %2 VU v2 LET,

[Ty 7 r—FKLiA A=Y DM (Use Uploaded Image) | ¥4 7227 T[OK] #27 VU vz LT, BUE
DAA=TELTT v 7R —=RLIERA N A% Ny r—2 T A VEFEHLET,

[FA N 2%+ /CSD OA%h{t (Enable Host Scan/CSD) ] R E 724 7272 >TWABHA, AT L
7.

[#H (Apply) 1272V vy o7 LET,
N

(3¥) ASA T AnyConnect Essentials 281 X —7 /Wl > TWAHHE, FA K AFx ¥ LV BIY
CSD % AnyConnect Essentials TIFHEELRNEWVWI X v E—URNERENE T,
AnyConnect Essentials %7 4 B—7 V2T 50, RETLHINEZRINLET,

[~1F (Save) 127V v 7 LET,

ASA TORRA M AXx YDA R—TIILFERIET+E—TILiE

ASDM ZfEH L THRA RN ZF ¥ U A A=V BRINCT v 7 m— RELIEIT v 77— RT5 & X1,
FOFEDO—BRELTAA—TEAFX—TNMILET, [ASA TOHRA N AF¥ DA LA —/LE
F O =714k (P5-15) 2B LT &,

TSN OGS, ASDM ZEH L THARA M AX ¥y A A=V EA X =T NELBT 48 —TNVITTD
WZiE. AT OFIEICHENET,

ASDM % BHWT [3& & (Configuration) ]>[VE— K 72 &2 VPN (Remote Access VPN) ]>[ 7
AR AF¥ ¥ A A= (Host Scan Image) | #ERLET, ASDMIZ[HFRA RN AF v 4 A=
(Host Scan Image) | 73x/b (¥ 5-3) #HZE7,

[FA K 2% %> /CSD A%t (Enable Host Scan/CSD) | A4 1Z LT, AN Ax v & A F—
TNMCT D, ERIL[FA N ZAFx 2 /CSD DAL (Enable Host Scan/CSD) | #4 7IZ L THRA b
AX YU ET 4 E—T M LET,

[#H (Apply) 122 Vv 27 LET,
[#&1F (Save) |27V v 7 LET,

Cisco AnyConnect Secure Mobility Client EB&%4 F YJ—X3.0



E5F HKRANRFvUORE |

WM AXFRXrUBLUCSDO7YTITL—FELIVTL—F

ASA L T® CSD OAEF=IXERE

Cisco Secure Desktop (CSD) # A Rr—7WiZF 5 &, CSDRET 7 A /LB LV data.xml 37 T v
Vo TNRAANLEfFAa T 4 Fal—valiu—RERET, CSDAETF 4 —7 2 LT,
CSD % EITEFEINEH A,

WO FENEIZHEV, ASDM ZH L CTCSD 24 F—7 NV E-ET 4 —7 M LET,

AT7vF 1 [#E (Configuration) ]>[V<E—F 7272 VPN (Remote Access VPN) ] > [Secure Desktop
Manager] > [ #% & (Setup) ] ZER L E T,

ASDM IZ k5T, [E (Setup) |4 v 2B £+ (12 5-3),

~

(3¥)  [Secure Desktop £ A —< (Secure Desktop Image) | 7 4 —/b RIZHIEA VA F—/L ST
LA A=Y (BRXUN—=Ya ) BEFSNET, [Secure Desktop DHZNL (Enable Secure
Desktop) 1 F = > 7Ry 7 AL, CSD BA RX—T NI o TNINE I ERLET,

AFw 7 2 [Secure Desktop ®FH%h{t. (Enable Secure Desktop) ] 4 12 LT CSD &A1 1x—7 /WM 5,
[Secure Desktop DA%k (Enable Secure Desktop) | #4712 LT CSD %7 4 E—7/WIZ LET,

ATy FT 3 [ASDM]ZH UL ET, KDORAvE—I0N T 4 RUIZERENET,

The configuration has been modified. Do you want to save the running configuration to
flash memory?

AFvT 4 [f&7F (Save) 1227 Vv 27 LET, ASDM TR EXRIFLTH LT,

RAR RF Y UBLUCSDDTYFTHTL—FEXHLY
L—F

ASA IE. A/ F—TNIZENEFRA R AF vy Rur—URAX L RT7EY AN AF ¥y Ny br—
. AnyConnect Secure Mobility Client IZ5 £415 /3> 77— F£721% Cisco Secure Desktop 125 F
NBNRN =V ThHDHENIPIDLLT, TORy T —Y%xTy RARA Y MCBEBIICEMA L ET, =
RARAL L FMCHEWA=U a0 DFRA R ZF vy Ry r—UNA VA =L ERNTWELHEE, =0 FR
AV RDEDNR =V T v T T = RENET, TV RFRA L MIHLWOA—=T g v DOFRA N R

XX Rob—URbEY5A. TV RKRA LV MNOEORy r—JFF 7L — RINET,

ASA TL R —TNIZENFE=ERRA B RE¥v 2 £ A—DDHI5

ASDM % BHWT [ & (Configuration) ]>[VE—k 727 & A VPN (Remote Access VPN) ]>[ 7
A~ A¥ x> A4 A— (Host Scan Image) ] Z&IRL 7,

[FA N AF v A A= (HostScanImage) | 27— a3 74—/ NIZHKRA N AFx x> £ A=Y
PDHEISNTHNT, [FA b 2% ¥ /CSD O A%t (Enable HostScan/CSD) ] AR v 7 A3 A > DY
By ZDAA=VDONR=Ta VN ASAICE > THRAENDIHEA N AFx Y rOR—=T g R0 7,
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R’Rk RErO7o/oRb—1 N

[RA N AF x> A A— (Host Scan Image) ] 7 4 —/L KIRZET, [FA KR A%+ /CSD DAL
(Enable HostScan/CSD) ] v 7 ANA 04, [#X& (Configuration) |>[VE—F 727 &R
VPN (Remote Access VPN) ] > [Secure Desktop Manager] #i#&#R L £ 7, [Secure Desktop 1 A —
dur— = (Secure Desktop Image Location) ] 7 4 —/L K CSD /38— = U, ASAIZ L -
THASNDIEAN AFXF ¥y rONR—Va il £,

RAMRXXY D74 2R =)L

RAMREXY I NYT—DDT AR =)L

AFvFT 1

A7y 2

ATvT 3

HRARN AXy oy Rylr—VhT7 oAV AM—LT5E ASDM A > X —T = A A LD E 22— 5 HIER
SNFET, ZHICEY, FAM AF Y U FRITZCSD DA X—T VDA TH ASAIZE > THA R R
Xy Ny r—VEEEBREINERA, FAN AFXFXY L ET VA ARV LTEH, AN AFy
NRolr—iE 7T vva RIA4ATMHHEIRSNEYA,

DTFTOFEEZEHLC, ¥X2V T4 TFIA TV ATHERAN ARy 2T A A =L LET,

ASDM % BV T [ (Configuration) 1>[YE— bk 727X VPN (Remote Access VPN) ]> [~
A~ AF ¥ A A— (Host Scan Image) | 3R L £,

[RA D AF ¥ A A= (Host Scan Image) ] A T, [T >4 A F—/b (Uninstall) ] &7
Uy 27 LEd, ASDM ZT ¥ A h%& [B/—3 3> (Location) | 7F A b Ry 7 ANSHIRLET,

[#&1F (Save) |27V v 7 LET,

ASA DD CSD D7 A4V A =)L

AFvFT 1

ATvT 2

ATvT 3

ATFyv7 4

Cisco Secure Desktop (CSD) #7 v A v A h—NF DL, 7F3vva I—NEDTFRI7 by 7P T4
V7 RUD D CSD RET 7 A VB X dataxml BHIBRENE T, 207 7 A VERGET D56 1%,
CSD 27 A VA M= VT BRI, BIOARIEZFEA LT 7 AV Ea—350, V-7 AT —3
YiFTrr—FRLET,

UTOFEEZFEHALT, X274 TTIATATCSDET VA VA =NV LET,

ASDM % B &, [ (Configuration) ]>[VE—F 727X VPN (Remote Access VPN) ]>
[Secure Desktop Manager] > [ 3% & (Setup) ] &R L £,

ASDM IZ k- T, [#&E (Setup) |14 P ET (K 5-3),

[T A A=/ (Uninstall) &7V v 27 LET,

RDOFA =V NHEB Y 4 > RUICERRENET,

Do you want to delete disk0O:/csd <n>.<n>.*.pkg and all CSD data files?
[T (Yes) 127V v 7 LET,

ASDM Ik > T, [ —3v 3 (Location) | 7F A~ Ry Z ANLT FA MBHIBRESN, [RE
(Setup) ] @ FiZd % [Secure Desktop Manager] A ==— A7+ a U BHIBRS N E T,

[ASDM] #FAL &9, RDA v E—YNT 4 v RUICEREINET,
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WM &k R¥rroXy

AFwT 5

The configuration has been modified. Do you want to save the running configuration to
flash memory?

[fr1F (Save) 1 %7 U v 27 LEd, ASDM I&RELZRFLTHLET,

AnyConnect RAF ¥ EVa—ILDTIN—TF KR —~DEY LT

AFvT 1

ATFvFT 2

AFvT 3

ASDM % B &, [#%7E (Configuration) ]>[VE—h 77 & A VPN (Remote Access VPN) ]> [+ v
NO—2 (7FA4T ) 7T27&A (Network (Client) Access) |>[Z/v—7 R YU v — (Group
Policies) ] #BIRL E7,

[ 7 n—7" KY > — (Group Policies) ] /3% T, [ (Add) 127V >yZ7 L, HHEILV—TF R
V—FAERT B0, RA N AX vy Ny =T EEOYTHI T RY U—FRIRL, [RE
(Edit) 1227 V> 7 LET,

[NER 7 Vv—7 R U —ofa%k (Edit Internal Group Policy) | 73R/ T, /SEVOEANZH 5 [ FEAR
(Advanced) | Fv 4% —va > YU —%piE L, [AnyConnect 7 71 7> b (AnyConnect Client) | %
BIRLET,

[Foru—RTE547v a0y 547 b FYa—/ (Optional Client Modules to Download) ]
O [#kA& (Inherit) | F=v 7Ry 7 A% F7IZLET,

[Forvm—FRT54TvarDr 747k EY2—/L (Optional Client Modules to Download) ]
Fa w7 #0y A=2—7T, [AnyConnect Posture € ¥ = —/ (AnyConnect Posture Module) ] % %
SZL. [OK] %2V v LET,

[OK] %27 Vv s LET,

RA M XA¥Z¥y AXDST

BRA RN A%y % Windows 77 v b7+ —LDEHEA X F Ea—T7 2, 7= Windows 7T v b
T A —LUSNDEE syslog IZr VEAFELE T, A X Ea—T TiE, IXToORr I, HAD
[Cisco AnyConnect Secure Mobility Client Posture] 7 4 /L& IZfRFE SN E T,

FTRTORAF ¥ EDa—)L avik—xv roaxo4yg L
RNILDERE

TN FTEH, RAF ¥ TV a2—ADarR—x2 ME, [Error] ERELLDA X han s
ICRELET. UFOFREEALT, RAF ¥ TVa—A0FTATOALK—F> hORF L/ E
KEL~_LVEERELET,

RAF v BV a2— L, 2—HFDOHR—L 74X cscanllog 7 7 A V& A VA =)L LET,
cscanlog 7 7 A Wi, BED VPN By v a b0y M EFRERRINET, 2—HF0% ASA
WG T B2, AN AF vy o CIIHLVWaX LS F—=HTIDOT 7 A VDT b ) &2 EFEXL
9,

RAFXxOuX 7 LV EFRRELIIEET DHITE,. ROFINEIZHENE T,
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TRTORRFy ECa—L avk—xy roaFod LALoEe B

ATy FT 1 ASDM A > ¥ —7 = A A0 5, [i%E (Configuration) ]>[V<E—h 772 VPN (Remote Access
VPN) ]> [Secure Desktop Manager] > [ 7' 2 —/SLE%E (Global Settings) ] @R L EJ, [/ m—
NVERTE (Global Settings) ] 7SR/ E E3,

Configuration > Remote Access ¥PN > Secure Desktop Manager > Global Settings |
Global Settings

Logging level controls CS0 logaging on all WPN user endpoints that run C50. By default, the Logging Level is set ta Errors,
Each event level is cumulative, Far example, the \Warnings option enables logging For bath errors and warnings.

Logging Lewel m A

Logging Level Definitions:

# Errors: Logs events that prevent CSD operation,

# Warnings: Logs events that inhibit optimal CSD operation.

# Information: Logs events that describe the state, configuration, and operation of CSD.
# Debugging: Enables Full logging of all 30 events,

Reset all

240555

ATF9FT 2 REXAAO [rFr 7 LLDEFE (Logging Level Definitions) | #2512, [wX 7 L~b
(Logging Level) | #®&EL £,

ATF9FT 3 FETarT74Fal—ralilMabNEREEZRET I, [TTHEA (Apply Al) 127V v
7 LET,

GE) HEOER IO T77ANIKHLTERARN A% U BT 4 =TI R>TWDHEE, T08E T o
T ANEBFEALTWAZ—PFIZITIRA N AF ¥y rOaX o JIETEREY A

RAFv¥ EDa—)ILDAY 774 ILESERT

RAF ¥ FEVa—/)b arR—3x MI, THEHOFXV—F 4 7 VAT A, FiEL L, BIOE
A J = (Web EB) F 721% AnyConnect) ([ZESWT, T3 20 7T HLET,

e cstub.log : AnyConnect Web EEIEHIND L, vF¥F o 72X ¥ 7 F v LET,

e libesd.log: FA N A% ¥ API #ffiH 3% AnyConnect AL v RIZX o> TIE SN ET, =2 L
AULVBREILIE LT, Zou T Ny 7oy FYBANENDIHERH Y £7,

e cscandlog: A¥ ¥y = VEITAHET 7 A /L (cscan.exe) (2L o THER S, RAF v B LUK A
P AFXF YL DAL v TRV ET, B LULVREINSCT, 2o ZiZTF Ay 7oz MY
BANESNHDHERH Y £7,

RAF ¥ EVa—/LE, Ihoony 7y A Ve —FOR—L5 74 VA ICEBELET, HL, 4

NRL—F 47 VAT AB LI VPN FRUT L > THRAR Y 9,

Cisco Technical Assistant Center (TAC) TiL, RENELEHAEIC, Zhbon s 7y A VEHL
THBEOT NNy ZH2ITVET, BEENINLDO 7 7 A VEMERT 248 13H Y T8/ A, Cisco TAC
TiE, chbooul 77 A VELELTIEHAIC, DART RV RAEFHLTERLLD Y 7 A V&2
T2 LI ICBFRICEET L2203 H Y ET, DART =2—7 1 U7 11X, 3T-3T?D AnyConnect 7%
EBLOr 7 77 AV EIEL, TACIZERT D Z EIIRDBIEM7Z rAMicENLDOR Y 77 A )V
R7F L ET . DART OFMIC OV TiX, IDART 2 L72 b T 7y a—F 1 v ZIEHROIUE]
(P.12-4) =&ML TSV,
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B Lua®BTOBIOS L U7 LESDER

Lua RILTO BIOS ) 7ILESDER

ARAN AF v 0F, A NDOBIOS VU T AFESERGTEET, 4TIy 7 778X K —
(DAP) %I L. Z® BIOS U 7 AFEEICH ST ASA ~D VPN Bt FF Al £/ I13EHE T& £
7,

Lua RETO BIOS DX

I, ASDM @ [ A4 F v 7 7278 A K —0OfF# (Edit Dynamic Access Policy) ] HEO [
FEM (Advanced) ] 74—/ R CHHATE % Lua iU T,

endpoint.device.id=BIOSSerial Number

Z 2 C. BIOSSerialNumber |3, ASA ~DHfi i 1T 5/ —Fv =7 734 20 BIOS ¥ U 7 /v ¥
FERLET, TOXFINIAERIFHIT, @H. OS EADOXLFITT,

DAP T FRA4 v FEEE LTOH BIOS DiEE

AFvFT 1
A7y 2

ATvT 3

2AFyv7 4
AFvT 5

ATFvT 6

ASDM Izm 7 A LET,

[#7E (Configuration) |>[ U E—hk 727X VPN (Remote Access VPN) [>[Xy hT—2 (7 F
A7) 727 &A (Network (Client) Access) ] ZiERT 5, [/ FA4 T ML A SSLVPN 77 &
A (Clientless SSL VPN Access) | >[# A+ Iy 77t A RV — (Dynamic Access Policies) ]
BRI L ET,

[#A4FIv 7 T72AKY U —0OFE (Configure Dynamic Access Policies) | /X% /LC, [iBH
(Add) | F-13 [fmEE (Bdit) 122 V> 27 LT, BIOS # DAP = Rl A v bEthEE LTRELET,
T RFRA Y N IDROAFIZHD [ (Add) 1227V v 7 LET,

[=> RARA > MEMZ A7 (Endpoint Attribute Type) | 7 —/L KT, [ 7354 X (Device) ] &R
LET,

[BIOS v U 7 V%% (BIOS Serial Number) | F= v 7Ry 7 A%EAF AL, [=] (FELVW) £hiT
['=] (FELLZ2W) ZEIRL T, [BIOS U 7L&E% (BIOS Serial Number) ] 7 1 —/L FIZ BIOS #&
FEANIDILET,
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AFv7T 9
AFv7 10

zomoEELEE M

& Add Endpoint Attribute

Endpaint Attribute Type: |Device w
[ Hast Mame:

[]MacC address:

BIOS Serial Murber: = +| |a1BzCap|

[ Port Mumber:

[] Privacy Protection:

[] wersion of Secure Desktop (CSD):

[ wersion of Endpaint Assessment (OPSWAT):

[ O H Cancel ][ Help ]

A00054

[OK] %27 Vw7 L, [Z¥ FARA > FEM (Endpoint Attribute) | ¥4 70 7R v 7 A COER &R
LET,

[OK] %227 Vw27 LT, [FA4FT vy TI78A R —0OfEE (Edit Dynamic Access Policy) ] ~®
EEERFLET,

[#H (Apply) 1227 Vw7 LT, ¥4I v 7 TR R —~DOEFLERFLET,
[#&1F (Save) 1 %27 Vv 7 LET,

BIOS L) 7 I BSOREAE

LFoY Yy —2%, SF&ERT U RFRA 2 b TBIOS V) 7 AESEEST 2 HiEEZBAL TV E
\?‘O

e Windows : http://support.microsoft.com/kb/558124
e Mac OS X : http://support.apple.com/kb/ht1529
o Linux: %koa~<r FaEEMLET,

/usr/bin/hal-get-property --udi /org/freedesktop/Hal/devices/computer --key
system.hardware.serial

TOMDERLEN

FAR AP URT L REAL Y b A Ea—ZnbERAF ¥ 7 LFr v A EINEL-%RIT. BHRs
EHT 272012, 22—V el 4 R —0RE, AT Iv7 778X KR O —DORE,
Lua DX ED0Y TV =7 2T IMLERHD 7,

INHORRIZONTIE, RO~V=a2T VTt LML ET,
» [Cisco Secure Desktop Configuration Guides]

» [Cisco Adaptive Security Device Manager Configuration Guides.]
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B zomoEzitEs

o FAKNAFX Y UICLoTHR—FENDTUFIANAR, TUoFARALMT 2T, BIOT77A47T
T A —=NDT S =g DU AR
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