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This panel is used to manage AnyConnect Client Profiles and perform group assignment For
AryConneck version 2.5 or later.You can seleck a profile to edit, change group or ko delete.
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\ future AnyConnect versions.,

AnyZonnect Client Settings
p Address Assignment
Advanced

3} Clientless 551 WPN Access

H-mg AdAfLlocal Users

H| Secure Deskkop Manager

£-[F3 Certificate Management

----- Language Localization

22 | nad Balar

Change Group Policy m Delete B Import E Export

Profile Mame Profile Usage = Group Policy | Profile Location

-

----- {5 DHCP Serw
= DNS
- T Advanced Profile: |Remote_Sales_team
< AnyConnect Client Profile e’
] Preferences [ use Start Before Logan
&) Device Setug Preferences(Cont)
@. Backup Servers [[] shaw Pre-Cannect Message
=5 Firewall ifi i
ﬁ; . &% Cert!F!cate Matching Certificate Store
e &‘ Certificate Enrolment
& :
), Remate Accg Mobile Palicy All v
T 2 Server List
f?t’_ Site-to-Site [] cCertificate Store Crverride
7 | Device Mana Auko Connect On Start User Controllable
Minimize On Connect User Controllable
[ Lacal Lan Access User Controllable
Configuration chan,

Auto Reconnect

Auko ReconnectBehavior

DisconnectOnSuspend

Auto Update

RS54 Secure ID Integration

[ User Contrallable
[ User Contrallable

[ User Contrallable

[ User Contrallable

Automatic b
‘Windows Logon Enforcement
SingleLocallogon »

‘Windows YPM Establishment

LocalUsersOnly w

OF H Cancel ][ Help

248919

Cisco AnyConnect Secure Mobility Client §E& 4 1 F
| g o |



¥ 2%E AnyConnect Secure Mobility Client D& |

W AnyConnect 754 7> F 70774 LOER

AnyConnect 7 547>~ TR774 LD EE

AnyConnect 7 747> s a7y A MiE, LTFOFEZHFER L CEBTEET,
e TASA "5 ® AnyConnect 7 747~ 7 a7 7 A VDR (P.2-6)
o [RZU TRy TuT AN 2T A ZTRELIEZ ZAT 2~ a7 7 A VDKM (P2-7)

ASA 5D AnyConnect 7 547> b 7R 71 ILOERH

AnyConnect 1271 7 7 A VEIBHT H121E, IROFNEIZHE> T ASA Z2FHELET,

ATy FT 1 A7z AnyConnect 71 7 7 A )b =F 4 X % L7= AnyConnect 7 74 7> N 707 7 A4 )LD
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1 EZRIRLET,

AF9T 4 IA—TLREMNTL7FAT N TR T A NERIRL, [ —7 K —DZHE (Change
Group Policy) 1 %27V v 27 L%,

ARF9T 5 [TuTdrANDIN—T R — <KUY —4>DZ%EHE (Change Group Policy for Profile policy
name) 1V 4 RUT, [HEHFREZR 7L —7 K Y — (Available Group Policies) ] 7 4 —/L Kb
TNh—T R =R, HFREEZZY 7 LT [@RENTZTV—7 KY 2— (Selected Group
Policies) | 7 4 —/V RICBEI L £7,

ATF9FT 6 [OK]%227Vv s LET,
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AnyConnect % Web EB7 2 ASA oz B

AR R7AY A7 7AIV IT4 2 THERLEE9S5472 7774
LD R

ABRTRy TRuT AN 2T 4 ZEER L TERLTIZZ A4 7 b 7'r7 7 A L ORHFIRICS
WTIE, TSR S 72 AnyConnect £ 2 — /L DA A F—/L] (P2-32) #BRL T FEEN, R
X RF7r AnyConnect 707 7 A )V ZF 4 X DA VA M=V EFERAOFIEIZONTIH, [AX K
7 1Y AnyConnect 717 7 A )b =7 4 X O] (P.2-44) 2B LTS,

AnyConnect % Web B9 5 ASA DEE

COHETEH, KO My ZIZONTHRY EiFEd,

o [ASA EBIA® AnyConnect 7 7 A V' /v r— ] (P.2-7)

e TAnyConnect DIEH A A b —/LVORER] (P.2-7)

e TAnyConnect #¥ 7> u— KT 572D ASA OFE] (P.2-18)
o BN THEMTIEY 2—1 DA =7 1k] (P.2-23)

ASA EBEIA® AnyConnect 771 L 1\vr—

# 2-112, ASA 12X % AnyConnect JEBIFH ® AnyConnect 7 7 A )V Rw r—C DL FI R LET,

x 241 ASA RBEIRA® AnyConnect /18y 77— 7744

oS ASA [ZO—F&h 3 AnyConnect 3.0 Web BB/ Svr—S 4
Windows anyconnect-win-(ver)-k9.pkg

Mac anyconnect-macosx-1386-(ver)-k9.pkg

Linux anyconnect-linux-(ver)-k9.pkg

Lt =
AnyConnect DIEEA VX b—I)LDOFEER
AnyConnect Secure Mobility Client 23— 2 U V2 — X |[ZIEHIZA VA h—)L &N T & 2R
HITE, WOEEHEZR L T ZI0,
o [FEMIFICHET 22—V Tr 7 b aR/hRICT 51 (P2-8)
e [AnyConnect A Cisco Security Agent L —/LDO{ERL ] (P.2-8)

» [Internet Explorer DEMEFE A A & U R MIxt3 25 ASA OiEH1 (Vista 3 LT Windows 7) |
(P.2-9)

o [TIu¥oEEy v Ryicihd 28X =27 1 sEAFEDEM (P.2-9)

o [H¥ D AnyConnect A A —V % 1 — R 5356 OBERERH O &M H1%) (P.2-11)

e [AnyConnect N7 7 4 v 7IZxfT 5%y NU—27 7 KL AZH (NAT) O®kk) (P2-11)
o [JHE%ED DES-only SSL =1k ASA #&E) (P.2-17)

o 3G I— Lokt (P.2-17)
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W AnyConnect % Web EBi7 % ASA D%

ILAEICEET Aa—F OV T ER/RIZT S

AnyConnect D v b7 v THO2—F~DT 1 7 M ER/NRICT DI, KO LHIICT7T7A4T b
PC & ASA DFERET —4 & —H I ET,

ASA EOFEHEICX LT Certificate Authority (CA; #FER) AT 28561, 27947~
b= TEBHEA CA L L TRESNIZIEAELRINL £7°,

— ASA LOBACELHHERMFEHT S, BENOEREY — NTER LIZIEAEZFEHET5
2EOEEIE, BT, FEH TV — FMEAEL LCGEHEEZ 747 MIA VA F—L L
TLTEE&EW,

FNEIE T 7 OPFICL - TEZYVET, ZOHOKROFIEZSRL T ZEW,

— VPN OHENLITIENL > T, = FiRA & b bRBRER B L OWHEEHE Y — NIZEIZTRE T H
LMERH Y ET,

— ASA FEE® Common Name (CN; @#H4) &. AnyConnect DHEFEIMH 3 2 40103 —%
LTWDZEEMERLET, 774/ M T, ASAGEHED CN 7 4 — /L RIZIP 7 RLRIZ
72> TWET, AnyConnect 25 DNS 4 2T 585615, ASAFEHED CN 7 4 — L &%
DARNIEE L ET,

FEFIEIC SAN (Subject Alternate Name) 3G ENTWHEE, 77 U¥IiX [#4 (Subject)
17 4=V RO CNEZHEHR L, [SAN] 7 +—/L K® [DNS 4 (DNS Name) ] => bV %
~NET,

A—=YFNRRA MM LT ASA ITHRIT 25813, SANIZ ASA DFRRX M E RAAL U4
MEENTVDHHERDY ET, 7oL 2L, SAN 7 4 — /L FIZIFRBEFENET,

DNS Name=hostname.domain.com.
ZI—FRIP T RLRAEMH LT ASA IZERT 2% 51X, SANICASADIP 7 RLAREE

NTWHERENRHY £7, 72L& x1E. SAN 7 1 —/L FIZIE DNS Name=209.165.200.254 & A
HENET,

AnyConnect A Cisco Security Agent JL.—LD{ERX

AnyConnect DA > A h—/LH{Z, Cisco Security Agent (CSA) MHLEENRFRINDZENDHY F
R

BITEH AR D CSA N— 3 21X, AnyConnect & AHMED H DHAIAHNL—NL B H D FH A, CSA
N=Va 50 IEEEHAT L L, ROFMIZLVROL—VEMERTE 7,

AFwvF 1 J—)L EY=2—/b [Cisco Secure Tunneling Client Module] T ® FACL Z#:BMML £,

Priority Allow, no Log, Description: "Cisco Secure Tunneling Browsers, read/write
vpnweb.ocx"

Applications in the following class: "Cisco Secure Tunneling Client - Controlled Web
Browsers"

Attempt: Read file, Write File

T TO @SYSTEM\vpnweb.ocx 7 7 A /L C, IRDZ & E{TWET,

AFvF 2 77V —v=ar 77 A :[Cisco Secure Tunneling Client - Installation Applications| (ZIRD 7 1t A
AEBMLET,

**\vpndownloader.exe
@program files\**\Cisco\Cisco AnyConnect Secure Mobility Client\vpndownloader.exe
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AnyConnect % Web EB7 2 ASA oz B

Internet Explorer D{EEF#H 41 b YR FZxd 3 ASA MEM (Vista £ & U Windows

7)

GE)

AFvFT 1

ATvT 2
AFvT 3
ATvT 4
ATvT 5

ATFvT 6
AFvF 7
AFvT 8

Microsoft Internet Explorer (MSIE) == —#i%, {SHHEAY A ~ U X M2 ASA #BINT 55, Java &
AVAR=NTHZEEBEOLET, BEELYTA N U RMIEMT S &, ActiveX 2 hr—)L
T, B/NROZ—FEAEIZ L DA A M= ARAREIC2 0 £7°, &% 2V 7 ¢ 2350k Z 7z Windows
XP SP2 D —HFIZL 5T, ZOHESEFHIIFHFICHETT,

Vista = —#3% &£ Y Windows 7 = —F DA%, AnyConnect 7 71 7> h Z BT 25 ASA 23, ==—

Y arbta—¥ EOEEESTA POV R NMIHILERSHY T, 9 TRWEAEIEL., WebLaunch
ITEF L EHE AL

22—, ROFIEEZIATT 5 Z L2 LV Microsoft Internet Explorer D HEFE %A b U X MZ
ASA ZBIITEET,

Zh i, Windows Vista 3 & U8 Windows 7 © WebLaunch % {# 3 2 7= O ML T,

[>Y—n (Tools) >[4 % —%> b A7+ 3 (Internet Options) | ZFBIRLET, [ F—F v
k#4732 > (Internet Options) ]V« > RUMBAE ET,

[Ex=VU7« (Security) | #7 %27V v LET,
[N/ A b (Trusted Sites) | 7 A 2227 U v 7 LET,
[A & (Sites) 1227 Vv 7 LET, [fBEHEINZY A & (Trusted Sites) 1V 4 > RUBREHE ET,

ASA DFRANGEILIP T RLAZ AN LET, BHOY A MaIKR— T 5720,
https://*.yourcompany.com ® £ 572V A /L K7 — FZfH LT, yourcompany.com KA A »HNDF
T ASA 5500 AMEHTED L HITLET,

(B (Add) 1227V >y27 LET,
[OK] %227 Uy 27 LET, [EEHEINZY A & (Trusted Sites) ] V1> RUMRALET,
[fA>%—>*v kA7 a3 (Internet Options) | V4> KU T[OK] %7 V27 LET,

TS50 DEEI4 VR IICHET HEF2 ) T« BAEDEM

ZITE, T UYOEEY L RUAORnE LT, BOBLIAESEEE L — FEHEL LT
T34 T LV MIA VA =T B FECONTHALET,

Microsoft Internet Explorer @ [2&% 2157« 75—k (Security Alert) 17714 > FoADOX G
Z Z Tl&. Microsoft Internet Explorer ® [£% = U7 ¢ 77— bk (Security Alert) ]V 4 > K7 ~®D
Mite LT, AEEARMRAELEHFESANV— FMERAEL LTI 74T 2 MIA Y A b= 5 HIEICD
WCHBLET, 2D v ¢ KUk, Microsoft Internet Explorer C, {FHEFE AV A & LT#IN
TRVN ASA ~DOEERNEN T D L EITHAEET, [EF=2UT 1 77— (Security Alert) ] 7 1 > F
UOEFITE, ROTFAMRERENET,

Information you exchange with this site cannot be viewed or changed by others.However,

there is a problem with the site's security certificate.The security certificate was

issued by a company you have not chosen to trust.View the certificate to determine
whether you want to trust the certifying authority.

WOFM LIzd»> T, FlEESRNV— FFEREL L GERELZ A A F—VLE T,

Cisco AnyConnect Secure Mobility Client E2&744/ F
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ATFvFT 3

ATv7 4
AFwT 5

AFv7 10
AFv 7T 1

AnyConnect # Web EF7 % ASA DEFE

[EX=U7 1 0L (Security Alert) ]V 4> RUD [FEAZEOFRR (View Certificate) | #7 U v 7
LET, [FfEHE (Certificate) | 7 4 > FUDBHE 7,

[fEAZED A > A b —/1 (Install Certificate) | %27V v 27 LE9, [fEHES VA= T4 ¥ —F k)
Z % (Certificate Import Wizard Welcome) | 230 & £,

[k~ (Next) |27 VU v 27 LET, [(EHAES B —F 74P —F-FEHER F7 (Certificate Import
Wizard - Certificate Store) | 7 1 > UMD E £,

[TRTOFEHEE RO A N TIZELE T 5 (Place all certificates in the following store) | %R L £,

[Z2# (Browse) |27V v 27 LET, [fEHAER M7 DR (Select Certificate Store) ] 7 4 > KU n
BREET,

Fay 72y JRNT, [EHEEALV— MREER (Trusted Root Certification Authorities) | % 3R
LET (K 2-3 258),

2-3 MEHEDAM viR—
Iy
Certificate Store
Certificate stores are syskem areas where certificates are kept,
indows can automatically select a certificate store, or vou can specify a location For
the certificate,
" aukomatically select the certificate store based on the bvpe of certificate
' Place all certificates in the Following store
Certificate store!
I Browse. .. |
Select Certificate Store x|
Select the certificate store you want to use,
| Personal -
@R Trusted Root Certification Authorities
Enterprise Trusk
Intermediate Certification Authorities
Trusted Publishers
| 1ntrosted Certifirates =
1 | >
< Back Mexk = Cancel |
[ show physical stores
(0]4 I Cancel | ,%8
g
(=]

[k~ (Next) 1227 Vw7 LET, [fEHEASA VAR =K U4 ¥ —F-57T (Certificate Import Wizard -
Completing) 1V 4 > FUDBHE ET,

[5¢T (Finish) 1 %27 V> 27 LET, BlO[EF=2V T 4 LOEE (Security Warning) ]V > KU T
Do you want to install this certificate?] &9 A v —VNRRINET,

[ (Yes) 1227V w7 LET, [[EHEA > AR—bF 74 ¥ —F (Certificate Import Wizard) ] 7 «
YRTRE, AVR=IRRBD LTI E VI R = URERENE T,

[OK] %27V 27 LT, 2O 4> RUuZEHEALET,
[OK] %27 VU w2 LT, [FEHE (Certificate) | V4~ RUEALE T,

Il Cisco AnyConnect Secure Mobility Client &EB&# 4 F
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AnyConnect % Web EB7 2 ASA oz B

ATYF 12 [T (Yes) 227V » 2 LT, [BEX¥=2VUT 4 77— (Security Alert) |V 1> RUZALCET,
ASA DU 4 FUNPHE, GEAENEHINTZL WO A v —URRRINET,

Netscape. Mozilla. #7-I% Firefox @ [ FEALEREERIC & Y BBEEFH (Certified by an

Unknown Authority) ] ’74 ‘/ [Ny RaNF:ir

2T, [RHRERRERIC FAEX 72 Web 4k (Web Site Certified by an Unknown

Authorlty) IR '7’\0)xﬂf& LT, BEB4AMAEEZEEEALV— FNEAZEL LT 747 b
WA VA R—= AT HHECOWTHBALET, 2T ¢ KUk, Netscape. Mozilla, F7=1% Firefox

T, BHEELYA FE LTS ASA ~OEFHNHNLT 5 L EICHE T, Zov s Ul

X, ROTHFA MPRERINET,

Unable to verify the identity of <Hostname or IP address> as a trusted site.

WOFNUNZ LT3 > T, [FEEANV— FMEFZEE L GEHEZ A VA =L LET,

ATy T 1 [ REZREIERIZ FRE X 4172 Web ¥4 b (Web Site Certified by an Unknown Authority) ] 7 1 >
NV [pﬁﬁﬂi@ﬁﬁﬁ (Examine Certificate) 1 %27 UV v 27 LE9, [fEBEE 2—7 (Certificate
Viewer) | 7V 4> RUDBNBEHE £,

AT9FT 2 [ZOFHEEFITKET S (Accept this certificate permanently) |47 a7 U v 7 LET,

ATFvF 3 [OK] %27V vy LET, ASADOY 4 FUNRHE, FERFENMEEINZE VI X v E—URKRIN
£7,

#FH D AnyConnect 1 * —C % 0— K9 3158 DEFEROERE %

4D AnyConnect f A —2 % ASA 2 — 255813, VE— b 2—PEPERO & (THRH
DRFICRDIAF T, A A=V — RTD0ERHD £,

X2 VT4 TTIATURE, AR —FT T VAT AE—ETHET, AnyConnect A A —
O—EVE—h avEa—FFvra—RLET, 1 A—VOFya—KIE, VAMDOENS
iz T ET, Z0id, VE—h 2 Pa—Z TRUBBICHEHIN T EIAXL—T 1 7 ¥
AT LE—HTDHA ATV E, VA NORBEICHRETZ2MLERH Y T,

AnyConnect 374 w2195y bT—0 7 RLRE# (NAT) ORER

Xy hU—2 7 RLAZH (NAT) 2FETT5 ZASA ZF%E L TH HHAIE. AnyConnect 7 7
ATV INDNTT 4w 7 BEBNLHRINLT, AnyConnect 74T b, W‘KZ\\/ rU—2 . DMZ

FOxo B =T T4 XY )= AN, HEICF Y NI = PG TE D LT ARERH Y 7,
AnyConnect 7 AT b bF 7 4 v 7 HEOKGEIMITE 72 & AnyConnect 7 74 7 FEB X
UMDY Y — AR BE TERL 2D £,

[ 7AT T 47 4 NAT) (INAT) R é BIFEINTHD) TV 7 RLRAEZEALICEBRTEET, =
NI E VR NAT At EnE T, 7457 T 454 NAT 122 2DT7 KLV A F—)b, 7T RL A
P BT RXy NT—T  FE2 00 T Xy NU—JRICHATE ET,

ZOFIEL, BiZHB Ry V=7 RO YOROREDFy NV—2 AT V=7 NETTAT v
T 4T 4 NAT aRET D HEZRLTWET, £ bid, Engineering VPN 7 R L2 7 —)L | Sales
VPNT7 FL A 7= Xy hU—=2WN, DMZ 2y NIV =2 BIOA H =Ry FTT, 74T~
T 4 7 4 NAT &ZETIEENEI., NAT HEI 1 DHFETT,

Cisco AnyConnect Secure Mobility Client §E& 4 1 F
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W AnyConnect % Web EBi7 % ASA D%

& 2-2 VPN 9S4 F7 2 rDFAToT14T4 NAT #B/ET 28V bI7—0 PRLR T FRLY YUY
KXY D=9 FHIEPZFLR 2y EID—9BFELIETFLR

7= T—1% 7 FLREH

WER > b —72 inside-network 10.50.50.0 - 10.50.50.255
Engineering VPN 7 K LV A Engineering-VPN 10.60.60.1 - 10.60.60.254

7 —)L

Sales VPN 7 KL &2 F— )L Sales-VPN 10.70.70.1 - 10.70.70.254
DMZ % v T —7% DMZ-network 192.168.1.0 - 192.168.1.255

ATvF 1 ASDMicu 71> L, [#E (Configuration) ]>[7 7 A 7 U4 —/ (Firewall) ]> [NAT /»—/L
(NAT Rules) ] %@ L £,

ATw7 2 Engineering VPN 7 KL 2 7 —/L DR A b A% Sales VPN 7 KL A 7 — L DR A NI TESH LD,
NAT $HIZ {E L £ 7., ASA 2% Unified NAT 7 — 7 VO OIFAAIORTNZ Z OBEIZFHET 2 X 5 .
[NAT /—/L (NAT Rules) ] %A > C, [BI0 (Add) 1>[ TRy hU—2 7 V=7 k| NAT L—)b
DR NAT /—/L %3841 (Add NAT Rule Before "Network Object” NAT rules) | Z&R L £,
[NAT L —L 03l (Add NAT rule) | ¥4 7 0 7Ry 7 ZADFICSNTH, 1 2-4 (P2-12) 258 L
TLIEEW,
~

GE) ASA Y7 Fvu=7 N—U3 83 TiE, NAT HIAIOFMIZ L2 FA~®&ANC—HL72H DI
HWHINET, WolcANTry FBFFED NAT BRIl E —F+ 2 &, Z2h M LRl T E
A, ASA 28 NAT #lHI%Z B ¥ - CTIRHiZe NAT HANZ—F L2 & 5 | Unified NAT 7 —7 /1
DI H S EA O NAT BAIZRE S5 Z ENEETY,

2-4 [NAT JL—/L?;EfN (Add NAT Rule) ] #4785 Ry I R
& Add NAT Rule
Match Criteria: Criginal Packet
Source Interface: | SRy Destination Interface: |[-- Any - w
Source Address:  |Enginesring-YPM E] Destination Address:  |Sales-YPH E]
Service: any E]
Action: Translated Packet
Source MAT Type: | Static L
Source Address: |- Criginal -- E] Destination Address: |- Criginal -- E]
Service: -- Original -- E]
Options
Enable rule
Direction: | Both w
Description:
o
QF l [ Cancel ] [ Help ] é
[a¥ ]

a. [ —EHEYE : st > b (Match criteria: Original Packet) | =V 7T, RO 7 4 — /L REFHEL
F7

Cisco AnyConnect Secure Mobility Client §E&H 1 F
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AnyConnect % Web EB7 2 ASA oz B

— [%fE58A v #Z—7 =A % : (Source Interface:) ] Any
— [%855A v % —7 =4 A : (Destination Interface:) ] Any

— [#EXT R A : (Source Address:) ][ #1567 KL 2 (Source Address) ] 77 7 X R ¥
%27V w7 L, Engineering VPN 7 KL A 7 — L& KT Ry NI~ TV x7 b EER
LET, A7V b ¥AT%2T FLAOFKHE L CERELET, BHEIZT KL A TR
L—va v = WEBI L2 TLEE W, iz 20T, 2-5 BT EEN,

— [%8557 R L & : (Destination Address:) ][%8%67 KL 2 (Destination Address) 1 77 7 X
K& &7y L, SalesVPN 7T RV A F—La2ET Xy NU—2 ATV 7 FEIERL
F, ATV N EATET RLAOHBELE L TERLET, AT FLA T AL —
Ta vy = VTEBIM L RN TLES 0,

] 2-5 VPN 7 FLR F=)Ory kT—9 7T 19 FOERL
B= Add Metwork Object
Mame: Engineering-YFM
Type: Range L3

Statt Addre... [10.60.60.1
End Address: |10.60.60.254

Description:  |Engineering YPN address pool

5

INAT

[] Add Automatic Address Translation Rules

[ (o] 4 ] [ Cancel ] [ Help ]

245518

b. [77vayv E#Iihi Xrv b (Action Translated Packet) | = U 7 C, IRD 7 4 —/b R&3%
ﬁbi‘j‘e

[ =558 NAT % oA 7 : (Source NAT Type:) ] Static
[ {57 KL A : (Source Address:) ] Original
[%6%:7 KL A : (Destination Address:) ] Original
— [—tE & : (Service:) ] Original
c. [A7+ar (Options) | =V 7T, ROV 4 — L FERELET,
[ V= DFZNE (Enablerule) | 2412 LET,

[ 2D —IZ—87 % DNS & #2444 % (Translate DNS replies that match this rule) ] %
AT D, B LTEEET,

[ 551 : (Direction:) ] Both
[#M : (Description:) ] #HHIDOFEAZ AL ET,
d. [OK]%#7V v LET,

e. [HMH (Apply) 127V v 7 LET, BHANIK 2-7 (P2-17) © [HESNTNAT 7—7 1] O
A1 X515 3TT,

Cisco AnyConnect Secure Mobility Client §E& 4 1 F
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W AnyConnect % Web EBi7 % ASA D%

CLI o -

nat source static Engineering-VPN Engineering-VPN destination static Sales-VPN
Sales-VPN

f. [ (Send) 1227V v 7 LET,

ASA N NAT 2FEITLTWAHAE. L VPN 7—LND 2 DOFRA MR EWIEHGE D L), £/
IEENSHDHRA RN VPN F U RURBHTA X —Fy MIERTEA L9, [A—A ¥ —T =R
WCHEE L TV ABEHDFR A NED N T 7 1 v 7 G T 5 (Enable traffic between two or more hosts
connected to the same interface) | 47> a v & A X—TNZT HMERH Y £, TNEITHITIE
ASDM T, [ (Configuration) ]>[7 /31 AFE (Device Setup) |>[Af v F—T = A A
(Interfaces) | #HIRLET, [F1 ¥ —7 =+ R (Interface) | X FKNVDTFOD [Fl—A X —T AR
WCHEE L CWABEHDFR A NED 8T 7 1 v 7 G T 5 (Enable traffic between two or more hosts
connected to the same interface) ] A2 L, [#MH (Apply) 1227 U 27 LET,

CLI o -
same-security-traffic permit inter-interface

Engineering VPN 7 R L 2 7— /LD R A [ Engineering VPN 7 K L 2 7 — /L DO R A MMIHEHET

589 NATHAIZER LE T, A7 v 7 2 THAZER LI L EDO LS ICZOHAIZIER L ET,

L, [ BN st X v b (Match criteria: Original Packet) ] =Y 7 C Engineering VPN 7 K

VA F=VaRGn7 FLARBXUSET FLAmMG & LTHEELET,

Engineering VPN UE— K 7278 RA 7747 b TN v T — 27 1C86i T 5 X 9 NAT HiHl

EERLET, ZOBRABIMOBRAOFNIAI SN S K 5 [NAT L—/L (NAT Rules) ] <A > T, [iB

m (Add) 1>[ Ty hU—27 +7 V=7 ] NAT b—/LDORIZ NAT /L—/L %8/ (Add NAT Rule

Before "Network Object" NAT rules) ] Z&IRL 7,

a. [—BOEYE : JtoX7 > b (Match criteria: Original Packet) | =V 7T, RO 7 1 — /L REFHE L

iﬁ—o

[ #{E7cA v #—7 =4 A : (Source Interface:) ] Any

— [%855A % —7 = A A : (Destination Interface:) ] Any

— [#EXT FL A : (Source Address:) ] [#%15567 L2 (Source Address) ] 77 U X R ¥
EIZVy L, WXy NIV—20 2RI Xy NT—2 A7 V=7 FEERLET, 47
VI N HATET RLAORY hU—2 L LCEHRLET, HEIT L X hF A L—
a vy —UEEBEM L RN TL I,

— [%8%7 KL A : (Destination Address:) ][4%6%:7 KL X (Destination Address) | 77 7 X
R %27 Vv L, Engineering VPN 7 KL A F— L2 KT Ry hI—7 7=/ b &
BIRLET,

Il Cisco AnyConnect Secure Mobility Client &EB&# 4 F
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AnyConnect % Web EB7 2 ASA oz B

2-6 inside-network A7 x4 D&M
% Add Network Object
Mame: inside-network
Type: Metwork w

IP Address: 10.50,50.0
Metmask: 255.255,255.0 v

Description:  |inside network.

%

INAT

[] Add Automatic Address Translation Rules

[ QK H Cancel H Help ]

245511

b. [T77vay . Sz 3 v ;b (Action Translated Packet) ] =V 7T, IRD 7 ¢ —/L R& 3K
ELET,

— [%{F58 NAT ® % A 7 : (Source NAT Type:) ] Static

[ /5557 R LA : (Source Address:) ] Original

[585:7 KL & : (Destination Address:) ] Original
— [#—E R : (Service:) ] Original

c. [A7var (Options) | =V 7T, WOT7 4 — /)L RERELET,
— [V—v®DFEZL (Enable rule) 1 &4 12 LET,

- [ 2O =i —ET % DNS IG%& & 219 % (Translate DNS replies that match this rule) ] %
AT D0, BT LTEEET,

[ 5 : (Direction:) ] Both
— [#HA : (Description:) JHAIOFHHAZ AL ET,
d. [OK] %7V v/ LT,

e. [HAH (Apply) 1227 VU v LET, SHANEIK 2-7 (P2-17) @ [HEESNTENAT 7—7 1] O
A2 0Xk212725133T9,

CLI o

nat source static inside-network inside-network destination static Engineering-VPN

Engineering-VPN
ARTYT 6 AT v 5SOFEIC LN TH LWHAIZIER L, Engineering VPN 7 KL 2 7*—/L'L DMZ % v
N — OB DOT AT T 4T 4 NAT X ELET, DMZ X NU—27 Z#FELT RL A,
Engineering VPN 7 KL A F— L &56%7 LA L LT L £,

Cisco AnyConnect Secure Mobility Client §E& 4 1 F
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W AnyConnect % Web EBi7 % ASA D%

ATvF T  FH LW NAT #$HI%ZEk LT, Engineering VPN 7 KL A 7 —)L% N U RUBHICA VX —F vy MZT
JEACTEDLLIICLET, ZOHRE, TATvT 474 NATIIEALERFA, HFELT RLAdT
TANRX=b T RLANBA VT =Ty b =T 4 VT ARERT FVAICERT 50T, Z OBl
ZUERT 21213, ROFIMEITHENE T,
a. ZOHAPLORAUORNLE SN D K H [NAT /L— (NAT Rules) | 21 > C, [EBM (Add)
1>[ Ty hU—27 7Y =2 k) NAT L—/L ORI NAT /L—/L %B/0 (Add NAT Rule Before
"Network Object" NAT rules) | Zi&R L £,
b. [ %K% : 5t/ > b (Match criteria: Original Packet) | =V 7 C, RO 7 4 —/LV REFHEL
E3 e
[#fE0A v % —7 x4 A : (Source Interface:) ] Any
[5E5EA % —7 = A A : (Destination Interface:) |Any [ 77 v 3 v : BEni=/37 v b
(Action: Translated Packet) ] =V 7 ® [ X787 FL- 2 (Source Address) ] IZ [ Fh6
(outside) | ZRIRTH L&, ZD7 4 —/L FIZIXTBEIC Toutside] AT S ET,
[ #5567 KL A @ (Source Address:) ][ ({5567 FL A (Source Address) | 77 7 X R ¥
%27 Y w7 L, Engineering VPN 7 KL 2 77— 2K TRy NU—7 FT7 V=7 N EER
L/ij‘o
[58557 KL & : (Destination Address:) ] Any

c. [TV ar EHfIni=,N7 >~ (Action Translated Packet) | =V 7 C, RO 7 4 —/L N&FK
Ebiva—o

[ %{55C NAT ® % A 7 : (Source NAT Type:) ] Dynamic PAT (Hide)

[#f567 KL A @ (Source Address:) ][ ({5567 KL A (Source Address) | 77 7 X A ¥
&7V w7 L, outside f VX —T7 = A AEBIRLET,

[#E57 KL A : (Destination Address:) ] Original
— [#—vE & : (Service:) ] Original

d. [#7v =2 (Options) | VT T, IROT 4 —VREHRELET,
— [A—noF# (Enablerule) | &A1 LET,

— [ 20— —FT % DNS & 22 H3 % (Translate DNS replies that match this rule) | %
F7T B0, BlIZLTEEET,

[ 551 : (Direction:) ] Both
— [#HA : (Description:) ] HAIOFHHAZ AL ET,
e. [OK]%#7 U v7 LET,

[EA (Apply) 1% 27U > 27 LET, BANXKE 2-7 (P.2-17) @ [#E& I/ NAT 7—7 ) OHl
Al S DX 5127222133 CF,

CLI o -

nat (any,outside) source dynamic Engineering-VPN interface

Cisco AnyConnect Secure Mobility Client §E&H 1 F
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AFv7 8

AnyConnect % Web EB7 2 ASA oz B

v o - = —
2-7 MESh=NAT 7T—T1L
e wew Took wizards Window e LookFor: AT
@jl’hm|(%hfvlsﬁm|[3 wonkorng | | | save (¥ Refrest | () gack () P reb I cIsco
Firewall & 8 % ion = Fir o
|~ B Access Rules A P s
Ein e ] [#a0a[] @ e Mockte + & % B ML - Q Fnd B3 Diogram o Pocket Trace
- ,  Match Critria: Original Packet Action: Translated Packet
b il Source Inf | DestIntf  Scurce Destination Service | Source Destination Service
& el 1Ay Any o Engnesrng VP 2l Sales-PN @any -~ Onignal— - Original - - Original --
any Ay b SaesVEN A Ergnecriog VPN P any - Ongndl~ - Orignal = - Orignal -
2 any Any B Engnesing VPN aBErgneering W @ary - Orgnal~ o Orignal = - Griginal -«
i any any B Engnesring VPN il Engneering VPN @ any -~ Crignal— - Original ~ -~ Original -+
3 any any B nsdenetwork 3B Engneering PN @any - Orgnal~ - Orignal - - Griginal -
Ay Ay a Engneerng VPNl inside-nstwork. @ any  ~ Orignal — ignal = - Origingl -+
g} 7 4 any any SBOMImetwork a8 Engreering VPN @ any -~ Orgnal - ignal - - Griginal -
B3 { any any sl Engresrng PN aBCMEnetwork @ any -~ Orgnal— - Original - -~ Criginal -
G pen s o (| O T G o
1| |2 Metwork Obiect” HAT (Rule 6}
ﬁ Fetoske vt & management cutsde S| asdi_cuma @ any meSH3 B 2222(5) - Origndl - ~ Original -
g, Trend Miro Content Securty | cutsida manage... & any Bz222 543 -Orgnai~ B asdm ma - Orignal -
| BES >
7., Device tanagoment: || = =
-
: o) -
3
| Configuration changes saved successfuly. B active  docs. 15 BER [@) B srnos0oi0mure| S

Engineering VPN 7 K LA 7 —)L-_ Sales VPN 7 KL A 7' —)L  N¥Hix>y hT—2 DMZ * v hU—
7. BIOA 2 —F v M T D & 9 I Engineering VPN 7 R L 2 7 — L& E L7-2% T, Sales
VPN 7 RL 2 F—=/LZHoW T, FLTnt A% BT BERHYET, 7477 47 4 NAT %

LT, Sales VPN 7 R A 7=/ F T 7 4 w773, Sales VPN 7 R LA F—/b xR > b U —
7. DMZ *y h7—7 BEOA ¥ —Fy MOy NT—27 T RUVABHEOMEI L7005 LI
LET,

ASAD[Z7 74N (File) | A=a—T[FfTar7 4 Xal—rarx27T7yvyallffFET S (Save
Running Configuration to Flash) | ##®IRL., 71 77 17 ¢ NAT HAIZFEEL FT,

JEHe D DES-only SSL FES1LF ASA 5%

Windows Vista 3 X Y Windows 7 1%, 5 7 /v b TiZ, DES SSL K55t &K — K LEH A, ASA I
DES-only ##%& L7234, AnyConnect # el kML ET, ZhoDFXL—FT 4 7 VAT LD
DES %R E T L=, ASA 121X, DES ©&® SSL B bz E LW L2 BEd LET,

3G h— FE Dk

—#8D 3G I — Fizi%, AnyConnect (ZHft T HAMNTMEZR, REFIERH Y £7, 7= & 21X, Verizon
Access Manager 121X, IRD 3 DORERH Y F7,

* modem manually connect
¢ modem auto connect except when roaming
¢ lan adapter auto connect

[lan adapter auto connect] IR L7=5E1L, 7V 7 7 L 2% NDIS E— NIZFETE £9, NDIS
I%. VZAccess Manager 23#& T SN TH kA felT CT& 5. WK CT7, VZAccess Manager T,
AnyConnect £ > A h—/VD¥ENTE 5 &, BEWER LAN 7 X 72 %27 A A/ O T ) 77 L~
AL LTHRRILET, AnyConnect f ¥ —7 = A ARRHEIND L, 3G~V —V¥FA ¥ —T =
A A% Fa v 7L, AnyConnect #ft 27 r L £ 7,

Cisco AnyConnect Secure Mobility Client E2&744/ F
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W AnyConnect % Web EBi7 % ASA D%

AnyConnect #4»>0— F3 5f=6HD ASA DRE

ATFvFT1

A7y 2

AFwF 7

AnyConnect ® Web EBHIZ ASA Z¥#fH3 5121, KOFIAEZIATLET,

AnyConnect D IEH A > A h— L OfEFR) (P2-7) OFIEEMR LT, BHICHEY T2 FIEEZETLE
j_o

Cisco AnyConnect Software Download @ Web ~— U » 5 g #® Cisco AnyConnect Secure Mobility
Client Xy r—Y% X v m—RKLET, AnyConnect 7 7 A /b /Xy 75— DU A MIOWTIL,
TASA EBIH® AnyConnect 7 7 A /v »Xv 7 — | (P2-7) #BR LTSN,

Cisco AnyConnect Secure Mobility Client /Xv 7 —3 77 A NVE T FTAT v h 4 A=Y L LTHREL
F9, [&& (Configuration) 1>[VE— K 727X VPN (Remote Access VPN) |>[r > hU—7
(747> k) 771X (Network (Client) Access) ]>[AnyConnect 7 7 A 7 Ni&%iE
(AnyConnect Client Settings) ] B8 L £3, AnyConnect f A —Y & LTHRESNLZ FA4 Tk
77 AN%EY AL, [AnyConnect 7 7 A 7 >~ Fi%iE (AnyConnect Client Settings) ] /SR /LA IR
ENET (K 2-8), BAMEFIE, ASAICLDYE—K arva—F~DF 7 ra— RIE/FZm7RLTH
EJsR®

AnyConnect A A — Y %BI13 5121%, [AnyConnect 7 74 7 > K 4 A— (AnyConnect Client
Images) ] =V 7 C[EM (Add) 1Z27 Vv 27 LET,

e ASA 27 v 7 m— K L7z AnyConnect f A —VZBIRT HITF, [ 7T v =2 DS (Browse
Flash) 127V v 7 L% 7,

o VB a—# ElZu— A WIRTF LT AnyConnect f A —V 2SR LUTRIRTH121F, [Ty
o— K (Upload) 1227V v 7 LET,

[OK] E£72iX [T v 7 r—FK (Upload) 1227V v 7 LET,
[#H (Apply) 122 Vv 27 LET,

2-8 AnyConnect 1 A—SDOEE
Remote Access YPN a2 Confiquration > Remote Access YEN > Network (Client) o
3 Introduction ~| | Bccess > AnyConnect Client Settings

..... AnyConnect Chient Images

Cisco AnyConnect Client: packages can be downloaded from the Cisco
‘wteb using the search skring 'AnyConnect VPN Client'. The regular
expression is used to match the user-agent of 2 browser to animage,
You can also minimize connection sekup time by moving the image used

_Q‘ Dynamic Access Policies by the mast commanly encountered operation system ko the kop of the:
: Group Policies list.

+ ‘E%Anyccnnecl CustomizationLoc shization
AnmyConnect Chenk Profile

&, Secure Mability Solution

&_) Devics Setup
|
% Firewal .

& Note: The Cisco AnyConnect 2.5 Client can be downloaded
_— From this link after log on to CCO:

& Add i i 1|+

Regular expression ko m...

(328 Remmote Access PN
|
) siteto-ska voN
| & Add AnyConnect Client Image
/g, Trend Micro Conter: Security
| + diskD: N -
@)De\dt& Manag AnyConnect Image: | diskD: fanyconnect-win-3,0.0593-k3.pkg
»
L—4 Regqular expression to match user-agent ¥
Device co.. £ Active docs 15 9
ok [ camcel |[ hen | §
=1

T RLADEIY M THFAERELET,

DHCP 0, = —#NE VM T=7 NLUAIEELHATEET, a—HIP 7 NL R = ZER L,
FEOT—NEHERTO T 7 ANCEID B THHFELHVET, ZOHA FTIE, —EURT7T FLX
F— N FEp e LTHERHLET,
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http://www.cisco.com/cgi-bin/tablebuild.pl/anyconnect

| 2% AnyConnect Secure Mobility Client ® BB

AnyConnect % Web EB7 2 ASA oz B

[# & (Configuration) 1>[ UE—hk 727X VPN (Remote Access VPN) |>[ Ry hU—2 (/T
AT~ 727EA (Network (Client) Access) 1>[ 7 RL-2HID 4T (Address Assignment) ]> [
7 R A 7=/ (Address Pools) ] Z#IRL 4 (K 2-9), [IP F—/L@iBIN (Add IP Pool) 1 7 1 &~
RUIZT RV A T—nff@a A LET,

s
2-9 [IP 7—)LDs&Em (Add IP Pool) ] #4704
Remote Access YPN a2 X Configuration > Remote Access VPN > Network {Client) Access > Address Assi t > o
2 Introduction | | Address Pools
=@ Netwoek (Client) Access
4} AnyConnect Connection Profies Configure named IP Address Pools. The IP Address Pools can be used in either a YPM [Psec Connection
&= AmyConnect Customization/Localiz: Brofiles, AnyConnect Connection Profiles or Group Policies configuration,
[Tl AnyConnect Client Profie &
Add Edit Delete
i AnyCornect Cliert Settings - f 1 ek )
% Dynamic Access Policies PoolNalge  Starting Address  Ending Address{Mumber of Addresses  Submet: MaskiPrefic Length
Group Policies

EDi IPsec Connection Profiles
I Secure Mobiity Solution
= fyp Address Assignment
Assignment: Policy

()] sidciress Pools 8 AddIP Pool
+- T3 Advanced
* Clientless S5L WPN Access Mame: Engineering
¥ anall aealllars M !
¢ > Starting IP Address: | 209.165.201.1
- — [3;
Eﬁ)gem Sekup Ending IP Address: | 209.165.201.30 B
% Firewal Subriet Mask: 255.255.255.224 v:
gg Remots Accass YPH
= Lok || canesl || rHep |
£ sweno-skeven
% Device Management
. .
o
- @
i - ]
docs 1s 55 Siz7jto 052 amuTC |

AFw7F 8 AnyConnect DX 7 — REA F—7 ML, #7277 A NVDT RLA F—LE&E Y Y TET,

[#E (Configuration) |>[ U %E—hk 727X VPN (Remote Access VPN) [>[Xv hT—7 (7 F
A7) 727 A (Network (Client) Access) ]> [AnyConnect #fit 7 = 7 7 A /L (AnyConnect
Connection Profiles) | Z#R L £3, (K 2-10) OKRFNZHE- T AnyConnect 7 74 7 oA F—7
LTS, 7 RLA F— &80 Y TET,
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W AnyConnect % Web EBi7 % ASA D%

210 AnyConnect D¥9>0—KDA +—T )Lk

Remote Access ¥PN & B ¥ | Configuration > Remote Access VPN > Network (Client) Access > SSL VPN Connection Profiles o
2 Itroduction
B Nestwork (Chent) Access

The security appliance automatically deploys the Cisco AnyConnect YPN Client or kegacy 551 VPN Client bo remote
users upon connection. The inktial chent deployment requires end-user administrative rights. The Cisco AnyConnect

on Profiles = 2
VPN Cle HTTPS/TCP (S5L) Tr Se TLS) b 5
D) IPsoc Connection Profiles " (55L) ransport Layer Security (DTLS) bunneling aptiors
Group Policies
Dynamic Access Poices (More chentrelated parameters, such as chert images and cient profiles, <an be found at Cler: Settings,)

- T anyConnect CustomzationfLocsl
AnyConnect Clent Protie

AnyConnect Clent Settings sble Cisco AnyConnect VRN Chent or legacy 551 ¥ Client sccess on the interfaces selected in the table below
# Gp Address Assignment
& (2 Advanced Interface Abow Access Require Client Certficate [Enable DTLS
i (I8 Chentless S5 VPN Access outside ] O (]
® g AdnLocal Users inside m]
& B Secure Deskiop Manager managemant [m] [m] (]
# 5 Certificate Management kast [m} [m} (m}
Langusge Locsization
DHCP Sarver
oS Rocess Port: | 443 | DTLS Part: | 443
¥ B adarced Click here to Assign Certificate to Interface.
Connection Profiles
(Connection profile (tuninel group) table below contains records that determine connection palicies. A record identifies
&mm 2 default group policy For the connection and contains protocol-specific connection parameters.
gdﬁ I & add HER)(] Delete
e Rhases S5, VN Client Frotocol Group Policy.
&gwmsw Enabled DerGpRoicy
Enabled Pobey
G geseayen 2bied
Enabled DfkGrpPolcy
E}MW

Basic
= Advanced

Global Client Address Assignment Policy
This policy affects all Network {Chent) Access connections. The Following are tried in order until an

Configuration changes saved sud

General 5 s Found.
. [ use suthentication sarver
Authentication
Authorization [] Use DHCP
Accounting
S5L VPN Use address pool
] Alows the reuse of an IP address | mimukes after & is relessed

Tnterf: pecific Address Pools

B® Assign Address Focte to Interfoce

Interface: inside

0% Select Address Pools

Assigned Address Pools
| Engineering

o) (o J ]

242884
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AFvF9

1) E— kb 2—H~®D AnyConnect ¥ > A—

AnyConnect % Web EB7 2 ASA oz B

TN—F R —
i‘?—o

[ %7 (Configuration) ]>[ U<E—k 727 A VPN (Remote Access VPN) |>[ Fx v hT—2 (7 F
AT ) 727 A (Network (Client) Access) |>[ 7/ —7 &R U > — (Group Policies) ] # %R L
F9, [ FVv—7 KU — (Group Policies) | SFNANFRINET, 2-11 OEENZHES T, 7
N—TFDSSLVPN 7 747> A Rx—TNMILET,

THAIESNZ VPN horx V7 7Fa ha)E LTSSLVPNZ S4 7 » MEfEEL

-~ -~ =1
2-1 bRy FAFajLELTOH SSL VPN OIEE
Remote Access YPN S 8 % o
~
L Manage YPN group poicies. A VPN group is a collection of
= pairs that may be stored |mundlym&nds~uamrndlymamluim server. The group
ipoficy information is referenced by YFN connection profiles and user accounts.
[T AnyConnect Client Profils ian sttributes from an LDAP server you must use an LDAP atbribute map.
[Tg] AnyConnect Client Settings
s Type Tunneing Protocol AAA Server Group
onnection Profies.
m Secure Mobilty Schation I""a - Innerkzd . ﬂ .
Address Assignment Internial [-ma- |
2} E} Advanred
B e
©-ab A
3 r "
E Mame: DfitGrpPakcy
< Servers r
™ [ Advanced Banner: |
gi.‘“ﬁ, ——— =]
=2 1Pv6 Address Pook: | (=
53 per '
Ste-§ More Options 2
| E&m Turneling Protocals: Clientless S5 vw@ ESLPN Client []Psec [[]L2TP[TPsec
i TPvé Filker: -~ None - v
e Pyt Fiter: [ None - v
wac oty [~one - v
Access Hourst - Unrestricked -- v [ Manage...
Simulktaneous Logins: 3
Restrict access to YLAN: Unrestricked - bt
Conmection Profile (Tunnel Group) Lock: |- None — v
Masinum Connect Tene: [] Uniiviced |
Ide Timeout: [unlimked [30 | minutes

On smart card remaval: (& Disconnect () Keep the connection

Find: ] ® <)

[ ox [ comcel ][ e

242920

FDEXR

UE— b a—=FREINCT T 7 FTER L TWDL5HE. 7 74/ F Tt ASA 1T AnyConnect % % 7
n—RLERA, 2—FOFIK. T74ANV DT T4 T LA R—H N ~X—|Z [Start
AnyConnect Client] Fm U —723F& RS, 22— AnyConnect DF 7 m— FZEINTEDH LI T
RoTWET, FHF. 7 74TV RV A R—Z L R=V %5 FRTHZ E72<, 9<IC AnyConnect
EF = RT5E9 ASA ZRETEET,

VE—h a—HFzFar 7 haRR L, REINZREFNIC AnyConnect 24 7 a— RT50, 7
TATVRVAR—=ZN X=VaRRFTDHE) ASAEZRETLHZELHTEET,

ZOMRRIZ, IA—T7 RV —FFa—FICH L TRETEET, 20X Rn s VRELET
T2, ROFIRICHES TS ES W,

Cisco AnyConnect Secure Mobility Client E2&744/ F
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W AnyConnect % Web EBi7 % ASA D%

ATvF 1 [#E (Configuration) ]>[V<E—F 7272 VPN (Remote Access VPN) |>[*v hU—7 (7 F
A7) 727 EZ (Network (Client) Access) |>[ 7 /v—7 KR Y 2 — (Group Policies) ] Z#R L
FT, A= RV —ZFINL T, [fmE (Edit) 1227V v 7 LET, [WHI7L—T KNI > —Dff
£ (Edit Internal Group Policy) 1 V4 » RUBRRrENET (¥ 2-12),

AFyFT 2 Fer—var g T, [ (Advanced) ]>[AnyConnect 7 74 7 ~ (AnyConnect Client) ]
>[4 U E (Login Settings) ] IR L4, [ 7 A % DOFKE (Post Login settings) ] 23FR
ShEJT, BEIZSUT MK (nherit) | Fzy 7Ry 7 A% F 7120, [07 A %DOERTE (Post

Login setting) ] Z#@&R L F7,

=PI T e T NERTTLIHAIE. XA LT U MEREZEE L, ZORMFEEZDOT 7+ /v NEIE
% [Default Post Login Selection] =V 7 CTE#i{R L £ 77,

2-12

Remote Access YPN

AJ4 VREDER

ss > Group Policies [

o
Dynamic Access Policies

Manage YPM group policies.& VPN group is a collection of user-oriented authorization
atbributefvalue pairs that may be stored internally on the device or externally on a
RADIUSLDAR server. The group policy information is referenced by WPN conneckion
profiles and user accounts.

To enforce authorization attributes from an LDAP server you must use an LDAP attribute

@ Site-to-Site VPN

E;l,omumm

---Split Tunneling
- IE Browser Proxy
=551 YPN Client

|Engineering

After successfully logging in, user can have the choice to download the dient software, or go
to clientess SSL WP portal page, The Follawing settings decides what will happen.

Post Login Setting -

i ]
@-- anyConnect Customization 0 3
# ;‘lpnddress Assignment 7 & Add . . S|

Name

Typs

Internal  sve,IPSec,web,., -- NfA--

svi, IPSec,web. .,

() Do nok prompt user to choose

Tunneling Pro... A& Server Group

(%) Prompk user ko choose
Key Regeneration

. Dead Peer Detectic User has |15 seconds ta choase, or Defaulk Post Login Selection below is taken.
Customization

& IPsec Chert Default Post Login Selection
() Go to Clientless SSL YPH porkal
3 H (%) Dovinboad 55L WPH Client
Find: | @rext @ Frevious
[ Ok } | Cancel } | Help ]

247742

AF9F 3 [OK]&227Vyr L, BREEZ L= K —IC@#ALET,

2-13 iX., [Prompt user to choose] & [SSLVPN 7 74 7 > h®» X 7 u— K (Download SSL VPN
Client) | #BIRL7ZBAIC, VE— DN 2—PFIIRKR SN TR T FERLTVET,

Il Cisco AnyConnect Secure Mobility Client &EB&# 4 F
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AnyConnect % Web EB7 2 ASA oz B

R 2-13 JE—F 2—HFIZRFTSIhDZOQF510%Fo> T

\%"—" AnyConnect will siart in 24 secends.
11 .

o Start now

250085

BINERETHERTIE S 2—ILDOA R2—TILiE

ATFvFT1

A7y 2

AnyConnect THREZ A X —T NI T 5 L, FieEL M T 5720 VPN = FRA  FDET 2—/1
EEHTO2LENHY T, ¥ U ra— FREMEZRE/NRIZIMZ 27O, AnyConnect I, HAR— k&L
DEMEEICHLEIRE Y 2— 17121 (ASAD) FUrm—FT5X98RLET,

HHSEER A 2 — TN T BT, I —TF R —F 3 —FLOREO—FHE LT, HLWVE
Ca— WA ERETAHALENLY ET, IA—T RIS —DEVa— L ¥ ra— R 32— LI
T BIIE. ROFINEIZHRENET,

[#%7E (Configuration) |>[VE—hk 72 & A VPN (Remote Access VPN) > [y hT—72 (7
AT v ) 727EA (Network (Client) Access) > [ 27 /v—7 & U > — (Group Policies) ] Z#R L
ET, IN—T RV —FBRLT, [fmE (Edit) 1227V v 7 LET, [NEITL—TF K > —OfF
#£ (Edit Internal Group Policy) | 7« ¥ RUBRFRESNET (K 2-14),

FEes—var ST, [ (Advanced) ]> [AnyConnect 7 74 7 > b (AnyConnect Client) ]
EBRRLET, [Fvrma—RT547varnr 747k EYa2—/1 (Optional Client Module to
Download) | Fey U A %227 Vv 7 L, EVa—LEEBRLET,

* AnyConnect DART : DART # % 7 > u— K4 % & AnyConnect D1 > A b—/L LIEIZBIT 2
D NI TNy a—=T 4 ZICARRT =2 2 ETEET,

e AnyConnect *v hV—2 77 A X —U% : ZOEV2— VLD, LAY 2T77®
A Fy b= ORI ERIRNTE, ARMETA Y LVADTEDOFR Y T =227 7 8AT 57
DDT WA ABFEE FATTEET,

* AnyConnect SBL : Start Before Logon (SBL) ¥ =—/li%, Windows a2 A v XA 7ua s/
Ry 7 ANRFRINAEINIC AnyConnect ZBliGT 5 Z LI2 XLV, =—F % Windows ~Dr 71
ANCRZEA > 7 T ~HGINICER S E T, SBL 24 3 — 7T 5 I F I FRIBHIZOWNTIL,
I'Start Before Logon ®#% | (P3-7) Z#ZML T ZE 0y,

e AnyConnect Web % = U7 ¢ : Web &%= U7 ¢, HTTP h T 7 1 v 7 % ScanSafe X% v =
YT TAXRVNIN=T AT THT SRR AR =R T, T T4y Fuk
| ScanSafe Web A% v =27 —E R L > CiHMlisnE 7,

e AnyConnect 7L A bV : T LA R FVa— UL, BEOHD T Y ORFTICHET 5 IER
% Cisco IronPort Web ¥X¥ = U7 4 7773472 (WSA) O Web 74 VZ VLT LT TR
N7 F v IZEFELET,

o AnyConnect RAF ¥ : KAF ¥ EVa— /ML), /54T FTlE. FAMIA VA F—L&
NTNWEFXL—FT 4 T VAT L, TVFIOAINAR, TUVFRIAL T 2T, T7 AT T F—)L
DEY T N =T E#EBITEET,
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W IPsec IKEv2 DA +— Lt

214 Hoon—RE3FFoavDIS5470 0 EDa—ILDEEE
Remote Access YPN a 4

onfiguratios Remote Acces: work ant) Arce =
Trtroduction A > Gr Policies
EWWk (Clen) Access . Manage PN aroup policies. A VPN aroup s a collection of user-oriented
; AnyConnedt CDrI'IecF\on. Profi authorization attributefvalue pairs that may be stored internally on the
AnyConnect Custormization,Le device or externally on a RADIUS/LDAR server. The group palicy

AnyConnect Client Profile information is referenced by YPH connection prafiles and user accounts,
AnyConnect Client Settings
q. Dynamic Access Policies - orce authorization attributes from an LDAP server you must use

A —
: IPsec{IKEv1) Connection Prof
T Secure Mobility Solution

E\ % Address Assignment

(-7} Advanced v
< ¥

Type Tunneling Protocol AL Server ...

| Internal [ikev1, keve,l2tp-ips.., [ Nja - |

DFlbGrpPalicy (Syst...

# Edit Internal Group Policy: DfltGrpPolicy

- General Keep Installer on Clienk Systern: (3) Yes ()Mo
~Servers
=-Advanced Compression: () Enable (%) Disable
- Split Tunneling
- Browser Proxy Datagram TLS: (& Enable () Disable
ERnnyConnect Client] . .
. F i
@-Pser Client Ignore Don't Fragment{DF) Bit (O Enable (%) Disable
Keepalive Messages: [ Disable Interval: |20 seconds

MTL: 1200

Optional Client Modules to Download: | 2SR EE IR e NE Rty = = g e il v
Always-On YPH: AnyConnect DART
nyConnect Network Access Manager

Client Profles ko Download: AnyConnect SEL

AnyConnect Web Security

AnyConnect Telemetry

{1
3] L]
Find: | @ @

[ Ok ” Cancel H Help

246138

A7F97 3 [OK]z2Vvr L, BEEZZ L= R —ICHEHALET,

~

GE) [mZ7 A vaEioidE) (Start Before Logon) | iR L7234 1%, AnyConnect 7 747> ~ 7
077 ANVTHIOMEEZA F—7 M DIHRERH Y 9, FEHICOVNTIE, [ & 3%
[VPN 77 BERADOFEE] 2R LTI EN,

IPsec IKEV2 &N 1 r— Ik

Z ZTlE. ASA ETIPsec IKEV2 ##i%x A x— 7 NMITHFIHEZRLET,

AnyConnect 7 7 A4 7> b o r—T% ASA IR — R L% T, IROFNEZE FEITL T, ASA IZ IPsec
IKEV2 B & ik L £7

Cisco AnyConnect Secure Mobility Client §E&H 1 F
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IPsec IKEv2 &804S x—J i W

AnyConnect VPN Wizard %7 LEJ, [V —/ (Tools) 1>[ 7V ¢ ¥ —F (Wizards) ]>

[AnyConnect VPN Wizard] Z#R L £3 (K 2-15), 7 ¢ ¥F— ROFIEIZHE > T, [Psec IKEv2 #ft H
DIEA VPN Bz fFk L £7,

215

AnyConnect VPN Wizard

@ Cisco ASDM 6.4 for ASA

File  Wiew Tools Wka‘dsl%dnw Help

Look For: |

@ml%wl

Starbup Wizard...

|a3=dn.3 D e |

WPM Wizards

]

Remote Access |
B Introduction

I e Coni
[ AnyConnbr

High Availability and Scalabdity Wizard. .. ‘

Unified Communication Wizard. ..
Packet Caphure Wizard...

Site-to-site YPN Wizard. ..

AnyConnect VPN Wizard. ., N

Clientless S5L WM Wizard. .. 5
| IPsec (IKEv1) Remote Access VPN Wizard. ..

I g Group Policies

#- ) advanced

- [1f] AneyConnect Client Profile
[ anyConnect Cliert Settings
Dynamic Access Policies

Psec(IKEv1) Connection Profiles
i Secure Mobility Solution
w % Address Assigrment

USEFS C&N aCCess Corparate networ

on-site. The data traffic between remote users and the corporate network is secured by being encryp

Internet.

The PEREIRERESHE provides simple "How Do I* steps for configuring Network {Client) Access.

Important Concepts

Fallowing are some important concepts for setting up a connection.
1. 55L tunnel and IPsec tunnel

245887
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W IPsec IKEv2 DA +— Lt

ARF9FT 2 TurdryANZT 4 XEERALT, VPN T r 7 740D [H—sN U Xk (Server List) | = b U &
£ LET, [E (Configuration) ]>[VE—F 727 &2 VPN (Remote Access VPN) ]>[* v b
J—2 (V547 ) 727¥EA (Network (Client) Access) ]>[AnyConnect 7 74 7> h a7 7
A /v (AnyConnect Client Profile) | Z#R L E§ (¥ 2-16),

2-16 AnyConnect 754 7> b 7R 74 )LTD IKEV2 DIEE

=| = T — ey G |

" inroduction
5 EB] Network (Cler) Access

. Youean
select  profle o ek, change group or ko delete. Vou can selct the AT bukton to add a e profe. ressing the knpoet or Expart
profle wsage b

Future anyCorrect versons.

& mowm T vlte| T inport 8 Export £3 vabdate
Predis Nane | Profie Ussge roup Pokey.

Hotname  Most ivdross | User Group_Bachup Serv...Aufomatic 5. CALRL
2. exacie. . 205 2des "~ Toharked -

B Server List Entry.

Hostrsa (1squied)  [kav2.susle com
Host s 9.165.200.225
Usse Groip =

Bichun Server Lt Brimary Protocel ~

i s [ELEvR——

Buth Method Dureg IE Hegatiston | er-ssa 3

by O i Seabled. Lo Balancing Fisk have baed dsbd, re—

245888
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ATFvFT 3

IPsec IKEv2 &804S x—J i W

VPN 7u 77 A vk EHTE70—7 R o— BT £, [#E (Configuration) [>[V
EF— K 727 EA VPN (Remote Access VPN) 1> [Fv hU—2 (7 54T ) 727 &A (Network
(Client) Access) ]>[ZV—7 K'Y — (Group Policies) | #FIRL £, 7L —7 R v —%iRE
L. [#:# (Advanced) ]>[AnyConnect 7 7 7 I (AnyConnect Client) |28 L £

(& 2-17),

217 TazrAETL—T Ry o—OBEERIT

& Edit Internal Group Policy: Sales @

Generd Keep Instales on Chent System; Irherk
Servers
= Advanced

Spit Tunneling

Compression: [ et

Datagran TLS: ] Irbert
Ignare Don't Fragment{OF) Bit:
Keepabive Messages:

Dasd Pesr Detsetis | MTU:

Inherk
2] trhert
Inherk
b oo cherd Optional Client Modiules to Dowrinad: (7] Inberk
Alusanys-On VPN (] Inheri

Clienk Profiles to Dovrkoad:

Profle UsagelType

aprlfike name and the usage wil be determined automaticaly. The ‘View Frofie’ button wil open the profile
viewer (no Aditing) f the AnyConnect 2.5 chent or later i instaled and if the profile usage is determined.

245889

IKEv2-enabled 7 547> F 702774 IILOERIER

ATFyvFT 1
ATFvFT 2

ATFvFT1
A7y 2

V72T ERLATLAEER LT 747 b&HERERT 5 & 1%, IKEv2-enabled 7 7 A4 7
77y ANVLEERERTILERNDHY 3, FIEIIKO LB TT,

Winzip, 7-zip, 73RO —F ¢ U7 ¢ ZMH LT, ISO %Ak L7,
WDT H K% B L TRIRLET,

anyconnect-win-3.0.0xxx-pre-deploy-k9\Profiles\vpn

Fa7r AN 2T 4% (ASDM RXR—V g U ERIFIAZ L RT7ry A=V g 0) AL TERLE
IKEv2/IPSec VPN a7 7 A V&, WROT7 L ZIlZav—LE7,

Setup.exe #FATL T, A YA M=% FIT L, [T XTER (Selectall) ] #4712, [AnyConnect
VPN & ¥ = —/L (AnyConnect VPN Module) | D& %EF 2L ET,

RECDIYIVENYIMIITICEKREIFA4T Y TOT 74 IILOERIERR

SlySoft, PowerISO 72 EDRAEA CD ~U > b V7 "= 7 2EHLT, 7947 N Fe7r A%
HAERAT2 2L b TEET, FIHEIKRDLBY TT,

BECD~y > b Y7 =T 2EHLT, ISOZ~YY MLET,
VI NT2T DA VA=V, TaT7 7 A NEBEYRT7HVZIZERLET (E 2-3 250),

Cisco AnyConnect Secure Mobility Client E2&744/ F
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W AnyConnect 7547 FE&UL TP a3y EL2—LOERER

GE)

® 2-3 9347 bPORBAK/SR

oS T4LYFY KRR

Windows 7 $ X % Vista C:\ProgramData\Cisco\Cisco AnyConnect Secure Mobility
Client\Profile\

Windows XP C:\Document and Settings\All Users\Application
Data\Cisco\Cisco AnyConnect Secure Mobility
Client\Profile

Mac OS X B L Linux /opt/cisco/anyconnect/profile/

Ao Y U —20 AnyConnect TiX, AnyConnect = > AR —x > NI 3R Jopt/cisco/vpn IZA A h—/L
SIE L7z, BIFE, AnyConnect =2 7R —3 2 ME, /YA /opt/cisco/anyconnect |2 > A b —/L I E

R

FRRIBRICET 5T 0MhoE> +

MSI A v A b—=TF %M AT 25A, MSI Tix, 727747 K 7r7 7 A (Profiles@@pl\vpn 7 # /v
) IRESNTWAEED T 7 7 A VEBIRL, A4 A =P R 7 2 VX ICERE L £,
A VA N=NRIZT BT 7 A EFECTEAERMT 255G, FEID, Altiris 72 & SMS 2 LT
Ta Ty AN Ea =352 LICLD, W7 AN AT e T A NVERBELTIEIN,

9 247> F® Weblaunch
AnyConnect 7 7 A 7 > k% Weblaunch 9% (21X, ASA ® URL kOB TT 7 v VFIZASH LT,
v/ 4> & AnyConnect 7 7 A4 7 DX 7 ru—RE{TH L5, 2—P IR RLTLEE N,

https://<asa>

AnyConnect 7 5472 FELKUFTar EDa—ILD

FHI &

ZITE 2T IFGAR YT N =T RAVAT LA LT 47 b EREET 272012
572 £, AnyConnect Secure Mobility Client O HFRiER 7 v & 222>\ CHEA L 7,

LR OIE T, AnyConnect 7 74 7 2 b & HAIERT 5 HIEIZ DWW TEAL £,
o [HRIE v r— 77 A 4ER) (P.2-29)
e [Windows 22> ¥ o — & ~DOHEATERM] (P.2-29)
e [Linux 8X O MacOS X 22 = —X ~DHEFER] (P.2-36)
o [Firefox |2 &2V — "FEHFEOMGE] (P.2-39)
» [AnyConnect 7 7 A /L1 (P.2-39)

Il Cisco AnyConnect Secure Mobility Client &EB&# 4 F
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AnyConnect 754 7> F&&ULF FTay ECa—noznEn N

FHIRFANYT—2 771 ILIRH

AnyConnect VPN 7 ZA4 7 bD a7y £V a— LB LIRA S g £V 2—/L (SBL, AnyConnect
AnyConnect Diagnostic Reporting Tool 72 &) X, MMEDA VA F—/L T 7 A VETT T 0 7T AT
LoTA v A b=, B ENET, AnyConnect /S— 3> 3.0 DA, Windows T 227 by 7 A
VAR T ANE, ISO A A=Y (¥iso) ICEFENTWET, TOMDOTXTDOT Ty M7 4—
L DAL, AnyConnect /N— 3 > 2.5 LIRTOHE L R UFIETHEAY OLEDOA VA M= 77 AL
T AEBEOFETHEMNICEM TE £,

# 2-412, FHIEMT 5 AnyConnect Ny 7 —Y D7 7 A V4% OS TEIRLET,

#* 24 EHIRBET 5 AnyConnect /8y 45— 27 A ILDEHI
os AnyConnect 3.0 ERiBAN Y 7—24%
Windows anyconnect-win-<version>-k9.iso
Mac OS X anyconnect-macosx-1386-<version>-k9.dmg
Linux anyconnect-linux-<version>-k9.tar.gz

Windows O E1—42 ~~DERIER

Windows 2= > B a—# (ENANVTERLSTAZ by 7)) FHO AnyConnect 3.0 FaTER A > A h—/L
I, ISO A A=V TRMMEINET, ZDISO R —Y Ty A ML, 72X pf—bz2—F 7 V77,
fxDaryR—xr s A A =T %BETEHEL 7 Z A=a2— F a5 A AnyConnect D=7 E
Va— A Tvary TYa—LHADOMSI #ERET,

PITOIETHX, Windows 2 > B = — X ([ZHEFIEBET 5 HEIZHOWTHALET,
o NSO 774 VDJER] (P.2-30)
o S AN a2—FT 4 VT 4 DO2—Y~DEM| (P.2-30)

e [Windows Al AnyConnect £ 2 — /L THE L INDHA VA M=)V EIETT A A b —IVIEF)
(P.2-31)

o IR SN 7= AnyConnect &2 —/LDA > A h—/L] (P.2-32)

e (XY MU=V T BAF—=VrBIOWeb X2 T 4 &2ARX L KTy 7)) r—va v
LLTA VA M=NT B0 a—FER] (P.2-34)

o [ B —FF54 X VT =T RBREAVATLHAMSI 77 A4 0Dy r—I4k) (P2-35)
o (VAL — 54TV ’NBIOAF Y ary FVa—nNDOT7 v 77 L—F] (P.2-36)
o MV AP—FDOHAE~A R —R1T4X] (P.2-36)

ISO 274 VOB

TR ARy =V F, 22— a v Ea—XICBRT27 77 ABLOMSI A VA —F 7714V
EELISO Ry r—3 77 A VAN RAERTWET, ISO Nur—Y 77 A VERRATS &
vy 7w TFr T A (setupexe) IZLH-T, A VA=V 2—=F 4 VT 4 A=a—RNETBLV
BRINET, 2OA=a—lE, 4 Ab—1T2% AnyConnect ¥ = — /L& 2 —HFPRBIRNTX 5, #
Fl7e GUI T3,

BEIGE U T, ISO A A=V nbflx DA A M= 2RO LT, FHTRMTDLILHTEET,
FHIEBA Sy 7 =P HNOKA A b —=F1F, ERNCETTEET, 77 A V2 REAT DIAFIE, HEFIC
EHETY, MoV Tk, Windows fl AnyConnect ¥ =2 — /L TR E ENDHA A h—LFE T
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W AnyConnect 7547 FE&UL TP a3y EL2—LOERER

ToAVA R NVIEFEZZR LT EI0,
#2512, ISO X —2 T ANV EEALTVALA T ANLNBIOE 77 A LORBERLET,

% 25 EHMEMAISO 771 LORE

274 iy

GUL.ico AnyConnect 7 = > [lj{%,

Setup.exe AVA =N 2—F 1 VT 1 (setup.hta) ZEBEIL FET,

anyconnect-dart-win-<version>-k9.msi

DART A7 Y a v FVa—VHMSIA VA =T 774
Il

anyconnect-gina-win-<version>-pre-deploy-k9.msi

SBLA v ay £Va—NLVHMSIA VA N—F 771/,

anyconnect-nam-win-<version>.msi

Xy b= TR X —=Dy AT ar Y a— L
MSI A A F—TF 774,

anyconnect-posture-win-<version>-pre-deploy-k9.msi

RNAF ¥ A7 ary ®Va—nVHMSIA VA =T 774
Ve

anyconnect-telemetry-win-<version>-pre-deploy-k9.msi

FTLANY) FFvary T a—LHAMSIA A N—TF 77
/])/l/o

anyconnect-websecurity-win-<version>-pre-deploy-k9.msi

Web X274 A7V ary Fa2—LHMSIA VA R—
7 774,

anyconnect-win-<version>-pre-deploy-k9.msi

AnyConnect =27 7747 MHMSIA VA F—F 774
Vg

autorun.inf

setup.exe ity N7 v FIEHRT 7 11,

cues_bg.jpg A A=) 2—=T7 4 VT 4 GUI DF REG,

setup.hta AVAP=NV2—=T 4 VT 4OHITML 77U r— 3 v
(HTA), 207077 MIHAZ <A A TEET,

update.txt AnyConnect N— g U FFSEZ VA MLIZTFA N 774

v

o

AR =L A—=TFT 4 ) T4 DA—F~ADER

=PI, A VA=V a=T 4 VT4 ERFEHLT, A VA=A THHAZEINLET, T 74/
T, TRTCOaVR—F L b OF 2w IRy 7 ANA LT, ZOEETIWVEAS, =2—VFiT [«
VA M=) (Install) JHR&Z %27 Y w7 LT, [Selections To Install] ¥4 7 2 /ARy 7 AZY A b &
Nz P =R MIRIEBETEET, BIRICESWT, A VA =T harR—xr MBI E

ﬁ-o

AVAP= N 2—=TFT 4 VT 41, ISO R Fr—2 77 A E L TRy r—IfbEN T3, setup.hta
LWwH HIML 77U 7 —va > (HTA) TY, 207077 Ak LTE, EEOLETE %, £EIT
ZABIENTEET, Z02—T 4 VT 4%, BBEIZSLTHAX~A AL TLTEEN,

X 2-181c. /£ A= 2—F 4 U5 ¢ GUl 2 LET,
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AnyConnect 754 7> F&&ULF FTay ECa—noznEn N

218 AVRAM=A—T12YUT 12D GUI
& Cisco AnyConnect Secure Mobility Client Install Selector, (2 ][E][%)
Select the Items you wis
AnyConnect VPN Module
AnyConnect Diagnostic And Reporting Tool
AnyConnect Network Access Manager Module
AnyConnect Posture Module
AnyConnect Telemetry Module
AnyConnect Web Security Module

Select All

Lockdown Component Services

Install Selected

FEA VA N—=FF, AL FNEITENET, a0 Ea2a—FDY T—hENELTEHA LA N—F D
BT, A VA P—=TOEKFETHRIC—VIZBEMEINET, f VA =N 2—FT 4 VT 41F, UV T—
FNERtBELERFA, 22—V, 2V Pa—FZFEBHTY T — " TA3LERH Y 4,

Windows fl AnyConnect V1 — )L TRELEENDIS VA M—ILFEEIET AR =)L
512

MBS T T, ISOA A=Y flx DA A= FWVELT, FTHTEHMATDHILELTEET,
HAER Ay = PHNOEA A P =T, HRNCEITTEET, iso 77 A NVHND T 7 A VDERE
FOMEICIE, BT 7 AN 2—TF 4 VT o A LTS,

77 A NETFECEAMATHHEE, BRLZa L R—3 2 MEOEFEBRICH LT 2081 H Y £,
a7 74T MMSLIX, A7 vary BV a— VAT ANEDH S, T3TOH VPN HE= v

A= PBEOEEa L R—X FEEFHRET, EBIC, A7 Vvary EVa—VHOA VA =7

X, BIESMEE LT, RIU/A—Y 3 > AnyConnect 3.0 27 7 7 ATV "R A VA =L ERTND
TEEMBELLTHWET, TNHDOA VA RN—FTIX, U=V aroary 7747 ERFEL
TWAZLEEMRLTILL, A VAN LVEHRDET,

4 VX F—IVIERF
A VANV OIEFIZTEETYT, AnyConnect ¥ =2 —/VFRDNAFTA A =L LET,

1. AnyConnect 27 7 5A T F FVa—NEA A=V LET, TOEYa2—/1iE, GUI B K
Y VPN #¥fE (SSL. IPsec O }5) & A A bF— L9,

2. AnyConnect Diagnostic and Reporting Tool (DART) ¥ a—/% A A h—/b, ZOFEY 22—
i, AnyConnect 27 7 AT v b A VA N—VIZBET D, FRALZKIERZRILE T,

3. SBL,. Xy U=V TR ~vF—V%, WebtFXalUT 4, RAFy EVa—1%, (EEDIE
FCTA A=V LET,
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W AnyConnect 7547 FE&UL TP a3y EL2—LOERER

GE)

4, TV AR FEVa—NVEA APV LET, TOET 22—, FAF ¥ EVa— /LRLE
/C“ﬁ—o

F7vary ®Ya—VHOEAEDA A N—=FTiE, A VA=A ENTNEaT VPN I T4 T b
DNR—=Ta VEHERLTHLL, A VA M—%{TWET, 7 TEVa— LA T ar TEV2—1D
N=T g VF—HLTVWDIHUERHY T, —HLTWARAWVWGESE, 7 vay EVa—iEFA A
f—En7T, —HLTWAENIERAS A =TI ba—WFiZ@EmMEINET, f A b—/L 22—
FAVTF 4 BFERTLESE. Sy r—PROEY2a— AR, FEOTELRBIRyr—Ifk&h
L=, N—=T g rEic—H,LUES,

T4 R M—IVIEF
ToA VA RN—ADIEFHLEETT, RKOIEFTESa—NET A2 A ML LET,

1. LA RNY EVa2a—ET A A =L LET,

2. XY RNUV—U T ®RA =%, Webtx=2VT 4, RRAF ¥, SBL #FEEDIEFTT A v
A =L LET,

AnyConnect =27 75 A TV T v A A M=V LET,

BHBICDART #7 A v A =L LET, DART {EHIZ. H—T A A b=/ Tt ANKLK
L7=GAIic s b £,

EATERA S Ni=- AnyConnect EXa—I/ILDA VR k—JL

AnyConnect €Y = —/VEZFFIERT 2556, FHFIL, FAEMAEY 2 —ABI0RIGT2527 747
YhTmT AN (BEVa— VTRERER) AT RRA LV MIab—T30ER’HY £,

~

GE) Xy b= 78R 3 —Ux 2T 58614, [Hide icon and notifications] 47> = »
%38 LT, Windows OHEFTEE OFRIZ Microsoft ® [ %> U —2 (Network) | 74 =273
RRENBVEICTOIRNER S £4, 774V NTIE ZOT A A NL@BHDH & Ko
T RTT, TOE—FTE, REEEHFOT 77— b RHINET,

LUFOEY 2 —/1iZiX, AnyConnect 7 7 AT > kN 707 7 A VISKETT,
e AnyConnect VPN & ¥ = —/L
e AnyConnect 7L A FY EV =2 —/b
e AnyConnect v NU—2 T EAvRx—Ux £V a—)L
e AnyConnect Web €EX¥ =2 VU7 4 £V a2 —/b
LIF OfEEIZIE, AnyConnect 7 7 A 7> b 7 a7 7 A MIMEH D £ A,
¢ AnyConnect VPN Start Before Login
* AnyConnect Diagnostic and Reporting Tool
e AnyConnect RAF v £V =2 —/b

FRIEEETY = —i%, [Windows A AnyConnect ¥ 2 —/V CHE L INDHA VA M—LEITT v
A A M=VEF) (P2-31) THHASHTWDIE/FTA VA N—ATHLERHY £7,

VPN £V 2—/L & & bicA 7> 2 »® AnyConnect ¥ = — /L2 HRIET 5121, RO FNEE EIT
LET.
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2AFyvFT 1
AFyF 2
ATFvFT 3

ATFvT 4

ATFvT 6

ATy 7T

AnyConnect 754 7> F&&ULF FTay ECa—noznEn N

anyconnect-win-<version>-pre-deploy-k9.iso % cisco.com 6% 7 m— RLET,
Winzip, 7-zip. E7IEREO2—T 4 VT 4 A LT, iso 7 7 A VONKEEZRHE L E7,

ITIGALTU RN ATy AN ELELTAEEY 2 —LOEAT. ASDM EHEASINTWATa 77 AL
ITFAEMAFZ L RNT Ry adr ANV 2T 4 X EEHALT, A VAL TEEV2—LHADI T
AT b TaTdZrANVEERLET, SEFIERIITIATUN 707 74 VOFREFIBIZOWV T,
WOEEBL T EW,

3% [VPN 77 AXADREIE]

4F (R hT—2 TR ZF—T % OFE]

6 & [Web £ = U7 1 OFRIE]

o % 7% [WSA |29 % AnyConnect 7 L A | U DFE )

B L2 AT v b 7a 77 AL, iso 7 7 A VD BRE LIz#EY e L7 FUIicaey—17T<
7ZE0,
* Profiles\vpn

i

i

Gl

e Profiles\nam
e Profiles\websecurity

¢ Profiles\telemetry

AnyConnect € ¥ = — /VOHEFIERHA O v r—1%, #£ 2-5. [FaiERM ISO 7 7 A LONE| T
TR LT IEENY,

VI N2 TEBYATAEZBHLC, FRIBEY 7 b7 Rosr—T8 7547 N Fary
ANEENTND Profiles T4 L7 FU AT RARA» MIERLET

(=T FGA X YT by =2TRBHCATLHMSI 7 7 A vD/3y r—U4k] (P.2-35) THMI SN
TW5FIEEFEITL T, 'Windows H| AnyConnect €Y 2 — /L THHEE INDLA A M= F LT v
A A M—=VIEFF) (P2-31) IZEZE SN TWBIEFT, AnyConnect €Y 2 —/b& A VA F—/L L&
\?AO
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W AnyConnect 7547 FE&UL TP a3y EL2—LOERER

F2YRI—= TR IFZ—D¥EELUWeb 2Fa YT E2RF 7RV FTYr—2 3
DELTA VR M=ILT 520D 1—FIETR

AnyConnect €2 — VDR y hT—27 T I A X =V ¥ BIOWeb X2V TF 113, =2—% 3
Ea—d RIZAZ Ry 77 r—a L LTRBATEET AV A=V a—T 4 U T 4%
a—FIZRAL THLHEIE. UTOHAZA T 2L 2 —WFITHRLET,

AnyConnect %> h 7 —2 72X v x5 —2+B IV (£7213) AnyConnect Web tF = V7 ¢ &
2=l

—J5. Cisco AnyConnect VPN €2 —/MIA7IZT3 L5 ICHERLET, Z0Xricdsre, 27
7747 O VPNEREDT 4 B—TNMIRY, Xy hT—2 TI7EA X —V v BLU Web &
X2 VT AN, A VA=V 2—T 4 VT 412L>T, VPNHRERLDOAZ L KTy 77U r—
vari Ll TA VA=A ENFET,

AVAM=V =T 4 VT 4 ZEBELTOWRWESEIEZ, MSI 7137 ¢
PRE _DEPLOY DISABLE VPN=1 %% ET 2LV 7 by =T EH AT A (SMS) ZHRET D
ZEIZkY, VPNBEEZT 4 B — 7 NVICTHHERH Y 7, wiZ, flERLET,

msiexec /package anyconnect-win-ver-pre-deploy-k9.msi /norestart /passive
PRE_DEPLOY DISABLE_VPN=1 /lvx*

INEIT-725A . MSI Tk, MSIIZH#®IA E 72 VPNDisable ServiceProfile.xml 7 7 A /L% |
VPN #HEEDO T 7 7 A VAICHESN TWET 4 L7 MU IZab—LET (77 AL RRC2NT
iE, K 2-15 2ZRLTIIZE W),

~

GEY 79472 bME, T_XTOVPNIZIAT U N Fa7dZr A VERARY £, (FEOTa 77
4 /L <ServiceDisable> 7% true I[ZFRE I N TV AHA. VPN IZEHIZ /> TWET,

FOH%, ATV ary EVa—VHOA VAN —=F%FITTEET, ZDA A F—FTiE, VPN ¥—
v 272 L C AnyConnect GUI i c& £,

2 —H [Install Selected] RZ > %27 Vv 7§ 5L, ROLENTONET,

AFRTRY 2y NT—T TIRAF—VF¥BLPIRAZ U RFT7ry Web X2V T 4 BV 2—
NOBIREWRT DR T T T XA T TRy 7 ARFRINET,

a—HWR[0K] 227V v 79 5E, #EMPRE DEPLOY DISABLE VPN=1 Z{f LT, A+ A
= z2—F 4 UF 412XV, AnyConnect 3.0 27 A > A h—FNEH SN FET,

A A= 2=T 4 VT 41F, BFEOTTO VPN 77 7 A LEHIRL THD
VPNDisable ServiceProfile.xml %A > A b —/L L E7,

A YA b= =T 4 VT 4F FHEDISECT, Xy NUV—2 TI7 A XRX—=Vy A VA F—=TBL
OCWebtFxalTg A2 b—=TxEBLET,

BT U T, AnyConnect3.0 2y NV —2 77 A %=V v BEUOWebtF=2UTF 4 £V 2—
VIR, 2 Ea—% ETVPN B —E R LTS, R—T /I 7,

~

GE) =zrbta—FEIRXy NI —7 TR I =Yy BERIA VA M=V INTNWRD o728
B A—PE XY NIV —7 T RBEARR—=V YDA VA=V EFETT DDA Ea—
2aVT— b T HULEROYET, ~HOVAT A T7ANDT v 77— RELBELET S,
TyTTV—=R A A=A DOEEL, 2—FF) T — b 20 BEL LET,
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AnyConnect 754 7> F&&ULF FTay ECa—noznEn N

IVER—TS5AX VI I T7RAVATLAMSI 274Dy 5r—4E

ZZTIEMSIA A= ax RIA VIFRH LR D2 Z—T T34 X V7 MU =T RAT A
T AEMEH LT AnyConnect 7 74 7> FBIOA T v a v Y2 — W E BT A7 LERIER

&

7a 77 ANDRREDOHINCOVTHHLET,
IMSI A > A b —Da<wy RT7A4OHL] (P2-35)
[AnyConnect 7’1 7 7 A )LV O ERST) (P.2-42)

(2% RT7ay 77V —arv bl LTORy NT—2 T A 3 —U % E7-13 Web £ =
VT 4 DA A R—] (P.2-36)

[AnyConnect 7' 12 77 LAOBIMEHIRD U A M2y HIERRIZT S MSI 2+ K] (P.2-36)

MSI A VR =DV FSA4 VUBEUHL

# 2-6 12, il % ® AnyConnect E¥ 2 —/L& A VA M= VT57DIEHT L, MSI A VA F—LD
A RIA VR LEZRLET, a2~ FICLoTAERENDI B 77 A VB R L THY £7°,

& 26 MSI A YR F—ADIAT Y FIA VBUHLELVERENASAT 771

AR F=LENDE
Sa—JL

avyks&VvnT 2740

VPN 72 L ® AnyConnect
ay 7747 v MERE,
AP RTBRY Xk
J—27 T ®A<w3—
Tx EIL Web X2 U
TA4 B a—VEA LA
=35 &XITHEHAL
£7

msiexec /package anyconnect-win-ver-pre-deploy-k9.msi /norestart /passive
PRE DEPLOY_ DISABLE VPN=I /lvx*

anyconnect-win-<version>-pre-deploy-k9-install-datetimestamp.log

VPN % Y ® AnyConnect
a7 74T v MERE,

msiexec /package anyconnect-win-ver-pre-deploy-k9.msi /norestart /passive /lvx*

anyconnect-win-<version>-pre-deploy-k9-install-datetimestamp.log

Diagnostic and Reporting
Tool (DART)

msiexec /package anyconnect-dart-win-ver-k9.msi /norestart /passive /lvx*

anyconnect-dart-<version>-pre-deploy-k9-install-datetimestamp.log

SBL

msiexec /package anyconnect-gina-win-ver-k9.msi /norestart /passive /lvx*

anyconnect-gina-<version>-pre-deploy-k9-install-datetimestamp.log

Xy NU—T TIRA <
F—=T ¥

msiexec /package anyconnect-nam-win-ver-k9.msi /norestart /passive /lvx*

anyconnect-nam-<version>-pre-deploy-k9-install-datetimestamp.log

Web X = U7 ¢

msiexec /package anyconnect-websecurity-win-ver-pre-deploy-k9.msi /norestart/passive /lvx*

anyconnect-websecurity-<version>-pre-deploy-k9-install-datetimestamp.log

RNAF v msiexec /package anyconnect-posture-win-ver-pre-deploy-k9.msi /norestart/passive /lvx*
anyconnect-posture-<version>-pre-deploy-k9-install-datetimestamp.log
TLARY msiexec /package anyconnect-telemetry-win-ver-pre-deploy-k9.msi /norestart /passive /lvx*

anyconnect-telemetry-<version>-pre-deploy-k9-install-datetimestamp.log
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W AnyConnect 7547 FE&UL TP a3y EL2—LOERER

RV ER7AY FFIYS—230ELTDRY R I—9 POERRA IA—TrFEEEWeb X2 UTFoDA VX =)L

Xy b= TV HAYF—=V v ELIIWeb EF =2V T %2 VPN —ERRLTA R F—1T 5
ZiE, Roa~y FEEITTOLERHY £,

msiexec /package anyconnect-win-ver-pre-deloy-k9.msi /norestart /passive

PRE DEPLOY DISABLE VPN=I

a7 AT MHOMSI #FEIT735HE, a7 7734 T7 2 A VA= FEFEFHFIN, BEFD
FTRTCOTa 77 A AREIBRENT, 71774 LOEFTIZ VPNDisable ServiceProfile.xml 231 A
F—&NnET, TOH, A7 ar TEVa—NVHOA VA N FFTTEET, TOH%, AFV
Frmey arR—x2 FTiX, VPN —E 27 LT AnyConnect GUI ZfEH Tx £,

AnyConnect #7055 LOEMEHIERD X FHSFERFRICT S MSIaTUF

Windows ©7'1 77 AOBMEHIRY A NE2RRTL2—FICKH LT, VA b—LINTND
AnyConnect ¥ = —/L %R /RICTE £, ARPSYSTEMCOMPONENT=1 Z i L TIEEDA »
A M= EERE LSS, TOEYa—/LiE, Windows D70 77 ADOBMEHIRY X MIERER
FH A,

AEIZEHEINTND N T AT+ —2OFEFHL T, ERRICTDHEY 22— LT L DK MSI A
AM=FIW NI VAT A —LEZWMALRNL, ZOTRRT A E2RETDHIE2BEIOLET,

LAS— 9472 bELUA T3y EDa—-LOT7yFITL—F
AIDON—2 a7 v 77 b— KT 584, AnyConnect Secure Mobility Client /X—" = > 3.0 %, LA
TOMBEZITVNET,
o HIDON—=VaroEay 7747 T w77 L—RL, §3CO VPN ZEE R LET,
e CiscoSSCS5Xx 2Ry NU—7 TR %=V % FEV2— W T v 7L —KL, Xy hU—
I TIRAF—=U X THHAT L7201 TXTO SSCREEZMRFFL, SSCS5.x #HIBRL 7,

e Ciscot¥xa7 TAJ by 7T THHATIHFAAN AX ¥y 77 ANET v 77 L—RKLET,
AnyConnect3.0 7 74 7V MM, ¥X%a7 T 27 by T EHEFETEET,

e CiscoIPsec VPN 7 5 A4 7 MIT v F 7L — R LFFA (HIES LERA), 2750,
AnyConnect 3.0 7 A4 7> hE, 2 Ea—% ETIPsec VPN 7 747 hEFHTFTEET,

e ScanSafe Web vt %= U 5 s #fEILX, 7Ty 7/ L —F#F RALlarva—% ECHETEEEA,
AnyWhere+ 27 A VA b=/ T DLERDH Y £7,

AVAM=S5DHREAT4RXEO—NF/(4 R
FT AT #—2%EHEH LT Windows Al AnyConnect 27 A VA =T 2 W AX~A A TE a7 A
VAM—TORFTHAYE—TV%R, VE— b 2—FOEBESHEICHN TE£7, AnyConnect D7 7
ATV REAVAN=TDHREA R =R T4 X (FR) OFMICONTIEL, # 11 %2
[AnyConnect 7 A 7>V hEA VA M—TDHAZ<A R u—hTA4 K] ZBRLTIIEEN,

Linux 8&U Mac OS X a v E1—4~DERIERH

PLFOETIE, Linux BEX U MacOS X a2 B a—Z ~OFERERICE L LIEREZ T LET, AEIX
WD EBY TY,
e Linux BLOMACOS X HEY 22— VOHEOHREINDA VA N—NVERITT A A F—L
DNER] (P.2-37)
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AnyConnect 754 7> F&&ULF FTay ECa—noznEn N

Ubuntu 9.x 64 £ v FZETLTWAH L B a—Z DA D AnyConnect Z | (P.2-37)

Mac OS X T Java A » A b —=F BNRBLI=GEDFE A A F— A7 a v offif]) (P.2-38)
(VAT ATOT 7Y r—va v ofilR) (P2-38)

[Firefox |2 & 59— "GEIEOMEE] (P.2-39)

Linux BEU MACOS X HED 12— IILDIFEDHREINDZA VA F—ILFERET7 VAR

c—ILDIERF

Linux 83X O Mac O~ DA A M—F WY LT, FEITRAMATEET, FrIEH Ny Fr—v
WOKA A M—T1%, EBNCFETTEET, targz 77 A NVERIE dmg 77 A VRO T 7 A LVDF
B RO, BT 7 ANV 2—T 4 VT 4 A LET,

T 7 AN EFEHTREMATSHE1E. ROA X b= VIEFZ < B8O LET,

1.

3.

AnyConnect 27 7 7A TV N EVa—LVEA A=V LET, ZOEY2—LiE, GULB L
Y VPN #6E (SSL. IPsec Diliky) %A A =N LET,

DART £V a— /& A A= LET, ZOFY2—/1dE, AnyConnect =7 7747 A
YA M=MZET S AHRZIEREZ RS L T

RAF ¥ TV 2— L&A A =L LET,

AnyConnect E21—)LOF7 VA4 VA =)L
ToA YA M= ADIRFbEETY, ROMBEFTEY 2a—aT A A b= LET,

1.
2.
3.

RAF X BV a—NVET AV A M=V LET,
AnyConnect 27 7 FA TV " T A A=A LET,

%2 DART 27 > A Y A h—/L LET, DART ffi#E, T —7 A YA b=/ 7Tt 203Kk
L72m BRI B £,

Ubuntu9.x64 Ev FZ2EITL TSV E1—4NDHED AnyConnect E¢4

Ubuntu 9.x 64 £ b & FEITL TWWH a2 B2 —#F ET Cisco AnyConnect Secure Mobility Client % 3%
179 %7212, AnyConnect Tix, A FOEMFZ ML LET,

NREYMNEBMIATIINRaLEa—F B, A =L ENTND,
Ubuntu9.x32 £ b X—=2 3 D NSS K57 4 77 U A Just/local/firefox |24 A h—/L &N T
W5,

Firefox FEBAEA 7 L EETE A LI —P h— 24 5 4 L7 b VI E 7= .mozilla/firefox
a7y A

I B ORMBICHLT 212iE, ROFIEZIATL E7

RDOavw s FEANLT, 328y VEMTGTAT TV EA A=V LET,

administrator@ubuntu-904-64:/usr/local$ sudo apt-get install ia32-1libs 1lib32nss-mdns

32 £ MR® FireFox % http://www.mozilla.com 75 % 7 > o — K LT, /usr/local/firefox (21 A
b= LET,

AnyConnect (%, %ZR NSSHEELT7 A7 TV EEICZDOT 4 V7 U TRELET,
WKDa<>r REAHLT, 2Z2TrRTT 427 hUIZ Firefox f A b=/ EREALET,

Cisco AnyConnect Secure Mobility Client E2&744/ F
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W AnyConnect 7547 FE&UL TP a3y EL2—LOERER

ATFwT 4

administrator@ubuntu-904-64:/usr/local$ sudo tar -C /usr/local -xvjf
~/Desktop/firefox-version. tar.bz2

AnyConnect Zfff+ 52— LCus 1L, A< &b 1A, Firefox ZETLET,

Rz X - T, AnyConnect 7 Firefox GEFIE R b7 & xf5863 2 72 O ICME 72 .mozilla/firefox 7' m 7 7
ANINE—=FDR—L T4 L7 FUITERSLET,

Standalone & — KC AnyConnect %1 ' A b—/L L E T,

MacOS X TJava {1 VR F—SHKBL-BEDFEEHA VA =L AT a > DER

AFwT 5

Mac | T WebLaunch Zf ] L T AnyConnect Z#2&) L, Java £ > A h—F BNERBML7ZHEIX. ¥ A
TasRy 7 2 [ FEiA A h—/L (Manual Install) ] V> 7 BERENET, ZOHE, =2—V
X, WOFIEEZETTILERH Y 7,

[ FEA > A h—/L (Manual Install) | %227V v 27 LEd, ¥4 T a7 ARy 7 AT, vpnsetup.sh 7 7 A
WERGET DA TV a VRSN E T,

vpnsetup.sh 7 7 A /L% Mac EIZIRIFL 7,

F—=FT N U4 FUElE, CD av >y FefAL T, RELET7AADRDHDT 4 L7 FUICBE)
LET.

W=~ Re AN LET,
sudo /bin/sh vpnsetup.sh
vpnsetup A 27 U 7 MZ X > T AnyConnect 1 & A h— A RBBENE T,

AVA M=%, [T 7V r—3 a3 (Applications) ] > [Cisco] > [Cisco AnyConnect Secure Mobility
Client] ®JEIZIERIR LT, AnyConnect & v ¥ a »ZtH L 7,

SATFLTODT TV 5—2 3 o DHIR

(E)

Mac OS X 10.8 Ti&, ¥ AT ATEETE 277V r—varzfiliRT 27— Fd—3— L5 ke
DEASHLTWET, KXY rr—RSNET SV r—a a3 5 0EIRTEET,

e Mac App Store

* Mac App Store and identified developers

o HHWDHLGHT
77 # v FEEIX Mac App Store and identified developers (B4 &7 7V r—1 9 ) TT,
AnyConnect I3, BAFMZOT Y r— 3T, ZOXREEIL Anywhere 32 E CTilH EIT SN E
7, Mac App Store 3% T % 24k L7=#4A . AnyConnect &1 > A b —/L B X ONEFTTBHI2iE, Ctrl F—
LN G 7Y v 7T 20EPRHY 9, FEMIC OV T,
http://www.apple.com/macosx/mountain-lion/security.html ZZH L T 723\,

IHNEFFLWAZ L RTa DA A R—)UZOREH S, Web OEEEZIZT0OS DT v 77 L—FK
(=& 21, 10.7 205 10.8) IZiIFEH SN ER A,
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AnyConnect 754 7> F&&ULF FTay ECa—noznEn N

Firefox |2 & 54—/ \SIBAEDREE

AnyConnect % Linux 7 /3A A{ZA > A b—/L L7=%#%. AnyConnect ##5t % #]6 CifTT DI,
Firefox 77 U % B4t L £ 9, AnyConnect TiX, Firefox ZfEH L CH — FEHEEZRIEL £7,
Firefox Zf< &7 u 7 7 A VMENSNET, 2O 077 AR LTI, b— GEAEZEFEE >
ThdHEMIETEERA,

Firefox Z i L2V E& 1%, Firefox fFFHERA M7 2B TH L5 Ice—h L R V—2RETH
ERHY ET, THIZiE. PEM X FTORE L SHETT,

AnyConnect 7 7 1 JL1E#R

ZIZTHEH, ROET, =2—% ar2—4F d AnyConnect 7 7 A /VOFFTIC DN THA L E T,
e [V RKRA VKN ava—F ELOEV2—1LDT 7 A1 4] (P.2-39)

e lm—=An arvba—Filf A b—LEnlca—F 777 L2 (P2-43)

e [TAnyConnect 71 7 7 A VOB (P.2-42)

IVRRAV P aAVEA— 3 EDED2—ILDIT7AILEA

#2712, 7747 NEHEAERELILASA BT HEEO RRA Y avEa—% ED
AnyConnect 7 7 f W%, ANV —T 4 VT VAT A FATTLITRLET,

& 2-7 ASA BEIEZEFEMA®D AnyConnect 27 7741 JL4&

Web-Deploy 1 Y X t—35 (FH>O—
AnyConnect 3.0 37 F) EHIEASI R =5
Windows anyconnect-win-(ver)-web-deploy-k9.exe anyconnect-win-(ver)-pre-deploy-k9.msi
Mac anyconnectsetup.dmg anyconnect-macosx-i386-(ver)-k9.dmg
Linux anyconnectsetup.sh anyconnect-linux-(ver)-k9.tar.gz

#2812, 7947 bEFEIREMAELIZASA BT 2L ED KR/ h avEa—% kD
DART 77 A V&%, XV —TFT 4 7 VAT A XA 7T LR LET, 3.0.3050 LY HEioY U —
ATl DART 22 AR —x 2 ME Web BHEAIZMEROZ Y v — K (dmg, .sh, £72i% .msi 7 7 A
V) 2o TWE L, U U —23.0.3050 LIETiE, DART 22> R—x> M pkg 7 7 A MICEEH
TWET,
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W AnyConnect 7547 FE&UL TP a3y EL2—LOERER

& 2-8 ASA BRFE-(IERERMAD DART /8945 —2 J74)L4A
Web-Deploy 77 L& E LUy r—
DART P (Forn—F) Pre-Deploy 1 ¥ X b—5
Windows U J—x3.0.3050 LI :
anyconnect-win-(ver)-k9.pkg anyconnect-win-(ver)-pre-deploy-k9.iso
3.0.3050 LV bpiDY YV —X :
anyconnect-dart-win-(ver)-k9.msi* anyconnect-dart-win-(ver)-k9.msi*
Mac VU —X3.0.3050 LI -
anyconnect-macosx-i386-(ver)-k9.pkg anyconnect-macosx-i386-(ver)-k9.dmg
3.0.3.050 LV bFioY YV —X%
anyconnect-dartsetup.dmg anyconnect-dart-macosx-i386-(ver)-k9.dmg
Linux VU —X3.0.3050 LI -
anyconnect-linux-(ver)-k9.pkg anyconnect-predeploy-linux-(ver)-k9.tar.gz
3.0.3050 LV bFivY Y —X
anyconnect-dartsetup.sh anyconnect-dart-linux-(ver)-k9.tar.gz

* Web B/ Ny 7 —UB L OFFIERR Xy 7r—0%, ISO 4 A — (*iso) & FEHNTWET, ISO
A A=Y T AT, 22—V DarBa—F~DREIKNERTa ST MSI A VA —F 77
ANNEENTHET,

#2912, 7947 % Windows 2 B2 —ZIZHEFEME-I1X ASA BT &E0, = KR
A b arta—%EDSBL 77 A NVLERLET,

& 2-9 ASA ERZE=XERERAD Start Before Logon /3y 45— 77 (LA
SBL (Gina) Web-Deploy 1 X F—35 (¥9o0—F) Pre-Deploy 1 VX F—5
Windows anyconnect-gina-win-(ver)-web-deploy-k9.exe anyconnect-gina-win-(ver)-pre-deploy-k9.msi

# 2-101C. 7947 % Windows 2 B 2 — Z ICHEAIEBEE7-1X ASA BT3¢ &0, = KR
AN AV Ea—HLEDORY NIT—J TIBA X —V % Z7ANVAERLET,

& 2-10 ASA ERFERREMERAORY FO—9 FOEX IR—C+% J7M)4A

Network Access

Manager Web-Deploy £ Y X k—5 (¥9>0—F) |Pre-Deploy 1 YA F—35
Windows anyconnect-nam-win-(ver)-k9.msi anyconnect-nam-win-(ver)-k9.msi

F£ 21112, 7947 FaERiEHERITASA BT &0 RFRA U a2 Ea—H EOKR
AF ¥ TV a—)V T ANEE AXNV—T 4 VT VAT A B TR LET,
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AnyConnect 754 7> F&&ULF FTay ECa—noznEn N

% 2-11 ASA BRERENERAORRF Y EX2—L I7 M IL4A

Posture Web-Deploy 1 VX b—5 (Ao rA—FK) Pre-Deploy 41 VX +—5

Windows anyconnect-posture-win-(ver)-web-deploy-k9.msi anyconnect-posture-win-(ver)-pre-deploy-k9.msi
Mac anyconnect-posturesetup.dmg anyconnect-posture-macosx-i386-(ver)-k9.dmg
Linux anyconnect-posturesetup.sh anyconnect-posture-linux-(ver)-k9.tar.gz

# 2-1212, 7947 b EHEREREIZIZIASAEBHTLZLEEOZ RRA U b avEa—% ko
Windows T L A Y B a— VDT 7 A N4 ERLET,

#* 212 ASA BRFE-IBMERADOTLA M) 7442

Telemetry |Web-Deploy 1 ¥ X F—35 (£9>a—FR) Pre-Deploy 4 YR k—5

Windows anyconnect-telemetry-win-(ver)-web-deploy-k9.exe.  |anyconnect-telemetry-win-(ver)-pre-deploy-k9.msi.
Dependent upon installation of Dependent upon installation of
anyconnect-posture-win-(ver)-web-deploy-k9.msi anyconnect-posture-win-(ver)-pre-deploy-k9.msi.

*®2-1312, 7747 FNaHRIBHELIZIASARBR T EEDOZ L RARA L avBa—% Lo
Windows i Web X2 V7 4 £V a2a— VD7 7 A VA ERLET,

* 213 ASA BRFE-(IHRERMAD Web tXa T4+ 7744

Web

Security |Web-Deploy 1 ¥ X F—35 (#>a—FK) ERRBEAA VR =5

Windows |anyconnect-websecurity-win-(ver)-web-deploy-k9.exe |anyconnect-websecurity-win-(ver)-pre-deploy-k9.msi
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W AnyConnect 7547 FE&UL TP a3y EL2—LOERER

AnyConnect 707 7 1 LD BEISFR

7 2-14 12, AnyConnect IZ Lo Tar—A/)V avBa—F ¥ yra—Ransdra 7y A L HEifo
Tr7ANBIORT 7 A NVOEMERLET,

& 2-14

IVFRAV b EDTRIT PN T7ALIL

2741

A

anyfilename.xml

AnyConnect 712 7 7 A )by 2D 7 7 AE, FFEDZ—H Z A 716 L TRIE SN HHERESR K&
OBt EEfRE L ET,

AnyConnectProfile.tmpl

AnyConnect ¥ 7 h YV = TIWIMNBT 27 747 F a7 7 A 0fl,

AnyConnectProfile.xsd

XML AF%—~ 74 —~v " EHFZLET, AnyConnect T2 D7 7 A NVEMHEHLT, Yury
ANEHERLET,

#= 2-151Z,

ﬁ—o

TRTOFRL—TF 47 VAT AIZHDWT, AnyConnect 7' B 7 7 A VOEFT 2R L E

£ 215 FTRTDARL—TFT 4 2T SRTLIZRTZTOIT 74 LOFHH
ARV—F4 2T
VAT LA EYa—J)L AYy—Yav
Windows XP VPN %A |%ALLUSERSPROFILE%\Application Data\Cisco\
4% =7 - |Cisco AnyConnect Secure Mobility Client\Profile
FAT b
* v h7— |%ALLUSERSPROFILE%\Application Data\Cisco\
2 7 7+ % |Cisco AnyConnect Secure Mobility Client\NetworkAccessManager\newConfigFiles
TR =T¥
1L A MU |%ALLUSERSPROFILE%\Application Data\Cisco\
Cisco AnyConnect Secure Mobility Client\Telemetry
Web 7%= |%ALLUSERSPROFILE%\Application Data\Cisco\
Ve Cisco AnyConnect Secure Mobility Client\Web Security
Windows Vista VPN % ffi [ |%ProgramData%\Cisco\Cisco AnyConnect Secure Mobility Client\Profile
T5arT U
FAT B
F v hU— | %ProgramData%\Cisco\
2 7 27+t % |Cisco AnyConnect Secure Mobility Client\NetworkAccessManager\newConfigFiles
~ A=y
F 1L A ~Y  |%ProgramData%\Cisco\
Cisco AnyConnect Secure Mobility Client\Telemetry
Web 3 = |%ProgramData%\Cisco\
U Cisco AnyConnect Secure Mobility Client\Web Security

Il Cisco AnyConnect Secure Mobility Client &EB&# 4 F
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AnyConnect 754 7> F&&ULF FTay ECa—noznEn N

® 2-15 TRTDARL—TF 4 VT SRTAIZHTZFT0 774 IILDEHMH

FRU—Fa 2T
VATL

EPa—) BH5—vay

Windows 7 VPN % |%ProgramData%\Cisco\Cisco AnyConnect Secure Mobility Client\Profile
a7 s
TAT B
F v kU — |%ProgramData%\Cisco\
2 7 7+ % |Cisco AnyConnect Secure Mobility Client\NetworkAccessManager\newConfigFiles
A=y
F 1L A Y |%ProgramData%\Cisco\
Cisco AnyConnect Secure Mobility Client\Telemetry
Web % = |%ProgramData%\Cisco\
U 4 Cisco AnyConnect Secure Mobility Client\Web Security
Mac OS X +_TpE |/opt/cisco/anyconnect/profile
VU a—)b
Linux 4 _THE |/opt/cisco/anyconnect/profile

¥ a—)

O—AJL AVE1—RIZA VA =ILENEA—YF TYIT7 LR

Flo—fo7Ta 7y ANVEREZX, 2V ara—F EOoa—F FV 77 LR Ty A NFEREFT
0= YTy LR T AR —ANVICRGFENE T, =2—F Ty A MZiE, 7947 b
GUI @ [V 77 LA (Preferences) | # 7 ICa2—WHlEHA[fEREE 7 74T > hTHERTHIZT
MELRDER, BIOa—Y, Zr—7 AR MRY, EEO#ERICET A ERBEFESNET,
ra—rL 77 AZE, = VR REREICHET A ERARTEINET, kY, vrA s
AICH (=R TH) TNOORELXZBEHTHZENTEET, e z2X, 7747 M T
Start Before Logon LB B B AN > TWANE I a F A VENCER#ST 2 0ENH Y
E

£ 216 7F9AT v ava—FEOT) Ty LA Tr7ANDT 7 ANAZEBLOA A b—)b
TR LR LUET,

* 216 A—Y FYVI7ULIR I7PANELUVAL VR =L RR

FRU—T+«
VG VRTL (84T  TFALBEUIRR
Windows Vista |=—+ |C:\Users\username\AppData\Local\Cisco\

Windows 7 Cisco AnyConnect Secure Mobility Client\preferences.xml
Z7’a— |C:\ProgramData\Cisco\Cisco AnyConnect Secure Mobility Client\
% preferences_global.xml

Windows XP  |=—+# |C:\Documents and Settings\username\Local Settings\ApplicationData\

Cisco\Cisco AnyConnect Secure Mobility Client\preferences.xml

Z7'm— |C:\Documents and Settings\AllUsers\Application Data\Cisco\

vz Cisco AnyConnect Secure Mobility Client\preferences global.xml
Mac OS X —+F |/Users/username/.anyconnect

Z'm— |/opt/cisco/anyconnect/.anyconnect _global

vz
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W %> F70v AnyConnect 7077 ()L I5 1 5 DR

FRU—TFT«

DG VRTL (B4 T | T ALEXIURR

Linux ——+ |/home/username/.anyconnect
7 u— |/opt/cisco/anyconnect/.anyconnect global
avi%

AR > K7AY AnyConnect 77 74J)L T T4 2 DFERA

A4 R7 vy AnyConnect 7R 7 7 A )V =7 4 X &fEMT 5 L, EHEFIX, VPNA, xv hT—7
7 7' A % — v M, AnyConnect Secure Mobility Client D728 ® Web ¥ =2 U7 4 £ a2 —/LH
DIIAT N TRTrANERETEEYS, ZhbDF 77 A/LiE, VPNH, Xy MV —2 77
TR F—UxH, Web X274 EV2— VHOFEREMY Y NEHEH L CRATEET,

A R7OY JAIT7ZAIL I T4 2DVRTLEN

YR—bENBZFRL—T1 2T SATL

ZOT TV r—3 3k, Windows XP E& Windows 7 ECTF A2 b &R TwWE9, MSI 1%, Windows
bR TCERITEINET,

Java E#

o7V = a i, JRE16 4 EELET, £ A=A ENTWRWEGAEIE, MSI A X
F—=ZIZL>THEMIZA VA h—LENET,

T30 EH

ZOT TV = a IEENTNDE~NVT 77 A ik, Firefox 3 £ O Internet Explorer TH AR — b
SRTVET, TOMOT I UV TIET A PSR THWEREA,

BELGN—F FSA4TBE

Cisco AnyConnect 7R 7 7 A )V =T 4 % 77V —a i, RK5MBON—K R4 THRES
VEEELET, JREL61E, &K 100MB O— K FIA4 TREEZLEELET,

A4 Y KF7OY AnyConnect 7A77AIL ITTF48DA VR k=L

2K K7 m Y AnyConnect 7’10 7 7 A )b =7 ¢ # X, AnyConnect ® ISO 7 7 A LB LW pkg 7 7
A ETRINC Windows FEAT7 7 AL (exe) & LTHEMAI S, 7 7 A VO HAIT
anyconnect-profileeditor-win-<version>-k9.exe & 7¢> T\ E T,

A RTRY a7y AN T 4 A VAN T BT, ROTFNEEFEITLET,

X797 1 Cisco.com 55 anyconnect-profileeditor-win-<version>-k9.exe % % 7> u— KL E 7,

Il Cisco AnyConnect Secure Mobility Client &EB&# 4 F



| 2% AnyConnect Secure Mobility Client ® BB

4> E70OY AnyConnect 70774 L TF«2nEA M

ATw7 2 anyconnect-profileeditor-win-<version>-k9.exe # ¥ 77 ) v 7 LC, £ VA b=/ 7 4 ¥ — K%
EELET,

AF9FT 3 [XHZ% (Welcome) ] M T, [k~ (Next) |27 Vv LET,

2-19 RAVE7AY FAIFFPAILNIT1 2D [&5 % (Welcome) ] EE
'@ Cisco AnyConnect Profile Editor Setup ['5__<|

Welcome to the Cisco
AnyConnect Profile Editor
Setup Wizard

The Setup Wizard will install Cisco ArwConnect Profile Editor
on your computer, Click "Mext" ko continue or "Cancel” to
exit the Setup Wizard,

<Back f Mexts | [ Cancel ]

245770

ATFvT 4 [ty T vT XA TDER (Choose Setup Type) | 74> KU T, ROWTNNORL %7 Y v
L. [k~ (Next) |27 Vv 27 LET,
o [IE¥E (Typical) ]: Ry hU—2 TIUHA X —Vy 077 AL TF 4 ZOLBNHABBICA
YAV ERET,
o [HAH L (Custom) |: Fy "= TI/RAXF—V¥ a7 7ANV T 44, Web tFxa=a

V7 g 7a77A4V T 44, VPN TR 77 AN T 4 ENDEEDOTaT 7 AV =T 4 B
BIRLCTA VA M= TEET,

e [7/ (Complete) ]: Xy hT—2 T IR FX—Vxy a7y A )V =T 44, WebtFxal
T4 TR T AN T 44, VPN 7a 7740 =5 4 XRHBICA VA =L ENET,

Cisco AnyConnect Secure Mobility Client §E& 4 1 F
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W %> F70v AnyConnect 7077 ()L I5 1 5 DR

AFvT 5

ATv7 6

B 2-20 R4V F7AY FATFANIT2 4Dty +7vF 54 TDER
@ Cisco AnyConnect Profile Editor Setup f‘5__<|
Choose Setup Type il I Il I I
Choose the setup bype that best suits vour needs C I s C o

Typical
Installs the mosk common program Features. Recommended For
most users.,
Custom

&

j Allows users to choose which program Features will be installed
iy and where they will be installed. Recommended For advanced

usErs,

Complete

gf All program Features will be installed, (Requires most disk.
b spacel

245780

A AT » 7 C[#EHE (Typical) | £72iX [ 7V (Complete) | %27 VU v 7 LIzGAIE. A7 v 7 6 F
TAXy S LTLES, FIOAT v T[HAX L (Custom) | %7 Vw7 LichAiE, 4 A h—
NTHAZ KTy a7y ANV T 4 ZOT7Aar%7 )y 7L, [a—HLDNN—K K747

(oA A F—/L 9% (Will be installed on local hard drive) | ZZRT 250, [T X COMEELZFIH L/
V> (Entire Feature will be unavailable) 122 UV v 7 LT, TOAZ Y KT ry a7y AV =7 4 4
DA A =L INRWNEIITLET, [k~ (Next) |27V v 7 LET,

E 2-21 AV F7AY FAI P74V ITFAEDHREL Y N7V T

Custom Setup [] | I l [] l I l ]
Select the way vou want Features to be installed. c I s c o

Click on the icons in the tree below to change the way Features will be installed.

(a= Web Security Profile Editor
PR 1 Profile Editor
‘Will be installed on local hard drive
Entire feature will be installed on local hard drive

i~ MAM Profile Editar ‘ VP Profils Editar

requires OKE on your

Feature will be installed when required

v Entire feature will be unavailable

[ Reset ][ Disk Usage ] [ < Back ][ Mext = ] [ Cancel ]

245754

[ A F—V#fiE5E T (Ready to Install) ] BE T [ & b—/b (Instal) ] &7 U v 27 LET,
[Cisco AnyConnect 7’1 7 7 A )b =7 4 Z DA > A h—/L (Installing Cisco AnyConnect Profile
Editor) ] BEEICA > A b—/LOWITIRINFERENET,

Cisco AnyConnect Secure Mobility Client §E&H 1 F
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4> E70OY AnyConnect 70774 L TF«2nEA M

B 2-22 R4V F7AY FOTF7AN T4 8DA VR M—VERET
“@ Cisco AnyConnect Profile Editor Setup ['5__<|

Ready to Install il I [ I I
The Setup Wizard is ready to begin the Cisco AnyConnect Profile Editor installfi s C o

Click. "Install” to begin the installation. If vou wank ko review or change any of wour
installation settings, dlick "Back", Click "Cancel” ko exit the wizard,

[ < Back ” Install ] [ Cancel ]

245788

AFwvF T [Cisco AnyConnect 7R 7 7 A )V =T 4 % v b7 v 7 U4 ¥ —KD5ET (Completing the Cisco
AnyConnect Profile Editor Setup Wizard) ] T [5T (Finish) | %27 U v 27 LET,

& 2-23 AV F7AY FATFANITA3DA VR M—LNET
“© Cisco AnyConnect Profile Editor, Setup -

Completing the Cisco
AnyConnect Profile Editor
Setup Wizard

Click the "Finish" button to exit the Setup Wizard,

Yiew readme file

< Back. Cancel

245765

e RAXY RK7nrY AnyConnect 7’17 7 A )b =7 1 # X, C:\Program Files\Cisco\Cisco
AnyConnect Profile Editor 7 1 L' 7 F V|24 VA M —)LENET,

e [AZ— L (Start) ]>[T_XTDF v 772 (All Programs) ]> [Cisco] > [Cisco AnyConnect
Profile Editor] Z3&R L TnbH, 7 A=a—THHDAZ KTy Fady ANV T 4 %7
Vo735 TAZ My T EICA VA N—NVENDIENT DI T 7 AV 2T 4% a— |
B b TAarEr7 V735281280, VPN, xy hU—2 TR ~x—T v, Webt
X2 )T 40T Ty A 2T 4 X ERETEET,

Cisco AnyConnect Secure Mobility Client §E& 4 1 F
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W %> F70v AnyConnect 7077 ()L I5 1 5 DR

RAA v E7AY AnyConnect 7O 7ML TT7443 4 VR F—ILDEIE

2AFvF 1

ATvT 2
ATv7 3
ATv7 4
ATvT 5

& DA
AFyvFT 7T

WOFNEEFEITTLHZLICEY, VPN, Ry bV —7 778 A w32 =V x, I Web EF =2V 7 4
DTAT AN T 4 B A A M= VERFEIRT D L 512, A¥ 2 K7 r v Cisco AnyConnect 7
R77AN T 4H A ANV EBETEET,

Windows @2 b e —/L SR AEFRWT [ v 7 7 ADEMEZIEHIER (Add or Remove Programs) ]
w7 Vw7 LET,

[Cisco AnyConnect Profile Editor] Z#B8&4R L, [£ % (Change) | %7 Vv 7 LET,
[k~ (Next) &7V w27 LET,
[ZE (Modify) %7 Vv 2 LET,

AVARN—NVERTEIBRT 2707 7 ANV 2T 0 OV A MEREL, [K~ (Next) |27V vo L
i—?_o

[fvA b= (nstall) 1227 Vv LET,
[557 (Finish) 122V v/ LET,

XA E7AY AnyConnect 7A 77/ IL ITT A4 3DTF VA4 VR =)L

2AFvF 1

AFyvFT 2
ATFvT 3

~

GE)

Windows @3> ha— /L SR UEBWT [ a7 T ADBINE - IEHIER (Add or Remove Programs) ]
27Uy LET,

Cisco AnyConnect 7’1 7 7 A )b =7 ¢ X %R L, [HIBE (Remove) |27V v o LET,

[Ev (Yes) 152 VU w27 LT, Cisco AnyConnect 7R 7 7 A )V T 4 Z%&T VA VA M—LT5HZ
EERTERLET,

A RTRY ATy AN T 4 BT VA A N—ATBHEXIZ, JRE 1.6 lZEBENIZT VA v
AR—=VENFERA, BIRT VA VA= LT HLERHY 7,

ARV R7AY A7 7AIV I T4 2 EFERALIE95472 0 7774

ILDYERK

ATFvFT 1

ATFvFT 2

VPN, v hU—2 TR wx—=V %, £ Web X207 007077 AV =7 ¢ X &kl
LET, ZhE, TR by T LT A a2 8700 ) v 7350, [A%— bk (Start) 1> [T
To7 v/ Z 2 (All Programs) ] > [Cisco] > [Cisco AnyConnect Profile Editor] ONEIZEIN L TH 7
A=a—=Mnb VPN, Xy b —2 77 E¥RA <vX—Vyv, £72EF WebtFaT o0 02770
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