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NGE (Next Generation Encryption) X, E¥=2 U7 4 BL O T 34—~ 2RO KT A2 T
72z, ek, Rk, TUVXNVEL, BLIOF—BHOHF LW T LI Y XAEEALTWET,
NSA (National Security Agency) 1Z. T /34 ZARWF AL O TREE B 2 K EE A EAEZ -9 7= D1
PR— P LRTNERSRN—HEDOR 57 VT Y ALEHELTWET, Suite BRFS{LAA — ME
RFC 6379 TEHFINTWET, NSASuite B & LTERINTZT /NI Y XLAOELGWNt > NIFERE
\Z72 0 22% % DT, AnyConnect IPsec VPN (KEv2 ©#4), PKI, 802.1X, B3L W EAP 7 v X7
ARZENLEYR— 95 L9170 F L7z, AnyConnect 3.1 X, Suite B 5 ® CiscoSSL 0.9.8r.1.3
FIPS SREDEHEAHEH LT (AnyConnect 3.1 X TLS/DTLS, SRTP, 3 L Ot SSH Suite B % ¥R —
FLERHA), A 2D Suite B fLERD FEET, FIPS F8E %%} TE Y. AnyConnect 3 L UX ASDM D
XE A LT, NGE BEREN FIPS & e S E 7,

AnyConnect VPN AR —R Y M, 2 2O VPN~ R =2 RO I HOWTINITHER TE E7,
e ASA

 IOS

COWREEMNT 2720122 747 MIOREISLEDH Y £H A,

AnyConnect = ' R—% 2 ME, SR EF2UT 1 T7I7A47 A (ASA) OFRFEITHESWT NGE
txrIavz— b LTENEHEHLET, AnyConnect 7 7 4 7 > ~® [Statistics] #3& /L ([Transport
Information] ~v % —®TF) ZiX. AP OREEABRRINET,

ZOETHATIAEE. ROLBY TT,

e INGE # X O AnyConnect |[ZBH9 2158 (P.9-1)

e [AnyConnect 27 VPN 7 7 A 7> b D7D FIPS DA F—7 1k (P.9-5)
s [T RUT By BIUTRT A vy DA F=T L] (P.9-8)

e [AnyConnect = —H/V KUY > —D/RT A —x Lfii] (P9-15)

o [ Ry NU— T IR vF—UXIZxT 2 FIPS DA 2—7 14k (P.9-19)

NGE & & U AnyConnect [ZBH9 518k

AnyConnect 3.1 VPN BLX U\ fr v hU—2 77 & &2 ~5x—Y+% ® NGE (Next Generation Encryption)
CIIROBREN G EN TV ET,

o MRS b & SO D AES-GCM HR— K (128, 192, 256 £ b F—)

- Ry NI TIHAF—=V%) Y7 bU2TICBITILERNT 7 4 v 7 BEBALREIT O
802.1AE (MACsec) (Windows 7)

— (VPN) IKEv2 ~+ 1 — N 5{bis L OEEE (AES-GCM D7)
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— (VPN) ESP ~7 v ME{bis L OFEAE
o Ny =2 Md SHA-2 (256/384/512 £ @ SHA) ¥ R—h
— (XY MU= TR %= %) TLS X—2®D EAP X T SHA-2 L CiEHE &
HT& SRR
— (VPN) IKEv2 <A 17— R#&GE (Windows Vista LAF:$ & O Mac OS X 10.6 LLK)
— (VPN) IKEv2 /3 v FiBRE (Windows Vista LAFEFS &L O Mac OS X 10.6 LIF%)
o X —ZZHMF O ECDH #7K— k

— Xy NU—2 T ERA v%x—T %) TLS X—2®D EAP 5. T ECDHE %1 T % #fE
(Windows 7 ¥ L Ut Windows XP)

— (VPN) Zv—719, 20, 8LV 21 ® IKEV2 ¥ —53#3 L O IKEv2 PFS

o FTUXNVEL, XTSI, B L UGREEH O ECDSA 4 — bk (256, 384, 521 v ~#5[MHh
)

- Ry FNU—r T kA vX—Vx) TLS _X— 2D EAP 5T ECDSA &iFHEAZFEH T
HiERE (754 7 v FAFAEIZIT Windows 7 B X O Vista DHEHR— |, ZA~w—k H— R
121X Windows 7 D&% PR — 1),

— (VPN) IKEV2 2 —H#F8GEFR & O — NGE E O

S

() Linux Ti%. AnyConnect |% Firefox fiEF1E X 7 £ 721% AnyConnect 7 7 1 VAL &
A N7 OS2 TEF9, ECDSA fEHAEIZIX. AnyConnect 77/(/1/ ZRNT O
HYR—FINTWET, 77 A4 A MTICGEAELZBNT 2121, Mac B XD
Linux TO PEM GEBI#EZ M7 O] 2ZRL T 7ZE0,

e IPsecV3 VPN HOH LS 712U XA, AnyConnect 3.1 (%, XAKB(LEER< . [PsecV3 T
ML INDZTNAY ALEFR— ML TWET, [PsecV3 X, ESN (Extended Sequence
Numbers) 28R — I FiEe b2z &8 L TWET A, AnyConnect 3.1 1X ESN %
PAR—FLEEA,

o TN XLMOZDOMODNE S A A — FOEKAFEFRIL, AnyConnect 3.1 (21T 2K DA XT
LY R— b aRELET,

— IKEv2 H® Diffie-Hellman Groups 14 ¥ X O 24
— DTLS 8L O IKEvV2 HD 4096 £ v k F—%{#H 325 RSA FfEHE

B

o B LB XUERAEMEDOM G 1 BIOBIETETSINLIEEE— RO ST VT Y XLE, ~N—F
TxT VTN T 8T L—var&2EHTSH SMPASA S — R U A (5585 BLUN5515-X 72
L) ToHRYFR—FINET, AES-GCM 1L, v RantFR— M 58E5F— FOKZLT LA
U ZXLTH,
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NGE # & U AnyConnect I<E7 215 W

GE) IKEV2 AU Y—iF, @FE— RERIFEEGE—ROKSLT LIV LD HD 1 2%E

bf)%) ENTEFEIN, MBFIEARAETY, BEE—FOT LY ZANIKEV2 RY v—

BRESNDE, BHRE—ROTNALITY ZLTRTRT 4 B—TNWIZHRDDT, HE—FHZ
&éA@TW:)XAiNMLTTO

IKEv2 IPsec 7 rAR—W/LFHOET LV EFEMAL, R 7R —FLNTEEE— NB X
CHEAT— Rl O BT VT XAEEECTCEET, ZOMAFETIE, mFicEs
TN ITY ZALERETHLERHY £5, TOME, IENULL BEEET LI Y X LR
AES-GCM Hf Sk TRE s E 7,

NGE 21X, NSA Suite B 7 /v = U AL &M 5 IKEv2 U E— F 77 & 28 D AnyConnect

Premium 7 4 £ ANNIETT, 1ZhOHHRELITEDN (2L 21X PKD MiJ D Suite B 743

RLAOFEMITHBERH Y A, T4V A Fx v 7id, VE— N7 72 2RI L CTHEIT

S#LE T, AnyConnect Premium 7 1 & > 22372V IREE T NSA Suite B 5 5b7 /L T U X L&l H]

LJ: HILLTWVDLENH A /“E /%X'fn L7284, Premium 7 A4 £ 2% A VA b=/ 5D,
W B L DR EZ WY L~VICERET 2 0BIRTE £7,

IPSec Bifilid, 7 ¥ # VB4 O Key Usage B & ¥ —Hi 51k, & 12— 3FFED Enhanced
Key Usage BYEE 7213 IKE HHl# & — FERAEN LI CTF, Key Usage 5 F 721 IPSec
P— SFEREIL, T TD Key Usage (Zkf L CHER) & B <41, [AERIC, Enhanced Key Usage %
& F 72 IPSec B — NGEB#EIX, 32T Enhanced Key Usage (2% L TS & RAc s b Z LIz
FEELTIEEN,

A4 FS54 2 EHIREIR
ZOHETI., ZOBEOTA FIA4 v EHIRFEEIZOWTHIAL £,

Suite B 1% IKEv2/IPsec TOAHFIHTE £,

SHA-2 Zffi [l L TE4 SNIZREAEZMEET S8, EAP 703, TLS ~N—2 D EAP Z[R&
SHA-2 # R — b LERA,

TLS v1.2 ~> R = A 7% AnyConnect 3.1 TiI¥HR— hIhEHA,
TLS v1.2 GEBEFRFEIX AnyConnect 3.1 TII¥ AR — FINEHA,

ECDSA ZEZE1E. Windows Vista L, Mac OS X 10.6 LA, Linux Red Hat6 32 > F). B
L O Linux Ubuntu 9.x, 10.x, 11.x 32 €v ) THAR—FSnTWEF, ECDSA A~v— |k
#H— RlZ. Windows 7 TOHVPR— K EnTWET,

ECDSA FEBFEICIX, I —7EU EDOX A ¥ x 2 RRENRITIXRY FHA, 2L 2 X
EC-384 % —1% SHA2-384 DL L& L7221 iE7e ) £8 A,

Suite B 70 7 7 A Vid, GEHENICHEDORY ¥ — T o7 4 2 FORENH L5008 H0 £7
23, ZhbOEMEL ASA ECREH] X, AnyConnect b Tl Sh EdA,

ASA 1% SSL VPN @ ECDSA FEBHEEZ SR —F L TWARWVWDT, DX 5 7RFEHE% SSL VPN (12
ERLARWTL 7ZE&,

ASA 7N SSL B LW IPsec HO R 23— SFEHETHREINTWDIEAE., BETE 2iEHES
AL T ZE, 2725 [Psec 3 L O SSL FEHE %A £FD Suite B (ECDSA) OfEH I Tz
WEFHEZ T 554, RAF v i, WebLaunch, 72134 v n—FOEENELET AT

MR H Y £,

AES-GCM 1F, FHEENHMOT VTN XL Th LT, ZhoD7 VT ) XL+ 5 L &1
RN T — 4% L— KL 73?67’“ HERHV ET, H LW Intel T rt v O, FRZ
AES-GCM OHREZ M LI ¥ DDA SN/t a5 b Db H Y £9, AnyConnect
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3.1, 2l TEans 7 ety ETERLDOFH LR R YR — FINTNDENE I & HE
ISR LET, AR — IR TWDHEATE. AnyConnect 138 LW S &2 A L, Feilledm o
ERE T ae vy EHEE LT VPN T —4 L— hEKIEICH ESEET, FriLuomsze R —
cF2 7ty Hol R MIDOWTIE, http://ark.intel.com/search/advanced/?s=t& AESTech=true
ZZMRL TS ZS 0, FHElIZ OV T,
http://software.intel.com/en-us/articles/intel-carry-less-multiplication-instruction-and-its-usage-for
-computing-the-gem-mode/ Z &M L TL 2 &0,

o IPSec #ftiL, — FEAETARIOMGEE 1T LE T, IPSec DA RIRAETIL, KD/ —/L AN E
Fﬁéﬂij‘o

— Subject Alternative Name $Z3E1-23BET 2 BIEICE £ D356, L RITRRGEIL Subject
Alternative Name O A% H LE9, BEET I EMEICIE, T XTOFEFED DNS Name &M
R, BRSNS IP 7 RLRIZH L TEITINAEAIE, IP 7 RLAORER ENREENET,

— Subject Alternative Name L3R 723722V 6, £72i3, HH 0N ELEET L EMEEZE A TH
RWEA. ARITRFEIX. fEBAE O Subject TROM -7  Common Name JEIEEMH L £,

— FHENLAIBRIEO BN TUA NV R — REHEHATHHE. TOTA N Fh— Ridid (&
i) OV T RAL L OBRTEENRTIER ST, MISBINT2BE51EYV T KA A4 Ok
(hm) OXFTRIFIUERY F¥A, ZORANCERL T R2WI A LRI — RO R~
iE. ARTRREEO B CIRER S E T,

NGE T® AnyConnect €Y a1—/LIZDU\T

AnyConnect [ZBH9 % FIPS REDHEEIL, TT AT LIZ ASA TR L CTHATFE SN TVWET, KD
AnyConnect 7 7 A 7> b &Y = —/LiZix, MHAO FIPS &% & & BHRH Y 9,

e AnyConnect =7 VPN 7 747 b : FIPS #fili, =—H arva—F% Eou—0L RY —
T7ANIHDH FIPS = R NI A=HIZL>TAF—=T M LET, XML 77 A /b
AnyConnectLocalPolicy 1213t F 2 VT 4 RENEENTHETH, ZHIT ASAICE > TEMS
NEHA, ZNE, FEITA A=A T DN, 2 F—TIF3A X YT =T REVAT L%
EHLCRETOULEROYET, 7747 FOBERHETHD4 ASA HHO FIPS 714 2%
AT HULERDY F7,

AnyConnect * v NIV —27 T 7 A TR =V ¥ : Xy NU—T 77 ER w3 —T ¥ |Z8IT D FIPS
PR — b, =—V% 22 —% ED AnyConnectLocalPolicy.xml (2% £ 5 FIPS £— K X5
A—H BLOFRY NI TR X —=V DI N—7 KR v—IZ&END FIPS £— K 3
TA=HIZE O TAR—=T NI £7,

Xy NT—27 TR ~F— v HO FIPS I%, Windows 7/Vista 3 X 1° Windows XP TH 7R —
k&L EF, Windows XP (21X, 3e Technologies International 23 $&4t3~ % 3eTI FIPS #HiLo>
Cryptographic Kernel Library (CKL) &, Xv hU—2 77 R v R =V X ITHAHG IR R—
NEHD KT A SRURETT, #idh#E S AIR-SSCFIPS-DRV % LT, FIPS 3eTI CKL %fJix K
FTANRA VA N—=TEVAITEXLLTLLEEZ (CD T, RIAARBIOYR—rENT
WBHF v 7y MZOWTIHE, AnyConnect VY 7 v =7 X vm— R X—=UIZH D [Release
Notes for 3eTI Cryptographic Client Software Model 3e-010F-3-IA4) %#ZH L T 72 &0,
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AnyConnect 27 VPN 454 7> D=0 FIPS 01 *—J it W

AnyConnect 37 VPN 9 547> D=6 D FIPS O A
*—7 I

27 AnyConnect ¥ = V7 4 EEV T 4 7747 h® FIPS #iilX, =2—% 2> Ea—% LD

a—HNV K= T7ANVTARZ—=TNMILET, ZOT7 7400, EXx =2V T 4 REEZET XML
Tr7ANLTHY, ASAICL > TRBASNEYA, ZOT77A0E, FEITSA VA M—VT 50, =
=T34 X7 2T REAVATLAEZFER L Ca2—Y a0 Ea— X IRETILENRD Y £9°,

T34 T v OB TEH D ASA DO FIPS S A4 B AR BEATHZMLENDH Y F4,

AnyConnect = — /L R Y > —D/3F X —F (%, AnyConnectLocalPolicy.xml &\ 5 & H[D XML 7 7
ANVZHYET, ZOT77ANTASA TIEASNE A, TUH =T TAX VT Py =T HAYVA
TLAEERLTCIOZ 7 ANVEEHAT LN, 2—F a Ba—F ETT 7 ANV EFHTELT 50,
HANZE S 7z AnyConnect f VA M—FWNIZT7 7 A VEEODILERH Y 7,

AnyConnect 2 —H /L R > —DEDMD/RT A—2Z VE—bF T v 77— iRk L THREK
BEHWED, BHEE LIV — NIAOZ =R T4 TV FREFBIETERWVWESIZLZY T3
ZEIZEoT, EX 2T 2EOET,

Z ZTiX. AnyConnect @7 VPN 7 747 > FHIZ FIPS E— RBLXCENMOEX 2 V7 1 A 2 —7
T2 EERLET, ROEAZRY LFET,

e Windows 7 74 7> FTD MST 7 7 A /V%&HH L7z FIPS ®A x—7 1k (P.9-5)

o IMST 77 ANEMALE FIPS BLOZOMO R =TV K = T A=Z DA F—T N1l]
(P.9-5)

e [Enable FIPS >V — V& L7z FIPS B L 2Dt/ XT7 A —X DA x—7 14k (P.9-6)
o Tm—=AN RV —NOr—=RN K= R"FA—=2OFHEE ] (P.9-7)

e TAnyConnect FIPS DL X MY AETIZ L D= RAA v MCBET 2MEDEEE) (P.9-8)
e TAnyConnect 2—/V KU > —D/RF7 A =% LfE] (P9-15)

Windows 2 547> FrTO MST 774 )LEHERALT- FIPS D414 *—T L

it

Windows « > A b—/LClE, Cisco MST 7 7 A L ZFEHE MST A A b—)v 7 7 A VT LT,
AnyConnect 2 —% /L AR Y > —"TFIPS A 3x—7 W T&E9, 2D MST IZ FIPS A x—T T
DIETTHY ., FPONRTA—ZIIELLEEAL, A A M—/LEIT, FIPS 234 X —7 /W STz
AnyConnect 72—/ RV v — 77 A LRERINE T,

AnyConnect MST D% 7 > 11— RILDFEANZSWTIE, FIPS 7 54 7> FAICZ T R-7=9 14 v
VUG RESRL T &N,

MST 774 ILEZERALI=FIPS BXUZEDMDO—AHIL R O— /N5 A—
2DAr—TILE

MST 7 7 A VEAER LT, fZBEOR =NV R o — NTRA—ZEEHTEXET, MST NXT A —X4
X, AnyConnect = —W/L RV v — 7 7 A4/ (AnyConnectLocalPolicy.xml) D/3F A —Z Tkt L
TWET, ZNHD/RT A—F O] L REFRZRMEICOVWTIEL, AnyConnect = — /b R Y 2 —D
TA—Z L ZZRL TSN,

e LOCAL POLICY BYPASS DOWNLOADER
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Bl AnyConnect 27 VPN 954 7> D=8 FIPS O #—T)L{t

e LOCAL_POLICY_FIPS MODE

e LOCAL POLICY RESTRICT PREFERENCE CACHING
e LOCAL POLICY RESTRICT TUNNEL PROTOCOLS

e LOCAL POLICY RESTRICT WEB LAUNCH

e LOCAL POLICY_STRICT CERTIFICATE TRUST

~

() AnyConnect f > A h—/LiE, 2—H arta—F LIChHEIMHFEOu—HNL K v— 77 A L% HE)
I EEE LEFA, 7I9A4T M AVAM=FBH LR o= 77 A VEERTE D LT
B2, FORCa—Y arPa—% FOMEORY > — 77 A A ZHIR L TB LERH Y 9,

Enable FIPS W—I/LZERALT- FIPS B L UZFDM/INTA—2 DA %—T
JUE

TRCDOFR_RV—FT 4 VAT LT, ¥ A=aD Enable FIPS ¥ — /L% L, FIPS A4 3x—7 /L
\Z L7z AnyConnect = — /v RY 2 — 7 7 A )V ZAFHK TE £7, Enable FIPS ¥ —/LiZa~v K74
VY=L T, FEATT AHITIE, Windows TIZEHFMERN ML ETY, Linux 3L Mac Tid, root = —
P L TEITTHHERLY 7,

Enable FIPS >V — /LD & 7 o — RILOFEMICHOWTIL, FIPS 7 94 7 MHIZZ TR 72T A B
U TEREZBLTEI N,

#O-112, FETE LRI v—&xiEL, HHT 5B IO 2R LET, SIBEOEE,
AnyConnect #— %/ RY 2 —D/3F7 A —% L T AnyConnect = — /L RY ¥ — 7 7 A )L D/NT
A—HIHEENTWDEELFE LTI,

Enable FIPS ¥ — V% 3TT 2121%, 2o Va—Z0Da~vr R J4 )5 EnableFIPS <arguments>
a<y F&AJJLET, Enable FIPS Y — VA2 HT 2L &1X, ROZEITHERE LTI EEL,

o BIEkEMLIGE Lo Teht, V—iZ X - T FIPS 231 3 —7 /L2 &1, vpnagent ¥ —E &
(Windows) F721% vpnagent 7 —%E > (Mac 3 X" Linux) 2HiEE SN E T,

o BEOBIBITAN—ZATRYIY £,
Wiz, Windows = > ¥ = —# ET%E4T74 5 Enable FIPS Y —/vdD o< KlZRLET,

EnableFIPS rwl=false sct=true bd=true fm=false

wIZ, Linux ¥721Z Mac 2>V a—& FCETTHa~vy FlEZRLET,

./EnableFIPS rwl=false sct=true bd=true fm=false

# 9-11z, KUY —FE L Enable FIPS V— L OB E R LET, R v —ZEOTBIL,
lAnyConnect = — /L KRY > —D/XF7 A —% LfE] (P.9-15) IZFEE#H I TWET,

& 941 K L—85E & Enable FIPS Y—)LDO51#
RYS—E&E BB L UEX

FIPS €— F fm=[true | false]
Zra—F DA IRA bd=[true | false]
WebLaunch D[R rwl=[true | false]

A IRFEAE R T X b sct=[true | false]
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AnyConnect 27 VPN 454 7> D=0 FIPS 01 *—J it W

%= 9-1 R S—E&E & Enable FIPS W—IILDSI% (#%E)

RY —ERE B1¥E &L UEX
FU 77 LA Fx v |rpe=[Credentials | Thumbprints | CredentialsAndThumbprints |
7 D[R All | false]

Firefox NSS fFlHE R k7 |efn=[true | false]
R4k

(Linux 3 &£ O* Mac)
PEM 7 7 A )LiEBiEA 7 |epf=[true | false]
DRI

(Linux # & O Mac)
Mac XA 7 4 7iFBE 2 F 7 |emn=[true | false]
DRSS
(Mac D #)

O—AJIL AR)—ARADOA—AIL R O— IS A—2DFHLER

AFvF 1

AnyConnect #—H /)L RY 2 — NI RXA—=ZZFEHTERT HITIFE. ROFIEIZHE-> T ZE 0,

7734 T s A A=A b, AnyConnect R — /L R ¥ — T 7 A )b
(AnyConnectLocalPolicy.xml) O a2 —ZHGLET, ROKRIL, FAXVLV—FT 47 VAT LDA
VA BR— NAERLTWET,

& 9-2 FRL—F 424 YRF Lk AnyConnect O—HJIL RYS— T A LD VA F—JL 18R

ARV—=TFTa 2T

AT A AR =)L RX

Windows 7 C:\ProgramData\Cisco\Cisco AnyConnect Secure Mobility Client

Windows Vista C:\ProgramData\Cisco\Cisco AnyConnect Secure Mobility Client

Windows XP C:\Documents and Settings\All Users\Application Data\Cisco\Cisco AnyConnect

Secure Mobility Client
Windows Mobile  |%PROGRAMFILES%\Cisco AnyConnect VPN Client!

Linux /opt/cisco/anyconnect

Mac OS X /opt/cisco/anyconnect

1. AnyConnect 3.0 AR TiX, Windows Mobile Z %A — bk L TWEH A, ZD/3A1%, AnyConnect 2.5 D v —77 /b
Ry — 77 A NLAHATT,

NI A—HREEME L ET, AnyConnectLocalPolicy 7 7 - /% T8 TRt T 5 »>. AnyConnect 7
077 AN T 4 DA LA R—=TLEBICERAMEND VPN e —I L R v — o7 4 X &2ffHTE

F9, T2 =%, TAnyConnect 2 — AL R T —D/38F7 A —% Lff] (P9-15) THA SN THE
T

7 7 A v AnyConnectLocalPolicy.xml & L CTIRIFL, =2 Z—F T34 X V7 b U =T RHAT AT 4
EHEALCZOZ7 7 A VEVE—F a0 Ea—XIZEBHLET,
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B Uorvz7av946&U0TA7740 AvI0LF—TILIE

AnyConnect FIPS DL R M EEIZKDT Y FRA > MZEY SHHRE
o B

27 AnyConnect 7 74 7> FHIZ FIPS A4 X —7 NI TDH L, 2V REA L b THRAL ZADY AT A
RICEE L E3, AnyConnect I3, T RARA >+ ED Windows LY A MY OREHEEZEF LET,
T RARA Y b EDEIO AR —3%2 hTIE, AnyConnect 28 FIPS %4 X —7 M L7122 &, B&
OB SO ERB LI L2 RETEET, 2&xiE, VE—FTAZ by 7 Fr han

(RDP) T, ¥—/3T FIPS #ELOKE S EZMHEH L TWAMENH 5728, Microsoft Terminal
Services 7 74 7 > h® RDP IIHFEL T H A,

INOOMEEZEREET 7O, T A—H

[Use FIPS compliant algorithms for encryption, hashing, and signing]| % [Disabled] IZEH 35 Z &1(C
£ Y. [Windows Local System Cryptography] #% & C FIPS B 5-{b. % AT 4 BE— 7 LICTE T,
TURRA N TNRNA 2%V T = 5L, COREVNERESINTAR—TNVICTRED ZEITEELT
<TEEN,

# 9-3 12, AnyConnect IZ K> THETIND, EELXET D Windows LI A M) OEE LR LET,

% 9-3 AnyConnect T FIPS #4 R—J)LICL1=& EIZETEh S Windows LR M) X—DEE

Windows O/3—23> |[LYPR LY F— fTohd7ova>

Windows XP DL HKLM\System\CurrentControlSet\Control\Lsa |FIPSAlgorithmPolicy 7% 0 7°5 1 ICZHE &1

i ‘é—o

Windows Vista DL HKLM\System\CurrentControlSet\Control\Lsa\ |Enabled 7% 0 725 1 A E S FE 7,
FIPSAlgorithmPolicy
HKCU\Software\Microsoft\Windows\ JTLDREIZE v NEALT 0x080 @ lor] 25
CurrentVersion\Internet Settings 1792 Z L1 L V| [SecureProtocols] &% &

M TLSVI IZEFShEY,
HKLM\Software\Policies\Microsoft\Windows\C |5t DEEEIZ E v AL T 0x080 @ lor] %3
urrentVersion\Internet 1795 Z Lick v, [SecureProtocols] #% &
N TLSVI IZZEFE INF T,
ZHZED, 1 oD N—T R —iTxd
% TLSvl WEEINET,

YI2brhz7 AvSEELVTAT7ZPAIL AvIDA —T
JUE

V7 v xT vy g3 A v ay 2 BEHTAE FFRILIZ ASA LD RY 7 N 2T
FRFIIAT N T T ANOEHERGETHEOIC, 7 IA4T LV MNEHIRTEET, 7740
NClE, vy 277 4 E—7 VT3, AnyConnect 7 7 A 7 MM, Y7 bV =T EiE7 747k
TnT7 7 ANNDEFEEFED ASA NHZETEET,

VT NT 2T 0w IBNAF—=TNVDEE, 7 TAT L FTIE, £O ASA BNFA =D Y 2 MZH D
ZLEEMRLTHSL, a7 VPN I IAT UV MBI OMEEOS T ay 7947 F FVa—/L
(Fy MU= TR wF—V%, TLAR) WebtXaUT 4708) ZFHLET, ASAIC
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<RestrictWebLaunch>false</RestrictWebLaunch>
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<RestrictPreferenceCaching>false</RestrictPreferenceCaching>
<RestrictTunnelProtocols>false</RestrictTunnelProtocols>
<UpdatePolicy>
<AllowSoftwareUpdatesFromAnyServer>true</AllowSoftwareUpdatesFromAnyServer>
<AllowVPNProfileUpdatesFromAnyServer>true</AllowVPNProfileUpdatesFromAnyServer>
<AuthorizedServerList>
<ServerName>seattle.example.com</ServerName>
<ServerName>newyork.example.com</ServerName>
</AuthorizedServerList>
</UpdatePolicy>
</AnyConnectLocalPolicy>
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\?AO

FYI7LUR Fry oo TOHIR
<RestrictPreferenceCaching>
AnyConnect [IHFERET 4 A7 12F v v a2 LRAVEIICRHENTVES, ZONRTA—F & A
A—TMZT D&, AnyConnect 7' 7 7 L AIRFES LTV D T RTOEHDO 2 —FIFRIC, 2D
A =PRI E TS,

* Credentials : = —FABIOHE 2 2—FLAITFy v a ShFEHA,

o Thumbprints : 7 7A 7 2 "BLOH —NGEHEOYV AT D MEF v v o InEHA,

» CredentialsAndThumbprints : FEEOY L7V P EBIN=2—HLAETF vy v a2 ShEHA,

o All: HE/Z?V 77 LU 20T Rb X v va InEHA,

o false : TRTOT VT 7 VU ART 4 ATICEHEAENET (F 74/ b, AnyConnect 2.3 LR

LR CENE) .

FoRIL 70 FaILOHIR
PR—FINTOEEA,

PEM 7 7 1 JLEEBAZE R F 7 ZK45+ (Linux & U Mac)

<ExcludePemFileCertStore>

II73AT I PEM 77 A VFEER T A L TH— EEZ MR TERV LI LET,
FIPS %)@ OpenSSL ZfEHT2 2 M 71X, 7 74 7 MEBAEZRFEH DL EH OS5I B+
DIEW|MRHY £9, PEM 7 7 A VAEHER T 2595 2 & T, U E— b 2—3(3 FIPS #EHLOFE
HEANTEZHEHT 2221220 £,

Windows O 4 T« FHEEBAER 7 DKS (Windows DH)
ZOFTaviE, BE, PR FERTWERA,
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W AnyConnect O—HL RUS—D/RSA—& L{E

Mac O#4 T« TIIAR X F7 DS (Mac DH)

<ExcludeMacNativeCertStore>

IITAT B Mac RAT 47 (F—F=—) FEAEX N T E2FEHL T — GEHAEL R TX 2
WkalzL 9,

FireFox ® NSS fEBAZE X F 7D (Linux XU Mac)
<ExcludeFirefoxNSSCertStore>

2 A7 > b7 Firefox NSS GEBAEAX F 7 2 L T — \GEFEZHE TERVWESICLET, A b
TIZIE, 774 T > hREAEREREM OFEA O RS ATICE T oM H 0 £,

RU—OFESH
<UpdatePolicy>

ok varTIR IIAT RN EDASAS oY 7 b =T E23 T 0 T 7 A VO FH & IS
TELDEHRETLILENTEET, TRLDEATOEFROWTNUNELIIH T 2T 1 —7 2T
LDFEX. 2TAT MR Y7 2T BRI — IV R — Ta T s A VOEFEAFTED
Y= NEBMTDLERH Y £,

VI MU =TBEOT 0T A VEROBREN T TAT ORI ED X S IR LI BT 5
FZOWTIE, Y7 b =7 vy 7RSI (P9-12) 2ZHRL T ZEVY,
o [EEOY—NIDY T Ny =T BH &l
<AllowSoftwareUpdatesFromAnyServer>

EEDO ASA NSO Y 7 N =T B HEFATEN, 7747 MTHBREMZ T, =DV A
MIBIMLZ ASANSORY 7 v 2T #BET5X 91T LET,

o [EEDOY—,3n5 VPN R Y & — 8 27
<AllowVPNProfileUpdatesFromAnyServer>

EED ASA LD VPN B —H)b RY v — T 7 A A~OEFEFRT B0, 7747 2 MIHIR
Mz T, =D U Z MTEML7E ASA DO DOLFEHFRLZIETEX L LI LET,

. P4
<ServerName>

AnyConnect 7 7 A7 hC, Y7 MU =T £72E VPN u—L R — 77 A VORHF %%
TE L4 —"%ZBILET, ServerName |Z1X, FQDN, IP 7 KLU A, FAA 4, 721XV A
VR —REGL RAAL VA EFBATEET,

O—AJLRYS— T74ILOF

<?xml version="1.0" encoding="UTF-8"7?>

<AnyConnectLocalPolicy xmlns="http://schemas.xmlsoap.org/encoding/"

xmlns:xsi="http://www.w3.0rg/2001/XMLSchema-instance"

xsi:schemaLocation="http://schemas.xmlsoap.org/encoding/ AnyConnectLocalPolicy.xsd"

acversion="3.0.0592">
<FipsMode>true</FipsMode>
<BypassDownloader>true</BypassDownloader>
<RestrictWebLaunch>true</RestrictWebLaunch>
<StrictCertificateTrust>true</StrictCertificateTrust>
RestrictTunnelProtocols IPSec RestrictTunnelProtocols
<RestrictPreferenceCaching>Credentials</RestrictPreferenceCaching>
<ExcludePemFileCertStore>true</ExcludePemFileCertStore>
<ExcludeWinNativeCertStore>true</ExcludeWinNativeCertStore>
<ExcludeMacNativeCertStore>true</ExcludeMacNativeCertStore>
<ExcludeFirefoxNSSCertStore>true</ExcludeFirefoxNSSCertStore>
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<UpdatePolicy>
<AllowSoftwareUpdatesFromAnyServer>true</AllowSoftwareUpdatesFromAnyServer>

<AllowVPNProfileUpdatesFromAnyServer>true</AllowVPNProfileUpdatesFromAnyServer>
<AuthorizedServerList>
<ServerName>asa.one</ServerName>
<ServerName>asa.two</ServerName>
</AuthorizedServerList>
</UpdatePolicy>
</AnyConnectLocalPolicy>

R2YRIT—D PO IAFA—I%I"xT S FIPS DA R+—
JILiE

Fy NU—2 TR vRx—UxICxd 5 FIPS ¥, AnyConnect %> NV —2 T/ R v x—
Cx 74T N 7a7 AV CFIPS F— &AL x—T W b L, a—H)L KY T —NTFIPS £— K
A F—T LT B2 ETHR— b ENFET, Windows XP TiZ, FIPS * v N —ZIZEHL TV 5D
a—H 3= —# |2 3eTI FIPS Certified Crypto Kernel Library (CKL) #EHT24ELH Y 97,
Py hU—=27 TUEA<F—V v & FIPS #EHUZHRE L TH->Th, =—FF FIPS HEHTRVFR v b
—JWCHRTEET, L, =R FIPS ElOX v N — 7 IZH T D56, XAy NI —2 T
7 A = F— v % 3eTI FIPS CKL %#f#fl L. AnyConnect GUI ® [Network Access Manager] XA
VIZFIPS LD AT — % 2% FoR LET (LY R MY F%— FIPSAlgorithmPolicy 733EY 1 D4

TOETIEH, Xy NI—27 T EBA =R — %O FIPS #lilA 4 2 — 7 W2 HFiEE#BA L £,
WOEBAZRY EIFET,

o [ Ry NU—27 77 RA ~x%—Y % TD FIPS £— Foddfl] (P.9-19)
o [3eTI KT ARDA A =] (P.9-20)
o [3eTI RIANA L A+—TF VY7 bu=TDOAFE] (P.9-32)

2y bI—9 7oA TR—T ¥ TO FIPS £— FD5atl

AnyConnect 7027 7 A NVDFy NI —F TIHA 3=V XY ORELT > a T, FF+ 2% E
T s eE— N RRELSREHIRT D2 Lick Y, REOWERICK L TFIPS O X v U —7
D I~ D FEfgE & i TE 9,

Fy M —27 TR wF— %D FIPS HEHLTIZ, WPA2 /3— Y F /L (WPA2-PSK). WPA2 =
2 =74 X (802.1X) 72X ® FIPS FRE D AES K5/t &V R —F L TWET,

Xy NU—2 T ®A 32— %D FIPS 7R — MMZiX, EAP £ Y v K EAP-TLS. EAP-TTLS,
PEAP., EAP-FAST, B LU LEAP BEENTWNET,

Fy NI =0 TV RRA 2=V Y i+ 5 &, FIPS ##lo> WLAN a7y A ve, 7547 b
VPN X2 UTF 4524 X =TI LTz Wi-Fi Ry M ARy b~DT 78R E 7V a » OIEHE
DALy 74 Xalb—yvalryOGErR— bCExET, BHEIL, Xy NU—2 TFIPS 84 x—7 b
WCENTWENE I DR LI, 777 A VSHENRA T 2T 5 06ERH Y £,

YV a—v g% FIPS ICREICHENIEDHIZE, 3203 R —F2 FBMLETT,
e Xy NI—I TIER=F—Vy TV a—/L
e FIPS #EHLOT—H )L KR — 77 AV

o PHR—KMINTWBNIC T H¥FHZ KT A %ETe 3¢TI FIPS 8 @ Crypto Kernel Library
(CKL) (Windows XP ™ %)
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Fy NT— FIRA~F—T% T 7 AV F 4 A EFHALT, a—hL B — 774D
G FIPS £— RZ& A % —7 MIc LEd, BMICOWTIE, [[Client Policy] ¥ « > K] (P4-5) %%
L TLLEEN,

3eTl FSA4/\DA4 VX =L

TITE BERFIPS V) 2a—va v EERTLEDIC, Xy MYV —7 TR w2 =V x LA
SN R — FRRO KT A 3% LT 3eTI FIPS ##Lld Cryptographic Kernel Library (CKL) %
A VA =T FIEEZHHAL £,
Windows XP v AT LADHE, v NI —2 T 7 A vFx— % D Log Packager =—7 1 U 7 4 8
3¢TI X7y hom ZEIEL £,

B

e
lﬂ_lLllll

1. 3eTICKL FIANR A LA =TT, BIZ1 DDV AT A1 DD 3eTI VAT LA RTA4 DK
EAVAR=ATEDLIICHF SN TVET, BRDXATDODRIA N A A b—=1T DI
F. EHC, FRETDORIANET LA VA N—ATELERHVET, RALZATDRT AN
OHEIE, AEOA VA M=V THIFED NTANREFHFTLORTHLD, TRETDORITA A
ET A VAN ATALEETHY EHA,

2. "—FRU=T7BHFEELTEY, VAT LAWY MHITENATWDESEE, A A F—7TlE, 3eTl
CKL ZH%R—Fr4 2, 3eTI TMLEHD KT AT, i d2 OEM VA Y LVANICT ¥ 7 % K
TANRNEHEHLET,

3eTICKL FSA /N A VR F—FDHE

3¢TICKL RTA N A A M—=FF, ROWTNNOFIETHIETE ET,

o eXe 7T ANDETNI Y v A4 A N—FEFITTHENCNIC 7 X 7553 PCIZEY i bh
TWS, BEDORITAN A4 A N—LOBEEDIMEHTRETT,

o O RIA L AT arEMITFRNA LA RN—TF av L REFEH  BEORIA N AR F—
NOEEDOHMEHRETT,

o VU RIAU ATV arEMTIIEA VAT av U REEH BFHEDORTA N LA h—/L
BLOFEHA A= RTAN A4 A M=V CTHERAEETT,

exe 77 ANEXTNT ) v 7T BN, avry RIA F7 v arwEfidina~y ROETEHEH

LTRIANA LA S—FFBELESE. A A N—FIUTOEBELZFEITLET,

e FIPS BAED7=DIZ, ¥YAR—FSNTWEHENIC 7 X7 RIA4NEEHIT, 3eTICKL ZfH LT
A A M=V LET,

e 3eTICKL %K —FLTWVWB NIC T X T ZNEHEBEHEINTHE, A VA N—=FTIE, THXTH
BROTo 7 hea—FIcHLET,
o HHVEDH D NIC 77X FZ N PC LICRSMOLRVWEA, A VA =T v A h—n&HIEL,

WDTTF — AvE—VERRLET,
The installer cannot auto-detect a NIC chipset to provide FIPS support.To enforce a pre-installation,

you are required to run the installer using the command line.For instructions or further assistance,
please contact your network administrator.
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~

GE) FAA A b= vFUFE, BERNRA VA M=V AT a Vv ERETE S aY KT
A ATV arEHRATLHAICKRETYT, FiA A b= R, BEIEYOE L —
PTIIRL, Ry NU—VEBENER L E T,

AVAP—=F ARV FELUPIARVFSA Y ATy
A VAR=T T, ROavr RBXRa~vry RIA4 v A7y a vz R—FLTnET,
3eTI-drv-installer.exe -s -auto Type= XXXX

-s =PI Tar T NEHERNT A LU N A VA NV EETTLIHRAICHERLE
R
—auto ATV b A VAN VEFRTTIEAIEHLET, A7V Y= b

AVAP=NLTIE, £ A P=FNBNPCHDIR—FENTWAS NIC 7 X 7% & ¥
BL, WEIR RITA N, A =L LET, ZHIZED, AR F—TF, =~
VRIA v F T a s nWTavry REAALEBA LR UEREEZEIT L
kR

Type=XXXX HHIA A P—VERITEEA A=AV HDONIC 77X FZ F o7y h&EE
T DO L £,

FEir > X f—U%, FRELENIC 74X 7% % PCICEY AT AR, RIA4 3%
AVAR—=NATLHIEEEKRLET,

WA R —=E, RTA %A A M—/LT BN NIC 7 X7 X &E0 )25
ZEEBHRLET,

XXXX D& REA

Intel3945 Intel3945 Fv 7ty FHO RT7 A4 " EHELET,

Centrino Intel 2100, 12200, 2915 F v 7> "D KT A4 REHEELET,

Broadcom AV A F—=F 2L > THR— FEN TS Broadcom F v 7k v |
HORITARNERELET,

Atheros Atheros 5001, 5004, 5005. AR5211, ARS212 F v 7 & v D
RZANRNERELET,

Cisco Atheros v 7 v h Z## L7z Cisco AIR-CB21 #— KH® K F
ANERELET,

S
GE) -sEBEHLTHA LY N AR M= AVEETTOHAIEL. -auto £7203 Type=XXXX 7>, -auto &
Type=XXXX Ol 5 HIHEET HLE R H Y £,

Bl -
e —aquto & —s OHEA :

- BTN TWANIC T 77X #HEIRHE LT, A>TV Vx> b A VA=V EFITL
*9

- =PRI e T PERS RN A Vb AR PV EFATLET

— BEONIC 772 BB ENTHEIE, PR-F SN TWHEEOTF v 7y FaBEIRL
iﬁ‘o

e —auto  Type=XXXX OO :
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— Type=XXXX THEINLENICT ¥ 7% Fv 7y NHAD KT A RNOA A M—)LERITL
iﬁ—o

— BHENENIC 7H¥FE2REEEINTEF Yy hE2YR—FLTOWARWESIZ, AR—
ENTWAEF v 7y haB#ELIEEDONIC 7EFZHADORIA N2 AL A =L LET,

» 3eTl-drv-installer.exe Type=Intel3945 —auto —s OfFE :

- 2= T 7 M ERFIETIC, Intel3945 F v 72y NART A RNDA A M= &2HIT
LET,

— Intel3945 Fv kv FEEEK L7 NIC 74 72 B SN2 0nEaiE, vy R—FEnTnb
Fo Tty FEBHLE, ENOEBEORHBEINTENIC TXTXHO KT A EH ALk
A A= LET,

- PHR—=FINTVLF v 7y bEHER L NIC 7 ¥ 723 s e nWigaid, wWiho
KT A NRBHERA A =L LEFA,

o 3eTl-drv-installer.exe Type=Intel3945 —s OfE :

— 22— u T N EFERETIZ, Intel345 F o7y NHRTANRNDA A =L ERIT
LET,

— PAR—FENTWANICTETZ Fo7vy hBBRHEENTWESIZ, sESNE=F o7
vy h RTIAREASL LA M=NTEBZEIZLY, FHiA VA=V EEITLET,

AU RSAY AT avEERALEWVNAS DR =5 DEST

NIC 7 ¥ 7% % PCIZHY AT Tl A v A b—IZ2ETT5I121%. ROFIELFEITLET,

ATFYvFT 1 KOVWTNDOOFIEEZFZITL T, A A =T %BBLET,

a. Windows Explorer Z il L T, PC L 3eTI-drv-installer.exe 7 7 A/ L& RO}, 77 A V4%
EINT Uy LET,

b. [Start] > [Run] &2 Vv 27 L, ROA LA —FFfTa~vr Re A LET,
path | 3eTI-drv-installer.exe
ZZTDpathid, A A= T7ANVDT 4 L7 Y NRATT,

[Driver Welcome] 7 « > Ry nEprEhEd (K 9-1),
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[Driver Welcome] 71 > F™

3e-010F-C-3 Driver Software w3.0 Build 1 fg|

Welcome to the InstallShield Wizard for
3e-010F-C-3 Driver Software

The InstallShield® ‘wizard will install 2e-010F-C-3 Driver
Software on vour computer. To continue, click Mest.

<Back | Mest> |[ Cancel ]

20E318

[Next] #27 VU v

9-2

Je-010F-C-3 Driver Software w3.0 Build 1

7355 L, TABABMENRRINET (K 92 25 H),

License Agreement

Fleaze read the follmwing licenze agreement carefully,

END USER LICEMSE AGREEMENT FOR 3& Technologies Intemational -

3e-010F-C-2 Crypto Clent Software )

MOTICE TO USER: 3e Technologies International ["3eTI"). 15 WILLIMG TO ENTER

INTO & LICENSE OWLY UPOM THE COMDITION THAT Y0OU ACCEPT ALL OF THE

TERMS COMTAIMED IM THIS LICEMSE AGREEMENT BY OPENIMG THE SOFTWARE

THIS ACKNOWLEDGES YOUR ACCEPTAMCE OF ALL THE TERMS 4HD

COMDITIONS OF THIS AGREEMEMT.

Thiz 3eT| zingle uzer license agreement [the "AGREEMENT"] is & leqal agreement I

(®i accept the terms of the license agreement

()1 da not accept the terms of the license agreement

[ < Back H Hewt » ] l Cancel l E

=
(]

o FH R 5240 2
T (X 9-3),

FiAe, [AE LT, [Next] #27 U v 27 L%, [Destination Location Window] 235 & %
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9-3 [Destination Location] 71 >~ K

3e-010F-C-3 Driver Software w3.0 Build 1
L

Chooze Deztination Location
Select folder where zetup will inztall files,

Setup will inztall 3e-010F-C-3 Driver Saftware in the fallowing folder.

Tainztall ta this folder, click Mest. Tainstall to 5 different folder, click Browse and select

another folder.

Destination Folder
C:AProgram Filesh3e-010F-C-3 Driver Software

203320

l <Back [ Mest> |[ Cancel ]

RIANYT NI 2T OF 74V EOSIHT A NV F % T ANID D, [Browse] 27 U » 7 LTHOD

ATvT 4
TANTERLET,
ATYF 5 [Next] #7 Vv 27 LE7, [Readyto Install] 7 1 > RUMBBEET (X 9-4),
9-4 [Ready to Install] 71 >~ K™
3e-010F-C-3 Driver, Software 3.0 Build 1
Ready to Inztall the Program
The wizard is ready to begin inztallation,
Click Inztall to begin the installation.
|f you want ta review or change any of your installation settings, click Back. Click Cancel to exit
the: wizard.
l <Back || Instal [ Cancel ] o
&
AFyF 6 [Installl] 227 Vw7 LT, A A= T RAEBBLET, A A M—=ANETTSHL, [Wizard

Complete] 7 4 &~ FUDBBHE ET (K 9-5),
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9-5 [Wizard Complete] V1 > F™

3e-010F-C-3 Driver Software w3.0 Build 1

InstallShield Wizard Complete

Pleasze ingtall the driver by uzing the Device manager and then
reboat to complete the installation.

< Back Finizh Cancel

frdncic nes)

ATwF 7 [Finish) 227V 27 LET,

LIHID 3eTl KSAN VI DT TFTDFT oA VR =)L

DIETD 3eTI RIANR VT "I =T 2T oA VA =T 5HIT1%, WOFIEZFETLET,

ATF9FT 1 UMD 3Tl KTA N YT Ny =T %7 A v A M—/7 5IZ1%, [Start] > [Settings] > [Control Panel]
> [Add or Remove Programs] #7 U v 27 LE 7,

ATy T 2 3e-010F-3722ED3eTI RTIANRN Y7 b =T %#EIRL, [Removel] 27V v LET,
Ry 7T w7 vgr RunEranEzd (K 9-6 2,

9-6 [Uninstall Driver Software] Ry 77 v 7

3e-010F-3 Driver Software Setup

Do you wank to uninstall 3e-010F-3 Driver Software?

—

i

L

=

(=]
j=lucicnic)

AFYFT 3 [Yes]#2VUvw 27 LT, RIANY T 2T TV A=V LET,
[Restart Computer Now] 7 ¢ & FUBBHE £ (¥ 9-7),
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9-7 [Restart Computer Now] ™7« > K™Y

3e-010F-3 Driver Software Setup

InstallShield Wizard Complete

3e-010F-3 Diriver Software hag been succeszsiully uninstalled,

(®) ez, | want ko restart my computer nowv

(O Mo, | will restart my computer later,

Remove any disks from their dives, and then click, Finish ta
complete setup.

< Back Cancel

el R

AFvF 4 LUV a— 4 EEEBT IS, [Yes] 41 LET,
AFw9F 5 [Finish] %2V v 2 LET,

RIAN YT Y =T 272 HIBRT 27012, PCHRY7—FLET,

TEIZETIERATO R4 1DV A LU A VR =)L

PAL N FE=FEHFEHLTA A M= %FTT DL, ROFIEEZETLET,

ATYT 1 ROaxwyREANLTA VA N—=TEETLET,
path | 3eTI-drv-installer.exe -s Type=XXXX
FRLFTOBRITRO LBV TT,
path i34 VA N—F T7 A )~DT 4 L7 FY )RATT,
SsiE, VALV P A VA=V ERLET,

Type= XXXX i, Centrino, Intel3945, Cisco 2 EDF v 7y h&EELET (A A h—7F

g RBIXRa~r RoA4y 73] (P9-21) #BH),

RIALNA VA N—=NVOETHERTRY T T T AT —H A T 4V RUNRKREIN, £ VA F—b

WIE T2 LFLRITARY £,

BRI Y TRy b= FETEADQLEVERFSA1OL VR =)L

NIC 7 # 72 0 13 TWRW PCITR LT 3eTI RTA %A A M—AT 5121, ROFIEEE

FLET.
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[Start] >[Run] 27 U v 7 L, ROA A F=FFTa~vr Fe AN LT, A A b= %2R LE
j‘o

path | 3eTI-drv-installer.exe Type = XXXX
FRTOERITRD LB Y TH,
path (34 VA =7 T7 AN ~DT 4 L7 hY )RATT,

Type= XXXX (%, Centrino, Intel3945, Cisco ZEDF v 7y bEHELET ((F1 A =7
avy RBIRa~vr R4 A7y a vy (P9-21) 25H),

9-1 NERENFET,

[~V RIA FTva B FERLRNA VA N—=TDFEIT] (P9-22) DAT w7 2nbAT v/ T
FEITLET,

RIANRDA VA N=VNRFET LIS, NIC 77X 7% % PCITHAT 200000 £ £,

3eTl FSANYI LI F7DFETYTITL—F

ATFvFT1
ATFvFT 2

FET SIS L—=FRFEICLY, RIARDA VA= NIZHETIREEZ N T TV a—T 4 7L
720 F9, SRR EZERT 2 FIEICHGAT Z LITBRES R TV E YA,

Windows DT NRA A 2=V X ZEHLT3eTI KTIANRN VY7 b2 T 2FEHTT v 77 L —FRT5H
Wik, WOFIEEFITLET,

FAZ by 7 E® [My Computer] 74 22> %427 Y 27 L, [Properties] %% L £7,
[System Properties] 7 . ~ K7 C [Hardware] %7 V » 7 L, [Device Manager] #7 V v 27 LE£7,
[Windows Device Manager] ¥ 1 > RUABEE £3 (¥ 9-8),

9-8 [Windows Device Manager] 7«1 >~ K=

£, Device Manager
Ele  pction  View Heb
- B EHFS P A=A

- 3 CEUOMPESAL -

+ % Batteries

+ Computer

+ a0 Disk drives

# 1 Display adapters

b DNDJCD-ROM drives

* I@ IDE ATAJATAP] controllers

+ 42 Keyboards

# 7" Mice and other pointing devices

+ Modems

+ W Moriars

= 8 Network adapters
H8 Broadoom NetXtreme STxx Gigabit Controler

= % Cther devices
ﬁ- Metwork Controller
71 PCI Simple Comenunications Controlier

+ B PCMCIA adapters

+ o Ports (COM&LPT)

+ ¥ Processors

+ @) sound, video and game controllers

+ e Storage volumes w

20EaEs
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AFYFT 3 Xy hU—T TETERROMHTONTNEN, HASRTEY, RIAN TR T RS A
b=l ENTWARWEA, /51 A%, [Other devices] D FICHEADEEMMANE TY XA h&EnET,
Xy NU—2 TET &4 U v 27 L, [Properties] iR L £4, [Network Controller Properties]
T4y RUBHAEET (K 9-9),

E 9-9 [Network Controller Properties] 71 > K

Network Controller Properties

General | Driver | Details | Resources

.\> Metwork Contraller

Drriver Provider: Unknawn

Drrivver Date: Mot available
Drriver Wersion: Mot available
Drigital Sigrer; Mot digitally signed

i DriverDetails.. | Ta view details about the driver files.

Update Driver... To update the driver for this device,

Fiall Back Dri If the device fails: after ypdating the driver, rall
aplEEIsLo PATE back to the previougly ingtalled driver.

Urinztall Ta uninztall the driver [Advanced).

Cloze

e0zes

AT7wF 4 [Driver] > [Update Driver] #7 U v 7 L&,
[Windows Hardware Update Wizard] ¥ « > RO E £3 (K 9-10),
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9-10 [Windows Hardware Update Wizard] 71 > K

Hardware Update Wizard

Welcome to the Hardware Update
Wizard

findoves will zearch for cunrent and updated software by
looking on pour computer, on the hardware installation CO, or on
the Windowes Update Web site [with your permizzion).

Bead our privacy policy

Can windows connect to Windows Update to zearch for
zoftware?

(O Yes, this time only

() 'es, now and every time | connect a device

ol

Click Mest to continue,

[ MHeut » ][ Cancel ]

2OE3ET

ATYF 5 Windows IZRTAN YT by =T ZRBIHRNVTEDIZ [No]l 412 L, [Next] 227V v 7 LET,
[Hardware Update wizard] 7 « > RU2k T LET (K 9-11),
9-11 [Installation CD or Floppy Disk Option] 7 1 >~ F™2

Hardware Update Wizard

Thiz wizard helpz you install zoftware for:

Mebwark. Controller

\'\J If your hardware came with an installation CD
<22 or floppy disk. insert it now.

w'hat do pou want the wizard to do’?

() Install the software automatically [Recommended)
(®)install fram a bt or specific location [Advanced}

Click. Mext to contitiue.

l < Back ” Hewt » ]l Cancel l

ncie-d

AT7w7 6 [Install from a list or specific location (Advanced)] #4112 L, [Next] %27 U v 27 LE T,
[Search and Installation Options] 7 « > RURHE 4 (K 9-12),
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9-12 [Search and Installation Options] 7«1 > Fy

Hardware LUpdate Wizard

Pleaze choose your zearch and installation options.

() Search for the best driver in these locations.

|Jze the check boxes below to limit or expand the default search, which includes local
paths and removable media. The best diver found will be installed,

(®Don't search, | will choose the driver bo install;

Chooge thiz option to select the device driver from a list. “wWindows does not guarantes that
the driver you chooze will Be the best match for your hardware.

[ < Back “ Mext » l[ Cancel ]

20EaEs

AT7wF 7 [Don't search. I will choose the driver to install] Z4 2L, [Next| %27V v 27 LET,
[Windows Hardware Type] 7 « > FU»B& £4 (X 9-13),

9-13 [Windows Hardware Type] 7« > K™

Hardware Update Wizard

Hardware Type.

Select a hardware type, and then click Next.

Common hardware ypes;

< Medium Changers -
_; tice and other pointing devices

L Modems

# Monitars

< Multifunction adapters

=0 tulti-port serial adapters
I dapters
El Metwark Client
55 b ahusnele Brobanal b
[ < Back ” MHeut » ] [ Cancel

20az0

ATwv7 8 [Network adapter] #3®R L, [Next] 27 U v 27 LET,
AT7w7 9 [Select Network Adapter] 7« > KU & 3 (K 9-14),
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9-14 [Select Network Adapter] 7« > Ko

Hardware Update Wizard

Select Network Adapter o
which netvaork, adapter do pou want to install?

Click. the Metvork, ddapter that matches your hardware, then click OF. If vou have an
inztallation disk far this companent, click Have Disk.

Show compatible hardware
MHetwiork Adapter:

2e-010F-C-2 Crypto Client Metwork, Connection

& This driver is not digitally signed!

Tell me why driver sighing iz important

[ < Back “ Mewut » l [ Cancel ] g
ATYT 10 3eTl Ry MU —J7HEEBIRL, Next] 27 U v 7 LET,
[Installation Complete] 7 ¢ > KU 2B & £9° (K 9-15),
9-15 [Installation Complete] 7 1 > K2
Hardware Update Wizard
Completing the Hardware Update
Wizard
The wizard has finizhed inztaling the zoftvare for:
3e-010F-C-2 Crypto Client Metwark. Connection
Click Finizh to close the wizard.
]
o
=
(]

AFYT M A= K= KIARDA A R—A285T Lk L, [Finish] #27 U v 7 LEF,
[Device Manager] ¥V 4 & RURBRRAINET (K 9-16 #5H).,

Cisco AnyConnect Secure Mobility Client EB&#44 F YJ—X 3.1



Z9® NGE. FIPS. B&U@mMe*auss |

WM >y r7—5 78R %= ¥[HT 5 FIPS O F—T LI

9-16 E#HShi=. Windows 0 [Device Manager] 7«1 > K

£, Device Manager

File Action Y¥iew Help

- [ HS @ A=A

= 2 CEUOXPESIL ~
+ E Batteries
+ by Computer
+ g Disk drives
+ & Display adapters
# s DYDJCD-ROM drives
+ =) IDE ATAJATAPI controllers
+ 3 Keyboards
+-") Mice and other pointing devices
- Modems
+ B Monkors
- HE Network adapters
3e-010F-C-2 Crypbo Clisnt Network Connection
B8 Broadcom Netitreme 57:0x Gigabit Controller
= Gk Cther devices
&3 PCI Simple Communications Controller
+ [ PCMCIA adapters
+ 5 Forts (COM&LFT)
+ ¥ Processors
+ @), Sound, video and game controllers
+ age Shorage volumes w

p—
j=liciceic)

AFY T 12 FITANRNDBEYNIA VA M= N ENTZZ L 2MRT D0, 3eTl * v " —J8gEaA7 U v L,
[Properties] # IR L ET, TH 7 X DT r 37 ¢ U 1 RUD [Device status] ¢, [This device is
working properly] & REINTWD Z & AR L ET,

3eTl FKSANAVARM—=F YT FIZTDAF

FIPS 3eTI CKL %)is KZ A1 23 4 > &2 h—F (%, Cisco Software Center 5 iZ& Vo — RT&E EHA,
VADNIELTEILENRDYET, RIAN AU AM—=FDOEMRT /o A2, WEEE
AIR-SSCFIPS-DRV #ffiH L T, v AI|IEXTEET,

WL L7 3eTICKL 3tis RZAN A2 =5 Y7 bo 7%, 85 CD IR L CRAMAINET,
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