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AnyConnect KAF ¥ ESa—LTaEMI A% N

. B hETEy s R D ERTEET,
A

GE) T X_XTCONR—YFTN Tr7AT U+ —NANIOHKEZYTR—FLTWADITTIEIHY &
Ao

TR A=Y RT U F I NAENI A=Y TN T 7 AT T —NE BT 5546, VPN #6505 E
WICHESE S 7=, Advanced Endpoint Assessment FEREIZH 60 BUUNICZ DT 7V r—3 a3 v E FE
ARNCLESELET,

Windows E/31JL T/34 XD Lua TH

Windows E /XA )L T34 22O\, FHEE L Dynamic Access Policies (DAPs) T Lua &% {Fk
L. EXAN TAL ZBHEOBIEIZOWTHRAT ¥ T2y 72 EMELLOICRVET, ZhHD
Lua ZELOHNZDWTIX, [Cisco Secure Desktop Configuration Guide for Cisco ASA 5500 Series
Administratorsl]l ®% 7 # [Using Match Criteria to Configure Dynamic Access Policies] #Z R L T
TEEWw,

RA M A¥xv i R—FFX

RAL ZAFy FR—FRIZ, RV —THERTLIT7FUASNA, ToFANALM T =T BEIW
T7AT IA—NDT TV r—a r OBMBABION—Y g VIERP R ENET, FA N A¥x ¥
VBIOERAR Axyr PR— FRIFFEA R Ax vy Sy r—UTREtE T T,

AnyConnect Secure Mobility Client ®Z DV U —ZXTiX, &FA b 2AF¥ ¥ v — 0% Cisco Secure
Desktop (CSD) &iIHlic7 v Fr—RT&Ed, T4k, CSD A VA =L LR THHRA R A
Fr U OMEEZEMTES 2L, o, BHOFRARN AX v Ry Fr—VICHHT5Z LT, A& b
AX¥ L PR—IRETHTEDILEERLET,

ARA N AF¥y o HR— MFEIE, cisco.com
(http://www.cisco.com/en/US/products/ps10884/products_device support tables list.html) 5% 7
Yr—RTEET,

I HOYR— hFEIE, Microsoft Excel, Microsoft Excel Viewer, % 721% OpenOffice Z{FH L T#
RCEFE T, Firefox, Chrome, 8LV Safari 2 EDT T Uik, JkmoFvra—RF =/ AXY <
AERBLET,

KA RFYVRADTUFIAINR T TV r—2 3 VORE

TUFIANAT IV r— gD, RAF ¥ B a— LKA Ax ¥y Nubr—28te—Ho
TV = aryOEEERo TEEOHLA LD LT A5G0 HV 3, RAF v EVa—LFE
TR ARN AX Xy Ny b —U%k A VA M—VTEHHIC, UMTFTORAN ARy 7T r—va %
TUVFOANVA TR TD IFHRTARY RN WZERETDH, BX2 T o ERTET,

e cscan.exe
e ciscod.exe

e cstub.exe
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B #xFv EC1—LERBVE7OY KRR REv Y Rubr—SOEERR

Dynamic Access Policies & D#i&

GE)

ASA TiX, FA M A% v 2 OHEN Dynamic Access Policies (DAP) (ZHA SN ET, FHEIDIGL
T. ASA TiZ. DAPHEIV Y TOLEMEELE LT, 7Y a3 D AAA BHEME MBS DE T RRA v
NEMAEDS 1 DU EFEHENET, DAP DTy FRA V MEMETHR—FENBZHR A N A% v Dk
BEICIE, OS K, RU T —, FARFAN 2F ¥ VR, BLORZ UV RRA U F TEZAL FRHY
9,

N
GE) AADM AF v OHWRREARIC 21X, AnyConnect Premium 71 &> A% ASA |ZA > A
F—=AFoERH D £5,

EHFEIT, By a I DAP 2EIV M TAEDICHNERSI AR T 5 BEE . BT, FoITHR
G THEETEET, DAPIZEY, = FFRA v~ AAA BHEEICE L7 L~V TRy hT—2 7
JEAPRMEEINET, RELIZZ Y RARA U FEBERT R TRZENE X2, ASAIZX > T DAP
DA S NET,

ASDM %A LT ASA T DAP #3ET 2 FIEOFEHIZ O TIL, ZHEHD ASDM N— 3 D
[ Adaptive Security Device Manager (ASDM) Configuration GuideJ . [Configuring Dynamic Access
Policies] D&EEZ ZE 230,

RAF ¥ EDa2A—ILERRVR7AY KRR XX /Ny
r—IDEER

AnyConnect N AF ¥ F¥ 2 —/Ld, A EEML T RARA MOBRATE XY, £, =
RARA > b5 ASA ~DORIBERE 24T 9 AN, SR Y v FE2HEH L T=2 RAA > MZA A b—
NTEET,

RAF ¥ T a—iE, FA N AFx vy Nor— 3ffi. $—A ru—27 o H—KH. Rm&
TIal—valril, ¥Fyvva 7V —F BIXOKAN XXy 77— a VTCHRERZEOD
MOEY 2= ARV ONEENET, RAT ¥ EPa—LVEFEBTLHIZLICED, = RARA b
DO —YPREHETIIRL TH, FA M AXF ¥ VIREIEZZIT T E T, £, Zofho
AnyConnect £V a2 —/VEFRA N AXx ¥ U EFEHLTCHBETA2Z L TEET,

AH L RTaY RARN AX Yy Ny r—F, RAN AXFpyr ooy, it a—L, F—2A
fa—27 s H—gH, BIOFARN = Ialb—a v BEERIELET,

AnyConnect RAF ¥ ELa—ILDEKREEFRSEIUVIRT

LEH

AnyConnect RAF ¥ Va2 —/LZiE, KA KN AFXx 0 Ry r—URZOMOa L R—3 v NREE
nNTWnWET,
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AnyConnect RAF ¥ ES 21— LOKEMES LU RAFLES T

&kEFR%R

AnyConnect Secure Mobility Client Z# KA F ¥ EV=2— /L& L HEATHITE, RETHLHRO LS 722
ASA T H—K v FALETT,

e ASA 84

e ASDM 6.4

% ® AnyConnect FEfEIX, RAF ¥ TV a— L&A VA M= THLERH £7,

o KA RAF¥yx

e SCEP i

e AnyConnect 7LV A FY £V =2 —/b

KRR b XRF+¥ >, CSD. & U AnyConnect Secure Mobility Client @
HEER%E

A

8 AnyConnect Secure Mobility Client, /S— 3 2 3.0.x THA b 2% ¥ V2 BT 254
AnyConnect Secure Mobility Client TlX, A A b AF ¥ D=2 3 VR BIXE U, FHLAEIC
TOHLERHY E7,

Cisco Secure Desktop (CSD) /S— = 3.5 LLAi% ASA THZICLTWT, BELTWS
AnyConnect Secure Mobility Client 3.0.x DN— a2 N T B EIXENLBEDO R A N A% v
Ny =27 v 77 L= RLARWES, FHEIZRKRL, 2—FIX VPN by v a V2L TE E8
lvo ASA 1F, ASA THEHIZSNTWVDHHRA RN AF ¥ Ny Fr—VIZ-HTDHE912, =2 FRA
FORARN AF ¥ Ny r—VEZEENICK T 7 L— T 572D, AnyConnect 3.0.x RAF ¥ E
Ta—NRT L RARA v MIFRIRE SN T TS, ZoRMBEIEIRELET,

AnyConnect 3.0.x [XIHX—2a VOFRA N AF ¥ o E72015 CSD & HHMEIIH D FHAD, HAA—TV =
@ AnyConnect IZHT LWNN—Ta VDR A N AF vy Ny r—V L EBERG Y £9, 2L 2L,
CSD 3.6 LLifid L O AnyConnect 2.5.6 AT A H L TWTHRA N A%y 4 A—T% 3.0.8 LAREIC
Ty 77— T 556, dHIIEMR LET,

R —
DRATLEY
RAF ¥ EVa— L, WOWTNILDT Ty F T+ —AITA VA =)L TXET,
e Windows XP (x86 fill. ¥ X\ x64 &5 CTENMET 5 x86 hik)
e Windows Vista (x86 i, X O x64 BiE CHEIET D x86 i)
o Windows 7 (x86 i, 35X T x64 BiBE CEIET D x86 iR)

e Mac OS X 10.5, 10.6, 10.7 83X 10.8 B2 v MK, BLU 64 vy MRETEMET S 32 >
)

e Linux 32 By M, BLV64 vy FNREETENMET S 32 £y M)
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WM RxFRFryRor—9

S

GE) HRAMAFy I, 2y N T AUV r—varT, a7328v b I747T7 V% 64y
MR Linux AL —F 4 7 S AT LA VA=A TEHRLERHY ET, "A M 2%y
NI, A VARV ENTEHEA T, INLD3REY N TAT TV ERELETA, £
ToeYa=r LT ARVWES, BREEIZES TR EY N 47TV Ex 0 RiFA
MIA VA=V THRERHD ET,

¢ Windows Mobile

G4t
RAF ¥ Y 22— /Wi, RO AnyConnect 7 A £ ¥ U ZEERDH Y F7,

o FEARKRAN AFyr, = RARA L 7EAAL b, Advanced Endpoint Assessment 72 & D 7k A
kb A% ¥ IR SN2 TR TORREIC AnyConnect Premium 7 A & > A AN EE T,

» Advanced Endpoint Assessment 7 A = A%, LU FOBENLE L TIBMO T A& 2 TE,
!
— ENRNAJL TFNA REH

\

Advanced Endpoint Assessment # 9 R— c§5=HD7 0 714 R—
varvF—0DAN
Advanced Endpoint Assessment (Z/%, Endpoint Assessment HEED T X TREFENTEY | N—T =
VEW R T DI HEERO L Ea— DT v 7T MERITT A L ICRETEE T, ROFIE

\ZHEVy, Advanced Endpoint Assessment 7R — 9572012, Y AanbdF—2RE LD,
ASDM i HHL CH—DT7 7T 4 X—v a U E{TWET,

AT7wF 1 [Configuration] > [Device Management] > [Licensing] > [Activation Key] % &R L £ 7,
ATwF 2 [New Activation Key] 7 4 —/V RIZ¥—%2 A LET,

AT7w7 3 [Update ActivationKey] %27 U v 7 L ¥,

ATwF 4 [File] > [Save Running Configuration to Flash] % 3R L £,

[Advanced Endpoint Assessment] = [ U 2337~ S 41, [Configuration] > [Remote Access VPN] >
[Secure Desktop Manager] > [Host Scan] ~<-f > ® [Host Scan Extensions] fEMN @ [Configure] & %
BT 2T 471270 F£9, [Host Scan] A &, CSD BNEMIR>THDLHHAITRY 77 EATEE
ﬁ—o

RA M RFvYo NyHs—o

ASA ~DERA N ZAF ¥ v Ny S —=VIFROVTRNOFETE— RTEET,
e hostscan-version-k9.pkg (X, AZ L R7 Yy Ry Fr—VL L TT v 7 e— RTEET,

e anyconnect-win-version-k9.pkg iZ. AnyConnect Secure Mobility /X~ 77— %7 v 7Fr— R34 2%
ZEIZE-T Ty Fr—FRTEET,
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ARk ZFrr ivsr—o M

e csd_version-k9.pkg /%, Cisco Secure Desktop 7 » 7B — K252 LIZL->T, 7y Fu—F
TEET,

® 5-1 ASA I2O—FF3HRR M REv Y Kwhr—
274N SR

hostscan-version-k9.pkg TDTFANMIE, FRARN AXF YL A A=Y FRA K R
Fyr PAR— bR TV 2—V Frvva 7Y —
F. F—Rbu—7 v h—HH, FAFTIazl—v g
MR EENTWET,

anyconnect-win-version-k9.pkg Z DRy r— U2, hostscan-version-k9.pkg 7 7 A Vs
. 9 T? AnyConnect Secure Mobility Client H§EEAS &
FNTWET,

csd_version-k9.pkg DT FANMIE, RAN AX L VYT by T F2K
A b A¥ -y HAR— &, Secure Desktop (Vault) .
X¥rviaZV—F, ¥=Xbv—7 o F—HEH, BLO
RAMZIalb—v3a Bl £D3 < To Cisco Secure
Desktop HREN & EFN TWVET,

BHORA M AXv Y A A—IUNASA IZA—FShTVWAGHSIZERIC
BARAM AXY o A A=

BRARN AF YU A A=VF, RAN AFX vy Ry r—VIZRAMENET, ZOA A—=VF, AFZ UK
Try RANAF Y Ry — 0 5847 AnyConnect Secure Mobility Client /X 77— B LW
Cisco Secure Desktop 6= FARA » MIEHTEE T, ASAIKA VA M=V LT7eTFA B ADN
FBIZE T, ASAICZINHDTRTONRy =% — R TEET, 20OHE, ASA ITEINTH X
P AX Y A A=V ELTRELIEAA—VERDICL, A A=V EEEL TOHRWESIL, Cisco
Secure Desktop 7 H A A b A¥ ¥ VHEBEEZ AN LET, [FAA N XXy DA A M= FEIT
Ty 77 L—F] (P5-15) ZZMRLTIESIV,

RARN ARy Ry r—T5T A VA M—NTDHE, ASAIZZDERA N AX v £ A=V 2HL
IZTER< 72 79,

UTFOTF ) AT, e — FINEEEIC, ASADBRMATIRA S AF vy Ny Fr—II D0 Tl
HLET,

o ASAICAZ U RT Y ARARN AXy o RNRoylr—Vh A A=V, TNEHFALN AXx 2 A
A= ¢ LTHEL T, CSD/hostscan ZHMNMZ L TWABHAE, ASAITAX L K7y RA N A
Fx o RNy r—UrkEALET,

o ASAICAHZ LV RTaY RARN AFXY L Roubr—V% A A=V LT, FNEFRARN Ax ¥
A A= ELTHEL, 72 ASAIZCSD £ A—V %A A h—/L LT, CSD/hostscan % HZhZ
LTWAEE, ASAIZAZ L RT7a Ly IRA N Ay A A=V 2FALET,

o ASAIZARA DN ARy U A A=V kA VA=V LR, TNEHIIIZTET, £72 ASA 12 CSD
A A= %A A M—/L LT, CSD/hostscan ZHFNZLTWVDIEHA, FA N AF ¥ 4 A—TUN
TUoAVAR=NLEINTWRWED, ASAIZFAX VRT RV RAN AF vy A A=V %EMALE
7,

e AnyConnect Secure Mobility Client /X 7 —% ASAWZA VA R =L L ENEFRA N AF ¥
AA=TVERELIEGG, BAN ZAX YV A A=VFEONy F=Uh bl S ET,
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W AnyConnect RXF ¥ ES2—LELURR b R¥+ > OEH

e ASA IZ AnyConnect Secure Mobility Client /N> 77— 7 7 f W&k A A M=)V LT=D, T &R
AR AF Y A A=Y E LTHRELZWEA, ASA 13C® AnyConnect /X > &7 — IZBE A T 5
NTEFRAN 2% Ry b —U%EALEYA, ASAIZ, CSDRAENTH D Z & ARHRIT, 1
VAR NEBDRA S AF s Ny =V FERITCSD RNy =V EEMLET,

AnyConnect RAF ¥ EPa—ILBELURRAF XX v 2D
R

RAF ¥ FEVa— VBIOKRA N AFy ZE 2 EEORRC TV ANRHD £7,

FR1EBE  FRERSREAFEHTIHA. = FRA M ASA ~OEEE 2 L X 5 &+ 5,
AnyConnect 7 A4 7 FBELORAF ¥ TV a— L&A A=A LET, EHEFARZAF v £
Va— )b Ny —IlE, RAF Y RBEONEIZFEHTEIH605aR—R N F47 7V,
YA — 3, F7- [AnyConnect B AF ¥ FV = — /L CHIC /R HHEEE] (P.5-3) (C Dk DHEE % f2ik
TH7 7V =y a v BASTHET, ASAIZA VA M=V SNZ[FA U/3— 3 > ® AnyConnect 7
FTAT UV NERAF ¥ TV a—VETY RRA V MNCHBIERT 56, = RARA M ASA 1282
BT DHLEEIZ, BMORATF v TV a— b 77ANMTASANDL T v aZ Uy InERi,

Web R : Web BB AN Z2HHT 225G, =2 RARA 2 MY ASA 128kt 95 & 212 ASA X
AnyConnect 7 74 7> hEHRAF ¥ EVa— Ve RRA U N T v vaZ vy LET, AfERR
BRI ORI T o a— REeEITT 572010, ASAIIMEDORAF ¥ £ a—/L 77 A4 LD
BrEHXTa—RKLET,

TV RARA VIR BRERT DL WADKATF ¥ TV a— L 77 A VIRV, = RARA LV F TER
AV NOFEIEICMLELRFOMD T AT TV ENLT 7 AV S, ENHDT 7 A4 L8 ASA D
BEEshET, 2exE, RAF v £V a—ME, Norton 7V FUANADHIN—Ta VR R
RA Y FTHEITSINTWVADIZ, T§3TD Norton 7V FUANVA VT MT 2T DFRAN AF ¥
YR N RERETAHAENHY ET, KAFv TV a— LIS ELTHEMT 7 A L2 TS L1,
T RKRAL N TEAA FEFITL, ASAICBEBMEZEELET, =V RRA UV FEERX AT Iy
7 77 EARY — (DAP) ON— &+ 9 2 & AR, ASA IT= RARA v b &S
TAHZENTEET, DAP ZHi/2 L7z, ASA TRV ORAF ¥ £V a— L EZY RKRA VU MZT v
TaTHNEIMRETEET,

RAF v BV a—NVEIREZ L RARA 2 MMZ Web BB L7RWG4A, HlRATE Web B % FMi T &
T ZOHE, T RRA U MIERAT Y 77 AV 1 DT AT rr— &, =2 RRA 2k
TEAAY POERETHIERBA N AKX TAT TV OHIRINET, OV FUATE, IFH
WZHEWWRE T ASA "b = R A v MZHF U r— R T& £92%, Advanced Endpoint Assessment %
FITTDHEST VT IVANA, TUovFARM =T BT 7 AT U —NVOEBEX AT #FITT
LESRRIIERA T R E9,

AnyConnect RRF ¥ €Y a—ILDEHIER

RAF ¥ FY 2—NVEFRIEMT 254, AnyConnect 7 74 7 > bW T ASA (BT DRI,
TV RRA Y MNZEV2a—AVEA A =NV LET,

RAF ¥ £V a2— /L&A A FM—/LT 5HHIIZ, AnyConnect Secure Mobility Client =2 KA > K
WA VA RN—= AT HUERHY 7, Web BB L OHERTREM T ZMMH L T, AnyConnect
Secure Mobility Client BLORAF v £V a— L&A A F—LTHFEICHONTIE, 5 2%

[ AnyConnect Secure Mobility Client ® B Z&M L T 72 &0,

* 521, RAF ¥ TV 2—VHARMAF Y bz —RFERLET,
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ASA LTOHRR F REx v oD VAR =Bt B

#* 5-2 RRAF v ED1—)LBHIEM*Y b
T7ANL BieA
Windows anyconnect-posture-win-version-pre-deploy-k9.msi
Linux anyconnect-linux-version-posture-k9.tar.gz
Mac OS X anyconnect-macosx-posture-i386-version-1386-k9.dmg

ASA ETOHRA M XAZ w24 VR M—=ILEERE

WDZ A7 TiE, ASA ETORA L 2AF% v DA VA M= EFHEICOWNTHRA L ET,
o KRARNRARFY Y ZUPURHIRT v T —FOX T a— R

e RANAX Y DALV A= NELIZT v T T L—F

o ASA THA N AFXx v 22 E 3BT S

o RAKNAXFY L DT AL A =)L

e AnyConnect RAF ¥ TV a2 —/LDIN—T K L —~DE Y KT

KA RX Y TOOVUBRBPRTY TT— MDA A—F

AFvFT 1

A7y 2
ATvT 3
ATvT 4
A7yFT 5
ATvT 6
A7y 7
A7y 8

Cisco Host Scan Engine D&EHFIRT v 77— b & ¥ 7 v — R4 212iE, Cisco.com [Z2—HHEHRKS 2
VERH D £,

CiscoVPN 7 A4 T N Y —ALDY 7 voxT Fyra—FK o) TIEBHTIIE, 20V 7%
Vo2 LET,
http://www.cisco.com/cisco/software/release.html?mdfid=282414594&flowid=4470&softwareid=2823
64364 &release=Engine%20Updates&relind=AVAILABLE&rellifecycle=&reltype=latest

T 027 Y > U —d [Latest Releases] ZJEBH L £7°,

[Engine Updates] #27 V v 7 L7,

FDI T KT, EHIMD hostscan_3.0.xxxx-k9.pkg % H.-o1}, [Download Now] %7 U v 7 LT,
cisco.com D7 L7 vy &z AJJL, [Login] 227 V v 27 LET,

[Proceed with Download] #7 U v 7 L&,

TR =% T4 AN EETH, [Agree] 27V v 7 LET,

Ayro—RK<w32—U% A7 a0 %&RL, [download] V> 7 %227V v 7 LTH T a— RK&E{TWD
7,

RAM AXXY DA VA M—=ILEERFT7YTHTL—FK

ROFNEEZFEHAL T, ASA ETHLWARA N AX ¥y U A A—V% 7 vy 7 mn—RRERET v 77— R
L, AT 2N TEET, 4 A—TV%MHH LT AnyConnect D7 A kN 2% v UHREZ AT
%7, Cisco Secure Desktop (CSD) DEEFDOREBAICHOWVWTHEA N A%y $R— RET v 77
L—RLET,
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WM ASAETOHRRF REFL DS VR F—LEBRIL

ATv7 4

AFvT 5

T4V RIZ, AF U RTRUVDKRAN AXy Ny r— F721F AnyConnect E¥ =27 EEY
TA TTAT R Ryr—UONR—=Uar300BEEHETLIIERTEET,

LRNZ CSD A A=V % ASAIZT v 7 — RLTWERAIX, HETLHFAN AF vy 4 A—VIC
EoT, CSD Ny r—VIZRAESNTWERETFEORA N AX x>y T A NVRNT v 77 L— REIEFH
v L= FRFIhET,

RARN AF Y U EA VA N—NVERRET v 77— RLERIZ, X2 VT4 77747 A HL
B9 H0ETH Y FHA, ASDM @ Secure Desktop Manager > —/LIZT 7 & 23 5 |Z1%, Adaptive
Security Device Manager (ASDM) Z#& T L CHEBTLILERH Y F7°,

BRA N 2% v 21, AnyConnect Secure Mobility Client Premium 7 A & & A 3BT,

[RA N A% 2D URHIRT v 77— roF v rmn— R (P5-15) ML T, KERDO R A
N 2%y RNobr—2%2F 00— RLUET,
~

GE)y Y7hu=TxaF7ru—F352id, Ciscocom DT ATy hTa sl AT H0ENRHY F
‘j‘o

ASDM % B %, [Configuration] > [Remote Access VPN] > [Host Scan Image] DNEIZEIR L £7,
[Host Scan Image] »<x/v (X 5-3) 2B £,

X 5-3 [Host Scan Image] /3% JL

Configuration > Remote Access ¥PM = Host Scan Image O

Use this panel ko install Host Scan. The Host Scan image can come from a stand-alone package, o incuded as part of
the AnyConnect 3.0 For Windows OS5 or the Cisco Secure Deskkop packages,

Host Scan configuration can be performed by going to Secure Desktop Manager/Host Scan., IF 'Host Scan' is nok
visible under 'Secure Deskiop Manager', you will need to restark ASDM,

Location: Browse Flash. ..
Upload...

Uninstall

2400810

[Upload] 27 VU v 27 LT, ZHAOa L Ea—41n5H ASA EO KT A TIZHA N A% v Ry r—
VoA —miREk T LR E LET,

[Upload Image] # A 7 1 Z/'7R v 7 A, [Browse Local Files] %7 Vv 7 LTr—A/)b 2 Ea—FD
RAN AF ¥ R r—VERELET,

A7 w71 TH 2 r— K L7z hostscan_version.pkg 7 7 A /L £ 7213
anyconnect-win-version-k9.pkg 7 7 1 /L Z &R L, [Select] 7 U » 27 LE3, [Local File Path]

7 4 —/L R L O [Flash File System Path] 7 4 —/V RTEIRL 7= 7 7 A L D/RRAIZIE, FA N A%y
YRy =V DT v T a— RERARKMREINET, ASAITHEBO 77 v a RIATRHLIHGE
iE. Blo~7Z v a K74 7 %3 X 5T [Flash File System Path] ZfFEET& £,

[Upload File] #7 U v 7 LE+. ASDM LT, 77 A ADIAE—8TF v ia H— Ficlksn
F7, [Information] ¥ A 71 7Ky 7 AZiE, ROA v =V RRRINET,
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AFvF9
AFv7 10

ATFv7T 1

ASA LTOHRR F REx v oD VAR =Bt B

File has been uploaded to flash successfully.

[OK] %27V w2 LET,

[Use Uploaded Image] # A4 7 v/ T[OK] & 27 Vv 27 LT, BATA A=V L L TT v/ r—RLEFA
M A¥XY U Ny =Y Ty ANVEFHLET,

[Enable Host Scan/CSD] 234 /1272 > TWARWEAIZA VT L ET,

[Applyl 27 VU v 7 LET,

~

(3¥) ASA LT AnyConnect Essentials A NIZ 7> TWAHHA, AA N AF¥ ¥ & CSD i
AnyConnect Essentials L #AGOETEHELRVWE W) X vy E—UBRRFRENET,
AnyConnect Essentials #2350, RETLI1EZBRLET,

[Save] 27 UV v 7 LET,

ASA THRA b AFx ¥ v zANFELITENICT S

ASDM ZHEH L THIHOTHRAN ZAF v A A=V A VA =NV FERIZT v 77 L— RT 584513,
FNEO—ERE LTFDARA—TEANZLET, TASA FTOFRARN AF ¥ DA A FN—/L L AL
b1 (P.5-15) 2B L TLE &,

NS OEE. ASDM 2 L THRA N AF v v 4 A=V HNEIITENCT 5%, ROFIA
HETLET,

ASDM % B %, [Configuration] > [Remote Access VPN] > [Host Scan Image] DNEIZEIR L £ 7,
[Host Scan Image] /S /v (X 5-3) 23B& £,

[Enable Host Scan/CSD] #4 > IZ L CHRA b A% % U E4CT 55>, F721% [Enable Host
Scan/CSD] #4 7IZLTHRA b AF¥ ¥ & EHICLET,

[Applyl 27 U v 7 L&,
[Save] 27 UV v 7 LE T,

ASA L T® CSD OAEF=IXESE

Cisco Secure Desktop (CSD) #H#CTH &, CSDEET 7 A BLWdataxml BT T v a T
AAMBITAY T 4 Falb—varilu—RFShEY, CSD 2L TH, CSD HEFLE S
FH A,

WD FNEIZHE, ASDM 2 H LT CSD ZH#h £ /i3 Eshic L9,

[Configuration] > [Remote Access VPN] > [Secure Desktop Manager] > [Setup] Z&R L £,
ASDM I= £ » T, [Setup] <34 v B = =3 (1 5-3).
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WM AXFRXrUBLUCSDO7YTITL—FELIVTL—F

S,

(G¥)  [Secure Desktop Image] 7 —/V RIZHTEA VA h— L EINTNDHA A=Y (BIXUN—V =
V) BFERENFET, [Enable Secure Desktop] = v 7 AR v 7 A&, CSD DAL/ > T
DINEIMERLET,

ATw7 2 [Enable Secure Desktop] 412 LT CSD A #729 575>, [Enable Secure Desktop] #4712 LT
CSD & sz LET,

ATy FT 3 [ASDM]ZHUET, KDOAvE—I0N T 4 ROIZERENET,

The configuration has been modified. Do you want to save the running configuration to
flash memory?

AFvF 4 [Save] %7V v 27 LET, ASDM IR ELRFEL THLET,

AR b REFPUBEUCSD DTy TTL—KELHLY
L—E

Ny —=UPAZ L RT7ay RA N A%y Ry — AnyConnect Secure Mobility Client (Z [FI#
STy r— F721F Cisco Secure Desktop IZ[FMH STz Xy r— DT TH->TH, ASA
iE. BREA S A%y Ny r—YE2EHE8NIC Y RRA MCBEMALET, =2 RBRA > MSH
WA= g VDRARN AFX XYy Ny b —UNRA VA= LINTWDHHE, = RFRA Y bOZED
Ry lr—VR3T v 77— REnET, TV RFRA LV MIHLWWA—=Ta VOFRA N ZAFx 2 Ry
T=URb5%E. T RRA L NDEDRy F—=V3F TS —REanE T,

ASA TEMZEN=RRA M AFv Y 4 A—DDHFI

ASDM % B &, [Configuration] > [Remote Access VPN] > [Host Scan Image] DNAIZER L £ 7,

[Host Scan Image Location] 7 4 —/V KIZHR A~ A% ¥ v 4 A—UBREESNTEY ., [Enable
HostScan/CSD] &R v 7 ABRA N> TWAHH/EIL, £DA A—T D=3 B ASA THEREND
RAR ZAF o N=Va b Ed,

[Host Scan Image] 7 « —/V K322 C, [Enable HostScan/CSD] &~ v 7 AN A T8 - TV DL EIT,
[Configuration] > [Remote Access VPN] > [Secure Desktop Manager] % iR L % 9, [Secure Desktop
Image Location] 7 4 —/L KD CSD & /X—V 3 B ASA THASNDHHEA N AFxx o N—V 3z &
7m0 ET,

RAMRXXY D74 2R =)L

RAMREXY I NYT—DDT AR =)L

RAN ARy Ror—V 5T VA VA=V TDHE ASDM A >V F—T =4 A LEOE 2 —0 G HIER
ENET, ZhICEY, AA DM AF v U E7201L CSD BNEYDDOEETH ASAICEDHRA N AF v

Ny lr—VORMNEBINET, FANAXFY U E27 A VAL LTH, 7T7v¥a RIAT
DRAR AXx Nyr—FHIBRESNER A,
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AFvFT 1
A7y 2

R’Rk RErO7o/oRb—1 N

X2 VT4 T TFIATUVADKARN AR Y 52T A A N—LT B2, ROFIEZEHRLE1,

ASDM % B %, [Configuration] > [Remote Access VPN] > [Host Scan Image] DJEIZEIN L £ 5,

[Host Scan Image] ~X- & C [Uninstall] #27 V v 7 LE£9, ASDM Ti%, [Location] 7% X ~ R v 7
ADT F A FREIBRSET,

[Savel 227 VU v 7 LET,

ASADNDCSD D7 A4V A =)L

AFvFT 1

ATFvT 4

AFwT 5

Cisco Secure Desktop (CSD) 27 v A VA h—NAFDHL, 753y ¥a A—NEDTFRI by P T4
V27 b CSD RET 7 A VTH D dataxml BHIERShEY, 207 7 A L& RFTLHEI,
CSD 27 A VA N—/VT BN, BIOARTIEZEAL T 7 AV Ea—950, V-7 AT —3
YiFTrr—FRLET,

X2 VT4 TTIAT U ADCSD &7 A VA M= TB20F, WOFEEZEHL E9,

ASDM % B % | [Configuration] > [Remote Access VPN] > [Secure Desktop Manager] > [Setup] % &R
L%,

ASDM (2 X > T, [Setup] A »MfxET (¥ 5-3),

[Uninstall] #27 U v 7 LET,

RDA =V PR T 4 FUICEKRSINET,

Do you want to delete disk0O:/csd <n>.<n>.*.pkg and all CSD data files?
[Yes]#27 V> 27 LET,

ASDM 12 & > T, [Location] 7% A b Ry 7 257 %A FDBEIBRE I, [Setup] @ FiZd % [Secure
Desktop Manager] A ==— %7 3 VAHIBRESh£9,

[ASDM] ZBI L3, RDOA vE— VBT 4 v ROICERSNET,

The configuration has been modified. Do you want to save the running configuration to
flash memory?

[Savel 27 V v 27 LE7, ASDM IFFRELZIREL TH L ET,

AnyConnect RAF ¥ EVa—ILDTI—T R I—~DENYHT

AFvFT 1

A7y 2

ASDM #Bfl &, [Configuration] > [Remote Access VPN] > [Network (Client) Access] > [Group
Policies] DNEIZEAR L E 9,

[Group Policies] SV T [Add] #27 U v 7 LTHRIN—T R > —ZAERT 20, F72IFARA L R
Fxr Ry r—VEENVYBTHIN—T RY —%&RL, [Bdit] 27V v 7 LET,

[Edit Internal Group Policy] /X% /L C, ZMID [Advanced] 7€/ — a2 VU —ZREH L,
[AnyConnect Client] Z B4R L £ 7,

[Optional Client Modules to Download Inherit] = > 7R v 7 A& 4712 LET,
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E5F HKRANRFvUORE |

WM &k R¥rroXy

ATw7 5 [Optional Client Modules to Download] K= v 74 7 A == —T [AnyConnect Posture Module] %
FAZLl, [OK]Z227 Uy 7 LET,

ATF9FT 6 [OK]%27 Vv s LET,

KA R¥Yr OXT

RA L Zx ¥ &, Windows 77 v b7 4 —LDHEA N2 b Ba—7I2, £/ Windows 77 v b
T4 — LU DOLE syslog iICm VAR LET, AU Ea—7 TiE, $TorZE MAD
[Cisco AnyConnect Secure Mobility Client Posture| 7 + V& IR fF SN E 7,

FTRTORAF¥ EVa—)L avik—xr bOAxXV Y L
NILDEKRE

FIFNRNTIE, RAF v EVa—L arR—xr M, (25— OBEKEL L X2 k% iRk
LET, UTOFIEAFEHLC, RAF¥ EVa— DT RCOaryR—F> houXr JERKEL
SN EETLET,

RAF ¥ £V 2 — ML, 2—HFDOFR—L 74X cscanldlog 7 7 A V&AL A M—L LET,
cscan.log 7 7 A /VIZiE, HEDO VPN By v a b0y M) EFREREET, =—¥ 28 ASA
W T D72 NS, RA N ZAX Yy CRHFHILVWEX LS FT—=HTIDOT7 7 A LOT s ) &2 EEXL
E3

RAFvyDOaX 7 LV EEREFLIFEETHI20E, ROFIEIZHENET,

ATYF 1 ASDM A > ¥ —7 = A AD 5, [Configuration] > [Remote Access VPN] > [Secure Desktop Manager]
> [Global Settings] #i®{R L £3°, [Global Settings] /S x /L3 & £,

Configuration > Remote Access ¥YPM > Secure Desktop Manager > Global Settings O
Global Settings

Logging level contrals CSD lagging on all WP user endpoints that run CSD. By defaulk, the Logging Level is sek ko Errors.
Each event level is cumulative, For example, the Warnings option enables logging for both errors and warnings.

Logging Level w

Logging Level Definitions:

# Errors: Logs events that prevent CSD operation.

# ‘Warnings; Logs events that inhibit optimal CS0 operation,

# Information: Logs events that describe the state, configuration, and operation of CS0.
# Debugging: Enables Full logging of all CSD events.

Reset Al

248555

AFYvT 2 A WO [Logging Level Definitions] £ %1Z, [Logging Level] %€ L £7°,
RFvF 3 EFILT 4 Fa L g AR bR ET A RET B0, [Apply Alll 22 U v 7 LET,

l_Cisco AnyConnect Secure Mobility Client &£ 4 F JJ—X 3.1



| 58 HwXFRFrUDEE

~

GE)

RAF ¥ E

BIOS Yy 7L&E®D DAP TofER B

BRGS0 7 7 AN L TARRA N AX Y URENIR > TWAERE., FOER T 7 7 AV %
FERALTWD2—PFIZIIEFA N AFXF vy rOuX o JIEETEINET A

Ta—)Loayg I 74 I EGR

RAF % BV a—/b AVR—R MI, XV =T 4 7 VAT A FHELVV HERLL EE)
AJ =X (Web #28) % 7213 AnyConnect) (ZIESWT, KITRTHRK3 202l AHLET,

* cstub.log : AnyConnect Web EEINEH S DL, m¥ L T 2F ¥ 7 F ¥ LET,

e libesd.log: FA ~ A% ¥ o APl #fiH3% AnyConnect AL v RiZX o TIE SN ET, =7 L
NAREIEL T, 2OuZIZT RNy 7Oy NI RANENDHBERHY £,

e cscan.dog : AF ¥ ELTT 7 A/ (cscan.exe) IZEVIEREND, RAF ¥ BLIUFA N A% ¥
VDAL a s TY, vl LULERERIS LT, Z20orZiIT Ay 7Oy NUNRAN SN
ENHY ET,

RAF v TV a— L, Ihboay 7y ka2 —HFOFR—5 74/VZICEELET, B, 4

NRb—=F 4 7 VAT ABLO VPN SR K- THRRY 9,

Cisco Technical Assistant Center (TAC) X, MERGEEIZ, Thbous 7y A Vi L CHEZ
TRy T LET, BEESINOLDT 7 A NVEHRTHZMLELH Y /A, Cisco TAC TiX, Zh b
Dy TrANENELETAEAEIC, DART S RLZHEALTENLD T 7 A L Z2HRMET B LI
BEMRIMKETHZ DBHV FET, DART = —7 ¢ U7 1%, LERFTXTD AnyConnect % JE & 1
7 Ty ANVEREL, EMT 7 A VICRF LT TAC 2258 LET, DART OFHMIZ 2V TIE,
DART ZEH L2 b T Ty 2—T 4 V7 EROIE] (P13-4) Z2BRL T EEW,

BIOS > )7 I/L&S0D DAP THOfEH

RARN AF v 0L, FARDOBIOS VI T NVEEERETEET, ¥4 FIv 7 T7EBRA KR v—
(DAP) #fiH LT, #® BIOS + U 7 ILEZITESNT ASA ~D VPN 852 AlREF /- 1M T X F
j‘o

DAP T FRA4 V FEME L TO BIOS DfERE

ATv7 4
AFvF 5
& A

ASDM ([Zu 7 A LET,

[Configuration] > [Remote Access VPN] > [Network (Client) Access] % #4R 3 57>, [Clientless SSL
VPN Access] > [Dynamic Access Policies] 3R L £,

[Configure Dynamic Access Policies] /X /L T, [Add] £72i% [Edit] 27 U v 7 L T, BIOS % DAP =
VRRAVRNEMEE L TRERELET,

Ty RHA L ID EOAICHS [AdD] E2 Y v LET,
[Endpoint Attribute Type] 7 + —/L KT [Device] %R L £,

[BIOS Serial Number] F = v 7 R v 7 2% 4o L, [=] (L) F701E [1=] (L A2V 28R
L T. [BIOS Serial Number] 7 .t —/L FI|Z BIOS 5% AJ L £7,
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W BIOS L U7ILEED DAP TOEMA

& Add Endpoint Attribute

Endpaint Attribute Type: |Device w

[ Hast Mame: |

BIOS Serial Number: |= | |atB2can|

|
[]MacC address: | |
|
|

[ Port Mumber: |

[] Privacy Protection:

[] wersion of Secure Desktop (CSD): | |

[ wersion of Endpaint Assessment (OPSWAT): | |

[ O H Cancel ][ Help ]

3
g
ATvF 7 [OK]%#7 Y w2 L. [Endpoint Attribute] ¥4 7 27Ky 7 ACOEEERITLET,
AFv7S 8 [OK] %7 Y7 LT, [Edit Dynamic Access Policy] ~DEHE&#{#F L £,
ATYF 9 [Applyl 27 Vv LT, A FIv s TI7AKR) TV —~OEREZRFLET,
AFwF 10 [Savel 27V v 7 LET,

BIOS V) 7 ILEBESOREHE
KDY Y —=A T, SEEERTY FRA 2~ BIOS ¥ U 7 AFESORIGFHEIZ DN THII LTV E
R
¢ Windows : http://support.microsoft.com/kb/558124
e Mac OS X : http://support.apple.com/kb/ht1529
o Linux:%&koa<r FaEHALET,

/usr/bin/hal-get-property --udi /org/freedesktop/Hal/devices/computer --key
system.hardware.serial
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