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Configuration Guidel OMOE Y = — VIZHHRH Y 7,
tyva VEMOBREE T T 4y R v—EROLORESNTEY— BRI, ELEELEEA,
1. enable
2. configure terminal
3. policy-map type service policy-map-name
4. authenticate aaa list name-of-list
5. classname dhcp-pool-name
6. ip portbundle
7. ip unnumbered interface-type interface-number
8. ip vrf forwarding name-of-vrf
9. service deny
10. service relay pppoe vpdn group VPDN-group-name
11. service vpdn group VPDN-group-name
12. sg-service-group service-group-name
13. sg-service-type {primary | secondary}
AR FERETI2Va Y B
enable Bt EXEC £— R& A x—7 VIZLET,
il o TulTFIBRRRINTCH, NAUY—FEANLET,
Rodter> enable
configure terminal Ja—N)aryJ 4 Xal—arye— R NE2#EELET,
#l

Router# configure terminal
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policy-map type service policy-map-name

Bl
Router (config) # policy-map type service
servicel

ISGH—ERAZERTAHEDICHHENS, —E R K
Ve~ T EEREZEIAELET,

authenticate aaa list name-of-1ist

B
Router (config-service-policymap) #
authenticate aaa list mlist

SOY—ERET VT4 DKL LCRIEELE LT
DI, WAEEREWIAT D 2 & 2 HE L ET

classname dhcp-pool-name

# -
Router (config-service-policymap) # classname
green

Dynamic Host Configuration Protocol (DHCP) 7 KL &
=N Y — AL TIIREDOMAE ICBEEM T T,

ip portbundle

Bl :
Router (config-service-policymap) # ip
portbundle

ZoH¥—ERKY — < v 7 TISG Port-Bundle Host Key
BEREZ A X — T M LET,

ip unnumbered interface-type
interface-number

#i
Router (config-service-policymap) # ip
unnumbered ethernet 0

A B =T A RTIP 7 L AZBRANCE Y T
TH, A H—T A ATIPWUHE A 2—T I LET,

ip vrf forwarding name-of-vrf

B
Router (config-service-policymap)# ip vrf
forwarding blue

H— ' % % VRF (2@ £,
o ZDavwy ROBEIZLD,
U H—r 2L ES,

IOV —ERITIA~

service deny

B
Router (config-service-policymap) # service
deny

MAEFEEy v aixtdTdFxy hUV—27 H—EREHERFL
ESc I

service relay pppoe vpdn group
VPDN-group-name

#l
Router (config-service-policymap) # service
relay pppoe vpdn group groupl

MAFEE v a /2% LT, Layer 2 Tunnel Protocol
(L2TP) bk #/MiZ & % PPPoE Active Discovery (PAD)
AyvE—=VDY b—%AFX—T N LET,

service vpdn group VPDN-group-name

B
Router (config-service-policymap) # service
vpdn group vpdnl

ISG M A#E & » ¥ 3 1 Virtual Private Dialup Network

(VPDN) HJ—b 2 &4t L E4,

e ZOaATY FOREITLD,
A =S /B e

IOV —ERITIA~
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ARV EFFERETOIVa Y BH#
RXTFw T 12 sg-service-group service-group-name HP—bEREZEELEEY—E R A —FIZEEAMT E T,
#l

Router (config-service-policymap) #
sg-service-group groupl

AFTw 7 13 sg-service-type {primary | secondary} Y=t 25 TSI A<VERITEI XY b—E XL LTE

i

HELET,
o TIA=Y B—ERIE, Ry T —THEEKRY —N

Router (config-service-policymap) # SENAF—ERTTF, F—ERET T~V —b

sg-service-type primary

AL LTERT DITIE, sg-service-type primary =~
Y RFEERTLILERNHDET, TT7A4<) —EX
TERWY—E X, 774NV FTIXEI XY F—
AL LTERSINET,

357499 KYS—%EFDISG Y—ERDERE

ISG "7 747 RIT—IZiE. 1 2D T 74 v 77A2L 120 EDISGHRENREENET, b
FTT 4T JTAKST, MEEEREAT O NI 74 v 7 EBERLET, VT T4 v T KU —%FF
DISGH—EREBN—FIZRET DT, WOEEEEITLES,

e TISG "5 74w VIR <y 7DEHK] (P.218)
e [ 7497 RYVV—%EFHSISGH—E R R v— <o 7ORE] (P219)

ISG F5 7499 VSR TYTDER

GE)

[UE= 5

FIROHE

NFGT 47 VTR THEBETHIZIX, WOEEEZFITLET, @F., N T 7497 VTR <y
%, 7u—%4538E9 % Access Control List (ACL; 77 %A = hu—)L U A K) &, D ACL
EEATH NI 74y 2 0HE (Lo "D REFRIZTY FARATUR) 2EELET,

DRI T 49T VITATYTERETHIELTE, 778X VA MNDIENRWNT T 400 U
FTAYTERELTC, "I 74v 7 R v—%gGhHd—ER%, ¥XTCTOvyary bTF 74070
WHEAT Lo IcRETE £,

TOEEIE, FT T4 v 7 OYEICHAT S Access Control List (ACL; 77+ A 2 ha—)L J 2
R IEIREEHATHD T BRI > TWET,

enable

configure terminal

class-map type traffic match-any class-map-name

match access-group input {access-list-number | name access-list-name}

match access-group output {access-list-number | name access-list-name}

o 9~ w2

exit
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AFvF 1 enable

i

Router> enable

Y HE EXEC E— F& A Xx—7 L ¥,
o TulrTIMERENTEL, RNATU—FREATILET,

RFw T 2 configure terminal

-

Router# configure terminal

Jua—r )L ar7 4 Fal—yary T— REEBLET,

RFw T 3 class-map type traffic match-any
class-map-name

B
Router (config) # class-map type traffic
match-any classl

Ry "VERESNZISG VT 740 7T ALBET
LI T D, VT T4y IRy T EERE
FIEAEELET,

RFw 7 4 match access-group input
{access-list—-number | name
access-1list-name}

#i
Router (config-traffic-classmap) # match
access-group input 101

(fEE) EE L7z ACL &~X— 2R
LT BUkEZRELET,

o BEDKITFI 7 4y 7 —TERSTRTOEY V1
PRI T4y ZWCHEAT AN T T 4 v N —EE
BT HEAIE. ZOFIEEZRAF Yy T LTLLEE N,

AN TR =y TRt

XFw 7 5 match access-group output
{access-1ist-number | name
access-1list-name}

B :
Router (config-traffic-classmap) # match
access—-group output 102

(fEE) f8E L7z ACL & _X—A(C
LT 8k rRELET,

o BREDNT T 4wl 7 —TCiIRIT_XTHE Y3
VRT T 4 v ZICEHTA NI T v R U—EE
BTLH2HEIF, ZOFEEZAFXF Y 7L TLLEIN,

CHh TR =y Tkt

ATFvT 6  exit

B :

Router (config-traffic-classmap) # exit

Jya—r )L ar7 4 Xalb—ay T—RIEYET,

k52499 R)O—ZFHDISGH—ER KR P—

ISG r—ERZHET HIC

<y TOERE

3, ISG Lt —Ev 2 R v— <= v T 2ERT 57 £7135MHE AAA

=" EiZH—ER 7 D774’/V%f’ﬁﬁibi@“ ISG LoV —tvR RV o=y IThNTT7 47 K
Uy —&RET DITIE, ROEEEFITLET,

) Y= ARI =<y ITRETEDLaA~YY FOPITIE, MOREBITORVEELIEELRND

DORH Y ET, EEED ISG HAE DK E

FEDFEMIZ 2T, [Cisco 10S Intelligent Services Gateway

Configuration Guidel OO EY 2 — /VIZHHARH Y 7,

FIROHE

1. enable

2. configure terminal
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ATvT 6

policy-map type service policy-map-name

[priority] class type traffic class-map-name

accounting aaa list A4A4-method-list

police {input | output} committed-rate normal-burst excess-burst

prepaid config name-of-configuration

© N o g ke

redirect [list access-list-number] to {group server-group-name | ip ip-address [port port-number]}
[duration seconds] [frequency seconds]

9. timeout absolute duration-in-seconds

10. timeout idle duration-in-seconds

11. exit
ARV RERETIVaY B i
enable F¥5#E EXEC E— K& A X —7 I LET,
- o Tu T IRFREINTEL, NAT—=FEASLET,
[
Router> enable
configure terminal Ja—n) a7 4 X¥al—yagry T— RelEBLET,
-

Router# configure terminal

policy-map type service policy-map-name ISGH—EREZEXETILEOIEHIND, y—ERX K
=y TR EIEELET,

#l

Router (config) # policy-map type service

servicel

[priority] class type traffic ERETIER T HRY —D, AR E T 7097 7
class-map-name S AL ELET

il - o priority BIEUL, FEELEEMRE CTRINHEMT S 7

AEWELET, HEO VT T4 v 7 7T AL —HT
By M, BRENEWS T RCHEISET,

Router (config-service-policymap) # class
type traffic classb

accounting aaa list AAA-method-list ThHO T4 T %—TNZ L, Thovrs 47
Ty T T OEERLRD AAA A Y v R U A NERE
B LET,

Router (config-service-policymap-class-traff
ic)# accounting aaa list mlistl

police {input | output} committed-rate ISGRYVY V7%, Ty TARN)—AFEIFIEF T AR
normal-burst excess-burst V2D NTT 4w 7R LTA *_7‘/1/(: Li.d—o
i - o Ty TARN)—LEXTUANI—LDDORI T %

BETHIE., Zoa~wr RE 2 EIETLET,

Router (config-service-policymap-class-traff
ic)# police input 20000 30000 60000
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prepaid config name-of-configuration

Bl
Router (config-service-policymap-class-traff
ic)# prepaid config conf-prepaid

T A FR@ICBT 5 ISG O R— & A X—T7VIC
L. ZURA FRENT A—F ZERT D70 DRIE &
MLET,

redirect [list access-1list-number] to
{group server-group-name | ip ip-address
[port port-number]} [duration seconds]
[frequency seconds]

B
Router (config-service-policymap-class-traff
ic)# redirect to ip 10.10.10.10

FRESNIY —A"E TV — T =TT,
VXAV FLET,

N7 4w

timeout absolute duration-in-seconds

B
Router (config-control-policymap-class-traff
ic) # timeout absolute 30

vy arDITATEALE 30~ 4294967 B OHIPH TS
ELiTo

timeout idle duration-in-seconds

#l
Router (config-control-policymap-class-traff
ic)# timeout idle 3000

BaRTI2ETIZ, TOERET A RV L TR
fizEELET, @EL, 77y b7r—2L VU —XC
Ko TR 9, FEMIX. B () 2ZA L TEHY
TA Yy ~SVTHRERFEA LTI EE N,

end

B
Router (config-service-policymap-class-traff
ic) #end

(fF7) ¥t EXEC E— FIZEREY £,

ISGH—ERXRY—IVTTODTIAHILE VSRADETE

WTFNDRT 74w 7T AEL—H L2y MI, 77408 R T 740 v 70— L RSN,
Yo alil b I 747 R V—DEASNRWESE LR LA ENET, T 74/ b Tl
P —bERTERLET IV I TANGFELET, T74NVN 2 TADT 74NN T aid, 7
T4 I EETT 73 arTY, T740 08 7T RAERETDITNE. ROEEEZFEITLET,

FIEDHE

enable

configure terminal

o A~ D=

drop

policy-map type service policy-map-name

class type traffic default {in-out | input | output}




ISG MAZFH—EXDEE |

M L—45T0ISGH—EROBESZ

FlED 4
ARV RERRT7IVaY By
AT97 1 enable B EXEC £— R& A % —7LIC LET,
- o TulsTIBRRRINTEH, NAY—FREANLET,
[
Router> enable
RF w7 2 configure terminal Ja—N)ar7 4 FXalb—rary ®T— REEEBELET,
#l
Router# configure terminal
ATFvT 3 policy-map type service policy-map-name ISGH—ERZERTAEODICHEHEINS, —ERAKRY
V= Ry SRR ELIIAEELET,
Bl
Router (config) # policy-map type service
servicel
ATw T 4 class type traffic default {in-out | input |7 43 /L D KT T 4 v F 7T AP —E R K 2 —
| output} ~ v FITBEEMN T £,
i - o NI TAVIDBREFRHDI TA <y TOED B
Rou.ter (config-service-policymap)# class b jﬁ L7z \%:E'\\\E = 0):7:? AN DT T A
type traffic default in-out TONTT 14T éjﬁﬁ%v&é 7T7AEIY ij—o
AT9F 5 drop IOV TAE—ET Oy FEBETDOLIIC, T4
NENDITT 4y JITAERELET,
B
Router (config-service-policymap-class-traff
ic)# drop

ISG MAEZEY—ERDT7Y T4 714

ISG IMAFEY—ER2%&7 77 4 7T BI21E, MAFEO=2—Y a7 7 A VICE#BT 77 4 7LV —
ERELTH—ERERTETDHIE = RAE27 77 4 7T HHARY o—%2FRET D HE. BX
WIAZEEY —E R vl A 2T L2HEEND, 3 20FERHY £T, MAZFEOY—EZA~D
07 A kAR —T T BHEHI, BIRREIISLELH Y £ A,

P—CRCHBT 7T 4 TbERET 225G, BLOY— 22777 4 7T 2HEIAR Y o — %2 RE
THHEIE, WOMEEZFEITLET,

e [a—Y Turr A NLTOHEBY—ER T 7T 40 7{bORE] (P.222)
o [H—v2%T7 275 474+ 5% ISG HIHIAR Y > —DFE] (P223)

A— FOT7 74 I THOEEY—ERX 7971 TIEDHKRTE

MAEZEDZ—Y a7 7 AL T, Y—ERCKH L THEBIY—E R 7275 40 T{LERET DL, KO
B2 %23TLET,

FIEDOBE
1. ==V Fur7 7y A VZHBP—EA T ) Ea— hE2BMLET,

m’ |
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L—ETOISG H—ExDEESE N

FlED 4
ARV RERERT7IVaY By

AFY 7 1 Add the Auto Service attribute to the user TOa—Y FudrAARNE T ra— REnb L, A
profile. , HEEOY— e RICHBIMICE 71V LET,
26,9,251="Aservice-name| ;username;password]"

Y—ERET7 VT4 719 % ISG HlHK ) o—DI|E

Y= 2%27 7T 4 7T HHERY O — %R ET DHIIE, ROMEEEFITLET,

ARG
FHARY o— < FITAFMT EHI 2 7 2 v TEEET 25, Gl 72 vy TE2RET D0
ERHY FET, HIEARY > — O EDFEMIZ OV TIL, Configuring ISG Control Policies| €Y = —
NEZRLTIESN,
FIRDOMHE
1. enable
2. configure terminal
3. policy-map type control policy-map-name
4. class type control {always | map-class-name} [event account-logon | credit-exhausted |
quota-depleted | service-start | service-stop | session-default-service | session-service-found |
session-start | timed-policy-expiry]
5. action-number service-policy type service {name | unapply} policy-map-name
FIEDEH
ARV RERRTIaY B
AT97 1 enable Fite EXEC £ — F&Z A R—7 /I LET,
5 s TulUTIRRRINTLH, NRAUY—FREANLET,
[
Router> enable
AFTwF 2 configure terminal Ja—) a7 4 FXFalb—rary E—REEBELET,

#i

Router# configure terminal
RFw T 3 policy-map type control policy-map-name ISGHIBHARY > —%EETAHRY — v v FEIERE-IT
EELET,

#l
Router (config) # policy-map type control
policyl



http://www.cisco.com/en/US/docs/ios/isg/configuration/guide/isg_cntrl_policies_ps6922_TSD_Products_Configuration_Guide_Chapter.html

ISG MAZFH—EXDEE |

M L—45T0ISGH—EROBESZ

ATvT 4

ATFvT 5

ARV RFERRTIVa Y

]3]

class type control {always |
map-class-name} [event account-logon |
credit-exhausted | quota-depleted |
service-start | service-stop |
session-default-service |
session-service-found | session-start |
timed-policy-expiry]

Bl
Router (config-control-policymap)# class
type control always event session-start

JSGAREEL, A7 a s TT Iy ar2RETHAN
Y EFHEELET,

action-number service-policy type service
{name | unapply} policy-map-name

#l
Router (config-control-policymap-class-contr
ol)# 1 service-policy type service servicel

BESNT—EvRA R — <y 7 ZlHALET,

o =R RV T— vy T EHIKT 5L, unapply
F—U—REFEHLET,

ISG Y—ERXDHER

ISG Y —E ADOREZHRT DI1E. ROEELZETLET,

FIEDHE

FIED*H

b & A

ATvT 2

AFvFT 3

1. enable
2. show class-map type traffic

3. show policy-map type service

ARV FERRTI2Va Y

E[:3)

enable

B :

Router> enable

¥t EXEC £— K& A X —7 iz LET,
o FulrFERFREINES, RATU—FEAHNLET,

show class-map type traffic

i

Router# show class-map type traffic

FTRXTOLT T4 w7 7 TA Xy TRBIVBZENLD
HEEEFRTRLET,

show policy-map type service

-

Router# show policy-map type service

TRTOY—EZRA RN — <y TONEEFFLET,
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ISG H+—E R D& EH
Z 2T, ROBIZOWTIEIAL E9,
o Il Zu—HWOT AT 4 v TROY—1E A (P225)
o B & A LT T RNBLOYTA RV AL LT T NHOY—E R (P.225)
o Il :ISGARY > ZHOY—E 2| (P226)
o Bl : MAEHRNDOT 74T U+ —/VHOYP—E R (P.227)
e Ml v AYAMAENT 747DV EA LY FAOY—E R (P227)
o B :WA[EDOLAYA4IVEA LY N B —CRADIET 7T 4 71k) (P.227)

Bl : J0—BEOTHOT4 o TRADY—

WOFEITIX, —E R ISERVICEL] 70 —HWANOT VT4 v 7R ELET, 7T78RA U R
I FSERVICE1 ACL INJ X ISERVICE1I ACL OUT] 2L T, "I 74 v 7 7 TAEE
#LET, NLOHNILFAIET, ISG LICEEREINDI T —ERA R v— v o FICHRET D HHA &,
AAA VP —NEIZRESNDT—ER Ta7 7 A VICERETHHFRENI, 2 5OV —ERAREHFEE
RLTWET,

ISG D& E
class-map type traffic match-any SERVICEl TC
match access-group input name SERVICEl ACL IN
match access-group output name SERVICE1 ACL OUT
|
policy-map type service SERVICEL

10 class type traffic SERVICEl TC

accounting aaa list CAR_ACCNT_LIST

class type traffic default in-out

drop
AAA H—/\ERE
Attributes/

"ip:traffic-class=in access-group name SERVICEl ACL IN priority 10"
"ip:traffic-class=in default drop"

"ip:traffic-class=out access-group name SERVICEl ACL OUT priority 10"
Cisco-AVPair "ip:traffic-class=out default drop"

Cisco-AVPair subscriber:accounting-1ist=CAR ACCNT LIST

Cisco-SSG-Service-Info = ISERVICEL

Cisco-AVPair
Cisco-AVPair
Cisco-AVPair

Bl @R ALTIOREEUVTA FILEALTY FRADY—

WOFITIE, —E A& [SERVICELl| 7 v —HBNOThv T 4207, #2477, BXOT
A RV EALT T MaeELET, 7272 U XK [SERVICEI_ACL_IN] 3L W
@HWKElAaJmHJ%ﬁﬁLT NFT7 4w VT ARERLET, IO OHIXFEY% T, ISG
WWHEHEREINDIT—EA R — vy FICHRETDHHFRE AAA P — AN RITRESIND P —E X
7H774w_§ﬁ¢5ﬁtkw9 2O —EAREFEERLTHET,




ISG MAZFH—EXDEE |

W sc y—ExOEEH

Bl 1ISG 7R1)

ISG MEE
class-map type traffic match-any SERVICEl TC
match access-group input name SERVICEl ACL_ IN
match access-group output name SERVICE1 ACL OUT
|
policy-map type service SERVICEL

10 class type traffic SERVICEl TC

timeout idle 600

timeout absolute 1800

accounting aaa list CAR_ACCNT_LIST

class type traffic default in-out

drop

AAA H—/E5E

Attributes/
Cisco-AVPair = "ip:traffic-class=in access-group name SERVICEl ACL IN priority 10"
Cisco-AVPair = "ip:traffic-class=in default drop"
Cisco-AVPair = "ip:traffic-class=out access-group name SERVICEl ACL OUT priority 10"
Cisco-AVPair = "ip:traffic-class=out default drop"

Cisco-AVPair = subscriber:accounting-1ist=CAR ACCNT_LIST

Cisco-SSG-Service-Info = ISERVICEL
session-timeout = 1800
idle-timeout = 600

SUTRADY—ER

WOFITIE, — % [BODIMJ IZ7 0 —BNOTHT T 4 IBIVISGRY Vv V&R ELE
J., 77%A UAF [BODIM_IN ACL INJ X' TBODIM_ACL OUTJ #fHALT, 7

TA4vI VI AEERLET, INOOHIXFE%ET, ISG RFICEEREINDLI T —EA R v— v v
TIZHETHHFAE, AAA YV —ANECHRESNLIT—ERX 7077 A VICERETHHFAENS 29

DY —ERAREFTEEZTRLTHET,

ISG DEXTE
class-map type traffic match-any BODIM TC
match access-group input name BODIM IN ACL IN
match access-group output name BODIM ACL_OUT
|
policy-map type service BODIM

10 class type traffic BODIM TC

accounting aaa list CAR_ACCNT_LIST

police input 512000 256000 5000

police output 1024000 512000 5000

class type traffic default in-out

drop

AAA H—/ e

Attributes/
Cisco-AVPair = "ip:traffic-class=in access-group name BODIM IN ACL priority 10"
Cisco-AVPair = "ip:traffic-class=in default drop"
Cisco-AVPair = "ip:traffic-class=out access-group name BODIM OUT ACL priority 10"
Cisco-AVPair = "ip:traffic-class=out default drop"

Cisco-AVPair = subscriber:accounting-1ist=CAR ACCNT_LIST

Cisco-SSG-Service-Info = IBODIM

Cisco-SSG-Service-Info = QU;512000;256000;5000;D;1024000;512000;5000
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Bl : MABEED I 7A T 2+—ILRADY—

WORFITIL, —E R [SERVICE2] IZMAZEHENOT7 7 A T o4 —NEFHELET, ZOH—ERF
NoT7 4y 77 RFEER0WED, Ty var2RCERSNET, ZnbofiZFE% T, ISG

WCEHERESNDOGY—EA R o— vy FICRETHHFNE, AA AT —ANEICERESNDIY—E R
T T AR ETLHHFRENI, 2 0D —ERABREFEEZRLTHET,

ISG DE&E

policy-map type service SERVICE2
ip access-group INTERNET IN ACL in
ip access-group INTERNET OUT ACL out

o=]
AAA H—\E&E
Attributes/
Cisco-AVPair = ip:inacl=INTERNET IN ACL
Cisco-AVPair = ip:outacl=INTERNET OUT ACL

Bl: LANYAMABERS 749 9D)ZA LY FADY—EXR

ROFNIL, TUNAUTHORIZED_REDIRECT_SVCJ WO ARIOF—ERDRFEZRFLTWET,
2L =

Ty v L ORMBIEIC— A EEAT S L, HEEY v— [UNAUTHEN REDIRECT] #% &% &
LET,

class-map type traffic match-any UNAUTHORIZED TRAFFIC
match access-group input 100

policy-map type service UNAUTHORIZED REDIRECT SVC
class type traffic UNAUTHORIZED TRAFFIC
redirect to ip 10.0.0.148 port 8080

policy-map type control UNAUTHEN REDIRECT
class type control always event session-start
1 service-policy type service name UNAUTHORIZED REDIRECT SVC

Bl BAROLAVAIVFALY FY—ERDFET I T4 1L

WOBITIE, LAY AVFA L7 NERELES—ER%E, FT 747 OERE, LYY —E
ADT 7T A TRIZIET 7T 4 T L ET,

class-map traffic UNAUTHORIZED TRAFFIC
match access-group input 100

policy-map type service UNAUTHORIZED REDIRECT SVC
class traffic UNAUTHORIZED TRAFFIC
redirect to ip 10.0.0.148 port 8080

class-map control match-all CHECK ISPl
match service ISPl

policy-map control UNAUTHEN REDIRECT
class control always event session-start
1 service-policy type service name UNAUTHORIZED REDIRECT SVC
class control CHECK ISPl event service-start
1 service-policy type service unapply UNAUTHORIZED REDIRECT SVC
1 service-policy type service name ISPl
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