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enable

configure terminal

key shared secret
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exit

authentication port port number

accounting port port number

aaa server radius {sesm | proxy | policy-device}

client ipaddress [port coa destination port] [key shared secret]
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enable
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Router> enable

¥t EXEC £— K& A 2 —7 Mz LET,
o TV IBRERREINTZH, NAT—REATILET,

configure terminal

il

Router# configure terminal

Jua—) ar7 4 Fal—yary ET— REHEBLET,

aaa server radius {sesm | proxy |
policy-device}

%
Router (config) # aaa server radius
policy-device
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authentication port 1433 ¢
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configure terminal
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exit
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policy-peer address ip-address keepalive seconds
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Router (config) # policy-peer address o T T7H)VMHEIZO TT,
10-10.10- 2 keepative € o FTHN MERISG FAL ATHE /2> TV DHE
I, AR Y o= TR ARG ENDG X —TT T
A THEPMEH S IET,
RAFw T 4 policy-peer keepalive seconds X—FT AT () 2 — IR ELET,
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TWRWEAIE, T 74V MEB e EHINET,

AFvTS 5 exit
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Router (confiqg) # exit
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enable

configure terminal

© o~ Wb =

exit

policy-map type control policy-map-name
class type control {class-map-name | always} event session-start

action-number service-policy type service name service-name

AR FRERETIa Y
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enable

i

Router> enable

¥t EXEC £— K& A 2 —7 Mz LET,
o THnUTIBRERRENTZH, NAT—REATILET,

configure terminal

il

Router# configure terminal

Jua—r) ar7 4 Fal—yary T— REEBLET,

policy-map type control policy-map-name

B :
Router (config) # policy-map type control
GOLD_POLICY

HBELERY— o7 % ISG RIZEREL, R v—
v v ar7 4 ¥alb—ary ET—FREHBELELT,

class type control {class-map-name |
always} event session-start

B
Router (config-control-policymap)# class
type control always event acct-notification

class-map-name IZER SN TV DKM & —FT HHEIT,
FFHDAR N FATRRETLHEIZ, T7vark
HWHT2X5BELET,

o A2k ZAFIZIX, account-logoff,
account-logon, acct-notification, credit-exhausted,
quota-depleted, service-failed, service-start,
service-stop., session-default-service. session-restart,
session-service-found, session-start,
timed-policy-expiry 72 E23 & D £,

action-number service-policy type service
name service-name

Bl :

Router (config-control-policymap)# 1
service-policy type service name
sce-service

ZORIERY —=HE T HEAI. ETTL T v a
DY A bzERELET,

exit

il

Router (config-control-policymap) # exit
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FIEDOHE

1. Cisco-Avpair="subscriber: auto-logon-service=sce-service"

FIED*H

ATwF 1 Cisco-Avpair="subscriber: auto-logon-service=sce-service"

SCE 75 ISG 7/ A A ZH—E A4 52X U ra—RLET,

H—EXDEE

P—ERERET DI, ROFNEEZFEITLET, ZOHEEDFREIL, Cisco IOS ® Command Line
Interface (CLL; a~v> RI7A>v f v H—TxAR) avr REEHALTISG T3 A ETHEITTHZ
Eb. AAA F—ANETHEITT D EHTEES,

ISG TOY—ERDERTE

THOLT 4 THEEEGUY —EAEZRET 2 FIH, BLVSCE 731 2 LOSNERY o —%&7 2
T4 LT BITIE. ROFNRHENET,

FIROHE

enable

configure terminal

policy-map type service service-map-name
class-map type traffic class-map-name
accounting aaa list /istname
sg-service-type external-policy
policy-name name

service-monitor enable

© © N gk~ DN

exit
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enable

i

Router> enable

Y HE EXEC E— F& A Xx—7 2L ET,
o TRV IBRERRENTZH, NAT—=REATILET,

configure terminal

il

Router# configure terminal

Jua—) ar7 4 Fal—yary ET— REEBLET,

policy-map type service service-map-name

Bl
Router (config-traffic-classmap)# policy-map
type service SVC

Y—b2EERL, VT T4 T VTR TS ATy
Xal—ay E— RNEBBLET,

class-map type traffic class-map-name

B .
Router (config-control-policymap-class-contr
ol)# class-map type traffic bar

NFT 4wy VT AEEREL, HER) -~ T I T
A arvIZ 4 Xal—ary EB—RNEHBLEST,

G¥) Cisco7600 V—HZIZIZ T T 40 VT A%
TExE¥A,

iE

5

accounting aaa list Ilistname

%
Router (config-service-policymap) #
accounting aaa list listl

ISGIZT T 47 HBEL, P—ERKY —
vy S ITA AT 4 Xal— gy F— REHBLE
‘d—o

sg-service-type external-policy

Bl :
Router (config-control-policymap) #
sg-service-type external-policy

P—EREZHAHLRY) —L LTCERL, RV — v T
IS5 A a7 4 Fal—rary ®T— RElBLET,

policy-name name

B .
Router (config-control-policymap) #
policy-name gold

595 SCE LOSMEHR Y v — 4 & E# L ET,

service-monitor enable

B :
Router (config-control-policymap) #
service-monitor enable

SERR Y = TR, AT B —E R =) T %
A FX—=TNMIZLET,

exit

i

Router (config-pol-map) # exit
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ij‘o




| SCE £ ISG #aD®E

SCE & ISG #iADHREHE

AAA H—EXTOH—EXDHTE
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FIROHME
1. Cisco:Avpair="subscriber:sg-service-type=external-policy"
2. Cisco:Avpair="subscriber:policy-name=gold"
3. Cisco:Avpair="subscriber:service-monitor=1"
4. Cisco:Avpair="accounting-list=list1"
FIEDEHH

AT9F 1 Cisco:Avpair="subscriber:sg-service-type=external-policy"
= REHNERT > —L LTERLET,
ATwF 2 Cisco:Avpair="subscriber:policy-name=gold"
*IET 5 ISG LOANHRY o—LE2EXRLET,
AFwF 3  Cisco:Avpair="subscriber:service-monitor=1"
AR o— TN AT D — R F=F2 VT h A =T VI LET,
AFwv 7T 4 Cisco:Avpair="accounting-list=list1"
ISGIZT AV T4y THRELET,

STV a—TFTavTDEVH
WD~ REMMT 5L, SCE LD ISG MAICHT B b I Ty a—TF 1 v VT AET,

¢ show subscriber policy peer {address ip-address | handle connection-handle | id | all}

%

Z ZTliX. show subscriber policy peer =~ > FOHAHIZR L E T,

show subscriber policy peer all
Wiz, Zoavr NZal ¥—V—RF&2EHLEGEGOH B2 R LET,

Router# show subscriber policy peer all

Peer IP: 10.0.0.10

Conn ID: 11

Mode : PULL

State : ACTIVE

Version: 1.0

Conn up time: 00:00:14

Conf keepalive: 0

Negotiated keepalive: 1000

Time since last keepalive: 00:00:14
Remove owner on pull: TRUE
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show subscriber policy peer all detail
&IZ. show subscriber policy peer =~ > FiZ detail ¥ — 7 — K& BML7=HEOHAIpI 2R LET,

Router# show subscriber policy peer all detail

Peer IP: 10.0.0.10

Conn ID: 11

Mode : PULL

State : ACTIVE

Version: 1.0

Conn up time: 00:04:00
Conf keepalive: 0
Negotiated keepalive: 1000
Time since last keepalive: 00:04:00
Remove owner on pull: TRUE
Associated session details:
12.134.4.5session_guid str
12.34.4.5session _guid str

SCE &£ D ISG ffE DEH

o TISG HIMHI N ZDFE : ) (P.354)
e [SCE & D ISG #& : 11 (P.354)
o [SCE #l# R 2DE - 5] (P.355)
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WoHlix, ISG #lfll/ N 2%, SCEEBLIP 7 FLAB L OEERIEF — 2 E L THRET D HEL R L
TWET,

aaa server radius policy-device
client 10.10.10.10
key cisco
message-authenticator ignore
|

policy-peer address 10.10.10.10 keepalive 60
I

interface FastEthernet5/1
ip address 10.10.10.1 255.255.255.0

SCE & ISG ##& : #l

WoFNZ, 2 5D SCE %, R URAR—FBIOT AT T 407 R— b 2EH L TRET D HEL
RLTWET, ISGiZ. —FH D SCE IZB¥ 5 CoA A v —Y O IZR— K 1700 2HL, & 95—
FOSCEICEALTIET 740 b FA—13799 A LET, ISG L D% SCEDOET Y 7k, Ripd
X—7T T4 TR CHER S NE T,

a—H¥ vy a rAHBIND . POLICY-LOCAL 23 #A SN ET, AAA V— Do —V 7
TrANMIBBIO A CORENRD DA, B> v 3 i SCE-SERVICE-LOCAL $—tE 2 Dff f %
BiGLEd, ZOP—tRiF, SCEVy—t R T=FEa A F—7 VI LET, 2—F Turr AL
I\Z SCE-SERVICE-LOCAL Y —E RIZKT D HEI R VA DIREN WS, SCE IX. policy-name
DB E X O service-monitor =~ FiZ, SCE DF 7 4/ MEZREXHEH L T,

aaa accounting network service acct start-stop group radius
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aaa accounting network session_acct start-stop group radius

aaa server radius policy-device
authentication port 1343

accounting port 1345
message-authenticator ignore

client 10.10.10.1 port 1341 key cisco

class-map type traffic match-any bar
match access-group input 102

access-list 102 permit ip any any

policy-map type service sce service
class type traffic bar
accounting aaa list service acct
sg-service-type external-policy
policy-name gold
service-monitor enable

policy-map type control sce policy
class type control always event session-start
1 service-policy type service sce service
class type control always event acct-notification
1 proxy aaa list session_acct
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scmp

scmp name ISG radius 10.10.10.2 secret cisco auth 1433 acct 1435

scmp subscriber send-session-start

interface LineCard 0O

subscriber anonymous-group name all IP-range
192.168.12.0:0xf£f£f£f£f00 scmp name ISG

PULL E— FIZEBEShi- SCE §l#/SX £y b7 v
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scmp

scmp name ISG radius 10.10.10.2 secret cisco auth 1433 acct 1435

interface LineCard 0

subscriber anaonymous-group name all IP-range
192.168.12.0:0xfff£f£ff00 scmp name ISG
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server radius policy-device. class type control. clear
subscriber policy peer. clear subscriber policy peer
session, policy-name, policy peer. proxy (ISG
RADIUS 7u2 %), service-monitor, sg-service-type
external policy. show subscriber policy peer
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