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Session-Based Ky >4

Session-Based KU 7k, 1 oDk vy a VIZETIMAENT 7 4 v 7 &IEICER SN ET,

6 TlX. By ary XUV TN PPPoE 7747 b6 ISG ~, BELWISG 75 PPPoE 7 7 1
T RNBEITLTRTO NI 7o v 7 @HINET,

6 Session-Based K &4
Ol Yy =
) e X
A ™
PPPOE DSL ISG 8
54Tk IR .
TILFTLOY

Session-Based RV v v T DTG A—H(F, NI T 4 v 7 JTAEBELRVWL—HW a7y A LE
I —ERX 777 A O0NTANT, AAA VP —RIIRETETET, ZhiE, V—vA2AFRYo—
vy TON—FIZHLRETEET, =2—¥ 707 7 A VIZERE SNT- Session-Based R Y > > 78
FTA=HF, =R T 77 A NVEEEFF—ER R v— <= SR E STz Session-Based & U
VT ONRT A= LD BRI ET,

Flow-Based R) >4

Flow-Based RV > > 7%, F I 74 v 7 7T AL THREESNZ, BER—AD N T T 4 v 7 7
—lCoHBEHINET, 7 TlZ. Flow-Based " U 2> 7T PPPoE 7 7 A4 7 b & Internet 1 £7-

X Internet 2 OBID v T 7 4 v 7 ZHIRTE F9,
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Flow-Based R\ > ¥
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ILFILOY

Flow-Based R U > 71X, T 7 4 v 7 JITRAEZHRELTNAY—ER 7m 77 A/LT, AAA —
NIIHRETEET, L, V=R RV =~y THNONT T 4T JTATL—RITERETH
Lt T&£9, Flow-Based R VU 2> 78 L Session-Based RV o 7%, MAENT 7 1 v 7 EIT
HAFL., [EFRFICEMERRETT,

ﬂlpll

XE
CLI &/ LCA—4 LICISG K Y v v 7 & RIET 101, ZOEEEFITLET,

enable

configure terminal

policy-map type service policy-map-name
[priority] class type traffic class-map-name

police input committed-rate normal-burst excess-burst

o e~ wODd =

police output committed-rate normal-burst excess-burst
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ATYT 6

ROEX

AAA H—/I DY —ER A7 IFEEFA—F Tad 74 INIZBITER) 50

FIEDHE

Ry bI—5 FHEREHBRTB-=5H0 1SG K o—o@esE B

AR FRERETIa Y

=]: 5]

enable

i

Router> enable

Y HE EXEC E— F& A Xx—7 L ¥,
o TV IRERREINTZH, NAT—REATILET,

configure terminal

il

Router# configure terminal

Jua—r)L ar7 4 Fal—yary ®T— REEBLET,

policy-map type service policy-map-name

#il
Router (config) # policy-map type service
servicel

ISG#— b RAZERTAHAEDIHHENS, —E R K
Ve~ T EREREZEIAELET,

[priority] class type traffic
class-map-name

B
Router (config-service-policymap) # class
type traffic silver

TTIHREENTWDE T T 47 2T RAERY —
~ v FPICEEA T £ 9,

police input committed-rate normal-burst
excess—burst

il

Router (config-service-policymap-class-traff
ic)# police input 20000 30000 60000

ToTARNI—AL FTFTT7 49 7DISGRY V> T HRE

LT,

o INHDONRTA=H{E, MAENLFRY hT—T ~D
co7 74w Tu—EHIRT 0BRSS NET,

police output committed-rate normal-burst
excess—burst

Bl :
Router (config-service-policymap-class-traff
ic)# police output 21000 31500 63000

AU ARN)—AH T 7427 DISGRY VU T EHFEE

LET,

o INBHDORTA—=HIE, Xy b T =T DEIMAF~D
co 74w Ta—EHIRTAEOIERINET,

P—ERA RV =T OT 7T 4 TLOFEERETEET, 2R, —RAOT7 77 471k
WHIEAR Y —2EATEET, V=227 77 4 7T 5 HEICD0 T, [Configuring ISG
Subscriber Services] EY a2 — /LA BB LT 72 &0,

%IPII

E

1. A A AV —Rpa—HYF a7 7 ALFEFIEFY—ER o774 VICRY 27 VSAZBMLET,
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FlED 4
ARV RERFT I3 Y =]: 5]
A7Y7T 1 KoKV ” Vendor-Specific Attribute TyTARN—LBIOF T AN =D T T 4 v

(VSA; R A —[EHT7T h U Ea—1h) 2 AAA  |DISGRY Vv T A4 F—T N LET,
Y=oz —=F Ta7r A MTBMLET, e committed rate 3 X U8 normal burst Z$5ET 25 & .
26,9, 250 excess burst X HBEIIZFHFR I N E T,

Quommitetpomat s |
’ ’ ’ RPN ETEET,

F2X
AAA =DV —E R a7 7 A VRO RY
o7 VSA 8L E£9,

26,9,251
"QU;committed-rate;normal-burst,excess-burst,
D;committed-rate;normal-burst,excess-burst"

ROEE
P—ER T Ty ANDT 7T 4 D FEEFRETEET, LexiE, Y—EROT7T 77 4 71k
FIEARY o —2ERTEET, F—ERXET 77 4 7T D HIECHOWTL, [Configuring ISG
Subscriber Services] EV 2 — /L ESHRBR LT F X,

ISG R VT DHER
ISG RV vV ORELMHRT DITIX. ZOFEELEITLET,

FIRDOMHE
1. enable
2. show subscriber session [detailed] [identifier identifier | uid session-id | username name)|
FlED A
aARVFFERERT7TIVa Y B i
ATv7 1 enable File EXEC E— R A %—7 M LET,

. o FulFEIRFRINTEL, RNAT—-FREANLET,
1 :

Router> enable

ATY j 2 show subscriber session [detailed] [identifier 1SG j][])\%@ﬂz v /’l‘%iﬁé’?‘%ﬂ? LZF j‘o
identifier | uid session-id | username name]

B .

Router# show subscriber session detailed



http://www.cisco.com/en/US/docs/ios/isg/configuration/guide/isg_subscriber_svcs.html
http://www.cisco.com/en/US/docs/ios/isg/configuration/guide/isg_subscriber_svcs.html

| &y F7—5 7HRREHRT 30D ISG K1 L—OBE

7

Ry bI—5 FHEREHBRTB-=5H0 1SG K o—o@esE B

WIZ, WY T NG A=ZPRH—E R a7y A /UIEHE I TSSO show subscriber
session =~ RO %2R L EF, [Configlevel] 74—/ FiL, BRU 7 RT A —FRFIES
NTWDLEGFEZRLTWET, ZOHEE, F—ERX 777 A VNIZERESNLTHET,

Router# show subscriber session detailed
Current Subscriber Information: Total sessions 2

Unique Session ID: 1

Session inbound features:

Feature: Policing
Upstream Params:

Average rate = 24000, Normal burst = 4500, Excess burst = 9000
Config level = Service
Session outbound features:
Feature: Policing
Dnstream Params:
Average rate = 16000, Normal burst = 3000, Excess burst = 6000

Config level = Service

WL, ToT AR =L RV T RIGA=ENRa—Y a7y A VITRESNTEY, ¥y 2 |
V=2 R T RIRA=EIRP—E R T 77 A /WHEEEINTWDEE D show subscriber
session =~ > ROH Al Z 7L £7,

Router# show subscriber session all
Current Subscriber Information: Total sessions 2

Unique Session ID: 2
Session inbound features:
Feature: Policing
Upstream Params:
Average rate = 24000, Normal burst = 4500, Excess burst = 9000
Config level = Per-user ===========> Upstream parameters are specified in
the user profile.

Session outbound features:
Feature: Policing
Dnstream Params:
Average rate = 16000, Normal burst = 3000, Excess burst = 6000
Config level = Service ============> No downstream parameters in the user
profile, hence the parameters in the service profile are applied.
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IMAEBBRALO 7 7 AT U4 —NEFRET DL, ZORNCKOMEEIMFE L TH LERH Y £7,
o TMAEZFERNDZ 74T 74—/ (P.330)

o THIFESME (P.330)

o [k %EmE]) (P.330)

Ty va VHALO ACL R ET DI21E, ROEEEZETLET,

o TAAA S —RDa—% T a7y A NVERITV—ER 7077 A NVICBITDMAERNDT 747
74— OEE] (P.330)

o [H—t XKV =~ TOMAFEBLDOT 74T U4 —/LDO%E] (P.331)
o [ISG DIMAFZFHN DT 7 A4 T 74— VO] (P.332)

MAZBHECED I 74T 04—

HHEE

IMANEBHNLD T 7 A4 T 0 4—/i% Cisco IOS ACL TH Y., MAE, —tv 2, BLOXAA)L— FTF
T4 I IMNEFEDIP 7T FLABIOR—MNIT 7R LWL I TDHDIZHEHALET,

ACL X, A AAYV—REDa—% a7 A VEIEIY—ERX Ta7r AL, HDHWVTISG OY—b
AR — =y FICRETDHZENTEET, ACL 1%, ZFEHT 3L ENTWET 7B X
UARNT, ISGIZRETDHZ R TEET, £/, ACLAT— AL MNIT R T 7 A VOBREICED
HT ENTEET,

P—ERIZ1 25D ACL ZBMNTHE, ZOY—EADTRTOMAEIL, FHESNEZIP T FLA, W
TXxv bR, BEOKR— FOHAEDLRHIZH L TH—EANLT VA TERLI 2D ET,

a2—Y a7 7 A NVIACLT N Ea—F2BNT5E, £O7 MU Ea— MIMAEZEDTXTO b
ST 47— L EA S NNET,

COEHETI, 778A a2 ba—L URMOFEEFIEIZHODWTREME L TWD Z ENFIHRIZZR> TV
iﬁ—o

IPACL DAY R — I THWET, IPX BELWIPv6 ACL 1T AR —FINTHEEA,

AAA H—/\DA—F TOT7AILNERIEY—ER FOT7 74 IIIZEFTEIMABRED T 74
T oA —ILDRTE

FIEDHE

AAA Y —RDa—F T 77 A VERIFY—ER T2 T 7 A VITIMAEBRNDOT 7 47 7+ — V&
ET DX, ZOEEZFAITLET,

1. =2—¥ 77y A VERIEF—ERX 7' v 7 7 A/ Upstream Access Control List Cisco AV-Pair
TR Ea— REBILET,

2. 22— a7y A EIIY—E R 7 a7 7 A /1IZ Downstream Access Control List Cisco
AV-Pair 7 FU B a— haBMLET,
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FIED

ARV RERERT7IVaY By
ATYT 1 a—% Furr A VERFY—E2 Fu7 74 |Cisco [0S ACL 28, MAE»LD T 7 4 v 7 ICH#AH Sh
JLZ Upstream Access Control List Cisco AV-Pair |2 L S5 IZHEEL £ T,

7 hUEa—hEBMLET. « ACL-number £ X X ACL-name 5131k, —4 [z 3%

Cisco-AVpair="ip:inacl=ACL-number" EENTWA ACL 2 LET,

F7 11 o ACL-statement 5150%. AAA —EDO7 hY B a—
FREIZEEFNTWD ACL EF T,

Cisco-AVpair="ip:inacl=ACL-name" o 1 OoOFTua 77 AI)INT, Upstream Access Control
List 7 b ) B a— hOEEDA A Z o ANRBEET D

EIES ZERBHVET, ACLAT— AV R LI 25DT

MIbE=a—hE2FEHLTIEZN,

Cisco-AVpair="ip:inacl [#number]=ACL-stateme

o o U ACLICH LCREOT b Ea— f A
\i\j‘o
RATYFT 2 a—F ForrAVEREY—ER 70774 |Ciscol0S ACL 28, MAZF~D T 7 4 v 7 IZHHA S5
WZ Downstream Access Control List Cisco Xl ELET,
AV-Pair 7 b J B — h 2B T e ACL-number 3 L O ACL-name 51%5x1%, W—4 EIT7%
Cisco-AVpair="ip:outacl=ACL-number" EENTWA ACL #FELET,
713 o ACL-statement 31313, AAA —_EDOT FY B a—
FREICEFINL TS ACL EETY,
Cisco-AVpair="ip:outacl=ACL-name" o 1 o7 a7 7 A )LNT, Downstream Access Control
List 7 bV B a— FOEBEDA A Z L ANEET D
T SERBHVET, ACLAF—h AV hZEIZ 1 DDT
FIbEz2—bhZ2FEHLTIEI N,
Ziifo—AVpairf'ip:outacl[#number]=ACL—statem e AL ACL 2% LT%E?&@T R Ba— k& Cx
£7,

RDOIEXR
P—ER T T 7 ANDT 7T 4 TIDOFEERETEET, ez, Y—EROT 27T 0 71LIC
AR v—2ERATEET, P—ERET 7T 4 7T DHEICOWTL, [Configuring ISG
Subscriber Services] EY 2 —/LE SR LT &0,

H—ER R — IV TTOMABELED I 74 T 04— ILDERE

ISGOY—E R R v — <=y FIIMAZFBENDO T 7 A T 74—V E2RETHICIE, ZOFEELEZEITL

ESSR®
FIEDOBE
1. enable
2. configure terminal
3. policy-map type service policy-map-name
4. ip access-group {access-list-number | access-list-name} {in | out}
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FlFn ¥+
aAvYREREFTIVaY BrY

AT97 1 enable Kk EXEC £— R&EA 3 — 7N LET,
. o TulrTIRFRINZL, NAT—REAHLET,
i

Router> enable

RFw T 2 configure terminal

il

Router# configure terminal

Jua—) ar7 4 Fal—yary ET— REEBLET,

RFw T 3 policy-map type service policy-map-name

#il
Router (config) # policy-map type service
servicel

ISG#—bERAZERTAHAEDICHHENS, —E R K
Ve~ T EEREZEIAELET,

RAFwT 4 ip access-group {access—list—number
access—list—name} {in | out}

B
Router (config-service-policymap) # ip
access—-group 100 in

N7y N T RAERBETAIZIET 7R 2 br—b

U2 NEEALET,

e | OO —ERKRIV— <o T, ZOavry KO#
oA AZ U AEBFHTEET,

RDIEE

P—ER TaTrANDT I T 4 TIDOFEERETCEET, e, V=207 77 4 Tk
AR v—2ERATEET, P—ERET 77 4 7T DHEICOWTL, [Configuring ISG
Subscriber Services] EY 2 —/LESHR LT ZE0,

ISG DMAEZBELID T 74 704+ —ILDFER

ISG DMAEZBHALO T 7 A4 T U4 —/LEMHERTHIZIE. ZOEEZETLET,

FIEDOHE

1. enable

2. show subscriber session [detailed] [identifier identifier | uid session-id | username name]

3. show ip access-lists
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FlED 4
ARV RERETIVaY B i
ATY7 1 enable ¥iHE EXEC E— R&A % —7 Mz LE T,
e TmUTINRERINTEDL, RNRAT—REANLET,
#i :
Router> enable
RF w7 2 show subscriber session [detailed] ISGIAEZEDOE Yy Y a U MNEREPHFH TS LET,
[identifier identifier | uid session-id |
username name]
#i :
Router# show subscriber session detailed
RFw 7 3 show ip access-list [access-list-number | HIEOTRTOIP T 7R VA NORNEEERLET,
access-1ist-name]
#il
Router# show ip access-list
]l

&1z . show subscriber session detailed =~ > RO AFlZ R~ LET, MAZFENDO T 74 T 7 4 —
N DOEHIL. [Session inbound features] 3 LY ISession outbound features] 7 4 —/b FIZ/R ST
e I

Router# show subscriber session detailed

Current Subscriber Information: Total sessions 1

Session inbound features:

Feature: Access lists
Active IP access list:
104

Session outbound features:

Feature: Access lists
Active IP access list:
subscriber feature#102341017649

show ip access-lists =~ F&fAT 5L, 778X VA MDRAT—hA LV MERFTEET, KIT,
show ip access-lists =~ > KOH A EZRLET,

Router# show ip access-lists

Extended IP access list 104 (Compiled)
10 permit ip host 10.0.1.6 any (500 matches)

Extended IP access list subscriber feature#102341017649 (per-user)
10 deny icmp host 10.0.25.25 host 10.0.3.3
20 permit ip any any
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T, OB ONWTHBLET,
e TISGARY Y7 4] (P334)
o MMAFHNNOZ 74T U4 —/v: il (P.334)

ISG AR 2T 4l

CLI ZFRLTH—ER KY o— < v FIZEEShT- Flow-Based K o > %5
wiz, y—t A RY — < v 7 ThDISG Flow-Based RV v 7 OB EHZEZRLET,

class-map type traffic match-any C3
match access-group in 103
match access-group out 203

policy-map type service P3
class type traffic C3
police input 20000 30000 60000
police output 21000 31500 63000

AAA H—/RD1—4 FAT 7 A LIZKE &hi- Session-Based R >4
WIZ, 22— a7 7 A VICHRESNTERY Vo 7oz LET,

Cisco:Account-Info = "QU;23465;8000;12000;D;64000"

AAA H—/RDY—ER AT 7 A LIZERE ShT- Session-Based R &4
WIZ, y—ER Ta 77 A VICREINTZR) 7 OFlEZRLET,

Cisco:Service-Info = "QU;16000;D;31000"

MABEGED I 74T o4—IL : fI

WIZ, AAA YV —_"Da—Y Fa 77 A VEREFV—ER 707 7 A VICRESNZ, IMAFERALO
T AT O+ —NOHZEZRLET, ZOHEE. V—% FICACL104 BLON 105 BNFETESNTWET,
Mn) BEL® Tout] 1. ACLT7 7V —varDA RNy RBIOT Y AU ROFHZEELT
WE9,

Cisco-AVpair="ip:inacl=104",
Cisco-AVpair="ip:outacl=105"

WIZ, AAAHF—R_Da—% Fu 7y A LEIFH—E X a7 7 A VCRES N, MAZ LD
TrAT I —NOFlERLET, ZOHE. V—FIZAHINTE ACL BAFEESNTWET,

Cisco-AVpair="ip:inacl=named-inacl-123",
Cisco-AVpair="ip:outacl=named-outacl-123"

ROMAEHRNLD T 7 A4 T U4 —VOBEGFNL, 2—=F e T 7 A vELFF—ER Turr AL
DOFEENZBT HMEBD ACL A7 — M AV EBREENTHET,

Cisco-AVpair="ip:inacl#l=deny icmp host 10.0.25.25 host 10.0.3.3",
Cisco-AVpair="ip:inacl#2=permit ip any any",

Cisco-AVpair="ip:outacl#l=permit ip any any"
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