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P—ER TaTrANINT T 47 7 ITRAEEDREA, RA ML NEEH Y BEXITHRE LY
D—CHASNET, VT T4 v T ITRERELRDSTEEE, RA ML REE&EUIV 21Tt v
Ta ICHEAINET, Byl a vHMNELIZ T —HNORZ NS NEHEOI D B2 2B ETAIC
X, WMOZ AT BEITLET,

AR H

WA RAA FEEEI D B2 B HRET 27202id, ISGOEy v a VB ELIZ 7 e —Biio7 v v
TA T ERETOMLENLY £7,

FIRDOMHE
1. Cisco-AVpair = "PPWhh:mm:ss:d"

2. Cisco-AVpair = "ip:traffic-class={in | out} access-group [acl-number | name acl-name] [priority n]"
FIEDEHH

AFw7F 1 Cisco-AVpair = "PPWhh:mm:ss:d"

m’ |
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Post Paid VSA # % —tE 2 77 7 A LIZBMLET, ZOT7 MY Ea— ki, FA A FEHEEIY
B2 U GEMBIESY D B2 R A v hEBRELE T, KIZ, BT W THHL £,

hh:mm:ss:d : BEEHEE) 0 B 2 R,

e hh= I <0 ~ 23>

e mm= 745y <0~ 59>

e ss=f <0~ 59>

e d=MERAZRTEy b~y 7B, FWAIE, ROLIC 1 By FTRESNET,
00000001 = HMEH
00000010 = :kIEH
00000100 = 7kHE H
00001000 = AWM H
00010000 = &M A
00100000 = =M H
01000000 = AMEH

ATwF 2 Cisco-AVpair = "ip:traffic-class={in | out} access-group [acl-number | name acl-name] [priority n]"

ISG+ NI T7 4wl VTAT M) Ea—bah—ER Tar7rA W BNLEST, ZOT7 FJEa2—Fh
W, VY= ROBEHLEERDAN N T 747 EHBN VT 74 v 7 BRELET, AJTEHITOWEHFD
FT T4y IS EFEY—E X a7 A VTBEINTE T,

ROEF

P—ERARY) V= vy TEL@F YR T T 7 ANDT 7T 4 TEDOFEEZRETEET, LR
E. =207 77 4 TARICHIEAR Y =2 EHTE LT, h—ERE2T7 7T 4 71T 2 HETOND
Tix. lConfiguring ISG Subscriber Services] EY 2 — /BB L T 7E &0,

ISG7HO2T4 2T ERR MRS FHEHEVIYEZDHEDR
* show subscriber session =~ > FZFEH LT, ISGT IV T 47 LARA A REEE DB
ZADALT 4 Fal—aEHERLET,
o show aaa sessions =~ > FZFEH LT, AAAMAEL Yy v a VBT EREERLET,
o showaaauser 2~ R LT, AAAMAZICETAIEREFRLET,

%

ZITi, MROEDIHEHT a vy FOH Bz~ LET,

ISG7Hho T4 o0—ICERASThSHEAE D show subscriber session DA
WOBITIX, T 7490 VITRAEBRELEY—ERA 7077 ANTISGT ATV T 4 VT INRES
NBID, THhvrT 4738l y v a Tt 7a—TCTEITEShET, ZOHIT, 157X 87
T4y 7T ARIZEAEDID TY,

Router# show subscriber session detailed uid 157

| 'ma-
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Subscriber session handle: E5000092, state: connected, service: Ltm Internal
Unique Session ID: 157

Identifier:

SIP subscriber access type(s): Traffic-Class

Root SIP Handle: 2B000011, PID: 76

Current SIP options: Reqg Fwding/Reqg Fwded

Session Up-time: 3 minutes, 45 seconds, Last Changed: 3 minutes, 45 seconds
AAA unique ID: O

Switch handle: F300015F

Session inbound features:
Feature: Service accounting
Service: videol
Method List: remote-local
Outbound direction:
Packets = 84, Bytes = 33600

Feature: Policing

Upstream Params:
Average rate = 8000, Normal burst = 1500, Excess burst = 3000
Config level = Service

Session outbound features:
Feature: Service accounting
Service: videol
Method List: remote-local
Outbound direction:
Packets = 84, Bytes = 33600

Feature: Policing

Dnstream Params:
Average rate = 64000, Normal burst = 12000, Excess burst = 24000
Config level = Service

Configuration sources associated with this session:
Service: videol, Active Time = 3 minutes, 46 seconds

ISGF7hO T4 bty aVIERAINBEED show subscriber session DA
WOBIE, 7u—TiE7e< v a iZ%9 5 show subscriber session =~ > KoV 7V & oR
LTWET,

Router# show subscriber session detailed uid 730

Subscriber session handle: 3800009A, state: connected, service: Local Term
Unique Session ID: 730

Identifier: igg2acct

SIP subscriber access type(s): IP-Interface/Account-Logon-CH

Root SIP Handle: A600000E, PID: 75

Child SIP Handle: F9000018, PID: 73

Current SIP options: Req Fwding/Req Fwded

Session Up-time: 3 minutes, 57 seconds, Last Changed: 2 minutes, 59 seconds
AAA unique ID: 81

Switch handle: 890003A0

Interface: ATM6/0.1

Policy information:
Authentication status: authen
Config downloaded for session policy:
From Access-Type: Account-Logon-CH, Client: SM, Event: Got More Keys
Profile name: apply-config-only, 2 references
ssg-account-info "SAfoo"
Rules, actions and conditions executed:
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subscriber rule-map rulel
condition always event any-event
action 1 authenticate

Session inbound features:
Feature: Session accounting
Method List: foo

Outbound direction:

Packets = 10, Bytes = 1000
Session outbound features:
Feature: Session accounting
Method List: foo
Outbound direction:

Packets = 10, Bytes = 1000

Configuration sources associated with this session:
Interface: ATM6/0.1, Active Time 3 minutes, 58 seconds

iz, show aaa sessions =~ RO/ Z2 - L £,

Router# show aaa sessions

Total sessions since last reload: 141
167

151

*not available*
192.168.0.1

Session Id:
Unique Id:
User Name:
IP Address:
Idle Time: O
CT Call Handle: O

&Iz, show aaa user =~ FOHENIBIEZRLET,

BFEDI—YITHT HHD

Unique id 151 is currently in use.
Accounting:
log=0x20C201
Events recorded
CALL START
NET UP
IPCP_PASS
INTERIM START
VPDN NET UP
update method(s)
PERIODIC
update interval 60
Outstanding Stop Records : O
Dynamic attribute list:

1A1CABE8 0 00000001 connect-progress(68) 4 Call Up
1AICABF8 0 00000001 pre-session-time(294) 4 0(0)
1AICACO08 0 00000001 nas-tx-speed(421) 4 423630024(194014cC8)
1AICAC18 0 00000001 nas-rx-speed(71) 4 139317740 (84DD1EC)
1A1CAC28 0 00000001 elapsed time(364) 4 46122 (B42AR)
1AICAC50 0 00000001 bytes in(135) 4 11434660 (AE7AA4)
1AICAC60 0 00000001 bytes out(274) 4 0(0)
1AICAC70 0 00000001 pre-bytes-in(290) 4 0(0)
1A1CAC80 0 00000001 pre-bytes-out(291) 4 0(0)
1AICACS0 0 00000001 paks in(136) 4 92215(16837)
1AICADFO 0 00000001 paks_out(275) 4 0(0)
1AICAEOO 0 00000001 pre-paks-in(292) 4 0(0)
1AICAE10 0 00000001 pre-paks-out(293) 4 0(0)

No data for type EXEC

ISG 7hYoF4vingess A
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No data for type CONN
NET: Username=(n/a)
Session Id=000000A7 Unique Id=00000097
Start Sent=1 Stop Only=N
stop has been sent=N
Method List=189F046C : Name = CAR mlist
Attribute list:
1AICADFO 0 00000001 session-id(361) 4 167 (A7)
1A1CAEOO0 O 00000001 protocol (297) 4 ip
1AICAE10 0 00000001 addr(8) 4 192.168.0.1
1AICAE20 0 00000001 Framed-Protocol (101) 4 PPP
1A1CAE30 0 00000009 clid-mac-addr(37) 6 00 00 04 00 00 2A
No data for type CMD
No data for type SYSTEM
No data for type RM CALL
No data for type RM VPDN
No data for type AUTH PROXY
No data for type 8
No data for type CALL
No data for type VPDN-TUNNEL
No data for type VPDN-TUNNEL-LINK
No data for type 12
No data for type IPSEC-TUNNEL
No data for type RESOURCE
No data for type 15
Debg: No data available
Radi: No data available
Interface:
TTY Num = -1
Stop Received = 0
Byte/Packet Counts till Call Start:

Start Bytes In = 0 Start Bytes Out = 0
Start Paks In = 0 Start Paks Out = 0
Byte/Packet Counts till Service Up:
Pre Bytes In = 0 Pre Bytes Out = 0
Pre Paks In = 0 Pre Paks Out = 0
Cumulative Byte/Packet Counts
Bytes In = 11434660 Bytes Out = 0
Paks In = 92215 Paks Out = 0

StartTime = 12:02:40 IST Oct 16 2007
AuthenTime = 12:02:40 IST Oct 16 2007
Component = IEDGE_ACCOUNTING
Authen: service=NONE type=NONE method=RADIUS
Kerb: No data available
Meth: No data available
Preauth: No Preauth data.
General:
Unique Id = 00000097
Session Id = 000000A7
Attribute List:
1A1CADFO 0 00000001 port-type(198) 4 PPPoE over VLAN
1AICAEOO0 0 00000009 interface(194) 7 4/0/0/2
PerU: No data available

TARTOI—HFITHT HH D

Router# show aaa user all

Unique id 151 is currently in use.
Accounting:

1log=0x20C201

Events recorded
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CALL START
NET UP
IPCP_PASS
INTERIM START
VPDN NET UP
update method (s)
PERIODIC
update interval

Outstanding Stop R
Dynamic attribut
1A1CABE8 0 000
1A1CABFEF8 0 000
1AICACO08 0 000
1A1CAC18 0 000
1A1CAC28 0 000
1AICAC50 0 000
1A1CAC60 0 000
1A1CAC70 0 000
1AICAC80 0 000
1A1CAC90 0 000
1A1CADFO 0 000
1AICAEOO0 0 000
1A1CAE10 0 000

No data for type
No data for type
NET: Username=(n
Session Id=000
Start Sent=1 S
stop has_been
Method List=18
Attribute list
1AICADFO 0 O
1AICAEOO0 0 0000000
1AICAEL1O 0 O
1AICAE20 0 O
1A1CAE30 0 O
data
data
data
data
data
data
data
data
data
data
data
data
data for
Debg: No data
Radi: No data
Interface:
TTY Num -1
Stop Received
Byte/Packet Coun
Start Bytes In 0
Start Paks 1In
Byte/Packet Coun

for
for
for

type
type
type
type
type
type
type
type
type
type
type
type
type
avai

for
for
for
for
for
for
for
for
for

avai

Pre Bytes In =
Pre Paks In =
Cumulative Byte/
Bytes In = 114
Paks In = 922

ISG 7hYoF4vingess A

= 60

ecords 0

e list:

00001 connect-progress(68) 4 Call Up
00001 pre-session-time (294) 4 0(0)
00001 nas-tx-speed(421) 4 423630024 (194014cC8)
00001 nas-rx-speed(71) 4 139317740 (84DD1EC)
00001 elapsed time(364) 4 46122 (B42A)
00001 bytes in(135) 4 11434660 (AE7AA4)
00001 bytes out (274) 4 0(0)

00001 pre-bytes-in(290) 4 0(0)

00001 pre-bytes-out(291) 4 0(0)

00001 paks in(136) 4 92215(16837)
00001 paks out(275) 4 0(0)

00001 pre-paks-in(292) 4 0(0)

00001 pre-paks-out(293) 4 0(0)

EXEC

CONN

/a)

000A7 Unique Id=00000097

top Only=N

sent=N

9F046C Name = CAR mlist

0000001 session-id(361) 4 167 (A7)

1 protocol(297) 4 ip

0000001 addr(8) 4 192.168.0.1

0000001 Framed-Protocol (101) 4 PPP

0000009 clid-mac-addr(37) 6 00 00 04 00 00 2A

CMD

SYSTEM

RM CALL

RM VPDN

AUTH PROXY

8

CALL
VPDN-TUNNEL
VPDN-TUNNEL-LINK
12
IPSEC-TUNNEL
RESOURCE

15

lable

lable

0
ts till Call Start:

Start Bytes Out = 0

=0 Start Paks Out = 0
ts till Service Up:

0 Pre Bytes Out = 0

0 Pre Paks Out = 0
Packet Counts

34660 Bytes Out = 0

15 Paks Out = 0
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StartTime = 12:02:40 IST Oct 16 2007
AuthenTime = 12:02:40 IST Oct 16 2007
Component = IEDGE ACCOUNTING
Authen: service=NONE type=NONE method=RADIUS
Kerb: No data available
Meth: No data available
Preauth: No Preauth data.
General:
Unique Id = 00000097
Session Id = 000000A7
Attribute List:
1A1CADFO 0 00000001 port-type(198) 4 PPPoE over VLAN
1AICAEOO0 0 00000009 interface(194) 7 4/0/0/2
PerU: No data available

ISG 7ho T4 20T DKREH
o [Zu—HfTHU T 47 il (P.262)
o [ISG ARA Mo NE-EEIV R Z il (P262)

JO0—BE7hooT4025 : Hi

A=Al H$—ER RY o= vy FIC@/ESIhETO—BHTAO T4 2T

&z, Tvideol) VI H—ERITH LT, $—ERA KV v — v T TRET L7 —HLT v
T AT ORERLET,

class-map type traffic match-any videol

match access-group output 101
match access-group input 100

policy-map type service videol
class type traffic videol
accounting aaa list mlistl

AAA H—RDY—ERX FO77ALVICEBEShE=-70—BET7hHoT1 05
wiz, Tvideol] EWHH—ERIZH LT, VE—F ¥—ER a7 7 A VTRETDL I —HAT
T 4T OFl R LET,

videol Password = "cisco"
Cisco-AVpair = "traffic-class=input access-group 101 priority 20",
Cisco-AVpair = "traffic-class=output access-group 112 priority 20",
Cisco-Avpair = "accounting-list=remote-local",
Service-Info = "QU;8000",
Service-Info = "QD;64000"

ISG KRR hARA FHEUIVEZ : 61

WIZ, FEHDOBERIZEBITHFRANNA REEEIVBEZ0a 74 Xab—va OflERLET,

Cisco-AVpair = "PPW00:00:00:127"

Wiz, AENSERE TOFE 8:00 RHZBITHRA M, REEEIW BEZDa 7 4 X2l —va v
DOFlERLET,
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Cisco-AVpair = "PPW20:00:00:31"

WIZ, ARMNSERE TOFET 6:00 BFHIBITARA A FEHEYIVEZ Dy 7 4 Falb— g
OFERLET,

Cisco-AVpair = "PPW06:00:00:31"
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