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[Encryption Failure %] |4 ~_T® SEP #— RicB\WC, BET 7T 4777 =2—X2 (IPSec) D4 b R TERIE L
BT L KEOREELDOEE (RN—krT—) BRERENET,

Cisco Performance Monitor 4.2 1—% A1 F
[ oL-25316-01-J .m



58 UE—FTFI9ERAVPNY—ERQOE=SLUVYT |

H RAS 7/°1 RO

® 5-5 Remote Access Device Cryptos (&)

EE 3 EL)]

[Decryption Failure %] | 5-_CTo SEP 1 — RIZHBWT, BUET /7 4 7727 =—A 2 (IPSec) DA b TRELT
T A ZEO@E DG (R—krT—) BERENFET,

[Packet Drop %] # 7 & |+ _TCT® SEP #— Rick\WTC, 7=—X1 (IKE) 8LR7=z—X2 (IPSec) ® h> FNA TR
0y 7Ly boflg (RN—tr7—2) BERSNET,

[Encrypted Packets] 7 Z |9XTCT®D SEP I — FIZBWWT, BELINTZEEF Ty bOBEKERERINET,
N

[Decrypted Packets] 77 |9_C? SEP 7 — FIZEBW\W T, B L EN=ZE Ty hOERBERFRREINET,
N

[Throughput (Kbps)] &7 |9°=T® SEP B — FIZBWT, &F (W5) BLUO%E (EHL) Shid7 7 v FOofEfHk
7 A (Kbps) MERSNET,

BEIER
e [Performance Monitor ¥ — 7 VDA 7 5 2 27 | (P.3-9)

o [T—TNDO— =L A ] (P3-8)

RAS TN\A ADEESIL7 VS L—%2 h—F T—3DERT

MEEHE A D VPN 2t FL—H oW T, kT 7873 —% I— R T—XDOT—T VEFRK
BIXOEETEET,
~

GE) FrREINDHHEEITIE. VPN3005 2B hL—Z E721Z VPN 30IS 2oy FL—H 3G EN TV E
A, TNHEDOTNA AL, SEP I— RKORDVIZY 7 b =T OB LEHERHLET,

FIR

AT7w7 1 [Monitor] > [Remote Access VPN] > [Device Details] > [Crypto Status] Zi&R L 5, 7 —T VDN T
LOPRIZONTIE, & 5-6 2L TIZE,

[Remote Access Cryptos] <X— LOTXCTOREMIZ, TL¥ & LTEHEINRET,
AFw 7T 2 [Select Device] U A b2 h, FRTDHTFNA ZHRIRLET,

BE
#* 5-6 Remote Access Cryptos
BEXR B
[Slot] &1 T & SEP I— RBA LA F—LENTWSE VPN vy FL—FRD Ry FOEAEBRI L ET,
[Status] 77 7 A& SEP 1 — FOBREIRIEEZ KT A vt —VRERINET,
[Packets In] 7 7 & SEP 1 — ROEFLENTZENT vy FOBBRFRENET,
[Packets Out] 77 7 A SEP 71— ROK B ENTEERTr v FOBBRRRINET,
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RAS 71 20 W

# 5-6 Remote Access Cryptos (#t&)

EE 3 EL)]

[Packet Drop %] # 7 & |7x2—X1 (IKE) FrpABIURT7x2—X2 (IPSec) hrpATRay S L ry ho#
, BELENTZEAT Yy PBLOB S LEINTZEE 7y hOEIE (R—krT7—) &L
THERLET,

[Throughput (Kbps)] # |SEP 7 — FiZEW T, —EMMICHSILINTEEL 7T v FBIOEMLSNEZEL T
A FOAHENRETRINLET,

BEIEE
e [Performance Monitor ¥ — 7V DOF 7 5 # 27 | (P.3-9)

o [T—T D=L AL ] (P.3-8)

VE—FTFI9ERAVE—T 4R T—TILOERT

MEEEAD VPN 2 FL—HIZOWNWT, A v F—T 2 A AT —F AT —EZDT —T )VEFRR
BILOBIETEET,

FIR

AFwF 1 [Monitor] > [Remote Access VPN] > [Device Details] > [Interfaces] Z#R L £9, 7—T VDA T A
DOHBUZON TR, K 5-T2ZRL TS,
[Remote Access Interfaces] X— 2%, N7V 2 f2 =T 2/ IBLO T F 7 N—} 75—
Tz ADERPERENET, TV w7 BN A F =T =2 RF NT V7 IPT RV A%
EALT MRy N2 ICHER LET, 774 —F (W) A v Z—T = RX, T4 =}
IP7 RUVARZMERL, MRy PU—=7 bR ER A,
[Remote Access Interfaces] X — EOT X TOREMIT, TAH& L LTHAEINET,

AFwF 2 [Select Device] U A b, FRTDHTNA ZAEBEIRLET,

&

#* 5-7 [Remote Access Interfaces] R—>

X H LT

[Description] 77 7 A WA v H—T = A4 ADEARK 723 (DEC 21143A PCI Fast Ethernet 72 &) 23Rk &h
i ‘j_o

[Address] /7 7 A AH =T AD MAC T RLARERENET,

[Type] 77 7 & TCP/P R3NA » RENTWE 7 L—A XA TRERINET, L& 2E, BRI #
A 7 is088023-csmacd 1%, ¥ ¥ UV THRALET 7 A /HEHRHL (CSMACD) 2 A =
N5, 100Mb/s 77 —=A b A =% Ry FOT L—Ah ZA T 2R LET,

[Access] 77 A [Public] 721 [Private] DWW TN ERENET,

[Admin Status] 7 7 A [Up] £721% [Down] NERENET,

[Oper Status] 7 7 A [Up] ¥£721% [Down] BNFERENET,

[Speed (Kbps)] 7 T & A Z =T x4 ZADOHE (Kbps) BNERRINFET,
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[ oL-25316-01-J .m



58 UE—FTFI9ERAVPNY—ERQOE=SLUVYT |

H RAS 1—H0##%

# 5-7 [Remote Access Interfaces] R—2 (&)

EE 3 EL)]

[Packets In] 77 7 A AR OR =V 7 A 7 VHUBEDZE Ty FORFHBEDRRTIEINET,

[Packets Out] 77 7 A HIE DR =Y 7 A T NLBEDEE Ay FOGFHNRRFINET,

[Packet Drop %] 77 7 A AIEIOR—U > 7 A 7 VPBRIZ Fa vy T LTy hOEE O—krT—) &
REINET,

[Throughput (Kbps)] 7 7 A A E =T oA ATBWT, —EFEICH L SNTZREA 7Ty PBRIOME S LS h
A A7 T v FOBRHENFERSINET,

BEEIEH
e [Performance Monitor 7 —7 VD47 a2 Z A7 ] (P.3-9)

o [FT—TND—fg=1 A2 k| (P3-8)

RAS 1—H Dk

ZIZTi, RAS 2— W HE=HX T HROEEBICOWTHALET,
o [RAS =—H oMo #ER~] (P.5-12)

e [RAS 734 2D A7 10 = —HF DAl (P.5-13)

e [RAS 7 7 A& ® L 10 = —F DRl (P.5-15)

RAS 1 —H¥ D&MD R T

BHED 1 A RAS VPN = —HIZEI L T, &FOFE L WERIEHRA DR L ORI R TEET, A7 v 3
VT MR L2 —YE2u s T U TR ERNTEET,
~

255 SHHBDORASVPN vy ML —RIZE DT 75747 o arRNbsHEs, 2a—F vy aro
WMBHEERIN 1 D2 B2 2803 H 0D £9,

Je

EvkF  RORFIZONWT, LER—FEFRTHZELTEET,

o BINL-MHEZ A TITHE- 7=, Foa& LI-#IMIZEB TS RAS VPN = —% D EA7 10 AT 7,
[RAS VPN @ A7 10 = —H LR— FDOFER] (P.10-8) #BHBL T,

o IHELEHMICEITS, 1 ALLED RAS VPN =—#® VPN & v ¥ 3 »Dfil], TRAS VPN ~—
Py iar LAR—bOFRRE] (P10-9) #5HLTIEE0,

[ZLC&HBHIIC
a—HFonr s7 v MERRIX., ROBETETERDTT,
e H/%r® CiscoWorks =— 7 —/L'»% System Administrator % 7213 Network Administrator D34,
[ —FDOHERIZHOWT ) (P3-2) 2L TIEEN,
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ATFvFT1
ATFvFT 2

RAS 21—+ B

o X%®D VPN =& h L—%& T VPN 3000 Concentrator Series Manager 73 % — 7 /LT > TH
Y . Performance Monitor RO L —FIZHOWT, ELWFEIEZ LT v /LD L
a— K& TWDHEA,

FIR

[Monitor] > [Remote Access VPN] > [User Lookup] &R L £ 7,
WD 2—FOFHMERE AT LET,
e [Find User] : 2—H#DIP 7 L A F /-T2 —FLEANLET,

e [SearchIn]: XEREHEEHIT. 1 DDTNA ZAEZIT L DDV T AL DOOTHRNITHIE L THZE L.,
FOEAAEILIP 7T FLRAZBIRT 22 L TREOHIREFETEET, FHEDT NA AEIX
7T AR T HMBEHIR LR WAL, [Devices All] #®IRL 97,

[Gol %2 U w7 LET, 2—FBROmoHBAE, KOZ—F ¥y g L OFMBERSNET,
e [User Name] : = —¥or 7 A 4,
e [Group Name] : =—H# 0B L CWbHa—H% JFr—7,

o [Cluster Name] : VPN 22 ML —Z R FAZ AU NNOAE, ARTERIZIP 7 FLRIZE -
T T AR EBAILET,

* [Device Name] : &RiE/ZILIP 7 RL AL >TVPN av&y M L—2Z#BILET,
e [Client IP Address] : =—% D IP 7 KL A,

* [Protocol] : = —H D7 = k=L (IPSec over UDP 72 &),

e [Throughput (Kbps)] : = —HFDFHANL—T" k[ Fb,

* [Connection Duration] : H, Kff#, 70, BLXOBTHEINET,

e [OctetIn] : h> RV OBMUBOZELS Y T v hOEFH,

o [Octet Out] : F X NVDOBRBLAEDEEA 7 T v FOEEH,

R =V by rara2&kT35I2i%, [Logout] #7 VU v 7 LET,

oy 7o NP EFICKRTTAE, BELE2—Ra s/ 7 u hEh, TO2—FDIP 7 RLAX, 7
IJT 4T RAS By v a v aERTT—INMIFE RSN 2V £9, [The user <username> was
logged out successfully] £ WH VAT A A v —UREREINET,

BEIEE
e [Performance Monitor ¥ — 7 /L DOF 7 5 # 27 | (P.3-9)

o [T—TNDO—E=L AL ] (P3-8)

RAS T/3f ZD L1 10 2 —H DA

Performance Monitor |&, MRAEHFHADTXTHO VPN a> o M —X i Lz, 72131 207 Z
AHWNTHRILFAD a2y M —H BRI TN D B 10 N\O2—FE T X% 7352 LN T
TET, TUoFRUTOMEEIAN—T Y b, HERHH, £33 1 2—FHLEVDO NI T4 v 7 HITE ST
HWr S ET,

| oL-25316-01-J
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>
B

A7y 2
AFyvFT 3

ATv7 4

Performance Monitor 1Z. % VPN 2>t L —2 D 7 10 A\OZ—F 2S5 %7 LET, KIT
BERO 10 N\Ooa2—FE2FHHT 5 L&, TNH6D 10 NOAREF[RE L TEWWIT V7 %H%esbi
T, HDartr b —XIZR L TEM 10 NMITAL RV —P L, (@Rt hL—ZIZ2WT
LMD —F RN o TND AL —T v MEFITHEEOE N, B a2—3 LY Mﬁ%b\%ﬁ‘f
b)) BIEKOT R TINEBRAAENET, Lo T, B 10 AT o8Bk ET o7
<7,

FL&HBHI
a—HFor 77U MERIZ. ROGETETAHEZTT,

e B ® CiscoWorks = —% 7 —/L'» System Administrator % 7213 Network Administrator D&
[ —HFOHERIZONT) (P3-2) 2BRLTIES0,

e X%R®D VPN =2 b L—%& T VPN 3000 Concentrator Series Manager 23 A r—7 /LZ72 > TEH
Y . Performance Monitor X RO FL—FIZDONT, IELWIBIEZ LT ¥ /LD L
a— R&EFF-> TV D5H4A,

FIR

[Monitor] > [Remote Access VPN] > [Device Details] > [Top 10 Device Users] Zi&R L £7°,

[Top 10 Device Users] ~~— EOFTRCOWPEMIZ, TA¥ TER{EHLTT, T—TLDOH T LI
DONTIE, R 5-8AZRLTIIZE VY,

[Select Device] U A hinb, KT DT A AETIRLET,

I —VEHEHT DT o RS [Compute Using] U A M BBIRLET, RO T 2 B
b ET,

e [Throughput] : kbps Bfiz CHIE SNz ALV—TF v Mft> Ta—F 2T o2 7 LET,

e [Connect Duration] : BfEDE v v a O (B, K. 7. BLOR) IKt-sTa—¥F%2 T
¥ LET,

 [Total Traffic] : ZEHB L OEE T v hORF I -T2 —F 2T X T LET,

VERGEIT, 2=V E2UBTEES, RO RASVPN 2tV M —XZEZHOT /T 47 £y

YarRbiGe, 2=V ey a BT TOROORMN 1 nEBIZDZENDY ET,

2—FEa T NTHIE, HR—F LT ar RF &7V w2 L, [Logout] 7V v L

FT, BT U MREBICKTTLE, dpa—FRe T bE, 202 —FD P T FL A,

TIT 4T RAS By v a v BERT T T NMCER RTINS 2D ET,
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RAS 1—¥n## W
&
% 5-8 Top 10 Device Users
BEXR L
[User] & 7 A REOE v v a VZBEEM T O TW S =L R EREINET,

GE) EzVPNtEY a iZZoliEd b R—FLTWEYA,

[Group] 77 7 A

A—PFLHICEEMN T O TV D 2= T —T A NERSNET,

2—H &y a i Basy VPN =0 LTRESN TV A AL—ZICBE#EMFIT DN T B854
E. EOTN—THWBNANR=Y 7 ISP TWET, TOXIBRGEIEX, Vo7 %227 Vv LT
[Details of the Group Policy] 7 1 > Rv & E4, [V —7 KV v —0iEMM) (P.5-17) %%
LTS IZE0,

[Public IP Address] 7 7
I

Z2—FDIP T RLARKRFINET,

[Protocol] 77 7 A

FHHINTWD VPN Ly v a v THEHAFOT e b a b zi#ilLEd,

[Traffic In] 77 7 &

ZEANT Y FORRERERENET,

[Traffic Out] # 5 2

EEANT Y FORRHEBRERSNETS,

[Total Traffic] 7 7 A

EAI Ty NEREAT Ty PEMBEDETEDFERINET,

[Connect Duration] 7 7
I

A—PFRBIED T v v a CaM L THRORE L2 R, B, 0. BROBBRERRINET,

[Throughput (Kbps)] %
7 5

1 o0a—% vy arbic) O ERHOBALSNIZEEL 2 T v B I MEbEhzx
B4 7T v PORREBERENET,

&

HE
[Performance Monitor 7 — 7 VDA 7 5 # 27| (P.3-9)

[F—7 D=L A2 b (P3-8)

RAS ¥V SR 3 M LEHL 10 2 —H DA

1 ODI FTARIERINTNDETRTCODZ—F42 T X7 FT52LE, T_XTOI7TAXMT
(Easy VPN 22—V % R<) 2—H%2F7 %7 +52 L T&ET, Basy VPN IZ RAS 7 7 2 X Off
AEYR—FLTWHERTA,

Easy VPN & —H# Z RN T, —EIZ 1 AD2—=H2n s 77 52 LnTEET,

(X L& BRI

o—

Fou 77y MERIL, ROBETETHENTT,

H /%> ® CiscoWorks = —% 7 —/ L' System Administrator ¥ 7213 Network Administrator D356,
2 —FOHEMRIZHONT] (P3-2) 2L TIESVY,

x5 D VPN = > > b L— % T VPN 3000 Concentrator Series Manager 31 r— 7 /L7 > TH
Y . Performance Monitor RO L —FIZHOWT, ELWEIEZ LT v /LD L
a— REFFo TWBHIFEA,
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ATFvFT1

A7y 2

ATvT 3

ATy 4

FIE

[Monitor] > [Remote Access VPN] > [Top 10 Cluster Users] Z &R L £ 7,
[Top 10 Cluster Users] ~<— < EOFT R CTOREM L, T /& Tidle EKTT,

Ford 57 7 A% %, [Select Cluster] U A hMHBIRLE T, LAR— FOMBRERED Y T A X ITHI
[RL7Z2WEEE 1L, [All] 2@ IR L £9,

i —VEREET ST F 0 FEHEE | [Compute Using] U A b BRIRLET, ROAT > a R
HYET,

e [Throughput] : kbps BAL CTHIE SNz AL —TF v Mo Ca—VE T F 7 LET,
e [Connect Duration] : IfEOtE v v a O (B, K. 0. BLOR) K> C2—¥ % T
XU LET,

e [Total Traffic] : ZEB L OERE T v FOEHICHE -T2 —F 2T F 7 LET,
VERGAT, 2— V&R & Ed, RO RASVPN 20t N —2IZEHOT /T 47 £y
YarRbhaghe, 2V ey v aERTTAOORMN 1 SEBZDZENHY ET,
2—FEa s T NTHIE, HRa—F LT ar RF &7V w2 L, [Logout] 7V v L
FT, vST Y RPERICKRTTSL, fGa—FRe s/ 7y &, TO2—F0 IP 7 KL A%,
TI7T 47 RAS By va v ERTT—TNMICRFINRLBRY ET,

&
% 59 Top 10 Cluster Users
EXR L
[User] 1 7 & BEOEy v a VI L CHIES N TV D 22— AR RINET,

[Group] 77 7 A

B4 —FICHEMS TN TV D a—Y J V=0T MU RRRSNET,

a—H v a v Basy VPN — L LTREINL TV S — X IZEEMT TV S5E
. ZFOITN—TEZBNANR—Y 7 I TWET, ZOXIREGEIE, V2527V vy 7 LT
[Details of the Group Policy] 7 « > Rzl E4, [ —7 KU v—0#M] (P5-17) 2%
LTS IZE0,

GF) =2V Eyrar®B PIXT77AT7 U4—VEIZVPN3000 2t FL—% LD
Easy VPN $r— NIZBHHEAF T 5N TWAIEEIX, A —74IINA =) 7 SER
Afo

[Public IP] % T A

a—HPORT Y w7 IPT RLARFRENET,

[Protocol] 7 7 A

ZO VPN v g Zx LT, IPSec. L2TP., £7/E PPTP O ED LAY 2 7 u i /LhMEH
ENTWAENEHIILET,

[Traffic In] 77 7 A

ZEARNT Y FOBRFIRENET,

[Traffic Out] U 7 A

EEAT Y FOBBFIRENET,

[Total Traffic] 7 7 2

XEX 7Ty FeFREL I Ty FEMBEDE DN FIRINET,

[Connect Duration] % 7

VA

TIT 4Tty a RIS T ORE LB R REINET,

[Throughput (kbps)] 7 7
I

2= o arbil, REAIT v MNIEMENTEZEEL 7Ty hOFNRERINET,
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RAS 21—+ N

F8;EIE H
e [Performance Monitor 7 —7 VDA 7 g # A7 ] (P.3-9)

o [T—TNO— =L A ] (P3-8)

GI—F R —nEM

WOFIZ, By ard, Basy VPN — L LTREIN TV D —ZIZBEMT TV 2546
W, 2=V o ra B0 Y ToNTWE I A= R o—D7 4 —L RIZOWTHHELTWET,
ZDT 4 Ry EHLSHFEICZONTIE, TRAS 7351 2D EAL 10 2—F %51 (P.5-13) F721%

[RAS 7 7 2% O AL 10 = —H Oikhl) (P.5-15) 2ZR LTI 7Z3uy,

~

()  PIX Security Appliance #*5® Easy VPN & v ¥ 3 iZx LTI, FESOFERIH Y £HA,

& 5-10

[Details of the Group Policy] 71 > Ko

BR

B

[Group Name] 1T

HNEOE Y a v NOZ—FLICEEMT O TVWD2—Y FA—T4NFRENET,

[Pool Name] 1T

IPr—H/) 77—/ T RLADARINFERINET, TOLFNZLE->T, AEIP 7 KL A% 2 5
ATV F~NEDYETHET FLARHAZTEHR LET, 2—Vi3dh b 1 DDT— N4 2 EH
BUVENHYD ETN, KFIL—F R o= LTHOT— L EEETAHIELTEET, 20
BYEISLTERL, AR IPu—hL =1 7T RL2E2BRTL5L9ICLET, 0Lkl
Wk, 7 IAT Y boERNERLET,

[DNS Servers] T

BESNTIINV—T%HHLTNDTXTDDNS =2 T, IP7 RLADY R & v
~XEIY BN TERRLET,

[WINS Servers] 17

BESNTEIN—TZ2FERLTWHAETTO WINS —NcoWT, IPT7 FLRADY X & A
R B TERLET,

—

[Domain Name] 1T

TN—T0MEH L TWD, DNS fRIRAIREZs K A A 4 (cisco.com 72 &) NERINET,

[ACL] 47

EDOFT 74 v I REBALEND N EEET D ACL ODLRINFRENET, ACL 4%, &7
N—=TIH L TATY v h bR Y U ITRRESNTVWDIEEDORFTRENET,

[Backup Gateway] 17

77 A~V Basy VPN $— R ~DOFEH AL L7 HEIC, BONCEITT D L OV —F TRIESN
TWAIRY I T T F—h Uz ADIP T FLAEITIARA MAFERENET,

[Firewall Are-U-There]
17

VPN t v 3 v Black Ice £721% Zone Alarm /S— Y F )V 77 A T U x—/L A EBTIHI L %
IRT LI, Z2TAT Y MR =R TN —FRZHRH LT T FNEEBF LN E I nERLET,

[Include-local-lan] 17

(AZ7Vy F bRV ZE2FERETIZ) 7747 bBEXOr—0V 2y 8T — 7 ~D R
WETR—FLTNDEINA—TZR LT, BESRESNTWDINE I »ERLET, 21
(RAZT) Fy NU—=7 LMEENLZEbHD, T 740 DA —F 0.0.0.0/0 ETTXTHIH
a—HN I T7 4y ERELET,

[Group Lock] 17

preshred ¥ —#8iET IKE AT 25412, = —¥F2 Xauth = —¥4 (FLr—T47 L) &ig

xS, =N TN —TIH L TRERRESNTNDINE I PERLET,

GE) v AaTHE, GEHEREDORSA VIV =F X BEEA D= AL EEMTH7 74T FT
i%. Group-Lock BYEZMH LAV L2 HERE L ET, RbVIZ, ZOXHIR7IF7A4T7
& User-VPN-Group BHEZMEH L TS 7Z2E 0,

[Save Password] 1T

Y= IA—=TFWH LT, 7747 b PC ET2—¥ XAuth FEF#EE 0 — DV RIFTE
LT ATV a A R—T MRS THDLNE I harLET,
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