CHAPTER

F C&BAIIC

BEWOP—RLRy N =T NTRHREDA T ¥ a - ROBEENRE SN TV WAL,
Performance Monitor 23#% & E B 0V ICE{ETE ¥ A, ZDETIL, Performance Monitor TS
HBIRTOMREZHEHATE AL, ITHXLENDHEE, HIETAEEICOWTHHALET,

x 241 BLRILDERY

BRY

ATYv7 1 FrRRARBICYR— PSR TOWBEF AL AEHELET, Performance Monitor THFE, R—VU 27, BLO
TS TEDLEIECT A RAERETOMERD Y ET, [TAMADT =2 T 07 (P2-2) &KL
TLTEEW,

ATVvT 2 FRAREALUR—NERZTBMLET, EEART AL ZBHEOR—IL L a— FREREND £ T,
Performance Monitor TF /3 A& F =% T& £ A, [Importing Devices 7 « ¥'— R&HH L7254 2D
A VR —FERIFEM (P2-8) 2L TIEIN,

RTYT 3 FRARBRIELET, (51 20K, (P2-11) 2BB LT a0,

GE) T+ FTIE. T AOKFEEFIC Performance Monitor T3 _TDMFFR DT /S A A )N FLt
SIRBEICRESNET (R—U U I RBA X =T MRV FT), TS AL EFR G OWREEITBAT
TAHLICEIRLIEGA, TOT AL ADANVARNRT =< VAT TEDH I HICTBITE,
FHCTEHSRIREBICRTSHER DY 9, T4 AZEHEGIRBICHET DI, [T 2 £
=B YT DA RX—TNETZITT 4 =Tk (P11-6) 2B LTLIE &0,

ATYT 4 EXA—-AEBRELET, BEOOF—ATHRETLETIE, EA—MITE > TA Ry ho@mzE %z Lz,
AT a— VIR VAR—FERMALIZVIETEER A, [E A =AM DO725 0 Common Services D% i |
(P.2-15) B LTI 7EE W,

AT97 5 SNMP #BELET, [SNMP F7 v 70%(E] (P2-15) #BB LTI,

ATVT 6 RV IOFALTUMERELES, | DTLT NS ARK—V LT DS LT Y FETIIEETE /2
Mo 123834 . Performance Monitor X7 X TDOF A ZDR—Y T E2EIELET, FAL T U RNDOT 7 41
MZ30 B TH, EEHD WAN U U 7 REATR—U U 7 ZT9BE1F. T2 RELTALERHY 3,
(R=V 7 DAL TDNOEE] (P2-16) ZBZHRLTIEEI W,

MEIRE LSV DA AT R TTEE, TRARAEZET=HF LY, T, AOBIEEFEITLIZY TE D
K20 ET, HEXX, KO LEEFEITTEET,

o TN—THNDOTNA AZEHT L, T4 X TL—TDEH] (P11-8) 2B L T,
o FHAHARENTZLAR—F’E2FRRTDH, HLEI0E LU R ULAR—FOEH] 2L T 7ZE0,

o)

Evbk SNMP 72 PO IR TWRWT e haltik 4 F—T MLz L &iiry NI —7 2R#ET D L 1T,
Tr7AT U4 —IV T4 NEERETHIEEHRLET,
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TINAADT—FR+Sv7T
2 THEHT 5 L 512, Performance Monitor TIRFE, A —V 7, BLORE=X VI T&EH L9
TNRARE®y NT v 7T HHERH D E7,
e [SSLY—bREVa—LDEy b7 v7) (P2-2)
o —sDty 7 v (P2-3)
o [Catalyst 6500 A1 v F Dy N7 v 7] (P.2-4)

e TASATT7IAT VA, PIXT A A, BIXOR77AT7 94—/ P—ERETa2—1DEy bk
77 (P.2-5)

e [VPN3000 2>k hL—%0Dky N7 7] (P.2-6)
o [IPSec VPN HFAR—F 77X 7% (VPN SPA) oty +7 v 7| (P.2-8)

SSLY—EXR EVa—-ILDOty b7y

WKDFIZ, SSLIP—ER BV a—MIhBEety 8T v 7 FIEEZRLET, Catalyst 6500 A1 > F 5
FOSSL h—bE 2 £ 2 — L OFEMAREEHI DV TiE, Cisco.com #ZH L T 7ZE W,

* 22 SSLY—ER EVa— L0ty b7 v IFIE

ARy
ATY7T 1 RSAF—HERL, ¥Y—ERXR EL2—LTSSH 24 X —T M LET,
o SSLEVa— MIHHEa—F THY Y MRFEL TS Z 2R LET,
¢ SSLEV2— /L TAX—T N RAT—REHRELET,
e RSA ¥— X7 %&4&K L, SSH A4 3x—7/WZT5121%, koa~<r REFERLET,

— ssl-proxy(config) # ip ssh rsa keypair-name ssh-key

— ssl-proxy(config) # crypto key generate rsa general-keys ssh-key
o SSHAELSRESNTVD Z L ZMRT DITIE, KOLIICADLET,
ssl-proxy# show ip ssh
KDA Yy E—UNERINET,

SSH Enabled - version 1.5
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W=Dty r7vT

WDOFIZ, R—FEND Cisco V—FIZhBRrty b7 v FFIEZRLET, Cisco /b—& DA
BERHZ DWW TIL, Cisco.com #&M L T 72 &0,

= 23 =40ty b7y 7FIR

b & A

ATFvT 2

AFvFT 3

ATvT 4

BRY

SNMP 24 X —7NMZIL T, a3Ia=54 AM) 7%y b7 v 7 LET, SNMP ITRFE. R—V 7,
BIOE=ZU o FIC ST,

a7 4FXalb—ary T— RN EXAX T, somp community community stringro & AJJLET,
community_string I3V ¥ THaIa=7 41 AMD 7 (A ER) TT,

A

FE O SNMP X277 bhariidby E8A, SNMP 77 4 v 7 2 R#ET 20, 7747
Tr—v T A NEEERT DI LB L ET,

EE) VAT b4, &gk, BFTOEHEEZRELE T, Performance Monitor T, 2115 DEHD [View
Device Detail] 7 4 > RVIZERENET, a7 4 Fal—var T—RNIUVELT, kOoa~vy REMH
ALE,

o VAT AL EHET HIZIL. hostname name & AJIL E T,
o VAT ADOHEIEFHET HIZIE. snmp contact contact E AL ET,
o WETEBRET HITIL, snmp location location AN LET,

SNMPF7y7%4*~7»KLiTO:V74¥;V—V5V%—FK@@§2T\&@:vVF%ﬁﬁ
LET,

snmp-server host ip address version 2c public ipsec isakmp snmp

ip_address (% Performance Monitor % A > A b — /L L7z — "OEEED IP 7 KL A TY,

snmp-server enable traps snmp linkdown linkup
snmp-server enable traps isakmp policy add
snmp-server enable traps isakmp policy delete
snmp-server enable traps ipsec cryptomap add
snmp-server enable traps ipsec cryptomap delete
snmp-server enable traps ipsec cryptomap attach
snmp-server enable traps ipsec cryptomap detach
snmp-server enable traps ipsec tunnel start
snmp-server enable traps ipsec tunnel stop

HTTPS 24 XR— NI LET, 27 4 Falb— a3y T— R ¥z T, ip http secure-server & A
jjl/\i‘é—o

HTTPS % A F—7 WMIZ LTV AEAEIZIRY . Performance Monitor T Easy VPN 8 XU DMVPN ot v v =
VEE=HXTEET,
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Catalyst 6500 X1 v FDtEYy +7v 7

WDOFIZ, IPSec VPN —E X EV 22— L FELIFECSM P —E R TV 2 — 03 #ELTWD
Catalyst 6500 A1 > FIZMERE Y b7 v FFIEE R LE T, Catalyst 6500 A A v F 35 LN IPSec
VPN 4 —t 2 £V 2—1F1ZCSM —E R £ 22— LVOEMREEIZ W T, Cisco.com &%
BLTLEEN,

= 24 Catalyst 6500 21 v FDt v F7 v FFIR

ATy T A1

ATFvT 2

AFvFT 3

A7v7 4

BRY

SNMP 2 A X —7NMZLT, ala=74 A )Ty b7y 7 LET, SNMP 3A—V 7 BIV
E=H Y U TITHEETT,

a7 4 FXalb—ary T— RN EAX T, somp community community stringro & AJJLET,
community_string 1IZEIV ¥ THaIa=7 41 AMD 7 (A ER) TT,

A

FE O SNMPiEtxa727n harlCiidby E8A, SNMP 77 4 v 7 aR#ET 720, 7747
Tr—)v T A NEEERT D LB L ET,

EE) VAT L4, KAk, BFTOEHEEZRELE T, Performance Monitor T, 2115 DEHD [View
Device Detail] 7 4 > RVIZERENET, a7 4 Fal—vary T—RNIUVELT, kKOoa~vy REMH
MLE,

o VAT ALERET HITIX., hostname name & AT L ET,
o VAT LDEKIERET HITIL, snmp contact contact E AT LFET,
o LATAEET HIZIL, snmp location location & AJJLFT,

CSM ¥V —ER EV2—/VDSNMP +F v 7E2AX—TNMILET, a7 4 Falb— a3 £—RNIyly
BT, koa<wy REHFEHRLET,

snmp-server enable traps slb real.
snmp-server enable traps snmp.
snmp-server host ip address traps version 2 public casa slb snmp,

ip_address (% Performance Monitor % A > A b — /L L7z — ROEEED IP 7 KL A TY,

IPSec VPN ¥ —bE R EPa— A D SNMP r 7 o B2 X —TAZILET, a7 4 F2lb—v a3 F—N
WElh 2T, koo a<wy REFEHLES,

snmp-server host ip address version 2c community string ipsec isakmp snmp
ip_address X Performance Monitor % A > A b — /L Lz —"OEREED IP 7 K VAT, community_string 1%
VLA THHEOAI 2= 4 AU 7 (GHRRYHA) T,

snmp-server enable traps snmp linkdown linkup
snmp-server enable traps isakmp policy add
snmp-server enable traps isakmp policy delete
snmp-server enable traps ipsec cryptomap add
snmp-server enable traps ipsec cryptomap delete
snmp-server enable traps ipsec cryptomap attach
snmp-server enable traps ipsec cryptomap detach
snmp-server enable traps ipsec tunnel start
snmp-server enable traps ipsec tunnel stop
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ASAT7TS5AT72AR PIXTINAR, BEUIT7PAT794—I)L H—ERX
EDa—-ILDEYy bTYT

WDORIZ, ASAT T TATVARAEPIX 7747 VA=, T7 AT Ur—/b B —EX ET a2 —/LHHE)
fEL T 5 Catalyst 6500 A A v FICHE Rty N7y 7FRIEEZRLET, TRHEOTFT A AB IO
W DOFEM 72 EEHZ DWW TIL, Cisco.com 22 L T &0,

#& 2-5 2747 94— LDty v 7y TEIR

b &2 A

AFvF 2

ATvS 3

ATvT 4

BRY

Performance Monitor 4— %27 7 A T U4 — NV T TFI5AT VA, THARL A, BEOREY =2—/LD SNMP
RARELTHELEY, 7747 U4 —J)L 232 K74 T snmp-server host inside ip address 2%
v RE AT LET, ip_address 13 Performance Monitor %A A h— L L7 —"OFEED IP 7 KL ATT,

A

FE O SNMP X277 bhariidby E8A, SNMP 77 4 v 7 2 R#ET 20, 7747
T =) T A NEEERT DT L EHELE L ET,

Performance Monitor — %R —U V7RO HTTP FRXA FE LTHELET, 77 A7 V4 —/b 2+
Y RIA4 T http ip address netmask if name EADLET,

* ip address 1% Performance Monitor % A h— L% —"D P 7 L AT,

o netmask ¥. V7 2y P T RVAIHEAESNDIP T FLADOYE v MMEERTTZOICIP THEAINS., 32
Yy hOT7 RLA AT TY,

o if name l3A VX —T A4 ADL4FTTT (inside 72 &),

netmask ZfHT 5L, 7Ry NEEKE HITP A A ML LTHRETEET, &2 1E HTITP A A R E LT
171.69.74.0 #4545 IZ1%. http: 171.69.74.0 255.255.255.0 inside & AJJ L7,

HTTPS R—V T 2#AF—TMILET, 77 AT V4=V a~xv K74 T http server enable & AJJLF T,

(GX¥)  http server enable =~ FZHEHLTH, ZOT /A A TEF 277 HTTPS h— "% A X—T LI
T&EET,

Syslog ZRELET, A vE—VBRTRTCOREFH T — N KA MIEEINET, =7 —IXERDREL
JCRFTDZEEHRLET, 77 AT V4L a<wr RIA 5 Syslog u X 7 %5 42— 0t
5H1Z1E, no logging on & AJJLFET,

o TyAT A AT RTA 05 Syslog BX L 7 & A R—TWIZT HITIL, logging on & AT LFET,

o TrAT UF—NTI Ry T EBHRET DHIZIL.clock set hh:mm:ss {day month | month day} year EA
HLET,

o Syslog A v E—VTHALARZ LT oA X —TWIZT HIZIE, logging timestamp & ASJ L E T,

o B LULEHET HITIX, logging trap level E AN LET, level 13, YT HHHIMVEKE LN
LT, 7ok 21X, logging trap error & AT 5 & HRE L ULA error (UL 3) 725 emergency
(LUL 0) ORIOTRTOA Yy =V R SILET (Syslog A vy E—VITIE, ROEBRELNARED
D %9, 0:Emergency, 1 : Alert, 2 : Critical, 3 : Error, 4 : Warning, 5 : Notification, 6 :
Informational. 7 : Debugging).

N
GE) vl WEESBRELTEDE, SHOAvE—VN NI H—ENDTD, 774 T T4 —DX
T =< AMETT BN H Y £9, error EREL~NVEFATEHZ L 2HERL £9,

=

¢ Performance Monitor % > A h—/)L L7z ¥ —,3L LT Syslog —/3 AR FEZRET HITIE. logging
host if name ip address & AJJLET, if name l3A 2 —7 A A4 T (7z& 21X, dmz),
ip_address (% Performance Monitor % > A h—/L L7z — "D IP 7 KL & (7= & 21X, logging host
dmz 10.1.20.111) T, B Syslog DHF— KA k& RETE £,
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VPN 3000 o>t rL—2DEY b7V T

WHFEIZ, VPN3000 2> L —R 2By N7 v 7FIBZRLET,

VPN 3000 =2 > &> b L—& ORI EEHZ DWW Tik, Cisco.com &M L TL 72 &V, VPN 3000
Concentrator Series Manager 7 7'V 77— a VU O~ == 7 V1L, [VPN 3000 Series Concentrator
Reference Volume I: Configuration] 3 X' [VPN 3000 Series Concentrator Reference Volume II:
Administration and Monitoring] %2 L T 723,

* 2-6 VPN 3000 a>t> hL—420OtEy b7 v TFIR

b & b

ATFvT 2

ATv7 3

2Ry

VPN 3000 Concentrator Series Manager (4.01 LAY YV —2R) @ HTTPS %A X—7 NI LET,

VPN 3000 Concentrator Series Manager T/ HTTP ff5i & HTTPS Bt Dl 5723 A — h SIEF 23, <A h
77T 4 A& LTHTTPS OfEHZH#ELE L £9°, HTTPS #kei21% SSL fBRES M2 T,

1. VPN a2 b= LFLTTA =k Xy hU=IHNO, PC ELEV =V AT =2 TT TV
VEMEET,

2. 77 U ® [Address] F£721% [Location] 7  —/v K¢, https://address © NS1LE£, address 1Z=2 %
Yh—=F2DTIFAR— A F =T 2L ADIP T FL R (fz& x2iE, https://10.10.147.2) TF, &
(2. Enter Z# L 9,

3. 77 7HIZ VPN 3000 Concentrator Series Manager O 7 1 > a7 M RFEREINZVGEIT, 2
T b L —HIT telnet THEfE (F72IFEHET 7 ER) LTLEEY, CLI A=a—7b,
[Configuration] > [System] > [Management Protocols] > [HTTP/HTTPS] # &R L £, [Enable
HTTPS] # IR L E¥, EEEAZMREFELTHALET,

VPN 3000 Concentrator Series Manager (4.1 LSO U U —R) @ HTTPS 24 X—7MIZLET, 77U
PERIeFartry bb—2 CLIOWTANEZMEH LT, 2 =% THTTPS &4 X —7 /LI TE X
9, HTTPS #&6¢lcid SSL 8RR B TT,

o 7T U¥EMNE HTTPS A 2 —7 M DI, E%# HTTP £ v > 3 »2°5 VPN 3000 Concentrator
Series Manager (Zu 71 > L, [Conflguranon] > [Tunneling and Security] > [SSL] > [HTTPS] Z &R L
F7, [Enable] F= v/ Ry 24 LT, [Applyl 22 VU v 7 LET,

e CLI 5 HTTPS A R —7/VIZT 5T, :l/’lZ/]\l/ KT telnet #fe (E7-ITEHET 7 E2X) L,
CLI A ==2—nb [Configurat1on] > [Tunneling and Security] > [SSL] > [HTTPS] > [Enable/Disable

HTTPS] ##R L £, . [Enable HTTPS] Z# @R L, R ZRFLET,
VPN 3000 Concentrator Series Manager (4.1 IED Y U —2R) ® HTTPS BBy ar&Af Rx—T NI
Lij—o

1. VPNa v ML —X ERIUTTIAX—F Xy hU—Z RO, PCEHLITV—I AT — a0 TT I
PEREET,

2. 77 U ® [Address] £721% [Location] 7 ¢ —/v KT, https://address/admin & A\Jj UE 7, address I
arery b —ZDOIP 7 KLATY, KIZ, Enter Z L ET,

3. VPN 3000 Concentrator Series Manager D17 A > 7 u > 7 MRERINDIGH, BFHz—FO2—F
B ERIFENIFRERNEINDNRAT =R (DT AZY A7 L LTHRREIND) #ATL,
[Login] #27 U » 27 LET,

4. [Configuration] > [Interfaces] Zi&IR L, 1 X —T A A4 %27V v 7 LET,

5. ®IRTHA % —7 A A, [Importing Devices] V 4 H— RKTIP 7 KL RAEZANTLHA v X —T = A
2T DMHENH Y £, [Importing Devices ¥ 4 ¥'— R&fEH L7 7 NA ADA R — ~E72I3EBIN)
(P.2-8) LML TIZIV,

6. [WebVPN] # 7% 27 U7 L. [Allow Management HTTPS Sessions] = v 7 R v 7 R &4 LET,
7. [Applyl 227V v 7 LET,
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* 26 VPN 3000 a>t> bL—50ty 7y TFIE (#HEE)

2R
AT7v7 4 SNMP A F]—7 M LET,
1. ZOROFH D LBV, VPN 3000 Concentrator Series Manager (22 74 > LE7,

2. (ER) a23=2=7 14 ANV U ITREEINTWRWEEX, [Configuration] > [System] > [Management
Protocols] > [SNMP Communities] Z1ZR L, [Add] 27 U v 7 LET,

3. Ra2=74 ANV T EANL, [Add] 27 U » 7 LT, [SaveNeeded] 7 U v 7 LET,
4. [Configuration] > [System] > [Management Protocols] > [SNMP] % 4R L 7,
5. [Enable] F=v 2/ Ry 7 A%&A4 LT, [Applyl 27 VU v 27 LET,

A

B OSNMP I bxa7/27m haLTiEbY A, SNMP 57 1 v 7 {3+ 5720, 7747
U= T A NE BT DT L EHELE L ET,
RTYT 5 XMLAVE—TxzAf A% F—T NI LET,

TRCTOYE—FTIEAVPN I FAFZANTHHREL 1 DO VPN a2y hb—#{Zx LT, XML A
VHE—=T 2 A A A F—TNVIZTDHENRDHY ET, 7 T7AXIIEENRa 2 L —FTiE, XML A
VH—T 2 R A X =TT HMLIENTHD FHA,

1. ZOROHFD LBV, VPN 3000 Concentrator Series Manager (27 27 > L, [Configuration] >
[System] > [Management Protocols] > [XML] BEIRL E7,

2. [Enable] F=v /Ry 7 A%A LT, [Apply] 227V v 27 LET,
A7v7 6 linkup kT v 7L linkdown T v FEE bei?

1. ZOROFHD LB Y, VPN 3000 Concentrator Series Manager (217 2 > L, [Configuration] >
[System] > [Events] > [Classes] %R LT, [Add] &7V v 7 LET,
[Class Name] U A b5 [IP] 23R L £,
[Severity to Trap] U A h722 5 [1-3] 2R L, [Add] 22V v 7 LET,
[Configuration] > [System] > [Events] > [Trap Destinations] #i#R L, [Add] 227 U v 7 LE T,
[Destination] 7 4 —/L KT, Performance Monitor %1 > A h—/L L7z — "D P 7 KL AZ AN LET,
[SNMP Version] U 2 k7565 [SNMPv2] 23R L, [Add] %2 U v 7 LE7,
ATv7 7 Syslog ERELET,

[Reports] % 7' ® User Session Report #%E(%, VPN 2> kL —# T Syslog 4 F—7 ML TV 54
CEGEELET,

1. ZoROBHOLEY, VPN 3000 Concentrator Series Manager (2= 2« > L, [Configuration] >
[System] > [Events] > [Classes] Z#IR L T, [Add] %7 U v 7 LET,

[Class Name] U & ;725 [AUTH] #i#4R L., [Enable] F= v 7 Ry 7 2&F 2 LET,
[Severity to Syslog] U X b5 [1-5] @R L, [Add] Z 2RI Z U » 27 LET,

[Class Name] U & k725 [IKE] %R L., [Enable] F=v /Ry 7 A% A2 LET,
[Severity to Syslog] U 2 F226 [1-5] Z&IRL ., [Add] 22V v 7 LT,

[Save Needed] #27 YV v 27 L, [OK] 27V v 7 LET,

[Configuration] > [System] > [Events] > [Syslog Servers] &R L, [Add] %27 UV v 7 LE T,

[Syslog Server] 7 .t —/L KT, Performance Monitor A > A b —/L L7z =D IP 7 FRLAZ AT L.
[Add] 22 UV v 27 LET.

9. (&) Performance Monitor 732> kL —% T Syslog A v E— V% EETIM—DT 7Y r— a0 Th
%A, ZOT7 7V r—ra BIRORT p—~ U A&\ BT 5120, [Configuration] > [System] > [Events] >
[General] 23R L, [Severity to Syslog] U A h2>5 [None] #3&IR LT, [Apply] %7 U v 2 LET,

10. [Enable] = v 7 R v 7 2% 412 LT, [Apply] #2 VU v 7 LET,
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W Importing Devices 7 « ¥— F&HEA LI F/3f RDA Li— FE = ILEM

IPSec VPN #£HHKR—F 7574 (VPN SPA) Oty b7y 7

=& 2-7

WDFIZ, VPN SPA (Bt N T v 7 RIHE R LET,

VPN SPA O+ F7 v 7FIR

BRY

ATFyTA1 HTTPS 24 X —7/MIZLEJ, ip http secure server & ASJL E7,

Importing Devices W« ¥— FZFERAL=T/1 RDA >
R— FFEITEM

AFvFT 1
A7y 2

Performance Monitor TIET /XA A & DHEFEDT=2DIT, TDOT A AZONTOERN/MLETT,
Importing Devices 7V 4 ¥ — &AL TT A 2% A VR — T2, FiEry NT—27 THAR—
FENDTNRAZADIP T RLUA, KA M, BLAOHARYVEAO I 2= 4 A MY T E2FHT
ANLET, AR —= NI T ZABHEOHBY AN (TN R TN—=T DA N YT JARD
Babdd) A2 b USRS Performance Monitor (R T 2720 D A = X LT,

Importing Devices ¥ « ¥'— RO A7+ a &4 % L. Common Services ~X—ZD ¥ —/3 ED
Comma-Separated Value (CSV; 7 >~ XB]V ) 7 7 A /LE721% Device Credentials Repository
(DCR) MoT A A@MEA v AR—FTEFET, Flo, FEITT A ABMELZEBNTLZLHTEE
To Va4 — FOMAO—KRIERIZONWTIE, [T 4P — Rkl (P3-10) 2ZRLTIES
AN

WIZOWTIEL, BN, A A — b, BREENLTEEE A,

o THR—FPINTWARNWT NS R XAT, PR—FINDT A ADY A MIDONTIE,
['Supported Devices and Software Versions for Cisco Security Manager) %2 L T 72 &\,

e MCP 7utAMELTWEEEIL, T XTHOTF AL A, IMCP 72t ADRAX T A
(P3-17) =&ML TSV,

« FAFIvIIPT FLAEMMT 2754 2%, SNMP EAFIE SHTVARNF AL 2,

e IELWSNMP BLU XML ©7 L7 > o ¥ LDMEE S, HTTPS 34 £ —7 i/ b |
VPN 3000 Concentrator Series Manager 2A81{E L T\ 545 %HE, VPN 3000 >V —X ar kv
=4,

[ZC®HBHIIC
TNA R A R — N EITBNT 57200 e HEREFF> TNDZ L 2R LET, 22—V O
RIZHOWT) (P3-2) 2L TL7EEN,

FIE

[Devices] > [Importing Devices] Z %R L, [Import] 27 U » 7 LE 7,
WONWTNNOFEEZRIRLCTT N1 Z&BML, [Next] 27V v 7 LET,
» [From CSV File] Tix, 7 A ANEFENDL VU ~KEIY (CSV) 77 A NVEFERLET,

TNRA A EA L R—FTEBD1E, CSV2.0ERDD o ~XED (CSV) 77 ANPEDH
T, A% CSV OFl % FRT HI2iE, RO AT » 7T [See sample CSV file] #2 U v 7 L TX
72 &\, Performance Monitor Tif, CSV 7 7 A /6 SSL b —E R Y a—VERE A VR —
FREIUOWFETE EHA,
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Importing Devices & « ¥— F&ERA L= T/ ADA vf— FEIZEm W

CSVIZ7ANDETNA A% A KR — N TEDL LT DL, T34 ABEEHRO CSV 77 A4
NSRS 203 ERC L, Performance Monitor %4 A h—/L LicH— N7 v 7'a— R 5 0E
BDHVET, ZEOZLAL N R VAL R VAT AT, TNRALADA Ry FUERET 7 A

AR—hTEET, CSVIZ7ANLDA Xy NIEHRE I AKR— MT2TFEICONTIE, BEW

DEMS V7 b =27 DO~v==27VESRLTLEEV, Performance Monitor (2135 7 4L k®D
To7ua—RT4 VL7 F)FERIIRET AL FIDBRHY EHA,

[Manually Add New Devices] Tid, FEDT A AfFREZEHEAT LET,

[From Device Credentials Repository] T3, Common Services ® Device Credentials Repository
(DCR) MBTNA A% R—bFLET, T4 2% A R— b 5120E, ZOF—F72i35
DY —=NIZH 5 LD DCR BRRE SN TWDOIHERH Y £7, £/, DCR b— "B~ A Z—
P—=NELTRESNTWDOIRENDHY £, vAZ— DCR b —"ERET D HIEICHOVTIL,
Common Services DAY T A ~ATESRL TLIZE W,

[From CSV File] ##IR L 7=HAH 13, WOFIRIZENET, Z 5 TRWIEEIEL, IRORAT v TR FET,

a.

c.
d.

Ty 7Fa— K125 CSV 7 rAND5Eeua—h)v EHTLIH—ED) "24%ATL,
[Next] #27 YU v 7 LET,

7o & 2%, c:¥temp¥devicelist.esv EATILET, CSV 77 A VT, AOFT A ZADMAED
HaEZooin, BT 22 LnTEET,

1 DFERITERDOT SN ADTF 2 IRy 7 A% AN LT, A VR— T L5754 RgMHE~—7
LET, I_XTOT S ZZ2@RT D12, VT LA UATOTF =y 7 RNy 7 A4 2 LET,

BINNEZRTFT D120, [Next] 227V v 7 LET,
BHEZRIRLTET NS, 20U X M EfERT DI, [Next] 227 Vv 27 LET,

[Manually Add New Devices] Z IR L 725813, IROFIRIZHENET, £ 5 TRWGAIZ, kDA
Ty IR TS,

a.

[Device Type] J A binb, BHTLHT A X X A4 THBRINLFET,

BT A ZAZFRFIGENT 256, TXTERIULT NS A XA TSICTHLERHYET, £
5 L7 & Performance Monitor (2 X AR — U » 7 HOMWELERREYNZ/RY, R—V 27
OFRERVEETERLS RV ET, JOFEEDOT A REFHTEMT LN, ZORT v FE2E
TTHHERHY T,

BIMT 5754 2D IP T R AFEIL DNS 4 #15E T H1Ci%. [Device Names/IP Addresses] 7
FA b Ay s R | SEEEEKD P T FLAE/1EDNS 4% AH LEF, BEOT FLAD
T MR, ANN—REE I o TRYIY T,

[Next] %27 U v 7 LET,

BT BT /34 20D SNMP OE#HEB LN Telnet 2 7' A > 7 LT ooyl (4T 58E) 2EE
TEE T2, SNMP OFHRAFTEEE 721X SNMP % 1 A7 7 hEEEIAT 7 40 b L0 2054
TNA ADRRFER L OKR—V > FITHERER s 0 £,

[Read Community] 7F A F Ry 7 A2, read a3 =2=7 414 ANV VT HBEELET,

read 2 =2=7 4 R MY FESNET NS ZA~OFLMY FHT 7 8 A &2 "[REICT 572
HDO/NAT—RTY, 33TDread 2I=2=F 4 ANV U IRTRTOT A ATRH—ThHdY
4. [Read Community] 7¥ A h Ry 7 2D 1 2O h ) 2EHOT A A @A TEEd, 1F
LA EDOT R4 A E KO Performance Monitor 7 7 /v kb =2 Ui public T3, BEWDOT
NAADAI2=T 4 ANV UTRT T a0 N EIZRRDLGE, MAEE BT . 75 A &K
ELZYTEHEIICTHITE, Elnwaia=Fg g AN U ITEBRETALERDY 7,

[SNMP Timeout] U A b BAEZER L 7,

Z X Performance Monitor T/&& & FHOMETRIZT /XA AN D DIGE & T 28T, /)
X1, KRIT60HTT, 7740 MI3BTT,

[SNMP Retries] U 2 b HAEZEIR L E 9,
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Importing Devices 7 1 ¥— FZ£EH L= F/31 D4 vR— ~Ef=IXEM

ZhiX, Performance Monitor TT /XA ANZ A LT 7 M LIZEBEET DRI, T8 R L 0@
ZITHORITEE T, T 740 ME 1 T,

g. KOWFRNEETLET,

o FARAREOB—HV 2—P4F721F TACACS 72 E DI AAA — R Z i T 554,
[Username] 7 4 — /b FIZE B2 —VDOa2—FHE AN LET, =2—FLHEATTEHE, O
TD7 44—V FDOT LB ZZEI [User Password] 35 & OY [Confirm User Password] (223>
Y £9, [User Password] 7 + —/v K, [Confirm User Password] 7 « —/\ RIZEBLE D/
U— REIBIZANLET,

S

GE) m—H T R=RAFEIINE AAA F— 3 FEFA X =T NV RNRAT— RO ED
FRAE & 9% 2320 U T, [User Password] 3 & OY [Confirm User Password] 7 - —

JV R1Z, [Enable Password] 35 &2 OF [Confirm Enable Password] 7 ¢ —/L RiZH) v i
nET,

o NRAT—RFBFEDOA X —T NV EMHATHHE, 2—F4%22EHDE FIZ LT, [Enable
Password] 7% A b R v 7 AZA F—7 /b NRAT— K% AJ) L, [Confirm Enable Password]
74—V R CHER L £,

UE— bk Telnet #fi & N L CT A AT 7 B AT D556, A F—T L XA T— R(Z
K0, TARA AT Z—T0 F— FRT 7T 4 712730 £9, BrE ORHEDO#RIE
IE, T AR =T F— RTEHEL TWAHEETETHEITTEET,

h. 731 A Performance Monitor & DZ 2728 E D= O T& 5 HITTPS "— &5 AN L F
T, R—FEFEZLEELTWARWES, 2074 — /L RICT 74V FOR— | 443 NFERENET,
X2 VT4 TTIAT VAT, R UA ¥ —7 = A AT Performance Monitor £ ¥ 3 >
7212 SSL VPN #%f5¢ & HTTPS #ke O ili 5 & [ R— FT&x 9, 7 74/ b TIL HTTPS
L SSL VPN Olfi F CHR— 443 Z2fEH L E9, L7EEN->T, RILA ¥ —7=A A LFTHTTPS
L SSL VPN DOifi % A % —T7 M2 F B12iE. HTTPS F 721X WebVPN O W Fumizfllo R — ~ &
BEREETALERHY ET, F7201%, oA Z—T7 x4 AT SSL VPN 35 L TOHTTPS ##%
E]\/i‘d—o

i. BIRNEZRGFLTRORT » FIZETeIZiE, [Next] 227 Vv 27 LET,

Performance Monitor {2, JETEZBM L 72T SN ANEREIND 2D, BEENETINDHIICT
N BB TEET,

AFwF 5 [From Device Credentials Repository] Z iR L7255, RO FIEICHENET, 5 ThWGEIE, KO
ATy TR ET,

a. RoOMEREFREATLET,

e [Host] : DCR #—2D IP 7 KLV A £ 72idH A M4, Performance Monitor & [/ U#—/NIZ
DCR A Xy MU RPELIAENTWAEGE, V—T7 3y 7 IP 7 FL A 127.0.0.1 M TX
ij—o

e [Port] : DCR % —/ 37 HTTPS ERZZA5 4 2R — FEWo, 774/ FOR— ML 443 TF,
e [Username] : 7/354 ADTY AR — FEB LA VIR— MDD OWHEREFF > —F D2 —H 4,
e [Password] : = —¥AICBHHEAfT IS B/ AT — |,
b. [Next] %7 UV v27 LET,

Cc. 1 2FIFERDT A ADF =2y /Ry 7 A% A NILT, A VA= T 57 A@EE~—27 L
FI, TRTOTAAS ZZERT DT, W T LRBUATOF =y IRy 7 R F A LET,

d BRAFZRGEL, BEEZRRLET AL 20U X N E2fHERT 51203, [Next] 227 U v 27 LET,
Performance Monitor (27 /3 ANFREINDHT2D, BRAENFEITINDRNICT Y MY 2R TEE T,
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ATFvT 6

IOTFaEAEETT AL, [Finish] 22 U v 7 LET, 54 A& BMERIEIA v HE— T 5L,
BT H A LABFEY a TR ESNE T, BRIEICOWTIX, [7 351 2AO/KGE) (P.2-11) =5 M
LTS,

e

EVbh CSVIZ7ANADLT A, ABEE A VAR— N LIEHE, 22TEO77ANVEHIBRLT, 77
ANVMZEEN TV ABEEROREREAEZEET, Bk TN T 7 A VICEER
TNRARA LTV AREENRTHVET, ZOTXA TV T 4IZLD, Xy hT—27 0Dk
F2UT AWV RTBELET,

TINA R DIREE

ED LS RIEROT A AEWGET 256, TOTNA ARFEL T TERERRETH Y . LEIEFERA
VE =T 2 A APA F =T IR TN, BRI LT Uy V’H Y, AXT 4 v 7 (FA4F v 7Tl
2 IP 7 RVAZEBHLTHNT, SNMPERERESN TS Z EEHERLET, T3 AORFETIL,

VPN3000 >V —R a2t hb—FTIELWXML 7 L7 o v ¥ b &2/ LT T, HTTPS I3 A 1 —71Z
725 TWTC, VPN3000 2> kL—% U —ZXD Manager 1A F—7 MIR>TN5Z & bRERLET,

F 73 F T, TN ZAOREEFIZ Performance Monitor T X T DRI R DT /S A A NE P GRIRAEIZ 5%
ESNET (R=V VI RA 3—T M0 £9), T3 AEEHHRIOIRBITBITT 5 L O IGRIR L35
B TDT AL ADNVARNRT =<V A T=F TELXHCT DL, BHET 24 ERH Y 7,

T 7 AN FTE, T ZAOREEN 1 BIC—FE, IREICHBNICETShET, £/, HE LMok
FIRCHICHEIT T2 b TEET, MU 2 A ARGEEIVOTHIEITTEET,

Performance Monitor Tl%, RO Z L IIMBIAF T EH A,

o FTHR—FPINTWARNWTASAL R ZAT, PR—=FINDTNAADY A MIONTIL,
['Supported Devices and Software Versions for Cisco Security Manager)] %2 L T 72X\,

e MCP 7utvAMELTWBEEIL, T XTHOTF AL A, IMCP 72t ADRAX T A
(P3-17) =&ML TSV,

o FAFIvIIPT FLAZMMT 27 /34 2R, SNMP ERRE SNV THRWNT A A,

e EELWSNMP BLUXML O L7 v VREE S, HTTPS 234 #—7 /1272 Y . VPN 3000
Concentrator Series Manager 238I1E L TV OGB4 FRE, VPN3000 Y —X ar ko b Lb—4%,

ZIZTHE, TN ARFED A ¥ 2 — )V I5E, 52T LToRGES A7 OFEROMER G L, B OR 7
T a— L ENTWRWRFED I T H LR Sl >V T LE T,

o [FARAALARBHDOAY P 2a— 7] (P2-11)
o [WiEEX 27 DIRFEDFET] (P.2-12)

TFINA RBRIEDR T a—Y 25

BIR LRI T A, ARRES A7 2 RAT L0 | BIRLEMB TR BT Lo ICHETE T, £
7o, B D 2 A ARGEZ FATTH 2 b TE £,

LB
ZOF T arEERATAEOOEURHEREREEF > TSI LR LET, 22— OMHERIZOWT]
(P3-2) 2L CTLEEWN,
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W 7.1 20BiE

2AFvF 1
A7y 2

ATvT 3

AFvT 4

FIE

[Devices] > [Importing Devices] i8R L £,

[Device Validation Tasks] ~*—<C [Revalidate] %27 Y » 7 L. [Start Time] kD Y A hirb A7
>a V%@Tﬂ Li‘é_o

e

B b [Start Time] VU A MiZ, [Month], [calendar date]. [year]. [hour]. 3 & O [minute] D% A 2)>
LAEDIRICE R LET,

R HEOMBECTRIEEZ & ETIZE, ROFIEICENET,

a. [Repeat] F=v /Ry R&F T LET,

b. [Every] 7% A F Ay 7 AZHEEZ AN LET,

c. VAL, MBOX AT (iz& 21X, [hours]) Z#EIRLET,
WOWTNNEFEITLET,

o BHEARAFLTEET DI, [Applyl 227 U v 27 LET,

o KW AEMIET 5IZ1%. [Schedule Validation Task] ~*— "% B U, [Device Validation Tasks] ~—
VIZREY, [Cancell 7 U v 7 LET,

e

Evh A7 Ya— LS TWAVKRIEZT I 1 EETT 5120, [RunNow] 22 U v 7 LET,

BRELR2 R DEEDRT

AFvFT 1

ATvT 2

ATFyvFT 3

WEDT SA ZARFEOFERER R TEET,

(X L& BRI
COF T g EERT A OO MERE o TWAZ L AR LET, [ —HF DMHERIZOWT]
(P3-2) &ML TLIZEN,

FIR

[Devices] > [Importing Devices] i8R L £ 77,

Performance Monitor TIEEGID 15 RISy ORRFEY A7 BER SN, TNODAT—Z ARFHFAINE T,
[Device Validation Tasks] Y A N CH > a v A& %27 U w7 L, [Details] %7V v 27 LET,
[Validation Task Details] 7 ¢ > R VIZHRFERE R DBEN R RS NET,

WONWTNNEFEITLET,

o RIRINTMEDRERFTOLOTIHARWE B b34A . [Validation Task Details] 7« > K7 & B3
T 5I121%, [Refresh) 27 U v 7 LET,

* [Validation Task Details] 7 ¢ > FUZ L 5121%, [OK] 227 VU v 27 LET,
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HAY AT —HADBREIIRD L5 ICFKRSNET,

BRUDRAT—HR Ayt—2 | EBEHE

Success: The task was BEEIIRONTEZRLET,

completed in ¢ sec.

Failed: x of y devices were not
imported.The task was
completed in 7 sec.

o HRE SNTCRREEIC D o TR

e x:Performance Monitor CHFE CEX 0o 72T /34 ZADE, Z OEITITERTHIT ALY L
ERFRI G EFNTOER A,

Partial Success: Some of the e y:Performance Monitor THFEZRIT L7727 /31 AD¥K,
VPN 3000 Series Concentrator |43 H51Z % Lh L 72 ##FE TlE. Performance Monitor T 1 DE72I3EEDOTF A AD 7 5 A K

clusters failed to be BEMAINETE FH A, 2k, Performance Monitor T XML 7 L'F ¥ % ANIELL A
validated. The task was HENRPDTEHER, FAALATXML A V4 =T = A ART 4 =T Mo T 58
completed in ¢ sec. BICRELET,

TREE DB

FRED LTZRRED & A 7 DFEM A » & — 13RO 1 FEET T,
The device DNS name | IP address was imported successfully.

DA E=VEFY—ER ZATROT NS R XA SRR, R LT R CoRECEH SnET,
LI UTeREEDIREEX A 7 OFEMA v v —V ORREIL, b—E R A7 T LB Y 4, BiEok
WA E—VEFKROLHIIZERREINET WA v E—VIEZORNOY—ERADZ A TRT /XA A

£, FRITIVR—=FENDZZFOMDT NA 2L IPSec VPN P —E R £V 2 — /LR CSM —E X £
Ca— I Lo THREENAE— RN RSy H— R P0d— R ICHEHAINET).,

Y—ER 44T [AyE—T
(£ The device DNS name | IP address could not be imported because the SNMP request timed out.

The device DNS name | IP address could not be imported because the object identifier is not supported.

The device DNS name | IP address could not be imported.Either HTTPS was not enabled or the credentials
are not correct.

The device DNS name | IP address could not be imported.The device name could not be resolved into an IP
address.

EVvb TSRARCAEZT 4w 7 IPT FLABRED LB TOHN TS Z L 2R LET,
Performance Monitor (3% 4+ I v 7 IP 7 RLVAFREZ YT FR—F L TWEEA,

The device DNS name | IP address could not be imported.The chassis does not contain any supported
services modules.

(GX)  Performance Monitor Tit, A1 v FIh <ty 1 oD FR—FENDP—E R TV 2—0NE
ENTVARWVEAIEL, Catalyst 6500 A A v FZWFETE £H A,

SSL

The device DNS name | IP address could not be imported.Either the version of SSL is not supported or the
IP address is not for an SSL module.

The device DNS name | IP address could not be imported because the SSL module credentials are unknown.

The device DNS name | IP address could not be imported because Performance Monitor could not
communicate with the SSL module.

The device DNS name | IP address could not be imported because the SSL login credentials are not correct.
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Y—EXR 44T AvEe—T
77AT The device DNS name | IP address could not be imported.Either the firewall HTTPS interface was not
74— enabled or the credentials are not correct.

The device DNS name | IP address could not be imported.The device must be imported using the Admin
context [P address or DNS name.

J—X% The device DNS name | IP address could not be imported because this router does not support the IPSec MIB.

RAS VPN The device DNS name | IP address import was partially successful.To monitor the cluster clustername, you
must import the device IP address.

The device DNS name | IP address import was partially successful. To monitor the cluster, you must enable
the XML interface or enter the correct login credentials.

(GF) *otk., A>E— TAnerror occurred when the Router MC group was being created.] 23R &
NHZERNHYET,

The device DNS name | IP address could not be imported. Performance Monitor cannot establish an HTTPS

connection with the VPN 3000 Concentrator Series Manager.Please verify that HTTPS is enabled.

The device DNS name | IP address could not be imported. Performance Monitor cannot validate the device
credentials against the VPN 3000 Concentrator Series Manager.Please verify that you entered the correct
device credentials.

The device DNS name | IP address could not be imported. Performance Monitor cannot establish an HTTPS
connection with the VPN 3000 Concentrator Series Manager: HTTP <HTTPCode> -
<HTTPResponse>.Please verify that Management HTTPS sessions are allowed.

T S o Some of the ASA Series clusters failed to be validated.

ﬁ;izjﬁ () ASA 7 5 2 X OIAHE LT A, S04 vt — DI ER S AL

Performance Monitor Ti%, 272< &b 1 DOT A ZARKIAEINTZHAER, D Eb 12D FAXZBKIES LTV
WIS, KD RAS VPN BFEDFEHI SR RSN ET,

e x devices were imported successfully.

e Some of the VPN 3000 Series Concentrator clusters failed to be validated. X CDUE—hk 77 A VPN 7 7 A XN
TH7< B 12O VPN 2B FL—HIZH LT, XMLA Vv H—T =2 A% A R —TNIZTHLENDD F7,
[FARAL AT = A NT v 7] (P2-2) 2ZRL TSN,

» ydevices failed to be imported. ZILH DT NA A E=FTHIIE, A FR—FLETLERH Y £,
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E A—LER®D-H® Common Services Nix M

E A—ILERADT=-H0 Common Services NDRE

AFvF 1

AFvT 3

Performance Monitor TE A —/MZ K> TA XY FOWEHEEELZY, AFrVa— L EnZLiR—h
ERATEDLIICTDHICE. E A= b—n"EHT 25 L 52 Common Services & i E T D LB
HoET,

(XL &HBHIZ
COFREEET T DI, = —F v —/LA System Administrator ¥ 7213 Network Administrator T %
VERH Y £, T2—FOHERICOWT] (P3-2) 2BRLTLIEEN,

FIg

Performance Monitor & > A h—)L L7 — 3T
https://<server_name>/cwhp/cwhp.applications.do ~<—<"7>% [Common Services] > [Server] >
[Admin] Z R L E 7,

Common Services @ [Admin] X—JIZHLWT T UH T4 RURAEET,
TOC C [System Preferences] #7 V v 7 L, ROFIAEEZETLET,

a. [SMTP Server] 7 4 —/L R T localhost & AJJ 527, £72IXIP 7 L AZET D50, HDWIE
mailserver.example.com ® X 9 (AT 25D E A —/ +— D5 2EH DNS 42 HBELE T,

b. [CiscoWorks Email ID] 7 + —/L K C, admin@example.com O & 5 [Z5EREM I/ E A —LD
RIET FLAEZ AN LET,

[Applyl #27 U » 7 LET,

SNMP 3 v TD%{E

N
(i)

AFvT 3

Performance Monitor TLELTE % SNMP @ U R Mz oW Tk, Mz oEefE)] (P.12-1) 288 L T<L
7EEW,

P—NEDMOT TV r—a A UDP A— b 162 525 SNMP b7 v 752 %ZF L TWAHEIE, A VA h—L
S 47z Performance Monitor Tl SNMP k7 » 7RZF &3, SNMP k7 » FIZHS5< A Xy MIBT 5 1H#
NFEREINERA, ZOEIRGE. VT v T EHOR— MNIUBEET L EHICHETDHT 7V r—ra &
7E L., Performance Monitor 233D KR— KT KT v 72 ZETLHLIICHETILERDHY 7,

FIR

DOS 7u v 7k ¥4 K% BI< ICiE, [Start] > [Run] Z3&R L. emd & AN LT, [OK] %72 U v
7 LET,

O~ RTA4 NIRDEHICATILFET, $NMSROOT\bin\perl.exe
SNMSROOT\mcp\bin\modifyTrapReceiverPort.pl port

port 1% Performance Monitor T SNMP k7 » 7% %{579 % UDP R — h OiBI&E 5T, SNMSROOT I
Performance Monitor %1 > A h—/L L7=T 4 L7 R (=& %1%, C:¥Program Files¥CSCOpx) T7,

Enter Z#F L £,
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R=Y2IDEA LTI DRE

R—=DV2TDEA LTI FDEE

1 DOFT A ATRERZIET E TIZ 30 BLLE»D> - 727215 T |, Performance Monitor (XE=4% Y >
DA X—=T VNI > TNDTRTDOT A ZADKR—Y > 7 %1%k LE T, Performance Monitor T
HTTPS 42557314 AnE D show 2~ ROMHEZELLI>ETHL, T4 2T 20
show =~ > RORBIZ 30 BLLEDRD D5 ERHY, A=Y ZBEIELTLEVWET, ZOMEIX.
FEHITIK# 22 WAN U > 7 %3 U T Performance Monitor TF /34 ADR—V > 7 &4T 5 AT AT
DAREMERH Y £,

CLI a2~ FOKR—=V 7 #4577 MAMIZ., NMSROOT\mcp\conf\devices 7 4 L7 bV iZH B
device.properties 7 7 A /LIZ L 5T, T 74/ h T30 I ESNET, NMSROOT 1% Performance
Monitor A > A N =V LT 4 L7 FUATT, T4 ZADKR—1 U ZTIZRWRRN 20 D545 1%,
device.properties 7 7 A VDR DITEEEL T, ¥4 L7 U MEZET LT EEW,

Polling.CLIQuery.Timeout=timeout value

timeout value \3R—V 7 ZA4 L7 v MM TY (BHEN),
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