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T ANMIETAERERRZL, VI RT 2T A RA—VLTFAL A TRZ—T% A A—T%k
BB IOHIBRTEET, FMIONTL, B 3% (7 A VOEH ] 22 LT EIN,

e Assignments : |V Y THEREERRL, T ANHA A=V ~DEHV BT, BLOA A —
IMETNAAZANDED Y TEEETEEY, FEMICHO VTR, B 48 (774 ED YT
DEH] ZZRL TSV,

e Reports : LAR— hEFRLET, FEHMICONTIE, & SE ILAR—-FOERR] 28BLT
<IEE,

e Admin : NAT REZFITTEET, FEMIZONTIE, INAT 8BSt &2 L7272 AUS DB |
(P.1-2) ZzZML TS 7ESVY,

4 Vs ROV 7 Z2ERTEET,
* Logout : CiscoWorks 226 77 7 h LET,
e Help : HiLWou s U RUZHEET, 2OV 42 FUIZIE, RABEINTZA—ORWBAKTF

BRI~ NVTIMERINET,
o About: 77U —TarDNR—Ta U EFERLET,
5 fErRRy s [ R—=TOFEMAFEOMENRREINET, [Help] V27 %22V v o35 L EBMEREBRTE
A £7,
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avI4¥aL—Yav rranoEs A

SRES B

A

TFVr—vay FRY BFATT MBI RINET,

BB CTRT LI RELDX=VIZEERNDHY FT, ROHEBEZEBETHITNE. EWON T LITH
H2F v IRy T AEFANATZLT, BOTIHIETLIEWT 7 v a L ICHInTH2RY %27
Uy Z LET,

V=brFBEATLORMLEI ) v THE RV — FTEET, MEXTINZAN LT,
[Gol 7 VU vr 2L, ROHAEZMEBTEET,

Flo, ROEZHL7 4=V FE@RT 5L T, KOHAEZ7 44 (HLOHLHEADOHR %
FRT D) TEET, ZOBRECL-T, RKOBBT 4 NZ SN, T—FX=AnbT —Z(3H]
PR EE A

A 74XaLb—v3y 774 ILOEH

Security Manager CTi, HHEINTWAEPIX 77 AT V4 —VBIRASA T RS ADI LT 4 F =

L—ya U EEHT AL LTAUS BMERSNET, Thboar7 s Xab—va rOFREB &
OVEBHIZIX, Security Manager #ff 4 2 LENHV £7, AUS DA EZEHLT, 207 4 Falb—
varORMEETTEEEA,

12 A ERLUET, £z, HBFHEOFIETIL, Security Manager 5 XN AUS #ff LT, =2~
TA4F¥a2b—TaryrREAT L FEEZRILET,

1-2 Security Manager & U AUS #ALzav 74 F¥aL—2ay I7 M ILOEH
PIXtHal)T4
FISATUR JasLy

148120

aAvI4F¥alL—vay

Security AUS

Manager J7AN

SRES Bi#

1 Security Manager TiX, PIX 77 A 7T U+ —/VELITASA 27 4 Fab— g
77 ANV% AUS ICER L £7.,

2 RESNEAT V2 —MIIESWT, TS AFEHFOH, AUS I8k L £,
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WM o o FaL—2ay 771 L0ES

3 AUSICE S TA A=Y T ANFERITary 740 Xalb—ay 7740 (77130
J5) ®URL UARE—F$GIZT A ATIEITITRE T 7 A NVDOF = v 7 LREEIN
iﬁ‘o

4 FNRARZE > TAUS WoZELEF = v 7 FLARBREN, EITTDT7 7 A4 LHRE
LWZ EDRRFEEINE T, ELLZWVWEAIFE, AUSIC7 7 A v RER S E T,

5 T ANNT AL ZCHE T — RENET,

FlE

ATY T 1 AUSH—REHHTILORCT A ZAZHRELET, 18 C TAUS LHE)TH720DDT /S ADT —
AT 7| ZBRLTIEIN,

ATw7 2 Security Manager ¢ New Device ¥ « #'— RCHIHTE LB DO HFIEEAMEH L TT A A &BML %
D

e [Add New Device] % 721% [Add Device from File] ##iR§ 5L, U4 ¥ — R ETTF A A2 HH
95 AUS —RERIRTEET, ZHiL, 7= MR NIy TRRIRE LY — LR L TT,
AUS =3 X P TTTICERSNLTWARWGEIE, 73 ADBNFFICERTE ET,

* [Add Device from Network] % 7=i% [Add from Configuration Files] Zi®&R+ 25 & .V 4 ¥ — K LT
AUS H—R"EBIRTEEHA, RDOVIZ, 7L RZBMLIHEIZ, [Tools] > [Device
Properties] Zi&R L T, [General] # 7 T AUS —"ZHIR L EF, AUS U — R A X Y
TITICERINTWARWVWGEEIZ, T AT u T A PLERTEET,

FAL AREIT D AUS H—AEIEET B, ROWFEE Y 4 F— FELIETF AL ZADT 08T 4
CEHLT LS,

o TNRAAID : TRAA RAET— AT w758, IDELTHEATIXFIEHRELET, Zh
B, TN ADBFA R TE, VAV —=FEHIET AL A7 a7 4 OWTFANCID & A
HLET,

o BHAFH : A F—T N NAUV—=FZ AN LES, AAA 2 L TT A ZA~DT 7 2 2 &l L
TWAEA, T3 ATERENSD HTTP O —FABLONNAT— FE AN LT EEN,

TNAZABEINAUS =% A X M VIZBINT 5 FIE, BLOZOFIETHA L% 0o
Security Manager ® # X 7 {22\ TlX, Security Manager DA > T4 ~LVTEZR LTS EE 0,

AFwF 3 Security Manager T7 /34 2D AUS RV v —%2RELET, KOWTNEEITLET,

o H—DFNRARZH L TRV —FRELET, 714 A Ea—TT (M AZERL T, [Device
Policy] £ L7 # » & [Platform] > [Device Admin] > [Server Access] > [AUS] Z &R L £,

e U AUS BT HEBOT AA RAZEV YL ToN b EARI —2RELET, AU —
£ = — T [Policy Types] £ L 7 # 7~ 5 [PIX/ASA/FWSM Platform] > [Device Admin] > [Server
Access] > [AUS] #3IRLF 3, [AUS] %47 U » 7 LT, [New AUS Policy] Z# IR L THY
=% VBT 5 H> . [Policies] EL 7 Z NBBEFORY o —%2BRL TR v —2EHLET,
[Assignments] % 7 Z# IR LT, BEDT A AR > —%H V¥ TEF,

PEZIE U TTF N R T A a7 4 Fal—ra r 2FEET A0, oR) O—bR/RELE
7,

Je

E> b Security Manager THLO 7 7 A NV ET AL AZF U ra— RTHZ ERTERINDHa T o
Fal—va i AUS ICEFICEMTE EHA, L& 21X, —HOVE— 727 &R VPN K
Vo —=Tlk, 7771, Anyconnect 7 7 A 7 b, B I Cisco Secure Desktop = > 7 1
Fal—valzZRETEET, INLDOT7 7 A NMTAUS ICEEShETA, ZOXATD
RN U—FHETDHHAIE, AUS A L2 T EE,
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PIX£¥2YF4 7754 7R, ASA. ASDM, S&UPDM « »—ConEg N

ATwF 4  Security Manager C [Deploy to Device] BB FikEHA L Cary 7 Fab—va v EREALET,
Security Manager IZ& > CTar 7 4 ¥ a2 b—va UM AUSICEEEN, T2 TRy hT—7 TRA R
IR TmGEINET,

FNA A HYD TR % &, Security Manager (2 & > TF /34 28 AUS £ 2 F U BEMENE
To TXAATAUS A X —T A A %A L CRIREE 72 & (Update Now 727 >3 ») #
EZFEITTDENC. AUS 2N LT NS A2 EFICERTAILERD Y £3, EFICERT DI,
THRAANAUS ICEEREL T, a7 4 Fal—va v ZRET50ERH Y £,

ATF9FT 5 a7 Xal—varPEHINZI L EHRLET, Event Report ##/nd 5 &, AUS IZHHi L
TN AT D IEHRE £ R TEE 9, [Event Report DF/R] (P.5-4) 2L T 7E &0,
TR ADFEFNNID LR R 025603 0 £, EHEERNERINRWEGEIL, B L T
MOBELR— MR L TES, TR THHERNER SRV GEEIE. (8 A TAUS DO FT 7
N a—T 4 7] EBERLTIIESN,

ESPERCTE]
e PIXt¥=2U74 77747 A, ASA, ASDM, LU PDM A A — Y DHEH|

o [FX1 2D AUS ~iB1] (P.1-3)
o [T AZERE AUS IZEMNT D ]

PIXtE¥Xa T4 7T5472R. ASA. ASDM. LU
PDM A A —CDEH

AUS #EHLTCPIX 77 A7 U4—/ VY7 hvxT, ASA Y7 =7, ASDM, £ L O PDM A
A—VERHTEET, TNHEDOA A—THEHITIL, Security Manager MERA SN EHA, Lo
T, ®HT Security Manager T > 7 4 X2 L —1 g UABHINTOWRWT ANA ATEITTEET,

VY7 MU =T ERET A A IR =V % A A=V EEHT LB, ROMTEREL T LIV,

o HLWPIX EF7IZASA Y 7 h 72T A A—UNTFNRAL ZATETENTWSa Ly 7 4 Falb—g
VI 7 ANTHERATEAZ L 2B LET, ERMEORNWY T N 2T A A—URF U r—FK
ENdE, THRALA AL TTRTOYAR— SV a<wry R Rkey &, aryr7 Xz
L—yay 7 —0"RBETHIEARH Y 7,
o HLWPDM 721X ASDM A A —U R, TSARARATEFTENTVWARRED Y 7 T x2T £ A—
THEHTCEAZ 2R LET, BAHMEDZR W PDM £721Z ASDM A A—URAF v on—RKEn
5L, PDM F7215 ASDM MEEHE LW A[REMENR H Y F 9,
~
GE) AUSZMEALTASDMBLIWASA V7 b =7 A A—V%&H T 5213, asdm image 5 L % boot
system 2~ REHHLTASA TN, 25T — AT v 7 TEHENHY 9, IOV TIE,
MEE#T 2 7 b =T A A—VBLXOASDM A A—VDar7 4 Xal—y3ar] (P.C-2) #3R
LTLEE,
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W pIXtx1)F4 7F547>X. ASA. ASDM. LU PDM 1 A —COEH

ATFvFT1

A7y 2

AFvT 3

ATy 4

1-3 AUS ZFRALE=PIXEXaUF4 FFS5A4F7 X, ASA, ASDM, LU PDM 1 A —SD
B
ASA PIXtEXxal) T4
— TFISAT VR
<>
N
DASA F 1% ASDM PXYT kY7
" AA= ‘) EJEEs
PDM A A=
OJ ), :
—_ 2
AUS .
SREES 55
1 WESNTZAT D 2 —NMIHESWT, TS ATEFOD . AUS IR L ET,
2 AUSICE o TA A=Y Ty ANERITar 74 Falb—ray 7740 (£720F0H
F55) ®URL URRE—FEITNNAATETTITRET 7 A NDF = v 7 LINEEIN
F79,
3 FNRAL AL 5T AUS MOZELEF =y 7 HANRBREIN., EITHO7 7 A ARE
LWZ ERRKFEENTE T, ELL2WEHAIEL, AUSIZ7 7 A VR ERINLET,
4 TP ANNTAL ACE T m— RENET,
FIE

AUS 4—REHERT LT AL ZAEZRELET, F8 C TAUS LEEITH7-DDT A ZAD T —
FARNT w7 2T,

F A A Security Manager ICk 5327 4 X ab— 3 VORBFE L 15340 A& E# AUS (2
BN %) (P2-3) OFNEICHE-> TFETAUS ICBMS N Z EEMR L TSN,

A A= % AUSIZEMLET, S WTIE, Y7 b7 A4 A=Y DM (P3-2) 2L
TLTEEW,

T ANE 1 OULDTNA ZTBMLET,

o Ty ANEHR—OTNA ABMNT D HFESWTIE,
DY CEER] (P4-3) 2L TL7Z&E0,

o T ANEEROTNAL ZEBINT B HFESWTIER., THEOTFT AL ZA~DT 7 A4 LOEIY YT/
Bl Y TREBR (P4-5) 2B T &,

RELIEAT D 2= ZHKINWTEXF2T 4 7794 T AT AUS IZE LT, HFLWY 7 b

7. ASDM., F£7ZIEPDM A A=V & XA vrn—FRLET, ZHbHDT7T 7 ¥ a s idiia—To AEAR

g‘/ﬁj‘o

VTR T AA=VEREHTDHE, T ATHBWICHEEZBS SN ET, BRI K > TERBY)
WrEdv, 77 A7 U —AEBLLETRTOBRGFOE Yy v a idFlishET,

[H—F N Z~D T 7 A LDE| Y 24T /&
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AFwFT 5

PIX£¥2YF4 7754 7R, ASA. ASDM, S&UPDM « »—ConEg N

IOZENDL, NTT7 4y IO =7 ERETTERMWICEX 2V T 0 T IAT VA A A=TVEHL
TLEED, T RTCOT 7 AT U4 — AN —7 BT ZRREICER SN L5570, HRD
HLR—Y VR ERETEET, L 2T, 3HHOR—Y VM E2HE LT, EHNFET 12
FRIZFEITENDLIICRETEET, 77 AT U4 —/UETNTHRET 12 KB AR1 3 FFEORIZE R &
NET, R—=V o FEBOREICET MOV TE, (X2 VT4 T7I9A T ADT—FA b
Z v 7] (P.C-1) BB LT EEWV, T34 AN Security Manager |2 & » TEHE SN TV D HEIL,
INLOREE AUSHRY —TRHRELTLEEY (lav7 4 Xalb—vary 774 /VOEH
(P.1-7) #Z&H),

AA—TNHEHFENZZ L 2R LET, Event Report #F /R 5 L, AUS ITHEHE L7=T 31 2 IZH
T HEREFRRTEE T, [Event Report ®FER] (P.5-4) 2L T EE,

TNA ZADEFNNID LN 02568 H 0 £, FHEENERIN2WEAIE., BofFEL T
MNOFELR— FE2MHERLTLEEIN, TRTHEERBTEHFIN2WEAIE, A TAUSO R F 7
N a—T 7] BEBRLTIEEN,
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TINNARBEURHFRATa—ILOEE

[Device] # 721X, AUS ICEBRSINTET RNA AD Y A MRBRENET, ZOX—V THEIEH A
Va—/VORE, AMFEHOMM, BEory ey 7 2347 TC&E3, RO My 7 TiE, [Device
Summary] ~<X— L ZOEAFEEZHHA L E T,

e [[Device Summary] *—Y O %FE7Rx] (P.2-1)

o [FNRAREEH: AUS IZBMT 2] (P2-3)

o [HHFAL P a—NDOEE] (P2-4)

o [FRAANAUS ICEfET 2R — Y v 7 IBROER ) (P.2-5)
o AL a—ADFy L] (P2-5)

o [F A4 2DHIBR] (P.2-6)

o THIRFEBHEH OISR (P.2-6)

o THEIEHOTFT 4 —TVERITZT s ] (P2-7)

o [FTNRAR wx—Vx Dl (P.2-7)

[Device Summary] R—2DFERR

[Device Summary] ~— %R RT 5L, [Device] #7457 V> LET, TOX—I2iF, BHEHI
NTOBTRTCOT RN ANREREIN, TAAAID, TRARA LA T THNAARKHFHORETH S
. BEOT NS AREZIC AUS ([ZHE LT R E DT A AT 2 ERPEENE T,
[Device Summary] ~X—Tik, 735 20BN EHIBR, BIRFAENESR, HHA T2 — L ORELE
¥, PIX Device Manager (PDM) %7213 Adaptive Security Device Manager (ASDM) 7 7’V 47—
va rOREBMAEETTEET,

NTLBHET V7 THE, TONTLEREL L TERE Y —FTEET, £, RICETINDEHR
BETANZ LI TAAL ZAERR LY TEET,

# 2-1 TiX, [Device Summary] ~X—Y D7 1 —/L RIZOW T L7,

® 21 [Device Summary] R—

BEHR SiEA

Fxyv IRy 7 A2 |BEEFITT LT A A BIRL £,
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W [Device Summary] R*—SO&T

® 21

[Device Summary] R— (%)

BR

B

[Device ID]

AUS THBNZHEH SND T /A ADLAHTY, KA M EITRRLHERH Y
F9. TAARIDICHEHENDAHNE, TAAADT = AT v THREE T
IX Security Manager T AUS RYU v —2AHE T HERICa—FRRELET (&
X2 VT4 TTIATVADT— AT w7 (PC-1) 23R,

TNRAAIDEI VI THE, ZOT A ZAOFHMBLOE VY THNT
TrANERTRPIF LN 0 v R THPNET, FMICIE, 730 24,
IP7 KLA, U F7N%EE, sysObjectlD, Y7 hU =7 NR—T 3,
PDM/ASDM R—> a2 v BLOT A ATHHTESL RAMBLURT T ¥
Ya AEV, ZORO—EHMOERR ENFERSNET,

[Family] WIZPIX #F R LET, [Type] 74—V RDET NV XA THMERTHZ LT,
TNRAABPIX 77 AT U —VEZILASA TRA ATHIDEWRTEE
SR

[Type] FNRAADH A 7 TE (PIX-535 £721% ASA-5540 72 &),

[Up-to-Date]

THRAATREDOT 7 A NVPRETEN TV DN ERLET,

o No (EHFH TR : T ATIE, AUSICEBRENTEZHKFTDO T 7 A LN
FITENTWERHA,

* Up-to-date : 7 /51 AT, AUS ITEB SNHRHDO T 7 A VBFETSNT
b\ij—o

e NA (UL : TS RFLETZWTHOITIVICE—ELERA,
T ANANED Y TENTWARWAEEMENH Y 97,

* Not Contacted AUS : /34 A T—EH AUS IZHB L T EHF A,

[Update Type]

T ABHHT 7 A NERAGT DAY Y 2 — L S HETT,

e AnyTime : T34 A ITRNAAD ALy 7 4 Falb— g UV TEHRINE
K=V A7 a— > TEHENET,

e OneTime : T A A F2—HFIC Lo TEEINFEHEFICESNT 1 O A
EEHINET,

o Daily : 731 AT —FIC Lo TERS NI ARFICESWTE R S
E

o Weekly : 731 AT —PIT & o TEE S L7z ARFZIE DWW TR B8 S
nEJ,

o Never: 7/ AFHEHFENETA (EHBR Ty 7 SNET),

[Last Contact]

FA AT AUS B L 7= AT,

[Add] R %

ZORZLHET VI TDHE, TAL AERICFH TEIMTE ET, Security
Manager IC X > TEHINTVDT A ZLBNTHLETH Y EH A, FHM
WCOWTIE, [F830 A% ER AUS IZBMT 25 (P2-3) 22 LTIEEN,

[Update Now] 7~ #
Mg

CORZLHEIT Y v I TDHE, T ANEIC AUS I8k LT, HrLwn
TrANERSLET (AIRFEEFER), FEMlc > W TiE, TRIREA B EH o5
K1 (P2-6) LTSN,

[Launch Device
Manager] R ¥ >

COREEIY I THE, PDM 723 ASDM 77U r—va v E2EEL
FT (FAA AL - THEA D), Security Manager 2 L CT /31 A &%

L TWABARIE. AR a7 4Xalb—2aOBBICZOT 7Y 7r—
varEERALRNTLIEEN, FEMCoOVWTE, (T4 2 w32 =V vy DL

] (P2-7) ZZRLTIEE,
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FIAREEREAUS [EmT2 B

= 241 [Device Summary] R— (%)

EXR §%BA

[Update Schedule] |Z@R¥ v %27V v 7 LCTFNAA ADEHF A P a—LEBRELET, M
RE DWW, [BEHAS YV 2a—LofRE] (P2-4) 2R LTI,

[Update Any Time] |ZOARZ L %227V v 7 LT, TAALADBRFEORFAX 2 —LExF v L
RH L. 774/ F®D Any Time A7V a—/VIZERLET, ZOF 7 a3 T,

TNRA AZEREINTZAR—=) U 7EEMNER SN ET, Sz, T8
AT a—nOFxy ] (P2-5) ZZBLTLEIN,

[Block Updates] ZOREEIY v LT, BRLET AL AOHBEHEZT 1 E—T LT L
F9, TNICEVFEHFRAZ Y 2 —H Never IR TSN FE T, FECONWT
X, TEEEHFOT =T VFEiE 7 ey s (P2-7) 22 LT EEN,
[Delete] R # > ZORBELEI Y v LT, TAALRAEFHIBRLES, T4 ZAZHIBRELTH,
Security Manager 7> S IFHIBR S L EH A, FEBIZOWTIX, T34 2DHIER)
(P.2-6) &ML TLIIZE,

TINA RZE# AUS I2EMNY %

Security Manager ZffiH L T7 XA R AUS 2 L Cav 74X ab—va vy #BETLHIHEG. 72
4XﬁE%LAUS IERLTary 74 Xalb—vay2RUGLIZER, 735 2AZHBIZ AUS 1~
Ny MVICEMENET, ZhE, T2 AZBNT 585 O HIETT,

22l T 2 FEHTAUS ITEMT 52 L TEET, ZOHETROAHOLEIZERTT,

e AUS %M LT Security Manager IZ X > TEEHINTWVWARWNWT A ZADY 7 b7 =27 BIO
ASDM/PDM A A =V OEFEEHT HHE,

o RAELEMEZ NI TN a—T 4 T IHEA,
FHT AUS 2B L72T /34 A (X Security Manager 1 X2 h VIZEMS N EH A,

ATFvFT1

A7y 2
AFyvFT 3

TNA ZADBIMNBRIET o T 4 Z2EECTEXETA, TuXT 4 2EBFT LS (BRIEREEHT LS
BRE). TAALAZHIBRLUTHEBML T EE N,

FIR

[Devices] #i®&R L £3, [Device Summary] ~X— YR FE/RrINFET ([[Device Summary] ~X— Y DF
w1 (P2-1) 25H),

[Add] #7 U v 7 L£7. [Add Device] ~<—URn#ER S ET,
TR AZWNT D2ROEREATILET,
* [Device ID] : 7734 A28 AUS TH&H %i#5313 5 ID T,

ID DX AT, 7L ATAUS RELZETTHHR (X274 77 IA4T7 2 ADT—FA b
Z v 7] (P.C-1) #5M), F721% Security Manager T7 /34 A ® [Platform] > [Device Admin] >
[Server Access] > [AUS] R Y v — %R ETHEICHELE T, @, IDIET A ADEKA N T
R
. [Auto Update Username and Password] : AUS & OFEFEIZT /SA ABREHT 2 22— 4B LUIA
—RTY, ZOa2—F THU ML, 7— A LT /7H§K§’£E‘§”é75\ Security Manager @
AUS AU —hoBAELET,
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B EFRroa— 0BT

ATy 4 HIEEEER ([Update Now] A& &M, TRIRFEBI S OZR] (P2-6) 2#ZM) A#FITTEH L
2129 % 121X, [Request Auto Update Credentials] R EL ET, KOWTH0ERIRLET,

e [None] : EA&IGEMNRHY A, T3 A THIRFABIE BT 2 FATTE £ A,

e [TACACS]: 7/3 A~DT 7 & AHNC AAA AL TV DE5EAIE. 731 2D TACACS+
2—FLBIOIAT—REATLET,

e [Enable Password] : /34 A TA F—7 /0 T— K, 2138 # EXEC T— RICAB/RAT— T
T, ZOBHIBERIEIT A A ~v%x—T % (ASDM F7215 PDM) % AUS o E#ELZHAICT A
A A =F—=VvIlLoTHEHINET,

N

(3¥)  Security Manager CZ D O E % £4T LB A%, Security Manager 2> H BN S 73T
DF 34 ZD TACACS+ B LA F—T /L /S22 T — FH AUS ICHfE S Ed, Security
Manager Tix, HTTP Ei&E#H % TACACS+ ERERE LTHEALE T,

AFwF 5 [OK] %227V v7 LT, FA4 A&BMLET,

BHFRATD 21— ILDEFE

AUS THEHT T A A& ETDHA. T34 A0 AUS ~OFERICHE AT 58—V o J I & % E
LET, T30 RACHRESNTZZOR—V > Z7HEX, AUS T Any Time A7 ¥ 2 — /L E IR E T,
DEYN ., TAAL RAET A AOBREIZFEDSNT AUS IV O THER TEX ET,

T 7 4V hOFR—Y » 7HEMIL 720 4> T3, Security Manager 7 7 A 7 > b EEMA LT, T3 R
ERINTEAR—V T ATV a—VEERTLFMACONTIE, [F354 208 AUS (28T 248 — Y
VIURIROERE] (P2-5) #BZRL TSN,

AUS TiE, A ATEREINTCAT Va2 — VIV EBRINDIAT V2 —VEERTEET, ROF
EIZHE > TR Y a— NV EERT DL, THEHAT Y 2a—1OX v otb) (P2-5) OBBIIHE->T
Xy BATDHIENTEET,

FIR

AT97F 1 [Devices] &R L £ 9, [Device Summary] ~— Y NE RSN ET ([[Device Summary] ~X— T DFE
=~ (P2-1) 25H),

AT9T 2 HHATTa—NERETDLT A ZAZBRLET,
ATw7 3 [Update Schedule] #7 U >~ L%9, [Configure Update] 7 1 > RURERINET,

ATwvF 4 [Allow Updates] V A "B AT T a— VDX A TEBRL T, MET7 A —NVRKEANLET, ROF
TrarnbvET,

e [One Time] : 731 AF 1 BOAEH INET, BHHZAT L, BHU 1> FUOBRIEREL %
HH:MM OERX (24 ) TANLT, V4 ¥ RUDOREZANLET, TS AL -T, 2
DU 4 RUNTHEHENEREINET,

o [Daily] : 73 23RS ET, FHY 1> FUOBRMEEL &R Z AT LET,
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| £$2F FHRARBLIUVEHRTS1—LOEE

AFvF 5

FI4 ZMAUS [<E#T ZR—) T EmozE B

o [Weekly] : 7310 23 mEEFH SNET, BH D 1 > FUORMIEL &R 2 A LT, 8%
AT omeH 2R LET,

o [Never]: 73 AFHEHFINEFA, ZHICLY, BEEHRN Y 7 v 7 S, [Device Summary]
~—C [Block Updates| R&¥ > &7V w7 LIEGA LR UERNEGONE T, SOV TIE,
THEHEFOT =7 VEiTZ7ry 7 (P2-7) 2BRLTLEEN,

[OK] %7 VU w27 L%, [Device Summary] X—IZRY | #H LAY 2 — /L3 [Update Schedule]
AT BCERRENET,

TN AHYAUS (28T HR— 1) VTRRDERE

ATFyvFT 1

A7y 2

AUSIZE S TERINTVWE AT Va2 —/L (Any Time A7 ¥ 2 —/LEMEENS) ORbVIZ, T34
ATERBINTCAT Y 2 —VIZESNTT A 2D AUS ~OHRi 2§ L TV 5354, Security
Manager 7 7 A4 7 ¥ F &AL TCR—Y 7 27V a— V2 EBTEET,

FIR

Security Manager 7 7 A 7 f TIROWT D FIEE ETLET,

o (THAAREa—) TALATHEARY V—%MHL TWARWESIEL, 7510 ZA&@IRL T
[Platform] > [Device Admin] > [Server Access] > [AUS] AR U v — &R L E7,

e (KVv—Vta—) TS ATHEERY >—%HHL TV D5E1E, [PIX/ASA/FWSM Platform] >
[Device Admin] > [Server Access] > [AUS] AR Y > — 73 A HR Y U—%RIRLET,

BEFELIIRED ATV 2 — S T ENTE D [Poll Type] ZIFIRNL T, A7 ¥a—, K=Y
7. BROHRITEEEERLET,

a7 4K alb—varERALTC, T AN AUS O EHZIRGE T2 ECEFITEH I EY
o LTERST, ZORY U —%EELTOORINCETINDIEMI, AIEONN—2a v ORY v—
\ZHESEx T,

BRSO 1—ILDXrv oI

AUS TF AL ADTHAY Va—VERE LSRR, Fv o EAT0 I LB TEET, JHUCLY,
BHT A Y 2= Any Time ICEESNLET, DFEV, TA ATRET A ADA L7 4 Fab—
VarTERINEZA—Y VR EZHEMN LT, AUS ICHEREL THEHT L £,

AV a—NVEX XY U EATHUIMIREFITTEET,

o FNRARATHEBOZEEEILTIHAT. THBEHOT v —T7 Vi3 7 0y 2] (P2-7) %
ZRLTIIEE,

o T ATHEFZRICZET 25HA1E, THRFEBEEHOZER] (P2-6) 2ZRL T3,

[ oL-21885-01-J
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F2E THNMRBIUEHFRTC21—LOEE |

IR Y7

FIR

AFwF 1 [Devices] ##{R L E 79, [Device Summary] _X— Y NEREINET ([[Device Summary] ~X— Y DF
R EER,

AF9T 2 HHASGVa—NEXx AT HT N ZAEBRLET,
AT7w7 3 [Update Any Time] #27 V v 27 LET, AUS RO EH AT ¥ a— L EHIBRT 20 RS NET,

TINA 2 DHEIE&

AUS TT AL ZAZERT DHMENRL IR ol25E ., AUS 673, AL HIBRCT&E £7, Security
Manager THI EH & T A AZEBTHHEIT. T4 AR AUS i L2V E Sl LicEE, 2
T4 FXalb—TarERERTLE, AUSICT A A2 FOBEMTEZENTEET,

T34 A% AUS & Security Manager CEBNICHIBRT 2 MERHV £, T A% —FOT 7V r—
arhPHHIBRLTH, b —FOT Y r—varpbIidHREnEE A,

FIE

AFw 7T 1 [Devices] ZiER L £9, [Device Summary] ~— I B3FERENET ([[Device Summary] ~— D5
T~ BZR),

ATvF 2 HIRT L7 A ZAERIRLET,
ATw97 3 [Delete] 27 Vv LET, 7/ ZA&HIRT 2R SN ET,

BN HENEHTDEXK

B Lo TUE, ATV a— o T AUS IKHER SN D DE[HFLT, T4 ATHREICEFTOT 7
ANANIETEINTNDE DT B, T3 AZRIRFIC AUS IZHFT 20BN H Y T, 2&x
X, XAy N —27 08X 27 4 BREESNEZGEICT SA AD AUS ~OFEHiZ TR L7720 |
Security Manager T2 7 4 ¥a L— a2 HH L, AUSICEBLZICL bbb T, T3 AN
AT 4 Fa b=y a VEFRISNDOFERINICIGT 2 L ICA 7 Va— L SN TORWEGE 7R K32
FoivET,

PBIRF B ENE B 4 21T 9 212 1F, ROBHEHTZ L TWAZ 2R L T EE,

o WH ATV 2 — /N Never TiE72W, Never DE AL, HANST /SA A% RN L T, [Update Any
Time]l #7 Vv 73250, BHATFYa—NVEERLET,

o FNRAZDHTTPS R— R F T 4Lk 443 Th 5, T4 2D HTTPS R— +FEFEF 7+ /L b
D 443 USDIEBEOFFIZET T 5 L, MFFAEBIESHZ2FEITCEERA, AT a— L En-ME
PN T N 2T AUS ISR+ 2881, T35 A0 HTTPS R— +EE5ZF 7 4 /L MED £ £
L ET,

o TACACS+ &t (AAAGREZMEMT256) F3A RX—T N NAT— FRT AL ATER
INTND, ZNDHOEKERITEINL 72T /31 AZDWT Security Manager (2 X - CHEIHIZ
AUS IZ#Efit s v E T, 7272 L., Security Manager THE L7235 AR Y £9 (Security Manager
TiX, HTTP &5 #H % TACACS+ EMEHME LTHEMA L ET), FEMc VWL, 5310 2%
B AUS 2T 5 (P2-3) 2L T,
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| £$2F FHRARBLIUVEHRTS1—LOEE

AFvFT 1

A7y 2

AFvT 3

EREHFOT« t—TINFELIETAvy B

o TN ANMERERFTE, NAT 52 R 2 /20T,
o FNRAZXTETTIZT AUS KWIEFICHHETE TV 5,

FIR

[Devices] #i®&R L £3, [Device Summary] ~— VMR FE/RrINFET ([[Device Summary] X— Y DF
R EER,

B R4 2 7 A A 2RI L E£7,

e

Evbh REOTNSA ZAZMG AUS IZERT 5 L2018 RT DL, NI+ —< ZAOMBENREAE L E
T, RKEOTNA RAEEHFTIHHEF. NREO 7V —THATIT-oTLTE &0,

[Update Now] #7 U » 7 LE 79, BEROMENKRD LNET,

AUS TlZ. &AIC TACACS+ BRIHE#H (HTTP =2 — VLB LR T—R) 2FH L TF /N1 Z~0D
BRARITENE T, ERICkBT e, A X—T N RXRU—FRMEHAESNET,

Event Report ZfHH L T, EFICEH INT0EHERTE ET ([Reports] > [Events] #3&R), FEMIC
DOWTIE, [Event Report ®Fx] (P.5-4) ML T EEV,

BEEHOT s —IILF=ETOvsy

2AFvF 1

& ]
AFvT 3

TRAAOABEFH 2T 4 =T NEFT Ry IV TEES, EHET A E—TANTDHLE, TLAD
AT 4 Xalb—varBERSNEYA, ERAT Y a—VEERT 20 (TBHAT Y 2 — Ok
£l (P2-4) #BW), TA ATOOTHLEFLZIGTEDLLHICTHZ LT ([Device Summary]
NR—=UTF A A& ER L, [Update Any Time] 22 V v 7)) EHaFHEA F—7 M TEET,

FIE

[Devices] #i®IR L £3, [Device Summary] ~X— U NFE RSN FE T ([[Device Summary] ~<— Y D
T~ BZR),

HEIEH 27 4 b= T 27 A AL BIRL £,

[Block Updates] #27 V v 7 LE£d, Ay YVa— N7 0y 7 T50HRSNET, ZhI2kY,
WA Y 2 — /LA Never ICEF SN ET,

TINA R IRL—T v DEE)]

T34 A2 ASDM F 721X PDM 3 A VA2 h— LI TWAHE, AUS 2°5 ASDM 721X PDM % i
LT, T AORHEOHREERRETLITELTEET, TAAADT AL A w32 —V v i@+
DIZiE, TS ANTTIZ AUS ICHEEHE L TV DR H D F£F, 7351 ADFREIT Security Manager
EHEALTVWDIHEAIE, 207 4 Falb—2a v OZHIZ ASDM 721X PDM #fH LRV T2 S
AN

[ oL-21885-01-J
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F2E THNMRBIUEHFRTC21—LOEE |

W 7312 2x—Sv0iEs

N

() FTAALAZAOHTTPS R—FEBLEZTFT 74V FD 443 S DEBEOHBEZICEE L TNWHE, TS A =
F—=T X EEBTEETAL, TNARA X=X % AUS BRSO RETHH5E51F. 7 74V MED
443 ZEF LN TL 2 &0,

FIR

AT97F 1 [Devices] iR L £ 9, [Device Summary] ~— Y NE RSN ET ([[Device Summary] ~X— T DFE
=] (P2-1) 25H),

ATvT 2 THAAAIKX=UxEHEHT L7 A A& RIRL £
AFw7 3 [Launch Device Manager] 27 U v 7 LET,

TTVr—vaiiunl AT 5L2EREIN, TAA RV BHLWVY 0 Ry THEET,
EHAFEIZOWTIE, TV A —arvDFr T4y ~LTEERLTLLEIN,
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= CHAPTER

774 ILOEHE

AUS TlZ. PIX V7 "I =T A A=Y, ASA Y7 h7 =7 £ A—, PDM A A—3, ASDM A
A=V ASA T 4 FXal—vary 7y BEOPIX a7 4Falb—var TrAEN)
6 XA TDT 7 ANEEHTE ET,

WD Ry 7 TiE, AUSZH LT, SESERFIATDT7 7 A NEEFIHT L HIEIZOWTHPAL F
j—o

e [[File Summary] ~—>Y 0 #/x] (P.3-1)
e VT U7 A A=V (P.3-2)
o YT v=T 7y ANDHIER] (P3-3)
o [av T 4Xal—ary 7rANDFER] (P3-3)

[File Summary] R—2DFR=

[Files] # 7% 2 U v 2 LT, [File Summary] X—YFRRLET, TOX—TTiE, AUS 7 —HX—2R
o277 ANMIHET IERPERINET, ZOX—=U0b, ROBIELFATTEET,

e V7 bhUxT A A=Y, ASDM A A—2, BLUPDM A A —T OB E 72 1ZHIBR
o LT 4FXal—Tary Ty ANDFRRFELITHIR

BTG H T ) I THE, ZONTLEEEEL L TELEY—FTEET, T2, RICRRENDIER
ETANELTED, T ANVERBELEZD T £,

AUS L TASDM BEWASA V7 b =7 A A—V%EHT 51213, asdm image 35 £ U boot
system 2~ REMHHFALTASA T NNA A% T — A NI v 7T HRLERDHY £9, GBI OWTIE,
TE#ST2Y 7 2T A A—VEBEXRASDM A A—YDar7 1 Fab— 3] (PC2) #5H
LTL7EEN,

[File Summary] ~— Y OERIZET IOV TIE, £ 3-1 2L T Z3 W,

= 341 [File Summary] R—2

BX H7LT

Frzv IRy T A HREZ FATT D7 7 ANV ERIRLET,
[Name] 77 ANDEEITY,

ZEiE I Vw74 DE, Z7ANLBLOT A MBI Y THENETA
A ZIZET HIEROENERINET,

[ oL-21885-01-J
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38 IJ7MLOFE |

WM yoryz7 1 A—C0EM

& 3-1 [File Summary] R— (=)
EXR By
[Type] WDT 7 AN B A TE2EIRTEET,

e pix-config : ASA £72IEPIX 274X alb—Ta TrA/l,
e pix-image : ASA FIXPIX V7 MU =T A A=Y 774,
e asdm-image : ASDM Y7 FU =7 A A —,

e pdm-image : PDM V7 b7 =7 A A—,

[Version]

T7ANDI) 7 2T NX=V g T, a7 4FXal—r3gv
TrANDEE, a7 4 Xalb—a ryBNERENTZ OS X—T 5
BDRRAINET,

[Create Timestamp]

77 AN AUS (B S - BT,

[No.of References]

T ANMZEIY B TOHENTET AN, ZAOETT, T/, ZADEI) Y TICH
THHEMIZONWTIE, B 4E (774 LEDYTOEFER] 22 1L TL<
7ZE0,

[Add] R % v

TOREZHETY I LT, TrANEBMLET, SEMICOWTIL,
(V7 =T A A—=VOEM] (P3-2) 2L TLEEN,

[View Config] 7~ % >

TOREHEIZ Y7 LT, BRLzary 7 4 FXalb—vay 77 AL
FFRRLET, SOV, 27 4 Fal—vay 774D
#r) (P3-3) 2R L TSN,

[Delete] R % >

TORBEHETY w7 LT, BIRLET 7 A LEHIBRLET, ZEMICO
WTIE, V7 b7 774008 (P3-3) 2R LTLEEN,

YIEDIDTT7 A A—DDEM

ASA £721XPIX Y7 b U =7 A A—, Adaptive Security Device Manager (ASDM) Y7 b7 =7
A A=, F721% PIX Device Manager (PDM) Y7 b =7 A A=V ZBMTEET,

GE) a7 44X alb—rary 74T AUS DHBEINTEERA, TR IZar 7 Falb—varsk
H AT HITIE, Security Manager Z A LT 7Z&W, FMICONWTIE, T2 7 4 Fal—va v
T ANDOEH] (P1-7) ZZBLTIEIN,

1RO BRI

Cisco.com O 7 7 A N EZBFE DT —7 ZAF— g i vra— RRLEST, Y 2aomb AR
b7 7 AT AUS ITBIMTE W2, 77 A NZITETE LRV T EE N,

FIg

AT7wF 1 [Files] &R L 7, [File Summary] ~<— Y2 #Fr S EJ ([[File Summary] ~— Y D% (P.3-1)

=2,

ZFyF 2 [Add] &2V v LETd, [AddFile] S—UnFRSNET,
ARTFYT 3 BT T77ANDEA T HRNPLRIRLET,
e pdm : PIX Device Manager (PDM) Y7 hU =7 A A—,

e asdm : Adaptive Security Device Manager (ASDM) Y7 kU =7 A A—,

Il Auto Update Server 4.0 1—4 74 F
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| 3% J74IL0EE

U7 ko7 7740tz B

e pix-image : ASA F72IIPIX V7 hU =7 A4 A—,
ATFvFT 4 [Browsel 7 Vv 7 LT, BIMTH77A/VERRL, [Open] 227 Vv LET,

AFyFT 5 [OK| %27 VUvZ LT, Z77ANMEBNMLET, BEOYZam&HRANCEDRN T 7 A VEEBIL X
FETHE, TrANTEMNTEEREA,

VIbOxT7 7274 IILDHEIK

RENWZ RS T 7 AMETTRTHIBRTEET, T RIZEV L TN 7 AV E2HIERT D E, T2
AAZADEID B THTRTHIBRENE T, 77 A NVEHIBRT DR1IZ, T8 A &MMD 7 7 A4 MTENY 4T
DZEEMMLTLKESWY (BAE 774 1EY Y TCOEH] 258H),

Tr7ANEHIRLTS, 77 A EF v ru— NLEEI) G THERT AL ANET 74 VHEIFRED
ZEEHY EEA,

FIR

ATvF 1 [Files] &R L 7, [File Summary] X—U2Fpr3nE 7 ([[File Summary] ~=X— Y DR
(P3-1) =ZM),

ATvF 2 HIERTL77AVERRLET,
AFvF 3 [Delete] 27 U v 7 LET, HIBRT 20 MRNFERINET,

aAY74FxFaLb—3y 774 ILDOERTR

Security Manager (2 &> T AUS IZE SN a7 4 Falb—val Z7 A )VERRTDHILENTE
£7

FIR

ATvF 1 [Files] &R L E9, [File Summary] *—UNERENET ([[File Summary] ~=— Y DFER]
(P.3-1) =#&M),

AFvT 2 RrRTHar7 4 Xal—rary 7r7ANVEBRRLET, RBFICETTEa 7 X2 —va v
. 1 DOHTT,

AFwvF 3 [ViewConfigl #27 Vw7 LET, av74Falb—vary ZryAARHLOY 4 RUTHEET,

Auto Update Server 4.0 1—% 41 F
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WM o o FaL—2ay 7714 L0ET
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274 LEYETOER

[Assignments] ¥ 7 D47 a L EMEHL T, T ABLIOT7 7 A NVOFID Y TEEHLET, 2L
2, HLWASA VY7 b =7 A A—=URFIHERERESE, 774V EX 7 rr—RLT, AUS IZ
BML, 1 2B EOT AL RZED B ToNET (f A—VOBINCET 23O WTE, TV 7 b
U7 A A=VOEM] (P3-2) EBRLTIEESW),

HB—ODF N A REBDOT7 7 ANEE OB TEHZENRNTEET, 72 21F, ASA Y7 b7 A A—
C.ASDM A A— . BEIWASA 27 4 FXal—Tay 77 ANEHE—D ASA T3 A |ZE|ID Y
THI ENRTEET, 4-1 ZBB L TLIZE W,

FIE—D T ANEEBEOTFT AL AZEOETH b TEET, 22 21F. MUASA V7 M=
T A A=V EZITASDM A A=V EBED ASA TN RAZE DY THZ LN TEET, 42 =&
LT EEN,

AT 44X alb—vay Ty ANVEBEOT AL AZED S TCHEIITEERA,

[ oL-21885-01-J
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F4E IJr7ANLEYETOEE |
W F/REYLETHEEORT
E 441 HBDOI7AINEE—DTINA RIZEYHTS
BHEOIT7AIL 1B8DTINAR
PXt¥a!)T«
FTSATUR
PIX
av74¥ab—vay
BHOT 741 1BOFINA R
=
ASDM { A=Y e
ASA
ASA
AVI4Falb—-vay
E 4-2 HBOTINA REB—DI7AILIZEIYSETS
1207741 BEOTINA R
ASA E3Er ASDM FhE PIX E3Er PDM o E@—
_:»* <! _:o < _:o - _:c 4) —1
’f A v ’r‘% v ’f A v *f.% v .IIIIIII' -m-ii:iil

AN

148123

PXt¥21!)T4
77547V ASA

ROMEY 7T, TMABROA A—VOHD Y TCEERTLHHEEZFHIALET,

o [FNAZENY Y TEED IR

(P.4-2)

o [H—F A R~DT 7 A /LOE YT/ E 0 YT (P.4-3)

o [ 77 ANVEID Y THMEDOER|

(P.4-4)

o THEHOT NSAZ~DT 7 A VOEN G T/ENY Y TR (P4-5)

_— —_—
TN REY ZETHREDRTR
[Assignments] % 7 2> 5, [Assign File to a Device] 7> a2 U ZBIRL T, 7354 2EH 0 Y THEEDE

ARRFLET (K 4-1), RIZF, ET A RZEDETHONTZT 7 A VT 2HRBERSNET,

NIGL%T )y ThHE TOANTLEREELLTREY—FTEET, £, RIIERTRINDLER
ETANZ LD TALAEZRRLIZY TEET,

Il Auto Update Server 4.0 1—4 74 F
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| £4F 7/ LEYETOTEE

BE—F A Z~DT7/L0EYET/AYscRE N

® 41 TN REY B THE

BHR

A

FTFar RNy

T ANIEHVBTCHT NS ADRE %7 Vv LET,

[Device ID]

AUS CHBNHEH SN TS ADLRTTT,

TNRAZAID %IV v TBHE, TDOT A AOFEMIB L OEI Y 4T
BN T 7 ANERTRBFLNY 0> R TH ET, M
X, TAA 24, IP 7 RLVA, U T %S, sysObjectlD, ¥ 7 k
=7 N—T 3, PDM/ASDM R—2 3 v BEXOTF A 2 THIH
TEXAHRAMBIUOT7 I via AEY, ZOEO—EOIERR ENE
REINET,

[Family] WIZPIX #F R LET, [Type] 7 4 —/V FOET IV XA T 5
52T, THRAANPIX 77 AT VA —VETIX ASA T34 AT
HODEHBTEET,

[Type] FNRA ZADH AT T (PIX-535 £721% ASA-5540 72 &),

[PDM Image]

TA ZNZHI BT HNIZ PDM £721Z ASDM A A —Y 77 A LD
HRITT

[PIX Image]

TNRARZEND B TOENTZPIX 77 AT U4 —/LFEZIL ASA A A —
Y T A IVDLETTT,

[PIX Config]

FNRALZNZED S TOHENTEPIX 7747 U4+ —/LE-IT ASA =2
T4 X2l =gy Ty ANVDLRITT,

[Assign File] A& v

CORZLE Y 7 LT, BRLET AL RIZT 7 AL E2EID YT
F9, FEHIZOVWTE, TH—F X, 207 7 A LOEI Y BT /EIY
YCHiEBR) (P4-3) =ML T EE,

BERE

o (VYT =T A4 A=TDiEM] (P3-2)
o [ 77 A NVEID Y THMEDER|
o DT NAAZA~DT 7 A LDE YT /EY Y TR

B—FNARAADIT7AILOEY HT/E Y L THEK

[Device Assignment Summary] ~X— Y Tlix, TS RZEV B CTHT7 7 A NEELETEET, 731
ATEITSNTODLY T MY =T A A=V2EHTL560E. 77 A VOED B TEMERL T, #r
LWZ 7 ANEEIDETHZENTEET,

GE)

ATFvFT1

ASA F7IEPIX V7 MU =T A A—VRERTLIHET. BFoary 7 4 Xal—vary 77 V%
HLNWA A=Y THHATEDZ L 2MTHERLTLIESN, HEMEORNWY 7 T x2T L A—URZ
Troua—RENLE, BXa2 VT4 TTFIAT VAL sTHR—bENRVa<w Ly RARTRTR
Oy 7EN, a7 4 Fal—ary TT—RNREETIEENHY F1,

FIR

[Assignments] > [Assign File to a Device] # iR L & 4, [Device Assignment Summary] ~— PR ERR
SNET (T34 2F Y THEDETR] (P4-2) 2BH),

[ oL-21885-01-J
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W o7 L8V ETHEDORT

ATF9T 2 TrANEEVETLT AL Z2BRLET,
ATvF 3 [AssignFile] #7 U v 27 LE7, [Select Images to Assign] X— Y NFERINET,

RFYT 4 FTARAALRAZENYTHaLry T4 Fal—ary 7740, PIXIASA V7 NI =T A A— T7 A,
F7IXPDM/ASDM A A—Y 77 A NERIRLET, 34T TXTCOT7ANEEIDETHZ N
TEFET, UZRMII, AUSICENMLE7 7 A VDOLBEENE T,

BEDTZ 7 AN Z AT &EN R TRWEEIE, [none] ZEIRLET,
ATF9FT 5 [OK] %27 Vv LTCT7ANET A AZEY B TET,

BEEIEE
o (VYT =T A4 A=TDiEM] (P3-2)

o [T77ANEID Y THEDRIR]
o DT NA AND T 7 A NDENY 2T /B0 Y TR

J274IILEY HTHEDERTR

[Assignments] % 7 2>5 ., [Assign a File to Devices] &7 a2 VEEIRL T, 77 A VEID Y THED
KHERRLET (R 4-2), RIZIEF, 774V BLOE 7 7 A MZEID B THNTNDT A ZDEHR
VA MRRENET,

HITLLHEI ) I THE, TONTLERMEL L TEELY—FTEET, /2. RICERENDHER
BT AN EATTTA4NELED, T7ANVERBZE LD TEET,

= 4-2 TZ74ILEY L TOBRE

EXR HL

*Far Ry FNRALAZEOETHT 7 ANDRE L Z 7V w7 LET,
[Name] 77 ANVDLEITT,

Tr7ANZET ) v I TDHE, ZTOTNAADFEMBLIOE Y B THR
2T NRAZADRPF LY 4 RUTHE M NUET,

[Type] WDT 7 AN B A TEBIRTEET,
e pdm : PIX Device Manager (PDM) Y7 hU =7 A A—3,

¢ asdm : Adaptive Security Device Manager (ASDM) Y7 ho =7
ARXA=,

e pix-image : ASA 72X PIX V7 ko xT £ A=,
e pix-config : ASA F7IFPIX 2T 1 FXalb—Tay Ty Al,

[Version] TrFANDY T "I =2T "=V a0 TF, a7 4 ¥al—gy
TrANDEE, a7 4 X2l —a VBIMERENTZ 0S X—V g v
MFERINFET,

[No.of Devices] T 7 ANMZEID B THNTZT A ZADETT,

[Assign Devices] R & > ZORZHEIY) I LT, TRAREERLIZT 7 A MZHIY B TE
T REMIZOWTIE, TBEDT AL Z~DT 7 A L OEN L T/HID 4
THERR) (P4-5) 2L TIEE,
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| £4F 7/ LEYETOTEE

BEHOT,

GE)

ATFvFT1

ATFvF 2

AFvT 3

ATv7 4

AFwFT 5

BHDT A ZA~DT7ALORY ET/AY 4T B

BEEIEH
e VYT =T A4 A—=TOiEM] (P.3-2)

o [T ZE Y THED IR
o TH—=F NS 2~D7 7 A NOFN) LT/HEY S THEER)

N\ AANDIT7AILDOE|Y HT/EY L THEER

[File Assignment Summary] ~X—Y Tk, 77 A MIFIV S TET A AEZERTEET, 7-& 2,
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PDM, ASDM, ASA, F/IEPIX Y7 bV =T A A=Y 77 A V% AUSIZIBIILT, =T — A v
T—UBRERENLTGE. ROFRABEBEZLONET,

o Ty ANDEIN Y TITERLIZA A= Z A TNRIELL RV,

o BMTHA A=Y T ANPELL RO, BEL TS,

o Ty ANENRTHEIND T 7 A B HANCHE S T,

ZOMEERT DI121E, RO 1 DL EEFATLET,

o TrANEBMTIE, ELWA A= XA T EZBEIRL T EIN,

e Ciscocom O 77 ANEX T a0 — RTHBZT7 7 A NVAEELLRNTLEEI N,

¢ A A=Y TrANPHEL TRV LEMBELET, A A=Y 77 A0 MD5 F= v 7 H 4
EHRLTLSEIVY, F=y 7 AEEHET 5121, [Files] 3R LT, [Name] # 7 A TA
A=Y T7ANELE I Vw7 LET, Fov IV LEE2E0LT7 7 A VICETAIHEERRY 7T v
74 RUBRFRENET, FMICOWTIE, [[File Summary] ~=—Y 0#FEx] (P3-1) &M
LTSN,

IDF 2y IV MEEAA—VDF o — RIFICERE LB E i L Ed, ERRLIHEIT.
ARA—= T2 AR L THET,

AV74XaLb—33Y 774IVEEBMTZEEA

BITE 501X, ASDM, PDM, ASA, BEXUPIX V7 U =T A A=Y T7ANVDHLTT, T
T4 X alb—ay 7y AVEBMT 5120k, Security Manager Z#fEH L CF A AZFEL T, =
V74 F2lb—varyE AUSICERLET, FEHOBRHIZOWTIE, a7 F21—var 7y
ANVOEF] (P.1-7) 2L TITEIN,

A A= T7A4ILZEYVETTH, FOREIZHY FEA

ARA—=Y T7ANET AL RAZEYETTH, TAALRZZIDT 7 ANVDEENRVGERIT. ROJR
RREZHNET,
o FARAAFTAUSICEFR L TA A=Y J7 ANV EFITLTNAILELR— T ARERHE, T
NAAZADR—Y U TRERIC L > T, B S b £ TEIEF» DD EE13H 0 7,
o FTNAANAUS ICERCEXRWRENEEL TS,
o AA—T T ANNPHEL TV,
COMBEA MRS AT, ROWTINEIIWFEFETLET,

o AUS HALAX LT HMERL T, BRICTNA AN AUS I U2 REELE T, K—V v
TR T LTOARWEA, 75 213 AUS (28 L TRIITERAZ L AR—F LTV EFA,
RV RO T £ TRHETRWIEAIE, T35 A L CRIEHIZ AUS I[85 2 L 23K
TxFET ((RIRFASEFHFOER] (P.2-6) &),
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120F L RISALE A TS A= TJ74 L% 2 28IY ETohEtsA M

o A2k UAR—FE#HRLT ([Report] > [Events]) . =7 —ZELET, T34 ATHEBE LA
A= T7ANBED B THLNTWDEEE, LA— MMZ DEVICE CONFIG ERROR A X2 | #
ATNEREINET, ZHEF A A=Y T7AVDF T — RBFICZ T —0NRBE LD L &R
LET, ILWA A=Y T A NET A ZRCHY B TH, HID Y TEMRL T, ANIRE
SNTETRAADA A=Y 77 A WMZRELET,

FNRAZANAUSICHFE LT, A A=Y T ANANETENTWVWAEZEEZLFR—FLTWARWES
1. TF 0 208 AUS ICHE SN TWERFA] (PA2) 2B LTLFEEN,

1 D2DTNARIZRALRALTDAA—D T7AILE 2 DE|Y
HTbNFEEA

FNAL ATRBICETTELDIF, ASA Y 7 =T A A=Y PIX V7 hux=7 A4 A—Y . ASDM
Ty AN, FIEEPDM 77 A 1 DOHTE, LERN-T, TS AZED Y TOENDIEZA T D
TrANMT ] ODOIHTT,

FHLOWPIXZERIZFASAY IO 7 A A= TN RIS
BYUTHE, TNAADNBREELET

HLWASA F/IEPIX Y7 b 2T A A=V R T AL AZEIN Y CTHEBEA, T, A2 HiEEhT 54
ERHYET, BEMIABNICIEITINET,

TINMATREICZ7Z7AIDBEYRLADO—KENFET
TFTNRAATHRDIELFEICLZ 7ANVNE T ora— RENDIHEE. T3 ATA A=V OFRITICHENRRA

LTWET, £ b LA—F ([Report] > [Events]) TZT —MNREL TWARWVMERLTIES
W, TT=RNHIHEE. FLWVA A=Y Ty A LEED Y TET,

—EDORE BT L—F I LTWET

—#D AUS OEHETHRZ VRN L—T 0 hINTWDIIEAE, Z0a~vy REFEITT 2 e HER1 &
DEFA, 8B 2—% 2 —LBLOHR] 22RL TN,

T UDBREE. AUS ZEBITESEFEA

<~V OFRLEHE, AUS ORI 210 £, kOWThEEITLET,
o Koo T AUS ZEEILE,
e AUSTI— /' THRTDTEEANEFICETLTNWDLZ 2R LET,
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W BELEFEEELLBVNIL I Fal—23y JPMNETSRAIRTEYIUO—FLAVNESICTEHRERZA T EEW

BELEFLFELL GV I4FXaL—a3 20 T7140
EFTINAARATHEYOA—FKFLAEWESIZTBAEZEHZTKL
&L

a7 4 Xalb—vary TrANOE B TEMBELEST, IOV TL, TH—FT M 2~D7 7

ANOEN Y T/EY Y TERR) (P4-3) 2L TSIV, a2y 7 4Falb—vary 774 L0E
DETHMERL7- 6. Security Manager #ffiH L T7 v A VEAEIEL, FERBALET,

AUS & PIX £7z13 ASA T/ 1 RN &R T 5 A%
ZEATLEsW

Security Manager % > A b—/L L TWRWES, £I3HIC AUS & 531 2AOBER A2 #RT 5548
X, T A ETFEHTAUS ITEBMNTEET, GBI N TIE, T35 A& E#H AUS IZBINT % |
(P2-3) 2L TLZE 0,

TANA AL, EEINEZFRTAUS ICEHRSNET, 75 XD AUS IR I nend A X0 b b
A— hTHEFB L E 3, Event Report ®#Fsr| (P.5-4) &ML T EEW,

AUS & T NA ZABOERNIER ThH D I LBERTE b, 785 2% AUS O HIBRL £,

AV 74X aLlb—23Y I5—RLiR—FEN=EEDOX
HixEHZTLESL

AR IO —ELR—PMNIary 74 FX¥al—ary o5 —RNERINEES. FREEZON
a7 4 Xal—rary 77 ANVERRLTCEBEOFERNEZ S ET, a7 X2 —v g
T ANDFER] (P3-3) LT EI,

a7 4 X a2lb—vary T —DTREERLT, ar 74 X2l —ary 774 0DT T —%EE
LET,

I5— Avwt—I[ZDUVT
TT—DFERIZHOWVWT, kO JEHERTE £,

e NMSROOT¥MDC¥log¥operation¥autoupdate.log - AUS 77V r—a UinbDA v E—T%F
NS D AUS 17,

NMSROOT¥MDC¥tomcat¥logs¥stdout.log : tomcatServletEngine TEITINTHELEDT 7V
r—arnbOAyE—TEBEMNT S Tomeat Hi7)m 7,

o NMSROOT¥MDC¥tomcat¥logs¥stderr.log : java = — RV L72GAICA X v 7 F L — R &M
7 % Tomcat fFHET T — 1 7/,

K A-LICARRET— Ayt —U BEXONIHK, BLIUOBLONLMRREZ R LET,
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& A1 AUS T5— Ayt—¥

IS— ryt—Sizonnt M

Ayt—o

FEAbhBHRE

FEAONSRRE

CALLHOME-DB-ADD FILE
FAILURE

77 A NV%E AUS [ZEMPIic 7 —n
BAELEL,
T—HR—ATEREOMENEELE
L7,

77 A NEEE AUS IZBMLTL EE
VW, ENTHRER SR WA,
AUS #HEEHL £,

CALLHOME-FILE-INVALID FILE
NAME

TrANHBELLHY EH A,

T ANDOLRINETEANETEIE
I, L, TRl B a4 AN
o TWER A,

ELWTZ 7 ANV EATILET,

CALLHOME-FILE-INVALID FILE
CONTENTS

R LTWAERIIT 7 AL ZA TN
ELL W T 7 A VEEBMIMLE LT,

T ANELZMBT D, DT 7 A V%
BIMLTHATLZEEN,

CALLHOME-FILE NOT_FOUND

BIRSNT T 7 ANVDBRONY FH
Ao

DT 7ANMET, T—HRX=ANLT
TIZHIBRS N TWET,

[Files] # 7% 2 Vv 27 LT, HiE%x®E
FLET

CALLHOME-FILE-BAD FILE NAME

AUS D7 7 A )L~DT 7 & A=
F—MNRELE L,

T 7 ANVITEEL TR WD, FEHIA
OFEHR A,

T ABDIEELTEY, BHE LTV
WZ MR LET,

CALLHOME-FILE-INVALID IMAGE

77 A& AUS IZEBINTE £¥A,
T AL L TWA D, AUS TS
EINTWDIDO LR XA TD
TrANEEMLLY E LTWET,

HLWAR=Ua DA A=Y 77 A )b
AU ua—RKLT, 774 1v% AUS
WZEML £,

CALLHOME-DEVICE-NOT _
CALLED HOME_YET

TN AN AUS ICHfE SN ERA T
L7z, AUS T, 74 ZADIP 7 KL

TN AN AUS (TR L. HEVE T A
BRTDETHELET (TR HENE

ANTIHINTVEE A, ok (P2-6) #&M),
CALLHOME-SECURITY-NOT_ AUS TR—HH [/ NRAT = ROEHKNE | 2—PHBLORAT—FE2FEATL
AUTHENITCATED WMERWFETE £ A, T, AUS e/ A LET,

BREEWNEE-STWD, By =
UNEA LT NLE L,

CALLHOME-COMMON-AUDIT _
FAILED

AUS T, ACS F721% Core E#&rm 7'z
EXADEHA,

WETT —NRAELE L,

AUS #HEZ L E 3, MEIFEHGE
1Z. Technical Assistance Center (TAC)
W2 TG TR,

CALLHOME-DEVICE NOT FOUND

AUS THER L7127 /34 ABRLASH %
Ao

T AL TTIET = F =205
HIBR ST ET,

[Devices]| # 7% 27 Vw7 LT, HifE%

CALLHOME-FILE-CANNOT _
DELETE FILE

ZOT7 A NTHIRTE ERA,
77 AT T,

77 ANVOHIBREFFEITL T EE0,
77 A NVEHIFRETE WAL, AUS

ZEEE L £,
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WM I5— Aye—SlonT

& A-1

AUS T5— Ayt—Y (#%)

Ay—

FEAbhBRE

EAONSRIRE

CALLHOME-DEVICE-BAD _
CALLHOME IMMEDIATE
RESPONSE

HENEHIFIC =7 — 03 AL E LT,

A F—TNETZIT AAA BIIFRNIE
LW, AL ATHITP 77 &
ANFTFRI SN TWERA,

T34 AT AUS IZ%f9 % HTTP 7 7 &
ANFTFRIENTEY, AUS AAA BL O
AR =T NVERERNPIE LN & &R
LTL &N, [F3 1 2% EHEE AUS

BT 5 (P2-3) #8RL TS
AN

CALLHOME-FILE-MOVE_ERROR

Ty ANVOEINMEH LI—RKT 7 A
NEHIRTE EEA,

BELET7 7 ANV, EHhE-IX
RERILENREENTND, A b
L—UHEBICE L7 7 A VRFEIEL T
WET,

T 7 ANBEEL TR, Ak L—
T4V N EERLEST, X RY
ZESEATLC, MERFR SRV
A%, AUS ZHEE LT, =27+
Xal—vary 774 VEHEBMNL
TLTIEEY, = TF7—=0NWnwhr, ot
T ANEHRLET,

CALLHOME-DEVICE-CH _
IMMEDIATE _NO_CREDENTIALS

AUS T, HEIEH 2 EIT T EHA,
A F—T I NRAT— REFITAAA B
FAFE N T N A ATTEN TV
7%, AUS TiX, T35 ZAOWE{E I
AT 5B ERN/TFHSINETA,

TNAAZIELWERKERE AN LT
VMU ERBIEL, FRA 7 EHEEITLE
I, (T34 2% EB AUS ([ZIBINT 5 |
(P2-3) #BML T EEN,

CALLHOME-INVALID UPLOAD
FILE

7 7 A IVINERTT,

B 7 7 AN E AT L TLIEEN,

CALLHOME-DB-NO_CONNECTION

Alo
FeHN— A P APEIELTOE
iR

AUS ZzHEHH LT, ¥ A7 2HRTL
i‘é_o

CALLHOME-DB-BAD PASSWORD _
STATE

Fe A R—Z NAT— ROEFH|ICT
T—MWEELE LR,
AUS db.prop 7 7 A MIZEENDT —
A R=ADa—HFHBLOVIRAT — K
MNIELL W, AJILTERAT— R
NIELLHY FHA,

AUS db.prop 7 7 A /VIZT — X RX—AD
ELWa2—PEABLORAT— RREE
NTWLZLEHRLT, =2—HFHB X
CRAT— REHEASLET,

CALLHOME-DB-COMMIT ERROR

AUS TF —H _— 2 |ZF — X B EXIA
OFER A,

AUS zHEB LT, # A7 2HRITL
i‘j_o

CALLHOME-DB-POOL_ERROR

AUS TF —Z R_R— 2 | T £8
s

AUS ZzHEBL T, # A7 ZH{R{TL
£7,

CALLHOME-DB-DISK FULL

EET 4 AYFRBFRLTOET,

RBEREREZAN—F FTA 70 BHIER
T HLWA—F K74 7 &BM
LET,

CALLHOME-DB-ADD_DEVICE
FAILURE

VAT BTN RAEBINFRICE T —
MFEALE LT,

T A RXR—ZATHEEOMENBELE
L7,

TNA ZDBMEFRITLTIEI W,
EFNTHT A A% AUS ICIBIICE e
WEEIT, AUS #FEE L 7,
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& A-1

AUS T5— Ayt—Y (#%)

IS— ryt—Sizonnt M

Ay—

FEAbhBRE

EAONSRIRE

CALLHOME-DB-ADD _ FILE
FAILURE

T 7 AT A A BRI —
NRAELE LT,

T RX—ZATCHEEOMENEELE
L7,

T ANVDOBEMEFRITLTLIZE N,
FNTHL77A 0% AUS [ZBIMTE 7
WAL, AUS #HEEE L £,

CALLHOME-DB-DUPLICATE
VALUE

AUS IZT TIZIFET BT 7 A L EIBN
L& LTnES,

o= b 2T 5. BEfFOT
YU EHIBRL T, ¥ 27 2T LR
‘é_o

CALLHOME-DB-DEVICE NOT
FOUND

PR L7727 34 A3 AUS TH220 0
EcVR

AUS [z En=s5 34 2T AUS ~
DR ERITLE LT,

ELWTF AL AID AATISNTND Z
LEERLT, FRAZERBAITLET,

CALLHOME-DEVICE-INVALID _
AUTHORIZATION

FTONA AN & o TIER 72 BB AT AN B
SNnE LT,
TNAADZ—=FH/BLONRAT—
ERERL T 720,

TNRAADL—PLZBLONRRAY — K%
FH LT EE,

CALLHOME-FILE-CHECKSUM _
MISMATCH

Ty A IVINT —HR— R BIE T
"IZ, 77 ANDT =y I APERE
SNE LT,

D2 —FNT 7 A VEEE LT,
VAT AMREINTHET,

VU NE X 2T THDHI L EMRLT
L&V, RIZA A=Y 77 A V%HI
BRLT, 774 A0HH L ar—%
AUS (ZEM LU ET,

CALLHOME-INVALID UPLOAD _
FILE

77 A NP EHTT,

Ty T ua— RTEEMRT 7 A NVALEAN
HLTLIEEN,

CALLHOME-UI_CANNOT_MODIFY _

CONFIG_MAPPING

av 74 Xal—vary 7y AL0E
DWETEERTEEHA,

Security Manager ZffH L C= > 7 4
Xal—vary 774 VEERLET,

CALLHOME-UI INVALID
IPADDRESS

IP 7 R L AN T,
W72 IP 7 RLARALEhE L=,

Hh7eIPT7 RLAEZ AN LTLIE &N,

CALLHOME-UI MULTICAST
ADDRESS

~NVFFX¥ AN T RLANRFC v /v
F ¥y 2 NEIPH (224.0.0.0 ~
239.255.255.255) 4+ T,

R~ N FHr Z b T RUARAS
SNFE L,

Hhle<wnLFXx¥ A NPT RL2A%A
HLTLIEEN,

CALLHOME-UI_NO_DEVICE_EXIST

T ABEEL TV EH A,

TTIZT NA A&HIBR L7 Al EtED &
D9,

[Devices] #7427V vz LT, Hifi%

CALLHOME-BOUNDS-INVALID

EMPTY_START UPDATE_WINDOW _

TIME

HENEH A 7 ¥ = — VO BRIBREZ 3 A
]\jj ‘(\\TO

B B O BIARIE A 8 AT STV E
A,

HH:MM O T, BtGIRFZ 2 A ) LT
<&V,

CALLHOME-BOUNDS-INVALID _
EMPTY END UPDATE_WINDOW _
TIME

HENEH A7 ¥ 2 — VOB N KA
‘/C“‘j_o

HEY ¢ > RUOHIBNATI ST
FHA,

HH:MM OJEAT, HiZ A LT
éb\o
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& A-1

AUS T5— Ayt—Y (#%)

Ay—

FEAbhBRE

EAONSRIRE

CALLHOME-BOUNDS-INVALID _
EMPTY_UPDATE_WINDOW DAY
INFO

LT[ 8703 3625 5 0 FL 2SR
<,

BB A AT B A SRR S L
VWEEA,

R ST DME N 2RI L £,

CALLHOME-COMMON-MISSING
UPDATE WINDOW

WA Y a—b B THRIBESNT
WEEA,

XVETIIN 72T A A 1D A7
Tl MBEINE L,

TNRAAIDNVELLEENTWHDZ &
FHERLTLEE N,

CALLHOME-BOUNDS-INVALID
UPDATE WINDOW_TYPE

WESNTZEHFAF P a—V A TN
M T,

MR TR AT Y 2 —)L B A TIRRE
EnTHET,

A a—) ZATNELLSRE
SNTWBEZ EEHERLTIEIN,

CALLHOME-UPDATE_WINDOW _
NOT_CONFIGURED

HENEH A V2 — L AHIlRTE £
A/o
BHAT P a— VIRRES N TVEYE
Afo

HIRT AR, 2y 74 Falb— gy
DEFHE AL 2a— L L TLEEN,

CALLHOME-UPDATE_WINDOW _
UNSUCCESSFUL

FHAr P a—ADary7 4 ¥ 2l —
Ya KM LE L,

T RIZIE, TTICEHA T Va—
IV BATPERESNTOET,

BFOEFAr ¥V a— N ZHRL TR
S,
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21— O—ILBE L UVIER

AUS ZHEHT 51213, 22—V EBIUOSAT — FREFESNHAIMLERH D T3, 2—PFLHBIUR
J— ROMHAEEHLHIT, AUS THEAT AL Iy 7 4 Fal— g CERIRIN7. CiscoWorks
Server £ 7213 Cisco Secure Access Control Server (ACS) T —# X—2DWW I bt nE 3,

FREE% . Bl B TOHNTMERICESWCTHTINET, HRIZ, 77V r—va v NTERSINZX A
JETITBRETYT, 2—PIEIV Y TOENEHERE Y Moko T, 22—V —ARNEHZSNHL, VAT
LNDOT 7B AMEORHE F A T ERLET,

WD REy 7 TiE, 224 7ORGEHFRCEE L7Tc2—H v — LB LTOFFRNCET 23450 L E
‘g—O

o [AUS #[R| (P.B-1)
e [CiscoWorks Server = —/L3 L O AUS #E[R] (P.B-2)
e [Cisco Secure ACS 7 —/L¥ LN AUS #E[R] (P.B-3)

AUS ¥EFRIZ, 2 —FREITTXAEHEART V23 T, AUS IZ Lo TSN AHIRE# B-1 127
LET, S OHERIE CiscoWorks Server B XUk DtE 7 g Tt $ 25 ACS v —/L{ZE ) 4T
LET,

e [CiscoWorks Server = —/L3 L O AUS #E[R] (P.B-2)
e TCisco Secure ACS = —/L35 L8 AUS #[E] (P.B-3)

% B-1 AUS R

ER B

API View Device TN AR ER T TEET,

GUI View Device

API_View_Images VI hU 2T A A=VICHETOEREFRTEET,

GUI_View_Images

API_View_Assignment TNHRAANLT 7 ANSNDE YL TEBLOT 7 A 6T S ZA~DHE
GUI_View_Assignment DU TICHT HERENEL LORFTEET,

API_View_Reports AT MMEBEERBLOA R b LR— M EFRRTEET,
GUI_View_Reports
API_View Admin AUS HEHRIGRER RS CTEET,

GUI View Admin
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W CiscoWorks Server A—)L & U AUS #B

% B AUS ER (HiZ)

ER B

API Modify Device TS A B EHIIC AUS ICEEi CE £ 9,
GUI Modify Device

API_Modify Images AUS TA A=V BB LOHIRTE £7,

GUI Modify Image

API_Modify_Assignment |7 7 A L& T A RZEIV Y TDH, EIEITNAA A&7 7 A VZHID Y
GUI Modify Assignment |C2Z LN TXFET,

API_Modify Admin AUSEHa L 74X al—va VREALETEET,
GUI Modify Admin

CiscoWorks Server O— /L E LU AUS #E[E

CiscoWorks Server 325E R EHH L TT NS R L TCT 7 v a v 2ET7TDHE. 77y a UidaER
L/f:?:/{’l)x rbfuuuﬁéﬂiﬂ‘

CiscoWorks Server (Zi%, ##N THEEINDIBBEICHIGT DR —ARN S DOERINTWVET,
#F B2ICAUS b CEAr— VAR LET,

% B-2 CiscoWorks ®O—)L

o—JL Bl

VAT NEHE CiscoWorks Server 8 LN AUS # 27 2T _RCEFTEET (—HF DB
M, 22— NRT— RORE, A A=V OBIEITHIR, B0 Y TOME
Br7e &),

F v NU— 7 EHE CiscoWorks Server OEH A X A7 #FET L., VAT LEHEHE L [F UHER
N ET,

Fv hU—27 XL —% |AUS OIFRT XTI AI Y HEHOMHERE®H Y 97,

KGR TNAABZEECTEXET, A A=, EYT, LAR—F, BIOEHX
ATZNHR L CTHARY BHAOHERISH O £,

~IVTF TR AUS ORI R TIZEFRAI Y HEHOHERNH Y £97,

# B-3I1CAUS n— A BI OV HR— FENDMREZ R LET, HROFEMICONTIE, £ B-1 2R L

TLZENY,
% B-3 CiscoWorks O—JL§ & U AUS #R
CiscoWorks O—JL
P S NERE LT vk REE ~LT
THE 7=y 70— % TRY
AUS &R TEE RL—4
API View Device O O O O O
GUI View_ Device
API_View_Images O O O O O
GUI_View_Images
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aA—4 O— /LB K UHER

Cisco Secure ACS O— L& U AUS #E N

% B-3 CiscoWorks O—J/LE LU AUS #R (#EZ)
CiscoWorks B—JL
P2 NE vk ABE ~LT
EEE 7= 79— % TR
AUS R THE RL—%
API View_Assignment O O @) O O
GUI View_Assignment
API View Reports O O O O O
GUI View_ Reports
API View_Admin O O O O O
GUI View_ Admin
API_Modify Device O O - O -
GUI_Modify_ Device
API Modify Images O O - - -
GUI Modify Image
API Modify Assignment @) O - - -
GUI_ Modify Assignment
API _Modify Admin O O - - -
GUI_Modify Admin

Cisco Secure ACS O— /L E LU AUS #[E

Cisco Secure ACS TiZ, 77V r—varvEHaou—LNFR—kINET, bBire—n2ix, FAL
2 — VBT SN TR TOMERNE ENET, ACS Z2RGECHEAT MO 7 7Y r—va vk
IR0 . AUS Tlk, 73 AN TR <, AUS BIRCRliEZRER L E T,

ACS TTTILERSNTWVD AUS u— Lzl T52 b, MEDOIAZ v A X v — L 2/ElT 2

ZEBLTEET,

ACS DFERFEB LI, ACSDEFX 2 U7 41IZBT 52U v MZ2WTiX, [User Guide for Cisco
Secure ACS for Windows Serverl]l % ZH L T 7Z2&0,

# B-4ICAUS L EBIHHTELT 740 O —LERLET,

% B-4 ACS o—JL
o—)L B
VAT LEHE TAMER (R —rS—— W)

Fy NU— 2 EHE

TIHEIR (R ==z =),

Xy NU—7 FXp—%

GUI DRI v HEIR,

AUS UE—F f & —
T A A

WA v B =T 2 A ADHDOT 7 ANHFA N, GUI ~DOT 7 & A 13FF
AENFEFA,

NIV T A

M2 TlI T — % O A0 5 THER,

APl UV — 4 — GMERA 2 B — T = A ZADFHEY HER,

APl 7 A 5 — SNERA B —T = A ADFHIY [ HEIABHER,

GUI UV —%— GUI D1z Fm 7 2t B0 HER,

GUI 71 & — GUI DIE#ERTIB LI OEE T H53AIY [ E ZIABMER,
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W Cisco Secure ACS O— /L& & U AUS #R

N

(3¥)  Security Manager 3 X O AUS M TIEHFICE@(E7 5121, Security Manager T AUS iZxt L TAA L7
=P L OVSA T — K% APT Writer m—/L, [AEEOMRAH S0 —L, £721k AUS UE— b o
VE=T A ALBEMNT OMERDHY £T,

# BS5SIZT 740D AUS o — LB ROV R— b ENOHREZRLET, HROFEMIZOWTIE,
£ B-1 2L TIZE,

® B-5 ACS O—LE & AUS R

ACS O—JL

DRTL | Ry b *y b ~JL  |API GUl  |APIS |GUI S

THE |U—7 D=9 % |[FTF |U— 1)— 18— 14—
AUS #ER gEE | RL—4 (RY |H— |-
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= APPENDIX c

AUS LEET H=HDTNAADT—FR b
Sv7

AUS ETNA ATEETE DL IICT DL, TXAAD T UV AR—FEREL T H, AUS F
721& Security Manager DA X2 M UITEMUE T, 74 RIS EIIE L TRE L TS EEW,

o (X2 VUFT 4 TFI9AT L ADT— AT v 7] (P.C-1)
e THHTAHY 7 MU 2T A A—VBIOPNASDM A A—VDar 7 4Fa2b— 3] (P.C-2)

X2 ) T4 PTSATVARADT—FR 59T

AUS A LTPIX 7747 U4 —/VETIL ASA T34 ZR& BT DR, 773 A THEAR o8
BN TEDRICHREBO AL T 4 Falb—va bl &T N ATITWET, EARMRBEROREICET
LEERNZDWTIL, [User Guide for Cisco Security Managerl] #Z L T 7280,

BRIl N2 T, AUS EAEDOREEITILERH Y 3, ROFIETIE, T ADa~v R
FA A E =T =2 A AN LTI ORELFETBIOMAET 2 HEEBP LET, £72, PIX
Firewall Device Manager (PDM) &> F7 v 7 U 4 =K (PIX X—V 3 6.3 7341 ADEH) F
721% Adaptive Security Device Manager (ASDM) &~ b7 v 7 v 4 ¥ — K (PIX 7.0+ £72i1% ASA 7
NAADGE) BHEALCRETEET, FEMIZO0TiL, ASA, ASDM, BXU'PDM O~v==a7
VEBEL T I,

(GE) AUSZMEHLTASDMBLWASA V7 bv =T A A—Y&EHT 5I21%,. asdm image 5 X % boot
system 2~ REFEHA L TASA T A A2 T — A NT v 7 THRERH Y 9, FMIZONTIL,
EEhT2Y 7 02T A A—VEBXPASDM A A—VDar7 4 Falb—var] (P.C2) #5R
LTLIZEN,
PIX £721% ASA 734 2% AUS L EIITHLSICT—FA RN T w7210, T4 ADa Y —
VAR — MIEER SN a Y — VRN RO FIEEFEITLET,
avwvk B

A7971 enable password EHE EXEC £ — FIZA D 9,

27972 config terminal a7 4 ¥al—ay T— RICADET,

A7973 http server enable TNAAD HTTP =Rz H/H LT, 7T U EIT HITP b a7 o

XFoal—varvazEoFERFEETELRLOCLET,
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figk C  AUS LEBNT HHODOTNIADT— R FS59F |

B E@BdaY7r917 1 A—SEEFASDM A A—SDa VT4 Fal—ay

avwv kR B#
A7v74 http ip_address [netmask] T8 A0 HTTP Hfe 2 Blba T DM A 52 biedh A i3k y bU—2
[if_name] ZREELET, HITP 77 £ A& T AKX hEhZRIcZoa~r ReE AL

£7,

e ip address : 7 /5A A~D HTTP ¥t & Bl D4R Z 5 2 o A METz
Zxy hU—2DIP T RLATY, Zoavwr REHL A< &b AUS
B L O Security Manager — /30O 7 FLAEFRE L T EEW,

e netmask :IP 7 RVADRy NI —2 A7 TY,

o if name: TNAADA L HE—T A4 A4 (T 74V MEinside) T, I
%4 LT AUS % 721% Security Manager (Z & - C HTTP 03Bt S E 7,
GE)  HIRFE@EHZETT O, INERELTLEIN, ZOREICE-
T. ASDM/PDM %7213 D> HTTP 8t %2 - L CT /34 AT 7 & A
TEBHHRAMBRESNET,

27975 auto-update server
https://username:
password@AUSserver_
IP_address:port/
autoupdate/
AutoUpdateServlet

TNA R AUS ([ZHfE L £ 7,
o username : AUS ¥ —NICADTzd D7 A 4 TT,
e password : T —FD/NAT — RTH,
e AUSserver IP address : AUS —/ "D IP 7 KL ATT,
o port: AUS — DR — hESTT GEEIL 443),

7976 auto-update poll-period
poll_period [retry count]
[retry_period]

AUS OR—V v VAR ELE T,

* poll_period : B 2 MIOBOAR—V o ZHHITI, 774 /0 ME 720 23 (12
Ef]) T,

o retry count : YV — N~OEEHENIIE L2 BAICHERITT A EETY, T 74
JV ME 0TI,

o retry_period : HRITORRTYT (43, T 74/ ME5TT,

A797 7 auto-update device-id [
hardware-serial | hostname |
ip_address [if name] |
mac-address [if name] |
string fext |

BELIET AL ZAID ZEH L TEHZHNT D LT NANAABRESNET,
o if name : TNRAADA LU H—T =24 AL TT (F7 4/ M inside)

o text: TNNA REFHIT HT XA TT,

WORFITIE, FARART AL AID ELTHERAESRTHET,

auto-update device-id hostname

A7978 write memory

Ay 4 Xal—varEREFELET,

27979 show auto-update

AUS URL, R—VU Vi, A L7 7 M, BLOT A AID 2R RLET,
BERHERTE 7,

AF97 10 exit

Oy 7 4FXal—vary BE—REegRTLET,

BENTAVINIT T A A—VELVASDM £ A—2 DO
vId4¥alL—>3y

FIFNRTIE, X2 VT4 TFIAT VAL THBRTZ T v a AEY TROICKHLE SN Y
TRy T AA—UREHRHENET, £/, N7 7 v a AE Y TRIITHKEE Z 7 ASDM A4 A —
VEIL, A A=TUNRWGEIRIRIZ, MIT T T v a2 AE Y TROCHEE S A A —U N
SNFET, BEOANA—VUBRHDILGEIL, BEITIHA A—TVEHBEELTLEEW, ASDM A A—T 0

Auto Update Server 4.0 1—% 41 F
m. 0L-21885-01-J |



| #8 C

AUS LERTB-HDTNLIADT—FR 59T

EBT2YT FITF7 A A—CHBEUASDM A A—S0av74XaL—>3> B

BE. BEITOAMA—VERELRVE A A=UR 1 DODHA VA= LENTNDHHAETH, £
ﬂE:L VFr g4 77747 AL > Tasdmimage 2~ RRETINTWHary 7 s Falb—vg v

WZHAShET, Eﬁﬁ%ﬁf%é?é?ﬂ%%@]&ﬁ‘ét&) (BEINTWDHE)., FTEBRFE
Bl A=V BRBEINZNEIICT AL, EBar 7 ¥ 2L —a  TERENITS ASDM 1
A—VERELTIEE N,

AUS ZEHI L CT A RZF T — RSNTA A=Y DOR—=Ta v aetxa ) T4 TTITAT A
T boot system 35 Z O asdm image =~ FEZEH L CTRIMERH Y 7, ZhEzFTLRVnE &
XalT 4 TTITAT LV ADA A—=VE, AUS b v v — RSN RZFON—Va ko Th
HE I, ASDM A A=Y OHHFHIKINT 55607 H D £7,

Flo, BX 2 VT4 TTIAT ARV A TONcary 74 Xab—vay 7y, ME 7234 A
WRESNEZRLT— b Y7 b7 A A—VBLPASDM A A —VERTHERHY T, R
TWRWES, EX2 VT4 TTIAT VR LMEDOA A—VIF, AUS b X v rm— REND
BHON—Ta ko T hEEEINET,

X2 VT4 TTIAT UV ATROA v E—=UNERINTEHE, X274 7TI3A4T7 2 AD
ASDM A A —URBATONR—a VERBUERH L Z L 2R L TS EI VW, TOEMEIE, T340 R
Tshowrun =2~ FOWNERFZTLH L THRIBTEET,

Auto-update client: Sent DeviceDetails to /autoupdate/AutoUpdateServlet of server
10.1.1.200

Auto-update client: Processing UpdateInfo from server 10.1.1.200

Auto-update client: Failed to contact: https://10.1.1.200/autoupdate/AutoUpdateServliet,
reason: ErrorList error code: CALLHOME-PARSER-ERROR, description: The XML parser
encountered an error: The content of element type "DeviceDetails" must match

" (DevicelID,HostName, PlatformFamily, PlatformType, SerialNumber, SysObjectId, IPAddress+,Versio
nInfo*,Memory*)

KTIE, ThoZ2T AL ADa~vw Yy R IA4VEERLCHRET2FIELHH LET, £/, Security
Manager T [Platform] > [Device Admin] > [Boot Image/Configuration] A U v — %M H L THRETE
F7

e HENTDHY 7 MU=T A A—TVERETDICIE, WOa~v FEASLET,

hostname (config) # boot system url

url ICTROWT a2 AT LET,
— {flash:/ | diskO0:/ | disk1:/}[path/|filename
flash:/ ¥ — U — FiZ, PIX500 >V —RX X205 4 TTXIA TV ADONKET T v 2 AF
VERLET, ASAS500 2V —R@EIH X2 VT 4 TTIAT UV AOHNKE T 7 vra A
£ Ui, flash:/ F720% disk0:/ & A1 CTE F9, diskl:/ F—7U— FiX. ASA 4T~
Tyva AEVERLET,

— tftp://[user[:password|@]server|.port]/[path/|filename
ZOFT v a ik, ASAS500 VY =R E X 2 VT 4 TTTAT U ATORYFR— &
ET,

boot system =~ K =2 FU ZH{x K4 DAD LT, EFICRENT IR D(4 A—VEEETEE
T BEX2 VT4 7T IAT LV RZE o TRINCHMBE SN A A=V BEB SN ET, boot
system tftp: =~ > NiX 1 DOARETE, KPR ET LH2LERH D £,

o EHENIT D ASDM A A—TVZRET HITIE, kOa<wr RE AN LET,
hostname (config) # asdm image {flash:/ | diskO:/ | diskl:/} [path/]filename
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